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Abst ract

This docunent specifies a set of requirenents for generating
tenporary addresses, and clarifies the stability requirements for
| Pv6 addresses, allowi ng for the use of only tenporary addresses.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 25, 2018.
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Copyright (c) 2018 | ETF Trust and the persons identified as the
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1. I nt roduction

| Pv6 Stateless Address AutoConfiguration (SLAAC) [ RFC4862] has
traditionally resulted in stable addresses, since the Interface
Identifier (11D) has been generated by enbedding a stable I ayer-2
nuneric identifier (e.g., a MAC address). [RFC4941] originally

i mplied, throughout the specification, that tenporary addresses are
generated and enpl oyed al ong with stabl e addresses.

Wil e the use of stable addresses (only) or mixed stable and
tenporary addresses can be desirable in a nunber of scenarios, there
are other scenarios in which, for security and privacy reasons, a
node may want to use only tenporary address (e.g., a temporary

addr ess).

On the other hand, the lack of a formal set of requirenents for
tenporary addresses led to a nunber of flaws in popular

i mpl ementations and in the protocol specification itself, such as
allowing for the correlation of network activity carried out with

di fferent addresses, reusing random zed identifiers across different
net wor ks, etc.

This docunment clarifies the requirenents for stability of |Pv6
addresses, such that nodes are not required to configure stable

addresses, and may instead enploy only tenporary addresses. It also
specifies a set of requirenents for the generation of tenporary
addr esses.
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2. Term nol ogy

Statistically different:
When two values are required to be "statistically different”, it
means that the equality of those values cannot be caused by
anyt hing el se other than random chance

Thi s docunment enploys the definitions of "stable address" and
"tenporary address” from [RFC7721].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. Pr obl em st at enent

When [ RFC4941] was written, its authors wanted to prevent privacy and
security attacks enabl ed by addresses that contain "an enbedded
interface identifier, which remains constant over tinme". They
observed that "Anytinme a fixed identifier is used in multiple
contexts, it becones possible to correlate seenm ngly unrel ated
activity using this identifier." They were concerned with both on-
pat h attackers who woul d observe the | P addresses of packets observed
intransit, and attackers that woul d have access to the | ogs of
servers.

Since the publication of [ RFC4941] in Septenber 2007, our

under standi ng of threats and mitigations has evolved. The IETF is
now officially concerned with Pervasive Mnitoring [ RFC7258], as wel |l
as the wide spread collection of information for advertising and

ot her purposes, for exanple through the Real Tinme Bidding protoco
used for advertising auctions [RTB25].

3.1. Privacy requirenents

The wi despread depl oynent of encryption advocated in [RFC7624] is a
response to Pervasive Mnitoring. Encryption of conmunication
reduces the amount of information that can be collected by nonitoring
data links, but does not prevent nonitoring of |IPv6 addresses
enbedded in clear text packet headers. Stable |IPv6 addresses enable
the correlation of such data over tine.

MAC Address Randomi zation [l ETFMACRandon] is another response to
pervasive nonitoring. In conjunction with DHCP Anonynity [RFC7844],
it ensures that devices cannot be tracked by their MAC Address or
their DHCP identifiers when they connect to "hot spots”. However,
the privacy effects of MAC Address Randoni zation would be nullified
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if a device kept using the sanme | Pv6 address before and after a MAG
address randomi zati on event.

Many Wb Browsers have options enabling browsing "in private".
However, if the web connections during the private node use the sane
| Pv6 address as those in the public node, web tracking systens
simlar to [RTB25] will quickly find the correl ati on between the
public personna of the user and the supposedly private connection
Simlarly, many web browsers have options to "delete history",

i ncludi ng del eting "cookies" and other persistent data. Again, if
the same | Pv6 address is used before and after the deletion of
cookies, web tracking systens will easily correlate the new activity
with the prior data collection.

Usi ng tenporary address alone nmay not be sufficient to prevent al
forns of tracking. It is however quite clear that sone usage of
tenporary addresses is necessary to provide user privacy. It is also
clear that the usage of tenporary addresses needs to be synchronized
with other privacy defining event such as noving to a new network,
perform ng MAC Address Randoni zation, or changing the privacy posture
of a node.

4, Stability Requirenents for | Pv6 Addresses

Nodes are not required to generate addresses with any specific
stability properties. That is, the generation of stable addresses is
OPTIONAL. This nmeans that a node nmay end up configuring only stable
addresses, only tenporary, or both stable and tenporary addresses.

5. Requirenents for Tenporary |Pv6 Addresses
The requirenents for tenporary | Pv6 addresses are as foll ows:

1. Tenporary addresses MJST have a linmted lifetime (limted "valid
lifetinme" and "preferred lifetinme" from][RFC4862]), that should
be statistically different for different addresses. The lifetine
of an address essentially linmts the extent to which network
activity correlation can be perfornmed for such address.

2. The lifetinme of an address MJST be further reduced when privacy-
meani ngf ul events (such as a node attaching to a new network)
t akes pl ace.

3. The resulting Interface ldentifiers MIST be statistically
di fferent when addresses are configured for different prefixes.
That is, when tenporary addresses are generated for different
aut oconfiguration prefixes for the sane network interface, the
resulting Interface ldentifiers nust be statistically different.
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This means that, given two addresses that enploy different
prefixes, it must be difficult for an outside entity to tel

whet her the addresses correspond to the sane network interface or
even whet her they have been generated by the sane host.

4. It nmust be difficult for an outside entity to predict the
Interface Identifiers that will be enployed for tenporary
addresses, even with know edge of the al gorithni nethod enpl oyed
to generate them and/ or know edge of the Interface ldentifiers
previously enployed for other tenporary addresses.

5. The resulting Interface Identifiers MJIST be semantically opaque
[ RFC7136] and MJUST NOT foll ow any specific patterns.

By definition, tenporary addresses have a limted lifetime. This is
in contrast with e.g. stable addresses [ RFC7217], that are not
expected to becone invalid under normal circunstances. Enploying
statistically different lifetines for different addresses prevents an
observer from synchronizing with the tenporary address regeneration
that is, frombeing able to predict when a tenporary address w ||
becone invalid and a new one regenerated, and thus being able to
infer that one newly observed address is actually the result of
regenerating a previously observed one.

The lifetime of an address should be further reduced by privacy-
meani ngf ul events. For exanple, a host nust not enploy the sane
address across network attachnment events. That is, a host that de-
attaches froma network and subsequently re-attaches to a (possibly
different) network should regenerate all of its tenporary addresses.
Simlarly, a host that inplenments MAC address randoni zation should
regenerate all of its tenporary addresses. Failure to regenerate
tenporary addresses upon such events would allow the correl ation of
network activity across such events (e.g., correlation of network
activity as a host noves fromone network to another). her events,
such as those discussed in Section 3.1 should also trigger the
regeneration of all tenporary addresses.

Tenporary addresses configured for different prefixes should enpl oy
statistically different interface identifiers. |In general, the reuse
of identifiers across different contexts or scopes can be detrinental
for security and privacy [I|-D.gont-predictabl e-nuneric-ids] [RFC6973]
[ RFC4941]. For exanple, a node that deterministically enploys the
sane interface identifier for generating tenporary addresses for
different prefixes will allow the correlation of network activity.

For security and privacy reasons, the |1 Ds generated for tenporary

addresses nust be unpredictable by an outside entity. O herw se, the
node may be subject to nmany (if not all) of the security and privacy
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6

i ssues that tenporary addresses are expected to mitigate (please see
[ RFC7721]) .

Any senantics or patterns in an |1 D might be | everaged by an attacker
to e.g. reduce the search space when perform ng address-scanni ng
attacks (see [RFC7707], infer the identity of the node, etc.

NOTE:
In the above text, where the "lifetine" of different addresses is
required to be statistically different, or where the interface
identifiers for different tenporary addresses is required to be
statistically different, the goal is that an inplenentation nust
not determnistically enploy the same such values for different
addresses. For exanple, where interface identifiers for different
tenporary addresses are required to be statistically different,
the goal is to e.g. prevent an inplenentation fromconputing a
single randominterface identifier and enpl oying such identifier
for the generation of tenporary addresses for other prefixes for
the same network interface (as was the case with the al gorithm
specified in [RFC4941]). Therefore, a node is neither required
nor expected to e.g. enforce that a new y-generated random
interface identifier is not currently enployed by any other
tenporary address configured by the node, or that such interface
i dentifier has not been previously enployed for any other
tenporary address configured by the node.

Future Work

This docunment clarifies the requirenments for stability requirenents
for 1 Pv6 addresses, and specifies requirenents for tenporary
addresses. A separate docunent
([1-D.gont-taps-address-usage-probl em statenent]) discusses the
trade-offs invol ved when considering different stability properties
of |1 Pv6 addresses.

I ANA Consi derations
There are no I ANA registries within this docunent. The RFC Editor
can renove this section before publication of this docunent as an
RFC.

Security Considerations
This docunment clarifies the stability requirenents for |Pv6

addresses, and specifies requirenents for the generation of tenporary
addr esses.
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The security and privacy properties of |Pv6 addresses have been
di scussed in detail in [RFC7721] and [ RFC7707].
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