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1. Introduction

Thi s docunment defines conmon functionality required by both | Pv6
hosts and routers. Many | Pv6 nodes will inplenent optional or
additional features, but this docunment collects and sunmmari zes
requi renments from other published Standards Track docunents in one
pl ace.
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This docunent tries to avoid discussion of protocol details and
references RFCs for this purpose. This docunent is intended to be an
applicability statenent and to provide gui dance as to which | Pv6
specifications should be inplenented in the general case and which
specifications may be of interest to specific deploynent scenari os.
Thi s docunment does not update any individual protocol docunent RFCs.

Al t hough this document points to different specifications, it should
be noted that in many cases, the granularity of a particular
requirenent will be smaller than a single specification, as nany
specifications define nultiple, independent pieces, sonme of which may

not be nmandatory. |n addition, nost specifications define both
client and server behavior in the sanme specification, while many
i mpl ementations will be focused on only one of those roles.

This docunent defines a mninal |evel of requirenent needed for a
device to provide useful internet service and considers a broad range
of device types and depl oynent scenarios. Because of the w de range
of depl oyment scenarios, the minimal requirements specified in this
docunent may not be sufficient for all deploynent scenarios. It is
perfectly reasonable (and i ndeed expected) for other profiles to
define additional or stricter requirenents appropriate for specific
usage and depl oynent environnents. For exanple, this docunent does
not mandate that all clients support DHCP, but some depl oynent
scenarios may deemit appropriate to make such a requirenent. For
exanpl e, NI ST has defined profiles for specialized requirenments for
IPv6 in target environments (see [USGv6]).

As it is not always possible for an inplenenter to know t he exact
usage of IPv6 in a node, an overriding requirement for |Pv6 nodes is
that they should adhere to Jon Postel’s Robustness Principle: "Be
conservative in what you do, be liberal in what you accept from

ot hers" [RFC0793].

1.1. Scope of This Docunent
| Pv6 covers many specifications. 1t is intended that IPv6 will be
depl oyed in many different situations and environments. Therefore,
it is inportant to develop requirements for |1 Pv6 nodes to ensure
interoperability.

1.2. Description of |1Pv6 Nodes

Fromthe Internet Protocol, Version 6 (IPv6) Specification [RFC38200],
we have the follow ng definitions:
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| Pv6 node - a device that inplenents |Pv6.

| Pv6 router a node that forwards | Pv6 packets not explicitly
addressed to itself.

| Pv6 host - any I Pv6 node that is not a router

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119]
8174 [ RFC8174] when, and only when, they appear in all capitals, as
show here.

3. Abbreviations Used in This Docunment

AH Aut henti cati on Header

DAD Duplicate Address Detection

ESP  Encapsul ating Security Payl oad
ICMP Internet Control Message Protoco
I KE Internet Key Exchange

M B  Managenent |nformation Base

M.D Muilticast Listener Discovery

MIU  Maxi mum Transmi ssion Unit

NA Nei ghbor Adverti senent

NBMA  Non- Broadcast Multiple Access

ND Nei ghbor Di scovery

NS Nei ghbor Solicitation

NUD  Nei ghbor Unreachability Detection
PPP  Poi nt-to-Point Protocol

4. Sub-I1P Layer

An | Pv6 node MUST include support for one or nore |IPv6 |ink-I|ayer
specifications. Wich link-layer specifications an inplenmentation
shoul d include will depend upon what |ink-layers are supported by the
hardware avail able on the system It is possible for a confornant

| Pv6 node to support IPv6 on sone of its interfaces and not on

ot hers.

As I Pv6 is run over new | ayer 2 technologies, it is expected that new

specifications will be issued. In the following, we |ist sonme of the
| ayer 2 technol ogies for which an I Pv6 specification has been
developed. It is provided for informational purposes only and may

not be conplete.

- Transm ssion of |IPv6 Packets over Ethernet Networks [ RFC2464]
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- Transmi ssion of |Pve Packets over Frane Rel ay Networks
Speci fication [ RFC2590]
- Transm ssion of |Pv6 Packets over | EEE 1394 Networks [ RFC3146]

- Transm ssion of IPv6, |IPv4, and Address Resol ution Protocol (ARP)
Packets over Fibre Channel [RFC4338]

- Transm ssion of | Pv6 Packets over |EEE 802.15.4 Networks [ RFC4944]

- Transmi ssion of IPv6 via the | Pv6 Convergence Subl ayer over |EEE
802.16 Networks [RFC5121]

- |IP version 6 over PPP [ RFC5072]

In addition to traditional physical link-layers, it is also possible
to tunnel |Pv6 over other protocols. Exanples include:

- Teredo: Tunneling | Pv6 over UDP through Network Address
Transl ati ons (NATs) [ RFC4380]

- Section 3 of "Basic Transition Mechanisns for | Pv6 Hosts and
Rout ers" [ RFC4213]

5. I P Layer
5.1. Internet Protocol Version 6 - RFC 8200

The Internet Protocol Version 6 is specified in [RFC8200]. This
speci fication MIST be supported.

The node MJST foll ow the packet transmi ssion rules in RFC 8200.

Al'l conformant | Pv6 inplenentations MUST be capabl e of sending and
receiving | Pv6 packets; forwarding functionality MAY be support ed.
Nodes MJST al ways be able to send, receive, and process fragnent
headers.

| Pv6 nodes MJST not create overlapping fragnments. Al so, when
reassenbling an | Pv6 datagram if one or nore of its constituent
fragments is determined to be an overlapping fragnment, the entire
dat agram (and any constituent fragnments) MJST be silently discarded.
See [ RFC5722] for nore infornmation.

As recommended in [ RFC8021], nodes MJST NOT generate atonic
fragments, i.e., where the fragnent is a whole datagram As per

[ RFC6946], if a receiving node reassenbling a datagram encounters an
atomc fragnent, it should be processed as a fully reassenbl ed
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packet, and any other fragnments that match this packet should be
processed i ndependently.

To mitigate a variety of potential attacks, nodes SHOULD avoi d using
predictable fragnent ldentification values in Fragnent Headers, as
di scussed in [RFC7739].

Al'l nodes SHOULD support the setting and use of the | Pv6 Fl ow Label
field as defined in the I Pv6 Fl ow Label specification [RFC6437].
Forwar di ng nodes such as routers and | oad distributors MJUST NOT
depend only on Flow Label values being uniformy distributed. It is
RECOMVENDED t hat source hosts support the flow | abel by setting the
Fl ow Label field for all packets of a given flowto the same val ue
chosen from an approximation to a discrete uniformdistribution.

5.2. Support for |Pv6 Extension Headers

RFC 8200 specifies extension headers and the processing for these
headers.

Ext ensi on headers (except for the Hop-by-Hop Options header) are not
processed, inserted, or deleted by any node along a packet’s delivery
path, until the packet reaches the node (or each of the set of nodes,
in the case of nulticast) identified in the Destination Address field
of the I Pv6 header

Any unrecogni zed extension headers or options MJST be processed as
described in RFC 8200. Note that where Section 4 of RFC 8200 refers
to the action to be taken when a Next Header value in the current
header is not recognized by a node, that action applies whether the
val ue is an unrecogni zed Extensi on Header or an unrecogni zed upper

| ayer protocol (ULP).

An | Pv6 node MJUST be able to process these extension headers. An
exception is Routing Header type 0 (RHO), which was deprecated by
[ RFC5095] due to security concerns and which MJUST be treated as an
unrecogni zed routing type.

Furt her, [RFC7045] adds specific requirements for processing of

Ext ensi on Headers, in particular that any forwardi ng node al ong an

| Pv6 packet’s path, which forwards the packet for any reason, SHOULD
do so regardl ess of any extension headers that are present.

As per RFC 8200, when a node fragnments an | Pv6 datagram it MJIST
include the entire | Pv6 Header Chain in the first fragnent. The Per-
Fragnent headers MJST consist of the I Pv6 header plus any extension
headers that MJST be processed by nodes en route to the destination
that is, all headers up to and including the Routing header if
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present, else the Hop-by-Hop Options header if present, else no

ext ensi on headers. On reassenbly, if the first fragment does not

i nclude all headers through an Upper-Layer header, then that fragnent
SHOULD be di scarded and an | CMP Par aneter Problem Code 3, nessage
SHOULD be sent to the source of the fragnment, with the Pointer field
set to zero. See [RFC7112] for a discussion of why oversized | Pv6
Ext ensi on Header chains are avoi ded.

Defining new | Pv6 extension headers is not reconmended, unless there
are no existing | Pv6 extension headers that can be used by specifying
a new option for that |Pv6 extension header. A proposal to specify a
new | Pv6 extension header MJST include a detail ed technica

expl anati on of why an existing |IPv6 extension header can not be used
for the desired new function, and in such cases need to follow the
format described in Section 8 of RFC 8200. For further background
reading on this topic, see [ RFC6564].

5.3. Protecting a node from excessive EH options

As per RFC 8200, end hosts are expected to process all extension
headers, destination options, and hop-by-hop options in a packet.
Gven that the only limt on the nunber and size of extension headers
is the MIU, the processing of received packets could be consi derable.
It is also conceivable that a | ong chain of extension headers mi ght
be used as a form of denial-of-service attack. Accordingly, a host
may place limts on the nunber and sizes of extension headers and
options it is willing to process.

A host MAY |imt the nunber of consecutive PADl1 options in
destination options or hop-by-hop options to seven. |In this case, if
the nmore than seven consecutive PADL options are present the packet
MAY be silently discarded. The rationale is that if paddi ng of eight
or nore bytes is required than the PADN option SHOULD be used.

A host MAY |imt nunber of bytes in a PADN option to be | ess than
eight. In such a case, if a PADN option is present that has a length
greater than seven then the packet SHOULD be silently discarded. The
rationale for this guideline is that the purpose of padding is for

al i gnment and ei ght bytes is the maxi mum alignnment used in |Pv6.

A host MAY di sal | ow unknown options in destination options or hop-by-
hop options. This SHOULD be configurable where the default is to
accept unknown options and process them per [RFC8200]. |If a packet
wi th unknown options is received and the host is configured to

di sall ow them then the packet SHOULD be silently discarded.

A host MAY inpose a limt on the nmaxi num nunber of non-paddi ng
options allowed in the destination options and hop-by-hop extension

Chown, et al. Expi res January 17, 2019 [ Page 8]



Internet-Draft | Pv6 Node Requirenents July 2018

headers. If this feature is supported the maxi mum number SHOULD be
configurable and the default value SHOULD be set to eight. The
limts for destination options and hop-by-hop options may be
separately configurable. |If a packet is received and the nunber of
destination or hop-by-hop options exceeds the Iinmt, then the packet
SHOULD be silently discarded.

A host MAY inpose a limt on the maxi num | ength of destination
options or hop-by-hop options extension header. This value SHOULD be
configurable and the default is to accept options of any length. |If
a packet is received and the length of destination or hop-by-hop
options extension header exceeds the length linit, then the packet
SHOULD be silently discarded.

5.4. Neighbor Discovery for IPv6 - RFC 4861

Nei ghbor Discovery is defined in [ RFC4861]; the definition was
updat ed by [ RFC5942]. Nei ghbor Di scovery SHOULD be supported. RFC
4861 states

Unl ess specified otherwise (in a docunment that covers operating IP
over a particular link type) this docunent applies to all link
types. However, because ND uses link-layer multicast for sone of
its services, it is possible that on sone link types (e.g., Non-
Broadcast Multi-Access (NBMA) links), alternative protocols or
mechani sms to inplenment those services will be specified (in the
appropriate docunment covering the operation of IP over a
particular link type). The services described in this docunent
that are not directly dependent on nulticast, such as Redirects,
next - hop determ nation, Neighbor Unreachability Detection, etc.
are expected to be provided as specified in this docunent. The
details of how one uses ND on NBMA |inks are addressed in

[ RFC2491] .

Sone detailed anal ysis of Neighbor Discovery foll ows:

Rout er Di scovery is how hosts locate routers that reside on an
attached |link. Hosts MIST support Router Discovery functionality.

Prefix Discovery is how hosts discover the set of address prefixes
that define which destinations are on-link for an attached |ink
Hosts MJST support Prefix Di scovery.

Hosts MJST al so i npl enent Nei ghbor Unreachability Detection (NUD) for
al |l paths between hosts and nei ghboring nodes. NUD is not required
for paths between routers. However, all nodes MJST respond to

uni cast Nei ghbor Solicitation (NS) nessages.

Chown, et al. Expi res January 17, 2019 [ Page 9]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC7048] discusses NUD, in particular cases where it behaves too
inmpatiently. It states that if a node transnmits nore than a certain
nunber of packets, then it SHOULD use the exponential backoff of the
retransmt timer, up to a certain threshold point.

Hosts MJST support the sending of Router Solicitations and the
receiving of Router Advertisements. The ability to understand

i ndi vi dual Router Advertisenment options is dependent on supporting
the functionality making use of the particular option

[ RFC7559] discusses packet loss resiliency for Router Solicitations,
and requires that nodes MJST use a specific exponential backoff
al gorithmfor RS retransni ssions.

Al'l nodes MJST support the sending and receiving of Neighbor
Solicitation (NS) and Nei ghbor Advertisenment (NA) nessages. NS and
NA nmessages are required for Duplicate Address Detection (DAD).

Hosts SHOULD support the processing of Redirect functionality.

Rout ers MUST support the sending of Redirects, though not necessarily
for every individual packet (e.g., due to rate limting). Redirects
are only useful on networks supporting hosts. |n core networks

dom nated by routers, Redirects are typically disabled. The sending
of Redirects SHOULD be di sabl ed by default on routers intended to
depl oyed on core networks. They MAY be enabl ed by default on routers
i ntended to support hosts on edge networks.

"I Pv6 Host-to-Router Load Sharing" [RFC4311] includes additiona
recommendati ons on how to select froma set of available routers.
[ RFC4311] SHOULD be support ed.

5.5. SEcure Nei ghbor Discovery (SEND) - RFC 3971

SEND [ RFC3971] and Cryptographically Generated Addresses (CGAs)

[ RFC3972] provide a way to secure the nessage exchanges of Nei ghbor
Di scovery. SEND has the potential to address certain classes of
spoofing attacks, but it does not provide specific protection for
threats fromoff-link attackers.

There have been relatively few inplenentations of SEND i n common
operating systens and platforns since its publication in 2005, and
t hus depl oynent experience remains very limted to date.

At this time, support for SEND is considered optional. Due to the
complexity in deploying SEND, and its heavywei ght provisioning, its
depl oynent is only likely to be considered where nodes are operating
in a particularly strict security environnent.
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5.6. | Pv6 Router Advertisenent Flags Option - RFC 5175

Rout er Advertisenents include an 8-bit field of single-bit Router
Advertisenment flags. The Router Advertisenent Flags Option extends
the nunber of available flag bits by 48 bits. At the tine of this
witing, 6 of the original 8 single-bit flags have been assi gned,
while 2 remain available for future assignnent. No flags have been
defined that make use of the new option, and thus, strictly speaking,
there is no requirenent to inplenent the option today. However,

i npl ementations that are able to pass unrecogni zed options to a

hi gher-level entity that nay be able to understand them(e.g., a
user -l evel process using a "raw socket" facility) MAY take steps to
handl e the option in anticipation of a future usage.

5.7. Path MIU Di scovery and Packet Size
5.7.1. Path MIU Di scovery - RFC 8201

"Path MU Di scovery for IP version 6" [RFC8201] SHOULD be support ed.
From [ RFC8200] :

It is strongly recommended that |Pv6 nodes inplenent Path MIuU

Di scovery [ RFC8201], in order to discover and take advantage of
path MIUs greater than 1280 octets. However, a nmininal |Pv6

i mpl ementation (e.g., in a boot ROM may sinply restrict itself to
sendi ng packets no |l arger than 1280 octets, and onit

i npl ement ati on of Path MIU Di scovery.

The rules in [ RFC8200] and [ RFC5722] MUST be foll owed for packet
fragmentati on and reassenbly.

As described in RFC 8201, nodes inplenenting Path MIU Di scovery and
sendi ng packets larger than the IPv6 mnimumlink MU are susceptible
to problematic connectivity if |CMPv6 nessages are bl ocked or not
transmitted. For exanple, this will result in connections that

conpl ete the TCP three-way handshake correctly but then hang when
data is transferred. This state is referred to as a bl ack-hol e
connection [ RFC2923]. Path MIU Di scovery relies on | CMPv6 Packet Too
Big (PTB) to determ ne the MIU of the path (and thus these MJST not
be filtered, as per the reconmendation in [ RFC4890]).

An alternative to Path MIU Di scovery defined in RFC 8201 can be found
in [ RFC4821], which defines a method for Packetization Layer Path MruU
Di scovery (PLPMIUD) designed for use over paths where delivery of

| CMPv6 nmessages to a host is not assured.
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5.7.2. M nimum MIU consi derati ons

While an IPv6 Iink MU can be set to 1280 bytes, it is recomended
that for 1Pv6 UDP in particular, which includes DNS operation, the
sender use a large MU if they can, in order to avoid gratuitous
fragment ati on- caused packet drops.

5.8. ICWw for the Internet Protocol Version 6 (IPv6) - RFC 4443

| CMPv6 [ RFC4443] MJUST be supported. "Extended |ICVMP to Support Multi-
Part Messages" [ RFC4884] MAY be support ed.

5.9. Default Router Preferences and Mre-Specific Routes - RFC 4191

"Default Router Preferences and Mre-Specific Routes" [RFC4191]

provi des support for nodes attached to nultiple (different) networks,
each providing routers that advertise thensel ves as default routers
via Router Advertisenments. |n sonme scenarios, one router nay provide
connectivity to destinations the other router does not, and choosing
the "wong" default router can result in reachability failures. In
order to resolve this scenario | Pv6 Nodes MIST inpl ement [ RFC4191]
and SHOULD i npl emrent the Type C host role defined in RFC4191

5.10. First-Hop Router Selection - RFC 8028

In mul ti honed scenarios, where a host has nore than one prefix, each
al | ocated by an upstream network that is assumed to inplenment BCP 38
ingress filtering, the host nay have nultiple routers to choose from

Hosts that may be deployed in such multihomed environnments SHOULD
foll ow the guidance given in [ RFC8028].

5.11. Muilticast Listener Discovery (MD) for |IPv6 - RFC 3810

Nodes that need to join multicast groups MJST support M.Dv2

[ RFC3810]. M.D is needed by any node that is expected to receive and
process multicast traffic and in particular M.Dv2 is required for
support for source-specific multicast (SSM as per [RFC4607].

Previ ous versions of this docunent only required M.Dvl ([ RFC2710]) to
be inplenmented on all nodes. Since participation of any M.Dvl-only
nodes on a link require that all other nodeas on the link then
operate in version 1 conpatibility node, the requirenment to support
M.Dv2 on all nodes was upgraded to a MJUST. Further, SSMis now the
preferred nulticast distribution nethod, rather than ASM
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Not e that Nei ghbor Discovery (as used on nost link types -- see
Section 5.4) depends on nulticast and requires that nodes join
Solicited Node nulticast addresses.

5.12. Explicit Congestion Notification (ECN) - RFC 3168

An ECN-aware router sets a mark in the | P header in order to signa

i rpendi ng congestion, rather than dropping a packet. The receiver of
t he packet echoes the congestion indication to the sender, which can
then reduce its transmssion rate as if it detected a dropped packet.

Nodes SHOULD support [RFC3168] by inplenenting an interface for the
upper layer to access and set the ECN bits in the I P header. The
benefits of using ECN are docunmented in [ RFC3087].

6. Addressing and Address Configuration
6.1. |P Version 6 Addressing Architecture - RFC 4291
The 1 Pv6 Addressing Architecture [RFC4291] MJST be support ed.

The current |1 Pv6 Address Architecture is based on a 64-bit boundary
for subnet prefixes. The reasoning behind this decision is
docunmented in [ RFC7421].

| mpl enent ati ons MUST al so support the Milticast flag updates
docunented in [ RFC7371]

6.2. Host Address Availability Reconmendati ons

Hosts may be configured with addresses through a variety of nethods,
i ncludi ng SLAAC, DHCPv6, or nmnual configuration

[ RFC7934] recomends that networks provide general - purpose end hosts
with multiple global |Pv6 addresses when they attach, and it

descri bes the benefits of and the options for doing so. Routers
SHOULD support [RFC7934] for assigning multiple address to a host.
Host SHOULD support assigning rmultiple addresses as described in

[ RFC7934] .

Nodes SHOULD support the capability to be assigned a prefix per host
as docunented in [ RFC8273]. Such an approach can offer inproved host
i sol ati on and enhanced subscri ber managenent on shared network
segment s.
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6.3. |Pvbe Statel ess Address Autoconfiguration - RFC 4862

Hosts MJST support |1 Pv6 Statel ess Address Autoconfiguration. It is
RECOMVENDED, as described in [ RFC8064], that unless there is a
specific requirement for MAC addresses to be enbedded in an IID
nodes follow the procedure in [RFC7217] to generate SLAAC based
addresses, rather than using [ RFC4862]. Addresses generated through
RFC7217 will be the sanme whenever a given device (re)appears on the
same subnet (with a specific IPv6 prefix), but the IIDwll vary on
each subnet visited.

Nodes that are routers MJST be able to generate |ink-Iocal addresses
as described in [ RFC4862] .

From RFC 4862:

The aut oconfiguration process specified in this docunent applies
only to hosts and not routers. Since host autoconfiguration uses
i nformati on advertised by routers, routers will need to be
configured by some other neans. However, it is expected that
routers will generate link-local addresses using the mechani sm
described in this docunent. |In addition, routers are expected to
successfully pass the Duplicate Address Detection procedure
described in this docunent on all addresses prior to assigning
themto an interface.

Al'l nodes MJST inplenment Duplicate Address Detection. Quoting from
Section 5.4 of RFC 4862:

Dupl i cate Address Detection MJST be performed on all unicast
addresses prior to assigning themto an interface, regardl ess of
whet her they are obtained through statel ess autoconfiguration
DHCPv6, or manual configuration, with the foll ow ng [ exceptions
noted therein].

"Optimstic Duplicate Address Detection (DAD) for |Pve" [RFC4429]
specifies a mechanismto reduce del ays associated with generating
addresses via Statel ess Address Autoconfiguration [ RFC4862]. RFC
4429 was devel oped in conjunction with Mbile IPv6 in order to reduce
the tine needed to acquire and configure addresses as devices quickly
nove from one network to another, and it is desirable to mnimze
transition delays. For general purpose devices, RFC 4429 remains
optional at this tine.

[ RFC7527] di scusses enhanced DAD, and describes an algorithmto
autonate the detection of |ooped back I Pv6 ND nessages used by DAD.
Nodes SHOULD i npl enent this behavi our where such detection is
benefi ci al
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6.4. Privacy Extensions for Address Configuration in |Pv6 - RFC 4941

A node using Statel ess Address Autoconfiguration [ RFC4862] to forma
globally unique | Pv6 address using its MAC address to generate the
IIDwill see that IID remain the sane on any visited network, even

t hough the network prefix part changes. Thus it is possible for 3rd
party device to track the activities of the node they conmunicate
with, as that node noves around the network. Privacy Extensions for
St at el ess Address Autoconfiguration [ RFC4941] address this concern by
all owi ng nodes to configure an additional tenporary address where the
IIDis effectively randomy generated. Privacy addresses are then
used as source addresses for new conmunications initiated by the
node.

General issues regarding privacy issues for |IPv6 addressing are
di scussed in [RFC7721].

RFC 4941 SHOULD be supported. In sone scenarios, such as dedicated
servers in a data center, it provides limted or no benefit, or may
compl i cate network managenent. Thus devices inplenmenting this
specification MIST provide a way for the end user to explicitly
enabl e or disable the use of such tenporary addresses.

Not e that RFC4941 can be used independently of traditional SLAAC, or
of RFC7217-based SLAAC.

| mpl enenters of RFC 4941 should be aware that certain addresses are
reserved and shoul d not be chosen for use as tenporary addresses.
Consult "Reserved IPv6 Interface Identifiers" [RFC5453] for nore
details.

6.5. Stateful Address Autoconfiguration (DHCPv6) - RFC 3315

DHCPv6 [ RFC3315] can be used to obtain and configure addresses. In
general, a network may provide for the configuration of addresses

t hrough SLAAC, DHCPv6, or both. There will be a wi de range of |Pv6
depl oynent nodel s and differences in address assignnent requirenments,
some of which may require DHCPv6 for stateful address assignment.
Consequently, all hosts SHOULD i npl enent address configuration via
DHCPv6.

In the absence of observed Router Advertisenent nessages, |Pv6 nodes
MAY initiate DHCP to obtain | Pv6 addresses and other configuration
i nformati on, as described in Section 5.5.2 of [RFC4862].

Where devices are likely to be carried by users and attached to

mul tiple visisted networks, DHCPv6 client anonymty profiles SHOULD
be supported as described in [RFC7844] to minimse the disclosure of
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8.

8.

identifying information. Section 5 of RFC7/844 describes operationa
consi derations on the use of such anonymity profiles.

6. Default Address Selection for I1Pv6 - RFC 6724

| Pv6 nodes will invariably have nultiple addresses configured

si nul taneously, and thus will need to choose which addresses to use
for which comunications. The rules specified in the Default Address
Selection for I Pv6 [RFC6724] docunent MUST be inplenented. [RFC8028]
updates rule 5.5 from[RFC6724]; inplenentati ons SHOULD i npl enent
this rule.

DNS

DNS is described in [ RFC1034], [RFC1035], [RFC3363], and [ RFC3596].
Not all nodes will need to resolve nanmes; those that will never need
to resolve DNS nanmes do not need to inplenent resolver functionality.
However, the ability to resolve names is a basic infrastructure
capability on which applications rely, and npst nodes will need to
provi de support. All nodes SHOULD i npl ement stub-resol ver [ RFC1034]
functionality, as in [RFCL1034], Section 5.3.1, with support for

- AAAA type Resource Records [ RFC3596];
- reverse addressing in ip6.arpa using PTR records [RFC3596];

-  Extension Mechanisnms for DNS (EDNSO) [ RFC6891] to allow for DNS
packet sizes larger than 512 octets.

Those nodes are RECOMVENDED to support DNS security extensions
[ RFC4033] [ RFC4034] [ RFC4035].

A6 Resource Records, which were only ever defined with Experinental
status in [RFC3363], are now classified as Hi storic, as per
[ RFC6563] .

Confi guring Non-Address | nformation
1. DHCP for O her Configuration Information

DHCP [ RFC3315] Specifies a nmechanismfor |Pv6 nodes to obtain address
configuration information (see Section 6.5) and to obtain additiona
(non-address) configuration. |f a host inplenmentation supports
applications or other protocols that require configuration that is
only avail abl e via DHCP, hosts SHOULD i npl enent DHCP. For
speci al i zed devi ces on which no such configuration need is present,
DHCP may not be necessary.
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An | Pv6 node can use the subset of DHCP (described in [RFC3736]) to
obt ai n other configuration informtion

If an 1 Pv6 node inplenents DHCP it MJST inplenment the DNS options
[ RFC3646] as nost depl oynents will expect these options are
avail abl e.

8.2. Router Advertisenents and Default Gateway
There is no defined DHCPv6 Gateway option

Nodes using the Dynamic Host Configuration Protocol for |Pv6 (DHCPv6)
are thus expected to deternmine their default router information and
on-link prefix information fromreceived Router Advertisements

8.3. | Pv6 Router Advertisenent Options for DNS Configuration - RFC 8106

Rout er Advertisenent Options have historically been linited to those
that are critical to basic IPv6 functionality. Oiginally, DNS
configuration was not included as an RA option, and DHCP was the
recommended way to obtain DNS configuration information. Over tine,
t he thinking surroundi ng such an option has evolved. It is now
general ly recogni zed that few nodes can function adequately without
havi ng access to a working DNS resol ver, and thus a Standards Track
docunent has been published to provide this capability [RFC8106].

| mpl enent ati ons MUST i ncl ude support for the DNS RA option [ RFC8106].

8.4. DHCP Options versus Router Advertisenent Options for Host
Configuration

In IPv6, there are two main protocol nechani sns for propagating
configuration information to hosts: Router Advertisenents (RAs) and
DHCP. RA options have been restricted to those deened essential for
basi ¢ network functioning and for which all nodes are configured with
exactly the sane information. Exanples include the Prefix

I nformati on Options, the MIU option, etc. On the other hand, DHCP
has generally been preferred for configuration of nore genera
paraneters and for paraneters that may be client-specific. Generally
speaki ng, however, there has been a desire to define only one
mechani sm for configuring a given option, rather than defining
multiple (different) ways of configuring the same information.

One issue with having nultiple ways of configuring the same
information is that interoperability suffers if a host chooses one
mechani sm but the network operator chooses a different mechani sm

For "cl osed" environments, where the network operator has significant
i nfluence over what devices connect to the network and thus what

Chown, et al. Expi res January 17, 2019 [ Page 17]



Internet-Draft | Pv6 Node Requirenents July 2018

10.

10.

10.

11.
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configuration nechani sns they support, the operator may be able to
ensure that a particular nechanismis supported by all connected
hosts. In nore open environnents, however, where arbitrary devices
may connect (e.g., a WFI hotspot), problens can arise. To nmaxim ze
interoperability in such environnments, hosts would need to inplenent
nmul ti ple configuration nechanisns to ensure interoperability.

Service Discovery Protocols

[ RFC6762] and [ RFC6763] describe nulticast DNS (nDNS) and DNS- Based
Service Discovery (DNS-SD) respectively. These protocols,
collectively commonly referred to as the ’Bonjour’ protocols after
their naming by Apple, provide the nmeans for devices to discover
services within a local link and, in the absence of a unicast DNS
service, to exchange nam ng information

Where devices are to be deployed in networks where service dicovery
woul d be beneficial, e.g., for users seeking to discover printers or
di spl ay devices, nDNS and DNS- SD SHOULD be support ed.

| Pv4 Support and Transition
| Pv6 nodes MAY support | Pv4.

1. Transition Mechani sns

1.1. Basi ¢ Transition Mechanisns for | Pv6 Hosts and Routers - RFC
4213

If an 1 Pv6 node inpl enents dual stack and tunneling, then [RFC4213]
MUST be support ed.

Application Support
1. Textual Representation of |Pv6 Addresses - RFC 5952

Software that allows users and operators to input |IPv6 addresses in
text form SHOULD support "A Reconmendation for |Pv6 Address Text
Represent ati on" [ RFC5952].

2. Application Programrng Interfaces (APIS)

There are a nunber of |IPv6-related APIs. This docunment does not
mandat e the use of any, because the choice of APl does not directly
relate to on-the-wire behavior of protocols. Inplenenters, however,
woul d be advised to consider providing a common APl or review ng
existing APls for the type of functionality they provide to
appl i cations.
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12.

"Basic Socket Interface Extensions for |Pv6" [RFC3493] provides |Pv6
functionality used by typical applications. Inplenenters should note
that RFC3493 has been picked up and further standardized by the
Portabl e Operating SystemInterface (PCSIX) [PCSI X]

"Advanced Sockets Application ProgramInterface (APlI) for |Pv6"
[ RFC3542] provides access to advanced | Pv6 features needed by
di agnostic and other nore specialized applications.

"I Pv6 Socket APl for Source Address Sel ection" [RFC5014] provides
facilities that allow an application to override the default Source
Address Selection rules of [RFC6724].

"Socket Interface Extensions for Milticast Source Filters" [RFC3678]
provi des support for expressing source filters on multicast group
menber shi ps.

"Extension to Sockets APl for Mbile |Pv6" [RFC4A584] provides
application support for accessing and enabling Mbile I Pv6 [ RFC6275]
features.

Mbbi i ty

Mobil e | Pv6 [ RFC6275] and associ ated specifications [ RFC3776]

[ RFC4877] allow a node to change its point of attachment within the
Internet, while maintaining (and using) a permanent address. Al
communi cati on using the permanent address continues to proceed as
expected even as the node noves around. The definition of Mbile IP
i ncludes requirenents for the follow ng types of nodes:

- nobil e nodes

- correspondent nodes with support for route optimzation

- hone agents

- all IPv6 routers
At the present time, Mbile IP has seen only limted inplenentation
and no significant deploynent, partly because it originally assuned
an | Pv6-only environnment rather than a nixed | Pv4/1Pv6 |nternet.
Recently, additional work has been done to support nobility in nixed-
node | Pv4 and | Pv6 networks [ RFC5555].
More usage and depl oynent experience is needed with nobility before

any specific approach can be recommended for broad inplenentation in
all hosts and routers. Consequently, [RFC6275], [RFC5555], and
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associ ated standards such as [ RFC4877] are considered a MAY at this
tinme.

I Pv6 for 3GPP [ RFC7066] |ists a snapshot of required |IPv6
Functionalities at the tinme the docunent was published that woul d
need to be inplenmented, going above and beyond the recommendations in
this docunent. Additionally a 3GPP | Pv6 Host MAY inplenment [ RFC7278]
for delivering | Pv6 prefixes on the LAN |ink

13. Security
This section describes the specification for security for |Pv6 nodes.

Achi eving security in practice is a conplex undertaking. Operational
procedures, protocols, key distribution nmechanisnms, certificate
managenent approaches, etc., are all conponents that inpact the |eve
of security actually achieved in practice. More inportantly,
deficiencies or a poor fit in any one individual conponent can
significantly reduce the overall effectiveness of a particular
security approach.

| Psec either can provide end-to-end security between nodes or or can
provi de channel security (for exanple, via a site-to-site | Psec VPN)
making it possible to provide secure comrmunication for all (or a
subset of) comunication flows at the I P | ayer between pairs of

i nternet nodes. |Psec has two standard operating nodes, Tunnel - node
and Transport-node. |In Tunnel -node, |Psec provides network-Iayer
security and protects an entire | P packet by encapsul ating the
orginal |P packet and then pre-pending a new | P header. In

Transport-node, | Psec provides security for the transport-I|ayer (and
above) by encapsulating only the transport-Ilayer (and above) portion
of the I P packet (i.e., without adding a 2nd | P header).

Al t hough | Psec can be used with nanual keying in some cases, such
usage has limted applicability and is not recomrended.

A range of security technol ogi es and approaches proliferate today
(e.g., I Psec, Transport Layer Security (TLS), Secure SHell (SSH), TLS
VPNS, etc.) No one approach has energed as an ideal technol ogy for
all needs and environments. Moreover, |IPsec is not viewed as the

i deal security technology in all cases and is unlikely to displace

t he ot hers.

Previously, |IPv6 mandated inplenentation of | Psec and recomended the
key managenent approach of IKE. This docunment updates that
recomendat i on by maki ng support of the IPsec Architecture [ RFC4301]
a SHOULD for all 1Pv6 nodes. Note that the IPsec Architecture
requires (e.g., Section 4.5 of RFC 4301) the inplenmentation of both
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13.

14.

manual and autonatic key managenent. Currently, the reconmended
aut omat ed key nmanagenent protocol to inplenment is | KEv2 [ RFC7296].

Thi s docunent recogni zes that there exists a range of device types
and envi ronnents where approaches to security other than | Psec can be
justified. For exanple, special-purpose devices nay support only a
very limted nunber or type of applications, and an application-
specific security approach may be sufficient for |linited managenent
or configuration capabilities. Alternatively, some devices may run
on extrenely constrai ned hardware (e.g., sensors) where the ful

| Psec Architecture is not justified.

Because nost common platforms now support | Pv6 and have it enabled by
default, IPv6 security is an issue for networks that are ostensibly
| Pv4d-only; see [RFC7123] for guidance on this area.

1. Requirenents

"Security Architecture for the Internet Protocol"” [RFC4301] SHOULD be
supported by all 1Pv6 nodes. Note that the |IPsec Architecture
requires (e.g., Section 4.5 of [RFC4301]) the inplenentation of both
manual and autonatic key managenent. Currently, the default

aut onat ed key nanagenent protocol to inplement is IKEv2. As required
in [ RFC4301], |Pv6 nodes inplenenting the I Psec Architecture MJUST

i mpl ement ESP [ RFC4303] and MAY i npl ement AH [ RFC4302] .

2. Transforns and Al gorithns

The current set of nandatory-to-inplenent algorithns for the | Psec
Architecture are defined in "Cryptographic A gorithmInplementation
Requi rements For ESP and AH' [ RFC8221]. |[|Pv6 nodes inplenenting the
| Psec Architecture MJUST conformto the requirenments in [ RFC8221].
Preferred cryptographic algorithnms often change nore frequently than
security protocols. Therefore, inplenentations MJST allow for
mgration to new algorithns, as RFC 8221 is replaced or updated in
the future

The current set of nmandatory-to-inplenent algorithns for |KEv2 are
defined in "Cryptographic Al gorithnms for Use in the Internet Key
Exchange Version 2 (I KEv2)" [RFC8247]. |1Pv6 nodes inplenenting | KEv2
MUST conformto the requirenments in [ RFC8247] and/or any future
updates or replacenments to [ RFC8247].

Rout er - Speci fic Functionality

This section defines general host considerations for |IPv6 nodes that
act as routers. Currently, this section does not discuss detailed
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routing-specific requirenments. For the case of typical hone routers,
[ RFC7084] defines basic requirenents for custoner edge routers.

1. |1Pve Router Alert Option - RFC 2711

The 1 Pv6 Router Alert Option [ RFC2711] is an optional |Pv6 Hop-by-Hop
Header that is used in conjunction with some protocols (e.g., RSVP

[ RFC2205] or Multicast Listener Discovery (MDv2) [RFC3810]). The
Router Alert option will need to be inplenmented whenever such
protocols that nandate its use are inplenented. See Section 5.11.

2. Neighbor Discovery for |Pv6 - RFC 4861

Sendi ng Router Advertisements and processing Router Solicitations
MJUST be support ed.

Section 7 of [RFC6275] includes sone nobility-specific extensions to
Nei ghbor Di scovery. Routers SHOULD i npl ement Sections 7.3 and 7.5,
even if they do not inplement Home Agent functionality.

3. Stateful Address Autoconfiguration (DHCPv6) - RFC 3315

A single DHCP server ([RFC3315] or [RFC4862]) can provide
configuration information to devices directly attached to a shared
link, as well as to devices located el sewhere within a site.

Communi cation between a client and a DHCP server | ocated on different
links requires the use of DHCP rel ay agents on routers.

In sinple deploynents, consisting of a single router and either a
single LAN or nultiple LANs attached to the single router, together
with a WAN connection, a DHCP server enbedded within the router is
one conmon depl oynent scenario (e.g., [RFC7084]). There is no need
for relay agents in such scenarios

In nore conpl ex depl oynent scenarios, such as within enterprise or
service provider networks, the use of DHCP requires sone | evel of
configuration, in order to configure relay agents, DHCP servers, etc.
In such environnments, the DHCP server might even be run on a
traditional server, rather than as part of a router

Because of the wi de range of depl oynent scenarios, support for DHCP
server functionality on routers is optional. However, routers
targeted for deploynent within nore conpl ex scenarios (as described
above) SHOULD support relay agent functionality. Note that "Basic
Requirenments for | Pv6 Customer Edge Routers” [RFC7084] requires

i npl ementati on of a DHCPv6 server function in | Pv6 Custoner Edge (CE)
routers.
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14.4. |1Pv6 Prefix Length Recomrmendation for Forwarding - BCP 198

For war di ng nodes MJUST conformto BCP 198 [ RFC7608] and thus | Pv6
i npl ement ati ons of nodes that may forward packets MJST conformto the
rul es specified in Section 5.1 of [RFC4632].

15. Constrai ned Devices

The target for this docunent is general |IPv6 nodes. In this Section
we briefly discuss considerations for constrained devices.

In the case of constrained nodes, with linmted CPU, nenory, bandw dth
or power, support for certain IPv6e functionality may need to be
considered due to those limtations. Wile the requirenments of this
docunent are RECOVMENDED for all nodes, including constrai ned nodes,
conprom ses nmay need to be nmade in certain cases. Were such
conpromi ses are made, the interoperability of devices should be
strongly considered, paticularly where this may inpact other nodes on
the same link, e.g., only supporting M.Dvl will affect other nodes.

The |1 ETF 6LowPAN (I Pv6 over Low Power LWPAN) WG defined six RFCs,

i ncluding a general overview and probl em statenent ([RFC4919], the
means by which | Pv6 packets are transnitted over |EEE 802.15.4

net wor ks [ RFC4944] and ND optim sations for that nedium[RFC6775].

| Pv6 nodes that are battery-powered SHOULD i npl ement the
recomendations in [RFC7772].

16. | Pv6 Node Managenent
Net wor k managenment MAY be supported by I Pv6 nodes. However, for |Pv6
nodes that are enbedded devices, network nanagenment may be the only

possi bl e way of controlling these nodes.

Exi sting network nmanagenent protocols include SNWP [ RFC3411], NETCONF
[ RFC6241] and RESTCONF [ RFC8040].

16.1. W©Managenent Information Base (M B) Mbdul es

[ RFC8096] clarifies the obsol eted status of various |Pv6-specific MB
nodul es.

The following two M B nodul es SHOULD be supported by nodes that
support a Sinple Network Management Protocol (SNWP) agent.
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19.

1.1. |IP Forwarding Table M B

The I P Forwarding Table M B [ RFC4292] SHOULD be supported by nodes
that support an SNWP agent.

1.2. Managenent Infornation Base for the Internet Protocol (IP)

The 1P M B [ RFC4293] SHOULD be supported by nodes that support an
SNMP agent .

1.3. Interface MB

The Interface M B [ RFC2863] SHOULD be supported by nodes the support
an SNMP agent .

2.  YANG Data Mbdel s

The followi ng YANG data nodels SHOULD be supported by nodes that
support a NETCONF or RESTCONF agent.

2.1. 1P Managenent YANG Mbdel

The | P Managenent YANG Model [I-D.ietf-netnod-rfc7277bis] SHOULD be
supported by nodes that support NETCONF or RESTCONF.

2.2. Interface Managenent YANG Mbdel

The Interface Managenent YANG Model [I-D.ietf-netnod-rfc7223bis]
SHOULD be supported by nodes that support NETCONF or RESTCONF.

Security Considerations
Thi s docunment does not directly affect the security of the Internet,
beyond the security considerations associated with the individual
pr ot ocol s.
Security is also discussed in Section 13 above.
| ANA Consi derations

Thi s docunent does not require any | ANA acti ons.
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Gastaud, Jun-ichiro Itojun Hagi no, Atsushi |noue, Masahiro |shiyans,
John Loughney, Rajiv Raghunarayan, Shoichi Sakane, Dave Thal er, and
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20. Appendi x: Changes from RFC 6434
There have been nmany editorial clarifications as well as significant
addi tions and updates. Wile this section highlights some of the
changes, readers should not rely on this section for a conprehensive
list of all changes.
1. Restructured sections
2. Added 6LOWPAN to link |ayers as it has sone depl oynent.
3. Renmoved DOD | Pv6 Profile as it hasn’t been updat ed.

4, Updated to M.Dv2 support to a MJUST since nodes are restricted if
M.Dv1 is used.
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10.
11.

12.

13.
14.
15.

16.

17.
18.

19.

20.

21.

22.
23.
24.

25.

Chown,

Require DNS RA Options so SLAAC-only devices can get DNS
RFC8106 is a MJST.

Require RFC3646 DNS Options for DHCPv6 i npl enentati ons.

Added RESTCONF and NETCONF as possible options to Network
nmanagenent .

Added section on constrained devices.

Added text on RFC7934, address availability to hosts (SHOULD).
Added text on RFC7844, anonynity profiles for DHCPv6 clients.
nDNS and DNS- SD added as updat ed service di scovery.

Added RFCB028 as a SHOULD as a nethod for solving nulti-prefix
net wor k

Added ECN RFC3168 as a SHOULD
Added reference to RFC7123 for Security over |Pv4-only networks
Renoved Junbograns RFC2675 as they aren’t depl oyed.

Updat ed Obsel eted RFCs to the new version of the RFC including
2460, 1981, 7321, 4307

Added RFC7772 for power consunptions considerations
Added why /64 boundries for nore detail - RFC 7421

Added a Unique I Pv6 Prefix per Host to support currently
depl oyed | Pv6 net works

Clarified RFC7066 was snapshot for 3GPP

Updated 4191 as a MJUST, SHOULD for Type C Host as it hel ps sol ve
mul ti-prefix problem

Renoved | Pv6 over ATM since there aren’t nmany depl oynents
Added a note in Section 6.6 for RFC6724 Section 5.5/
Added MUST for BCP 198 for forwarding | Pv6 packets

Added reference to RFC8064 for stable address creation
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26.

27.

28.

29.

21.

Added text on protection from excessive EH options
Added text on dangers of 1280 MIuU UDP, esp. wt DNS traffic

Added text to clarify RFC8200 behavi our for unrecogni zed EHs or
unr ecogni zed ULPs

Renoved dated email addresses from design team acknow edgenent s
for RFC 4294.

Appendi x: Changes from RFC 4294

There have been many editorial clarifications as well as significant
additions and updates. \While this section highlights sone of the
changes, readers should not rely on this section for a conprehensive
list of all changes.

1.

10.

11.

Chown,

Updated the Introduction to indicate that this docunent is an
applicability statenent and is ainmed at general nodes.

Significantly updated the section on Mbility protocols, adding
ref erences and downgradi ng previous SHOULDs to MAYs.

Changed Sub-IP Layer section to just list relevant RFCs, and
added sorme nore RFCs.

Added section on SEND (it is a MAY).

Revi sed section on Privacy Extensions [RFC4941] to add nore
nuance to recomendati on

Conpletely revised | Psec/ | KEv2 section, downgradi ng over al
recommendation to a SHOULD

Upgr aded reconmendati on of DHCPv6 to SHOULD

Added background section on DHCP versus RA options, added SHOULD
recomendation for DNS configuration via RAs (RFC6106), and

cl eaned up DHCP reconmendati ons.

Added recomendati on that routers inplenent Sections 7.3 and 7.5
of [RFCB275].

Added pointer to subnet clarification docunent [RFC5942].

Added text that "IPv6 Host-to-Router Load Sharing" [RFC4311]
SHOULD be i npl enent ed.
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Added reference to [ RFC5722] (Overl apping Fragnments), and nade
it a MIUST to inplenent.

Made "A Recommendation for | Pv6 Address Text Representation”
[ RFC5952] a SHOULD.

Renmoved nention of "DNAME' fromthe discussion about [RFC3363].

Nunmer ous updates to reflect newer versions of |Pv6 docunents,
i ncludi ng [ RFC4443], [RFC4291], [RFC3596], and [ RFC4213].

Renoved di scussi on of "Managed" and "OQther" flags in RAs. There
is no consensus at present on how to process these flags, and

di scussion of their senmantics was renoved in the nbst recent
update of Statel ess Address Autoconfiguration [ RFC4862].

Added nany nore references to optional |Pv6 docunents.

Made " A Reconmendation for |Pv6 Address Text Representation”
[ RFC5952] a SHOULD.

Added reference to [ RFC5722] (Overl apping Fragnents), and nade
it a MUST to inplenent.

Updat ed MLD section to include reference to Lightweight MD
[ RFC5790] .

Added SHOULD recommendati on for "Default Router Preferences and
Mor e- Speci fi ¢ Routes" [RFC4191].

Made "1 Pv6 Fl ow Label Specification" [RFC6437] a SHOULD.

22. Ref er ences

22. 1.

Nor mat i ve Ref erences

[ RFC1034] Mockapetris, P., "Domain nanes - concepts and facilities",

STD 13, RFC 1034, DA 10.17487/ RFC1034, Novenber 1987,
<https://www. rfc-editor.org/info/rfcl034>.

[ RFC1035] Mockapetris, P., "Donmain nanes - inplenentation and

specification", STD 13, RFC 1035, DA 10.17487/ RFC1035,
Novenber 1987, <https://www rfc-editor.org/info/rfcl035>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Chown,

Requi renent Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

et al. Expi res January 17, 2019 [ Page 28]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC2710] Deering, S., Fenner, W, and B. Haberman, "Milti cast
Li stener Discovery (M.D) for IPv6", RFC 2710,
DO 10.17487/ RFC2710, Cctober 1999,
<https://ww.rfc-editor.org/info/rfc2710>.

[RFC2711] Partridge, C. and A Jackson, "IPv6 Router Alert Option",
RFC 2711, DA 10. 17487/ RFC2711, Cctober 1999,
<https://www. rfc-editor.org/info/rfc2711>.

[ RFC2863] MC oghrie, K and F. Kastenholz, "The Interfaces G oup
M B", RFC 2863, DA 10.17487/ RFC2863, June 2000,
<https://ww. rfc-editor.org/info/rfc2863>.

[ RFC3168] Ramekrishnan, K., Floyd, S., and D. Black, "The Addition
of Explicit Congestion Notification (ECN) to IP",
RFC 3168, DO 10. 17487/ RFC3168, Septenber 2001,
<https://www. rfc-editor.org/info/rfc3168>.

[ RFC3315] Droms, R, Ed., Bound, J., Volz, B., Lenon, T., Perkins,
C., and M Carney, "Dynanmi c Host Configuration Protocol
for IPv6 (DHCPv6)", RFC 3315, DO 10.17487/RFC3315, July
2003, <https://ww.rfc-editor.org/info/rfc3315>.

[ RFC3411] Harrington, D., Presuhn, R, and B. Wjnen, "An
Architecture for Describing Sinple Network Managenent
Prot ocol (SNWP) Managenent Framewor ks", STD 62, RFC 3411,
DO 10.17487/ RFC3411, Decenber 2002,
<https://ww. rfc-editor.org/info/rfc3411>.

[ RFC3596] Thonson, S., Huitema, C., Ksinant, V., and M Soui ssi,
"DNS Extensions to Support |IP Version 6", STD 88,
RFC 3596, DO 10. 17487/ RFC3596, Oct ober 2003,
<https://www. rfc-editor.org/info/rfc3596>.

[RFC3736] Droms, R, "Statel ess Dynanmic Host Configuration Protocol
(DHCP) Service for |IPve", RFC 3736, DO 10.17487/ RFC3736,
April 2004, <https://www.rfc-editor.org/info/rfc3736>.

[ RFC3810] Vida, R, Ed. and L. Costa, Ed., "Milticast Listener
Di scovery Version 2 (M.Dv2) for IPv6", RFC 3810,
DO 10.17487/ RFC3810, June 2004,
<https://ww. rfc-editor.org/info/rfc3810>.

[ RFC4033] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "DNS Security Introduction and Requirenents"”,
RFC 4033, DA 10.17487/ RFC4033, March 2005,
<https://www. rfc-editor.org/info/rfc4033>.

Chown, et al. Expi res January 17, 2019 [ Page 29]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC4034] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, DA 10.17487/ RFC4034, March 2005,
<https://ww.rfc-editor.org/info/rfc4034>.

[ RFC4035] Arends, R, Austein, R, Larson, M, Mssey, D., and S
Rose, "Protocol Mdifications for the DNS Security
Ext ensi ons", RFC 4035, DO 10.17487/ RFC4035, March 2005,
<https://www. rfc-editor.org/info/rfc4035>.

[ RFC4213] Nordnmark, E. and R G lligan, "Basic Transition Mechanisns
for IPv6 Hosts and Routers", RFC 4213,
DO 10.17487/ RFC4A213, Cctober 2005,
<https://www. rfc-editor.org/info/rfc4213>.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, DO 10.17487/ RFC4291, February
2006, <https://www. rfc-editor.org/info/rfc4291>.

[ RFC4292] Haberman, B., "IP Forwarding Table MB", RFC 4292,
DA 10.17487/ RFC4292, April 2006,
<https://ww.rfc-editor.org/info/rfc4292>.

[ RFC4293] Routhier, S., Ed., "Mnagenment |Information Base for the
Internet Protocol (IP)", RFC 4293, DO 10.17487/ RFC4293,
April 2006, <https://www.rfc-editor.org/info/rfc4293>.

[ RFC4301] Kent, S. and K. Seo, "Security Architecture for the
Internet Protocol", RFC 4301, DO 10.17487/ RFC4301,
Decenber 2005, <https://www.rfc-editor.org/info/rfc4301>.

[ RFC4303] Kent, S., "IP Encapsulating Security Payload (ESP)",
RFC 4303, DA 10.17487/ RFC4303, Decenber 2005,
<https://ww.rfc-editor.org/info/rfc4303>.

[ RFC4311] Hinden, R and D. Thaler, "IPv6 Host-to-Router Load
Sharing", RFC 4311, DO 10.17487/ RFC4311, November 2005,
<https://www. rfc-editor.org/info/rfc4311>.

[ RFC4443] Conta, A, Deering, S., and M Gupta, Ed., "Internet
Control Message Protocol (I1CWMPv6) for the Internet
Prot ocol Version 6 (lIPv6) Specification", STD 89,
RFC 4443, DO 10.17487/ RFC4443, March 2006,
<https://www. rfc-editor.org/info/rfc4443>.

[ RFC4607] Hol brook, H and B. Cain, "Source-Specific Milticast for

I P", RFC 4607, DO 10.17487/ RFC4607, August 2006,
<https://ww. rfc-editor.org/info/rfc4607>.

Chown, et al. Expi res January 17, 2019 [ Page 30]



Internet-Draft | Pv6 Node Requirenents July 2018

[RFC4632] Fuller, V. and T. Li, "C assless Inter-domain Routing
(CIDR): The Internet Address Assignment and Aggregation
Pl an", BCP 122, RFC 4632, DO 10.17487/ RFC4632, August
2006, <https://ww.rfc-editor.org/info/rfc4632>.

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Solinman,
"Nei ghbor Di scovery for IP version 6 (IPv6)", RFC 4861,
DO 10.17487/ RFCA861, Septenber 2007,
<https://www. rfc-editor.org/info/rfc4861>.

[ RFC4862] Thomson, S., Narten, T., and T. Jinnei, "IPv6 Stateless
Address Autoconfiguration", RFC 4862,
DA 10. 17487/ RFCA862, Septenber 2007,
<https://www. rfc-editor.org/info/rfc4862>.

[ RFC4941] Narten, T., Draves, R, and S. Krishnan, "Privacy
Extensi ons for Statel ess Address Autoconfiguration in
| Pv6", RFC 4941, DO 10.17487/ RFC4941, Septenber 2007,
<https://ww. rfc-editor.org/info/rfc4941>.

[ RFC5095] Abley, J., Savola, P., and G Neville-Neil, "Deprecation
of Type 0 Routing Headers in | Pv6", RFC 5095,
DO 10. 17487/ RFC5095, Decenber 2007,
<https://ww. rfc-editor.org/info/rfc5095>.

[ RFC5453] Krishnan, S., "Reserved IPv6 Interface ldentifiers",
RFC 5453, DA 10. 17487/ RFC5453, February 2009,
<https://ww.rfc-editor.org/info/rfc5453>.

[ RFC5722] Krishnan, S., "Handling of Overlapping | Pv6 Fragnents",
RFC 5722, DO 10. 17487/ RFC5722, Decenber 2009,
<https://www. rfc-editor.org/info/rfc5722>.

[ RFC5790] Liu, H, Cao, W, and H Asaeda, "Lightweight Internet
Group Managenent Protocol Version 3 (1Gwv3) and Ml ticast
Li stener Discovery Version 2 (M.Dv2) Protocols", RFC 5790,
DA 10.17487/ RFC5790, February 2010,
<https://www. rfc-editor.org/info/rfc5790>.

[ RFC5942] Singh, H., Beebee, W, and E. Nordmark, "IPv6 Subnet
Model : The Rel ati onshi p between Links and Subnet
Prefixes", RFC 5942, DO 10.17487/ RFC5942, July 2010,
<https://ww. rfc-editor.org/info/rfc5942>.

[ RFC5952] Kawanura, S. and M Kawashima, "A Recommendation for |Pv6
Address Text Representation", RFC 5952,
DA 10. 17487/ RFC5952, August 2010,
<https://ww. rfc-editor.org/info/rfc5952>.

Chown, et al. Expi res January 17, 2019 [ Page 31]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC6241] Enns, R, Ed., Bjorklund, M, Ed., Schoenwael der, J., Ed.,
and A. Bierman, Ed., "Network Configuration Protocol
(NETCONF) ", RFC 6241, DA 10.17487/ RFC6241, June 2011,
<https://ww.rfc-editor.org/info/rfc6241>.

[ RFC6437] Anmante, S., Carpenter, B., Jiang, S., and J. Rajahal ne,
"I Pv6 Fl ow Label Specification", RFC 6437,
DO 10.17487/ RFC6437, Novenber 2011,
<https://www. rfc-editor.org/info/rfc6437>.

[ RFC6564] Krishnan, S., Wodyatt, J., Kine, E, Hoagland, J., and
M Bhatia, "A Uniform Format for |Pv6 Extension Headers",
RFC 6564, DO 10.17487/ RFC6564, April 2012,
<https://www. rfc-editor.org/info/rfc6564>.

[ RFC6724] Thaler, D., Ed., Draves, R, Mtsunoto, A, and T. Chown,
"Default Address Sel ection for Internet Protocol Version 6
(1Pv6)", RFC 6724, DO 10.17487/ RFC6724, Septenber 2012,
<https://ww. rfc-editor.org/info/rfc6724>.

[ RFC6762] Cheshire, S. and M Krochmal, "Milticast DNS', RFC 6762,
DO 10.17487/ RFC6762, February 2013,
<https://www. rfc-editor.org/info/rfc6762>.

[ RFC6763] Cheshire, S. and M Krochmal, "DNS-Based Service
Di scovery", RFC 6763, DO 10.17487/ RFC6763, February 2013,
<https://www. rfc-editor.org/info/rfc6763>.

[ RFC6775] Shel by, Z., Ed., Chakrabarti, S., Nordmark, E., and C
Bor mann, "Nei ghbor Di scovery Optinization for |Pv6 over
Low Power Wrel ess Personal Area Networks (6LOWPANs)",
RFC 6775, DO 10.17487/ RFC6775, Novenber 2012,
<https://www. rfc-editor.org/info/rfc6775>.

[ RFC6891] Damas, J., Gaff, M, and P. Vixie, "Extension Mechani sns
for DNS (EDNS(0))", STD 75, RFC 6891,
DO 10.17487/ RFC6891, April 2013,
<https://www. rfc-editor.org/info/rfc6891>.

[ RFC6946] Gont, F., "Processing of IPv6 "Atom c" Fragnents",
RFC 6946, DO 10. 17487/ RFC6946, My 2013,
<https://ww. rfc-editor.org/info/rfc6946>.

[ RFC7045] Carpenter, B. and S. Jiang, "Transm ssion and Processing
of 1 Pv6 Extension Headers", RFC 7045,
DO 10. 17487/ RFC7045, Decenber 2013,
<https://www. rfc-editor.org/info/rfc7045>.

Chown, et al. Expi res January 17, 2019 [ Page 32]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC7048] Nordmark, E. and |I. Gashi nsky, "Neighbor Unreachability
Detection Is Too Inpatient”, RFC 7048,
DA 10.17487/ RFC7048, January 2014,
<https://ww.rfc-editor.org/info/rfc7048>.

[ RFC7112] Gont, F., Manral, V., and R Bonica, "lnplications of
Oversi zed | Pv6 Header Chains", RFC 7112,
DO 10.17487/ RFC7112, January 2014,
<https://www. rfc-editor.org/info/rfc7112>.

[ RFC7217] Gont, F., "A Method for Cenerating Semantically Opaque
Interface ldentifiers with |Pv6 Statel ess Address
Aut oconfiguration (SLAAC)", RFC 7217,
DO 10.17487/ RFC7217, April 2014,
<https://www. rfc-editor.org/info/rfc7217>.

[I-D.ietf-netnod-rfc7223bi s]
Bj orklund, M, "A YANG Data Mdel for Interface
Managenent"”, draft-ietf-netnod-rfc7223bis-03 (work in
progress), January 2018.

[I-D.ietf-netnod-rfc7277bi s]
Bj orkl und, M, "A YANG Data Mddel for |P Managenent",
draft-ietf-netnod-rfc7277bis-03 (work in progress),
January 2018.

[ RFC7296] Kaufman, C., Hoffman, P., Nr, Y., Eronen, P., and T.
Ki vinen, "Internet Key Exchange Protocol Version 2
(I KEv2)", STD 79, RFC 7296, DO 10.17487/ RFC7296, Cct ober
2014, <https://ww.rfc-editor.org/info/rfc7296>.

[ RFC7527] Asati, R, Singh, H , Beebee, W, Pignataro, C, Dart, E.,
and W George, "Enhanced Duplicate Address Detection",
RFC 7527, DA 10.17487/ RFC7527, April 2015,
<https://www. rfc-editor.org/info/rfc7527>.

[ RFC7559] Krishnan, S., Anipko, D., and D. Thal er, "Packet-Loss
Resiliency for Router Solicitations", RFC 7559,
DA 10.17487/ RFC7559, May 2015,
<https://ww. rfc-editor.org/info/rfc7559>.

[ RFC7608] Boucadair, M, Petrescu, A, and F. Baker, "IPv6 Prefix
Length Recommendati on for Forwardi ng”, BCP 198, RFC 7608,
DO 10.17487/ RFC7608, July 2015,
<https://www. rfc-editor.org/info/rfc7608>.

Chown, et al. Expi res January 17, 2019 [ Page 33]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC8021] ont, F., Liu, W, and T. Anderson, "Ceneration of |Pv6
At om ¢ Fragnents Considered Harnful", RFC 8021,
DA 10.17487/ RFC8021, January 2017,
<https://ww.rfc-editor.org/info/rfc8021>.

[ RFC8028] Baker, F. and B. Carpenter, "First-Hop Router Selection by
Hosts in a Multi-Prefix Network", RFC 8028,
DO 10.17487/ RFC8028, Novenber 2016,
<https://www.rfc-editor.org/info/rfc8028>.

[ RFC8040] Biernan, A., Bjorklund, M, and K Watsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/ RFC8040, January 2017,
<https://ww. rfc-editor.org/info/rfc8040>.

[ RFC8064] ont, F., Cooper, A, Thaler, D., and W Liu,
"Recommendation on Stable IPv6 Interface ldentifiers",
RFC 8064, DO 10.17487/ RFC8064, February 2017,
<https://ww. rfc-editor.org/info/rfc8064>.

[ RFC8106] Jeong, J., Park, S., Beloeil, L., and S. Madanapalli,
"I Pv6 Router Advertisenent Options for DNS Configuration”,
RFC 8106, DA 10.17487/ RFC8106, March 2017,
<https://www. rfc-editor.org/info/rfc8106>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", STD 86, RFC 8200,
DO 10.17487/ RFC8200, July 2017,
<https://www.rfc-editor.org/info/rfc8200>.

[ RFC8201] McCann, J., Deering, S., Mgul, J., and R Hinden, Ed.,
"Path MU Di scovery for IP version 6", STD 87, RFC 8201,
DA 10.17487/ RFC8201, July 2017,
<https://ww. rfc-editor.org/info/rfc8201>.

[ RFC8221] Wouters, P., Mgault, D, Mattsson, J., Nr, Y., and T.
Ki vi nen, "Cryptographic Al gorithm I nplenentation
Requi renents and Usage Qui dance for Encapsul ating Security
Payl oad (ESP) and Aut hentication Header (AH)", RFC 8221,
DO 10.17487/ RFC8221, Cctober 2017,
<https://www. rfc-editor.org/info/rfc8221>.

Chown, et al. Expi res January 17, 2019 [ Page 34]



Internet-Draft | Pv6 Node Requirenents July 2018

[RFC8247] Nr, Y., Kivinen, T., Wuters, P., and D. Mgault,
"Al gorithm I npl ementati on Requirenments and Usage Gui dance
for the Internet Key Exchange Protocol Version 2 (IKEv2)",
RFC 8247, DO 10. 17487/ RFC8247, Septenber 2017,
<https://www. rfc-editor.org/info/rfc8247>.

22.2. Informative References

[ RFCO793] Postel, J., "Transm ssion Control Protocol", STD 7,
RFC 793, DO 10.17487/ RFC0793, Septenber 1981,
<https://www. rfc-editor.org/info/rfc793>.

[ RFC2205] Braden, R, Ed., Zhang, L., Berson, S., Herzog, S., and S
Jam n, "Resource ReSerVation Protocol (RSVP) -- Version 1
Functi onal Specification”, RFC 2205, DA 10.17487/ RFC2205,
Sept enber 1997, <https://www. rfc-editor.org/info/rfc2205>.

[ RFC2464] Crawford, M, "Transm ssion of |Pv6 Packets over Ethernet
Net wor ks", RFC 2464, DO 10.17487/ RFC2464, Decenber 1998,
<https://www. rfc-editor.org/infol/rfc2464>.

[ RFC2491] Armtage, G, Schulter, P., Jork, M, and G Harter, "IPv6
over Non-Broadcast Miltiple Access (NBMA) networks",
RFC 2491, DO 10.17487/ RFC2491, January 1999,
<https://ww. rfc-editor.org/info/rfc2491>.

[ RFC2590] Conta, A, Mialis, A, and M Mieller, "Transm ssion of
| Pv6 Packets over Frane Rel ay Networks Specification",
RFC 2590, DO 10. 17487/ RFC2590, May 1999,
<https://ww. rfc-editor.org/info/rfc2590>.

[ RFC2923] Lahey, K., "TCP Problens with Path MIU Di scovery",
RFC 2923, DO 10. 17487/ RFC2923, Septenber 2000,
<https://ww.rfc-editor.org/info/rfc2923>.

[ RFC3146] Fujisawa, K and A. Onoe, "Transm ssion of |Pv6 Packets
over | EEE 1394 Networks", RFC 3146, DA 10.17487/ RFC3146,
Cct ober 2001, <https://ww.rfc-editor.org/info/rfc3146>.

[ RFC3363] Bush, R, Durand, A, Fink, B., Qudnundsson, O, and T.
Hai n, "Representing Internet Protocol version 6 (IPv6)
Addresses in the Donain Name System (DNS)", RFC 3363,
DO 10.17487/ RFC3363, August 2002,
<https://www.rfc-editor.org/info/rfc3363>.

Chown, et al. Expi res January 17, 2019 [ Page 35]



Internet-Draft | Pv6 Node Requirenents July 2018

[RFC3493] Glligan, R, Thonson, S., Bound, J., MCann, J., and W
St evens, "Basic Socket |Interface Extensions for |Pv6",
RFC 3493, DO 10. 17487/ RFC3493, February 2003,
<https://ww.rfc-editor.org/info/rfc3493>.

[ RFC3542] Stevens, W, Thormas, M, Nordmark, E., and T. Jinnei,
"Advanced Sockets Application ProgramInterface (API) for
| Pv6", RFC 3542, DO 10.17487/ RFC3542, May 2003,
<https://www. rfc-editor.org/info/rfc3542>.

[ RFC3646] Droms, R, Ed., "DNS Configuration options for Dynanic
Host Configuration Protocol for |IPv6 (DHCPvE)", RFC 3646,
DO 10. 17487/ RFC3646, Decenber 2003,
<https://www. rfc-editor.org/info/rfc3646>.

[ RFC3678] Thaler, D., Fenner, B., and B. Quinn, "Socket Interface
Ext ensions for Milticast Source Filters", RFC 3678,
DA 10. 17487/ RFC3678, January 2004,
<https://ww. rfc-editor.org/info/rfc3678>.

[ RFC6275] Perkins, C., Ed., Johnson, D., and J. Arkko, "Mbility
Support in I Pv6", RFC 6275, DO 10.17487/RFC6275, July
2011, <https://ww.rfc-editor.org/info/rfc6275>.

[ RFC3776] Arkko, J., Devarapalli, V., and F. Dupont, "Using |IPsec to
Protect Mbile |IPv6 Signaling Between Mbile Nodes and
Home Agents", RFC 3776, DA 10.17487/ RFC3776, June 2004,
<https://www. rfc-editor.org/info/rfc3776>.

[ RFC3971] Arkko, J., Ed., Kenpf, J., Zill, B., and P. N kander,
"SEcure Nei ghbor Discovery (SEND)", RFC 3971,
DA 10.17487/ RFC3971, March 2005,
<https://www. rfc-editor.org/info/rfc3971>.

[ RFC3972] Aura, T., "Cryptographically CGenerated Addresses (CGA)",
RFC 3972, DO 10.17487/ RFC3972, March 2005,
<https://ww. rfc-editor.org/info/rfc3972>.

[ RFC4191] Draves, R and D. Thaler, "Default Router Preferences and
Mor e- Speci fic Routes", RFC 4191, DO 10.17487/ RFC4191,
Novenber 2005, <https://ww.rfc-editor.org/info/rfc4l91>.

[ RFC4302] Kent, S., "IP Authentication Header", RFC 4302,

DO 10.17487/ RFCA302, Decenber 2005,
<https://www. rfc-editor.org/info/rfc4302>.

Chown, et al. Expi res January 17, 2019 [ Page 36]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC4338] DeSanti, C., Carlson, C., and R Nixon, "Transm ssion of
| Pv6, 1Pv4, and Address Resol ution Protocol (ARP) Packets
over Fibre Channel", RFC 4338, DO 10.17487/ RFC4338,
January 2006, <https://ww.rfc-editor.org/info/rfc4338>.

[ RFC4380] Huitema, C., "Teredo: Tunneling |Pv6 over UDP through
Net wor k Address Transl ati ons (NATs)", RFC 4380,
DO 10.17487/ RFC4380, February 2006,
<https://www.rfc-editor.org/info/rfc4380>.

[ RFC4429] Moore, N., "Optimistic Duplicate Address Detection (DAD)
for 1Pv6", RFC 4429, DA 10.17487/ RFC4429, April 2006,
<https://ww. rfc-editor.org/info/rfc4429>.

[ RFCA584] Chakrabarti, S. and E. Nordmark, "Extension to Sockets API
for Mobile I Pv6", RFC 4584, DO 10.17487/ RFC4584, July
2006, <https://ww.rfc-editor.org/info/rfc4584>.

[ RFC4821] WMathis, M and J. Heffner, "Packetization Layer Path MIu
Di scovery", RFC 4821, DA 10.17487/ RFC4821, March 2007,
<https://www. rfc-editor.org/info/rfc4821>.

[ RFC4877] Devarapalli, V. and F. Dupont, "Mbbile IPv6 Qperation with
| KEv2 and the Revised | Psec Architecture", RFC 4877,
DO 10.17487/ RFCA877, April 2007,
<https://www. rfc-editor.org/info/rfc4877>.

[ RFC4884] Bonica, R, Gan, D., Tappan, D., and C. Pignataro,
"Extended I CVP to Support Milti-Part Messages", RFC 4884,
DA 10.17487/ RFC4884, April 2007,
<https://ww. rfc-editor.org/info/rfc4884>.

[ RFC4890] Davies, E. and J. Mdhacsi, "Recomendations for Filtering
| CMPv6 Messages in Firewal |l s", RFC 4890,
DO 10.17487/ RFC4890, May 2007,
<https://ww. rfc-editor.org/info/rfc4890>.

[ RFC4919] Kushal nagar, N., Mntenegro, G, and C. Schumacher, "IPv6
over Low Power Wreless Personal Area Networks (6LOWPANS):
Overvi ew, Assunptions, Problem Statenent, and Goal s",
RFC 4919, DO 10. 17487/ RFC4919, August 2007,
<https://ww. rfc-editor.org/info/rfc4919>.

[ RFC4944] Montenegro, G, Kushal nagar, N., Hui, J., and D. Culler,
"Transm ssion of | Pv6 Packets over |EEE 802.15.4
Net wor ks", RFC 4944, DO 10. 17487/ RFC4944, Septenber 2007,
<https://www. rfc-editor.org/info/rfc4944>,

Chown, et al. Expi res January 17, 2019 [ Page 37]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC5014] Nordmark, E., Chakrabarti, S., and J. Laganier, "IPv6
Socket APl for Source Address Sel ection", RFC 5014,
DA 10.17487/ RFC5014, Septenmber 2007,
<https://ww.rfc-editor.org/info/rfc5014>.

[ RFC5072] Varada, S., Ed., Haskins, D., and E. Allen, "IP Version 6
over PPP', RFC 5072, DA 10.17487/ RFC5072, Septenber 2007,
<https://www. rfc-editor.org/info/rfc5072>.

[ RFC5121] Patil, B., Xia, F., Sarikaya, B., Choi, JH, and S
Madanapal I'i, "Transm ssion of |Pv6 via the | Pv6
Conver gence Subl ayer over |EEE 802.16 Networks", RFC 5121,
DA 10.17487/ RFC5121, February 2008,
<https://www. rfc-editor.org/info/rfc5121>.

[ RFC5555] Solinman, H, Ed., "Mbile I Pv6 Support for Dual Stack
Hosts and Routers", RFC 5555, DO 10. 17487/ RFC5555, June
2009, <https://www. rfc-editor.org/info/rfc5555>.

[ RFC6563] Jiang, S., Conrad, D., and B. Carpenter, "Mving A6 to
Hi storic Status", RFC 6563, DO 10.17487/ RFC6563, March
2012, <https://ww.rfc-editor.org/info/rfc6563>.

[ RFC7066] Korhonen, J., Ed., Arkko, J., Ed., Savolainen, T., and S.
Krishnan, "1 Pv6 for Third Generation Partnership Project
(3GPP) Cellular Hosts", RFC 7066, DO 10.17487/ RFC7066,
Novenber 2013, <https://ww.rfc-editor.org/info/rfc7066>.

[ RFC7084] Singh, H., Beebee, W, Donley, C., and B. Stark, "Basic
Requirements for | Pv6 Custoner Edge Routers", RFC 7084,
DO 10.17487/ RFC7084, Novenber 2013,
<https://www. rfc-editor.org/info/rfc7084>.

[RFC7123] Gont, F. and W Liu, "Security Inplications of IPv6 on
| Pv4 Networks", RFC 7123, DO 10.17487/ RFC7123, February
2014, <https://www.rfc-editor.org/info/rfc7123>.

[ RFC7278] Byrne, C., Drown, D., and A Vizdal, "Extending an | Pv6
/64 Prefix froma Third Generation Partnership Project
(3GPP) Mbbile Interface to a LAN Link", RFC 7278,
DO 10.17487/ RFC7278, June 2014,
<https://ww. rfc-editor.org/info/rfc7278>.

[ RFC7371] Boucadair, M and S. Venaas, "Updates to the |Pv6
Mul ticast Addressing Architecture”, RFC 7371,
DO 10.17487/ RFC7371, Septenber 2014,
<https://www. rfc-editor.org/info/rfc7371>.

Chown, et al. Expi res January 17, 2019 [ Page 38]



Internet-Draft | Pv6 Node Requirenents July 2018

[ RFC7421] Carpenter, B., Ed., Chown, T., Gont, F., Jiang, S.,
Petrescu, A., and A. Yourtchenko, "Analysis of the 64-bit
Boundary in | Pv6 Addressing”, RFC 7421,
DO 10.17487/ RFC7421, January 2015,
<https://www. rfc-editor.org/info/rfc7421>.

[ RFC7721] Cooper, A, Gont, F., and D. Thaler, "Security and Privacy
Consi derations for |IPv6e Address Generation Mechani sns",
RFC 7721, DO 10.17487/ RFC7721, March 2016,
<https://ww.rfc-editor.org/info/rfc7721>.

[RFC7739] Gont, F., "Security Inplications of Predictable Fragnent
Identification Values", RFC 7739, DO 10.17487/ RFC7739,
February 2016, <https://ww.rfc-editor.org/info/rfc7739>.

[ RFC7772] Yourtchenko, A and L. Colitti, "Reducing Energy
Consunpti on of Router Advertisenents", BCP 202, RFC 7772,
DA 10.17487/ RFC7772, February 2016,
<https://ww. rfc-editor.org/info/rfc7772>.

[ RFC7844] Huitema, C., Mugalski, T., and S. Krishnan, "Anonynity
Profiles for DHCP dients", RFC 7844,
DO 10.17487/ RFC7844, May 2016,
<https://ww. rfc-editor.org/infol/rfc7844>.

[ RFC7934] Colitti, L., Cerf, V., Cheshire, S., and D. Schi nazi,
"Host Address Availability Recomrendations”, BCP 204,
RFC 7934, DA 10.17487/ RFC7934, July 2016,
<https://www. rfc-editor.org/info/rfc7934>.

[ RFCB087] Fairhurst, G and M Welzl, "The Benefits of Using
Explicit Congestion Notification (ECN", RFC 8087,
DA 10.17487/ RFC8087, March 2017,
<https://ww.rfc-editor.org/info/rfc8087>.

[ RFC8096] Fenner, B., "The I Pv6-Specific MB Mdules Are bsol ete",
RFC 8096, DO 10. 17487/ RFC8096, April 2017,
<https://www.rfc-editor.org/info/rfc8096>.

[ RFC8273] Brzozowski, J. and G Van de Velde, "Unique |IPv6 Prefix
per Host", RFC 8273, DO 10.17487/ RFC8273, Decenber 2017,
<https://ww. rfc-editor.org/info/rfc8273>.

[ PCsI X] | EEE, "I EEE Std. 1003.1-2008 Standard for |nformation

Technol ogy -- Portable Operating System Interface (POSIX),
| SO | EC 9945: 2009", <http://ww. i eee. org>.

Chown, et al. Expi res January 17, 2019 [ Page 39]



Internet-Draft | Pv6 Node Requirenents July 2018

[ USGv6] National Institute of Standards and Technol ogy, "A Profile
for 1Pv6 in the U S. Governnent - Version 1.0", July 2008,
<https://doi.org/10. 6028/ NI ST. SP. 500- 267Ar 1>.

Aut hors’ Addr esses
Ti m Chown
Ji sc
Lunen House, Library Avenue
Harwel | Oxford, Didcot OX11 0SG
United Ki ngdom

Email: timchown@isc. ac. uk

John Loughney

I ntel

Santa C ara, CA

USA

Emai | : j ohn. | oughney@nai |l . com

Timthy Wnters

Uni versity of New Hanpshire, Interoperability Lab (UNH 1 QL)
Dur ham NH
United States

Email: twinters@ol.unh. edu

Chown, et al. Expi res January 17, 2019 [ Page 40]



