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Abst ract

Thi s docunment defines a profile of the ACE framework for

aut hentication and authorization. It uses the |IPsec protocol suite
and the I KEv2 protocol to ensure secure comunication, server

aut henti cation and proof-of-possession for a key bound to an QAuth
2.0 access token.
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1. Introduction

The | Psec protocol suite [RFC4301] allows comunications based on the
Constrai ned Application Protocol (CoAP) [RFC7252] to fulfill a numnber

of security goals at the network layer, i.e. integrity and IP
spoofing protection, confidentiality of traffic flows, and nessage
replay protection. In several resource-constrained platforns, this

can | everage security operations directly provided by hardware
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crypt o- nodul es, including mandat ory-to-inpl ement cipher suites
defined in [ RFC4835].

This docunent defines a profile of the ACE framework for

aut hentication and authorization [I-D.ietf-ace-oauth-authz], where a
client (C and a resource server (RS) comruni cate usi ng CoAP

[ RFC7252] over |Psec [RFC4301]. |In particular, C uses an Access
Token rel eased by an Authorization Server (AS) and bound to a key
(proof - of - possessi on key) to authorize its access to RS and its
protected resources.

The establishnent of an | Psec channel between C and RS provides
secure conmuni cati on, proof-of-possession as well as RS and C mnut ual
aut hentication. Furthernore, this profile preserves the flexibility
of IPsec as to the selection of specific security protocols, i.e.
Encapsul ating Security Payl oad (ESP) [ RFC4303] and | P Authentication
Header (AH) [ RFC4302], key managenent, and nodes of operations, i.e.
tunnel or transport. Those paraneters are specified in the |Psec
Security Association (SA) pair established between C and RS
Optionally, the client and the resource server may al so use CoAP and
| Psec to comuni cate with the Authorization Server

This specification supports different key managenent nethods for
setting up SA pairs, nanely direct provisioning of SA pairs and
establi shment of SA pairs based on symmetric or asymmetric key
aut hentication. The latter approach relies on the Internet Key
Exchange Protocol version 2 (1KEv2) [RFC7296].

1.1. Termnol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWENDED', " NOT
RECOMVENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in BCP 14 [ RFC2119] [ RFC8174] when, and only
when, they appear in all capitals, as shown here. These keywords

i ndicate requirenment | evels for conpliant CoAP-1Psec profile

i mpl emrent ati ons.

Readers are expected to be famliar with term nol ogy such as client
(O, resource server (RS), authentication server (AS), and endpoi nt
which are defined in [RFC6749] and [I-D.ietf-ace-actors]. It is
assumed in this document that a given resource on a specific RSis
associ ated to a uni que AS.

The concept of |Psec Security Association (Section 4.1. of [RFC4301])
pl ays a key role, and this profile uses it extensively. An SA

i ndi cates how to secure a one-way conmuni cati on between two parties.
Hence, two SAs are required to be created and coordi nated, in order
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to secure a two-way communi cati on channel. This docunent refers to a
SA pair as the two | Psec SAs used to protect the two-way
communi cati on channel between two | Psec peers.

The SA paraneters described in section 4.4.2.1 of [ RFC4301] are
divided into the followi ng two sets.

0 Network Parameters: the paranmeters defining the network properties
of the IPsec channel, e.g. DSCP filtering;

0 Security Paraneters: the paraneters defining the security
properties of the |IPsec channel

This docunment refers to SA-C as the SA for securing comunication
fromCto RS, and to SA-RS as the SA for securing comunication from
RSto C. Thus, a SA pair consists of an SA-C and an SA-RS

2. Methods for Setting Up SA Pairs

The followi ng key managenent nethods are supported for setting up a
SA pair between C and RS

1. Direct Provisioning (DP). The SA pair is pre-defined by the AS.
Then, SA-RS and SA-C are specified in the Access Token Response
and in the Access Token issued by the AS.

2. Establishment with symretric key authentication. A symetric
Pre-Shared Key (PSK) is used to authenticate both parties during
the SA pair establishnent and is bound to the Access Token as
pr oof - of - possession key. If Cis interacting for the first tine
with the RS, then the AS MJST include a PSK and a uni que key
identifier in the Access Token Response. Oherw se, C MJST
i nclude the unique key identifier pointing at the previously
established PSK in the Access Token Request.

3. Establishnment with asymmetric key authentication. An asymetric
Raw Public Key (RPK) or Certificate-based Public Key (CPK) is
used to authenticate both parties during the SA pair
establishnent and is bound to the Access Token as proof-of -
possession key. |If the AS does not know C s asymetric
aut hentication information, then C MUST include its RPK or CPK in
the Access Token Request. O herwise, C MJST include a key
identifier linked to its own RPK or CPK avail able at the AS.

Every SA MJST include the followi ng Security Paraneters.

0 A Security Paraneter |Index (SPl);
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0 |Psec protocol node: tunnel or transport;
0 Security protocol: AH or ESP

o "AH authentication", "ESP-encryption", "ESP-integrity" or "ESP-
combi ned" al gorithm

0 Source and destination, if tunnel npde is sel ected;
o Cryptographic keys;
o SAlifetine.

As assunmed in Section 5.5.2 of [I-D.ietf-ace-oauth-authz], the AS has
know edge of Cs and RS s capabilities, and of RS s preferred

communi cations settings. Therefore, the AS MIUST set the val ues of
Security Paranmeters and Network Paraneters in the SA pair.

2.1. The "ipsec" Structure

Thi s docunment defines the "ipsec" structure as a field of the "cnf
paraneter of the Access Token and Access Token Response. This

structure encodes the Network and Security Paraneters of the SA pair
as defined in Figure 1. The Network Parameters are not discussed in

this specification.
i psec{
<Security Paraneters>,
<Net wor k Par anet er s>
Figure 1: "ipsec" structure overview.

The AS builds the "ipsec" structure as foll ows:

0 The Security Parameters MJST al ways include the set of parameters
sec_A shown in Figure 2

0 The Security Parameters MJIST include the set of paraneters sec_B
shown in Figure 3 if the AS uses the Direct Provisioning nethod.
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sec_A{

node,

pr ot ocol

life,

IP_C (if node == tunnel)

IP_RS (if node == tunnel)
}

Figure 2: Set sec_A of Security Paraneters

sec_B{

SPI _SA C

SPI _SA_RS,

al g,

seed
}

Figure 3: Set sec_B of Security Paraneters

In sec_ A the IP Cfieldis the IP address of C, while IP_ RS is the
I P address of RS. In tunnel node, the RS MJUST use |IP_C as the
destination address and | P_RS as source address of outgoing |IPsec
messages. Simlarly, C MJST use |P_RS as destinati on address and

| P_C as source address of inconming | Psec nessages.

In sec_B, the field "SPI_SA C' is the SPI of SA-C. Simlarly,
"SPI _SA RS" is the SPI of SA-RS. The field "alg" indicates the

al gorithmused for securing conmunications over |Psec. The "seed"
field MUST reflect the SKEYSEED secret defined in Section 2.14 of
[RFC7296]. Thus, C and RS MJUST use the same key derivation

techni ques to generate the necessary SA keys from "seed".

Note that if the Direct Provisioning nmethod is used, the AS cannot
guar ant ee the uni queness of the "SPI _SA C' value at the RS and of the
"SPI _SA RS" value at C. In such a case, the AS MUST randomy
generate the "SPI _SA C' value and the "SPI _SA RS" value, so that the
probability of a collision to occur is negligible.

If RS receives an "SPI _SA C' value which results in a collision, then
RS MUST reply to Cwith en error response, and both C and RS MJST
abort the set up of the IPsec channel. |In order to overcone this

i ssue, the AS can nmanage a pool of "SPI_SA C' reserved val ues
intended only for use with the Direct Provisioning nethod. Then, in
case of SAtermnation, the RS asks the AS to set back the identifier
of that SA-C as avail abl e.

If Creceives an "SPI _SA RS" value which results in a collision, then
C sends a second Token Request to the AS, asking for a Token Update.
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Token Request includes also an "ipsec" structure, which contains
the field "SPI _SA RS" specifying an avail abl e val ue to use
the AS replies with an Access Token and an Access Token

Response both updated as to the "SPI _SA RS" val ue only.

3. Pr ot

Thi s

ocol Description

profile considers a client Cthat intends to access a protected

resource hosted by a resource server RS. The resource access is
aut hori zed through an Access Token issued by the AS as specified in

[I-D
secur

i etf-ace-oauth-authz] and indicating that I Psec is used to
e communi cations between C and RS. |n particular, this profile

defines how C and RS set up a SA pair, using the key nmanagenent
met hods introduced in Section 2

The protocol is conposed of three parts, as shown in Figure 4.

(1)

(2)

(3)

Ar agon,

cC RS AS
I I I
| [------ Resource Request ------ >] | |
| | |
| [<------ AS Information -------- 11 [
I I I
I I I
I I I
| --------- Token Request --------------mmmmmmmma o > |
| | |
| _ |
| Access Token + RS Information |
| |
[ Including information for | Psec SA establishnent [
I I
| | |
I I I
| --------- Access Token --------- > | |
I I

| [<=== IPsec SA establishment ==>] | [
I I I
| ======== Resource Request ======> | |
I I I
| <======= Resource Response ====== | |
I I I

Figure 4: Protocol Overview
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3.1. Unauthorized Client to RS

Phase (1) in Figure 4 is OPTIONAL and ainms at providing Cwth the
necessary information to contact the AS, in case C does not know AS' s
address. Through an unaut horized request to RS, C deternines which
AS is responsible for granting authorization to that particular RS
When doing so, C learns to which address the Access Token Request has
to be addressed. The unauthorized request is denied by RS, which
sends back to C a response containing the information to contact the
AS.

3.2. dient to AS

Phase (2) in Figure 4 starts with C sending the Access Token Request
to the /token endpoint at the AS, as specified in Section 5.5.1 of
[I-D.ietf-ace-oauth-authz]. Figure 2 and Figure 3 of
[I-D.ietf-ace-oauth-authz] provide exanpl es of such request.

If the AS successfully verifies the Access Token Request and Cis
aut hori zed to access the resource specified in the Token Request,
then the AS issues the correspondi ng Access Token and includes it in
a CoAP response with code 2.01 (Created) as specified in

Section 5.5.2 of [I-D.ietf-ace-oauth-authz]. The AS can signal that
| Psec is REQUI RED to secure comunications between C and RS by
including the "profile" parameter with the value "coap_ipsec" in the
Access Token Response. Together with authorization information, the
Access Token al so includes the same information for the set up of the
| Psec channel included in the Access Token Response. The error
response procedures defined in Section 5.5.3 of
[I-D.ietf-ace-oauth-authz] are unchanged by this profile.

The i nformati on exchanged between C and the AS depends on the
specific nethod used to set up the SA pair (see Section 3.2.1

Section 3.2.2 and Section 3.2.3). Note that, unless Direct
Provisioning of SAs is used, Cand RS are required to finalize the SA
pair set up by running a Key Managenent Protocol such as | KEv2 (see
Section 3.3.2). The AS indicates to use |KEv2 for establishing a SA
pair by setting the "knmp" field to "ikev2" in the "cnf" parameter in
the Access Token Response.

As specified in Section 5.5 of [I-D.ietf-ace-oauth-authz], the dient
and the AS can al so use CoAP instead of HTTP to comunicate via the
/token endpoint. This communicati on channel MJST be secured.

This section specifies howto use | Psec [ RFC4301] to protect the

channel between the Client and the AS. The use of IPsec for this
communi cati on channel is OPTIONAL in this profile, and other security
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protocol s MAY be used instead, such as DTLS [ RFC6347] and OSCORE
[I-D.ietf-core-object-security].

The Client and the AS are either expected to have pre-established a
pair of IPsec SA or to have pre-established credentials to

aut henticate an | KEv2 key exchange. How these credentials are
established is out of scope for this profile.

3.2.1. Direct Provisioning of SA pairs

If the AS selects this key managenent nethod, it encodes the SA pair
in the Access Token and in the Access Token Response as an "i psec"
structure in the "cnf" parameter.

Figure 5 shows an exanpl e of an Access Token Response, signaling Cto
set up an | Psec channel with RS based on the ESP protocol in
transport node.

Header: Created (Code=2.01)
Cont ent - Type: "application/cose+cbor™
Payload {
'access_token" : b64’Yi ksuH&=1G-fg .
(renalnder of Access Token omtted for brevity)’

"profile" : "coap_ipsec"
"expires_in" : "3600",
"enf" o {
"ipsec” : {
"node" . "transport"”
"protocol” : "ESP",
"life" : "3600",
"SPI_SA C' : "87615",
"SPI_SALRS" : "87616",
"seed" . b64’ +a+Dg2j j U+el i OFCa9l Chw
"al g" . " AES- CCM 16- 64- 128",

(the hbtmork Paraneters are on1tted for brevity),

Fi gure 5: Exanpl e of Access Token Response with DP of SA pair
3.2.2. SA Establishnment Based on Symmetric Keys
If the AS selects this key managenent nethod, it specifies the

followi ng pieces of information in the Access Token Response and in
t he Access Token:
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0o a symetric key to be used as proof-of-possessi on key;
0 a key identifier associated to the symetric key;

0 SA pair’'s Network Paraneters and Security Paraneters, as an
"ipsec" structure in the "cnf" paraneter (see Section 2.1).

If C has previously received a PSK fromthe AS, then C MJST provide a
key identifier of that PSK either directly in the "kid" field of
"cnf" paraneter or in the "kid" field of the "COSE Key" object of the
Access Token Request. |In this case, the AS onits the PSK and its
identifier in the Access Token Response.

The AS indicates the use of symmetric cryptography for the key
managenent nessage exchange in the "kty" field of the "COSE _Key"
object, including also the PSKin the "k" field as well as its key
identifier in the "kid" field, as shown in Figure 6

Header: Created (Code=2.01)
Cont ent - Type: "application/cose+cbor™
Payl oad:
{
"access_token" : b64’Yi ksuH&=1G-fg .
(renalnder of Access Token omtted for brevity)’

"profile" : "coap_ipsec"
"expires_in" : "3600",
"enf" oo {
"COSE_Key" : {
"kty" : "Symmetric",
"kid" : b64’ 6kwi 42ec’
"k" : b64’ +pAd48j Utel i OF23gd=’
"knp": "ikev2",
"ipsec" : {
" mode" : "tunnel "
"protocol” : "ESP",
"life" : "1800",
"IP_C : "a.b.c.d2",
"I P_RS" : "a.b.c.d1",

(the Network Paraneters are onmitted for brevity),

}
}
}

Figure 6: Exanpl e of Access Token Response with a symmretric key as
pr oof - of - possessi on key.

Aragon, et al. Expires May 2, 2018 [ Page 10]



Internet-Draft | Psec profile of ACE Cct ober 2017

3.2.3. SA Establishnment Based on Asymetric Keys

C MUST include its own public key in the Access Token Request, as
shown in Figure 7. As an alternative, C MJST provide the key
identifier of its own public key, previously shared with the AS.

The AS specifies in the Access Token and in the Access Token Response
the SA pair’s Network Paraneters and Security Paraneters, as an
"ipsec” structure in the "cnf" paraneter (see Section 2.1).

In addition, the AS specifies the RS's public key in the Access Token
Response, and the C s public key to be used as proof-of-possession
key in the Access Token

The AS indicates the use of asymetric cryptography for the key
managenent nessage exchange in the "kty" field of the "COSE _Key"

obj ect, which includes also the RS's public key in the Access Token
Response and the C s public key in the Access Token

Header: POST (Code=0.02)

Uri-Host: "server. exanpl e. cont
Ui-Path: "token"

Cont ent - Type: "application/cose+cbor"

Payl oad:
{
"grant _type" : "client_credentials",
"enf" o {
" COSE_Key" : {
"kty" : "EC',
"crv" @ "P-256",
"x" : b6’ CaFadPPavdtJRH3anan0FrFtNVO
"yt : b64’ ehekJIBwci JdeT6cKi eycnk6kg4pHC
}
}
}

Figure 7: Exanple of Access Token Request with an asymretric key as
pr oof - of - possessi on key.

3.3. dient to RS

Phase (3) in Figure 4 starts with C posting the Access Token by neans
of a POST CoAP message to the /authz-info endpoint at RS, as
specified in Section 5.7 of [I-D.ietf-ace-oauth-authz]. The
processing details of this request, as well as the handling of
invalid Access Tokens at RS, are defined in Section 5.7.1 of
[I-D.ietf-ace-oauth-authz] and in the rest of this section. The
Access Token and Access Token Response specify one of the SA setup
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nmet hods defined in Section 2. In particular, C and RS determn ne the
specific SA setup nmethod as foll ows:

0 In case of Direct Provisioning, the "ipsec" structure is present,
whil e the "COSE Key" object is not present.

o If the SA pair set up based on Symretric Keys through IKEv2 is
used, then:

* the "COSE_Key" object is present with the "kty" field set to
"Symetric"; and

* the "kmp" parameter is set to "ikev2"

o If the SA pair set up based on Asymmetric Keys through IKEv2 is
used, then:

* the "COSE _Key" object is present with the "kty" field set to a
val ue that indicates the use of an asymmetric key, e.g. "EC';
and

* the "knp" paranmeter is set to "ikev2"

If the Direct Provisioning nethod is used, then C and RS do not
performthe SA establishment shown in Figure 4. Oherwise, C and RS
performthe key managenent protocol indicated by the "knp" paraneter
(such as IKEv2), in the authentication node indicated by the "kty"
field of the "COSE key" object.

Regardl ess the chosen SA setup method and the successfu

establi shment of the IPsec channel, if C holds a valid Access Token
but this does not grant access to the requested protected resource,
RS MJUST send a 4.03 (Forbidden) response. Simlarly, if the Access
Token does not cover the intended action, RS MJST send a 4.05 (Mt hod
Not Al | owed) response.

3.3.1. SA Direct Provisioning

Once received a positive Access Token Response fromthe AS, C derives
the necessary | Psec key material fromthe "seed" field of the "ipsec"
structure in the Access Token Response, as discussed in Section 2.1
Simlarly, RS performs the sanme key derivation process upon receiving
and successfully verifying the Access Token. After that, RS replies
to Cwith a 2.01 (Created) response, using the |IPsec channe

specified by the SA pair. Thereafter, Resource Requests and
Responses are al so sent using the | Psec channel
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3.3.2. Authenticated SA Establishnment

If an Authenticated Key Managenent method is used (see Section 3.2.2
and Section 3.2.3), Cand RS MJUST run a Key Managenent Protocol to
finalize the establishnment of the SA pair and the | Psec channel, i.e.
the required keys and algorithnms. As shown in Figure 8, the first
message |KE_ SA INIT of the | KEv2 protocol is used to acknow edge the
Access Token subm ssion. Depending on the used authentication

met hod, i.e. synmetric or asymmetric, the proof-of-possession key
MUST be used accordingly to authenticate the | KEv2 nessage exchange
as defined in Section 2.15 of [RFC7296]. The rest of the | KEv2
protocol MJUST be executed between C and RS as described in Section 2
of [RFC7296], with no further nodifications. |If IKEv2 is
successfully completed, C and RS agree on keys and al gorithnms to use,
and thus the | Psec channel between C and RS is ready to be used.

Resour ce
dient Server
I I
o >| Header: POST (Code=0.02)

|
POST | Uri-Path:"authz-info"
| Content-Type: application/cbor
| Payl oad: Access Token
I

e + IKESAINT
|

Figure 8: I KEv2 used as Key Managenent Protocol
3.4. RS to AS

As specified in Section 5.6 of [I-D.ietf-ace-oauth-authz], the RS and
the AS can al so use CoAP instead of HTTP to conmunicate via the
/introspect endpoint. This conmuni cation channel MJST be secured.

This section specifies howto use IPsec to protect the channe

between the RS and the AS. The use of IPsec for this conmmunication
channel is OPTIONAL in this profile, and other security protocols NAY
be used instead, such as DTLS [ RFC6347] and OSCORE
[I-D.ietf-core-object-security].

The RS and the AS are either expected to have pre-established a pair
of I Psec SA or to have pre-established credentials to authenticate an
| KEv2 key exchange. How these credentials are established is out of
scope for this profile.
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4.

Security Considerations

Thi s docunment inherits the security considerations of [RFC4301],

[ RFC4302] and [RFC4303]. Furthernore, if IKEv2 is used as key
establ i shnent nethod (see Section 3.3.2), the sane considerations
di scussed in [ RFC7296] hol d.

.1. Privacy Considerations

The nmessage exchange in Phase (1) of Figure 4 is unprotected and MAY
di scl ose the relation between the AS, RS and C, as well as network
related information, such as | P addresses. Thus RS SHOULD only

i nclude the necessary information to contact the AS in the
unpr ot ect ed response.

| ANA Consi der ati ons

Thi s docunent requires the follow ng | ANA consi derati ons:

I ndi cates the
key managenent
protocol to be
used to establish

a SA pair
i psec TBD struct Contains Security
and Net wor k
Par anet ers of an
SA pair
Fomm e o Fom e - S Fom e e o B +

.1. CoAP-IPsec Profile registration

o Profile name: CoAP-I| Psec

o Profile description: ACE Framework profile
o Profile ID coap_ipsec

o Change Controller: |IESG

0o Specification Docunent: This docunent
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5.2. Confirmation Methods registration
5.2.1. IPsec field
0 Confirmation Method Name: "ipsec"
o Confirmation Method Val ue: TBD

o Confirmation Method Description: A structure containing the
correspondi ng information of an | Psec Security Association Pair.

o Change Controller: |IESG
0 Specification Docurment: This docunent
5.2.2. Key Managenent Protocol field
o Confirmation Method Nane: "knp"
o Confirmation Method Val ue: TBD
0 Confirmation Method Description: Key nanagenent protocol.
o Change Controller: |IESG
0 Specification Docurment: This docunent
5.3. Key Managenent Protocol Methods Registry
This specification establishes the | ANA "Key Managenment Protocol
Met hods" registry for the "knp" nenber values. The registry records
the confirmation met hod nenber and a reference to the spec that
defines it.
5.3.1. Registration Tenpl ate
Key Managenent Protocol Method Nane:
The nane requested (e.g. "ikev2"). This nanme is intended to be
human readabl e and be used for debuggi ng purposes. It is case
sensitive. Nanes nmay not natch other registered nanes in a case-
i nsensitive manner unl ess the Designated Experts state that there

is a conpelling reason to allow an excepti on.

Key Managenent Protocol Method Val ue:
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I nteger representation for the confirmation nethod val ue.
Intended for use to uniquely identify the confirmation nethod.
The value MJUST be an integer in the range of 1 to 65536

Key Managenent Protocol Method Description:

Brief description of the confirmation nethod (e.g. "Key
Identifier").

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Qher details (e.g. posta
address, emmil| address, honme page URI) may al so be incl uded.

Speci fication Docunent(s):
Ref erence to the docunent or docunments that specify the paraneter,
preferably including URIs that can be used to retrieve copies of
the docunents. An indication of the relevant sections may al so be
i ncluded but is not required.

5.3.2. Initial Registry Contents
0 Key Managenent Protocol Method Name: "ikev2"
0 Key Managenent Protocol Method Val ue: TBD

0 Key Managenent Protocol Method Description: Defines | KEv2 as key
managenent protocol .

0 Change Controller: |IESG
o Specification Docunent: this docunent
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Appendi x A.  Coexi stence of OSCORE and | Psec

bj ect Security of Constrai ned RESTful Environnments (OSCORE)
[I-D.ietf-core-object-security] is a data object based security
protocol that protects CoAP nmessages end-to-end while all ow ng proxy
operations. |t encloses unprotected CoAP nessages, and sel ected CoAP
options and headers fields into a CBOR Object Signing and Encryption
(CCSE) object [RFC8152]. This section describes a scenario where
communi cati ons between C and RS are secured by neans of OSCORE and

| Psec. Figure 9 depicts a scenario where a Cient needs to access a
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Resource Server which is behind an untrusted CoAP-Proxy. This
scenario requires that:

1. the Proxy has access to the sel ected CoAP options to perform
managenent and support operations;

2. the integrity of nessages and their | P headers can be verified by
the Resource Server;

3. the confidentiality of the Resource Server address and CoAP
request has to be guaranteed between the Cient and the Proxy.

The first requirenent is addressed by neans of an OSCORE channe
between the dient and the Resource Server established as described
in [I-D. seitz-ace-oscoap-profile]), by marking as O ass E the
sensitive fields of the CoAP payload as defined in
[I-D.ietf-core-object-security].

To address the second requirenent, a SA pair between the dient and
the Resource Server is established, as specified in Section 3, by
using the I Psec AH protocol in transport node. Finally, the third
requirenent is fulfilled by neans of a SA pair between the dient and
t he CoAP-Proxy, as specified in Section 3, by using the |IPsec ESP
protocol in tunnel node.

This profile can be used to establish the necessary SA pairs. After
that, C can request a token update to the AS, in order to establish
an OSCORE security context with RS, as specified in Section 2.2 of
[I-D. seitz-ace-oscoap-profile].

Fi gure 9 overviews the involved secure communi cati on channel s.

Logi cal links such as the SA pair shared between the Cient and the
Proxy are represented by dotted lines. |Psec traffic is depicted

wi th doubl e-dashed |ines, and an exanpl e of the packets going through
these links is represented with nunbers, e.g. (1). The destination
address included in the | P headers is also specified, e.g. "IP:P"

i ndi cates the Proxy’s address as destination address. The source
address of the I P header is omtted, since all the |IP packets have
the Cient’s address as source address.
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OSCORE context &
SA AH-transport

SA ESP-t unnel

| dient | < (1) > | Proxy | <==== (2) ====> | RS |

© |1 P: P| ESP| | P: RS| AH UDP| OSCORE| ESP_T| ESP_Aut h|
(2): |1 P:RS| AH UDP| OSCORE]

Figure 9: OSCORE and | Psec - Scenari o overvi ew
Appendi x B. SA Establishment w th EDHOC

As di scussed in Appendi x A, securing comunications between C and RS
with both OSCORE and | Psec nakes it possible to fulfill a nunmber of
additional security requirenents. An OSCORE security context between
C and RS can be established using Epheneral Diffie-Hellman Over CCSE
(EDHOC) as defined in Appendix C 2 of [I-D.sel ander-ace-cose-ecdhe]
and according to [I-D. seitz-ace-oscoap-profile]. This section
proposes a nethod to establish also | Psec SA pairs by neans of EDHCC
This makes it possible for constrained devices running the scenario
described in Appendix Ato rely solely on EDHOC for establishing both
OSCORE contexts and | Psec SA pairs, thus avoiding to include the

i mpl ementation of | KEv2 as further key managenent protocol

In particular, C and RS can refer to the SA Authenticated

Est abl i shnent net hods described in this specification, and then use
EDHOC to finalize the SA pair, i.e. by deriving the encryption and
aut henti cation keys for the security protocols specified in the SA
pair. This is possible thanks to | Psec’s independence from specific
key managenent protocols. |In addition, the sane security

consi deration discussed in [I|-D.sel ander-ace-cose-ecdhe] hol d.

The AS, C and RS refer to the sane protocol shown in Figure 4, with
the foll owi ng changes.

B.1. dCient to AS
The AS specifies the fields "alg", "SPI_SA C' and "SPI _SA RS" of the

"ipsec" structure in the Access Token and in the Access Token
Response, in addition to the pieces of information defined in
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Section 3.2.2 or Section 3.2.3, in case the proof-of-possession key
is symretric or asymmetric, respectively.

The AS signals that EDHOC MJUST be used, by setting the "knp" field to
"edhoc" in the Access Token and the Access Token Response. Then, C
and RS MJST perform EDHOC as described in Section 4 or Section 5 of
[1-D.sel ander-ace-cose-ecdhe], in case the proof-of-possession key is
asymetric or symmetric, respectively.

B.2. dient to RS

Fi gure 10 shows how EDHOC nessage 1 is sent through a POST Access
Token Request to the /authz-info at the RS. The RS SHALL process the
Access Token according to [I-D.ietf-ace-oauth-authz], and, if valid,
continue with the EDHOC protocol as defined in Appendix C 1 of

[1-D. sel ander-ace-cose-ecdhe]. Oherw se, RS aborts EDHOC and
responds with an error code as specified in
[I-D.ietf-ace-oauth-authz]. At the end of the EDHOC protocol, C and
RS MUST derive an | Psec seed fromthe EDHOC shared secret. The seed
is derived as specified in Section 3.2 of

[1-D.sel ander-ace-cose-ecdhe], w th other=exchange_hash

Al gorithm D="EDHOC | KE seed" and keyDatalLength equal to the key

| ength of the SKEYSEED secret defined in Section 2.14 of [RFC7296].
After that, the derived seed is witten in the "seed" field of the
"i psec" structure, and accordingly used to derive |Psec key materia
as described in Section 2.1.

Resour ce
dient Server
]
o >| Header: POST (Code=0.02)

I
| Uri-Path:"authz-info"

| Content-Type: application/cbor

| Payl oad: EDHOC nessage_1 + Access Token
I

Fi gure 10: EDHOC used as Key Managenent Protoco

Aut hors’ Addr esses
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