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Abstract

This meno specifies a profile for the Authentication and

Aut hori zation for Constrai ned Environnents (ACE) franmework. It
utilizes Object Security for Constrained RESTful Environnments
(OSCORE) to provide comunication security, server authentication

and proof - of - possession for a key owned by the client and bound to an
QAuth 2.0 access token
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1. Introduction

This meno specifies a profile of the ACE framework
[I-D.ietf-ace-oauth-authz]. 1In this profile, a client and a resource
server use CoAP [ RFC7252] to communicate. The client uses an access
token, bound to a key (the proof-of-possession key) to authorize its
access to the resource server. |In order to provide comunication
security, proof of possession, and server authentication they use

bj ect Security for Constrained RESTful Environnments (OSCORE)
[I-D.ietf-core-object-security]. Optionally the client and the
resource server nmay al so use CoAP and OSCORE to communicate with the
aut hori zation server.

OSCORE specifies how to use CBOR Object Signing and Encryption (COSE)
[ RFC8152] to secure CoAP nessages. |In order to provide replay and
reordering protection OSCORE al so introduces sequence nunbers that
are used together wth COSE.
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Not e that OSCORE can be used to secure CoAP nessages, as well as HTTP
and conbi nati ons of HITP and CoAP; a profile of ACE sinmlar to the
one described in this docunent, with the difference of using HITP

i nstead of CoAP as conmuni cation protocol, could be specified

anal ogously to this one.

1.1. Termnol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. These
words nay al so appear in this docunent in | owercase, absent their
normat i ve neani ngs.

Certain security-related terns such as "authentication”,
"aut hori zation", "confidentiality", "(data) integrity", "nessage
aut henti cation code", and "verify" are taken from [ RFC4949].

Since we descri be exchanges as RESTful protocol interactions HITP
[ RFC7231] offers useful term nology.

Term nol ogy for entities in the architecture is defined in QAuth 2.0
[ RFC6749] and [I-D.ietf-ace-actors], such as client (C, resource
server (RS), and authorization server (AS). It is assuned in this
docunent that a given resource on a specific RS is associated to a
uni que AS.

2. Cdient to Resource Server

The use of OSCORE for arbitrary CoAP nessages is specified in
[I-D.ietf-core-object-security]. This section defines the specific
uses and their purpose for securing the comruni cati on between a
client and a resource server, and the paraneters needed to negoti ate
the use of this profile with the token resource at the authorization
server as specified in section 5.5 of the ACE franmework
[I-D.ietf-ace-oauth-authz].

2.1. Signaling the use of OSCORE

A client requests a token at an AS via the /token resource. This
follows the nessage formats specified in section 5.5.1 of the ACE
framework [1-D.ietf-ace-oauth-authz].

The AS responding to a successful access token request as defined in
section 5.5.2 of the ACE framework can signal that the use of OSCORE
is REQU RED for a specific access token by including the "profile"
paraneter with the value "coap_oscore" in the access token response.
This neans that the client MJUST use OSCORE towards all resource
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servers for which this access token is valid, and follow Section 2.2
to derive the security context to run OSCORE

The error response procedures defined in section 5.5.3 of the ACE
framework are unchanged by this profile.

Note the the client and the authorization server MAY OPTI ONALLY use
OSCORE to protect the interaction via the /token resource. See
Section 3 for details.

2.2. Key establishnment for OSCORE

Section 3.2 of OSCORE [|-D.ietf-core-object-security] defines howto
derive a security context based on a shared nmaster secret and a set
of other paraneters, established between client and server. The

pr oof - of - possessi on key (pop-key) provisioned fromthe AS MAY, in
case of pre-shared keys, be used directly as master secret in OSCORE

If OSCORE is used directly with the symmetric pop-key as naster
secret, then the AS MJST provision the follow ng data, in response to
the access token request:

0 a nmster secret

0o the sender identifier

o the recipient identifier

Additionally, the AS MAY provision the follow ng data, in the sanme
response. In case these paranmeters are omtted, the default val ues
are used as described in section 3.2 of
[I-D.ietf-core-object-security].

0 an AEAD al gorithm

0 a KDF algorithm

0o a salt

0 a replay wi ndow type and size

The master secret MJST be comuni cated as COSE_Key in the ’cnf’
paraneter of the access token response as defined in section 5.5.4.5
of [I-D.ietf-ace-oauth-authz]. The AEAD al gorithm MAY be incl uded as
the "al g’ paraneter in the COSE Key; the KDF al gorithm MAY be
included as the 'kdf’ parameter of the COSE Key and the salt MAY be

included as the '"slt’ parameter of the COSE Key as defined in table
1. The sane paraneters MJST be included as netadata of the access
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token; if the token is a CWM [I-D.ietf-ace-cbor-web-token], the sane
COSE_Key structure MJIST be placed in the 'cnf’ claimof this token
The AS MJST al so assign identifiers to both client and RS, which are
then used as Sender ID and Recipient IDin the OSCORE context as
described in section 3.1 of [I-D.ietf-core-object-security]. These
identifiers MJIST be unique in the set of all clients and RS
identifiers for a certain AS. Mreover, these MJST be included in
the COSE_Key as header paraneters, as defined in table 1.

We assune in this docunent that a resource is associated to one
single AS, which nakes it possible to assune unique identifiers for
each client requesting a particular resource to a RS. |If this is not
the case, collisions of identifiers may appear in the RS, in which
case the RS needs to have a mechanismin place to disamnbi guate
identifiers or mtigate their effect.

Note that C should set the Sender ID of its security context to the
clientld value received and the Recipient IDto the serverld val ue,
and RS shoul d do the opposite.

Identifies the
client in an

OSCORE cont ext
using this key

clientld

TBD Identifies the
server in an
OSCORE cont ext

using this key

serverld

kdf TBD
KDF al gorithmin
an OSCORE cont ext

using this key

Identifies the
master salt in
an OSCORE cont ext
using this key

slt

I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
| TBD
I

I

I

I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
bstr [ | ldentifies the
I I
I I
I I
I I
| |
I I
I I
I I
+ +

Tabl e 1: Additional common header parameters for COSE_Key

Figure 1 shows an exanpl e of such an AS response, in CBOR di agnostic
notation without the tag and val ue abbrevi ati ons.
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Header: Created (Code=2.01)
Cont ent - Type: "application/cose+cbor"
Payl oad:
{
"access_token" : b64’ Sl AV32hkKG . ..
(remai nder of access token onmitted for brevity)’,

"profile" : "coap_oscore",
"expires_in" : "3600",
"enf" o {
"COSE_Key" : {
"kty" : "Symmetric",
"al g" : "AES-CCM 16-64-128",

"clientld" : b64’ qA',
"serverld" : b64’ QU ,
"k" : b64’ +a+Dg2jj Utel i OFCa9l Cow
}
}
}

Figure 1: Exanple AS response with OSCORE paraneters.

Fi gure 2 shows an exanple CW, containing the necessary OSCORE
paraneters in the 'cnf’ claim in CBOR diagnhostic notation without
tag and val ue abbrevi ations.

{
"aud" : "tenpSensorl nLi vi ngRoont,
"fat" : "1360189224",
"exp" : "1360289224",
"scope" : "tenperature_g firmware_ p",
"enf" o {
"COSE_Key" : {
"kty" @ "Symmretric",
"al g" : "AES-CCM 16-64-128",
"clientld" : b64’ Q' ,
"serverld" : b64’qA’,
"k" : b64’ +a+Dg2jj Utel i OFCa9l Cow
}
}

Figure 2: Exanple CAM with OSCORE paraneters.
3. Cdient to Authorization Server
As specified in the ACE framework section 5.5
[I-D.ietf-ace-oauth-authz], the dient and AS can al so use CoAP

instead of HITP to comrunicate via the token resource. This section
specifies how to use OSCORE between Cient and AS together w th CoAP.

Seitz, et al. Expires April 28, 2018 [ Page 6]



Internet-Draft OSCORE Profile of ACE Cct ober 2017

8.

1.

The use of OSCORE for this communication is OPTIONAL in this profile,
other security protocols (such as DTLS) MAY be used instead

The client and the AS are expected to have pre-established security
contexts in place. How these security contexts are established is
out of scope for this profile. Furthernore the client and the AS
conmuni cate using OSCORE ([|-D.ietf-core-object-security]) through
the introspection resource as specified in section 5.6 of
[I-D.ietf-ace-oauth-authz].

Resource Server to Authorization Server

As specified in the ACE framework section 5.6
[I-D.ietf-ace-oauth-authz], the RS and AS can al so use CoAP i nstead
of HTTP to communicate via the introspection resource. This section
specifies how to use OSCORE between RS and AS. The use of OSCORE for
this comunication is OPTIONAL in this profile, other security
protocols (such as DTLS) MAY be used instead

The RS and the AS are expected to have pre-established security
contexts in place. How these security contexts are established is
out of scope for this profile. Furthernore the RS and the AS
communi cate using OSCORE ([I-D.ietf-core-object-security]) through
the introspection resource as specified in section 5.6 of
[I-D.ietf-ace-oauth-authz].

Security Consi derations
TBD.

Privacy Considerations
TBD.

| ANA Consi derations

TBD. 'coap_oscore’ as profile id. Header parameters 'sid, 'rid
"kdf’ and 'slt’ for COSE Key.
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Appendi x A.  Profile Requirements

Thi

s section lists the specifications on this profile based on the

requirenents on the franework, as requested in Appendix C of
[I-D.ietf-ace-oauth-authz].

0

Seitz,

(Optional) discovery process of howthe client finds the right AS
for an RS it wants to send a request to: Not specified

communi cati on protocol the client and the RS nust use: CoAP
security protocol the client and RS nmust use: OSCORE

how the client and the RS nutually authenticate: Inplicitly by
possession of a common OSCORE security context

Content-format of the protocol nmessages: "application/cose+cbor"
pr oof - of - possessi on protocol (s) and how to sel ect one; which key
types (e.g. symmetric/asymetric) supported: OSCORE al gorithns;
pre-established synmetric keys

profile identifier: coap_oscore

(Optional) howthe RS talks to the AS for introspection: HITP/ CoAP
(+ TLS/ DTLS/ OSCORE)

how the client talks to the AS for requesting a token: HITP/ CoAP
(+ TLS/ DTLS/ OSCORE)

howif the /authz-info endpoint is protected: Security protoco
above

(Optional)other nethods of token transport than the /authz-info
endpoi nt: no
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Appendi x B. Using the pop-key with EDHOC ( EDHOC+OSCORE)

EDHOC specifies an authenticated Diffie-Hellman protocol that allows
two parties to use CBOR [ RFC7049] and COSE in order to establish a
shared secret key with perfect forward secrecy. The use of Epheneral
Diffie-Hell man Over COSE (EDHOC) [1-D. sel ander - ace-cose-ecdhe] in
this profile in addition to OSCORE, provides perfect forward secrecy
(PFS) and the initial proof-of-possession, which ties the proof-of-
possession key to an OSCORE security context.

If EDHOC is used together with OSCORE, and the pop-key (symmetric or
asymetric) is used to authenticate the nessages in EDHOC, then the
AS MUST provision the following data, in response to the access token
request:

0 a symmetric or public key (associated to the RS)
0 a key identifier;

How t hese paraneters are comuni cated depends on the type of key
(asymetric or symretric). Mreover, the AS MIST signal the use of
OSCORE + EDHOC with the 'profile’ paraneter set to
"coap_oscore_edhoc" and foll ow Appendi x B to derive the security
context to run OSCORE.

Note that in the case described in this section, the "expires_in
paraneter, defined in section 4.2.2. of [RFC6749] defines the
lifetime in seconds of both the access token and the shared secret.
After expiration, C MJST acquire a new access token fromthe AS, and
run EDHOC again, as specified in this section

B.1. Using Asymetric Keys

In case of an asymmetric key, C MJST comrunicate its own asymretric
key to the ASin the 'cnf’ paraneter of the access token request, as
specified in section 5.5.1 of [I-D.ietf-ace-oauth-authz]; the AS MJST
conmuni cate the RS's public key to Cin the response, in the 'rs_cnf’
paraneter, as specified in section 5.5.1 of
[I-D.ietf-ace-oauth-authz]. Note that the RS s public key MIST
include a 'kid paraneter, and that the value of the 'kid MJST be
included in the access token, to |l et the RS know which of its public
keys C used. |If the access token is a COAT
[I-D.ietf-ace-cbor-web-token], the key identifier MJST be pl aced
directly in the "cnf’ structure (if the key is only referenced).

Fi gure 3 shows an exanpl e of such a request in CBOR diagnostic
notati on wi thout tag and val ue abbreviations.
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Header: POST (Code=0.02)

Uri-Host: "server.exanpl e. cont
Uri-Path: "token"

Cont ent - Type: "application/cose+cbor™
Payl oad:

"grant _type" : "client_credentials",
"enf" o {
" COSE_Key" : {
"kid" : "client_key"
"kty" : "EC',
"crv" @ "P-256",

Cct ober 2017

"x" : b64’ usWkHK2Pnf nHKWXPS54n0k TcGI90UI gl W Gaht agnv8’
"y" : b64’ 1 BOL+C3Btt Vi vg+l SreASj pkttcsz+1r b7bt KLVBEX4’

}
}
}

Fi gure 3: Exanpl e access token request (OSCORE+EDHOC, asymmetric).

Figure 4 shows an exanpl e of a correspondi ng response in CBOR

di agnostic notation w thout tag and val ue abbrevi ati ons.

Header: Created (Code=2.01)
Cont ent - Type: "application/cose+cbor"

Payl oad:
{
"access_token" : b64’ Sl AV32hkKG . ..
(contains "kid" : "client_key")’",
"profile" : "coap_oscore_edhoc",
"expires_in" : "3600",
"enf" o {
"COSE_Key" : {
"kid" : "server_key"
"kty" : "EC',
"crv" @ "P-256",

}
}
}

Fi gure 4: Exanpl e AS response ( EDHOC+OSCORE, asymetric).
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B.2. Using Symmetric Keys

In the case of a symmetric key, the AS MJUST comuni cate the key to
the client in the "cnf’ paraneter of the access token response, as
specified in section 5.5.2. of [I-D.ietf-ace-oauth-authz]. AS MJST
al so select a key identifier, that MUST be included as the 'kid
paraneter either directly in the "cnf’ structure, as in figure 4 of
[I-D.ietf-ace-oauth-authz], or as the 'kid paraneter of the

COSE key, as in figure 6 of [I-D.ietf-ace-oauth-authz].

Figure 5 shows an exanpl e of the necessary paraneters in the AS
response to the access token request when EDHOC is used. The exanple
uses CBOR di agnostic notation without tag and val ue abbreviations.

Header: Created (Code=2.01)
Cont ent - Type: "application/cose+cbor™
Payl oad:
{
"access_token" : b64’ S| AV32hkKG . ..
(remai nder of access token onmitted for brevity)’,

"profile" : "coap_oscore_edhoc"
"expires_in" : "3600",
"enf" o {
" COSE_Key" : {
"kty" @ "Symmetric",

"kid" : b64’ 5t OS+h42dkw ,
"k" : b64’ +a+Dg2jj U+el i OFCa9l Cow
}
}
}

Fi gure 5: Exanpl e AS response ( EDHOC+OSCORE, synmetric).

In both cases, the AS MUST al so include the sane key identifier as
"kid paraneter in the access token netadata. |If the access token is
a CW [I-D.ietf-ace-cbor-web-token], the key identifier MJST be

pl aced inside the 'cnf’ claimas 'kid paraneter of the COSE_Key or
directly in the "cnf’ structure (if the key is only referenced).

Figure 6 shows an exanple CW containing the necessary EDHOC+OSCORE

paraneters in the 'cnf’ claim in CBOR diagnhostic notation without
tag and val ue abbrevi ations.
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{
"aud" : "tenpSensorl nLi vi ngRoont,
"iat" : "1360189224",
"exp" : "1360289224",
"scope" : "tenperature_g firmware_p",
"enf" o {
" COSE_Key" : {
"kty" @ "Symmretric",
"kid" : b64’ 5t OS+h42dkw ,
"k" : b64’ +a+Dg2jj Utel i OFCa9l Cow
}
}

Figure 6: Exanple CAT with EDHOC+OSCORE, symmetric case.

Al'l other paraneters defining OSCORE security context are derived
from EDHOC nessage exchange, including the master secret (see
Appendi x C. 2 of [I-D. sel ander-ace-cose-ecdhe]).

B.3. Processing

To provide forward secrecy and nutual authentication in the case of
pre-shared keys, pre-established raw public keys or with X 509
certificates it is RECOMMENDED to use EDHOC

[1-D.sel ander-ace-cose-ecdhe] to generate the keying material. EDHOC
MUST be used as defined in Appendi x C of

[1-D.sel ander-ace-cose-ecdhe], with the follow ng additions and

nmodi fi cati ons.

The first EDHOC nessage is sent after the access token is posted to
the /authz-info resource of the RS as specified in section 5.7.1 of
[I-D.ietf-ace-oauth-authz]. Then the EDHOC nessage_ 1 is sent and the
EDHOC protocol is initiated [I-D. sel ander-ace-cose-ecdhe]).

Before the RS continues with the EDHOC protocol and responds to this
t oken submi ssion request, additional verifications on the access
token are done: the RS SHALL process the access token according to
[I-D.ietf-ace-oauth-authz]. |If the token is valid then the RS

conti nues processing EDHOC fol | owi ng Appendi x C of

[1-D. sel ander-ace-cose-ecdhe], otherwise it discontinues EDHOC and
responds with the error code as specified in
[I-D.ietf-ace-oauth-authz].

0 In case the EDHOC verification fails, the RS MJUST return an error
response to the client with code 4.01 (Unauthorized).

o |If RS has an access token for C but not for the resource that C
has requested, RS MJST reject the request with a 4.03 (Forbidden).
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o If RS has an access token for C but it does not cover the action C
requested on the resource, RS MIST reject the request with a 4.05
(Met hod Not Al l owed).

o If all verifications above succeeds, further conmuni cati on between
client and RS is protected with OSCORE, including the RS response
to the OSCORE request.

In the case of EDHOC being used with synmretric keys, the protocol in
section 5 of [I-D.sel ander-ace-cose-ecdhe] MJST be used. |If the key
is asymmetric, the RS MIST al so use an asymmetric key for
authentication. This key is known to the client through the access

t oken response (see section 5.5.2 of the ACE framework). In this
case the protocol in section 4 of [I-D.sel ander-ace-cose-ecdhe] MJST
be used.

Figure 7 illustrates the nessage exchanges for using OSCORE+EDHOC
(step Cin figure 1 of [I-D.ietf-ace-o0auth-authz]).
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Figure 7: Access token and key establishment w th EDHOC
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