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Abstract

This docunent is a conceptual outline of the application progranming
interface (APlI) of the Generic Autononic Signaling Protocol (GRASP)
Such an APl is needed for Autononic Service Agents (ASA) calling the

GRASP protocol nodule to exchange autonomnmi ¢ network nessages with
ot her ASAs.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 28, 2018.

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

Carpenter, et al. Expi res May 28, 2018 [ Page 1]



Internet-Draft GRASP API Novenmber 2017

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Tabl e of Contents

1. Introduction . . 2
2. GRASP API for ASA 3
2.1. Design Principles . . 3
2.2. Asynchronous QOperations . 4
2.3. APl definition . 6
2.3.1. Paraneters and data structures 6

2. 3. Regi stration e e e 9
2.3.3 Discovery . . . . . . . . . . . . . . . . . ..., 11
2.3.4 Negoti ation . 12
2.3.5 Synchr oni zat i on and Floodlng 17
2.3.6. Invalid Message Function e e . . ... ... 20

3. Example Logic Flows . . . . . . . . . . . . . . . . .. ... 212
4. Security Considerations . . . . . . . . . . . . . . ... .. 22
5. | ANA Considerations . . . . . . . . . . . . . . ... .... 21
6. Acknow edgenents . . . . . . . . . . . . . . . . . ... .. 21
7. References . . ey
7.1. Normative References e
7.2. Informative References . . . . . . . . . . . . . . . .. 22
Appendi x A.  Error Codes . . G e e e e e .22
Appendi x B. Change | og [RFC Edltor Please renove] . . . . . . . 23
Aut hors’ Addresses . . . e e e e e .24

1. Introduction

As defined in [I-D.ietf-ani ma-reference-nodel], the Autonom c Service
Agent (ASA) is the atomc entity of an autononic function; and it is
i nstantiated on autonomi c nodes. When ASAs comuni cate wi th each

ot her, they should use the Generic Autonomic Signaling Protoco
(GRASP) [I-D.ietf-anim-grasp].

As the follow ng figure shows, GRASP could contain two najor sub-

| ayers. The bottomis the GRASP base protocol nodule, which is only
responsi bl e for sending and receiving GRASP nessages and nai nt ai ni ng
shared data structures. The upper |ayer is sonme extended functions
based upon CGRASP basic protocol. For exanpl e,

[I-D.I'iu-ani ma-grasp-distribution] describes a possible extended
function.

It is desirable that ASAs can be designed as portabl e user-space
programs using a portable API. In nany operating systens, the GRASP
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nmodul e will therefore be split into two |ayers, one being a library
that provides the APl and the other being core code containing conmon
components such as nulticast handling and the discovery cache. The
details of this are systemdependent. |In particular, the GRASP
library mght need to communicate with the GRASP core via an inter-
process conmuni cation (I PC) nechani sm

oot oot
| ASAs| | ASAs|
e e

I I
| GRASP Function API |

[ GRASP Li brary [
| GRASP Mbdule - - - - - - - - - - - - - -]
[ GRASP Cor e [

Both the GRASP library and the extended function nodul es should be
avail able to the ASAs. Thus, there needs to be two sub-sets of API
However, since the extended functions are expected to be added in an
incremental manner, it is inappropriate to define the function APIs
in a single docunent. This docunent only defines the base GRASP API

Note that a very sinple autononic node night contain only a single
ASA in addition to the autonom c infrastructure conponents descri bed
in [I-D.ietf-anim-bootstrappi ng-keyinfra] and
[1-D.ietf-ani ma-autonom c-control-plane]. Such a node mght directly
integrate GRASP in its autonom c code and therefore not require this
APl to be install ed.

Thi s docunent gives a conceptual outline of the API. It is not a
formal specification for any particul ar programm ng | anguage or
operating system and it is expected that details will be clarified
in individual inplenentations.

GRASP API for ASA
1. Design Principles
The assunption of this docunent is that any Autonom c Service Agent

(ASA) needs to call a GRASP nodul e that handl es protocol details
(security, sending and |istening for GRASP nessages, waiting, caching
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di scovery results, negotiation |ooping, sending and receiving
sychroni zati on data, etc.) but understands nothing about individua
objectives. So this is a high |l evel abstract APl for use by ASAs.

I ndi vi dual | anguage bi ndi ngs shoul d be defined in separate docunents.
An assunption of this APl is that ASAs may fall into various classes:
0 ASAs that only use GRASP for discovery purposes.

0 ASAs that use GRASP negotiation but only as an initiator (client).
0 ASAs that use CGRASP negotiation but only as a responder

0 ASAs that use GRASP negotiation as an initiator or responder.

0 ASAs that use GRASP synchronization but only as an initiator
(recipient).

0 ASAs that use CGRASP synchroni zation but only as a responder and/or
fl ooder.

0 ASAs that use GRASP synchronization as an initiator, responder
and/ or fl ooder.

The APl al so assumes that one ASA may support multiple objectives.
Not hi ng prevents an ASA from supporting sone objectives for
synchroni zati on and others for negotiation

The APl design assunes that the operating system and progranmm ng
| anguage provide a nechani smfor sinultaneous asynchronous
operations. This is discussed in detail in Section 2.2.

This is a prelimnary version. A few gaps exist:

0 Authorization of ASAs is out of scope.

0 User-supplied explicit locators for an objective are not
support ed.

0 The Rapid node of GRASP is not supported.
Asynchronous Operations

GRASP i ncl udes asynchronous operations and wait states. Mst ASAs
will need to support several sinultaneous operations; for exanple an
ASA m ght need to negotiate one objective with a peer while

di scovering and synchronizing a different objective with a different
peer. Alternatively, an ASA which acts as a resource manager mi ght
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need to run simultaneous negotiations for a given objective with
multiple different peers. Thus, both the GRASP core and nobst ASAs
need to support asynchronous operations. Depending on both the
operating system and the progranm ng | anguage in use, there are two
mai n techni ques for such parallel operations: nulti-threading, or a
polling or 'event |oop’ structure.

In multi-threading, the operating system and | anguage will provide
the necessary support for asynchronous operations, including creation
of new threads, context swi tching between threads, queues, |ocks, and
inplicit wait states. In this case, all APl calls can be treated
naturally as synchronous, even if they include wait states, bl ocking
and queuei ng.

In an event |oop inplenmentation, synchronous bl ocking calls are not
acceptable. Therefore all calls nust be non-bl ocking, and the main
|l oop will support multiple GRASP sessions in parallel by repeatedly
checki ng each one for a change of state. To facilitate this, the AP
i mpl ementation will provide non-bl ocking versions of all the
functions that otherw se involve bl ocking and queueing. |In these
calls, a "noReply’ code will be returned by each call instead of

bl ocki ng, until such tine as the event for which it is waiting has
occurred. Thus, for exanple, discover() would return "noReply"
instead of waiting until discovery has succeeded or tined out. The
di scover() call would be repeated in every cycle of the nain | oop
until it conpletes. A ’'session_nonce paraneter (described below) is
used to distinguish sinmultaneous GRASP sessions from each other, so
that any nunber of sessions nmay proceed in parallel

The following calls involve waiting for a renote operation, so they
use this mechani sm

di scover ()

request _negoti ate()

negoti ate_step()

i sten_negotiate()

synchroni ze()
In all these calls, the 'session_nonce is a read/wite paraneter.
On the first call, it is set to a null value, and the APl returns the
"noReply’ code and a non-null value. This value nust be used in al

subsequent calls. By this nechanism nultiple overlapping sessions
can be di stingui shed.
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2.3. APl definition
2.3. 1. Parameters and data structures

This section describes paraneters and data structures uaed in
mul tiple APl calls.

2.3.1.1. FErrorcode
Al'l functions in the APl have an unsigned 'errorcode’ integer as
their return value (the first returned value in | anguages that allow
mul tiple returned paraneters). An errorcode of zero indicates
success. Any other value indicates failure of some kind. The first
three errorcodes have special inportance:
1. Declined: used to indicate that the other end has sent a GRASP
Negoti ati on End nmessage (M END) with a Decline option
(O _DECLI NE) .

2. No reply: used in non-blocking calls to indicate that the other
end has sent no reply so far (see Section 2.2).

3. Unspecified error: used when no nore specific error code applies.
Appendi x A gives a full list of currently defined error codes.
2.3.1.2. Tineout

Wherever a 'timeout’ paraneter appears, it is an integer expressed in

mlliseconds. |If it is zero, the GRASP default tineout
( GRASP_DEF_TI MEQUT, see [I-D.ietf-anim-grasp]) will apply. If no
response is received before the timeout expires, the call wll fai

unl ess ot herw se not ed.
2.3.1.3. bjective

An 'objective’ paraneter is a data structure with the foll ow ng
conponent s:

o nane (UTF-8 string) - the objective' s nane

0 neg (Boolean flag) - True if objective supports negotiation
(default Fal se)

o synch (Boolean flag) - True if objective supports synchronization
(default Fal se)
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0 dry (Boolean flag) - True if objective supports dry-run
synchroni zati on (default Fal se)

* Note 1. Al objectives are assuned to support discovery, so
there is no Boolean for that.

* Note 2: Only one of 'synch’ or 'neg’ nay be True.
* Note 3: "dry’ must not be True unless 'neg’ is also True.

o loop_count (integer) - Limt on negotiation steps etc. (default
GRASP_DEF LOOPCT, see [I-D.ietf-ani ma-grasp])

o value - a specific data structure expressing the value of the
objective. The format is |anguage dependent, with the constraint
that it can be validly represented in CBOR (default integer = 0).

An essential requirement for all |anguage mappi ngs and all

i mpl ementations is that, regardl ess of what other options exist
for a | anguage-specific represenation of the value, there is

al ways an option to use a CBOR byte string as the value. The API
will then wap this byte string in CBOR Tag 24 for transm ssion
via GRASP, and unwrap it after reception

An exanpl e data structure definition for an objective in the C
| anguage i s:

typedef struct {
char *nane;

uint8_t flags; /1 flag bits as defined by GRASP
i nt |oop_count;

i nt val ue_si ze; /1 size of value

uint8 t cbor_val ue[]; /1 CBOR bytestring of value

} objective;

An exanpl e data structure definition for an objective in the
Pyt hon | anguage i s:

cl ass objective:
""" A GRASP objective"""

def __init_ (self, nane):
sel f. name = nane #Uni que nane, string
sel f.neg = Fal se #True if objective supports negotiation
self.dry = Fal se #True if objective supports dry-run negotiation

self.synch = False #True if objective supports synch
sel f.l oop_count = GRASP_DEF LOOPCT #Default starting val ue
self.value = 0 #Pl ace hol der; any valid Python object
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2.3.1.4. ASA |l ocator

An " ASA | ocator’ paraneter is a data structure with the foll ow ng
contents:

o locator - The actual locator, either an | P address or an ASCl |
string.

o ifi (integer) - The interface identifier index via which this was
di scovered - probably no use to a nornmal ASA

0 expire (system dependent type) - The tinme on the local system
clock when this locator will expire fromthe cache

0 is_ipaddress (Boolean) - True if the locator is an |IP address
o is fqgdn (Boolean) - True if the locator is an FQDN
o is_uri (Boolean) - True if the locator is a UR

o diverted (Boolean) - True if the | ocator was discovered via a
Di vert option

o protocol (integer) - Applicable transport protocol (IPPROTO TCP or
| PPROTO_UDP)

o port (integer) - Applicable port nunber
2.3.1.5. Tagged objective

A 'tagged_objective' paranmeter is a data structure with the follow ng
contents:

0 objective - An objective

0 locator - The ASA | ocator associated with the objective, or a nul
val ue.

2.3.1.6. Asa_nonce

In nost calls, an 'asa_nonce’ paraneter is required. It is generated
when an ASA registers with GRASP, and any call in which an invalid
nonce is presented will fail. 1t is an up to 32-bit opaque val ue

(for example represented as a uint32_t, depending on the | anguage).
It should be unpredictable; a possible inplenentation is to use the
same nechani smthat GRASP uses to generate Session |Ds
[I-D.ietf-anima-grasp]. Another possible inplenmentation is to hash
the nane of the ASA with a locally defined secret key.
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2.3.1.7. Session_nonce

In sone calls, a ' session_nonce’ paranmeter is required. This is an
opaque data structure as far as the ASA is concerned, used to
identify calls to the APl as belonging to a specific GRASP session

(see Section 2.2). In fully threaded inplenentations this paraneter
m ght not be needed, but it is included to act as a session handle if
necessary. It will also allow GRASP to detect and ignore malicious

calls or calls fromtined-out sessions. A possible inplementation is
to formthe nonce fromthe underlying GRASP Session |ID and the source
address of the session.
2.3.2. Registration
These functions are used to register an ASA and the objectives that
it supports with the GRASP nodule. If an authorization nodel is
added to GRASP, it would be added here.
0 register_asa()
| nput paraneter:
nane of the ASA (UTF-8 string)
Return paraneters:
errorcode (integer)
asa_nonce (integer) (if successful)
This initialises state in the GRASP nodule for the calling
entity (the ASA). In the case of success, an ’'asa _nonce’ is
returned which the ASA nust present in all subsequent calls.
In the case of failure, the ASA has not been authorized and
cannot operate.
0 deregister_asa()
| nput paraneters:
asa_nonce (integer)
nane of the ASA (UTF-8 string)

Ret urn paraneter:

errorcode (integer)
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This renoves all state in the GRASP nodule for the calling
entity (the ASA), and deregi sters any objectives it has
registered. Note that these actions nust al so happen
automatically if an ASA crashes.

Note - the ASA name is strictly speaking redundant in this
call, but is present for clarity.

0 register_objective()

I nput paraneters:

asa_nonce (i nteger)

obj ective (structure)

ttl (integer - default GRASP_DEF_ TI MEQUT)

di scoverabl e (Bool ean - default Fal se)

overl ap (Boolean - default Fal se)

| ocal (Boolean - default Fal se)
Ret urn paraneter:

errorcode (integer)
This registers an objective that this ASA supports and nay
nmodi fy. The 'objective' becones a candi date for discovery.
However, discovery responses should not be enabled until the
ASA calls listen_negotiate() or listen_synchronize(), show ng
that it is able to act as a responder. The ASA may negotiate
the objective or send synchroni zation or flood data.
Regi stration is not needed if the ASA only wants to receive
synchroni zation or flood data for the objective concerned.
The "ttl’ paraneter is the valid lifetime (tine to live) in
m | 1iseconds of any discovery response for this objective. The
default val ue should be the GRASP default tinmeout
(GRASP_DEF_TI MEQUT, see [I-D.ietf-aninma-grasp]).
If the optional paraneter ’discoverable’ is True, the objective
is immedi ately discoverable. This is intended for objectives

that are only defined for GRASP di scovery, and which do not
support negotiation or synchronization
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If the optional paraneter 'overlap’ is True, nore than one ASA
may register this objective in the same GRASP instance.

If the optional paraneter ’'local’ is True, discovery nust
return a link-local address. This feature is for objectives
that must be restricted to the local link

This call may be repeated for multiple objectives.
0 deregister_objective()
| nput paraneters:
asa_nonce (integer)
obj ective (structure)
Return paraneter:
errorcode (integer)
The ' objective’ nust have been registered by the calling ASA
if not, this call fails. Oherwise, it renmoves all state in
the CGRASP nodul e for the given objective
2.3.3. Discovery
o discover()
| nput paraneters:
asa_nonce (integer)
obj ective (structure)
ti meout (integer)
flush (Boolean - default Fal se)
Return paraneters:
errorcode (integer)
| ocator _list (structure)
This returns a list of discovered 'ASA |locator’s for the given

objective. |If the optional paraneter 'flush is True, any
| ocally cached | ocators for the objective are deleted first.

Carpenter, et al. Expi res May 28, 2018 [ Page 11]



Internet-Draft GRASP API Novenmber 2017

O herwi se, they are returned inmediately. |If not, GRASP
di scovery is perforned, and all results obtai ned before the

timeout expires are returned. |If no results are obtained, an
enpty list is returned after the tineout. That is not an error
condi ti on.

Thr eaded i npl enmentation: This should be called in a separate
thread if asynchronous operation is required.

Event | oop inplenentation: An additional read/wite
'session_nonce’ paraneter is used.

2.3.4. Negotiation
0 request_negotiate()
I nput paraneters:
asa_nonce (i nteger)
obj ective (structure)
peer (ASA | ocator)
ti meout (integer)
Ret urn paraneters:
errorcode (integer)
session_nonce (structure) (if successful)
proffered_objective (structure) (if successful)
reason (string) (if negotiation declined)
This function opens a negotiation session. The ’'objective
paraneter nust include the requested value, and its | oop count
shoul d be set to a suitable value by the ASA. If not, the
GRASP default will apply.
Note that a given negotiation session nmay or nmay not be a dry-
run negotiation; the two nodes nust not be mixed in a single
sessi on.
The 'peer’ paraneter is the target node; it nust be an

"ASA | ocator’ as returned by discover(). |If the peer is null
GRASP di scovery is performed first.
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If the "errorcode’ return paraneter is 0, the negotiation has
successfully started. There are then two cases:

1. The ’'session_nonce’ paraneter is null. In this case the
negoti ati on has succeeded (the peer has accepted the
request). The returned 'proffered _objective contains the
val ue accepted by the peer

2. The ’session_nonce’ paraneter is not null. |In this case
negoti ati on nust continue. The returned
"proffered _objective contains the first value proffered by
the negotiation peer. Note that this instance of the
obj ective nmust be used in the subsequent negotiation cal
because it also contains the current |oop count. The
' session_nonce’ mnust be presented in all subsequent
negoti ati on steps.

This function nust be followed by calls to 'negotiate _step
and/ or 'negotiate_wait’ and/or 'end_negotiate’ until the
negoti ati on ends. 'request_negotiate’ may then be called
again to start a new negotation.

If the "errorcode’ paraneter has the value 1 (' declined ), the
negoti ati on has been declined by the peer (M END and O DECLI NE
features of GRASP). The 'reason’ string is then available for
i nformati on and di agnostic use, but it may be a null string.
For this and any other error code, an exponential backoff is
recommended before any retry.

Threaded i npl enmentation: This should be called in a separate
thread if asynchronous operation is required.

Event | oop inplenentation: The ’session_nonce’ paraneter is
used in read/wite node.

Special note for the ACP infrastructure ASA: It is likely that
this ASA will need to discover and negotiate with its peers in
each of its on-link neighbors. It will therefore need to know
not only the link-local |IP address but also the physica
interface and transport port for connecting to each nei ghbor
One i npl enentation approach to this is to include these details
in the 'session_nonce’ data structure, which is opaque to

nor mal ASAs.

o listen_negotiate()

I nput paraneters:
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asa_nonce (i nteger)
obj ective (structure)
Return paraneters:
errorcode (integer)
session_nonce (structure) (if successful)
requested_objective (structure) (if successful)

This function instructs GRASP to listen for negotiation
requests for the given 'objective’. It also enables discovery
responses for the objective.

Threaded inplenmentation: It will block waiting for an inconing
request, so should be called in a separate thread if
asynchronous operation is required.

Event | oop inplenmentation: A read/wite ’'session_nonce
paraneter is used

Unl ess there is an unexpected failure, this call only returns
after an incoming negotiation request. Wen it does so,
"requested_objective’ contains the first value requested by the
negotiation peer. Note that this instance of the objective
must be used in the subsequent negotiation call because it also
contains the current |loop count. The ’session_nonce’ nust be
presented in all subsequent negotiation steps.

This function nust be followed by calls to 'negotiate_step
and/ or ’'negotiate_wait’ and/or ’'end_negotiate’ until the
negoti ation ends. 'listen_negotiate’ namy then be called again
to await a new negotation

If an ASA is capable of handling multiple negotiations
simultaneously, it may call 'listen_negotiate’ simultaneously
frommltiple threads. The APl and GRASP i npl ement ati on nust
support re-entrant use of the listening state and the
negotiation calls. Sinmultaneous sessions will be distinguished
by the threads thensel ves, the GRASP Session |IDs, and the
under |l ying uni cast transport sockets.

0 stop_listen_negotiate()

I nput paraneters:
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asa_nonce (i nteger)

obj ective (structure)
Return paraneter:

errorcode (integer)

Instructs GRASP to stop listening for negotiation requests for
the given objective, i.e., cancels 'listen_negotiate’

Thr eaded i npl ementation: Mist be called froma different thread
than 'listen_negotiate’

Event | oop inplenentation: no special considerations.
0 negotiate_step()

| nput paraneters:

asa_nonce (integer)

session_nonce (structure)

obj ective (structure)

ti meout (integer)
Return paraneters:

Exactly as for ’'request_negotiate’
Executes the next negotation step with the peer. The
" obj ective' paraneter contains the next value being proffered
by the ASA in this step.
Threaded i npl enmentation: Called in the sane thread as the
precedi ng 'request _negotiate’ or 'listen_negotiate’, with the
same val ue of ’session_nonce’
Event | oop inplenentation: Miust use the sane val ue of
"session_nonce’ returned by the preceding 'request negoti ate’
or 'listen_negotiate’

0 negotiate_wait()

I nput paraneters:
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asa_nonce (i nteger)
session_nonce (structure)
ti meout (i nteger)
Return paraneters:
errorcode (integer)
Del ay negoti ation session by 'timeout’ nilliseconds.
Threaded i npl ementation: Called in the sane thread as the
precedi ng 'request _negotiate’ or 'listen_negotiate’, with the
same val ue of ’session_nonce’
Event | oop inplenentation: Miust use the sane val ue of
"session_nonce’ returned by the preceding 'request negoti ate’
or 'listen_negotiate’
0 end_negotiate()
I nput paraneters:
asa_nonce (i nteger)
session_nonce (structure)
reply (Bool ean)
reason (UTF-8 string)
Ret urn paraneters:
errorcode (integer)

End the negotiation session

"reply’ = True for accept (successful negotiation), False for
decline (failed negotiation).

"reason’ = optional string describing reason for decline.
Threaded inplenmentation: Called in the same thread as the

preceding 'request_negotiate’ or 'listen_negotiate’, with the
same val ue of ’'session_nonce’
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Event | oop inplenentation: Mist use the sanme val ue of
'session_nonce’ returned by the preceding 'request_negotiate’
or 'listen_negotiate’
2.3.5. Synchroni zation and Fl oodi ng
0 synchronize()
| nput paraneters:
asa_nonce (integer)
obj ective (structure)
peer (ASA | ocator)
ti meout (i nteger)
Return paraneters:
errorcode (integer)

obj ective (structure) (if successful)

This call requests the synchronized val ue of the given
" obj ective’

Since this is essentially a read operation, any ASA can do it.
Therefore the APl checks that the ASA is registered but the
obj ective doesn’'t need to be registered by the calling ASA.

If the objective was already flooded, the flooded value is
returned imediately in the "result’ paraneter. 1In this case
the "source’ and 'tineout’ are ignored.

O herwi se, synchroni zation with a discovered ASA is perforned.
The ' peer’ paraneter is an 'ASA |ocator’ as returned by
discover(). If '"peer’ is null, GRASP discovery is perforned
first.

This call should be repeated whenever the |atest value is
needed.

Threaded inplenentation: Call in a separate thread if
asynchronous operation is required.

Event | oop inplenentation: An additional read/wite
'session_nonce’ paraneter is used.

Carpenter, et al. Expi res May 28, 2018 [ Page 17]



Internet-Draft GRASP API Novenmber 2017

Since this is essentially a read operation, any ASA can use it.
Theref ore GRASP checks that the calling ASA is registered but
the objective doesn’'t need to be registered by the calling ASA

In the case of failure, an exponential backoff is recomended
before retrying.

o listen_synchronize()
I nput paraneters:
asa_nonce (i nteger)
obj ective (structure)
Return paraneters:
errorcode (integer)
This instructs GRASP to |listen for synchroni zation requests for
the given objective, and to respond with the value given in the
"obj ective' paraneter. It also enables discovery responses for

t he objective.

This call is non-blocking and may be repeated whenever the
val ue changes.

0 stop_listen_synchronize()
| nput paraneters:
asa_nonce (integer)
obj ective (structure)
Return paraneters:
errorcode (integer)
This call instructs GRASP to stop listening for synchronization
requests for the given 'objective’, i.e. it cancels a previous
i sten_synchroni ze.
o flood()

I nput paraneters:

asa_nonce (i nteger)
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ttl (integer)

tagged_objective_list (structure)
Return paraneters:

errorcode (integer)
This call instructs GRASP to fl ood the given synchronization
obj ective(s) and their val ue(s) and associated |locator(s) to

al | GRASP nodes.

The "ttl’ parameter is the valid lifetime (tine to live) of the
flooded data in mlliseconds (0 = infinity)

The 'tagged objective list’ paraneter is a list of one or nore
"tagged_objective' couplets. The 'locator’ paraneter that tags
each objective is nornmally null but may be a valid

"ASA locator’. Infrastructure ASAs needing to flood an
{address, protocol, port} 3-tuple with an objective create an
ASA | ocator object to do so. |If the IP address in that |ocator
is the unspecified address ('::’) it is replaced by the link-

| ocal address of the sending node in each copy of the flood
mul ticast, which will be forced to have a | oop count of 1.
This feature is for objectives that nmust be restricted to the
I ocal 1ink.
The function checks that the ASA regi stered each objective.
This call may be repeated whenever any val ue changes.
o get_flood()

I nput paraneters:

asa_nonce (i nteger)

obj ective (structure)
Return paraneters:

errorcode (integer)

t agged_objective_list (structure) (if successful)

This call instructs GRASP to return the given synchroni zation
objective if it has been flooded and its lifetine has not
expired.

Carpenter, et al. Expi res May 28, 2018 [ Page 19]



Internet-Draft GRASP API Novenmber 2017

Since this is essentially a read operation, any ASA can do it.
Therefore the APl checks that the ASA is registered but the
obj ective doesn’'t need to be registered by the calling ASA

The 'tagged _objective list’ paraneter is a |list of
'tagged_objective' couplets, each one being a copy of the

fl ooded objective and a coresponding locator. Thus if the sane
obj ective has been flooded by nultiple ASAs, the recipient can
di stingui sh the copies.

Note that this call is for advanced ASAs. |In a sinple case, an
ASA can sinply call synchronize() in order to get a valid
fl ooded objective.

expire_flood()

I nput paraneters:

asa_nonce (i nteger)

t agged_obj ective (structure)
Return paraneters:

errorcode (integer)
This is a call that can only be used after a preceding call to
get _flood() by an ASA that is capabl e of deciding that the
flooded value is stale or invalid. Use with care

The 'tagged_objective’ paraneter is the one to be expired.

I nvalid Message Function

send_invalid()

| nput paraneters:
asa_nonce (integer)
session_nonce (structure)
i nfo (bytes)

Ret urn paraneters:

errorcode (integer)
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Sends a GRASP Invalid Message (M.INVALID) message, as descri bed
in [lI-D.ietf-anim-grasp]. Should not be used if
end_negotiate() would be sufficient. Note that this nessage
may be used in response to any uni cast GRASP nessage that the
recei ver cannot interpret correctly. |In nost cases this
message will be generated internally by a GRASP inpl enentati on

"info’ = optional diagnostic data. May be raw bytes fromthe
i nval i d message

3. Exanpl e Logic Fl ows
TBD

(Until this sectionis witten, some Python exanples can be found at
<https://github. conl becar penter/graspy>.)

4. Security Considerations
Security issues for the GRASP protocol are discussed in
[I-D.ietf-anim-grasp]. Authorization of ASAs is a subject for
future study.
The 'asa _nonce’' paraneter is used in the APl as a first |ine of
def ence against a malware process attenpting to initate a
legitimately regi stered ASA. The ’session_nonce’ paraneter is used
inthe APl as a first line of defence against a nalware process
attenpting to hijack a GRASP sessi on.

5. | ANA Consi derati ons
Thi s docunment does not need | ANA assi gnments.
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Appendi x A.  Error Codes
This Appendix lists the error codes defined so far, with suggested
synmbol i ¢ names and correspondi ng descriptive strings in English. It

is expected that conplete APl inplenentations will provide for
| ocal i sation of these descriptive strings.
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ok
decl i ned
noRepl y
unspec
ASAf ul |
dupASA
noASA

not Your ASA
not Bot h

not Dry

not Overl ap
obj Ful |

obj Reg

not Your Qbj
not Qhj

not Neg
noSecurity
nobDi scReply
sockEr r NegRq
noSessi on
noSocket

| oopExhaust ed
sockErr NegSt ep

noPeer
CBORf ai |

i nval i dNeg

i nval i dEnd
noNegRepl y
noVal i dSt ep
SockErr VWi t
sockErr End

I Dcl ash

not Synch
not Fl oodDi sc
sockErr SynRq
nolLi st ener
noSynchRepl y
noVal i dSynch
i nval i dLoc

O~NOOUITAWNPEFLO

20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

Change | og [RFC Editor:

GRASP API Novenmber 2017
" O(II
"Decl i ned"
"No reply"

"Unspecified error”

"ASA registry full"

"Duplicate ASA nane"

"ASA not registered”

"ASA regi stered but not by you"

"(bj ective cannot support both negotiation
and synchroni zation"

"Dry-run allowed only with negotiation"
"Overlap not supported by this inplenmentation”
"Cbjective registry full"”

"(bj ective already registered”

"(bj ective not registered by this ASA"
"Obj ective not found"

"(bj ective not negoti abl e"

"No security"

"No reply to discovery"

"Socket error sending negotiation request”
"No session”

"No socket™

"Loop count exhausted"

"Socket error sending negotiation step"
"No negotiation peer"

"CBOR decode failure"

"Invalid Negoti ate nessage”

"Invalid end nessage"

"No reply to negotiation step”

"No valid reply to negotiation step"
"Socket error sending wait nessage"
"Socket error sending end nessage"
"Incom ng request Session |ID clash”

"Not a synchroni zati on objective"

"Not flooded and no reply to discovery"
"Socket error sending synch request™

"No synch listener"

"No reply to synchronization request"”

"No valid reply to synchronization request”
“I'nvalid | ocator"

Pl ease renove]

draft-1iu-ani ma-grasp-api-06, 2017-11-24:

| nproved description of event-loop nodel.

Changed i ntended status to |Infornational

et al.
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Editorial inprovenents.

draft-1|iu-ani ma-grasp-api-05, 2017-10-02

Added send_invalid()

draft-1iu-ani ma-grasp-api-04, 2017-06-30:

Not ed that sinple nodes nmight not include the API
M nor clarifications.

draft-1iu-ani ma-grasp-api-03, 2017-02-13:

Changed error return to integers.

Required all inplenentations to accept objective values in CBOR
Added non-bl ocking alternatives.

draft-1|iu-ani ma-grasp-api-02, 2016-12-17

Updated for draft-ietf-anima-grasp-09
draft-1iu-ani ma-grasp-api-02, 2016-09-30:

Added itens for draft-ietf-anim-grasp-07
Editorial corrections

draft-1iu-ani ma-grasp-api-01, 2016-06-24:

Updated for draft-ietf-anima-grasp-05

Editorial corrections

draft-1iu-ani ma-grasp-api-00, 2016-04-04:

Initial version

Aut hors’ Addr esses
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