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Abstract

If QUCis to be used in a peer-to-peer nmanner, with NAT traversal,
then it is necessary to be able to denultiplex QU C and STUN fl ows
running on a single UDP port. This nmeno di scusses options for how to
perform such denultiplexing. It also considers demultiplexing of
QUI C and WbRTC traffic (both nedia and data) when running on a

singl e UDP port.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 29, 2018.
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Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

QU CIJ[I-Dietf-quic-transport] is a new network transport protocol
While it is initially intended as a replacenent for TCP in order to
better support HITP/2 [ RFC7540] it should eventually be useful as a
general purpose transport. HITP is an asynmetric client-server
protocol, but other uses of QU C m ght operate in a peer-to-peer
manner and so will need effective NAT traversal using | CE [ RFC5245],
whi ch whi ch makes use of STUN [ RFC5389] and TURN [ RFC5766] to

di scover NAT bindings. This STUN and TURN traffic needs to run on
the sane UDP port as the QUIC traffic. Accordingly, if QUCis to be
used in a peer-to-peer nanner, then it needs to be possible to

denul tiplex QU C, STUN, and TURN traffic running on a single UDP
port. This meno di scusses how to do this.

In addition, there are a nunber of ways in which communication

bet ween WebRTC peers may utilize QU C One of these is transport of
RTP over QUIC, described in [I-D.rtpfol ks-quic-rtp-over-quic].
Another is use of QU C for data exchange. A Javascript APl for use of
QUIC in WDbRTC dat a exchange has been incorporated into the ORTC API
[ ORTC], under devel opment within the WBC ORTC Community G oup.

In a WebRTC scenario where ICEis utilized for NAT traversal, SRTP
[ RFC3711] is keyed using DILS-SRTP [ RFC5764] and QUIC is used for
dat a exchange, RTP/ RTCP [ RFC3550], STUN, TURN, DTLS [ RFC6347], ZRTP
[ RFC6189] and QUIC may all need to be nmultiplexed over a single |ICE
transport.

As noted in [RFC7983] Figure 3, protocol demultiplexing currently
relies upon differentiation based on the first octet, as foll ows:

[0..3] -+--> forward to STUN

I
[16..19] -+--> forward to ZRTP

I

I

| |
packet --> | [20..63] -+--> forward to DTLS
I
I
I
I

I
[64..79] -+--> forward to TURN Channe

I
[128..191] -+--> forward to RTP/ RTCP
Figure 1: DTLS- SRTP receiver’s packet demultiplexing algorithm
As noted by Colin Perkins and Lars Eggert in [QUI Clssue] this

creates a potential conflict with the current design of the QU C
headers described in [I-D.ietf-quic-transport], since the first octet
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of the QU C header is either

B el o e e O
| 1] Type (7) | Long header packet
R R E Tk Tk

whi ch potentially produces values of the first octet in the range
129-134, conflicting with RTP/ RTCP, or

B i e S S S
| 0| O K| Type (5)| Short header packet
+o e e e e e e -+

whi ch produces values for the first octet in the ranges 1-3, 33-35,
65-67 or 97-99, potentially conflicting with STUN, DILS and TURN

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Sol utions

This section presents potential solutions to the QU C nultipl exi ng
probl em including changes to the QU C headers, addition of a
mul ti pl exi ng octet and use of heuristics.

2.1. QU C Header Changes

As noted in [QU CIssue], one potential solution involves changes to
the QU C headers, such as setting the top two bits of the first octet
of a QU C packet to 1. This would inply a reduction in the size of
the type fields

B i I T R TR
1] 1| 1| Type (5) | Long header packet
B i o S

+— +

R e o o o =
1] 0] C| K| Type3| Short header packet
B i T T R

1

+— +
+— +

Note: [QUI C Spin] proposes to add a spin bit to the type octet within
the QUIC header, in order to allow for RTT cal culation. This would

| eave 4 bits for the type field in the | ong header packet and 2 bits
for the type field in the short header, which would accommpdate the
type field values allocated in [I-D.ietf-quic-transport].
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The advantage to this approach is that it adds no additional
overhead on-the-wire. However it does require a reduction in the
size of the QU C Type fields and could potentially require

all ocation of the following initial octet code points for QU C
For the Long header, 225-230 (241-246 when the spin bit is set)
and for the Short header, 193-195 (209-11 with spin bit set),
209-211 (225-227 with spin bit set) and 217-219 (233-235 with the
spin bit set). Uilizing all of these code points for QU C woul d
|l eave limted code points available for future allocations.

2.2. Miltiplexing Shim

In this approach, an initial octet not allocated w thin [ RFC7983]

woul d be prepended to each QUI C packet, allow ng QU C packets to be
differentiated from RTP, RTCP, DTLS, STUN, TURN and ZRTP based on the
first octet alone. As an exanple, an octet with deci mal val ue 192
coul d be used:

e i
1] 1] 0] 0] 0] O] 0] Of
T S

+— +

Advant ages of this approach include sinplicity and the consunption
of only a single initial octet code point for denultiplexing of

QUI C. The di sadvantage is the addition of a single octet of
overhead to every QU C packet, which could inpact perfornmance
where snal | payl oads are exchanged, such as in peer-to-peer

gam ng.

2.3. Heuristics

During the QUC W interimin Seattle, Martin Thonson suggested the
followi ng heuristics for differentiation of QU C packets from
RTP/ RTCP/ DTLS/ STUN TURN ZRTP:

1. Demultiplex differently during the "QU C handshake"
and "steady state".
2. During handshake, we only need to worry about the QU C
Long header, which sinplifies the |ogic.
a. Force all handshake packets to utilize the QU C Long header.
b. The QUI C Long header (OX1IXXXXXXX) (or Ox1IXXXXXX with
the spin bit set) does not conflict with STUN (0x000000XX),
DTLS (OXx000XXXXX), or TURN Channel (Ox01XXXXXX) .
c. The QUI C Long header does conflict with RTP/ RTCP ( Ox10XXXXXX) ,
but those packets typically aren’t sent until the QU C
handshake is conpleted. Corner case: an application starts
off with audio and video keyed with DTLS- SRTP wit hout QUI C,
then the application wishes to add QU C data (e.g. the user
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clicks on the "white-board" icon).
i. Alternative: force the RTP padding bit to 1
using a one-byte pad if there isn’t already
paddi ng (pad == 0x01). Then force QU C to have
a type < 64 (the current max is 8).
ii. Alternative: Disallow QU C in this case, use SCTP data
exchange i nst ead.
3. During "steady state", we only need to worry about the QU C
Short header.
a. QU C doesn’'t need the Long header after the handshake.
b. The QUI C Short header (OXOXXXXXXX or OXO0LXXXXXX with
the spin bit set) does not conflict with RTP/ RTCP
(OXL1OXXXXXX), so we only need to worry about
conflicts with STUN TURN DTLS/ ZRTP.
c. Disallow sinultaneous use of DTLS and QUIC
Short header packets.

i. Alternative: when using DILS and QU C at the sane
time, only use the QU C Long header. Not optinal,
but isn't really needed.

d. I CE can be demultipl exed using the magi c cookie
and checksum

i. Alternative: STUN can only conflict with 3
QUI C packet types: Version Negotiation
Client Initial, and Server Stateless Retry.

Qut of those, none should be needed during
the steady state.
e. W shouldn’t need to demultiplex QU C with TURN channe
data or other STUN traffic. Wat about consent packets?

Thi s approach has the advantage that it requires no changes to
QUI C headers, nor does it add any overhead to QUI C packets.

Di sadvant ages i nclude additional conplexity within the

mul ti pl exi ng al gorithm the consunption of additional nultiplexing
code points, and potential future difficulties in adapting the
algorithmto support changes to the QU C protocol or additiona
protocols to be nultipl exed.

3. Security Considerations
The sol utions discussed in this docunent could potentially introduce
sonme additional security considerations beyond those detailed in
[ RFC7983] .

Due to the additional logic required, if ms-inplenented, heuristics
have the potential to mis-classify packets.

Wen QUICis used for only for data exchange, the TLS-within-QU C
exchange [I-D.ietf-quic-tls] derives keys used solely to protect the
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QUI C data packets. If properly inplenented, this should not affect

the transport of SRTP nor the derivation of SRTP keys via DILS- SRTP,
but if badly inplemented, both transport and key derivation could be
adversel y inpacted.

4. | ANA Consi derations

Thi s docunent does not require actions by | ANA
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