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Abst ract

Thi s docunment defines and registers two new RTCP Stream I dentifier
Source Description (SDES) itens. One, naned RtpStreamid, is used for
uni que identification of RTP streans. The ot her,

Repai redRt pStream d, can be used to identify which streama
redundancy RTP streamis to be used to repair.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 9, 2017.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

RTP sessions frequently consist of nmultiple streans, each of which is
identified at any given tinme by its SSRC, however, the SSRC
associated with a streamis not guaranteed to be stable over its
lifetime. Wthin a session, these streans can be tagged with a
nunber of identifiers, including CNAMEs and MSI Ds
[I-D.ietf-mmusic-nsid]. Unfortunately, none of these have the proper
ordinality to refer to an individual stream all such identifiers can
appear in nore than one streamat a tine. Wile approaches that use
uni que Payl oad Types (PTs) per stream have been used in sone
applications, this is a semantic overloading of that field, and one
for which its size is inadequate: in noderately conpl ex systens that
use PT to uniquely identify every potential conbination of codec
configuration and unique stream it is possible to sinply run out of
val ues.

To address this situation, we define a new RTCP Stream | dentifier
Source Description (SDES) identifier, RtpStream d, that uniquely
identifies a single RTP stream A key notivator for defining this
identifier is the ability to differentiate anong different encodi ngs
of a single Source Streamthat are sent sinultaneously (i.e
simulcast). This need for unique identification extends to dependent
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streans (e.g., where layers used by a layered codec are transnitted
on separate streans).

At the sanme tinme, when redundancy RTP streans are in use, we also
need an identifier that connects such streans to the RTP stream for
whi ch they are providing redundancy. For this purpose, we define an
additional SDES identifier, RepairedRtpStream d. This identifier can
appear only in packets associated with a redundancy RTP stream They
carry the sane value as the RipStream d of the RTP streamthat the
redundant RTP streamis correcting.

2. Term nol ogy
In this docurment, the terms "source streant, "RTP streani, "source
RTP streant, "dependent streani, "received RTP streani, and
"redundancy RTP streant are used as defined in [ RFC7656].
The followi ng acronyns are al so used:

0 CNAME: Canoni cal End-Point ldentifier, defined in [ RFC3550]

0 MD Media ldentification, defined in
[I-D.ietf-nmusic-sdp-bundl e- negoti ati on]

o MSID Mdia Streamldentifier, defined in [I-D.ietf-music-nsid]
0 RTCP: Real-tinme Transport Control Protocol, defined in [ RFC3550]
0 RTP: Real-time Transport Protocol, defined in [ RFC3550]
0 SDES: Source Description, defined in [ RFC3550]
0 SSRC. Synchronization Source, defined in [ RFC3550]

3. Usage of RtpStreamd and RepairedRtpStreamd in RTP and RTCP
The RTP fixed header includes the payl oad type nunber and the SSRC
val ues of the RTP stream RTP defines how you de-nultiplex streans
within an RTP session; however, in sone use cases, applications need
further identifiers in order to effectively map the individual RTP
Streans to their equival ent payl oad configurations in the SDP
This specification defines two new RTCP SDES itens [ RFC3550]. The
first itemis 'RtpStreamd’ , which is used to carry RTP stream
identifiers within RTCP SDES packets. This makes it possible for a
receiver to associate received RTP packets (identifying the RTP

stream) with a nmedia description having the format constraint
specified. The second is 'RepairedRtpStreanm d’, which can be used in
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redundancy RTP streans to indicate the RTP streamrepaired by a
redundancy RTP stream

To be clear: the value carried in a RepairedRt pStreamd will al ways
mat ch the RtpStream d val ue from anot her RTP streamin the sane
session. For exanple, if a source RTP streamis identified by
RtpStreamid "A", then any redundancy RTP streamthat repairs that
source RTP streamw ||l contain a RepairedRtpStreamd of "A" (if this
mechani smis being used to performsuch correlation). These
redundant RTP streans may al so contain their own unique RtpStream d.

This specification also uses the RTP header extension for RTCP SDES
items [I-D.ietf-avtext-sdes-hdr-ext] to allow carrying RtpStreamd
and RepairedRtpStream d values in RTP packets. This allows
correlation at streamstartup, or after stream changes where the use
of RTCP may not be sufficiently responsive. This speed of response
i s necessary since, in nany cases, the stream cannot be properly
processed until it can be identified.

Rt pStream d and RepairedRt pStream d val ues are scoped by source
identifier (e.g., CNAME) and by nedia session. When the nedia is

mul ti pl exed using the BUNDLE extension

[1-D.ietf-nmusic-sdp-bundl e-negotiation], these values are further
scoped by their associated MD values. For exanple: an RtpStreamd
of "1" may be present in the streamidentified with a CNAME of
"1234@xanpl e. com', and may al so be present in a streamw th a CNAME
of "5678@xanpl e.org", and these would refer to different streans.
Simlarly, an RtpStreamd of "1" nmay be present with an MD of "A",
and again with a MD of "B", and also refer to two different streans.

Note that the RepairedRtpStream d nechanismis limted to indicating
one repaired stream per redundancy stream |f systens require
correlation for schenmes in which a redundancy stream cont ai ns
informati on used to repair nore than one stream they will have to
use a nore conpl ex nmechani smthan the one defined in this

speci fication.

As with all SDES itenms, RtpStreaml d and RepairedRtpStreanid are
limted to a total of 255 octets in length. RtpStream d and
RepairedStreanmid are constrained to contain only al phanuneric
characters. For avoidance of doubt, the only allowed byte val ues for
these I Ds are decimal 48 through 57, 65 through 90, and 97 through
122.
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3.1. RTCP 'RtpStreantd SDES Extension

01234567890123456789012345678901
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
| Rt pSt ream d=TBD| | ength | RtpStream d

+++++++++++++++++++++++++++++++++

The RtpStream d payload is ASCIlI encoded and is not null-term nated.

RFC EDI TOR NOTE: Pl ease replace TBD with the assi gned SDES
i dentifier val ue.

3.2. RTCP ’'RepairedRt pStream d SDES Extension

01234567890123456789012345678901
B e i T i i S S R S S e i et ot E S S e S e s S
| Repai red...=TBD| | ength | RepairRtpStreamd

R e R e i i o i B S O e e e i i b NI R D S R S S o S e o

The RepairedRtpStream d payload is ASCI|I encoded and is not null -
t er mi nat ed.

RFC EDI TOR NOTE: Pl ease replace TBD with the assi gned SDES
i dentifier val ue.

3.3. RTP "RtpStream d’ and ' Repai redRt pStream d° Header Extensions

Because recipients of RTP packets will typically need to know which
streans they correspond to i medi ately upon receipt, this
specification al so defines a means of carrying RipStream d and
RepairedRtpStream d identifiers in RTP extensi on headers, using the
techni que described in [I-D.ietf-avtext-sdes-hdr-ext].

As described in that docunment, the header extension el enent can be
encoded using either the one-byte or two-byte header, and the
identification-tag payload is ASClI-encoded.

As the identifier is included in an RTP header extension, there

shoul d be sone consideration given to the packet expansion caused by
the identifier. To avoid Maxi mum Transm ssion Unit (MIU) issues for
the RTP packets, the header extension’s size needs to be taken into
account when encoding nedia. Note that the set of header extensions
i ncluded in the packet needs to be padded to the next 32-bit boundary
[ RFC5285] .
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4.

4.

1.

. 2.

In many cases, a one-byte identifier will be sufficient to

di stinguish streans in a session; inplenmentations are strongly
encouraged to use the shortest identifier that fits their purposes.

I mpl enentors are warned, in particular, not to include any
information in the identifier that is derived frompotentially user-
identifying information, such as user ID or |IP address. To avoid
identification of specific inplenmentations based on their pattern of
tag generation, inplenentations are encouraged to use a sinple schene
that starts with the ASCI1 digit "1", and increments by one for each
subsequent identifier.

| ANA Consi der ati ons
New Rt pStream d SDES item

RFC EDI TOR NOTE: Pl ease repl ace RFCXXXX with the RFC nunber of
t hi s docunent.

RFC EDI TOR NOTE: Pl ease replace TBD with the assi gned SDES
identifier val ue.

This docunent adds the RtpStreamid SDES itemto the | ANA "RTP SDES
itemtypes" registry as foll ows:

Val ue: TBD

Abbrev. : Rt pStream d

Nane: RTP Stream ldentifier
Ref er ence: RFCXXXX

New Repai rRt pStream d SDES item

RFC EDI TOR NOTE: Pl ease repl ace RFCXXXX with the RFC nunber of
thi s docunent.

RFC EDI TOR NOTE: Pl ease replace TBD with the assi gned SDES
identifier val ue.

Thi s docunent adds the RepairedRtpStreamid SDES itemto the | ANA "RTP
SDES itemtypes" registry as follows:

Val ue: TBD

Abbrev. : Repai redRt pStream d

Nane: Repaired RTP Stream ldentifier
Ref er ence: RFCXXXX
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New Rt pStream d Header Extension UR

RFC EDI TOR NOTE: Pl ease repl ace RFCXXXX with the RFC nunber of
thi s docunent.

Thi s docunment defines a new extension URl in the RTP SDES Conpact
Header Extensions sub-registry of the RTP Conpact Header Extensions
registry sub-registry, as follows

Extension URI: urn:ietf:parans:rtp-hdrext:sdes:rtp-streamid
Description: RTP Stream ldentifier Contact: adam@ostrum com
Ref erence: RFCXXXX

New Repai r Rt pStream d Header Extension UR

RFC EDI TOR NOTE: Pl ease repl ace RFCXXXX with the RFC nunber of
t hi s docunent.

Thi s docunent defines a new extension URl in the RTP SDES Conpact
Header Extensions sub-registry of the RTP Conpact Header Extensions
registry sub-registry, as follows

Extension URI: urn:ietf:parans:rtp-hdrext:sdes:repaired-rtp-sreamid
Description: RTP Repaired Stream ldentifier Contact: adam@ostrum com
Ref erence: RFCXXXX

Security Consi derations

Al though the identifiers defined in this docunent are limted to be
strictly al phanunmeric, SDES itens have the potential to carry any
string. As a consequence, there exists a risk that it nmight carry
privacy-sensitive information. |Inplementations need to take care
when generating identifiers so that they do not contain information
that can identify the user or allow for long termtracking of the
device. Followi ng the generation reconmendations in Section 3.3 wll
result in non-instance-specific |labels, with only minor
fingerprinting possibilities in the total number of used RtpStream ds
and RepairedRt pStrean ds.

Even if the SDES itens are generated to convey as little information
as possible, inplenmentors are strongly encouraged to encrypt SDES
itens - both in RTCP and RTP header extensions - so as to preserve
privacy against third parties.

As the SDES itens are used for identification of the RTP streans for
different application purposes, it is inportant that the intended
val ues are received. An attacker, either a third party or nalicious
RTP mi ddl ebox, that renoves, or changes the values for these SDES
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7.

7.

items, can severely inmpact the application. The inpact can include
failure to decode or display the nedia content of the RTP stream It
can also result in incorrectly attributing nedia content to
identifiers of the nedia source, such as incorrectly identifying the
speaker. To prevent this fromoccurring due to third party attacks,
integrity and source authentication is needed.

Options for Securing RTP Sessions [RFC7201] di scusses options for how
encryption, integrity and source authentication can be acconpli shed.
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