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Abst ract

The procedure to handle host nobility in a layer 2 Network with EVPN
control plane is defined as part of RFC 7432. EVPN has since evol ved
to find wider applicability across various |IRB use cases that include
distributing both MAC and I P reachability via a common EVPN control

pl ane. MAC Mbility procedures defined in RFC 7432 are extensible to
I RB use cases if a fixed 1:1 mappi ng between VM I P and MAC i s assuned
across VM noves. Generic nobility support for IP and MAC that allows
these bindings to change across noves is required to support a
broader set of EVPN I RB use cases, and requires further

consideration. EVPN all-active nmulti-honing further introduces
scenarios that require additional consideration fromnobility
perspective. Intent of this draft is to enumerate a set of design
consi derations applicable to nmobility across EVPN I RB use cases and
define generic sequence nunber assignnent procedures to address these
| RB use cases.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
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and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htm
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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include Sinplified BSD License text as described in Section 4.e of
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1

I nt roducti on

EVPN- I RB enabl es capability to advertise both MAC and IP routes via a
single MACH P RT-2 advertisenment. MAC is inported into |ocal bridge
MAC tabl e and enables L2 bridged traffic across the network overl ay.
IPis inported into the local ARP table in an asymetric | RB design
OR inported into the IP routing table in a symmetric |IRB design, and
enabl es routed traffic across the layer 2 network overlay. Please
refer to [ EVPN-1 NTER- SUBNET] nore background on EVPN | RB forwardi ng
nodes.

To support EVPN nobility procedure, a single sequence nunber mobility
attribute is advertised with the conbined MACHI P route. A single
sequence nunmber advertised with the conbined MAC+HI P route to resol ve
both MAC and I P reachability inplicitly assumes a 1:1 fixed mappi ng
between IP and MAC. Wiile a fixed 1:1 mapping between IP and MAC is a
common use case that could be addressed via existing MAC nobility
procedure, additional |IRB scenarios need to be considered, that don't
necessarily adhere to this assunption. Following IRB nobility
scenari os are consi dered:

0 VM nove results in VM I P and MAC novi ng together
0 VWM nove results in VMIP noving to a new MAC associ ation
0 VM nove results in VM MAC noving to a new | P associ ation

Whil e existing MAC nobility procedure can be | everaged for MACH P
move in the first scenario, subsequent scenarios result in a new MAG
| P association. As a result, a single sequence nunber assigned

i ndependently per-[MAC, IP] is not sufficient to determi ne nost
recent reachability for both MAC and I P, unless the sequence nunber
assignnent algorithmis designed to allow for changi ng MAC-I P

bi ndi ngs across noves.

Purpose of this draft is to define additional sequence numnber

assi gnnent and handl i ng procedures to adequately address generic
mobi l ity support across EVPN-1RB overlay use cases that allow MAGIP
bi ndi ngs to change across VM noves and can support nobility for both
MAC and | P conponents carried in an EVPN RT-2 for these use cases.

In addition, for hosts on an ESI multi-homed to nmultiple GWNdevices,
addi tional procedure is proposed to ensure synchronized sequence
nunber assignnments across the multi-hom ng devices.

Content presented in this draft is independent of data plane
encapsul ati on used in the overlay being MPLS or NVO Tunnels. It is
al so largely independent of the EVPN I RB sol ution being based on
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symretric OR asymmetric | RB design as defined in [ EVPN-| NTER- SUBNET] .
In addition to symmetric and asymetric IRB, nmobility solution for a
routed overlay, where traffic to an end host in the overlay is always
I P routed using EVPN RT-5 is al so presented in section 8.

To sunmarize, this draft covers nobility nobility for the follow ng
i ndependent of the overlay encapsul ati on bei ng MPLS or an NVO Tunnel

o Symmetric EVPN I RB overl ay
o Asymmetric EVPN | RB overl ay
0 Routed EVPN overl ay

1.1 Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

0 ARP is widely referred to in this docunent. This is sinply for
ease of reading, and as such, these references are equally
applicable to ND (nei ghbor discovery) as well.

0 GN used widely in the docunment refers to an IRB GWNthat is
doi ng routing and bridgi ng between an access network and an EVPN
enabl ed overl ay networKk.

0 RT-2: EVPN route type 2 carrying both MAC and I P reachability

0 RT-5: EVPN route type 5 carrying IP prefix reachability

o ES: EVPN Et hernet Segment

o MAC-IP: I P association for a MAC, referred to in this docunent
may be | Pv4, |1Pv6 or both.

2. Optional MAC only RT-2

In an EVPN | RB scenario, where a single MACH P RT-2 adverti senent
carries both I P and MAC routes, a MAC only RT-2 advertisenent is
redundant for host MACs that are advertised via MAC+HIP RT-2. As a
result, a MAC only RT-2 is an optional route that may not be
advertised fromor received at an IRB GN This is an inportant
consideration for nobility scenarios discussed in subsequent

secti ons.

MAC only RT-2 may still be advertised for non-1P host MACs that are
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3.2

3.2

3.2

Mal

not advertised via MAC+l P RT-2.
Mobility Use Cases

This section describes the IRB nobility use cases considered in this
docunent. Procedures to address them are covered later in section 6
and section 7.

0 VM nove results in VM IP and MAC novi ng toget her

0 VM nove results in VMIP noving to a new MAC associ ation
0 VM nove results in VM MAC noving to a new | P associ ation
VM MAC+I P Move

This is the baseline case, wherein a VM nove results in both VM MAC
and | P noving together with no change in MAC-IP binding across a
nove. Existing MAC nobility defined in RFC 7432 may be | everaged to
apply to correspondi ng MAC+Hl P route to support this mobility
scenari o.

VM| P Mve to new MAC

This is the case, where a VM nove results in VMIP noving to a new
MAC bi ndi ng.

.1 VM Rel oad

A VWM reload or an orchestrated VM nove that results in VM being re-
spawned at a new location may result in VM getting a new MAC
assignnent, while maintaining existing |P address. This results in a
VM I P nove to a new MAC bi ndi ng:

I P-a, MAG-a ---> IP-a, MAC-b
.2 MAC Sharing

This takes into account scenarios, where nmultiple hosts, each with a
uni que I P, may share a comon MAC bi nding, and a host nobve results in
a new MAC bi nding for the host IP.

As an exanpl e, host VMs running on a single physical server, each
with a unique IP, may share the sane physical server MAC. In yet

anot her scenario, an L2 access network nay be behind a firewall, such
that all hosts IPs on the access network are learnt with a conmmon
firewall MAC. In all such "shared MAC' use cases, nultiple | ocal MAC
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I P ARP entries may be learnt with the sane MAC. A VM I P nove, in such
scenarios (for e.g., to a new physical server), could result in new
MAC associ ation for the VMIP.

3.2.3 Problem

In both of the above scenarios, a conbined MACH P EVPN RT-2
advertised with a single sequence nunber attribute inplicitly assunes
a fixed P to MAC mapping. A host IP nove to a new MAC breaks this
assunption and results in a new MACHI P route. If this new MACHI P
route is independently assigned a new sequence nunber, the sequence
nunber can no | onger be used to deternine nost recent host IP
reachability in a symmetric EVPN-IRB design OR the nost recent IP to
MAC binding in an asynmetric EVPN-1RB design.

e +
| Underlay Network Fabric|
o e e e e e oo - +
+----- + +----- + +----- + +----- + +----- + +----- +
| GAL | | G | | GMB | | GWM | | G | | G |
+----- + +----- + +----- + +----- + +----- + +----- +
\ / \ / \ /
\ ESI-1/ \ ESI-2 / \ ESI-3/
\ / \ / \ /
H\---/+ H\---/+ H\---/+
| \ 7] | \ 7] | \ 7]
+- - - -+ +- - - -+ +- - - -+
I I I
Server - MAC1 Server - MAC2 Server - MAC3
I I I
[VMIPL, VMIP2] [VMIP3, VM I P4] [VMIP5, VM I P6]
Figure 1

As an exanpl e, consider a topology shown in Figure 1, with host VMs
sharing the physical server MAC. In steady state, [IP1, MACL] route
is learnt at [GM, GA2] and advertised to rembte GM with a sequence
number N. Now, VM IPl is noved to Server-MAC2. ARP or ND based | ocal
| earning at [GA8, GM] would now result in a new [IPl, MAC2] route
being learnt. If route [IP1, MAC2] is learnt as a new MACH P route
and assi gned a new sequence nunber of say 0, nmobility procedure for
VMIP1L will not trigger across the overlay network.

A cl ear sequence nunber assignnment procedure needs to be defined to

unanbi guously determine the nost recent |P reachability, IP to MAC
bi ndi ng, and MAC reachability for such a MAC sharing scenari o.
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3.3 VM NMAC nove to new I P

This is a scenario where host nmove or re-provisioning behind a new
gateway location nay result in the sane VM MAC getting a new I P
addr ess assi gned.

3.3.1 Problem

Conplication with this scenario is that MAC reachability could be
carried via a conbined MACHI P route while a MAC only route nmay not be
advertised at all. A single sequence nunber association with the

MACH P route again inplicitly assunmes a fixed mappi ng between MAC and
IP. A MAC nove resulting in a new | P association for the host MAC
breaks this assunption and results in a new MACH P route. |If this new
MAC+HI P route independently assunes a new sequence nunber, this
mobility attribute can no | onger be used to deterni ne nost recent

host MAC reachability as opposed to the ol der existing MAC
reachability.

o e e e e e e e e e e e +
| Underlay Network Fabric|
. +
e + e + e + e + e + e +
| GAL | | G2 | | GAB | | GM | | GAB | | GA6 |
+----- + +----- + +----- + +----- + +----- + +----- +
\ / \ / \ /
\ ESI-1/ \ ESI-2 / \ ESI-3/
\ / \ / \ /
H---/+ H---/+ H---/+
| v\ /] | v\ /] | v\ /]
+- - - -+ +- - - -+ +- - - -+
| | |
Serverl Server 2 Server3

I I I
[VMIP1-M, VMIP2-M2] [VMIP3-MB, VMIP4-M] [VMIP5-M5, VM I P6- V5]

As an exanple, IP1-M is learnt locally at [GM, GA] and currently
advertised to renpte hosts with a sequence nunber N Consider a
scenario where a VMwith MAC ML is re-provisioned at server 2,
however, as part of this re-provisioning, assigned a different IP
address say IP7. [IP7, M] is learnt as a newroute at [GA8, GM] and
advertised to renmpte GM with a sequence nunber of 0. As a result, L3
reachability to | P7 woul d be established across the overlay, however,
MAC nobility procedure for MACL will not trigger as a result of this
MAC-| P route advertisenent. If an optional MAC only route is al so
advertised, sequence nunber associated with the MAC only route would
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trigger MAC nmobility as per [RFC7432]. However, in the absence of an
additional MAC only route advertisenent, a single sequence nunber
advertised with a conbined MAC+I P route woul d not be sufficient to
update MAC reachability across the overl ay.

A MAC- | P sequence nunber assignment procedure needs to be defined to
unamnbi guously determine the nost recent MAC reachability in such a
scenario without a MAC only route being adverti sed.

Further, GAL/ GA2, on learning new reachability for [IP7, M] via
GMB/ GM MUIST probe and del ete any | ocal |Ps associated with MAC ML,
such as [IP1, ML] in the above exanpl e.

Arguably, MAC nobility sequence nunber defined in [ RFC7432], could be
interpreted to apply only to the MAC part of MAC-IP route, and woul d
hence cover this scenario. It could hence be interpreted as a
clarification to [ RFC7432] and one of the considerations for a common
sequence nunber assignnent procedure across all MACGIP nobility
scenarios detailed in this document.
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4. EVPN Al Active nmulti-honed ES

o +
| Underlay Network Fabric|
o e e e e e e e e oo +
+--- - - + +--- - - + +--- - - + +--- - - + +--- - - + +--- - - +
| G | | G | | GMB | | GWM | | G | | G |
+--m - - + +--m - - + +--m - - + +--m - - + +--m - - + +--m - - +
\ / \ / \ /
\ ESI-1/ \ ESI-2 / \ ESI-3 /
\ / \ / \ /
H---/+ H---/+ H---/+
| \ 7] | \ 7] | \ 7]
+--4- -+ +--4- -+ +--4- -+
I I I
Server-1 Server-2 Server-3
Fi gure 2

Consi der an EVPN-IRB overlay network shown in Figure 2, with hosts
nmul ti-homed to two or nore | eaf GWNdevices via an all-active nulti-
honed ES. MAC and ARP entries learnt on a local ESI may al so be
synchroni zed across the multi-hom ng GV devices sharing this ESI.
This MAC and ARP SYNC enabl es local switching of intra and inter
subnet ECWP traffic flows fromrenote hosts. In other words, |ocal
MAC and ARP entries on a given Ethernet segnent (ES) may be | earnt
via local learning and / or sync from another GWdevice sharing the
same ES.

For a host that is multi-homed to nultiple GWNdevices via an all -
active ES interface, local |earning of host MAC and MAC-I P at each GW
device is an independent asynchronous event, that is dependent on
traffic flow and or ARP / ND response fromthe host hashing to a
directly connected GWon the MC-LAG interface. As a result, sequence
nunber nobility attribute value assigned to a locally |earnt MAC or
MAC- | P route (as per RFC 7432) at each device may not always be the
same, depending on transient states on the device at the tine of

| ocal | earning.

As an exanpl e, consider a host VMthat is deleted fromESI-2 and
moved to ESI-1. It is possible for host to be | earnt on say, GM
followi ng deletion of the renote route from[GAB, GM], while being
|l earnt on GA prior to deletion of renote route from[GA8, GM]. If
so, GM woul d process |ocal host route learning as a new route and
assign a sequence nunber of 0, while GA2 woul d process | ocal host
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route learning as a renmote to | ocal nove and assign a sequence nunber
of N+1, N being the existing sequence nunber assigned at [GAB, GM].

I nconsi stent sequence nunbers advertised from nulti-hom ng devices

i ntroduces anbiguity with respect to sequence nunber based nobility
procedures across the overl ay.

0 Ambiguity with respect to how the renpte ToRs shoul d handl e
paths with same ESI and different sequence nunbers. A renote ToR
may not program ECVP paths if it receives routes with different
sequence nunbers froma set of nulti-honmng GM sharing the sanme
ESI .

0 Breaks consistent route versioning across the network overl ay
that is needed for EVPN nobility procedures to work.

As an exanple, in this inconsistent state, G would drop a renote
route received for the sane host with sequence nunber N (as its |loca
sequence nunber is N+1l), while GM would install it as the best route
(as its |l ocal sequence nunber is 0).

There is need for a mechanismto ensure consistency of sequence
nunbers advertised froma set of nulti-honi ng devices for EVPN
mobility to work reliably.

In order to support mobility for multi-homed hosts using the sequence
nunber nobility attribute, local MAC and MAC- | P routes MJST be
advertised with the sane sequence nunber by all GWdevices that the
ESl is multi-homed to. In other words, there is need for a nmechani sm
to ensure consistency of sequence nunbers advertised froma set of

nmul ti-honing devices for EVPN nobility to work reliably.

5. Design Considerations

To sumari ze, sequence nunber assignnment schene and inpl enentation
must take foll owi ng considerations into account:

0 MACHI P may be learnt on an ESI multi-homed to nmultiple GW
devi ces, hence requires sequence nunbers to be synchronized
across mnulti-hom ng GW devi ces.

o0 MAC only RT-2 is optional in an |IRB scenari o and nay not
necessarily be advertised in addition to MACHI P RT-2

o Single MAC may be associated with multiple IPs, i.e., nultiple
host I Ps may share a common MAC

0 Host I P nove could result in host noving to a new MAC, resulting
in anew | P to MAC association and a new MACHI P route.
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6.

0 Host MAC nove to a new | ocation could result in host MAC being
associated with a different I P address, resulting in a new MAC to
| P association and a new MAC+I P route

0 LOCAL MAC-IP learn via ARP woul d al ways acconpani ed by a LOCAL
MAC | earn event resulting fromthe ARP packet. MAC and MAC-IP
| earni ng, however, could happen in any order

0 Use cases discussed earlier that do not maintain a constant 1:1
MAC- | P mappi ng across noves coul d potentially be addressed by
usi ng separate sequence nunbers associated with MAC and I P
conponents of MACH P route. Miintaining two separate sequence
nunbers however adds significant overhead with respect to
compl exity, debugability, and backward compatibility. It is
therefore goal of solution presented here to address these
requirenents via a single sequence nunber attribute.

Sol uti on Conponents

This section goes over main conmponents of the EVPN IRB nobility
solution proposed in this draft. Later sections will go over exact
sequence nunber assignnent procedures resulting from concepts
described in this section.

6.1 Sequence Number Inheritance

Mai n i dea presented here is to view a LOCAL MAC-IP route as a child
of the corresponding LOCAL MAC only route that inherits the sequence
number attribute fromthe parent LOCAL MAC only route:

As a result, both parent MAC and child MAC-IP routes share one conmmobn
sequence nunber associated with the parent MAC route. Doing so
ensures that a single sequence nunber attribute carried in a conbi ned
MACHl P route represents sequence nunber for both a MAC only route as
well as a MAC+I P route, and hence nmakes the MAC only route truly
optional. As a result, optional MAC only route with its own sequence
nunber is not required to establish nost recent reachability for a
MAC in the overlay network. Specifically, this enables a MAC to
assume a different I P address on a nove, and still be able to
establish nost recent reachability to the MAC across the overl ay
network via nobility attribute associated with the MACHI P route
advertisenent. As an exanple, when Mk noves to a new | ocation, it
woul d result in LOCAL Mk bei ng assigned a higher sequence nunber at
its new |l ocation as per RFC 7432. If this nove results in M assuning
a different I P address, |Pz, LOCAL Mk+l Pz route would inherit the new
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sequence number from M.

LOCAL MAC and LOCAL MAC-IP routes would typically be sourced from
data plane learning and ARP | earning respectively, and could get
learnt in control plane in any order. Inplenentation could either
replicate inherited sequence nunber in each MAG-IP entry OR maintain
a single attribute in the parent MAC by creating a forward reference
LOCAL MAC object for cases where a LOCAL MAC-IP is learnt before the
LOCAL MAC.

Arguably, this inheritance nmay be assunmed from RFC 7432, in which
case, the above may be interpreted as a clarification with respect to
interpretation of a MAC sequence nunber in a MAC-|I P route.

6.2 MAC Sharing

Further, for the shared MAC scenario, this would result in multiple
LOCAL MAC-I P siblings inheriting sequence nunber attribute froma
common parent MAC rout e:

M-1PL -----
NL—IPZ ----- |
I+---> Mk (seg# = N
M-I Pw ----- |
M(l—IPx ————— |

In such a case, a host-IP nove to a different physical server would
result in IP nmoving to a new MAC binding. A new MAC-IP route
resulting fromthis nove nust now be advertised with a sequence
nunber that is higher than the previous MAC-IP route for this IP,
advertised fromthe prior location. As an exanple, consider a route
Mk-1Px that is currently advertised with sequence nunber N from GAM.
I Px nmoving to a new physical server behind GA results in |IPx being
associated with MAC Mz. A new |l ocal Me-1Px route resulting fromthis
nmove at GA2 nust now be advertised with a sequence nunber higher than
N. This is so that GWNdevices, including GM, GA2, and other renote
GWN devices that are part of the overlay can clearly determ ne and
programthe nost recent MAC binding and reachability for the IP. GM,
on receiving this new Mz-1Px route with sequence nunber say, N+1, for
symretric | RB case, would update |IPx reachability via GA2 in
forwarding, for asynmmetric |IRB case, would update | Px’s ARP binding
to M. In addition, GM would clear and withdraw the stale M-1Px
route with the | ower sequence nunber.
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This also inplies that sequence nunber associated with |ocal MAC Mz
and all local MAGIP children of Mz at GA2 nust now be incremented to
N+1, and re-advertised across the overlay. Wile this re-
advertisenent of all local MAGIP children routes affected by the
parent MAC route is an overhead, it avoids the need for two separate
sequence nunber attributes to be nmaintai ned and advertised for |P and
MAC conponents of MACHI P RT-2. Inplenentation would need to be able
to | ookup MAC- 1P routes for a given | P and update sequence nunber for
it’s parent MAC and its MAC-IP children.

6.3 Milti-homing Mbility Synchronization

In order to support mobility for multi-honed hosts, |ocal MAC and
MAC- | P routes learnt on the shared ESI MJST be advertised with the
same sequence nunber by all GWNdevices that the ESI is nmulti-honed
to. This also applies to |l ocal MAC only routes. LOCAL MAC and MAC-I P
may be | earnt natively via data plane and ARP/ ND respectively as well
as via SYNC from another multi-homing GNto achi eve | ocal swi tching.
Local and SYNC route |earning can happen in any order. Local MAC-IP
routes advertised by all nulti-hom ng GNdevices sharing the ESI nust
carry the sane sequence nunber, independent of the order in which
they are learnt. This inplies:

0 On local or sync MAG-IP route |earning, sequence number for the
| ocal MAC-1P route MIST be compared and updated to the higher
val ue.

0 On local or sync MAC route | earning, sequence nunber for the
| ocal MAC route MJST be conpared and updated to the hi gher val ue.

If an update to |l ocal MAC-I P sequence number is required as a result
of above conparison with sync MAG-IP route, it would essentially
anount to a sequence nunber update on the parent |ocal MAC, resulting
in the inherited sequence nunber update on the MAC-I P route.

7. Requirements for Sequence Number Assignnent
Fol | owi ng sections sunmari ze sequence nunber assignment procedure
needed on |l ocal and sync MAC and MAC-IP route |earning events in
order to acconplish the above.

7.1 LOCAL MAC-I P | earning
A local Mk-I1Px learning via ARP or ND should result in conputation OR
re-conputation of parent MAC MK’s sequence nunber, follow ng which

the MAC-I P route Mk-1Px would sinply inherit parent MAC s sequence
nunber. Parent MAC Mk Sequence nunber shoul d be conputed as foll ows:
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0 MJST be higher than any existing remote MAC route for M, as per
RFC 7432.

0 MJST be at | east equal to correspondi ng SYNC MAC sequence nunber
if one is present.

olf the IPis also associated with a different renbte MAC "M",
MUST be hi gher than "M" sequence nunber

Once new sequence nunber for MAC route Mk is conputed as per above,
all LOCAL MAC-IPs associated with MAC Mk MJST inherit the updated
sequence nunber.

7.2 LOCAL MAC | ear ni ng
Local MAC Mk Sequence nunber shoul d be conputed as foll ows:

0 MJST be higher than any existing remote MAC route for M, as per
RFC 7432.

0 MJST be at |east equal to correspondi ng SYNC MAC sequence nunber
if one is present.

0 Once new sequence nunber for MAC route MK is conputed as per
above, all LOCAL MAC-| Ps associated with MAC Mk MUST inherit the
updat ed sequence nunber.

Note that the | ocal MAC sequence nunber m ght already be present if
there was a local MAC-IP learnt prior to the |local MAC, in which case

the above may not result in any change in |local MAC s sequence
number .

7.3 Renpte MAC OR MAC-I P Update
On receiving a renmote MAC OR MAC- | P route update associated with a
MAC Mk with a sequence nunber that is higher than a LOCAL route for
MAC Mk:

0 GW MJST trigger probe and del etion procedure for all LOCAL |Ps
associ ated with MAC M

0 GW MJIST trigger deletion procedure for LOCAL MAC route for M
7.4 REMOTE (SYNC) MAC update

Correspondi ng local MAC Mk (if present) Sequence nunber should be re-
computed as foll ows:
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o If the current sequence nunber is |less than the received SYNC
MAC sequence nunber, it MJST be increased to be equal to received
SYNC MAC sequence nunber.

o If a LOCAL MAC sequence nunber is updated as a result of the
above, all LOCAL MAC-| Ps associated with MAC Mk MUST inherit the
updat ed sequence nunber.

7.5 REMOTE (SYNC) MAC-IP update

7.6

8.

If this is a SYNCed MAC-IP on a local ESI, it would also result in a
derived SYNC MAC Mk route entry, as MAC only RT-2 advertisenent is
optional. Corresponding |local MAC Mk (if present) Sequence number
shoul d be re-conmputed as foll ows:

o If the current sequence nunber is |l ess than the received SYNC
MAC sequence nunber, it MJST be increased to be equal to received
SYNC MAC sequence nunber.

o If a LOCAL MAC sequence number is updated as a result of the
above, all LOCAL MAC-| Ps associated with MAC Mk MJUST inherit the
updat ed sequence nunber.

Inter-op

In general, if all GWNnodes in the overlay network follow the above
sequence nunber assignnent procedure, and the GNis advertising both
MAC+l P and MAC routes, sequence nunber advertised with the MAC and
MACHI P routes with the sane MAC woul d al ways be the sanme. However, an
inter-op scenario with a different inplementation could arise, where
a GWVinplenmentation non-conpliant with this docunent or with RFC 7432
assigns and advertises independent sequence nunbers to MAC and MACH P
routes. To handle this case, if different sequence nunbers are
received for renote MAC+HI P and corresponding renote MAC routes froma
renote GW sequence nunber associated with the renote MAC route

shoul d be conputed as:

o Hi ghest of the all received sequence nunbers with renote MACH P
and MAC routes with the sane MAC

0 MAC sequence nunber woul d be re-conputed on a MAC or MACH P
route withdraw as per above.

A MAC and / or IP nove to the Iocal GWwould now result in the MAC
(and hence all MAGC I P) sequence nunbers incremented fromthe above
conput ed renote MAC sequence nunber.

Rout ed Overl ay
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An additional use case is possible, such that traffic to an end host
in the overlay is always IP routed. In a purely routed overlay such
as this:

0 A host MAC is never advertised in EVPN overlay control plane

0 Host /32 or /128 IP reachability is distributed across the
overlay via EVPN route type 5 (RT-5) along with a zero or non-
zero ESI

0 An overlay | P subnet may still be stretched across the underlay
fabric, however, intra-subnet traffic across the stretched
overlay is never bridged

0 Both inter-subnet and intra-subnet traffic, in the overlay is
IP routed at the EVPN GW

Pl ease refer to [RFC 7814] for nore details.

Host nobility within the stretched subnet would still need to be
supported for this use. In the absence of any host MAC routes,
sequence nunber nobility EXT- COMW specified in [ RFC7432], section 7.7
may be associated with a /32 OR /128 host |IP prefix advertised via
EVPN route type 5. MAC nobility procedures defined in RFC 7432 can
now be applied as is to host |IP prefixes:

0 On LOCAL | earning of a host IP, on a new ESI, host |IP MJST be
advertised with a sequence nunber attribute that is higher than
what is currently advertised with the old ESI

0 on receiving a host IP route advertisenent with a higher
sequence number, a PE MUST trigger ARP/ND probe and del etion
procedure on any LOCAL route for that IP with a | ower sequence
nunber. A PE would essentially nove the forwarding entry to point
to the renote route with a hi gher sequence nunber and send an
ARP/ ND PROBE for the local IP route. If the IP has indeed noved,
PROBE woul d tinmeout and the local |IP host route would be del eted.

Note that there is still only one sequence nunber associated with a
host route at any tine. For earlier use cases where a host MAC is
advertised along with the host I P, a sequence nunber is only
associated with a MAC. Only if the MACis not advertised at all, as
in this use case, is a sequence nunber associated with a host I|P.

Note that this nobility procedure would not apply to "anycast |Pv6"

hosts advertised via NA nessages with 0-bit=0. Please refer to [ EVPN
PROXY- ARP] .
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9.

Dupl i cate Host Detection

Duplicate host detection scenarios across EVPN I RB can be classified
as foll ows:

0 Scenario A: where two hosts have the same MAC (host | Ps may or
may not be duplicate)

0 Scenario B: where two hosts have the sanme | P but different MACs

0 Scenario C. where two hosts have the sane |P and host MAC i s not
advertised at all

Duplicate detection procedures for scenario B and C would not apply
to "anycast |Pv6" hosts advertised via NA nessages with 0O-bit=0.
Pl ease refer to [ EVPN- PROXY- ARP] .

9.1 Scenario A

For all use cases where duplicate hosts have the same MAC, MAC is
detected as duplicate via duplicate MAC detection procedure described
in RFC 7432. Corresponding MAC-IP routes with the same MAC do not
require duplicate detection and MJST sinply inherit the DUPLI CATE
property fromthe corresponding MAC route. In other words, if a MAC
route is in DUPLI CATE state, all corresponding MAC-I P routes MJST

al so be treated as DUPLI CATE. Duplicate detection procedure need only
be applied to MAC routes.

9.2 Scenario B

Due to misconfiguration, a situation nmay ari se where hosts with
different MACs are configured with the same IP. This scenario woul d
not be detected by existing duplicate MAC detection procedure and
woul d result in incorrect forwarding of routed traffic destined to
this IP.

Such a situation, on LOCAL MAC-1P | earning, would be detected as a
nmove scenario via the follow ng | ocal MAC sequence nunber conputation
procedure described earlier in section 5.1:

olf the IPis also associated with a different renote MAC "M",
MUST be hi gher than "M" sequence nunber

Such a nove that results in sequence nunber increnment on | ocal MAC
because of a renote MAG- I P route associated with a different MAC MJUST
be counted as an "I P nove" against the "IP" independent of MAC.
Duplicate detection procedure described in RFC 7432 can now be
applied to an "IP" entity independent of MAC. Once an IP is detected
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as DUPLI CATE, corresponding MAC-I P route should be treated as
DUPLI CATE. Associ ated MAC routes and any ot her MAC-IP routes
associated with this MAC shoul d not be affected.

9.2.1 Duplicate IP Detection Procedure for Scenario B

Duplicate I P detection procedure for such a scenario is specified in
[ EVPN- PROXY- ARP] . What counts as an "IP nove" in this scenario is
further clarified as foll ows:

0 On learning a LOCAL MAC-I P route Mk-1Px, check if there is an
exi sting REMOTE OR LOCAL route for IPx with a different MAC
associ ation, say, M-IPx. If so, count this as an "I P nove" count
for 1Px, independent of the MAC

0 On learning a REMOTE MAC-I P route Mez-1Px, check if there is an
existing LOCAL route for IPx with a different MAC associ ation,
say, Mk-IPx. If so, count this as an "I P nmove" count for |Px,
i ndependent of the MAC

A MAC-I P route SHOULD be treated as DUPLICATE if either of the
following two conditions are net:

0 Corresponding MAC route is marked as DUPLI CATE vi a exi sting
duplicate detection procedure

0 Corresponding IP is marked as DUPLI CATE vi a extended procedure
descri bed above

9.3 Scenario C

For a purely routed overlay scenario described in section 8, where
only a host IP is advertised via EVPN RT-5, together with a sequence
nunber nobility attribute, duplicate MAC detection procedures
specified in RFC 7432 can be intuitively applied to I P only host
routes for the purpose of duplicate | P detection.

0 On learning a LOCAL host IP route IPx, check if there is an
exi sting REMOTE OR LOCAL route for IPx with a different ESI
association. If so, count this as an "I P nove" count for |Px.

0 On learning a REMOTE host I P route IPx, check if there is an
existing LOCAL route for IPx with a different ESI association. |f
so, count this as an "IP nove" count for |Px

o Wth configurable paraneters "N' and "M, If "N' |IP noves are
detected within "M seconds for |Px, treat |Px as DUPLI CATE
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9.4 Duplicate Host Recovery

Once a MAC or I P is marked as DUPLI CATE and FROQZEN, corrective action
must be taken to un-provision one of the duplicate MAC or IP. Un-
provisioning a duplicate MAC or IP in this context refers to a
corrective action taken on the host side. Once one of the duplicate
MAC or I P is un-provisioned, normal operation would not resune until
the duplicate MAC or I P ages out, following this correction, unless
additional action is taken to speed up recovery.

This section lists possible additional corrective actions that could
be taken to achieve faster recovery to normal operation.

9.4.1 Route Un-freezing Configuration

Unfreezing the DUPLI CATE OR FROZEN MAC or IP via a CLI can be
| everaged to recover from DUPLI CATE and FROZEN state foll owi ng
corrective un-provisioning of the duplicate MAC or IP.

Unfreezing the frozen MAC or IP via a CLI at a GWNWshould result in
that MAC OR I P being advertised with a sequence nunber that is higher
than the sequence nunber advertised fromthe other |ocation of that
MAC or IP.

Two possible corrective un-provisioning scenarios exist:

0 Scenario A: A duplicate MAC or I P may have been un-provi sioned
at the location where it was NOT marked as DUPLI CATE and FROZEN

0 Scenario B: A duplicate MAC or |IP rmay have been un-provisioned
at the location where it was marked as DUPLI CATE and FROZEN

Unfreezing the DUPLI CATE and FROZEN MAC or | P, follow ng the above
corrective un-provisioning scenarios would result in recovery to
steady state as foll ows:

0 Scenario A: If the duplicate MAC or |IP was un-provisioned at
the | ocation where it was NOT marked as DUPLI CATE, unfreezing the
route at the FROZEN | ocation will result in the route being
advertised with a higher sequence nunber. This would in-turn
result in automatic clearing of local route at the GWN | ocati on,
where the host was un-provisioned via ARP/ ND PROBE and DELETE
procedure specified earlier in section 8 and in [ RFC 7432].

0 Scenario B: If the duplicate host is un-provisioned at the
| ocation where it was marked as DUPLI CATE, unfreezing the route
will trigger an advertisenment with a hi gher sequence nunber to
the other location. This would in-turn trigger re-Ilearning of
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9. 4.

10.
11.
12.

12.

Mal

local route at the renote |ocation, resulting in another
advertisenent with a higher sequence nunber fromthe renote

| ocation. Route at the local |ocation would now be cleared on
receiving this renote route advertisenent, follow ng the ARP/ ND
PROBE.

2 Route Cearing Configuration

In addition to the above, route clearing CLIs may al so be | everaged
to clear the local MAC or IP route, to be executed AFTER the
duplicate host is un-provisioned:

o clear mac CLI: A clear MAC CLI can be leveraged to clear a
DUPLI CATE MAC route, to recover froma duplicate MAC scenario

o clear ARP/ND: A clear ARP/ND CLI may be leveraged to clear a
DUPLI CATE I P route to recover froma duplicate | P scenario

Note that the route unfreeze CLI may still need to be run if the
route was un-provi sioned and cl eared fromthe NON-DUPLI CATE / NON-
FROZEN | ocation. G ven that unfreezing of the route via the un-freeze
CLI would any ways result in auto-clearing of the route fromthe "un-
provi si oned" | ocation, as explained in the prior section, need for a
route clearing CLI for recovery from DUPLI CATE / FROZEN state is
truly optional.

Security Considerations
| ANA Consi derations
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Appendi x A

An alternative approach considered was to associ ate two i ndependent
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sequence nunber attributes with MAC and | P conponents of a MAG I P
route. However, the approach of enabling IRB nobility procedures

usi ng a single sequence nunber associated with a MAC, as specified in
this docunent was preferred for the foll ow ng reasons:

0 Procedural overhead and conplexity associated wi th maintaining
two separate sequence nunbers all the tine, only to address
scenarios with changing MAC-IP bindings is a big overhead for
t opol ogi es where MAC-I P bi ndi ngs never change.

0 Using a single sequence nunber associated with MAC i s nuch
simpl er and adds no overhead for topol ogi es where MAC-|I P bi ndi ngs
never change.

o0 Using a single sequence nunber associated with MAC is aligned
with existing MAC nmobility inplenentations. On other words, it is
an easier inplenmentation extension to existing MAC nobility
procedur e.
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