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1. Introduction

Thi s docunent describes the concept of URI Signing and how it can be
used to provide access authorization in the case of redirection

bet ween i nterconnected CDNs (CDNI) and between a Content Service
Provider (CSP) and a CDN. The primary goal of URI Signing is to nake
sure that only authorized User Agents (UAs) are able to access the
content, with a CSP being able to authorize every individual request.
It should be noted that URI Signing is not a content protection
schene; if a CSP wants to protect the content itself, other

mechani sms, such as Digital Rights Management (DRM), are nore
appropriate. In addition to access control, URH Signing al so has
benefits in reducing the inpact of denial-of-service attacks.

The overall problem space for CDN Interconnection (CDNI) is described
in CONIl Problem Statenment [RFC6707]. This docunent, along with the
CDNI Requi renents [ RFC7337] docunent and the CDNI Framewor k

[ RFC7336], describes the need for interconnected CDNs to be able to

i npl ement an access control nechanismthat enforces the CSP s

di stribution policy.

Specifically, CDNI Franmework [RFC7336] states:
The CSP may al so trust the CDN operator to perform actions such as

., and to enforce per-request authorization perforned by the CSP
usi ng techni ques such as URlI signing.
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In particular, the following requirenent is listed in CDN
Requi rements [ RFC7337]:

M-16 {H GH} The CDNI Metadata interface shall allow signaling of
aut hori zati on checks and validation that are to be perforned by
the Surrogate before delivery. For exanple, this could
potentially include the need to validate information (e.g., Expiry
time, Client |IP address) required for access authorization

Thi s docunent proposes a nmethod of signing URIs that allows
Surrogates in interconnected CDNs to enforce a per-request

aut hori zation performed by the CSP. Splitting the role of performng
per-request authorization by the CSP and the role of validating this
aut hori zation by the CDN allows any arbitrary distribution policy to
be enforced across CDNs w thout the need of CDNs to have any

awar eness of the actual CSP distribution policy.

The representation of this method is a Signed JSON Web Token (JWI)
[ RFC7519] .

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

This docunment uses the term nol ogy defined in CDNl Probl em Statenent
[ RFC6707] .

Thi s docunment al so uses the term nol ogy of JSON Web Token (JW)
[ RFC7519] .

In addition, the following terns are used throughout this docunent:
0 Signed URI: A URl for which a signed JW is provided.

0o Target CDN URI: URI created by the CSP to direct a UA towards the
Upstream CDN (uCDN). The Target CDN URI can be signed by the CSP
and verified by the uCDN and possibly further Downstream CDNs
(dCDNs) .

0 Redirection URI: URI created by the uCDN to redirect a UA towards
the dCDN. The Redirection URI can be signed by the uCDN and
verified by the dCDN. In a cascaded CDNI scenario, there can be
nore than one Redirection URI
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2

0 Signed Token Renewal : A series of signed JWs that are used for
subsequent access to a set of related resources in a CDN, such as
a set of HITP Adaptive Streaming files. Every time a signed JWI
is used to access a particular resource, a new signed JW is sent
along with the resource that can be used to request the next
resource in the set. \Wen generating a new signed JWI in Signed
Token Renewal , paraneters are carried over fromone signed JW to
t he next.

Background and overview on URlI Signing

A CSP and CDN are assunmed to have a trust relationship that enables
the CSP to authorize access to a content itemby including a set of
clainms in the formof a signed JWI in the URI before redirecting a UA
to the CDN. Using these attributes, it is possible for a CDN to
check an incoming content request to see whether it was authorized by
the CSP (e.g., based on the UA's I P address or a tinme window). To
prevent the UA fromaltering the clains a signed JW is REQU RED

Figure 1, shown bel ow, presents an overview of the UR Signing
mechanismin the case of a CSP with a single CDN. When the UA
browses for content on CSP's website (#1), it receives HTM. web pages
wi th enbedded content URI's. Upon requesting these URIs, the CSP
redirects to a CDN, creating a Target CDN URI (#2) (alternatively,
the Target CDN URI itself is enmbedded in the HTM.). The Target CDN
URI is the Signed URI which may include the |IP address of the UA and/
or a time wi ndow and al ways contains the signed JWI which is
generated by the CSP using a shared secret or private key. Once the
UA receives the response with the Signed URI, it sends a new HTTP
request using the Signed URI to the CDN (#3). Upon receiving the
request, the CDN checks to see if the Signed URI is authentic by
verifying the signed JWI. |If applicable, it checks whether the IP
address of the HITP request matches that in the Signed URI and if the
time windowis still valid. After these clains are confirned to be
valid, the CDN delivers the content (#4).

van Brandenburg, et al. Expires May 3, 2018 [ Page 5]



Internet-Draft CDNI URI Si gni ng Cct ober 2017

f CSP } < * * % % % % *x *x *x *x *x
\ / Trust *
———————— rel ati onship *
AN | *
| *
1. Browse | | 2. Signed *
for | URI *
content | | *
| v %
+om-- - + 3. Signed URIL  --------
| User |----------------- >/ \
| Agent| | CDN |
IS \ /
+------ + 4. Content  --------
Del i very

Figure 1: Figure 1: UR Signing in a CDN Environnent

1.3. CDNI URI Signing Overview

In a CODNI environnment, URI Signing operates the sane way in the
initial steps #1 and #2 but the later steps involve nmultiple CDNs in
the process of delivering the content. The main difference fromthe
single CDN case is a redirection step between the uCDN and t he dCDN
In step #3, UA may send an HTTP request or a DNS request. Depending
on whet her HTTP-based or DNS-based request routing is used, the uCDN
responds by directing the UA towards the dCDN using either a

Redi rection URI (which is a Signed URI generated by the uCDN) or a
DNS reply, respectively (#4). Once the UA receives the response, it
sends the Redirection URI/Target CDN URI to the dCDN (#5). The
received URI is validated by the dCDN before delivering the content
(#6). This is depicted in the figure below. Note: The CDN cal
flows are covered in Detailed URI Signing Operation (Section 5).
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R \ /  CDNs]
o o e e e e e e e e e e e e e e eeee - +
| Key | Asymretric | Symmetric |
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| HTTP | Publi ¢ key (uCDN)| Shared key (uCDN) |
| DNS | Public key (CSP) | Shared key (CSP) |

Figure 2: URI Signing in a CDNl Environnent

The trust relationshi ps between CSP, uCDN, and dCDN have direct
inplications for URI Signing. 1In the case shown in Figure 2, the CDN
that the CSP has a trust relationship with is the uCDN. The delivery
of the content may be del egated to the dCDN, which has a relationship
with the uCDN but may have no relationship with the CSP.
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In CDNI, there are two nethods for request routing: DNS-based and
HTTP- based. For DNS-based request routing, the Signed URI (i.e.
Target CDN URI) provided by the CSP reaches the dCDN directly. In
the case where the dCDN does not have a trust relationship with the
CSP, this neans that either an asymmetric public/private key nethod
needs to be used for conputing the signed JWI (because the CSP and
dCDN are not able to exchange symetric shared secret keys), or the
CSP needs to allow the uCDN to redistribute shared keys to a subset
of their dCDNs.

For HTTP-based request routing, the Signed URI (i.e., Target CDN URI)
provi ded by the CSP reaches the uCDN. After this URl has been
verified to be correct by the uCDN, the uCDN creates and signs a new
Redirection URI to redirect the UAto the dCDN. Since this new URI
could have a new signed JWI, a new signature can be based around the
trust relationship between the uCDN and dCDN, and the rel ationship
bet ween the dCDN and CSP is not relevant. G ven the fact that such a
rel ati onship between uCDN and dCDN al ways exists, both asymetric
public/private keys and symretric shared secret keys can be used for
URI Signing with HTTP-based request routing. Note that the signed
Redi rection URI MJST maintain the sane, or higher, |level of security
as the original Signed URI.

Two types of keys can be used for URI Signing: asymretric keys and
symretric keys. Asymmetric keys are based on a public/private key
pai r mechani sm and al ways contain a private key only known to the
entity signing the URI (either CSP or uCDN) and a public key for the
verification of the Signed URI. Wth symetric keys, the sane key is
used by both the signing entity for signing the URl as well as by the
validating entity for validating the Signed URI. Regardless of the
type of keys used, the validating entity has to obtain the key
(either the public or the synmetric key). There are very different
requirenents for key distribution (out of scope of this document)
with asymetric keys and with synmetric keys. Key distribution for
symretric keys requires confidentiality to prevent another party from
getting access to the key, since it could then generate valid Signed
URIs for unauthorized requests. Key distribution for asynmetric keys
does not require confidentiality since public keys can typically be
di stributed openly (because they cannot be used for URH signing) and
private keys are kept by the URI signing function

1.4. UR Signing in a non-CDNl context

While the URI signing nmethod defined in this docunment was primarily
created for the purpose of allowing URI Signing in CDNI scenari os,
e.g., between a uCDN and a dCDN or between a CSP and a dCDN, there is
nothing in the defined URI Signing nmethod that precludes it from
being used in a non-CDNI context. As such, the described nmechani sm
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coul d be used in a single-CDN scenario such as shown in Figure 1 in
Section 1.2, for exanple to allow a CSP that uses different CDNs to
only have to inplement a single URI Signing mechani sm

2. JW Format and Processing Requirenents

The concept behind URI Signing is based on enbeddi ng a si gned JSON
Web Token (JW) [RFC7519] in the UA request: The signed JW contains
a nunber of clainms that can be validated to ensure the UA has
legitimate access to the content.

This docunment specifies the following attribute for enbedding a
signed JWI in a Target CDN URI or Redirection URI

o URI Signing Package (URI Si gni ngPackage): The URI attribute that
encapsul ates all the URI Signing clainms in a signed JW encoded
format. This attribute is exposed in the Signed URI as a UR
query paranmeter or as a URL path paraneter.

The paraneter nane of the URI Signing Package Attribute is defined in
the CDNI Metadata (Section 4.4). |If the CDNI Metadata interface is
not used, or does not include a paraneter name for the URI Signing
Package Attribute, the paraneter nane can be set by configuration
(out of scope of this docunent).

2.1. JW dains

This section identifies the set of clains that can be used to enforce
the CSP distribution policy. New clains can be introduced in the
future to extend the distribution policy capabilities.

In order to provide distribution policy flexibility, the exact subset
of clainms used in a given signed JWF is a runtinme decision. Caim
requirenents are defined in the CDNI Metadata (Section 4.4) If the
CDNI Metadata interface is not used, or does not include claim
requirenents, the claimrequirenents can be set by configuration (out
of scope of this document).

The following clainms (where the "JSON Wb Token Cl ai ns8" registry
claimnane is specified in parenthesis below) are used to enforce the
distribution policies. Al of the listed clains are nmandatory to
inmplement in a URI Signing inplenmentation, but are not nandatory to
use in a given signed JW. (The "optional" and "nandatory"
identifiers in square brackets refer to whether or not a given claim
MUST be present in a URI Signing JW.) A CDN MIST be able to parse
and process all of the clains listed below. [If the signed JW
contains any other clains which the CDN does not understand (i.e., is
unabl e to parse and process), the CDN MJUST reject the request.
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Note: See the Security Considerations (Section 7) section on the
limtations of using an expiration tinme and client | P address for
di stribution policy enforcenent.

2.1.1. Issuer (iss) claim

I ssuer (iss) [optional] - The semantics in [RFC7519] Section 4.1.1
MUST be foll owed. This claimMAY be used to validate authorization
of the issuer of a signed JWI and al so MAY be used to confirmthat
the indicated key was provided by said issuer. |f the CDN validating
the signed JW does not support Issuer validation, or if the Issuer
in the signed JWI does not match the list of known acceptable

I ssuers, the CDN MJST reject the request. |f the received signed JW
contains an Issuer claim then any JW subsequently generated for

CDNI redirection MIST al so contain an Issuer claim and the Issuer

val ue MUST be updated to identify the redirecting CON. If the

recei ved signed JW does not contain an |ssuer claim an Issuer claim
MAY be added to a signed JWI generated for CDNI redirection

2.1.2. UR Container (sub) claim

URI Contai ner (sub) [nmandatory] - The semantics in [ RFC7519]

Section 4.1.2 MJST be followed. Container for holding the UR
representation before a URl Signing Package is added. This
representation can take one of several forms detailed in

Section 2.1.11. If the URI pattern/regex in the signed JW does not
match the URI of the content request, the CDN validating the signed
JWI MUST reject the request. Wen conparing the URI the percent
encoded formas defined in [ RFC3986] Section 2.1 MJST be used. Wen
redirecting a URI, the CDN generating the new signed JWI' MAY change
the URI Container to conport with the URI being used in the
redirection.

2.1.3. dient IP (aud) claim

Client IP (aud) [optional] - The semantics in [ RFC7519] Section 4.1.3
MUST be followed. |P address, or |IP prefix, for which the Signed URI
is valid. This is represented in CIDR notation, with dotted deci nal
format for |1 Pv4 or canonical text representation for |Pv6 addresses

[ RFC5952]. The request is rejected if sourced froma client outside
of the specified IP range. Since the client IP is considered
personally identifiable information this field MJST be a JSON Wb
Encryption (JWE [ RFC7516]) bject in conpact serialization form |If
the CDN validating the signed JWI does not support Client IP
validation, or if the Client IP in the signed JW does not match the
source | P address in the content request, the CDN MJST reject the
request. |If the received signed JW contains a Client IP claim then
any JW subsequently generated for CDNI redirection MJST al so contain
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a Cient IPclaim and the dient IP value MJST be the sanme as in the
recei ved signed JWI. A signed JW generated for CDNl redirection
MUST NOT add a Client IPclaimif no Client IP claimexisted in the
recei ved signed JW.

2.1.4. Expiry Time (exp) claim

Expiry Time (exp) [optional] - The semantics in [RFC7519]

Section 4.1.4 MIST be foll owed, though URI Signing inplenentations
MUST NOT all ow for any tinme synchronization "l eeway". Note: The tine
on the entities that generate and validate the signed URI SHOULD be
insync. In the CDNI case, this nmeans that CSP, uCDN, and dCDN
servers need to be tinme-synchronized. It is RECOMMENDED to use NTP

[ RFC5905] for time synchronization. |f the CDN validating the signed
JWI' does not support Expiry Time validation, or if the Expiry Time in
the signed JWI corresponds to a tine earlier than the time of the
content request, the CDN MJST reject the request. |If the received
signed JWI contains a Expiry Time claim then any JWI subsequently
generated for CDNI redirection MUST al so contain an Expiry Tine
claim and the Expiry Tinme value MJST be the sane as in the received
signed JWI. A signed JW generated for CDNI redirection MJST NOT add
an Expiry Time claimif no Expiry Tinme claimexisted in the received
si gned JWI.

2.1.5. Not Before (nbf) claim

Not Before (nbf) [optional] - The semantics in [ RFC7519]

Section 4.1.5 MJST be followed, though URI Signing inplenentations
MUST NOT all ow for any tinme synchronization "l eeway". Note: The tine
on the entities that generate and validate the signed URI SHOULD be
in sync. In the CDNI case, this nmeans that the CSP, uCDN, and dCDN
servers need to be time-synchronized. It is RECOMMENDED to use NTP

[ RFC5905] for time synchronization. |f the CDN validating the signed
JWI' does not support Not Before tine validation, or if the Not Before
time in the signed JW corresponds to a tine later than the tine of
the content request, the CDN MJUST reject the request. |If the
received signed JW contains a Not Before tinme claim then any JWI
subsequently generated for CDNI redirection MIJST al so contain a Not
Before time claim and the Not Before time value MIST be the sane as
in the received signed JWI. A signed JWI generated for CDN
redirection MUST NOT add a Not Before tinme claimif no Not Before
time claimexisted in the received signed JW.

2.1.6. Issued At (iat) claim
Issued At (iat) [optional] - The semantics in [RFC7519] Section 4.1.6

MUST be followed. Note: The tine on the entities that generate and
val idate the signed URI SHOULD be in sync. |In the CDNI case, this
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means that CSP, uCDN, and dCDN servers need to be time-synchronized.
It is RECOWENDED to use NTP [ RFC5905] for time synchronization. |If
the received signed JW contains an |Issued At claim then any JW
subsequently generated for CDNI redirection MJST al so contain an

I ssued At claim and the |ssuer value MJST be updated to identify the
time the new JWI was generated. |If the received signed JW does not
contain an Issued At claim an Issued At claimMAY be added to a
signed JWI generated for CDNI redirection

2.1.7. Nonce (jti) claim

Nonce (jti) [optional] - The semantics in [ RFC7519] Section 4.1.7
MUST be followed. A Nonce can be used to prevent replay attacks if
the CDN stores a list of all previously used Nonce val ues, and
val i dates that the Nonce in the current JW has never been used

before. |If the signed JW contains a Nonce claimand the CDN
validating the signed JWI does not support Nonce storage, then the
CDN MUST reject the request. |If the received signed JW contains a

Nonce claim then any JW subsequently generated for CDNI redirection
MJST al so contain a Nonce claim and the Nonce val ue MUST be the sane
as in the received signed JWI. If the received signed JW does not
contain a Nonce claim a Nonce claimMJST NOT be added to a signed
JWI' generated for CDNI redirection.

2.1.8. CDNI CaimSet Version (cdniv) claim

CDNI Claim Set Version (cdniv) [optional] - The CDNI C ai m Set
Version (cdniv) claimprovides a neans within a signed JWI to tie the
claimset to a specific version of a specificiation. This is
intended to allow changes in and facilitate upgrades across
specifications. The type is JSON integer and the val ue MJST be set

to "1", for this version of the specification. 1In the absence of
this claim the value is assuned to be "1". For future versions this
claimwi |l be mandatory. |nplenmentations MJST reject signed JW's

wi th unsupported CDNI Claim Set versions.
2.1.9. CDN Expiration Time Setting (cdniets) claim

CDNI Expiration Time Setting (cdniets) [optional] - The CDN
Expiration Tine Setting (cdniets) claimprovides a neans for setting
the value of the Expiry Tine (exp) clai mwhen generating a subsequent
signed JWI in Signed Token Renewal. |Its type is a JSON nuneric
value. It denotes the nunber of seconds to be added to the time at
which the JWI is validated that gives the value of the Expiry Tinme
(exp) claimof the next signed JWI. The CDNI Expiration Tine Setting
(cdniets) SHOULD NOT be used when not using Signed Token Renewal .
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2.1.10. CDN Signed Token Transport (cdnistt) claim

CDNI Signed Token Transport (cdnistt) [optional] - The CDNI Signed
Token Transport (cdnistt) claimprovides a nmeans of signalling the
met hod t hrough which a new signed JW is transported fromthe CDN to
the UA and vice versa for the purpose of Signed Token Renewal. |Its
type is a JSON integer. This docunent only defines setting its val ue
to 1, which nmeans the signed JW's are transported via HITP Cooki es
in both directions. Additional values for this claimcan be defined
in Section 6.4.

2.1.11. URI Cont ai ner Forns

The URI Container (sub) claimtakes one of the following forms. NMore
forns may be added in the future to extend the capabilities.

2.1.11.1. URl Sinple Container (uri:)

When prefixed with "uri:’, the string following 'uri:’ is the UR
that MJUST be matched with a sinple string match to the requested URI

2.1.11.2. URlI Pattern Container (uri-pattern:)

Prefixed with "uri-pattern:’, this string contains one or nore UR
Patterns that describes for which content the Signed URI is valid.
Each URI Pattern contains an expression to match against the
requested URI, to check whether the requested content is allowed to
be served. Miltiple URI Patterns may be concatenated in a single URI
Pattern by separating themwith a sem-colon (';’) character. Each
URI Pattern follows the [ RFC3986] URI format, including the '://’
that delimts the URI scheme fromthe hierarchy part. The pattern

may include the special literals:

0 ;' - separates individual patterns when the string contains
multiple URI patterns.

o '*' - matches any sequence of characters, including the enpty
string.

o '? - matches exactly one character

0 '$ - used to escape the special literals; MJST be followed by
exactly one of ';', "*', "?", or '$ .

The following is an exanple of a valid URl Pattern

*.//*/fol der/content-83112371/quality_ */segnment ????. np4
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An exanpl e of two concatenated URI Patterns is the follow ng
(whitespace is inserted after the ';’ for readability and shoul d not
be present in the actual representation):

http://*/folder/content-83112371/ manifest/*.xm ;
http://*/folder/content-83112371/quality_*/segnent ????. np4

In order to increase the performance of string parsing the URI
Pattern, inplementations can check often-used URI Pattern prefixes to
qui ckly check whether certain URI conponents can be ignored. For
exanple, URI Pattern prefixes "*://*/’ or "*:/[/*:*" will be used in
case the schene and authority conponents of the URI are ignored for
pur poses of pattern enforcenent.

2.1.11.3. UR Regul ar Expression Container (uri-regex:)
Prefixed with "uri-regex:’, this string is any PCRE [ PCRE839]
compati bl e regul ar expression used to natch agai nst the requested
URI .

Not e: Because '\’ has special nmeaning in JSON [ RFC7159] as the escape
character within JSON strings, the regular expression character '\’
MUST be escaped as "\\'.

An exanple of a 'uri-regex:’ is the follow ng:
[A]*\\://[~]*/folder/content/quality [~/]*/segment.{3}\\.np4(\?.*)?
Note: Due to conputational conplexity of executing arbitrary regul ar
expressions, it is RECOWENDED to only execute after validating the
JW to ensure its authenticity.

2.1.11. 4. UR Hash Container (uri-hash:)

Prefixed with "uri-hash:’, this string is a URL Segnent form
([ RFC6920] Section 5) of the URI

2.2. JW Header

The header of the JWI MAY be passed via the CDNI Metadata interface

i nstead of being included in the URISi gni ngPackage. The header val ue
must be transmitted in the serialized encoded form and prepended to
the JW payl oad and signature passed in the URI Si gni ngPackage pri or
to validation. This reduces the size of the signed JW token
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3. URI Signing Token Renewal
3.1. Overview

For content that is delivered via HITP in a segnented fashi on, such
as MPEG DASH [ MPEG DASH] or HTTP Live Streanmi ng (HLS) [ RFC8216],
speci al provisions need to be nade in order to ensure UR Signing can
be applied. 1In general, segnented protocols work by breaking | arge
objects (e.g. videos) into a sequence of small independent segments.
Such segnents are then referenced by a separate manifest file, which
either includes a list of URLs to the segnments or specifies an

al gorithm t hrough which a User Agent can construct the URLs to the
segrments. Requests for segnents therefore originate fromthe

mani fest file and, unless the URLs in the manifest file point to the
CSP, are not subjected to redirection and URI Signing. This opens up
the vulnerability of malicious User Agents sharing the manifest file
and deep-linking to the segnents.

One nethod for dealing with this vulnerability would be to include,
in the manifest itself, Signed URIs that point to the individua
segnents. There exist a nunber of issues with that approach. First,
it requires the CDN delivering the manifest to rewite the nmanifest
file for each User Agent, which would require the CDN to be aware of
t he exact segnentation protocol used. Secondly, it could also
require the expiration tine of the Signed URIs to be valid for an
extended duration if the content described by the manifest is meant
to be consuned in real time. For instance, if the manifest file were
to contain a segnented video stream of nore than 30 minutes in

I ength, Signed URIs would require to be valid for a at |east 30

m nutes, thereby reducing their effectiveness and that of the UR

Si gni ng mechanismin general. For a nore detailed analysis of how
segment ed protocols such as HITP Adaptive Stream ng protocols affect
CDNI, see Moddels for HITP- Adaptive- Stream ng- Aware CDNI [ RFC6983] .

The met hod described in this section allows CDNs to use URl Signing
for segnmented content without having to include the Signed URIs in
the mani fest files thensel ves.

3.2. Signed Token Renewal nechani sm

In order to allow for effective access control of segmented content,
the URI signing schenme defined in this section is based on a
mechani sm t hr ough whi ch subsequent segnment requests can be |inked
together. As part of the JW validation procedure, the CDN can
generate a new signed JW that the UA can use to do a subsequent
request. Mrre specifically, whenever a UA successfully retrieves a
segrment, it receives, in the HTTP 2xx Successful nessage, a signed
JWI that it can use whenever it requests the next segnent. As |ong
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as each successive signed JWI is correctly validated before a new one
is generated, the nodel is not broken and the User Agent can
successfully retrieve additional segments. Gven the fact that with
segnented protocols, it is usually not possible to determine a priori
whi ch segnent will be requested next (i.e., to allow for seeking
within the content and for switching to a different representation),
the Signed Token Renewal uses the URI Pattern Container and/or the
URI Regul ar Expression Contai ner scoping mechanisnms in the URI
Cont ai ner (sub) claimto allow a signed JW to be valid for nore than
one URL.

In order for this renewal of signed JWIs to work, it is necessary for
a UA to extract the signed JW fromthe HTTP 2xx Successful mnessage
of an earlier request and use it to retrieve the next segment. The
exact nmechani sm by which the client does this depends on the exact
segnmented protocol and since this docunment is only concerned with the
generation and validation of incomng request, this process is
outside the scope of this docunent. However, in order to also
support | egacy UAs that do not include any specific provisions for
the handling of signed JWs, the folowi ng section defines a mechani sm
usi ng HTTP Cookies that all ows such UAs to support the concept of
renewi ng signed JW's wi thout requiring any support on the UA side.

3.3. Comunicating a signed JWs in Signed Token Renewal

This section assunmes the value of the CDNI Signed Token Transport
(cdnistt) claimhas been set to 1. Oher values of cdnistt are out
of scope of this docunent.

When using the Signed Token Renewal nechanism the signed JW is
transported to the UA via a ' URl Si gni ngPackage’ cooki e added to the
HTTP 2xx Successful message along with the content being returned to
the UA, or to the HITP 3xx Redirection nmessage in case the UAis
redirected to a different server

3.3.1. Support for cross-domain redirection

For security purposes, the use of cross-domain cookies is not
supported in some application environnments. As a result, the Cookie-
based nethod for transport of the Signed Token described in the
previous section mght break if used in conbination with a HTTP 3xx
Redi rection response where the target URL is in a different donain.
In such scenarios, Signed Token Renewal of a signed JW' SHOULD be
comruni cated via the query string instead, in a simlar fashion to
how regul ar signed JWs (outside of Signed Token Renewal) are

conmmuni cated. Note that the use of URL enbedded signed JW's SHOULD
NOT be used in HTTP 2xx Successful nessages, since UAs night not know
how to extract the signed JWs.
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Note that the process described below only works in cases where both
the manifest file and segments constituting the segnmented content are
delivered fromthe sanme domain. |In other words, any redirection

bet ween di fferent donains needs to be carried out while retrieving
the manifest file.

4. Relationship with CONI Interfaces

Sone of the CDNI Interfaces need enhancenents to support URI Signing.
As an exanple: A dCDN that supports URI Signing needs to be able to
advertise this capability to the uCDN. The uCDN needs to select a
dCDN based on such capability when the CSP requires access control to
enforce its distribution policy via URI Signing. Al so, the uCDN
needs to be able to distribute via the CONl Metadata interface the

i nformati on necessary to allow the dCDN to validate a Signed URI
Events that pertain to URI Signing (e.g., request denial or delivery
after access authorization) need to be included in the |ogs

communi cated through the CDNI Logging interface (Editor’s Note: Is
this within the scope of the CDNI Logging interface?).

4.1. CDNI Control Interface
URI Signing has no inpact on this interface.

4.2. CDNl Footprint & Capabilities Advertisenent Interface
The CDNI Request Routing: Footprint and Capabilities Semantics
docunent [ RFC8008] defines support for advertising CDNI Metadata
capabilities, via CDNIl Payl oad Type. The CDNl Payl oad Type
registered in Section 6.1 can be used for capability advertisenent.

4.3. CDNI Request Routing Redirection Interface
The CDNI Request Routing Redirection Interface [ RFC7975] descri bes
the recursive request redirection nethod. For URI Signing, the uCDN
signs the URI provided by the dCON. URI Signing therefore has has no
i mpact on this interface.

4.4. CDNl Metadata Interface

The CDNI Metadata Interface [ RFCB006] describes the CDNl netadata
distribution needed to enable content acquisition and delivery. For
URI Signing, a new CDNI netadata object is specified

The Uri Si gning Metadata object contains information to enabl e UR

signing and validation by a dCDN. The Uri Signing properties are
defi ned bel ow.
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Property: enforce
Description: URI Signing enforcement flag. Specifically, this
flag indicates if the access to content is subject to UR
Signing. URl Sighing requires the dCDN to ensure that the UR
nmust be signed and validated before delivering content.
O herwi se, the dCDN does not performvalidation, regardl ess of
whet her or not the URI is signed.

Type: Bool ean
Mandat ory-to- Specify: No. The default is true.

Property: issuers

Description: Alist of valid Issuers agai nst which the Issuer
claimin the signed JWI may be val i dated.

Type: Array of Strings

Mandat ory-to-Specify: No. The default is an enpty list. An
enpty list neans that any |ssuer is acceptable.

Property: package-attribute
Description: The name to use for the URl Signing Package.
Type: String
Mandat ory-to- Specify: No. Default is "URI Signi ngPackage".
Property: jw-header

Description: The header part of JW that is used for generating
or validating a signed JWI when the JW token in the UR
Si gni ng Package does not contain a header part.

Type: String

Mandat ory-to-Specify: No. A jw-header is not essential for
all inplenentations of URl signing.

The following is an exanple of a URI Signing netadata payload with
all default val ues:
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{
"generic-netadata-type": "M. Ui Signing"
"generi c- net adat a-val ue": {}

}

The following is an exanple of a URI Signing netadata payload with
explicit val ues:

{
"generic-netadata-type": "M. Ui Signing"
"generi c- net adat a- val ue":
"enforce": true,
"issuers": ["csp", "ucdnl", "ucdn2"],
"package-attribute": "usp"
}

4.5, CDN Logging Interface
For URI Signing, the dCDN reports that enforcement of the access
control was applied to the request for content delivery. When the

request is denied due to enforcenent of URI Signing, the reason is
| ogged.

The following CDONI Logging field for URl Signing SHOULD be supported
in the HTTP Request Loggi ng Record as specified in CDNI Loggi ng
Interface [ RFC7937], using the new "cdni _http_request_v2" record-type
registered in Section 6.2.1
0 s-uri-signing (nmandatory):
* format: 3DIGT
* field value: this characterises the UR signing validation
performed by the Surrogate on the request. The all owed val ues
are:
+ "000" : no signed JW validation perforned

+ "200" : signed JW validation performed and vali dated

+ "400" : signed JW validation perforned and rejected because
of incorrect signature
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+ "401" : signed JW validation performed and rejected because
of Expiration Time enforcenent

+ "402" : signed JW validation perforned and rejected because
of Cient |IP enforcenent

+ "403" : signed JW validation performed and rejected because
of URI Pattern enforcenent

+ "404" : signed JW validation perforned and rejected because
of |ssuer enforcenent

+ "405" : signed JW validation performed and rejected because
of Not Before enforcenent

+ "500" : unable to performsigned JW validation because of
mal f ormed URI

* occurrence: there MIST be zero or exactly one instance of this
field.

0 s-uri-signing-deny-reason (optional):
* format: QSTRI NG

* field value: a string for providing further information in case
the signed JW was rejected, e.g., for debuggi ng purposes.

* occurrence: there MIST be zero or exactly one instance of this
field.

5. URI Signing Message Fl ow

URI Signing supports both HITP-based and DNS-based request routing.
JSON Wb Token (JWI) [RFC7519] defines a conpact, URL-safe neans of
representing clains to be transferred between two parties. The
clains in a signed JWI are encoded as a JSON object that is used as
the payl oad of a JSON Wb Signature (JW5) structure or as the

pl ai ntext of a JSON Web Encryption (JWE) structure, enabling the
clains to be digitally signed or integrity protected with a Message
Aut henti cation Code (MAC) and/or encrypted.

5.1. HITP Redirection
For HTTP-based request routing, a set of information that is unique
to a given end user content request is included in a signed JWI,

using key infornmation that is specific to a pair of adjacent CDN
hops (e.g., between the CSP and the uCDN or between the uCDN and a

van Brandenburg, et al. Expires May 3, 2018 [ Page 20]



Internet-Draft CDNI URI Si gni ng Cct ober 2017

dCDN). This allows a CDNI hop to ascertain the authenticity of a
gi ven request received froma previous CDNl hop

The URI signing nethod described below is based on the follow ng
steps (assuming HTTP redirection, iterative request routing, and a
CDN path with two CDNs). Note that uCDN and uCDN are used
exchangeabl y.

End- User dCDN uCDN CsP

I I
1.CDNI FCl interface used to

|
advertise URI Signing capability]| |
I
I
I

I
3.CDNI Metadata interface used to|

I

I

I

I

I

I

I I | <--mmmmmimieee e I
I

| provide URI Signing attributes|
I

I

4. Aut hori zati on request |

I e T >
| | [AppIy di stribution
I I pol i cy] I
| (ALT: Authorization deci sion)
I I

| <Negat i ve>

I
7. Cont ent request | |
R >| [Validate UR
| signature]
I

|
| (ALT: Validation result)
[ <Negat i ve>|

9. Re-sign URI and redirect to <Positive>
dCDN (newl y signed URI) |
e N .. |

I I
I I
[------mmmm - - >| [Validate URI [
| signature] |
I I
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| (ALT: Validation result)
| 11. Request is denied| <Negative>

12. Content delivery | <Positive>

(Later in tine) : :
| 13. CDNI Logging interface to include URI Signing information |

| R AR > |
Fi gure 3: HTTP-based Request Routing with URl Signing

1. Using the CDNI Footprint & Capabilities Advertisenent interface,
the dCDN advertises its capabilities including URl Signing
support to the uCDN

2. CSP provides to the uCDN the information needed to validate
signed JWIs fromthat CSP. For exanple, this information may
i nclude a key val ue.

3. Using the CDNI Metadata interface, the uCDN comunicates to a
dCDN the information needed to validate signed JWI's fromthe
UCDN for the given CSP. For exanple, this information nay
include the URI query string paraneter nane for the URlI Signing
Package Attribute.

4, When a UA requests a piece of protected content fromthe CSP
the CSP nakes a specific authorization decision for this unique
request based on its personal distribution policy.

5. If the authorization decision is negative, the CSP rejects the
request and sends an error code (e.g., 403 Forbidden) in the
HTTP response.

6. If the authorization decision is positive, the CSP conputes a
Signed URI that is based on unique paraneters of that request
and conveys it to the end user as the URI to use to request the
content.

7. On receipt of the correspondi ng content request, the uCDN
val idates the signed JW in the URl using the information
provi ded by the CSP.

8. If the validation is negative, the uCDN rejects the request and
sends an error code (e.g., 403 Forbidden) in the HITP response.
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9. If the validation is positive, the uCDN conputes a Signed URI
that is based on unique paraneters of that request and provides
it to the end user as the URI to use to further request the
content fromthe dCDN

10. On receipt of the correspondi ng content request, the dCDN
val i dates the signed JWI in the Signed URI using the information
provided by the uCDN in the CDNI Met adat a.

11. If the validation is negative, the dCDN rejects the request and
sends an error code (e.g., 403 Forbidden) in the HTTP response.

12. If the validation is positive, the dCDN serves the request and
delivers the content.

13. At a later tine, the dCDN reports |l ogging events that include
URI signing information.

Wth HTTP-based request routing, URl Signing nmatches well the genera
chain of trust nodel of CDNI both with symretric and asynmetric keys
because the key information only needs to be specific to a pair of
adj acent CDNI hops.

5.2. DNS Redirection

For DNS- based request routing, the CSP and uCDN must agree on a trust
nmodel appropriate to the security requirenents of the CSP s
particular content. Use of asymmetric public/private keys allows for
unlimted distribution of the public key to dCDNs. However, if a
shared secret key is preferred, then the CSP may want to restrict the
distribution of the key to a (possibly enpty) subset of trusted
dCDNs. Aut horized Delivery CDNs need to obtain the key information
to validate the Signed URI

The URI signing nethod described belowis based on the follow ng
steps (assuming iterative DNS request routing and a CDN path with two
CDNs) .

End- User dCDN uCDN CSP
I I I I
| 1.CDNI FCl interface used to | |
| advertise URI Signing capability]| |
I I
I I I I
| | |
| 3.CDNI Metadata interface used to| |
| provide URI Signing attributes| |
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| | <ommm s | |

| | [Apply distribution
I I pol i cy] I
[ (ALT: Authorization decision)
| | <Negat i ve> |

I
| 8. Redirect DNS to dCDN

| nrrnr e |
I

9. DNS r equest
[------mmme e - - >

I

| 10. 1 P address of Surrogate
I
I
I

I
I
I
I
I
I
I I
11. Content request | |
[------mmme e - - >| [Validate URI |
| signature] [

I I

I

I

I

I

I

I

(ALT: Validation result)
12. Request is denied| <Negative>

13. Content delivery | <Positive>

: (Later in tine) : :
| 14. CDNI Logging interface to report URI Signing informtion |

| L PLRTEE > |

Fi gure 4: DNS-based Request Routing with URI Signing
1. Using the CDNI Footprint & Capabilities Advertisenent interface,

the dCDN advertises its capabilities including URl Signing
support to the uCDN
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10.

11.

12.

13.

14.

CSP provides to the uCbN the informati on needed to validate
cryptographic signatures fromthat CSP. For exanple, this
i nformati on may include a key.

Using the CDNI Metadata interface, the uCDN comunicates to a
dCDN the information needed to validate cryptographic signatures
fromthe CSP (e.g., the URI query string paraneter nane for the
URI Signing Package Attribute). |In the case of symmetric key,
the uCDN checks if the dCDN is allowed by CSP to obtain the
shared secret key.

When a UA requests a piece of protected content fromthe CSP
the CSP makes a specific authorization decision for this unique
request based on its arbitrary distribution policy.

If the authorization decision is negative, the CSP rejects the
request.

If the authorization decision is positive, the CSP conputes a
cryptographic signature that is based on uni que paraneters of
that request and includes it in the URI provided to the end user
to request the content.

End user sends DNS request to the uCDN

On receipt of the DNS request, the uCDN redirects the request to
t he dCDN

End user sends DNS request to the dCDN

On receipt of the DNS request, the dCDN responds with | P address
of one of its Surrogates.

On recei pt of the correspondi ng content request, the dCDN
val i dates the cryptographic signature in the URI using the
i nformation provided by the uCDN in the CDNl Met adat a.

If the validation is negative, the dCDN rejects the request and
sends an error code (e.g., 403) in the HITP response.

If the validation is positive, the dCDN serves the request and
delivers the content.

At a later tinme, dCDN reports | ogging events that includes UR
signing information.

Wth DNS-based request routing, URl Signing matches well the genera
chain of trust nodel of CDNI when used with asymmetric keys because
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the only key information that needs to be distributed across
mul tiple, possibly untrusted, CDNI hops is the public key, which is
general ly not confidential

Wth DNS-based request routing, URI Signing does not natch well the
general chain of trust nodel of CDNI when used with symetric keys
because the symetric key informati on needs to be distributed across
multiple CONI hops, to CDNs with which the CSP may not have a trust
relationship. This raises a security concern for applicability of
URI Signing with symmetric keys in case of DNS-based inter-CDN
request routing.

6. | ANA Consi derations
6.1. CDN Payl oad Type

Thi s docunent requests the registration of the following CONI Payl oad
Type under the | ANA "CDNl Payl oad Type" registry:

B B +
| Payl oad Type | Specification

S S +
| M.UiSigning | RFCthis |
T T +

[RFC Editor: Please replace RFCthis with the published RFC nunmber for
this docunent. ]

6.1.1. CDN Uri Signing Payl oad Type

Pur pose: The purpose of this payload type is to distinguish
Ui Signing M objects (and any associ ated capability advertisenment).

Interface: M/FC
Encodi ng: see Section 4.4
6.2. CDN Logging Record Type

Thi s docunent requests the registration of the following CONI Loggi ng
record-type under the | ANA "CDNI Loggi ng record-types" registry:
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| Extension to CDNI Logging [
| Record version 1 for content |
| delivery using HTTP, to [
| include URI Signing | ogging [
| fields |

[RFC Editor: Please replace RFCthis with the published RFC nunber for
thi s docunent.]

6.2.1. CDN Logging Record Version 2 for HITP

The "cdni _http_request _v2" record-type supports all of the fields
supported by the "cdni _http_request _vl1" record-type [ RFC7937] plus
the two additional fields "s-uri-signing" and "s-uri-signing-deny-
reason", registered by this docunent in Section 6.3. The nane,
format, field value, and occurence information for the two new fields
can be found in Section 4.5 of this docunent.

6.3. CDN Logging Field Nanes

Thi s docunment requests the registration of the following CONI Loggi ng
fields under the 1 ANA "CDNl Logging Field Names" registry:

o m e e e e e e e oo oo oo [ S +
| Field Nane | Reference

o e oo oo +
| s-uri-signing | RFCthis

| s-uri-signing-deny-reason | RFCthis

o m e e e e e e e e e aa oo Fom e e e e - - +

[RFC Editor: Please replace RFCthis with the published RFC nunber for
thi s docunent.]

6.4. CDNI URI Signing Signed Token Transport

The 1ANA is requested to create a new "CDNI URI Signing Signed Token
Transport" subregistry in the "Content Delivery Networks

I nt erconnection (CDNI) Paranmeters" registry. The "CDNI URI Signing
Si gned Token Transport" namespace defines the valid values that may
be in the Signed Token Transport (cdnistt) JW claim Additions to
the Signed Token Transport nanespace conformto the "Specification
Required" policy as defined in [ RFC5226].
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The following table defines the initial Enforcenent |Information
El enent s:

Fom oo - o m e e e e e e e e e e e e e e e e mo— oo Fomm e - +
| Value | Description | RFC |
Fom e e oo e e e e e e e e e e e e e e mmee oo oo TR +
| 1 | Designates token transport via cookie | RFCthis

Fomm oo - o m e e e e e e e e e e e e e e e e e e e Fomm e oo - +

[RFC Editor: Please replace RFCthis with the published RFC nunber for
this docunent.]

[Ed Note: are there any special instructions to the designated expert
revi ewer ?]

.5.  JSON Wb Token d ains Registration

This specification registers the following Clainms in the | ANA "JSON
Web Token O ains" registry [I ANA. JW. d ai ns] established by
[ RFC7519] .

.5.1. Registry Contents

Cl ai m Name: "cdni v"

ClaimDescription: CDNI O aim Set Version

Change Controller: |ESG

Speci fication Docunent(s): Section 2.1.8 of [[ this specification

1]

Cl ai m Nane: "cdniets"

0 ClaimDescription: CONl Expiration Tinme Setting for Signed Token
Renewal

0 Change Controller: IESG

o0 Specification Docunent(s): Section 2.1.9 of [[ this specification

1]

o ClaimNanme: "cdnistt"

0 CaimDescription: CDNI Signed Token Transport Method for Signed
Token Renewal

0 Change Controller: |ESG

0 Specification Docunent(s): Section 2.1.10 of [[ this specification

1]

Security Considerations

O O0OO0Oo

Thi s docunent describes the concept of URI Signing and how it can be
used to provide access authorization in the case of CONl. The
primary goal of URI Signing is to make sure that only authorized UAs
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are able to access the content, with a CSP being able to authorize
every individual request. It should be noted that URI Signing is not
a content protection schene; if a CSP wants to protect the content
itsel f, other nechani snms, such as DRM are nore appropriate

In general, it holds that the level of protection against
illegitimte access can be increased by including nore clains in the
signed JWI. The current version of this document includes clains for
enforcing Issuer, Cient |IP Address, Not Before tine, and Expiration
Time, however this list can be extended with other, nore conpl ex,
attributes that are able to provide sone form of protection against
sone of the vulnerabilities highlighted bel ow

That said, there are a nunmber of aspects that linmt the |evel of
security offered by URI Signing and that anybody i npl enenting UR
Si gni ng shoul d be aware of.

0 Replay attacks: A (valid) Signed URI nmay be used to performreplay
attacks. The vulnerability to replay attacks can be reduced by
picking a relatively short w ndow between the Not Before tinme and
Expiration Tine attributes, although this is linmted by the fact
that any HTTP-based request needs a wi ndow of at |east a couple of
seconds to prevent a sudden network issues from preventing
legitimate UAs access to the content. One may al so reduce
exposure to replay attacks by including a uni que one-time access
ID via the Nonce attribute (jti claim. \Whenever the dCDN
receives a request with a given unique ID, it adds that ID to the
list of "used” IDs. In the case an illegitimate UA tries to use
the sane URI through a replay attack, the dCDN can deny the
request based on the already-used access ID

o Illegitimte clients behind a NAT: In cases where there are
mul ti ple users behind the sane NAT, all users will have the sane
| P address fromthe point of view of the dCDN. This results in
the dCDN not being able to distinguish between the different users
based on dient IP Address and illegitinmate users being able to
access the content. One way to reduce exposure to this kind of
attack is to not only check for ient IP but also for other
attributes, e.g., attributes that can be found in HITP headers.

The shared key between CSP and uCDN rmay be distributed to dCDNs -

i ncludi ng cascaded CDNs. Since this key can be used to legitinately
sign a URL for content access authorization, it is inportant to know
the inplications of a conproni sed shared key.
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8.

10.

11.

11.

Privacy

The privacy protection concerns described in CONI Logging Interface

[ RFC7937] apply when the client’s I P address (aud) is enbedded in the
Signed URI. For this reason, the mechani sm described in Section 2
encrypts the Cient IP before including it in the URI Signing Package
(and thus the URL itself).

Acknowl edgenent s

The authors would like to thank the follow ng people for their
contributions in reviewi ng this docunment and providi ng feedback:
Scott Lei brand, Kevin M, Ben Niven-Jenkins, Thierry Magni en, Dan
Yor k, Bhaskar Bhupal am WMatt Caul field, Samuel Rajakumar, |uniana
Oprescu, Leif Hedstrom Gancho Tenev, Brian Canpbell, and Chris
Lemons.

Contributors

In addition, the authors would also |like to nake special nentions for
certain people who contributed significant sections to this docunent.

o Matt Caulfield provided content for the CONI Metadata Interface
section.

0 Enmanuel Thomas provi ded content for HITP Adaptive Streani ng.

o Matt MIler provided consultation on JW usage as well as code to
generate worki ng JW exanpl es.

Ref er ences
1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC5226] Narten, T. and H Alvestrand, "Quidelines for Witing an
I ANA Consi derations Section in RFCs", RFC 5226,
DA 10.17487/ RFC5226, May 2008,
<https://ww. rfc-editor.org/info/rfc5226>.

[ RFC6920] Farrell, S., Kutscher, D., Dannewitz, C, Ohlman, B.,
Keranen, A., and P. Hallam Baker, "Nami ng Things with
Hashes", RFC 6920, DO 10. 17487/ RFC6920, April 2013,
<https://ww. rfc-editor.org/info/rfc6920>.

van Brandenburg, et al. Expires May 3, 2018 [ Page 30]



Internet-Draft CDNI URI Si gni ng Cct ober 2017

[ RFC7159] Bray, T., Ed., "The JavaScript Object Notation (JSON) Data
I nterchange Format", RFC 7159, DO 10.17487/ RFC7159, March
2014, <https://ww.rfc-editor.org/info/rfc7159>.

[ RFC7516] Jones, M and J. Hildebrand, "JSON Wb Encryption (JVWE)",
RFC 7516, DA 10.17487/ RFC7516, May 2015,
<https://ww. rfc-editor.org/info/rfc7516>.

[ RFC7519] Jones, M, Bradley, J., and N Sakinura, "JSON Wb Token
(Jwn)", RFC 7519, DO 10.17487/ RFC7519, May 2015,
<https://www. rfc-editor.org/info/rfc7519>.

[ RFC7937] Le Faucheur, F., Ed., Bertrand, G, Ed., Oprescu, |., Ed.,
and R Peterkofsky, "Content Distribution Network
I nterconnection (CDNI) Logging Interface", RFC 7937,
DO 10.17487/ RFC7937, August 2016,
<https://www. rfc-editor.org/info/rfc7937>.

[ RFCB006] Niven-Jenkins, B., Murray, R, Caulfield, M, and K M,
"Content Delivery Network |nterconnection (CDNI)
Met adat a", RFC 8006, DO 10.17487/ RFC8006, Decenber 2016,
<https://ww.rfc-editor.org/info/rfc8006>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

11.2. Informmtive References

[1 ANA. JWI. d ai ns]
I ANA, "JSON Wb Token d ai ns",
<http://ww. i ana. org/ assi gnment s/ j wt >.

[ MPEG DASH|
I SO, "Information technol ogy -- Dynam ¢ adaptive stream ng
over HTTP (DASH) -- Part 1: Media presentation description
and segnent format", |SQO|EC 23009-1: 2014, Edition 2, 05
2014, <http://ww. i so. org/standard/ 65274. ht m >.

[ PCREB39] Hazel, P., "Perl Conpatible Regul ar Expressions",
Version 8.39, June 2016, <http://ww. pcre.org/>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10. 17487/ RFC3986, January 2005,
<https://ww.rfc-editor.org/info/rfc3986>.

van Brandenburg, et al. Expires May 3, 2018 [ Page 31]



Internet-Draft CDNI URI Si gni ng Cct ober 2017

[RFC5905] MlIls, D, Martin, J., Ed., Burbank, J., and W Kasch,
"Network Time Protocol Version 4: Protocol and Al gorithns
Speci fication", RFC 5905, DO 10.17487/RFC5905, June 2010,
<https://ww.rfc-editor.org/info/rfc5905>.

[ RFC5952] Kawanura, S. and M Kawashima, "A Recommendation for |Pv6
Address Text Representation", RFC 5952,
DO 10.17487/ RFC5952, August 2010,
<https://www. rfc-editor.org/info/rfc5952>.

[ RFC6707] Niven-Jenkins, B., Le Faucheur, F., and N. Bitar, "Content
Di stribution Network Interconnection (CDNI) Problem
Statement", RFC 6707, DO 10.17487/ RFC6707, Septenber
2012, <https://www.rfc-editor.org/info/rfc6707>.

[ RFC6983] van Brandenburg, R, van Deventer, O, Le Faucheur, F.,
and K. Leung, "Moddels for HTTP-Adaptive- Stream ng- Aware
Content Distribution Network |Interconnection (CDNI)",
RFC 6983, DO 10.17487/ RFC6983, July 2013,
<https://www. rfc-editor.org/info/rfc6983>.

[ RFC7336] Peterson, L., Davie, B., and R van Brandenburg, Ed.,
"Framework for Content Distribution Network
I nt erconnection (CDNI)", RFC 7336, DO 10.17487/ RFC7336,
August 2014, <https://ww.rfc-editor.org/info/rfc7336>.

[ RFC7337] Leung, K, Ed. and Y. Lee, Ed., "Content Distribution
Net work | nterconnection (CDNI) Requirenents", RFC 7337,
DO 10.17487/ RFC7337, August 2014,
<https://ww. rfc-editor.org/info/rfc7337>.

[ RFC7517] Jones, M, "JSON Wb Key (JWK)", RFC 7517,
DO 10.17487/ RFC7517, May 2015,
<https://ww.rfc-editor.org/info/rfc7517>.

[ RFC7975] N ven-Jenkins, B., Ed. and R van Brandenburg, Ed.,
"Request Routing Redirection Interface for Content
Delivery Network (CDN) Interconnection", RFC 7975,
DO 10.17487/ RFC7975, Cctober 2016,
<https://ww.rfc-editor.org/info/rfc7975>.

[ RFC8008] Seedorf, J., Peterson, J., Previdi, S., van Brandenburg,
R, and K Ma, "Content Delivery Network |nterconnection
(CDNI') Request Routing: Footprint and Capabilities
Semantics", RFC 8008, DA 10.17487/ RFC8008, Decemnber 2016,
<https://ww.rfc-editor.org/info/rfc8008>.

van Brandenburg, et al. Expires May 3, 2018 [ Page 32]



Internet-Draft CDNI URI Si gni ng Cct ober 2017

[ RFC8216] Pantos, R, Ed. and W My, "HTTP Live Stream ng",
RFC 8216, DA 10. 17487/ RFC8216, August 2017,
<https://www. rfc-editor.org/info/rfc8216>.

Appendi x A, Signed URI Package Exanpl e
This section contains three exanples of token usage: a sinple exanple
with only the required claimpresent, a conplex exanple which
demonstrates the full JW clains set, including an encrypted dient
I P (aud), and one that uses a Signed Token Renewal .

Note: All of the exanples have whitespace added to inprove formatting
and readability, but are not present in the generated content.

Al'l exanpl es use the followi ng JWK Set [RFC7517]:

{ "keys": |
" kt yll : " ECI ,
"kid": "P5UpOvOeMylwexLf 7Wkl g09JdSYGYFDOWI dueal nf 0",
"use": "sig",
"al g": "ES256",
"crv": "P-256",

x": "be807S407dzB6l 4hTi CUvmkCl 6FuxWbalxYBl LSSsZ8" ,
y": "rOGCAvI 69g- WEOAGEVI 37sNNwbj | zBxSj LvI L7f 3RBA"

b

{
"kty": "EC',
"kid": "P5UpOvOeMylwcxLf 7WkI g09JdSYGYFDOVWKI dueal nf 0",
"use": "sig",
"al g": "ES256",
"crv': "P-256",
"x": "be807S407dzB6l 4hTi CUvnmxCl 6FuxWhalxYBl LSSsZ8",
"y": "rOGC4Avl 69g- WFOAGEVI 37sN\wbj | zBxSj LvI L7f 3RBA",
"d": "yaowezr CLTUBYI WULS5RQM67cHgvZeMILVZX) UGh1ALM

1

{
"kty": "oct",
"kid": "f-WjxBC3dPul 3d24kP2hf vos7Qz688UTi 6aBOhN998" ,
"use": "enc",
"al g": "Al28CCM',
"Kk": "4uFxxV7f hNnr ti ah2d1f Fg"

}

1}

Note: They are the public signing key, the private signing key, and
the shared secret enctyption key, respectively. The public and
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private signing keys have the sanme fingerprint and only vary by the
"d’” parameter that is missing fromthe public signing key.

A.1. Sinple Exanple

This exanple is the sinplest possible exanple containing the only
required field (sub).

The JWI d ai m Set before signing:

{
"sub": "uri:http://cdni.exanplel/fool/bar/baz"

}
The signed JW:

eyJhbCci O JFUzI 1N | sl mt pZCl 61 | ALVXBPdj Bl TXExd2NATGY3V3hJZz A5SnRTWJ
dZRKRPV2t sZHVI YU t Zj Ai f Q eyJzdW i G J1lcnk6aHROcDovL2NkbnkuzXhhbXBsZ
SOnb28vYnFyL2Jhei J9. LTi zGd7zCh17Qp_80C GApLG eRI q3dC cRckNf Lgi J4BT
GSf VXoDt mDZ6L5Ix4EmvMLwW WWkznNaj Uy11i MACA

A. 2. Conpl ex Exanpl e

This exanpl e uses all optional fields except for those dealing with
Si gned Token Renewal, including dient IP (aud) which is encrpyted.
This significantly increases the size of the signed JW token.

JVWE for client IP (aud) of [2001:db8::1/32]:

eyJhbCei O JkaXl i LCIraWwg O Jnlivdi anhCQz Nk UHVIM2Qy NG Quirhimd Bz NLFEN
g4VWRpNNFCMGhOOTk 4l | wi ZW5j | j oi QTEyOEdDTSJ9. . 0GLsnF8f LI FcUXKO. KFf BB
H FPYFu- RBFBR3r hQ 6_Maa4t 7Ji VX2I gUkZ3j A

The JWI d ai m Set before signing:

"aud": "eyJhbCci O JkaXl i LCIraWg O JnmlVdi anhCQz Nk UHVIM2Qy NG Qvivhm
dmBzN1F6N g4VVRpNTFCMGhOOTk41 i wi ZWbj | j oi QTEyOEADTSJ9. . oG@.snF8f LI Fc
UXKO. KFf BBH_FPYFu- RBFBR3r hQ 6_Maa4t 7Ji VX21 gUkZ3j A",

“cdniv": 1,

"exp": 1474243500,

"iat": 1474243200,

"iss": "uCDN I nc",

"jti": "5DAaf LhZAf hsbe",

"nbf": 1474243200,

"sub": "uri-regex:http://cdni\\.exanpl e/ fool/bar/baz/[0-9]{3}\\.png"
}
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The signed JWI:

eyJhbCGci O JFUzI INi | sl nt pZCl 61 | ALVXBPdj Bl TXExd2NATGY3V3hJZz A5SRTWJ
dZRKRPV2t sZHVI YUl t Zj Ai f Q eyJhdWQ O JI eUpoYkdj al9pSnt hWEl pTENKc nFXU
W PaUpt TFZkaWFuaENRek 5r VUhWSk Oy UXI OR3RRTWLobWWRt OXp OMUY2 TnpnNFZWUNB
GbUZDTUdoTO09Uaz RJaXdpW clakl gb2l RVEVSTOVKRFRTS) kuLm®HTHNUR] hmirGxGY
1VYSz AuS0Znk J1 X0ZQNUZ1L VI CRkJ SM3JoUS42 X0 1WWEOdDdKaVZYMKI nVW aMRp
Bl i wi Y2RuaXYi G Esl nv4cCl 6 MTQBNDI OMz UMVCWi aWFOI j oxNDcOM QzM AwLCJpc
3M O J1QORA El uYyl sl npOasSl 61 j VEQAFnMTGhaQAZoc2JI 1'i wi bmIm j oxNDcOM Q
zM AWLCIzdW i G J1cnkt cnVnZXg6aHROcDovL2Nkbm ¢XC51 eGFt cGxl L2Zvby9i Y
XIvYnF6L1sWLTI dezNIOXFwuc Gonl nO. r 2Fi Sdf nGRw_RC2r oGMA4LEYI f sSWEF972- M
f 3He_LhG 2_3eRXP0j P_OFPj 5NEt TZFY4PX_i D7vPD12_HPDICQ

A. 3. Signed Token Renewal Exanple
This exanpl e uses fields for Signed Token Renewal .

The JWI O ai m Set before signing:

{

"cdniets": 30,

"cdnistt": 1,

"exp": 1474243500,

"sub": "uri-regex:http://cdni\\.exanpl e/ fool/bar/baz/[0-9]{3}\\.ts"
}

The signed JW:

eyJhbCGeci O JFUzI INi | sl nt pZCl 61 | ALVXBPdj Bl TXExd2NATGY3V3hJZz A5SnRTWJ
dZRKRPV2t sZHVI YUl t Zj Ai f Q eyJj ZG5pZXRzl j ozMowi Y2RuaXNOdCl 6 MBwi ZXhwi
j 0OXNDcOM QzNTAWLCIzdW i G J1lcmkt cmivnZXg6aHROcDovL2Nkbm ¢ XC5l eGFt ¢ Gx
| L2Zvby9i YXI vYnF6L1sWLTI dezNOXFwudHM f Q VYF7Egk 1VWWRWIv DVUXx5mXDJaS-
r 6j bj gi Yum EAYnbLWsF2dUDohr V70sz7TC09n- oNf _ws4eeH A6ANVFAFTQ

Once the server validates the signed JWIF it will return a new signed
JWI with an updated expiry tine (exp) as shown below. Note the
expiry tine is increased by the expiration time setting (cdniets)
val ue.

The JWI d ai m Set before signing:
"cdniets": 30,
"cdnistt": 1,

"exp": 1474243530,
"sub": "uri-regex:http://cdni\\.exanpl e/ fool/bar/baz/[0-9]{3}\\.ts"
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The signed JWI:

eyJhbCci O JFUzI 1N | sl mt pZCl 61 | ALVXBPdj Bl TXExd2NATGY3V3hJZz A5SnRTWJ
dZRkRPV2t sZHVI YUl t Zj Al f Q eyJj ZG5pZXRzl j ozMOwi Y2RuaXNOdCl 6MBwi ZXhwi

j OXNDcOM QzNTMM.CJzdW i G J1lcnkt cmivnZXg6aHROcDovL2Nkbm ¢ XC51 eGFt ¢ Gx
| L2Zvby9i YXI vYnF6L1swWLTI dezNOXFwudHM f Q zzXhYg6b7_ 8Myl W RS97qZv3hQ
Q Yg- TXhC-wi gdB4nox| FEj ndDvvOEDx| 42f aQaE39BCHZq7H DXVpBr hxTw
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