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The delivery of content over HTTPS involving nultiple CDNs raises
credential managenent issues. This docunent proposes extensions in
CDNI Control and Metadata interfaces to setup HTTPS del egation froma
uCDN to a dCDN
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HTTPS usi ng one or nore CDNs al ong the path

requi res credential management. This is specifically needed when an
entity del egates delivery of encrypted content to another trusted
entity.

Sever a
| ETF working groups (refer to [I-D.fieau-cdn

an overvi ew of del egati on works ongoing at the | ETF).
di fferent methods for provisioning HITPS delivery credentials.

Thi s docunment proposes an extension to the CDN

contr ol

del egation nethods are currently proposed within different
-htt ps-del egation] for
They specify

[ Triggers

and Metadata interfaces to setup HTTPS del egati on between an uCDN and
dCDN. Furthernore, it includes a proposal of registry to enable the
addi ng of new nethods in the future.

Section 2 is about term nology used in this docunent.

presents del egati on nethods specified at the | ETF.
i ntroduces del egation netadata in CDNI.
del egati on net hods obj ects.
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Section 7 is about an | ANA registry for del egati on nethods.
Section 8 raises the security issues.

2. Term nol ogy

Thi s docunent uses term nology from CONI framework docunents such as
CDNi  framework docurent [RFC7336], CDNI requirenments [ RFC7337] and
CDNI interface specifications docunments: CDNI Metadata interface

[ RFC8006], CDNI Control interface / Triggers [RFC3007] and Loggi ng
interface [ RFC7937].

3.  Known del egation net hods
A few nethods are currently being proposed at the | ETF to handl e
del egati on of HTTPS delivery between entities, refer to
[1-D. fieau-cdni-https-del egation].

Regadi ng the existing del egati on nmethods, we need a comon franmework
in CONI that provides new requirenments on the CDNI interfaces.

Thi s docunment considers the follow ng nmethods supporting HTTPS

del egation. It may be used between two or nore CDNs with applicable

interface support following the CONI franmework, such as the Cl/

Triggers and Metadata Interface:

- Sub-certificates [I-D.rescorl a-tls-subcerts]

- Short-termcertificates in ACME using STAR APl [I-D.ietf-acne-star]
4. Specifying Del egati on netadata

Two met adata nodel s for enforcing delegation in CDONl between two
entities are suggested in this docunent:

- New st andal one obj ect: SecureDel egation
- Extension to current CDNI netadata nodel
4.1. SecureDel egation object definition

This section presents an alternative to the approach presented in
section 5.1. The section proposes to specify a new netadata object,
Secur eDel egati on, dedicated to provide del egation information between
two entities. It ains at fully describing a secured del egati on

bet ween an uCDN and dCDN by indicating the del egated domain, the
start and end duration of a del egation, and the del egati on nethod
used.
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property: del egat eddomai ns
type: Array
Description: List of del egated hostnanme indicated by an Host Match
obj ect as defined in RFC8006 section 4.3.3. This value should
match the SAN value in certificates.

property: pathpatterns
type: Array
Description: List that contains PathPattern objects with a path to
mat ch against a resource’s URI path in order to trigger the
del egation. It is described in RFC3006, 4.1.4.

property: tinmew ndow

type: Ti meW ndow

Description: Describes delegation start and end tines. Ti newi ndow
is defined in RFC8006 section 4. 2.

Property: supporteddel egati onnet hods
type: Array

Description: List of delegation nethod(s) types that are enabl ed
bet ween a uCDN and a dCDN (ex. "M. SubcertsDel egati onMet hod",
"M . AcneSt ar Del egati onMet hod", etc.), as defined in the next
section.

As an exanpl e: a SecureDel egati on object (which contains a

Ti meW ndow, SupportedDel egati onMet hods and a Host Mat ch net adata) that
only allows the dCDN to deliver content to clients between 09: 00

01/ 01/ 2000 UTC and 17:00 01/01/2000 UTC
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Secur eDel egati on object:

{
"generic-netadata-type": "M . SecureDel egation”,
"generi c- net adat a- val ue":
"timew ndow': {start: 946717200, end: 946746000},
"support eddel egati onnet hods": ["M . AcneSt ar Del egati onMet hod",
"M . Subcert sDel egati onMet hod"],
"pathpatterns”: [{
"pattern": "/novies/*",
"case-sensitive": true
H,
"del egat edDomai ns": ["www. ori gi n. con']
}
}

Such an object shall be conveyed over the CDNI netadata interface.
4.2. Extension to the current CDNI netadata nodel

Thi s approach consists of reusing the current netadata nodel by
addi ng del egation information, |ike the aforenentioned
"support edDel egati onMet hod" property.

Exanpl e:

As an exanpl e, the PathMatch object can reference a path-netadata
that woul d point at the delegation information. Delegation netadata
are added to Pat hMet aDat a obj ect.
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Pat hvat ch:

"path-pattern”: {
"pattern": "/novies/*",
"case-sensitive": true

" bat h- net adata": {
"type": "M . Pat hMet adata",
"href": "https://netadata. ucdn. exanpl e/ vi deo. exanpl e. com novi es”
}

}
Pat hMet aData Obj ect related to /noviel*
Pat hMet adat a:

"nmetadata": |
{
"generic-netadata-type": "M.Ti meW ndowACL",
"generi c- net adat a-val ue": {
"times": [
"wi ndows": |
{
"start": "1213948800",
"end": "1478047392"

}

ction": "all ow',

1}
{

"generic-netadata-type": "M. SecureDel egation”
"generic-net adat a-type": {
"support eddel egati onmet hods ": ["M . AcneSt ar Del egati onMet hod" ],

]

The existence of the "M . SecureDel egati on" object in a PathMetaDat a
bj ect shall enable the use of one of the supported Methods, chosen
by the del egate. See next section for nore details about del egation
met hods met adata speci fication.
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5.

.1

Del egati on net hods

This section defines the del egati on nethods objects netadata. Each
obj ect of the section consists in defining netadata related to the
fol |l owi ng steps:

0 Bootstrapping: bootstrapping a secured del egati on consists in
providing the dCDN with enough paranmeters to set it up, e.g. ACME
servers, Key Servers, etc.

0 Credential renewal: In case of certificates based approaches,
[I-D.rescorla-tls-subcerts] and [I-D.ietf-acnme-star], there is a
need in CDNl to periodically provision and update credentials
(certificates or private keys) on the dCDNs for a given del egated
domai n.

0 Expiration/ Revocation: expiration of delegation can occur for
mul ti pl e reasons: changes in delegation rights, del egation
validity is over. In [I-D.rescorla-tls-subcerts] or
[I-D.ietf-acne-star] approaches, the uCDN may inplicitly enforce
revocation and will prevent any dCDN to renew certificates, or
access credentials, when del egation is expired.

o0 Loggi ng: Regarding | ogging aspects, we consider to | og usages and
errors related to a del egated domain. As an exanple, CDN | ogs
i ncl ude: supported del egati on nethod(s), credentials renewal
requests, credential revocation notice, nutual agreenent for
sel ected credential nmethod to use, credentials downl oad status for
a specific donmain, as well as errors, related to credentials
transfer, or crypto aspects such as bad cypher suite supports,
revoked del egations, etc.

AcreSt ar Del egat i onMet hod obj ect

This section defines the AcneStar Del egati onMet hod obj ect whi ch
describes netadata related to the use of Acme Star APl presented in
[I-D.ietf-acne-star]

As expressed in [I-D.ietf-acme-star] and [I-D.nir-saag-star], when an
origin has set a delegation to a specific domain (i.e. dCDN), the
dCDN shoul d present to the end-user client, a short-tine certificate
bound to the master certificate.

Property: starproxy

Type: Endpoi nt
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Description: Used to advertise the STAR Proxy to the dCDN
Endpoi nt type defined in RFC8006, section 4.3.3
Property: acmeserver
Type: Endpoi nt

Description: used to advertise the ACVE server to the dCDN
Endpoint type is defined in RFC8006, section 4.3.3

Property: credential sl ocationuri
Type: Link

Description: expresses the |location of the credentials to be
fetched by the dCDN. Link type is as defined in RFC8006, section
4.3.1

Property: periodicity
Type: Periodicity

description: expresses the credentials renewal periodicity. See
next section on sinple neta data type.

As an exanpl e, AcmeSt ar Del egati onMet hod obj ect coul d express the
Acme- St ar - del egati on as the foll ow ng:

AcneSt ar Del egat i onMet hod:  {
"generic-netadata-type": "M.AcneSt ar Del egati onMet hod"
"generi c- net adat a-val ue": {
"starproxy": "10.2.2.2",
"acmeserver": "10.2. 3. 3",
"credential sl ocationuri": "wwv ucdn. conicredential s",
"periodicity": 36000

5.2. SubcertsDel egati onMet hod obj ect
This section defines the SubcertsDel egati onMet hod obj ect which
describes nmetadata related to the use of Subcerts as presented in
[I-D.rescorla-tls-subcerts]

As expressed in [I-D.rescorla-tls-subcerts], when an origin has set a
del egation to a specific domain (i.e. dCDN), the dCDN shoul d present
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the Origin or uCDN certificate or "del egated_credential" during the
TLS handshake to the end-user client application, instead of its own
certificate.
Property: credential sdel egatingentity

Type: Endpoi nt

Description: Endpoint ID (IP) of the delegating Entity (uCDN).
Endpoi nt type defined in RFC8006, section 4.3.3

Property: credentialrecipiententity
Type: Endpoi nt

Description: Endpoint ID (IP) of the delegated entity (dCDN)
Endpoint type is defined in RFC8006, section 4.3.3

Property: credential sl ocationuri
Type: Link

Description: expresses the |location of the credentials to be
fetched by the dCDN. Link type is as defined in RFC8006, section
4.3.1

Property: periodicity
Type: Periodicity

description: expresses the credentials renewal periodicity. See
next section on sinple neta data type.

As an exanpl e, AcneSt ar Del egati onMet hod obj ect coul d express the
Acre- St ar - del egati on as the foll ow ng:

Subcert sDel egati onMet hod: {
"generic-netadata-type": "M . SubcertsDel egati onMet hod"
"generi c- net adat a-val ue": {
"credential sdel egatingentity": "10.2.2.2",
"credential srecepiententity": "10.2.3.3",
"credential slocationuri": "ww. ucdn. conicredential s",
"periodicity": 36000

Fi eau, et al. Expires May 3, 2018 [ Page 9]



Internet-Draft CDNI extensions for HITPS del egati on Cct ober 2017

6. Metadata Sinple Data Type Descriptions

This section describes the sinple data types that are used for
properties for objects in this docunent.

6.1. Periodicity
A time value expressed in seconds to indicate a periodicity.
Type: Integer

7. | ANA consi derations
Thi s docunment requests the registration of the follow ng entries

under the "CDNl Payl oad Types" registry hosted by | ANA regarding
"CDNI del egation":

| M. SecureDel egation | TBD [
| M. AcneStarDel egati onMet hod| TBD |
| M. SubCertDel egati onMet hod | TBD |
| ... |

7.1. CDNI M SecurebDel egation Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
SecureDel egation M objects (and any associ ated capability
adverti senent)
Interface: M/FC
Encodi ng: see Section 5.1
7.2. CDNI M AcmeStarDel egati onMet hod Payl oad Type
Pur pose: The purpose of this Payl oad Type is to distinguish
AcreSt ar Del egat i onMet hod M obj ects (and any associ ated capability
adverti senment)

Interface: M/ FC

Encodi ng: see Section 5.1
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7.3. CDNI M SubCertsbDel egati onMet hod Payl oad Type

Pur pose: The purpose of this Payl oad Type is to distinguish
SubcertsDel egati onMet hod M objects (and any associ ated capability
adverti senent)

Interface: M/FC
Encodi ng: see Section 5.2
8. Security considerations

Ext ensi ons proposed here do not change Security Considerations as
outlined in the CDNI Metadata and Footprint and Capabilities RFCs
[ RFC8006] .
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