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Abst r act

This meno describes a password-authenticated protocol to allow two
devi ces to exchange "raw' (uncertified) public keys and establish
trust that the keys belong to their respective identities.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 29, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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public keys that can subsequently be used to faccilitate
aut hentication in other authentication and key exchange protocols.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Notation

This meno describes a cryptographi c exchange using sets of elenents
called groups. Goups can be either traditional finite field or can
be based on elliptic curves. The public keys exchanged by PKEX are
elements in a group. Elenents in groups are denoted in upper-case
and scal ar values are denoted with | ower-case. The generator of the
group is G

When both the initator and responder use a simlar, but unique, datum
it is denoted by appending an "i" for initiator or "r" for responder,
e.g. if each side needs an elenent C then the initiator’s is G and
the responder’s is Cr.

During the exchange, one side will generate data and the other side
will attenpt to reconstruct it. The reconstructed data is "prined".
That is, if the initiator generates C then when responder tries to
reconstruct it, the responder will refer to it as C. Data that is
directly sent and received is not prined.

The followi ng notation is used in this nmeno:

C=A+8B
The "group operation” on two elenents, A and B, that produces a
third elenment, C. For finite field cryptography this is the
nmodul ar multiplication, for elliptic curve cryptography this is
poi nt addition.

C=A-B
The "group operation” on elenment A and the inverse of elenent B
to produce a third elenment, C. Inversion is defined such that

the group operation on an elenent and its inverse results in the
identity element, the value one (1) for finite field cryptography
and the "point at infinity" for elliptic curve cryptography.

C=a*B

This denotes repeated application of the group operation to B--
i.e. B+ B-- (a- 1) tines.
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a = H(b)
A cryptographi c hash function that takes data b of indeterninate
Il ength and returns a fixed sized digest a.

a = F(B)

A mappi ng function that takes an element and returns a scal ar.
For elliptic curve cryptography, F() returns the x-coordi nate of
the point B. For finite field cryptography, F() is the identity
functi on.

a = KDF-b(c, d)
A key derivation function that derives an output key a of length
b froman input key ¢ and context d.

a = HVAC(b, c)
A keyed MAC function that produces a digest a using key b and

text c.
al| b

Concatentation of data a with data b.
{a}b[c]

Aut hent i cat ed-encryption of data (a), with a key (b), and
associ ated data (c) that is authenticated but not encrypted.

2. Properties
Subversion of PKEX involves an adversary being able to insert its own
public key into the exchange w thout the exchange failing, resulting
in one of the parties to the exchange believing the adversary’'s
public key actually belongs to the protocol peer
PKEX has the follow ng properties:

0 An adversary is unable to subvert the exchange wi thout knowi ng the
password.

0 An adversary is unable to discover the password through passive
att ack.

o The only information exposed by an active attack is whether a
singl e guess of the password is correct or not.

0 Proof-of-possession of the private key is provided.
0o At the end of the protocol, either trust is established in the

peer’s public key and the public key is bound to the peer’s
identity, or the exchange fails.
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3.

Assunpt i ons

Due to the nature of the exchange, only DSA ([DSS]) and ECDSA
([ X9.62]) keys can be exchanged w th PKEX

PKEX requires fixed elenents that are unique to the particular role
in the protocol, an initiator-specific element and a responder-
specific element. They need not be secret. It is assumed that both
parties know the rol e-specific elements for the particular group in
which their key pairs were derived. Techniques to generate role-
specific el enents, and generated el ements for popul ar groups, are
listed in Appendix A 1 and Appendi x A 2.

The aut henti cat ed-encryption al gorithm provi des deterninistic "key
wrappi ng”". To achieve this the AE schene used in PKEX is AES-SIV as
defined in [ RFC5297].

The KDF provides for the generation of a cryptographically strong
secret key froman "inperfect" source of randommess. To achieve this
the KDF used in PKEX is the unsalted version of [RFC5869].

The keyed MAC function is HVAC per [RFC2104].

The followi ng assunptions are nmade on PKEX

0 Only the peers involved in the exchange know t he password.

0 The peers’ public keys are fromthe sanme group

0 The discrete logarithms of the public role-specific elenents are
unknown, and determining themis conputationally infeasible.

Cryptographic Primtives

HKDF and HVAC require an underlying hash function and AES-SIV
requires a key length. To provide for consistent security the hash
al gorithm and key | ength depend on the group chosen to use with PKEX

For ECC, the hash al gorithm and key | ength depends on the size of the
prinme defining the curve, p

0 SHA-256 and 256 bits: when len(p) <= 256
0 SHA-384 and 384 bits: when 256 < len(p) <= 384

0 SHA-512 and 512 bits: when 384 < len(p)
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For FFC, the hash al gorithm depends on the prinme, p, defining the
finite field:

0 SHA-256 and 256 bits: when len(p) <= 2048
0 SHA-384 and 384 bits: when 2048 < len(p) <= 3072
0 SHA-512 and 512 bits: when 3072 < len(p)

5. Protocol Definition

PKEX is a bal anced PAKE. The identical version of the password is
used by both parties.

PKEX consists of two phases: exchange and conmit/reveal. It is
descri bed using the popul ar protocol participants, Alice (an
initiator of PKEX), and Bob (a responder of PKEX).

We denote Alice’'s role-specific elenment a Pi and Bob’s as Pr. The
password is pw. For sinplicity, Alice’s identity is "Alice" and
Bob’s identity is "Bob". Alice’ s public key she wants to share with
Bob is A and her private key is a, while Bob’'s public key he wants to
share with Alice is B and his private key is b

5.1. Exchange Phase

The Exchange phase is essentially the SPAKE2 key exchange. The peers
derive epheneral public keys, encrypt, and exchange them Each party
hashes a concatentation of his or her identity and the password and
operates on the role-specific element to obtain a secret encrypting
el ement. The group operation is then performed with the epheneral
key and the secret encrypting elenent to produce an encrypted
ephneral key.
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Alice: Bob:
X, X =x*G Y, Y = y*G
Qa = H(Alice| pw) *Pi Q = H(Bob| pw) * Pr
M=X+ Q
M=------ >
Qa = H(Alice|pw)*P
X =M-
N=Y+ Q@
z = KDF-n(F(y*X),
Alice | Bob |
F(IM | F(N) | pw)
<------ N
Q@ = H(Bob| pw) *Pr
Y =N- Q@
z = KDF-n(F(x*Y"),
Alice | Bob |

F(IM | RN | pw)

Both M and N MJST be verified to be valid elenents in the sel ected
group. |If either one is not valid the protocol fails.

At this point the peers have exchanged epheneral elenents that wll
be unknown except by soneone with know edge of the password. @G ven
our assunptions that nmeans only Alice and Bob can know the el enents X
and Y, and the secret key, z.

The secret encrypting elenents Qa and @ SHALL be irretrievably
deleted at this point. The password MAY be irretrievably deleted at
this tine.

5.2. Comm t/ Reveal Phase

In the Conmit/ Reveal phase the peers commt to the particular public
key they wish to exchange and reveal it to the peer. Proof-of-
possession of the private key is acconplished by "signing" the public
key, the identity to which the public key is bound, the receipient’s
epheneral public key, and the sender’s epheneral public key.

The nmessages exchanged in the Conmit/Reveal phase are encrypted and
authenticated with AES-SIV using a key derived fromthe SPAKE2 key
exchange in Section 5.1. Successful construction and validation of

t hese messages authenticates the SPAKE2 exchange by proving
possessi on of the SPAKE2 shared secret and therefore know edge of the
password. A single octet of the value zero (0) is used as associ ated
data when encrypting Alice’'s nessage to Bob and a single octet of the
val ue one (1) is used as associ ated data when constructing Bob’'s
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response. The associated data is not transferred as part of the
ei ther message.

Alice: Bob:
u = Lﬁ@&i%(a*Y’), Alice | F(A | o
FCY') | F(X)
{A, u}z[0O] ------ >
if (SIV-decrypt returns fail) fai
if (Anot valid elenent) fai
u = HVAC(F(y*A), Alice | F(A |
_ F(Y) | F(X))
if (u I'=u) fai
v = HVAC(F(b*X ), Bob | F(B) |
F(X) | F(Y)
<-mmm-- {B, v}z[1]

if (SIV-decrypt returns fail) fai

if (Bnot valid elenent) fai

v’ = HVAC(F(x*B), Bob | F(B) |
F(X) | F(Y))

if (vi!=v) fai

where 0 and 1 are single octets of the value zero and one,
respectively, nis the key length from Section 4, and both the KDF
and HVAC use the hash al gorithm from Section 4.

If the parties didn't fail they have each other’s public key,

know edge that the peer possesses the correspondi ng private key, and
trust that the public key belongs to the peer’s identity that was
aut henticated in the Exchange Phase.

Al'l epheneral state created during the PKEX exchange SHALL be
irretrievably deleted at this point.

6. | ANA Consi derations
This nmeno could create a registry of the fixed public elenents for a
nice cross section of popular groups. O not. Once published this

docunent will be a stable reference and a registry night not be
needed.

Har ki ns Expi res January 29, 2018 [ Page 8]



Internet-Draft PKEX July 2017

7

8.

8.

Security Considerations

The encrypted shares exchanged in the Exchange phase MJST be
epheneral. Reuse of these keys, even with a different password,
voi ds the security of the exchange.

If fixed elenents other than those in Appendix A 1 and Appendix A 2
are used, their discrete logarithm MJUST not be known. Know edge of
of the discrete logarithmof either of the fixed elements voids the
security of the exchange

The public keys exchanged in PKEX are never disclosed to an attacker
ei ther passive or active. Wile they are, as the nane inplies,
public, PKEX provides for secrecy of the exchanged keys for any
protocol that m ght need such a capability.

PKEX has forward secrecy in the sense that exposure of the password
used in a previous run of the protocol will not affect the security
of that run. This also neans that once PKEX has finished, the
password can be exposed to a third party with out |oss of security--
the public keys exchanged are still trusted and still bound to the
entities that perfornmed the exchange originally.

The Exchange Phase of PKEX is SPAKE2. The SPAKE2 security proof
guarantees that if both sides bind the same password to each other’s

identity they will derive the sanme secret. This neans that the
public key sent in the Conmt/Reveal phase is guaranteed to be sent
by the identified peer-- it is sent in a nessage that is integrity

protected and encrypted by a key, z, derived fromthe SPAKE2 shared
secret. This binds the peer’'s public key to its authenticated
identity. Proof-of-possession of the private key is provided by al so
sendi ng a digest keyed by the result of a function of the private key
and the peer’s epheneral share fromthe Exchange Phase. Since the
sender is not able to predict what random epheneral share will be
received in the Exchange Phase, it is unable to generate a keyed

di gest without knowi ng the private analog to the public key it is
sendi ng.

There is no proof of security of PKEX at this tine.
Ref er ences
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Appendi x A.  Role-specific Elenments
Rol e-specific elements for six popular elliptic curves and four
popul ar nmodp groups from [ RFC3526] have been generated using the
foll owi ng techni que.

A loop is perforned to generate rol e-specific elenents by generating
a candidate, testing the candidate, and exiting the | oop once the
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test succeeds. A single octet counter is incremented each tine
through the loop (first time through the | oop, the counter is one).

To find a candidate, a hash of an identifier (the concatenation of
the ASN.1 of the O D of the curve or the nanme of the FFC group), a
constant string, and the counter is produced. |f the Iength of the
hash’s digest is less than the desired bits, the digest is pre-pended
to the inputs and the result is fed back into the hash (this tine it
is a hash of a concatentation of the old digest, asn.1, constant
string, counter) to produce the next length-of-digest bits. This is
repeated until the nunmber of bits has been produced. Excess octets
are stripped off. The resulting string is interpreted as an integer
with the first octet of (the first) hash being the high-order octet
of the integer. For curves whose prinme is not an integral nunber of
octets, the bitstring is right-shifted, pre-pending with zero bits,
in order to nmake a big-endian bitstring of the appropriate |ength.

If that resulting nunmber is larger than the prine defining the group
the counter is incremented and the | oop continues. Once an candidate
has been produced it is checked to see whether it is a valid el enent
in the group (for ECCit is treated as an x-coordi nate and checked
whet her it produces a valid point on the curve, for FFC it is checked
by seeing whether the exponentiation of the candidate to the power of
the prinme mnus one divided by the order, nodulo the prine, is one).
If it is not, the counter is increnented and the whole loop is
performed again. This process is repeated until an element is found.
The hash al gorithmused to generate candidates is determ ned by
Section 4.

The loop is performed twice for each elliptic curve and FFC group to
produce initiator- and responder-specific elenments. The string
passed for the initiator-specific element is "PKEX Initiator", the
string passed for the responder-specific element is "PKEX Responder".

For FFC groups, the identifier is "group X' (including the space
character and excluding the quotation narks) where Xis the id
assigned to the group, e.g. the 2048-bit group is nanmed "group 14".
For ECC groups, the identifier is the DER encoded ASN. 1
representation of the O D of the curve

A. 1. ECC Rol e-specific El enents

A 1.1. Role-specific Elenents for N ST p256
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unsi gned char nist_p256_initiator_x_coord[32] = {
0x56, 0x26, 0x12, Oxcf, 0x36, 0x48, Oxfe, O0x0b
0x07, 0x04, Oxbb, 0x12, 0x22, 0x50, 0xb2, 0x54,
Oxb1l, 0x94, 0x64, 0Ox7e, 0x54, Oxce, 0x08, 0x07
Ox2e, Oxec, Oxca, 0x74, 0Ox5b, 0x61, 0x2d, 0x25

H

unsi gned char nist_p256_initiator_y coord[32] = {
0x3e, 0x44, 0xc7, 0xc9, 0x8c, Oxlc, Oxal, OxOb
0x20, 0x09, 0x93, O0xb2, Oxfd, Oxeb, 0x69, Oxdc,
0x75, Oxbc, Oxad, 0x33, 0Oxcl, Oxe7, 0Oxc6, 0x45,
0Ox4d, 0x10, Oxle, Ox6a, 0x3d, 0x84, 0x3c, Oxa4

H

unsi gned char nist_p256_responder_x_coord[32] = {
Oxle, Oxa4, 0x8a, Oxbl, Oxa4, O0xe8, 0x42, 0x39,
Oxad, 0x73, 0x07, Oxf2, 0x34, Oxdf, 0x57, Ox4f,
0Oxc0, 0x9d, 0x54, Oxbe, 0x36, O0x1lb, 0x31, OxOf,
0x59, 0x91, 0x52, 0x33, Oxac, 0x19, 0x9d, 0x76

H

unsi gned char nist_p256_responder_y _coord[32] = {
0x26, 0x04, 0x09, 0x45, 0x0a, 0x05, 0x20, Oxe7
Oxa7, 0x27, Oxcl, O0x36, 0x76, 0x85, Oxca, O0x3e,
0x42, 0x16, Oxf4, 0x89, 0x85, 0x34, 0Ox6e, 0xd5,
0x17, Oxde, 0OxcO, 0Oxb8, Oxad, Oxfd, Oxb2, 0x98

H
A.1.2. Role-specific Elements for N ST p384
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unsi gned char nist_p384_initiator_x_coord[48] = {
0x95, Ox3f, 0x42, 0x9e, O0x50, O0x7f, Oxf9, Oxaa,
Oxac, Oxla, Oxf2, 0x85, Ox2e, 0x64, 0x91, 0x68,
0x64, 0xc4, 0x3c, O0xb7, 0Ox5c, Oxf8, 0xc9, 0x53,
Ox6e, 0x58, 0x4c, Ox7f, Oxc4, 0x64, 0x61, Oxac,
0x51, 0Ox8a, Ox6f, Oxfe, Oxab, 0x74, Oxe6, 0x12,
0x81, Oxac, 0x38, 0x5d, 0x41, Oxe6, 0xb9, Oxa3

b

unsi gned char nist_p384_initiator_y coord[48] = {
0x89, 0xd0, 0x97, 0Ox7b, 0x59, 0Ox4f, Oxa6, 0xd6
0Ox7c, 0x5d, 0x93, 0x5b, 0x93, 0xc4, 0x07, O0xa9,
0x89, Oxee, 0xd5, Oxcd, Ox6f, 0x42, Oxf8, 0x38,
0xc8, 0xc6, 0x62, 0x24, 0x69, 0xO0c, O0xd4, 0x48,
0xd8, 0x44, 0xd6, Oxc2, O0xe8, Oxcc, 0x62, O0x6b
0x3c, 0x25, 0x53, Oxba, O0x4f, 0x71, Oxf8, Oxe7

b

unsi gned char nist_p384_responder_x_coord[ 48] = {
Oxad, Oxbe, 0xd7, Oxl1ld, Ox3a, 0x71, 0x64, 0x98,
Ox5f, Oxb4, 0xd6, O0x4b, 0x50, 0xdO, 0x84, 0x97
0x4b, Ox7e, 0x57, 0x70, 0Oxd2, 0xd9, Oxf4, 0x92
Ox2a, O0x3f, Oxce, 0x99, 0xch, 0x77, 0x33, 0x44,
0x14, 0x56, 0x92, Oxchb, Oxae, 0x46, 0x64, Oxdf,
0Oxe0, Oxbb, 0xd7, Oxbl, 0x29, 0x20, 0x72, Oxdf

H

unsi gned char nist_p384_responder_y coord[48] = {
0x54, 0x58, 0x20, Oxad, O0x55, 0x1ld, Oxca, Oxf3,
Oxlc, 0Ox8a, Oxcd, 0x19, 0x40, O0xf9, 0x37, 0x83,
Oxc7, 0xd6, O0xb3, 0x13, 0x7d, 0x53, 0x28, 0x5c,
Oxf 6, 0x2d, Oxfl1l, Oxdd, Oxab, 0x8b, Oxad, 0x5d,
0x81, Oxab, Oxbl, 0x00, 0x39, 0xd6, Oxcc, 0x9c,
Oxea, Oxle, 0x84, Ox1ld, Oxbf, Oxe3, 0x35, O0xf9

b
A.1.3. Role-specific Elenents for N ST p521
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unsi gned char nist_p521 initiator_x_coord[66] = {
0x00, 0x16, 0x20, 0x45, 0x19, 0x50, 0x95, 0x23,
0x0d, 0x24, Oxbe, 0x00, 0x87, Oxdc, Oxfa, OxfO,
0x58, 0Ox9a, O0x01, O0x60, 0x07, Ox7a, Oxca, O0x76
0x01, Oxab, 0x2d, Oxb5a, 0x46, Oxcd, 0x2c, O0xbb5,
0Ox11, Ox9a, Oxff, Oxaa, 0x48, 0x04, 0x91, 0x38,
Oxcf, 0x86, Oxfc, Oxa4, Oxab, OxOf, 0x47, 0x01
0x80, Ox1lb, 0x30, Oxa3, Oxae, 0xe8, Oxlc, OxZ2e,
Oxea, Oxcc, Oxf0O, 0x03, Ox9f, 0x77, Ox4c, 0x8d,
0x97, 0Ox76

H

unsi gned char nist_p521 initiator_y coord[66] = {
0x01, Ox4c, O0x71, Oxfd, Oxlb, Oxd5, 0x9c, Oxab6
Oxed, 0x39, Oxef, 0x45, 0xcb5, 0x06, Oxfd, 0x66
0xc0, Oxeb, O0xOf, Oxbf, 0x21, Oxa3, 0x36, 0x74,
Oxfd, Oxaa, 0x05, Ox6e, 0Ox4e, 0x33, 0x95, 0x42,
Oxla, 0x9d, Ox3f, 0x3a, Oxlc, Ox5e, 0xa8, 0x60,
Oxf 7, Oxeb, 0x59, O0xl1ld, 0x07, Oxaa, Ox6f, 0x40,
0Ox0a, 0x59, 0x3c, 0x27, Oxad, 0Oxe0, 0x48, O0xfd,
Oxdl1l, 0x83, 0x37, Ox4c, Oxdf, Oxel, 0x86, O0x72

Oxfc, O0x57
|
unsi gned char nist_p521 responder_x_coord[ 66] = {

0x00, 0x79, Oxe4, 0x4d, O0x6b, Ox5e, 0x12, 0xOa,
0x18, 0x2c, 0xb3, 0x05, 0x77, OxO0f, Oxc3, 0x44,
Oxla, Oxcd, 0x78, 0x46, O0x14, Oxee, 0x46, Ox3f,
Oxab, 0xc9, 0x59, 0x7c, 0x85, 0xa0, 0xc2, Oxfb,
0x02, 0x32, 0x99, Oxde, 0x5d, Oxel, 0x0d, 0x48,
0x2d, 0x71, Ox7d, 0x8d, O0x3f, 0x61, 0x67, 0x9e,
0x2b, 0x8b, 0x12, Oxde, 0x10, 0x21, 0x55, 0xO0a,
0Ox5b, 0x2d, 0Oxe8, 0x05, 0x09, Oxf6, 0x20, 0x97
0x84, O0xb4

b

unsi gned char nist_p521 responder_y coord[66] = {
0x01, Oxb9, 0x9c, 0xc6, 0x41, 0x32, O0x5b, 0xd2
0x35, 0xd8, 0x8b, 0x2b, Oxe4, 0x6e, Oxcc, Oxdf,
Ox7c, 0x38, 0xc4, Ox5b, 0Oxf6, 0x74, 0x71, Oxb5c,
0x77, 0x16, 0Ox8a, 0x80, 0Oxa9, 0x84, O0xc7, Ox7b
0x9d, Oxfd, 0x83, O0x6f, Oxae, Oxf8, 0x24, 0x16,
0Ox2f, 0x21, 0x25, 0x65, 0Oxa2, Oxla, O0x6b, 0x2d,
0x30, 0x62, 0xb3, Oxcc, O0x6e, 0x59, 0x3c, Ox7f,
0x58, 0x91, 0x81, 0x72, 0x07, 0x8c, 0x91, Oxac,
0x31, Oxle

H
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A.1.4. Role-specific Elements for brainpool p256r1l

unsi gned char brai npool _p256r1_initiator_x_coord[32]
0x46, 0x98, 0x18, 0x6c, 0x27, Oxcd, 0x4b, 0x10,
0x7d, 0x55, Oxa3, Oxdd, 0x89, Ox1f, O0x9f, Oxca,
Oxc7, 0x42, 0x5b, 0x8a, 0x23, Oxed, O0xf8, 0x75,
Oxac, Oxc7, 0Oxe9, 0x8d, 0Oxc2, Ox6f, Oxec, 0xd8

b

unsi gned char brai npool _p256r1_initiator_y_ coord[ 32]
0x16, 0x30, 0x68, 0x32, 0x3b, O0xb0, 0x21, Oxee,
Oxeb, Oxf7, Oxb6, 0x7c, Oxae, 0x52, 0x26, 0x42,
0x59, 0x28, 0x58, 0xb6, 0x14, 0x90, Oxed, 0x69,
0xd0, O0x67, Oxea, 0x25, 0x60, O0xOf, Oxa9, 0x6c¢c

H

unsi gned char brai npool p256r1 responder_x_coord[ 32]
0x90, 0x18, 0x84, 0xc9, Oxdc, Oxcc, Oxb5, Ox2f,
Ox4a, Ox3f, O0x4f, 0x18, 0x0a, 0x22, 0x56, 0x6a,
Oxa9, Oxef, 0xd4, 0Oxe6, 0xc3, 0x53, 0xc2, Oxla,
0x23, 0x54, 0Oxdd, 0x08, Ox7e, 0x10, 0xd8, Oxe3

1
—~

1
—~

1
-~

unsi gned char brai npool p256r1 responder_y coord[ 32]
Ox2a, Oxfa, 0x98, 0x9b, O0xe3, Oxda, 0x30, Oxfd,
0x32, 0x28, 0Oxch, 0x66, Oxfb, 0x40, O0x7f, Oxf2,
Oxb2, 0x25, 0x80, 0x82, 0x44, 0x85, 0x13, Ox7e,
0Ox4b, Oxb5, 0x06, O0xcO, 0x03, 0x69, 0x23, 0x64

b
A.1.5. Role-specific Elenents for brai npool p384rl

1
-~
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unsi gned char brai npool _p384r1_initiator_x_coord[ 48]
0Ox0a, O0x2c, Oxeb, 0x49, O0x5e, 0xb7, 0x23, O0xbd,
0x20, Ox5b, 0xe0, 0x49, Oxdf, Oxcf, Oxcf, 0x19,
0x37, 0x36, Oxel, Ox2f, 0x59, Oxdb, 0x07, 0x06

Oxb5, Oxeb, 0x2d, Oxae, 0xc2, Oxb2, 0x38, 0x62

Oxa6, 0x73, 0x09, Oxa0, Ox6c, Ox0a, Oxa2, 0x30,
0x99, Oxeb, Oxf7, Oxle, 0x47, 0xb9, Ox5e, Oxbe

b

unsi gned char brai npool _p384r1_initiator_y_ coord[ 48]
0x54, 0x76, 0x61, 0x65, 0x75, Oxb5a, O0x2f, 0x99,
0x39, 0x73, Oxca, O0x6c, O0xf9, Oxf7, Ox12, 0x86

0x54, 0xd5, 0Oxd4, Oxad, 0x45, 0Ox7b, Oxbf, 0x32

Oxee, 0x62, 0x8b, 0x9f, 0x52, 0xe8, 0xa0, 0xc9,
Oxb7, 0x9d, Oxdl, 0x09, Oxb4, 0x79, Oxlc, Ox3e,
Oxla, Oxbf, 0x21, 0x45, 0x66, O0x6b, 0x02, 0x52

b

unsi gned char brai npool p384r1 responder_x_coord[ 48]
0x03, Oxa2, 0x57, Oxef, 0Oxe8, 0x51, 0x21, O0xa0,
0xc8, 0x9e, 0x21, 0x02, Oxb5, 0x9a, 0x36, 0x25,
0x74, 0x22, 0xdl, Oxf2, Oxlb, Oxa8, 0x9a, O0x9b,
0x97, Oxbc, 0Ox5a, Oxeb, 0x26, 0x15, 0x09, O0x71

0x77, 0x59, Oxec, 0x8b, O0xb7, Oxel, 0xe8, Oxce,
0x65, O0xb8, Oxaf, Oxf8, 0x80, Oxae, 0x74, 0x6¢c

H

unsi gned char brai npool _p384r1_responder _y_coord[ 48]
0x2f, 0xd9, Ox6a, Oxc7, Ox3e, Oxec, 0x76, 0x65,
0x2d, 0x38, 0Ox7f, Oxec, 0x63, 0x26, O0x3f, 0x04,
0xd8, Ox4e, Oxff, Oxel, O0x0a, 0x51, 0x74, 0x70,
Oxeb5, 0x46, 0x63, O0x7f, 0Ox5c, 0OxcO, 0Oxdl, Ox7c,
Oxfb, Ox2f, Oxea, Oxe2, 0xd8, O0xOf, 0x84, O0Oxcb

0xe9, 0x39, 0x5c, 0x64, Oxfe, Oxcb, Ox2f, Oxfl

b
A.1.6. Role-specific Elenents for brainpool p512r1l

1
—~

1
—~

1]
—~

1
—~
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unsi gned char brai npool _p512r1 initiator_x_coord[64] = {
Ox4c, 0xe9, O0xb6, Oxlc, Oxe2, 0x00, O0x3c, 0x9c,

0xa9, 0xc8, 0x56, 0x52, Oxaf, 0x87, 0x3e, 0x51

0x9c, Oxbb, 0x15, 0x31, Oxle, Oxcl, 0x05, Oxfc,

Ox7c, 0x77, 0xd7, 0x37, 0x61, 0x27, 0xdO, 0x95,

0x98, Oxee, 0x5d, Oxa4, 0x3d, 0x09, Oxdb, 0x3d,

Oxfa, 0x89, 0x9e, O0x7f, Oxa6, Oxa6, 0x9c, Oxff,

0x83, O0x5c, 0x21, Ox6c, O0x3e, O0xf2, Oxfe, Oxdc,

0x63, Oxe4, 0xdl, OxOe, O0x75, 0x45, 0x69, O0OxOf

b

unsi gned char brai npool p512r1 initiator_y coord[64] = {
Ox5a, 0x28, 0x01, Oxbe, 0x96, 0x82, 0x4e, Oxf6,

Oxfa, Oxed, Ox7d, Oxfd, 0x48, 0x8b, 0x48, O0x4e,

Oxdl1l, 0x97, 0x87, Oxc4, O0x05, 0x5d, O0x15, O0Ox2a,

Oxf 4, 0x91, 0x4b, 0x75, 0x90, 0xd9, 0x34, O0OxZ2c,

0x3c, 0x12, Oxf2, Oxf5, 0x25, 0x94, 0x24, 0x34,

Oxa7, 0x6d, 0x66, Oxbc, 0x27, Oxa4, O0xa0O, 0x8d,

0Oxd5, Oxel, 0x54, 0Oxa3, 0x55, 0x26, 0xd4, 0x14,

0x17, OxOf, Oxcl, Oxc7, 0x3d, 0x68, O0x7f, Oxb5a

H

unsi gned char brai npool p512r1 responder_x coord[ 64] = {
Ox2a, 0x60, 0x32, 0x27, Oxal, Oxe6, 0x94, 0x72

Oxlc, 0x48, Oxbe, 0xch, 0x77, 0x14, 0x30, 0Ox76

Oxe4, Oxbf, Oxf7, Ox7b, 0Oxch, Oxfd, Oxdf, 0x19,

Oxle, OxOf, Oxdf, Oxlc, 0x40, Oxfa, O0x34, O0x9e,

Ox1f, 0x42, 0x24, Oxa3, O0x2c, 0xd5, Oxc7, 0xc9,

0Ox7b, 0x47, 0x78, 0x96, Oxf1l, 0x37, O0xOe, 0x88,

Oxch, Oxa6, 0x52, 0x29, 0xd7, Oxa8, 0x38, 0x29,

Ox8e, 0Ox6e, 0x23, 0x47, 0xd4, 0x4b, 0x70, Ox3e

H

unsi gned char brai npool p512r1 responder_y coord[ 64] = {
0x2a, Oxbe, 0x59, Oxe6, 0Oxc4, O0xb3, 0xd8, 0x09,

0x66, 0x89, 0x0a, 0x2d, 0x19, OxfO, 0x9c, Ox9f,

Oxb4, Oxab, 0x8f, 0x50, 0x68, 0x3c, 0x74, 0x64,

Ox4e, 0x19, 0x55, 0x81, 0x9b, 0x48, 0x5c, Oxf4,

0x12, 0x8d, O0xb9, 0xd8, 0x02, 0Ox5b, Oxel, 0x26

Ox7e, 0x19, Ox5c, Oxfd, 0x70, Oxf7, Ox4b, Oxdc,

0xb5, 0x5d, Oxcl, Ox7a, 0Oxe9, 0xdl, O0x05, OxZ2e,

Oxd1, Oxfd, Ox2f, Oxce, 0x63, 0x77, 0x48, 0x2c

b
A.2. FFC Rol e-specific Elenents
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A.2.1. Role-specific Elements for 2048-bit FFC group

unsi gned char groupl4_initiator[256] = {

0x97, 0x15, 0x52, 0x05, 0x89, Oxdf, Oxeb, 0x3d,
0xd6, 0x50, Oxel, 0x96, 0xd4, 0x30, 0x81, 0x04,
0Ox3a, 0x4d, Ox6c, Oxae, Oxeb, 0x81, 0Oxb6, 0x1d,
0x53, Oxca, 0x65, Oxfa, 0x19, 0x59, Oxfd, Oxe4,
Oxa4, Oxf0, Ox7b, Oxch5, Oxc7, Oxc4, O0xa9, O0xd6
Oxdf, 0x79, 0x54, 0x04, 0Ox5d, 0x64, Oxdc, Ox3c,
Oxec, 0x0a, Oxa0O, 0xd3, Ox2f, Oxef, Oxf3, Oxf5,
0x2c, 0x51, Oxe6, 0x6d, Oxlc, Oxdc, Oxac, 0x09,
0x3c, 0x00, 0x62, 0x41, Oxe7, 0xO0b, 0x0d, Oxba,
Ox1lb, Oxf2, 0Oxb9, 0x22, 0xe9, 0x1l1, Oxea, 0xc7
Oxbl, Oxb2, 0x15, Oxcb5, 0x19, 0x46, Ox2e, 0x15,
0x88, 0x41, 0xe0, 0x24, 0x16, 0x13, 0Oxcl, O0xOe,
0x27, 0xd3, Ox5f, 0x71, 0x12, 0Oxc6, Ox6f, 0x75,
Oxle, 0Oxe8, Oxa4, Oxaa, 0x57, Oxa3, 0x22, 0x32
Oxdc, 0Oxd4, Oxe3, O0xb5, O0xa3, 0xdO, 0x87, Oxbil
0x3d, Oxlc, Ox2a, Oxcf, Oxeb, 0x87, 0Ox1f, Oxea,
0x98, Oxdd, 0xd6, Ox8f, Oxce, 0xO0b, Oxdd, Oxba,
Oxae, 0x85, 0x81, O0xd6, 0x89, 0x27, 0x71, O0xc9,
0x9f, Oxf9, Oxea, O0x5a, 0x89, Oxa6, Oxaa, 0xO0a,
Oxc2, 0x76, 0xd6, 0x6d, 0x89, 0xd3, 0xd2, Ox4c,
0Oxc0, Oxad, Oxb0O, Oxf6, 0x4d, O0x2b, O0x7c, Oxbf,
0Oxd2, Ox4e, 0xe3, 0x2b, 0x4f, 0xd7, 0Oxch, O0x3a
0Ox4b, Oxl1lc, O0xcO, 0x17, Oxbe, Oxle, Ox7b, 0x81
Ox1lc, Ox77, 0xd4, Oxc2, Oxf6, Oxca, Oxb8, 0x51
Oxa8, 0x94, O0Oxe9, Oxeb, 0xe9, Oxab, 0x46, 0x60,
Oxb5, 0x36, 0x10, Oxcf, 0xc8, 0x2a, 0Oxe7, Ox7f,
0x94, 0x49, 0x96, Oxeb, Oxff, Ox7b, 0x62, 0xa9,
0x95, 0x35, 0Ox5c, Oxad, Oxcd, 0x52, 0x06, Oxal
0x9c, Oxal, Oxb7, Oxe0, Oxcd, 0xd3, O0x13, 0x43,
Oxee, 0Oxe7, Oxfl, Oxbl, 0x4d, 0x76, O0x51, 0x53,
0x24, O0x4f, O0xb4, Oxbd, 0x8b, 0xO0c, 0x73, 0xdi,
Oox6f, Oxf5, 0x27, Ox3f, O0xb9, 0x60, Oxa6, 0x17

}

unsi gned char groupl4_responder[256] = {

0x3c, 0x86, 0x96, 0x8a, O0xb0, O0x4b, 0x14, O0xdd,
0x27, OxfO0, Ox6f, 0x51, Oxa2, O0xb2, Oxbd, 0x7d,
0x27, 0x34, Oxf2, 0x21, 0x3c, O0x6a, 0x63, Oxcf,
0x15, 0xd8, Oxeb, 0x21, 0xc2, 0x2d, Oxeb, 0x75,
Oxbb, O0x7e, 0x09, 0x2e, Oxba, O0xa2, 0xd7, 0x04,
Ox7c, 0x81, 0x82, 0x07, 0x09, 0x15, 0x28, 0x35,
Oxf7, OxO0a, 0Oxd6, Oxa9, Oxaf, 0x0d, Oxbl, 0x97,
0x71, 0x76, 0x74, 0x66, 0Oxa3, 0x54, 0x9e, 0xd9,
Oxa9, 0x13, 0xa8, Oxcf, Oxec, Oxce, 0x60, 0xd8,
Oxea, 0x18, 0x67, Oxb7, 0x1l5, 0x17, Oxf7, Oxeb6
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0x23, 0xc8, 0x30, 0x02, 0xb9, 0x9e, 0x0e, 0Oxeb6
0x64, 0x3e, Oxla, O0x61, O0xb9, Oxbf, 0xd8, O0x7a,
0x0e, Oxbe, Oxle, 0x58, Oxdc, Oxba, O0x9e, 0x31
Oxab, Oxcc, O0x6b, 0x03, Oxcc, 0x08, Oxf8, Oxa2
Oxchb, 0x9d, 0Oxd5, Oxla, O0xb8, 0Ox6a, O0x1f, 0x4b,
Oxab, 0xe8, 0x2a, 0x0c, 0x44, Oxde, 0Ox2a, O0xfd,
0Ox0f , Ox6d, Ox2f, Oxe4, Oxc4, 0x41, 0x61, Oxed,
Ox4a, 0x85, O0x2a, 0x06, 0x9d, O0x3a, 0x27, O0xfO,
0x30, Ox6e, O0xf8, Oxbl, O0xc8, Oxde, O0Ox1f, OxeO,
Oxf b, Oxb6, 0xdO, 0x51, Oxee, 0x7d, 0x3a, 0xO05,
0x0c, Oxbb, 0Oxa0, 0x41, 0Oxch5, 0x5d, 0x25, 0xb4,
0x48, 0xd6, O0x4f, 0x08, 0x85, 0x96, 0Oxa3, Oxab
Oxf5, Ox1lb, Oxal, O0xb3, 0x13, 0x50, 0x06, 0Oxb2
Oxef, Oxf8, O0x2f, O0xe8, O0Ox7b, 0xe0, Oxb5a, Oxel
0x42, 0x16, Oxfc, Oxdf, Oxad, 0x53, 0x95, 0x43,
Oxb0, 0x73, 0x33, 0xa9, 0x08, 0x29, Oxcd, O0x6¢c,
0x14, 0x98, O0x5e, 0x98, O0xe6, Oxca, 0x92, 0x55,
0xd9, O0x3e, 0xc3, 0x51, 0x83, Oxda, Oxle, 0x6d,
0x16, 0x88, O0x3f, 0Oxdl, Oxab, 0Oxdl, Oxch, 0x43
Oxcf, Ox8a, 0xd7, 0x29, Oxaa, Oxa6, O0x4f, Ox6b
0Ox4f, Oxee, 0x36, O0x65, 0xd6, O0x71, Oxef, O0x71
0xc5, O0x5b, 0Ox7c, 0Ox6d, 0x90, 0x9d, Oxf5, 0Ox74

}
A.2.2. Role-specific Elements for 3072-bit FFC group

unsi gned char groupl5_initiator[384] = {

0x12, Oxce, 0x47, Oxcf, 0Oxa9, 0xc4, Oxfc, Oxbe,
0x99, Oxf6, 0xd2, 0x43, 0x5c, 0x60, 0x39, 0xboO,
0x06, 0xe9, Ox4a, Oxec, 0x21, 0x60, 0x9f, Oxba,
0x25, Oxbl, 0x22, O0xf2, 0x53, 0x2b, 0x44, O0xe3,
0x6c, Oxfb, 0x9c, 0x46, O0x3c, 0x8f, 0x88, Oxaa,
0x60, Oxfd, Ox3a, O0x51, Oxf1l, 0x19, 0x8d, 0x88,
Oxee, Oxa4, 0xc2, 0x21, 0x3c, Oxbb, 0xch5, 0x53,
0x12, 0x16, Oxfb, 0xd3, 0xa9, 0x4d, 0x85, 0x5d,
0x17, 0x9d, 0x92, 0x15, 0x30, 0Oxc7, 0x97, 0xOc,
0x68, 0x62, 0x91, Oxff, Oxce, 0x81, 0x97, 0x25,
0x54, 0x94, O0Ox0Oe, Ox3a, 0x14, 0x36, Ox4e, O0xc2
Oxda, Oxc2, Oxaa, Oxa3, 0x58, 0x49, Oxca, Oxa4,
Oxa4, 0xO0b, 0x2a, 0x26, 0x35, 0x0d, 0x72, Ox4f,
0x10, O0x3c, Ox5f, 0x4d, Oxbc, 0x7c, 0x09, Oxcb,
Oxef, 0x99, Oxdd, 0x73, Oxlc, 0x23, 0x69, Oxa7
0xc9, Oxc4, Oxla, Ox4c, Ox7c, Oxf2, Oxca, 0x48,
0x15, Oxf4, 0xd6, 0x30, 0x25, 0x44, O0x9f, Oxcd,
0xc0, 0x23, 0x72, Ox4a, O0x4f, 0x83, 0x3c, Oxba,
0x88, 0Oxlc, Oxb5a, Oxcc, O0x3f, Oxf6, Ox5e, 0x68,
Ox5a, 0x38, 0x10, Oxal, 0xd2, 0x99, Ox5f, 0x4d,
0x48, Oxec, Oxbl, O0x2f, 0x9a, 0x08, Oxcf, 0x59,
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0xO0f, Oxeb, 0x35, 0x0b, Oxf5, Oxab, Ox6e, 0xc9,
0x69, 0x44, Oxbd, 0x9a, 0x62, 0x3b, 0x53, O0x4e,
0x59, 0xc9, 0x38, O0xl1ld, O0x9e, 0x61, O0x5b, Oxdb
0x72, Ox4e, 0xb9, 0x35, O0xb5, 0xc3, O0x9f, 0x47,
Ox4f, 0x70, Oxfa, Oxff, 0x95, 0x45, O0xf9, O0x4a,
Oxf4, 0xc3, Oxcc, 0x8e, O0xf4, 0x89, 0x0b, 0x73,
0x08, 0x97, 0x0d, 0x22, 0Oxe2, 0x97, 0xc8, Oxf8,
0x45, 0x83, 0x8f, Oxea, 0x68, 0x4b, O0xe0, Oxed,
0x71, Oxdb, 0x73, 0x62, 0x57, Oxab, 0x03, 0x69,
0x93, 0x66, 0x0e, 0Oxcl, 0x29, 0x2d, 0x01, Ox7c,
0x7d, 0x50, 0x14, 0x03, 0x9f, Oxdb, 0Ox5c, Ox4c,
Oxf 4, Oxdf, Oxa4, 0x9c, Oxda, 0x80, 0xd9, Oxbe,
0x0d, Oxdc, O0xb8, 0xO0b, 0Oxc2, 0x19, 0x28, Oxaf,
Oxf 0, 0x98, Oxla, Oxec, 0x26, OxfO, O0x15, Ox1b,
Oxal, Oxal, Ox11, Ox8f, O0x9f, Oxba, Oxle, 0x8a,
0Ox8e, 0x57, 0x84, 0x60, 0xch, Oxda, Oxa2, 0x74,
0x3d, O0xe8, 0xc0O, 0x08, 0OxOf, Ox7e, Oxdd, Ox11
0xd6, Oxbf, Ox5b, O0x2e, Oxde, 0x81, Oxla, Oxfd,
0x33, 0x9c, 0x07, Oxcc, Oxl1ld, OxOf, 0x63, 0xc8,
0x3e, 0x1d, Oxbb, 0x16, Ox5e, 0x70, Ox4c, 0x82
0x8e, 0x72, O0xb6, 0x35, 0x69, 0xc6, Oxe4d, Oxa7
Oxae, Ox6e, Oxa2, 0x23, 0xe8, 0x86, 0x99, 0x3a,
0x0b, 0x64, Oxec, O0xe2, 0Oxdb, O0xb2, Oxaa, 0xc4,
0x59, Oxel, 0x23, 0x3d, Oxab, 0x46, 0x92, O0x8f,
0x04, 0x34, Ox5f, Ox7a, 0x13, 0x55, 0x75, 0xd5,
0x6d, OxO0f, Ox5a, Oxc2, 0x0d, 0x16, Oxf9, 0xcO,
0xf 3, Oxac, O0x0Oa, Oxa8, 0x62, 0x20, 0x09, Ox4e

}

unsi gned char groupl5 responder[384] = {

0x9f, 0x17, Oxe0, Oxf9, 0x3d, 0x23, 0x36, Ox6e,
0x7d, Oxa6, 0x34, 0x75, Oxb7, Oxb4, 0x22, Oxbl
0x87, Ox7a, 0x00, Ox4e, 0x02, 0x14, Ox4e, Oxeb
0x96, 0xd4, 0x2c, 0x61, 0x00, 0x97, 0Ox7d, 0x99,
Oxad, 0x18, Oxlc, Oxc4, Oxlb, Oxed, Ox6f, 0xd3,
0x9f, 0x85, Oxef, Oxfd, Oxle, Oxcd, 0x13, Oxa0,
0x61, Ox2f, Oxf8, Oxa7, 0x1l1l, Oxab, 0x83, Oxfc,
Oxae, Oxad, Oxb6, Oxed, Ox6b, Ox7f, 0x34, 0x81,
0x30, Oxa2, Oxlc, 0x38, 0xb3, 0x31, O0x7b, O0x74,
Oxcl, OxOf, Oxf4, 0x29, 0x4b, 0xdd, 0x2b, 0x09,
0x32, Oxb7, 0Ox8f, 0x84, Oxab, 0x89, 0x9d, 0x64,
Oxea, Oxec, 0x00, Oxa9, 0x0c, 0x82, Oxlc, 0x35,
0x75, O0x3b, Ox7f, 0x35, 0x28, 0xb8, Oxcc, Oxbil
0x62, 0Oxc2, 0xdO, 0x74, 0x83, 0xb6, Oxf7, 0Ox76
0x10, Ox2a, Ox7e, Oxce, 0xdO, Ox0a, 0x68, 0x46,
Oxac, O0x78, 0x26, 0x90, Oxc7, Ox0Oe, Oxaa, 0x21
0x59, Oxbl, 0x8d, 0x8e, 0xc8, Oxfb, 0x5c, 0x60,
Oxec, 0x53, 0x9c, 0x40, 0xd9, 0x42, Oxab, O0xa3,
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0xd8, 0x45, 0x81, 0x04, 0Ox6c¢c, 0x13, 0x79, 0x66
0x51, Ox1f, Oxa4, 0x81, 0x38, 0x0d, 0x48, 0x06
Oxef, 0x25, 0x89, 0x26, 0x5d, 0x09, O0x0Oe, Oxbe,
Oxba, 0Oxe2, Oxca, 0x2c, Oxa6, O0x3e, 0x36, 0xd7
Oxef, 0x46, 0Oxe3, 0x8a, 0xl1ld, 0x85, 0x59, O0xc4,
0x89, Ox5e, 0x36, Oxea, O0xb2, 0x44, 0x79, 0xc8,
0x91, 0x80, 0Ox2c, 0x89, Oxfc, O0x55, 0x81, 0x62
0x40, 0x82, Oxla, 0x66, Oxfl, Oxlc, O0x10, OxfO,
0x34, 0Oxdd, 0x52, O0x9f, Oxff, O0x63, 0x62, Oxe2
Oxec, 0x68, 0x75, 0Oxa0, 0Ox2e, 0x72, 0x44, Oxf3,
0x66, 0x33, 0x2a, 0x65, 0x61, 0x79, 0x91, 0x13,
Ox4f, 0x73, 0x8f, 0x38, Oxef, Oxa6, 0x65, 0x88,
0xf9, 0x03, 0x35, 0x57, Oxed, 0xb9, 0x05, Ox7f,
0Oxe8, Oxfb, 0x90, Oxac, 0x19, Ox2e, Oxff, 0x9c,
Oxaf, O0x76, Ox5f, 0x40, 0x74, 0x49, O0x11, Oxee,
0x18, Oxb5, 0Ox6e, 0Oxa4, 0x91, Oxbc, 0x42, Oxlc,
0Ox0e, Ox2e, 0x0d, Ox6f, 0Oxc3, Ox6a, Ox7b, 0x8b
Oxf 4, Oxla, 0x30, 0x52, 0x54, 0x99, Oxae, 0x8a,
0x8c, 0x33, O0x5e, 0x5c, 0xa8, 0xc2, 0x49, Oxf3,
Oxbd, 0Ox0e, 0x85, 0x22, 0x9b, 0x5d, 0x92, Oxbc,
0x42, 0x8b, 0x60, 0x38, 0xd7, 0x14, 0x24, Oxaa,
0x36, 0Oxc7, O0x8f, 0xd7, Oxc2, 0x14, 0x20, 0Ox72
0x0a, Oxba, 0x28, 0x95, 0x65, 0x53, 0x30, OxOf,
0xc8, 0x17, 0Oxc2, 0x02, 0x58, 0x08, 0x7b, 0x93,
0x36, Oxcc, 0x80, 0x19, 0x9c, Ox1f, Oxad, Oxi1f,
0x8e, 0x8e, 0x2e, 0x3a, Oxbf, 0xO0f, Oxab, 0x76
Ox7a, Oxac, Oxce, Oxla, O0x57, Oxe6, 0Ox7c, 0x64,
0x93, Ox5f, 0x92, 0x5d, Oxbe, 0Oxe2, 0x11, Oxf6,
0x58, 0x90, 0xd8, 0x87, Oxe4, 0x17, 0Ox8b, 0x61
Oxf 6, Ox11l, Oxe2, 0x0a, 0x99, 0xe8, 0x55, 0Oxcc

}
A.2.3. Role-specific Elements for 4096-bit FFC group

unsi gned char groupl6_initiator[512] = {

0x79, O0x8f, Oxfe, Oxed, 0x53, 0x08, 0x41, 0x73,
Oxba, 0x89, 0x66, 0x8d, Oxf0O, 0x18, Oxee, O0xeO,
0x76, Oxda, Ox5f, Oxf8, 0x55, 0x36, 0x53, 0x71
0xd3, Oxfd, Oxf5, 0x30, 0xd9, O0xa0, 0xd2, 0x30,
0Ox2c, 0x16, 0x38, 0x0a, O0x2b, 0x91, Ox6e, 0x02
0xc9, 0x27, 0x52, Oxf2, 0x51, O0xOe, Oxe3, Oxif,
Oxbb, 0x2b, 0x8b, Oxad, 0xa8, 0xc3, O0xf4, 0xcO,
Oxba, 0x45, Oxf5, Oxf7, Ox4c, 0x91, Ox6f, 0x86
0x9a, O0xb8, Oxbl, Oxea, O0x7d, 0x89, 0x91, 0x39,
0xdO, Oxb0O, 0x95, 0x98, Oxfl1l, O0xa9, 0x03, 0x8d,
0xch5, Ox7a, 0x75, 0x36, Ox7a, Oxf8, 0xO0b, Oxf6,
Oxbf, Ox5c, 0x33, Oxde, Ox7f, Oxed, Oxec, Oxla,
Oxle, Oxbc, 0x54, Oxf1, Ox5f, Ox5c, Oxfa, Ox2f,
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0x98, 0x85, 0xe0, O0x6f, 0xb8, 0x2b, 0x16, 0xe9,
0x48, 0Ox6e, 0xe4, O0xb3, O0x3f, 0x20, 0x66, O0x3b
0x3d, Oxcf, 0x62, O0xc6, Oxed, Oxeb, O0x2e, O0x7a,
Oxac, O0xO0b, 0x15, 0x6d, 0x15, 0Ox4e, Oxch, 0x23,
Oxcd, Oxb5a, Oxed, 0x51, Oxf4, Oxbe, 0x52, 0x6b
0x55, 0x30, O0xe3, 0x57, 0x91, Ox1f, Oxf3, Oxbd,
0x07, 0xd9, 0x8b, 0x32, 0x9d, Oxfb, 0x99, Oxbb
0x17, 0x81, 0x24, O0xdl, 0x82, 0x10, Oxce, 0x34,
0x77, 0Ox4f, Oxbc, 0x4d, Oxe6, 0x23, Oxdf, OxZ2c,
0x24, 0x8d, Oxf5, Oxf5, O0xf9, 0x93, 0x3d, 0x08,
0x55, 0x31, 0xc8, 0Oxeb, Oxf3, Ox5b, 0Ox4c, Oxe2
Ox4a, Oxdf, 0x88, 0x83, 0xc7, 0x84, Oxlb, Oxfa,
0x99, 0x72, Ox1lb, 0x13, 0x9e, O0xf6, 0x76, Oxca,
0xa9, Oxa2, Ox7f, 0xd8, O0xcO, 0x9a, 0x46, 0x15,
0x0b, 0x20, Ox4e, 0x53, 0x09, Oxeb, 0x16, 0x67
Oxaf, Oxeb5, 0x07, 0xe9, 0x57, O0x2f, Oxdc, 0x38,
Oxde, 0x33, 0x19, 0x49, 0x08, 0x05, 0x6f, 0xb9,
Oxb0, Oxce, 0x97, Oxab, O0xb5, Oxac, 0x88, O0x4e,
Ox7a, Oxbe, 0xdO, Oxaa, 0x74, 0x67, 0x73, 0xe3,
0xd5, 0x04, 0x18, 0x41, 0x51, Oxcd, Oxf5, 0x59,
0x85, 0Oxb6, 0x4b, 0x63, O0x1lf, 0x24, 0x27, 0x18,
0x02, 0Ox1ld, Oxb7, 0x95, 0x45, Oxae, 0x60, 0x3a,
Oxcc, Oxcb, Oxca, O0x6f, O0xb8, O0x6f, Oxlb, 0x95,
Oxba, 0x46, 0x76, 0x8d, 0xc3, 0x61, 0xdO, 0x86
0xc3, O0x6c¢c, O0x9a, 0xd9, 0x33, Oxde, Oxce, 0x97
0x28, 0x69, O0xa3, O0xd4, Oxbc, 0x49, 0x6d, 0x10,
0x8d, 0x31, 0x77, 0x53, 0x94, 0xe3, 0xch5, O0xf9,
Oxea, Oxcd, Oxb3, O0x5b, Oxbf, 0x51, Ox6f, O0x57
0x8b, 0x9f, 0x40, 0x8b, 0x47, 0xa8, 0x77, Oxbe,
0x44, 0x3d, 0x8b, 0x54, 0x63, 0xc3, Oxbb, Oxdc,
Oxeb, 0x9e, Oxec, Oxf5, 0Ox7c, 0x31, 0x69, 0x45,
Oxf5, 0x48, 0x2c, 0x84, 0x57, 0x53, Oxel, 0x20,
0x25, 0x2b, 0x70, Ox3a, Ox4e, O0x9f, 0x36, 0xc3,
0x16, Oxf8, 0x4f, Oxa3, 0x21, 0x66, 0x51, 0x49,
0Oxc6, 0x6d, Oxac, 0xdO, Ox2a, 0x8e, 0xd4, 0x5d,
0x55, 0x11, Oxla, 0x31, 0x77, Oxdb, Oxa8, Oxf4,
Ox7a, O0xb9, 0x32, 0xe8, 0x54, Oxaf, Oxed, 0x55,
Ox6e, 0x87, 0xdO, Ox5c, 0x6d, 0xb9, 0x19, O0xOf,
Oxbf, 0x16, Oxa6, Oxc7, Ox7c, Oxa2, 0xd3, 0x95,
0x34, Oxad, Oxfc, 0Oxc2, 0x0a, Oxfc, 0x23, Ox2f,
Oxc7, 0xe9, 0x98, 0x92, 0x90, O0x11, Ox1d, O0xd5,
Oxf5, Oxbc, 0xd2, 0x8f, 0x09, O0xb0, 0x43, 0x63,
0x65, 0x51, 0x17, Oxfd, Ox11l, Oxee, O0xd2, 0x23,
Oxff, Ox9f, Ox4e, 0x39, Oxda, Oxfe, 0x89, Oxcl
0x9d, Oxf3, O0xe0, 0x31, Oxdd, 0x74, 0x36, O0xb2
0x9f, Oxfa, 0Oxd2, 0xdO, Oxfc, Oxc4, 0x37, 0x83,
Oxf 0, O0x13, Ox1f, 0x8d, 0x80, 0x47, 0x53, 0x93,
0x0c, 0x84, Ox1f, 0x69, 0x08, 0x74, 0x33, 0x29,
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0x59, Ox5f, 0x62, 0x7d, Oxe2, 0x59, Oxlc, 0x56
0x52, 0x75, 0Oxc2, 0x83, Oxad, OxcO, Oxd4, O0x66
0x71, Ox6a, Oxla, O0x61, 0x94, Oxa4, Oxab, 0x73

}

unsi gned char groupl6_responder[512] = {

0x06, 0x85, 0x8b, 0x2e, 0x0c, 0x05, Oxfd, Oxlb
Ox1f, 0x93, 0xd3, Oxc2, Oxe6, 0x70, O0xc8, Oxel
0x17, 0x39, 0Oxe6, 0x38, 0x75, Oxfd, Oxdd, Oxe6
Ox4a, Oxfe, 0x95, Ox5e, 0xd6, 0x80, 0x17, Ox2c,
Ox1d, Oxbb, 0x8c, Oxf7, 0x2d, 0x9b, 0x17, 0x93,
0Ox4d, 0x92, 0xd3, 0x57, Oxa0O, Oxcd, 0x44, 0x37
Ox1ld, Oxdf, 0Oxd3, 0x80, 0x25, 0Oxa0, Oxa8, 0x51
0x13, O0xb9, 0x63, Oxec, Oxda, Oxa2, O0x8b, Oxdb
0Ox2e, 0x09, 0x9c, 0x93, 0x09, 0x02, 0x64, O0xb4,
Oxee, 0Oxa2, 0x3c, 0x75, 0x0e, Oxbb, 0x31, 0x44,
Ooxff, OxfO, Ox7e, 0x99, 0x86, 0x17, Oxeb, O0xc4,
0Oxf9, 0x39, Oxel, Oxec, Oxed, O0xd5, 0x13, O0xe9,
0x97, Oxda, O0x2b, Oxb5, Oxle, 0x23, 0x88, O0xla,
Oxb5, 0x10, Oxda, 0x24, 0x05, Oxe7, Oxdf, O0xc3,
0xc2, 0x24, 0xd2, Oxf4, 0x14, Ox6¢c, Oxfd, OxZ2e,
0x62, 0xa8, 0x00, Ox4e, 0xa9, 0x96, 0x3d, 0x48,
Ox4f, Oxcf, O0x62, Oxfe, 0x16, 0x06, 0x56, 0x81
Ox1lb, 0x58, Oxca, 0x84, 0xd2, 0x86, Oxad, 0Oxc6
0x66, Oxb4, Ox6f, 0x49, 0x91, O0x2a, O0xb5, 0x3b
0x39, Oxec, 0x88, Oxdf, 0x31, 0x24, 0x44, 0x04,
0x30, Ox4e, 0x91, Oxdd, Ox1f, Oxf7, 0x62, O0xOc,
0x8a, Oxf1, Oxcd, Oxf1l, Oxcf, 0x56, 0x42, 0x1d,
Ox1lb, Oxb2, 0x47, Ox7f, Ox4c, 0x82, 0x88, Oxbe,
0x99, 0x31, 0x96, Ox6e, O0x5f, Oxa0, Ox6a, O0xa0,
0x53, 0x63, Oxdb, 0xb9, O0xe0, Oxe4, 0x8f, 0xa9,
0x44, 0x32, 0x2e, 0x05, 0x70, 0x3b, Ox6e, 0xc3,
0x82, 0x36, 0x51, 0x4c, Oxbe, 0x38, 0x61, 0x54,
0x66, 0Ox5c, 0x88, 0x42, 0x50, 0x84, Oxla, 0x69,
Oxdf, Oxch, 0x2b, 0x00, 0x3d, Oxdb, Oxel, 0x92
0x69, Oxb4, Oxda, Oxfa, 0x87, 0x43, 0x9e, O0xdd,
0x03, 0x29, 0xd4, 0x06, Oxef, 0x63, 0x60, 0Oxe3,
0x83, 0xe3, 0x28, 0xd7, Oxa3, 0x47, Oxeb, O0xb7
0x0a, 0x20, Ox5a, 0x9e, 0x61, 0x68, Oxcc, O0xO0b
0x39, Oxdc, O0x7b, 0x8c, 0x22, O0xO0f, 0xc8, 0xd4,
0x0c, 0x44, 0x9c, Oxa2, O0xb4, 0xd2, Oxf4, 0x71,
Oxeb, 0xc6, 0x75, 0xb8, 0x53, 0x8c, 0x93, 0x9a,
Oxf 2, 0xd7, Oxba, 0x45, 0x40, Oxef, 0x56, Oxaf,
Oxdd, Ox1lb, Oxcc, OxOe, O0xe0O, O0x3b, O0x2f, O0xd5,
0xc5, 0Oxc7, 0x36, 0x37, 0OxcO, Oxbe, Oxff, Oxbl
0x31, Oxce, Oxce, 0xc3, 0x28, 0xb7, 0x84, 0x88,
Oxe2, Ox7f, Ox11, 0Ox62, Oxbl, O0x14, 0x41, Oxe2
Ox7e, Oxfb, 0x31, 0xO0e, 0x5b, Oxba, 0x27, Oxf7,
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Oxa0, Oxce, 0Oxa0, O0xb8, 0Oxdd, Oxbe, 0Oxc4, 0x74,
Oxe0, Oxc9, O0x50, O0x71, Ox16, 0x81, 0x42, O0xZ2a,
0xa9, Oxda, O0x2e, O0x3a, 0x85, 0x0b, 0x62, O0xba,
0x55, 0x31, 0x31, 0Oxc4, Oxda, 0x4b, 0x36, 0x9a,
Oxa6, O0xOb, 0x78, 0x51, 0x50, Oxea, 0x44, 0x07
0Ox6d, Oxf7, 0x49, O0xb0, Oxea, Ox7e, 0x12, 0x92
0x88, 0Ox5e, 0xb8, Oxee, 0x0b, 0xa9, 0xd8, 0x04,
Oxbe, 0xd8, 0x5d, 0x8e, 0x0a, Oxea, O0x5c, Oxce,
Oxf5, 0x2d, 0x80, Oxff, 0Ox57, 0x07, OxOc, O0x06
0x20, Oxaf, Oxb5, 0x32, 0x16, O0xb5, 0x79, 0x60,
Oxce, 0x3b, 0xb8, 0x55, 0x4c, Oxf5, 0x58, 0x90,
Oxeb, Oxae, 0x48, 0x04, 0x8b, 0x76, Oxfc, O0x66
0x18, 0x70, 0x13, 0Ox5c, 0x85, Oxa4, 0x18, Oxf1,
Oxbb, 0x06, Ox4e, 0x59, 0x19, 0x75, 0x4d, Oxaf,
0x97, Ox6b, Oxlc, 0x82, O0Ox2f, Oxbf, 0x91, Oxbb
Oxb7, 0x93, 0x21, Oxf2, Oxca, Oxf7, Oxec, O0x31
Oxf 2, 0x05, 0x73, Oxle, 0x69, 0x30, 0Oxdil, 0xd9,
Oxef, 0Ox4f, 0x57, 0Oxch, Oxf2, 0x46, Oxbf, 0xe8,
0x81, Oxb6, 0x24, Oxdb, Oxf3, 0x67, 0x27, O0x97
0Oxb8, 0x04, 0x8c, O0xa3, Oxfe, Oxda, O0x6b, 0x9d,
0x51, Oxba, Oxbd, Oxb5, Oxca, Oxfe, 0x73, Oxce,
0x48, 0x9d, 0x28, 0x30, 0Ox7d, 0x53, 0x63, 0Oxc7

}
A.2.4. Role-specific Elements for 8192-bit FFC group

unsi gned char groupl8_ initiator[1024] = {

0Ox5b, 0x92, 0Oxc0O, 0x76, 0x71, 0x48, 0Oxb5e, 0x4d,
0x9d, Oxdf, Oxde, 0xc3, Oxcc, 0x32, Ox6e, Oxf1,
0x90, Oxef, 0x71, 0x86, Oxde, 0x55, 0x60, O0x3e,
0x24, 0x3e, 0xc2, 0x38, 0x09, 0x65, 0x56, Oxfb,
0x2b, 0x8b, 0x97, 0x07, 0x19, Oxac, Oxaf, 0x59,
0x32, 0xd7, 0x65, 0x19, Oxa2, 0x02, 0x83, O0xa3,
0x72, 0xc2, 0x2c, 0xe8, 0x1l5, 0x58, 0x0d, 0xb8,
Oxla, Oxad, Oxe3, Oxbc, 0xc0O, 0x82, Oxab, 0x42,
0Ox9a, Ox7e, 0x0d, 0x39, Ox6a, 0x81, O0x3e, 0x72
Oxee, Oxba, 0x58, 0x01, Oxe6, 0x36, O0x9f, 0x82
0x49, O0xa3, Ox6a, 0x88, 0x59, 0xO0f, 0x77, Ox6b
0x4d, Ox6a, 0x36, 0x25, OxfO0, Oxbc, 0x75, 0x53,
0x45, Ox1lb, 0x02, 0Ox4c, 0x99, Oxb5d, 0x51, 0x87
0x41, 0x3c, Oxcc, 0x54, Ox6a, Oxdc, Ox6e, 0x22
Oxb5, 0x7d, 0Oxa9, 0x65, 0x90, 0xd3, 0x38, O0x4c,
Oxa8, 0x26, 0x22, 0x57, 0xd8, 0x55, 0xc0, 0xc9,
0x9a, 0x62, 0x08, 0x71, Ox2b, 0x55, Oxde, 0x89,
Oxd4, Oxf8, Oxab, Ox5f, 0x55, 0x42, 0xc0, 0x40,
0x60, O0x61, Ox1lb, 0x68, 0x01, 0x80, 0x67, 0x27
0x95, 0x8e, 0x6b, Oxcd, Oxcl, 0x04, 0x35, 0x96
0Ox8e, 0x15, Oxle, 0xd3, 0x01, Ox7d, 0x81, 0x38,
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0Oxe8, Oxbf, 0Oxdl, Oxa8, 0x31, 0Oxd5, 0x49, O0x11
0x0d, 0x78, Ox2f, O0x61, 0x31, Oxfc, Oxcc, Ox11
0Ox4f, 0x09, Oxal, 0x13, Ox2b, 0x0e, 0x73, Oxbc,
Ox1f, Oxef, 0x01, 0Ox7d, 0xd3, 0x26, 0Oxe3, Oxda,
Oxa9, Oxaa, 0x15, Oxaf, 0x47, Oxeb, 0xcO, 0x39,
0x29, Oxa3, 0x68, Oxfc, 0x03, Oxaa, 0x20, 0xcO,
Oxf 8, 0Oxch, Oxe2, 0xe3, 0x03, 0x0d, 0x3c, 0x20,
0Ox7c, Oxbf, Oxab, Oxl1lb, 0xd9, 0x92, 0x2d, 0x79,
0x42, 0x42, 0xe8, 0x92, 0x25, 0x9a, 0x94, 0x54,
0x40, Oxec, 0x8d, 0x55, 0x26, 0x71, O0xb3, 0x58,
0x2c, O0xO0b, 0x81, 0x4d, 0x53, 0xb8, 0x52, O0xf9,
Ox1lb, Oxbl, 0x75, 0x60, 0Oxd4, 0Ox4b, 0x45, 0x72
Oxa6, 0x61, 0x20, 0x96, Oxaa, 0x3b, 0xb9, 0x50,
0x81, 0Oxe3, 0x93, Oxde, O0x4b, 0x80, O0xa2, O0Oxbd,
0x20, 0Ox64, 0x63, Oxe2, 0x48, 0xc8, Oxec, 0x82
0x07, Oxal, Ox7b, 0x45, 0x2a, Oxfb, 0xe9, Ox2f,
Oxal, OxfO, 0x69, 0x36, 0x2d, O0x4f, Oxla, 0x85,
Oxf 3, 0x58, 0x34, 0Oxe6, 0x0a, 0x9e, 0xe9, O0x9a,
0x77, Oxe5, Oxf9, Oxa4, Oxc4, O0x14, Oxa2, 0x43,
Oxdd, Oxaa, 0x03, 0x17, Ox71, O0x55, 0x62, Oxf4,
Oxf5, 0x9c, Ox5f, Ox2f, Oxe7, O0x6f, Oxde, Oxa4,
Ox7a, Oxbb, 0x9d, Oxb5, 0x8d, 0xc3, 0x95, O0xf9,
0x54, 0x06, Oxba, 0xdl, 0x31, Oxcf, 0x03, 0x6c,
Ox7a, 0x53, 0xd5, 0x76, 0x97, Ox4c, Oxbd, 0x23,
0x59, Oxff, Oxfe, Oxea, 0xd3, 0Oxdl, 0x86, 0x10,
0x2c, Oxf9, Ox9f, Oxc8, 0xd3, 0x45, 0x44, O0Ox2f,
Ox5a, Oxcf, 0x86, 0x8e, Oxlc, 0xc2, Oxb7, 0x04,
0x75, 0x74, 0x78, Oxdf, Ox7a, Ox6f, Oxaf, 0x56
0x03, 0x93, 0x19, O0x4f, 0x4d, 0x73, 0x1l1, 0xc9,
0x34, 0x90, Oxla, O0x76, 0x18, 0x76, Oxa7, 0x19,
Oxe4, 0Ox5e, 0x66, 0x10, Ox2e, 0x0a, Oxbe, 0x7c,
0x64, 0xd2, 0xd3, Oxbb, 0x18, 0x58, 0x86, 0xd9,
0x54, 0x58, Oxf5, Oxeb, 0x86, Oxac, O0x61, 0x48,
Oxbc, 0x95, Oxle, 0x13, Oxab, Oxef, Ox6e, Oxdf,
Oxbc, Oxab, 0x78, 0x10, 0x87, 0x43, 0x9a, 0xd6
0xd6, 0x10, 0x30, 0xcO, Oxf5, 0x9b, 0x09, O0xc4,
0Ox2c, Oxed, 0x8b, Oxeb, 0xc7, 0x3c, 0x12, 0xc5,
Ox1lc, Oxf1l, 0x88, Oxfd, 0x15, 0x45, Oxdb, O0xb3,
0x35, 0x87, 0x40, Oxf8, 0x8a, 0xdl, 0x07, 0x32
0x2b, Oxf7, Ox4a, 0x77, Oxb5, 0x69, 0x4a, 0x20,
Oxdd, 0x69, Oxle, 0x38, Oxac, 0xOb, 0x31, Oxda,
0x43, 0x5d, OxfO, 0x94, 0x22, 0x8d, Ox4a, 0x26
Oxda, 0x91, Oxdf, Oxb7, Oxdd, Oxfb, 0x97, 0x88,
Ox7a, 0x43, O0x5e, Oxf3, 0x36, Oxbd, Oxef, 0xcO,
Oxe6, Ox7f, Oxdl, O0x81, Ox5b, 0xd6, Ox1lb, O0x01
0x89, 0x19, O0x1ld, Ox0Oe, 0xdO, Oxla, 0Ox3a, 0x56
0x82, Oxf6, 0x2c, Oxdf, Ox6a, 0x42, Oxf5, 0x44,
0x57, 0x61, 0x95, Oxdc, 0x9d, Ox4c, 0x15, 0xcO,
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0x29, 0x42, 0x55, 0x77, 0x28, 0xc8, O0x7c, Oxe2
0xc8, 0x44, Oxbd, Oxdd, Ox8e, Oxel, O0xb8, 0xa3,
Oxa6, Oxbl, Oxab, Oxfc, Ox9f, Oxed, Ox5f, O0xd7,
0x58, Oxee, Oxe9, Oxa8, Oxle, 0x11, Oxla, O0x8c,
Oxf 6, Oxea, 0x45, 0x8f, 0x41, 0x4d, O0xb9, Ox7f,
0Oxe9, 0xd2, 0x90, 0x8c, Oxed, O0x0a, Oxdil, 0x12
0x48, 0x9b, Ox5e, 0x8a, 0x98, 0xc8, 0x0e, 0x71
Oxff, 0x35, O0xa3, OxcO, 0x17, Oxlc, O0x29, Oxe7
0x30, 0x47, Ox5f, 0x22, 0x62, Ox1lb, Oxde, 0xb9,
Oxeb, 0x20, Oxcc, Oxeb, Oxfc, 0x7d, 0x38, Oxle,
Oxce, 0x8a, 0Ox4e, 0xa8, Oxfe, Oxba, 0xa9, O0xfc,
0x44, 0x8a, Oxcf, O0x0a, O0xe3, Oxf1l, 0x91, 0x63,
Oxaf, Oxf2, 0Ox7d, 0x52, 0Ox2a, 0x6d, 0x38, Oxcf,
0x10, Oxd5, Oxa3, Oxal, Oxb0O, Oxcc, 0x74, 0xO08,
0xe9, 0x97, Oxel, Ox7e, 0xd8, O0xdl, Ox3f, Ox4e,
0x8d, 0x6d, Ox4e, 0x3e, 0x33, 0Oxc7, Oxae, 0x28,
Oxb6, Ox6a, 0xdO, 0Ox15, Oxf3, Oxd6, Oxfd, Ox11
0Ox3e, Oxbc, 0x65, 0Oxe6, Oxf7, Oxb4, Oxfe, 0x55,
0x03, 0x4d, Ox1f, Ox4f, 0Ox8b, Oxef, 0x8d, O0x11
Oxa2, 0x9b, 0x42, 0x58, Oxf4, Oxdf, OxOc, Oxf2,
0x80, Ox0e, 0x02, Oxff, Oxe8, 0x46, 0x0d, Oxae,
0x50, 0x41, 0x14, 0x37, 0Oxbd, 0x82, 0x26, 0x96
0x9f, Ox1ld, Oxff, Ox9e, 0Oxe0, 0x01, 0x24, 0x19,
Oxe8, Oxca, Oxe7, O0x7b, Oxaa, Oxef, 0x05, 0x4a,
0Ox8a, Oxdd, O0x3b, 0xe8, 0x93, Oxf0, 0x21, Oxab
Ox7f, Ox77, Oxcd, Oxcl, Ox71, 0Ox9f, Ox6b, O0x2b
0x64, Oxfb, 0x43, 0x9e, 0x92, 0x33, 0x68, O0xeb6
0x51, Oxcl, 0x16, 0x3d, Oxde, Oxf8, 0x85, 0x8a
Oxb6, 0Ox6c, 0x96, 0Ox7a, O0x6b, 0x12, 0xd8, 0x18,
0x30, Ox5e, 0xO0c, 0x82, Oxff, Oxff, 0OxdO, Oxf?7,
0x9c, 0x23, 0x30, 0x61, 0x80, 0x5b, Oxde, 0xd9,
0x35, 0x16, Oxdd, Ox6a, Ox5b, Oxbe, O0x5a, 0x1d,
0x77, 0x37, 0x2b, Oxee, 0x00, 0x61, Oxef, Oxfe,
Oxa8, O0x3f, 0Ox2e, 0xd6, 0x8e, 0x3a, O0xO0f, 0x03,
Oxae, 0x46, 0x01, O0xOc, 0Ox75, 0x8c, 0x42, 0x9b
0x24, 0x02, 0x4b, Oxdb, O0xb8, 0x98, 0x31, 0Oxc7
0xd0, 0xd9, Oxbl, 0x89, 0x4a, 0x54, 0x74, 0xcO,
0x68, 0x5d, Oxe7, 0x62, Oxe4, 0x44, 0x44, Oxbe,
0x17, 0x75, 0x34, 0x96, Oxbe, Oxf1, 0x94, 0x49,
0x14, Oxe7, 0x17, 0x79, Oxf6, Oxab, 0xe8, Oxf4,
0x47, 0x77, 0x74, 0x10, 0x51, O0x3b, 0x30, 0x8e,
0Ox8e, 0x00, Ox4f, O0xOe, 0x75, 0x03, 0Oxc7, 0x48,
Oxfb, Oxf8, 0x50, Oxc7, Oxeb, Oxfc, Oxe2, 0x7d,
0x07, 0x90, 0Oxd5, 0x91, Ox6a, Oxce, 0x14, 0x12
Oxab, Oxe6, 0x65, 0x64, Oxfb, 0x03, Oxce, Oxdf,
Oxf 1, OxOb, 0Ox11, 0x82, Oxb5a, 0x11, Oxf6, Oxf9,
0xd6, Oxf2, Oxfe, 0xd4, 0x72, 0x60, 0x80, 0xd4,
0x53, 0x86, 0xe6, Oxfc, Oxb7, 0OxcO, 0x03, 0x4d,
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0x3c, 0x32, 0xe9, Oxfd, 0x46, 0x9e, 0x81, O0x6a,
0x72, 0xd6, 0x9c, O0x14, O0x70, 0x47, Oxbe, 0x35,
Oxef, Oxb2, Oxbb, O0xOa, Oxca, 0x84, 0xc9, 0x15,
Oxac, 0x83, 0Ox6b, 0x83, 0xe8, 0x36, 0xb5d, 0x27
0xc0, 0x25, 0xc8, 0x92, 0x69, 0x6b, 0x51, 0x6a,
Oxc2, O0x8f, 0x9c, 0x8b, Oxf5, 0x35, Oxle, 0x31
Ox4b, Oxf7, 0xd6, 0x40, Oxa7, Oxlc, Oxe4, OxaZ2,
0x00, 0x3c, 0x78, 0x78, 0Ox8f, 0x27, 0x24, Ox7e,
0x0b, Ox7f, Oxf6, Oxb0, 0x66, Oxf4, 0x79, 0x46,
Ox2e, O0x5b, 0x11, Oxca, 0x9b, 0x93, 0x4e, 0x99,
0Ox2c, 0xd2, 0Ox2d, 0x88, 0x84, Oxf1l, Oxle, OxOe

}

unsi gned char groupl8 responder[1024] = {

Oxdf, 0x63, Oxdc, Ox3a, 0x74, Oxbd, 0x83, O0x8e,
0x72, 0x90, 0x81, OxfO, 0x85, 0x65, 0x86, 0x07
0x06, 0x05, Oxed, 0x93, 0x73, Oxab, Oxbb, 0x88,
0x42, 0x17, 0Ox8a, 0x10, 0x33, 0xc3, 0Ox6e, 0x9b
0x3b, 0x68, 0x33, 0x30, Oxa2, O0x3f, 0xb2, 0xa3,
0x2d, Ox6b, Oxec, 0x34, Oxb5a, Oxe7, Ox6a, Oxcl
0x11, 0Oxc8, Oxab, 0x3d, 0Ox6c¢c, 0xch, Oxf7, 0x48,
Oxca, Oxac, Oxa6, 0x10, O0xOb, 0Ox7c, 0x93, 0xe9,
0x45, 0x4d, Oxa7, 0x00, 0x30, 0Oxd2, Oxf5, Oxaf,
0x93, Oxf1, Oxab, 0x8a, 0x9f, 0x10, 0x14, Oxe6,
Ox6a, O0xe0, Ox5a, 0Oxe6, Oxea, 0x8b, 0x21, Oxbb
Ox6a, Ox1f, Ox6c, O0x8c, O0xO0b, 0x01, Oxda, Oxfd,
Ox4f, O0xOb, Ox7f, Oxe9, 0x46, 0x27, 0x8e, Oxaa,
0x64, 0xdl, 0Oxd5, 0x40, 0xc9, Oxf7, 0x47, Oxef,
0x9f, Ox7c, Oxce, 0Ox6c, 0x41, 0xd2, 0x9c, 0x47,
0x09, Ox6e, 0xc7, 0xc2, Oxdc, 0Ox7d, Ox7e, Oxce,
0x04, Ox6f, Oxf9, Oxcl, 0x86, 0x56, 0Oxlb, 0x88,
Ox7f, 0x62, 0x33, O0x3b, Oxca, 0xb9, 0xd4, 0x7d,
0x24, Oxfa, O0x9f, 0xd8, Oxf8, 0x63, 0x91, O0x72
0x45, 0x82, 0x4d, O0x9f, 0Oxd7, 0x9d, 0Oxc8, 0xO0b
Ox4c, Ox6a, 0Oxch, Oxf4, Oxec, 0x77, O0x3e, Oxfd,
Oxb7, 0Ox6b, 0Oxe0, 0x86, 0x32, 0x41, 0x25, Oxfe,
0x43, 0x03, 0x0a, 0x07, 0x90, 0x75, 0Oxd5, Oxca,
0x48, 0x23, Oxfb, 0x80, Ox5f, 0x22, Oxfe, Oxlc,
Oxba, 0x48, 0x2c, 0x28, 0x78, 0x5c, O0xc4, 0x98,
Oxad, Oxb7, Oxa6, 0x78, Ox5f, 0x84, 0x3a, O0xb6
0x96, 0xd5, Oxad, 0x88, 0x60, 0xb9, 0x09, 0xO00,
Oxbb, 0x7d, Ox5c, 0xd6, 0x17, Oxfe, 0x18, O0x8e,
0x07, 0x10, 0Oxc3, 0xe9, 0xdO, 0xb8, 0xe2, Oxfa,
0x00, Oxae, Oxal, Oxcd, 0x86, 0x33, Oxda, Ox4b,
0x0c, 0x34, Oxal, Ox6e, 0x19, O0xO0b, Oxdb, Oxef,
Oxb0, Oxf6, 0x86, 0xc6, 0xe3, 0x8c, 0x9c, 0x53,
0x15, 0x16, 0x04, 0xd9, O0xa8, Oxa7, 0x38, O0xcl,
0x43, 0x9d, Ox7e, 0x33, 0x16, Oxla, 0x8d, 0x33,
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0Oxe8, 0x2b, 0x47, Oxaf, Ox4c, 0xdO, 0x96, 0x87
0x5b, 0x57, 0x27, O0xc3, Oxla, Oxf7, 0x12, Oxfd,
0x8a, 0x64, 0xa0, 0xc9, 0x51, 0xc9, 0x95, Oxcb
0x7b, 0x9d, 0x97, Oxda, 0x3c, Oxae, 0x87, Oxlc,
0x08, 0xa8, 0xb2, 0x3b, 0x92, 0Oxb7, 0x52, 0x97
0x99, 0x9c, 0x52, 0x92, Oxcc, Oxba, Oxbe, 0x16
Oxf 7, Oxac, 0x08, Oxb5, Oxla, 0x99, 0x99, Oxee,
0x33, 0x3a, 0x2a, Oxea, 0x70, Oxbe, Oxcc, O0Oxfd,
0Oxc7, Ox6b, Oxf3, O0xa9, 0x9d, 0x66, 0x87, Oxlb
0x26, O0x0e, Oxf5, 0x04, 0x33, 0x82, 0x25, 0x75,
0x74, 0x37, Oxbd, Oxfe, 0x78, Oxa2, Ox4a, Ox77
Oxda, Oxef, 0x84, Oxfd, Ox5c, 0Oxld, 0x09, O0xc7,
0xd8, 0xc2, 0x97, Oxf8, 0xd0, 0x96, Ox6f, OxfO,
0x54, Oxea, O0x5e, 0x14, Oxb6, 0x9c, 0x16, 0x96
Oxcd, 0x56, 0x3e, 0x49, Oxef, 0x8f, Oxbf, Oxcl
0x59, 0xd6, 0xOc, Oxa0, 0xd6, 0Ox6b, Oxff, 0x34,
Oxeb5, 0x68, 0x70, O0x6b, 0x00, 0x87, Oxac, Ox4e,
Ox7e, 0x44, 0Oxa2, 0x04, 0Oxa2, 0x96, Oxfc, 0x73,
Oxe7, 0Oxe2, Ox7f, 0Oxc6, O0xO0b, 0x17, Oxdb, Oxa6
0x45, Oxa8, 0x72, 0x61, 0x08, 0xc8, O0x4c, 0x19,
0x2d, 0x27, O0xOb, Ox4f, O0xb9, O0xcO0, 0x55, 0xd6
0Ox6d, O0x11, 0Oxd7, 0x15, 0x0d, Oxef, 0x97, 0x08,
0xd3, 0x22, 0xd8, 0x03, O0x7f, 0x91, 0Oxe0, O0xOe,
Oxe4, 0x70, 0x75, 0x47, 0x33, 0xd9, 0x80, 0x08,
Ox5f, 0xc9, Oxea, 0x91, 0Oxd4, Ox4e, 0x80, 0x08
0xb3, 0x83, 0x37, Oxba, 0xd2, O0xe0, O0x6d, 0x44,
0x83, 0x9a, Oxfl, Oxa6, 0x83, 0xc4, Oxba, 0xd2
0x3f, 0x50, Ox7a, 0x19, Oxed, 0x82, Oxda, 0x02
0Ox6f, Oxbe, 0x27, 0x91, Oxd6, Ox7e, O0x11, Oxcl
0x95, 0x3a, Ox6a, 0x61, 0x80, O0x6c¢c, 0x23, Oxif,
Oxcd, 0x8d, Oxac, Ox5c, Ox4c, 0x14, Oxee, Oxde,
0x08, 0x15, 0x87, Oxae, O0x2d, Oxf4, 0x77, 0x81
Oxcb, 0x39, 0x9a, O0x51, Oxbl, O0x3e, 0xc6, 0xd5,
Oxcd, Oxa2, 0x3a, 0x15, 0Ox6a, 0x73, 0x2e, 0x78,
0x24, 0x16, 0xb8, 0xd2, 0x3e, O0xb4, 0xO0c, Oxc2
Ox0e, 0x67, Oxea, 0xe9, 0x9c, Oxce, O0xbc, O0x6a,
0x29, 0x27, Oxel, O0x3f, Oxac, 0x9d, 0x31, 0xbs,
Oxda, Ox2f, 0x94, Ox6e, Oxfc, 0x33, Oxab, 0x54,
0xf9, O0x8e, 0xe8, Oxbf, 0x8e, 0x33, 0x62, Oxab
Ox1f, Oxca, 0x17, 0x68, 0x89, 0x27, 0x19, 0x52
Oxb1l, Ox4c, Oxdl, 0x04, O0xb8, 0x8d, Oxfe, 0Oxc2
Oxa4, Oxbf, O0xb8, 0x4e, O0x7c, 0x24, 0x2f, Oxaa,
0x8c, 0x57, 0x3c, 0x60, 0xe8, 0xd5, Oxle, Ox7f,
0x8b, 0x85, 0x0e, Oxfb, O0xO0e, Oxbd, Oxed, O0x75,
0x3f, 0x35, Oxeb, O0xb7, 0x35, 0x60, 0x53, O0x8f,
0x7d, 0x86, Oxbc, 0x98, 0x8b, 0x2e, 0x22, 0x33,
Ox5e, 0x60, 0x49, 0x6d, 0xc3, 0xe0, Oxaa, Oxec,
Ox5e, 0x67, 0x87, 0xd8, 0x20, 0x92, 0x71, 0x34,
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0x46, Oxa4, Oxf4, 0x2d, 0x02, Oxaf, 0x64, 0x45,
Oxef, Oxea, O0xb3, 0x84, 0x39, 0xd6, O0x6b, Oxaf,
0x7d, 0x63, 0xd3, 0x50, Oxf9, 0x95, Oxaf, Oxf7,
Oxf 3, 0Ox8a, Ox6f, 0x59, Oxfl1l, 0x32, 0x37, 0x3d,
Ox6¢c, 0xd4, Oxaa, 0x17, 0Oxd7, 0x13, 0x19, Oxa7,
0x51, 0x98, 0x21, 0x89, 0x26, 0x12, Oxel, Oxed,
0x78, 0x04, 0x33, 0xd7, 0Oxc6, Oxf4, Oxe2, 0x39,
0x5c, 0x37, Oxdb, 0x16, 0x42, 0xf9, OxO0a, 0x3d,
Oxee, 0x4b, 0x96, Oxbd, 0x60, Ox1f, 0x36, Oxbb
Oxe6, 0x15, 0x95, 0x47, Ox7f, 0Ox8f, 0Ox2e, Oxff,
0x59, 0x9b, Oxfc, 0x99, 0x13, 0x87, Oxac, 0x85,
0xd9, 0x84, 0x0c, 0x99, 0x95, 0xe8, 0x2b, Oxdf,
Oxae, 0x64, Ox7e, 0x24, 0x85, 0x67, 0x9c, 0x86
0x51, O0x8a, 0x61, Ox6c, 0x17, 0x24, 0x89, Oxba
0x2f, Oxfa, 0x9d, 0x3d, Oxa6, 0x51, Oxce, 0x85,
Oxf 8, 0x95, 0x78, Oxeb, 0x00, 0x51, 0x06, O0xb4,
0x8b, 0x02, Ox1lb, Oxlc, Oxf7, 0x13, Oxch, Oxee,
0x83, 0x98, Oxdc, Oxab, Oxed, 0x57, 0x62, 0x78,
Oxlc, 0Oxch, 0Ox5c, Oxac, Oxa6, 0x23, 0x68, 0xdO,
Oxa5, Oxda, 0x43, 0x2d, 0x61, 0x73, 0x66, 0x03,
Oxea, 0xc9, Oxad, Ox7e, 0Oxe3, 0x54, 0xa9, 0x53,
Ox3e, 0x23, Ox4c, Ox6a, O0x15, 0x70, Oxab, OxZ2c,
Oxee, Oxcd, 0x4d, Ox7e, 0x41, O0x6f, Oxa6, 0xc5,
Oxlc, 0x24, 0x37, 0x58, 0x00, 0x81, 0xd9, 0Oxb2
Oxf 7, 0Ox9a, 0x9c, Oxa3, Oxf5, Oxc6, 0x31, Oxcl
Oxb2, 0x8b, 0x3d, Oxec, Oxbe, 0x21, Oxe7, 0x53,
0x0f , Oxb8, 0x87, 0x76, Oxb5, 0x76, Oxcc, 0x50,
0x03, 0x51, 0x8a, 0Oxab, 0xb9, 0x50, 0Oxc7, 0x38,
Oxaf, 0x98, 0x01, Oxdf, 0x77, Oxb2, 0x9f, O0xe8,
Oxab, Ox5b, 0x9d, 0x48, 0x3a, 0x82, Oxel, 0x10,
0xc8, 0x34, 0Oxcl, 0x07, 0Ox8f, 0x63, 0x60, 0x3e,
0x25, Oxb6, 0x33, Oxbc, 0x15, Oxce, 0x99, 0x39,
0x62, 0x83, 0x5b, Oxbc, 0x22, 0xb9, O0xO0b, 0xd3,
0x97, 0Ox2b, 0x87, Oxee, 0x85, 0xd6, 0x72, 0x01
0Oxb8, Oxdb, Oxel, Oxdd, Ox5f, 0Ox61, Ox5f, 0x81
0x44, Oxcc, 0x65, 0x71, 0x44, 0Oxb7, Oxca, 0x48,
0xd2, 0x33, 0x7b, 0x56, 0Oxe6, 0x07, 0xb8, 0xc5,
0x6c, Oxb0O, Oxf6, O0x72, 0x69, 0x75, Oxf7, Oxfc,
0xd5, Oxab, 0xe0O, Oxbb, 0x65, Oxcb, 0xd8, O0x4a,
Oxae, 0x99, 0x58, O0x5c, 0xe3, 0x61, 0x38, 0x07
0x97, Oxee, Oxa7, 0x67, 0x48, O0xb7, 0x9e, 0xcO,
0Oxe9, Oxf5, 0x3c, 0x18, 0x3d, O0xb2, 0x06, O0xOf,
0x75, 0x8d, O0xb8, 0x82, Oxfa, O0x6d, 0x30, 0x91
0x8b, 0x3b, Oxee, Oxf8, 0x27, 0x40, Oxec, 0x26
0x08, 0xd4, Oxca, 0x00, Ox8f, 0x28, O0xa2, 0x38,
0xd9, Oxa0O, 0x42, 0Oxc4, 0x51, 0x8b, 0Ox6c, Oxce

}
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