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Abst r act

Quantum conputing is the study of conmputers that use quantum features
in calculations. For over 20 years, it has been known that if very

| arge, specialized quantum conmputers could be built, they could have
a devastating effect on asymretric classical cryptographic algorithns
such as RSA and elliptic curve signatures and key exchange, as well
as (but in smaller scale) on symmetric cryptographic al gorithns such
as bl ock ciphers, MACs, and hash functions. There has already been a
great deal of study on howto create algorithms that will resist

| arge, specialized quantum conmputers, but so far, the properties of
those al gorithnms make them onerous to adopt before they are needed.

Smal | quantum conputers are being built today, but it is still far
fromclear when | arge, specialized quantum conputers will be built
that can recover private or secret keys in classical algorithns at
the key sizes commonly used today. It is inmportant to be able to
predi ct when | arge, specialized quantum conmputers usable for

cryptanalysis will be possible so that organi zation can change to
post - quantum crypt ographic algorithns well before they are needed.

Thi s docunent describes quantum conputing, how it mght be used to
attack classical cryptographic algorithnms, and possibly how to
predi ct when | arge, specialized quantum conputers wll becone

f easi bl e.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any

Hof f man Expi res February 15, 2018 [ Page 1]



Internet-Draft Cl assical to Post-Quantum Crypto August 2017

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 15, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Early drafts of this docunent use "@@a@@ to indicate where the
editor particularly want input fromreviewers. The editor wel comes
all types of review, but the areas narked with "@a@@d are in the
nmost noti ceabl e need of new material. (The editor particularly
appreciates new material that cones with references that can be
included in this docunment as well.)

1.1. Disclainer

**** This is an early version of this draft. **** As such, it has had
little in-depth review in the cryptography comunity. Statements in
this docunent might be wong; given that the entire docunment is about
crypt ography, those wong statenents m ght have significant security
probl ems associated with them

Readers of this document should not rely on any statements in this
version of this draft. As the draft gets nore input fromthe
cryptography conmmunity over tine, this disclainer will be softened
and eventual ly elim nated.

1.2. Executive Summary

The devel opnent of quantum conputers that can recover private or
secret keys in classical algorithns at the key sizes commonly used
today is at a very early stage. None of the published exanpl es of
such quantum conputers is useful in recovering keys that are in use
today. There is a great amount of interest in this devel opnent, and
researchers expect large strides in this devel opnent in the coning
decade.

There is active research in standardi zi ng signing and key exchange
algorithms that will withstand attacks fromlarge, specialized
quant um conmputers. However, all those algorithms to date have very
| arge keys, very large signatures, or both. Thus, there is a large
sustai ned cost in using those algorithns. Simlarly, there is a

| arge cost in being surprised about when quantum conputers can cause
damage to current cryptographic keys and signatures.
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Because the world does not know when | arge, specialized quantum
computers that can recover cryptographic keys will be avail abl e,
organi zati ons should be watching this area so that they have plenty
of tinme to either change to | arger key sizes for classica
cryptography or to change to post-quantum al gorithns. See Section 6
for a fuller discussion of deternining howto predict when quantum
comput ers that can harm current cryptography m ght becone feasible.

1.3. Term nol ogy

The term "cl assical cryptography" is used to indicate the
cryptographic algorithns that are in common use today. In
particul ar, signature and key exchange algorithms that are based on
the difficulty of factoring nunbers into two |arge prinme nunbers, or
are based on the difficulty of determ ning the discrete |log of a

| arge conposite nunber, are considered classical cryptography.

The term "post-quantum crypt ography" refers to the invention and
study of cryptographic mechanisnms in which the security does not rely
on conputationally hard problens that can be efficiently solved on
quantum computers. This excludes systens whose security relies on
factoring nunbers, or the difficulty of determ ning the discrete |og
of one group elenent with respect to another

Note that these definitions apply to only one aspect of quantum
computing as it relates to cryptography. It is expected that quantum
computing will also be able to be used agai nst symmetric key
cryptography to make it possible to search for a secret symetric key
using far fewer operations than are needed using classical conputers
(see Section 5 for nore detail). However, using |onger keys to
thwart that possibility is not normally called "post-quantum

crypt ography".

There are many terns that are only used in the field of quantum
conmputing, such as "qubit", "quantum algorithm, and so on. Chapter
1 of [N el senChuang] has good definitions of such terns.

Some papers di scussi ng quantum conput ers and cryptanal ysis say that

| arge, specialized quantum conmputers "break"” algorithnms in classica
cryptography. This paper does not use that terninol ogy because the
algorithnms’ strength will be reduced when | arge, specialized quantum
comput ers exist, but not to the point where there is an i medi ate
need to change al gorithns.

The "~" synbol is used to indicate "the power of". The term"l og"
al ways neans "l ogarithm base 2".
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1.4. Not Covered: Post-Quantum Cryptographic Al gorithns

Thi s docunment di scusses when an organi zati on woul d want to consi der
usi ng post-quantum cryptographic al gorithns, but definitely does not
del ve into which of those algorithns would be best to use. Post-
quantum cryptography is an active field of research; in fact, it is
much nore active than the study of when we nmight want to transition
fromclassical to post-quantum cryptography.

Readers interested in post-quantumcryptographic algorithns will have
no problemfinding many articles proposing such algorithnms, conparing
the many current proposals, and so on. An excellent starting point
is the web site <http://pqcrypto.org/> The Open Quantum Safe (OQS)
proj ect <https://openquantunsafe.org/> is devel opi ng and prototyping
quantumresi stant cryptography. Another is the article on post-
quant um crypt ography at Wki pedi a: <https://en.w ki pedi a. org/ wi ki/
Post - quant um cr ypt ogr aphy>.

Various organi zations are working on standardizing the algorithns for
post - quant um crypt ogr aphy. For exanple, the US National Institute of
St andards and Technol ogy (conmonly just called "NIST*) is holding a
conpetition to eval uate post-quantum cryptographic al gorithns.

NI ST's description of that effort is currently at
<http://csrc.nist.gov/groups/ ST/ post-quantumcrypto/>. Unti

recently, ETSI (the European Tel econmunications Standards Institute)
had a Quantum Safe Cryptography (QSC) Industry Specification G oup
(1SG that worked on specifying post-quantum al gorithns; see
<http://ww. etsi.org/technol ogi es-cl usters/technol ogi es/ quant unt saf e-
cryptography> for results fromthis work.

1.5. Not Covered: Quantum Cryptography

O her than in this section, this docunment does not cover "quantum
cryptography". The field of quantum cryptography uses quantum
effects in order to secure comruni cati on between users. Quantum
cryptography is not related to cryptanalysis. The best known and
ext ensi vely studi ed exanpl e of quantum cryptography is a quantum key
exchange, where users can share a secret key while preventing an
eavesdropper from obtaining the key.

1.6. Wiere to Read Mre
There are many reasonably accessible articles on Wkipedia, notably
the overview article at <https://en.w ki pedi a. org/ wi ki /

Quant um conputi ng> and the tineline of quantum computi ng devel opnent s
at <https://en.w ki pedi a. org/ wi ki / Ti mel i ne_of _quantum conputi ng>.
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[ Ni el senChuang] is a well-regarded coll ege textbook on quantum
computers. Prerequisites for understanding the book include |inear
al gebra and sone quantum physics; however, even w thout those, a
reader can probably get value fromthe introductory material in the
book.

[ Turi ng50Yout ube] is a good overview of the near-term and |onger-term
prospects for designing and buil ding quantum conmputers; it is a video
of a panel discussion by quantum hardware and software experts given
at the ACMs Turing 50 lecture

@aga Maybe add nore references that night be useful to non-experts.
2. Brief Introduction to Quantum Conputers

A quantum conputer is a conputer that uses quantumbits (qubits) in
quantumcircuits to performcal cul ati ons. Quantum conputers al so use
classical bits and regular circuits: nost calculations in a quantum
computer are a mx of classical and quantumbits and circuits. For
exanpl e, classical bits could be used for error correction or
controlling the behavior of physical conponents of the quantum

conput er.

A basic principle that nmakes it possible to speed up cal cul ati ons on
qubits in quantum conputers i s quantum superposition. Informally,
simlarly to waves in classical physics, arbitrary nunber of quantum
states can be added together and result will be another valid quantum
state. That neans that, for exanple, two qubits could be in any
quant um superposition of four states, three qubits in quantum
superposition of eight states, and so on. GCenerally n qubits can be

i n quantum superposition of 2*n states.

The main chal |l enge for quantum conputing is to create and maintain a
significantly | arge nunber of superposed qubits while perfornng
quant um conput ati ons. Physical conponents of quantum conputers that
are non-ideal results in the destruction of qubit state over tineg;
this is the source of errors in quantum conputation. See Section 3.1
for a description of howto overcome this probl em

A good description of different aspects of cal cul ati ons on quantum
conmputer could be found in [EstinmatingPrei mage].

A separate question is a nmeasurenent of a quantum state. Due to
uncertainty of the state, the measurement process is stochastic.

That nmeans that in order to get the correct neasurenment one shoul d
run several consequent cal cul ati ons and correspondi ng neasurenent in
order to the expected value which is considered as a result of
neasur enent .
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@aagdo Di scuss nmeasurenents and how they have to be done with
correlated qubits.

2.1. Quantum Conputers that Recover Cryptographic Keys

Quant um conputers are expected to be useful in the future for sone
probl ens that take up too many resources on a |arge classica
computer. However, this document only discusses how they m ght
recover cryptographic keys faster than classical conputers. In order
to recover cryptographic keys, a quantum conputer needs to have a
quantumcircuit specifically designed for the type of key it is
attenpting to recover.

A quantum conmputer will need to have a circuit with thousands of
qubits to be useful to recover the type and size keys that are in
common use today. Smaller quantum conputers (those with fewer qubits
in superposition) are not useful for using Shor’'s algorithm(as

di scussed in Section 4.1) at all. That is, no one has devised a way
to conmbi ne a bunch of smaller quantum conputers to performthe sane
attacks on cryptographic keys via Shor’s algorithmas a properly-

si zed quant um conput er

This is why this docunent uses the term"large, specialized quantum
comput er" when descri bing ones that can recover keys: there wll
certainly be small quantum conputers built first, but those conputers
cannot recover the type and size keys that are in comon use today.
Further, there are already quantum conputers that have many qubits
but without the circuits needed to make those qubits useful for
recovering cryptographi c keys.

A straight-forward application of Shor’s algorithmmay not be the
only way for |large, specialized quantum conmputers to attack RSA keys.
[ LowResour ce] describes how to conbi ne quantum conputers with

cl assical nmethods for recovering RSA keys at speeds faster than just
usi ng the classical nethods.

3. Physical Designs for Quantum Conputers

Quant um conputers can be built using many different physica
technol ogi es. Decidi ng which physical technol ogies are best to
pursue is an extrenely active research topic. A few physica
technol ogies (particularly trapped ions, super-conduction using
Josephson junctions, and nucl ear magnetic resonance) are currently
getting the nost press, but other technol ogies are al so show ng
prom se.

One factor that is inportant to quantum conputers that can be used
for cryptanalysis is the speed of the operations (transfornmations) on
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qubits. Mst of the estinmates of speeds of these quantum conputers
assune that qubit operations will take about the sane anount of tinme
as operations in circuits that consist of classical gates and
classical nmenory. Current quantumcircuits are slower than classica
circuits, but will certainly becone faster as quantum conputers are
devel oped in the future.

Note that some current quantum conputer research uses bits that are
not fully entangled, and this will greatly affect their ability to
make useful quantum cal cul ati ons.

3.1. Qubits, Error Detection, and Error Correction

Researchers building small quantum conput ers have di scovered that
cal culating the superposition of qubits often has a large rate of
error, and that error rate increases rapidly over tine. Performng
quant um cal cul ati ons such as those needed to recover cryptographic
keys is not feasible with the current state of quantum conputers.

In the future, actual quantumcalculations will be performed on

"l ogical qubits", that is, after the application of error correction
codes on physical qubits. Thus, the nunber of physical qubits will
be higher than the nunber of |ogical qubits, depending on the
paranmeters of the error correction code, which in turn depends on the
paraneters of a technol ogy used for a physical inplenentation of
qubits. Currently, it is estinmated that it takes hundreds or

t housands of physical qubits to nake a | ogical qubit. @o@a® Need
reference for this statenent.

@agao Lot s nore nmaterial should go here. W will need recent
references for how many physical qubits are needed for each corrected
qubit. It’'s OKif this section has lots of references, but hopefully
they don’t contradict each other

3.2. Prom sing Physical Designs for Quantum Conputers

@oago |t woul d be useful to have maybe two paragraphs about each
physi cal design that is being actively pursued.

3.3. Challenges for Physical Designs

Di fferent designs have different challenges to overcone before the
physi cal technol ogy can be scal ed enough to build a useful |arge,
speci al i zed quantum conputer. Sone of those chall enges include the
following. (Note that some itens on this list apply only to sone of
t he physical technol ogies.)
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Tenperature: Getting stable operation without extreme cooling is
difficult for many of the proposed technol ogies. The definition
of "extrene" is different for different |owtenperature
t echnol ogi es.

Stabilization: The Iength of time every qubit in a circuit holds is
val ue

Quantum control : Coherence and reproducibility of qubits

Error detection and correction: Getting accurate results through
si mul t aneous detection of bit-flip and phase-flip. See
Section 3.1 for a longer description of this.

Substrate: The material on which the qubit circuits are built. This
has a large effect on the stability of the qubits.

Particles: The atons or sub-atomic particles used to nake the qubits

Scal ability: The ability to handle the nunber of physical qubits
needed for the desired the circuit

Architecture: Ability to change quantumgates in a circuit
4. Quantum Conputers and Public Key Cryptography

The area of quantum conputing that has generated the nobst interest in
the cryptographic community is the ability of quantum conputers to
find the private keys in encryption and signature al gorithns based on
di screte logarithns using exponentially fewer operations than

cl assical conputers woul d need to use.

As described in [RFC3766], it is widely believed that factoring | arge
nunbers and finding discrete | ogs using classical conputers increases
with the exponential size of the key. [RFC3766] describes in detai
how cl assi cal conputers can be used to deternine keys; even though
that RFC is over a decade old, no significant changes have been made
to the process of classical attacks on RSA and Diffie-Hell nman. @ooo@
CFRG is that true? Does RFC 3766 need to be updated?

Shor’s al gorithm shows that these problens can be sol ved on quantum
computers in polynomal tinme, neaning that the speed of finding the
keys is a polynonial function (w th reasonabl e-sized coefficients)
based on the size of the keys, which would require significantly
fewer steps than a classical conputer. The definitive paper on
Shor’'s algorithmis [ Shor97].
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4.1. Explanation of Shor’s Al gorithm
@aga Poi nters to understandable articles woul d be good here

@aga® Descri be period-finding and why it applies to finding prine
factors and discrete | ogs.

@aga G ve the steps for applying Shor’s algorithmto 2048-bit RSA
Descri be how many rounds of the quantum subroutine would |ikely be
needed. Describe how many rounds of the classical |oop would |ikely
be needed.

[ ResourceEl l'i ptic] gives concrete estimates of the resources needed
to build a quantum conputer to conmpute elliptic curve discrete
logarithms. It shows that for the common P-256 elliptic curve, 2330
| ogi cal qubits and over 10711 Toffoli gates.

4.2. Properties of Large, Specialized Quantum Conputers Needed for
Recovering RSA Public Keys

Researchers have built small quantum conputers that inplenent Shor’s
algorithm factoring nunbers with four or five bits. These are used
to show that Shor’'s algorithmis possible to realize in actua
hardware. (Note, however, that [Pretendi ngFactor] indicates that
these experinments may have taken shortcuts that prevent them from

i ndi cating real Shor designs.)

@A Ref erences are needed here. Did they inplenent all of Shor’'s
algorithm including the looping logic in the classical part and the
| ooping logic in the quantum part?

@agaa Nunber s and expl anation is needed bel ow

A quantum conputer that can determne the private keys for 2048-bit
RSA woul d requi re SOVE NUMBER GOES HERE correl ated qubits and SOVE
NUVBER GOES HERE circuit elements. A quantum conputer that can
determine the private keys for 256-bt elliptic curves would require
SOME NUMBER GCES HERE correl ated qubits and SOVE NUMBER GOES HERE
circuit el ements.

5. Quantum Conputers and Symmetric Key Cryptography

Section 4 is about Shor’s algorithmand conpronises to public key
cryptography. There is a second quantum conputing al gorithm
Gover’s algorithm that is often nmentioned at the sanme time as
Shor’'s algorithm Wth respect to cryptanal ysis, however, Gover’'s
algorithm applies to tasks of finding a preinmage, including tasks of
finding a secret key of a symetric algorithmsuch as AES if there is
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know edge of plaintext-ciphertext pairs. The definitive paper on
Gover's algorithmis by Gover: [Gover96]. Gover later wote a
nor e accessi bl e paper about the algorithmin [QuantunSearch].

Gover's algorithmgives a way to search for keys to symretric
algorithms in the square root of the time that a normal exhaustive
search woul d take. Thus, a large, specialized quantum conputer that
i mpl ements Grover’s algorithmcould find a secret AES-128 key in
about 2764 steps instead of the 27128 steps that woul d be required
for a classical conputer.

When it appears that it is feasible to build a large, specialized
quant um conputer that can defeat a particular synmetric al gorithm at
a particular key size, the proper response would be to use keys with
twice as many bits. That is, if one is using the AES-128 al gorithm
and there is a concern that an adversary mght be able to build a

| arge, specialized quantum conputer that is designed to attack

AES- 128 keys, nove to an algorithmthat has keys twi ce as |ong as
AES- 128, nanely AES-256 (the bl ock size used is not significant
here).

It is currently expected that |arge, specialized quantum conputers
that inplement Grover’'s algorithmare expected to be built |ong
before ones that inplement Shor’'s algorithmare. There are two
primary reasons for this:

0 Gover’'s algorithmis likely to be useful in areas other than
cryptography. For exanple, a |large, specialized quantum conputer
that inplenments Gover’'s algorithmm ght help create nedicines by
speedi ng up conpl ex problens that involve how proteins fold. @agdo®
Add nore l|ikely exanples and references here.

0o A large, specialized quantum conputer that can recover AES-128
keys will likely be much smaller (and thus easier to build) than
one that inplenents Shor’s algorithmfor 256-bit elliptic curves
or 2048-bit RSA/ DSA keys.

5.1. Explanation of Grover’s Al gorithm
@agad G ve the steps for applying Grover’s algorithmto AES-128

5.2. Properties of Large, Specialized Quantum Conputers Needed for
Recovering Synmetric Keys

[ Appl yi ngGrover] estimates that a quantum conputer that can determn ne

the secret keys for AES-128 would require 2953 correlated qubits and
2.74 * 2786 gates.
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5.3. Properties of Large, Specialized Quantum Conmputers for Conputing
Hash Col |i si ons

@agao More goes here. Al so, discuss how Grover’s al gorithm does not
appear to be useful for conputing preinages (or say howit night be
used.

6. Predicting Wen Useful Cryptographic Attacks WII Be Feasible

I f quantum conputers that perform useful cryptographic attacks can be
built in the future, many organi zations will want to start using

post - quantum al gorithnms wel |l before those conputers can be built
However, given how few inplenentations of such quantum conputers

exi st (even for tiny keys), it is inpossible to predict with any
accuracy when quantum conputers that perform useful cryptographic
attacks will be feasible.

The term "useful” above is relative to the value of the material
bei ng protected by the cryptographic algorithmto the attacker. For
exanple, if the quantum conputer attacking a particul ar key costs
US$100 billion to build, costs US$1 billion a year to run, and can
extract only one key a year, it is possibly useful to sone
governnents, but probably not useful for attacking the TLS key used
to protect a small nail server. On the other hand, if later a
simlar conputer costs US$1 billion to build, costs US$10 million a
year to run, and can extract ten keys a year, many nore keys becone
vul ner abl e.

[ BeReady] gives a sinple way to approach the cal cul ati on of when one

needs to depl oy post-quantumalgorithns. |In short, if the sumof how
| ong you need your keys to be secure plus how long it takes to depl oy
new al gorithns is longer than the length of tine it will take for an

attacker to create a |large, specialized quantum conputer and use it
agai nst your keys, then you waited too |ong.

To date, few peopl e have done systematic research that would give
estimates for when useful quantum based cryptographic attacks mni ght
be feasible, and at what cost. Wthout such research, it is easy to
make wi | d guesses but those are not of nuch value to people having to
deci de when to start using post-quantum cryptography.

For exanple, in [N ST8105], N ST says "researchers working on
bui I ding a quantum conputer have estimated that it is likely that a
quant um comput er capabl e of recovering 2000-bit RSA in a matter of
hours could be built by 2030 for a budget of about a billion

dollars". However, the referenced Iink is to a YouTube vi deo
[ Mari ant oni Yout ube] where the researcher, Matteo Mariantoni, says
"maybe you should not quote me on that". [N ST8105] gives no ot her
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references for predictions on cost and availability of usefu
cryptographi c attacks wi th quantum conputers

6.1. Proposal: Public Measurenents of Various Quantum Technol ogi es

In order to get a rough idea of when useful cryptographic attacks

wi th quantum conputers may be feasible, researchers creating such
comput ers can denonstrate them when they can recover keys an eighth
the size of those in common use. That is, given that 2048-bit RSA,
256-bit elliptic curve, and AES-128 are conmmon today, when a research
team has a conputer than can recover 256-bit RSA, 32-bit elliptic
curve, or AES-128 where only 16 bits are unknown, they should
denonstrate it.

Such a denonstration could easily be made fair with trusted
representatives fromthe cryptographic community using verifiable
means to pick the keys to recover, and verifying the tine that it
takes to recover each key. It might be interesting to run the sane
tests in classical conputers at the same tine to give perspective

These denonstrations will have many benefits to those who have to
deci de when post-quantum al gorithns shoul d be depl oyed in various
envi ronment s.

0 Denonstrations will likely use designs that are consi dered nost
efficient. This in turn will cause greater focus research on
choosi ng good desi gn candi dat es.

0 The results of the denonstrations will help focus on issues
important to cryptanalysis, nanely the cost of building the
systenms and the speed of breaking a single key.

o Conpeting denmonstrations will reveal where different research
teans have nade different optim zations fromwell-known designs.

0 Public denobnstrations coul d expose designs that work only in
limted cases that are uncomon in normal cryptographic practice.
(For example, [Pretendi ngFactor] clainms that all current
factorization experinments have taken advantage of using a
classical conputer that already knows the answer to design the
quantumcircuits.)

Note that this proposal would only give an idea of how public
progress is being made on quantum conputers. Well-funded military
agenci es (and possibly even crimnal enterprises) could be way ahead
of the publicly-visible conputers. No one should rely on just the
publ i c neasurenments when deci ding how safe their keys are agai nst
guant um conput er s
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7. 1 ANA Consi derations
None, and thus this section can be renoved at final publication
8. Security Considerations
This entire docunent is about cryptography, and thus about security.

See Section 1.1 for an inportant disclainmer about this docunent and
security.

This docunent is nmeant to help the reader predict when to transition
fromusing classical cryptographic algorithnms to post-quantum
algorithms. That decision is ultimately up to the reader, and nust
be made not only based on predictions of how quantum conmputing is
progressing but also the value of every key that the user handl es.

For exanple, a financial institution using TLS to protect its
custoners’ transactions will probably consider its keys nore val uabl e
than a small online store, and will thus be likely to begin the
transition earlier.
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