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where one or nore nodes are resource constrained, in particular for
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subscri be broker for CoAP that extends the capabilities of CoAP for
supporting nodes with |l ong breaks in connectivity and/or up-tine.
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1. Introduction

The Constrained Application Protocol (CoAP) [RFC7252] supports

machi ne-t o- machi ne conmuni cati on across networks of constrained

devi ces. CoAP uses a request/response nodel where clients nmake
requests to servers in order to request actions on resources.
Dependi ng on the situation the same device nmay act either as a server
or a client.

One inportant class of constrained devices includes devices that are
intended to run for years froma small battery, or by scavenging
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energy fromtheir environment. These devices have limited
reachability because they spend nost of their time in a sleeping
state with no network connectivity. Devices may also have limted
reachability due to certain niddl e-boxes, such as Network Address
Transl ators (NATs) or firewalls. Such m ddl e-boxes often prevent
connecting to a device fromthe Internet unless the connection was
initiated by the device.

Thi s docunment specifies the nmeans for nodes with limted reachability
to comuni cate using sinple extensions to CoAP. The extensions
enabl e publish-subscribe comruni cation using a broker node that
enabl es store-and-forward nessagi ng between two or nore nodes.
Furthernmore the extensions facilitate many-to-many conmuni cation
usi ng CoAP.

2. Term nol ogy

The key words *MUST', ' MUST NOT', 'REQUIRED , ' SHALL', ' SHALL NOT,
" SHOULD , ' SHOULD NOT’, ' RECOMMENDED , ' MAY', and ' OPTIONAL' in this
specification are to be interpreted as described in [ RFC2119].

This specification requires readers to be famliar with all the terns
and concepts that are discussed in [ RFC5988] and [ RFC6690]. Readers
shoul d also be familiar with the terns and concepts discussed in
[RFC7252] and [I-D.ietf-core-resource-directory]. The URl tenplate
format [RFC6570] is used to describe the REST interfaces defined in
this specification.

This specification nakes use of the follow ng additional term nology:

Publ i sh- Subscri be (pubsub): A nessagi ng paradi gm where nessages are
published to a broker and potential receivers can subscribe to the
broker to receive nmessages. The publishers do not (need to) know
where the nmessage will be eventually sent: the publications and
subscriptions are matched by a broker and publications are
delivered by the broker to subscribed receivers.

CoAP pubsub service: A group of REST resources, as defined in this
docunent, which together inplenent the required features of this
speci fication.

CoAP pubsub Broker: A server node capabl e of receiving nessages
(publications) fromand sendi ng nessages to other nodes, and able
to match subscriptions and publications in order to route nessages
to the right destinations. The broker can also tenporarily store
publications to satisfy future subscriptions and pendi ng
notifications.
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CoAP pubsub Client: A CoAP client which is capable of publish or
subscri be operations as defined in this specification

Topic: A unique identifier for a particular item being published
and/ or subscribed to. A broker uses the topics to natch
subscriptions to publications. A topic is a valid CoAP URl as
defined in [ RFC7252]

3. Architecture
3.1. CoAP pubsub Architecture

Figure 1 shows the architecture of a CoAP pubsub service. CoAP
pubsub Cients interact with a CoAP pubsub Broker through the CoAP
pubsub REST APl which is hosted by the Broker. State information is
updat ed between the dients and the Broker. The CoAP pubsub Broker
perforns a store-and-forward of state update representati ons between
certain CoAP pubsub Cients. dients Subscribe to topics upon which
representations are Published by other dients, which are forwarded
by the Broker to the subscribing clients. A CoAP pubsub Broker may
be used as a REST resource proxy, retaining the |ast published
representation to supply in response to Read requests from dients.

Clients pubsub Br oker

[ - + |

| CoAP | I

| pubsub |--------- |------ +

[Cient | | I pep——_ +

Fomm e e + | +----] CoAP |
[ | pubsub |

+o--- - + [ +----| Broker

| CoAP | | oo +

| pubsub |--------- [------ +

[Cient | [

S RS + |

Figure 1: CoAP pubsub Architecture
3.2. CoAP pubsub Broker

A CoAP pubsub Broker is a CoAP Server that exposes a REST APl for
clients to use to initiate publish-subscribe interactions. Avoiding
the need for direct reachability between clients, the broker only
needs to be reachable fromall clients. The broker also needs to
have sufficient resources (storage, bandw dth, etc.) to host CoAP
resource services, and potentially buffer nessages, on behalf of the
clients.
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3.3. CoAP pubsub dient

A CoAP pubsub Client interacts with a CoAP pubsub Broker using the
CoAP pubsub REST APl defined in this docunent. dients initiate
interactions with a CoAP pubsub broker. A data source (e.g., sensor
clients) can publish state updates to the broker and data sinks
(e.g., actuator clients) can read fromor subscribe to state updates
fromthe broker. Application clients can nake use of both publish
and subscribe in order to exchange state updates with data sources
and data sinks.

3.4. CoAP pubsub Topic

The clients and broker use topics to identify a particular resource
or object in a publish-subscribe system Topics are conventionally
fornmed as a hierarchy, e.g. "/sensors/weather/baroneter/pressure” or
"EP- 33543/ sen/ 3303/ 0/ 5700". The topics are hosted at the broker and
all the clients using the broker share the sane nanespace for topics.
Every CoAP pubsub topic has a link, consisting of a reference path on
the broker using URI path [ RFC3986] construction and link attributes
[ RFC6690]. Every topic is associated with zero or nore stored
representations with a content-format specified in the link. A CoAP
pubsub topic value nmay alternatively be a collection of one or nore
sub-topics, consisting of links to the sub-topic URIs and indicated
by a Iink-format content-fornmat.

3.5. Brokerless pubsub

Fi gure 2 shows an arrangenent for using CoAP pubsub in a "brokerless"
configuration between peer nodes. Nodes in a brokerless system may
act as both broker and client. The Broker interface in a brokerless
node may be pre-configured with topics that expose services and
resources. Brokerless peer nodes can be nmixed with client and broker

nodes in a systemwth full interoperability.
Peer pubsub Peer
[ - + | [ - +
| CoAP | | | CoAP |
| pubsub |--------- [--------- | pubsub |
[Cient | [ | Broker |
S RS + | S RS +
| CoAP | [ | CoAP |
| pubsub [--------- [-=------- | pubsub |
| Broker | | |dient |
[ SR + | [ SR +

Fi gure 2: Brokerl ess pubsub
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4.

4.

CoAP pubsub REST AP

This section defines the REST APl exposed by a CoAP pubsub Broker to
pubsub Cients. The exanpl es throughout this section assune the use
of CoAP [ RFC7252]. A CoAP pubsub Broker inplenenting this

speci ficati on SHOULD support the DI SCOVERY, CREATE, PUBLI SH
SUBSCRI BE, UNSUBSCRI BE, READ, and REMOVE operations defined in this
section. Optim zed inplenentations MAY support a subset of the
operations as required by particular constrai ned use cases.

1. DI SCOVERY

CoAP pubsub Cients discover CoAP pubsub Brokers by using CoAP Sinple
Di scovery or through a Resource Directory (RD)
[I-D.ietf-core-resource-directory]. A CoAP pubsub Broker SHOULD
indicate its presence and availability on a network by exposing a
link to the entry point of its pubsub APl at its .well-known/core

| ocati on [ RFC6690]. A CoAP pubsub broker MAY register its pubsub
REST APl entry point with a Resource Directory. Figure 3 shows an
exanpl e of a client discovering a |ocal pubsub APl using CoAP Sinple
Di scovery. A broker wishing to advertise the CoAP pubsub APl for
Sinpl e Discovery or through a Resource Directory MJST use the link
relation rt=core.ps. A broker MAY advertise its supported content
formats and other attributes in the link to its pubsub API.

A CoAP pubsub Broker MAY offer a topic discovery entry point to
enable Clients to find topics of interest, either by topic nane or by
link attributes which may be regi stered when the topic is created.

Fi gure 4 shows an exanple of a client looking for a topic with a
resource type (rt) of "tenperature" using D scover. The client then
receives the URI of the resource and its content-format. A pubsub
broker wi shing to advertize topic discovery MIST use the rel ation
rt=core.ps.discover in the link

A CoAP pubsub Broker MAY expose the Discover interface through the
.wel |l -known/ core resource. Links to topics may be exposed at .well -
known/core in addition to links to the pubsub API. Figure 5 shows an
exanpl e of topic discovery through .well-known/core.

The DI SCOVER interface is specified as follows:

Interaction: dient -> Broker

Met hod: GET

URI Tenplate: {+ps}/{+topic}{?qg*}
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URI Tenpl ate Variables: ps := pubsub REST APl entry point
(optional). The entry point of the pubsub REST API, as obtai ned
from di scovery, used to discover topics.
topic := The desired topic to return links for (optional).

g := Query Filter (optional). MAY contain a query filter list as
per [ RFC6690] Section 4.1.

Content-Fornmat: application/link-fornat

The followi ng response codes are defined for this interface:

Success: 2.05 "Content"” with an application/link-formt payl oad
contai ning one or nore matching entries for the broker resource.
A pubsub broker SHOULD use the value "/ps/" for the base URl of
t he pubsub APl wherever possible.

Failure: 4.04 "Not Found" is returned in case no matching entry is
found for a unicast request.

Failure: 4.00 "Bad Request" is returned in case of a nalforned
request for a unicast request.

Failure: No error response to a multicast request.
dient Br oker

| ------ GET /.wel | -known/ core?rt=core.ps ---->>
-- Content-Format: application/link-format ---|

I

I I
| <<--- 2.05 Content |
| </ps/>;rt=core.ps;rt=core.ps.discover;ct=40 --|
I I

Fi gure 3: Exanpl e of DI SCOVER pubsub function
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dient Br oker

| ---------- GET /ps/?rt="tenperature" ------- >>|
Content-Fornat: application/link-fornmat [

I

I I
| <<-- 2.05 Content [
| </ ps/current Tenp>;rt="tenperature"; ct=50 ---|
I I

Fi gure 4: Exanple of DI SCOVER topic
Cient Br oker

| -------- GET /.wel |l -known/core?ct=50 ------- >>|
Content-Fornat: application/link-fornmat [

I

I I
| <<-- 2.05 Content [
| </ ps/current Tenp>;rt="tenperature"; ct=50 ---|
I I

Fi gure 5: Exanple of DI SCOVER topic
4.2. CREATE

A CoAP pubsub broker MAY allow Clients to create new topics on the
broker using CREATE. A client wishing to create a topic MJST use
CoAP POST to the pubsub APl with a payload indicating the desired
topic. The topic specification sent in the payload MIST use a
supported serialization of the CoRE link format [ RFC6690]. The
target of the Iink MUST be a URI formatted string. The client MJST
i ndicate the desired content format for publishes to the topic by
using the ct (Content Format) link attribute in the Iink-format

payl oad. The client MAY indicate the lifetinme of the topic by

i ncluding the Max- Age option in the CREATE request.

A Broker MJST return a response code of "2.01 Created" if the topic
is created and return the URI path of the created topic via Location-
Pat h options. The broker MJST return the appropriate 4.xx response
code indicating the reason for failure if a new topic can not be
created. Broker SHOULD renove topics if the Max-Age of the topic is
exceeded wi thout any publishes to the topic. Broker SHOULD retain a
topic indefinitely if the Max-Age option is elided or is set to zero
upon topic creation. The lifetime of a topic MJIST be refreshed upon
create operations with a target of an existing topic.
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Topi cs may be created as sub-topics of other topics. A client MY
Ccreate a topic with a ct (Content Format) link attribute val ue which
describes a supported serialization of the CoRE |ink format [RFC6690]
such as application/link-format (ct=40) or its JSON or CBOR
serializations. |If a topic is created which describes a link
serialization, that topic nmay then have sub-topics created under it
as shown in Figure 7.

The CREATE interface is specified as foll ows:

Interaction: Cient -> Broker

Met hod:  POST

URI Template: {+ps}/{+topic}{?qg*}

URI Tenpl ate Variables: ps := pubsub REST APl entry point
(optional). The entry point of the pubsub REST API, as obtained
fromdiscovery, used to discover topics.
topic := The desired topic to return links for (optional).

g := Query Filter (optional). MAY contain a query filter list as
per [ RFC6690] Section 4.1.

Content-Format: application/link-format
Payl oad: The desired topic to CREATE

The foll owi ng response codes are defined for this interface:

Success: 2.01 "Created". Successful Creation of the topic
Failure: 4.00 "Bad Request". Malforned request.
Failure: 4.01 "Unauthorized". Authorization failure.

Failure: 4.03 "Forbidden". Topic already exists.

Failure: 4.06 "Not Acceptable”. Unsupported content format for
t opi c.

Figure 6 shows an exanple of a topic called "topicl" being
successful ly created.
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| ---------- POST /ps/ "<topicl> ct=50" -------- >|

I

| <----mmmeeee oo 2.01 Created --------------- |
[ Location: /ps/topicl [
I

Fi gure 6: Exanple of CREATE topic

| ------- POST /ps/ "<mai nTopi c>; ct =40" ------- >|

L 2.01 Created --------------- [
Location: /ps/nmainTopic/ |

--- POST /ps/mai nTopi ¢/ "<subTopi c>; ct =50" -->

S LR 2.01 Created --------------- [
Location: /ps/mai nTopic/subTopic

Figure 7: Exanpl e of CREATE sub-topic
PUBLI SH

A CoAP pubsub broker MAY allow clients to PUBLISH to topics on the
broker. A client MAY use the PUT or the POST nethod to publish state
updates to the CoAP pubsub Broker. A client MJST use the content
format specified upon creation of a given topic to publish updates to
that topic. The broker MJUST reject publish operations which do not
use the specified content format. A CoAP client publishing on a
topic MAY indicate the maximumlifetine of the value by including the
Max- Age option in the publish request. The broker MJST return a
response code of "2.04 Changed" if the publish is accepted. A Broker
MAY return a "4.04 Not Found" if the topic does not exist. A broker
MAY return "4.29 Too Many Requests" if sinple flow control as
described in Section 7 is inplenented.

A Broker MJST accept PUBLI SH operations using the PUT net hod.
PUBLI SH operati ons using the PUT nethod repl ace any stored
representation associated with the topic, with the supplied
representation. A Broker MAY reject, or delay responses to, PUT
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requests to a topic while pending resolution of notifications to
subscri bers from previ ous PUT requests.

Create on PUBLI SH. A Broker MAY accept PUBLI SH operations to new
topics using the PUT nethod. |If a Broker accepts a PUBLISH using PUT
to a topic that does not exist, the Broker MJST create the topic
using the information in the PUT operation. The Broker MJST create a
topic with the URI -Path of the request, including all of the sub-
topi cs necessary, and create a topic link with the ct attribute set
to the content-format of the payload of the PUT request. |If topic is
created, the Broker MJST return the response "2.01 Created" with the
URI of the created topic, including all of the created path segnents,
returned via the Location-Path option

A Broker MAY accept PUBLI SH operations using the POST nethod. |If a
broker accepts PUBLI SH using POST it shall respond with the 2.04
Changed status code.

A Broker MAY perform garbage collection of stored representations

whi ch have been delivered to all subscribers or which have tinmed out.
A Broker MAY retain at |east one nost recently published
representation to return in response to SUBSRCI BE and READ requests.

A Broker MJST nake a best-effort attenpt to notify all clients
subscribed on a particular topic each tine it receives a publish on
that topic. An exanple is shown in Figure 10. |If a client publishes
to a broker with the Max-Age option, the broker MJST include the same
value for the Max-Age option in all notifications. A broker MJST use
CoAP Notification as described in [RFC7641] to notify subscribed
clients.
The PUBLISH interface is specified as follows:
Interaction: Cdient -> Broker
Met hod:  PUT, POST
URI Template: {+ps}/{+topic}{?qg*}
URI Tenpl ate Variables: ps := pubsub REST APl entry point
(optional). The entry point of the pubsub REST API, as obtained
from discovery, used to discover topics.
topic := The desired topic to return links for (optional).

q := Query Filter (optional). MAY contain a query filter list as
per [ RFC6690] Section 4.1.
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Any valid CoAP content format

: Representation of the topic value (CoAP resource state
representation) in the indicated content fornat

The foll owi ng response codes are defined for this interface:

Success
Success:
Fai | ure:
Fai | ure:
Fai | ure:
Fai | ure:

: 2.

4

2

4.

4.

4.

01

04

00

01

04

.29

"Created". Successful publish, topic is created
"Changed". Successful publish, topic is updated
"Bad Request". Mal forned request.
"Unaut hori zed". Authorization failure.

"Not Found". Topic does not exist.

"Too Many Requests". The client should sl ow down the

rate of publish nmessages for this topic (see Section 7).

Fi gure 8 shows an exanpl e of a new val ue bei ng successfully published
to the topic "topicl". See Figure 10 for an exanple of a broker
forwarding a nessage froma publishing client to a subscribed client.

Koster, et

al .

Br oker
I
—————————— PUT /ps/topicl "1033.3" -------->
|
———————————— 2.04 Changed---------------- |
I
Fi gure 8: Exanple of PUBLISH
Br oker
I
-------- PUT /ps/exa/nmpl/e "1033.3" ------->

———————————— 2.01 Created---------------- |
Location: /ps/exalnpl/e [

Fi gure 9: Exanpl e of CREATE on PUBLI SH
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4. 4. SUBSCRI BE

A CoAP pubsub broker MAY allow Cients to subscribe to topics on the
Br oker using CoAP Cbserve as described in [RFC7641]. A CoAP pubsub
Client wishing to Subscribe to a topic on a broker MJST use a CoAP
GET with the Qobserve option set to O (zero). The Broker MAY add the
client to a list of observers. The Broker MJST return a response
code of "2.05 Content"” along with the nost recently published val ue
if the topic contains a valid value and the broker can supply the
requested content format. The broker MUST reject Subscribe requests
on atopic if the content format of the request is not supported by
the content format the topic was created with. The broker MAY accept
Subscri be requests which specify content formats that the broker can
supply as alternate content formats to the content format the topic
was registered with. |If the topic was published with the Max-Age
option, the broker MJST set the Max-Age option in the valid response
to the anount of tine renmaining for the value to be valid since the
| ast publish operation on that topic. The Broker MJST return a
response code of "2.07 No Content" if the Max-Age of the previously
stored val ue has expired. The Broker MJST return a response code
"4.04 Not Found" if the topic does not exist or has been renoved.
The Broker MUST return a response code "4.15 Unsupported Content
Format" if it can not return the requested content format. |If a
Broker is unable to accept a new Subscription on a topic, it SHOULD
return the appropriate response code w thout the Cbserve option as
per as per [RFC7641] Section 4.1. There is no explicit maxinmm
lifetime of a Subscription, thus a Broker may renove subscribers at
any tinme. The Broker, upon renoving a Subscriber, will transmt the
appropri ate response code w thout the Cbhserve option, as per

[ RFC7641] Section 4.2, to the removed Subscri ber

The SUBSCRIBE interface is specified as foll ows:

Interaction: dient -> Broker

Met hod: GET

Options: (oserve: 0

URI Tenplate: {+ps}/{+topic}{?q9*}

URI Tenpl ate Variables: ps := pubsub REST APl entry point
(optional). The entry point of the pubsub REST API, as obtained

from discovery, used to discover topics.

topic := The desired topic to return links for (optional).
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g := Query Filter (optional). MAY contain a query filter list as
per [ RFC6690] Section 4.1.

The follow ng response codes are defined for this interface:

Success: 2.05 "Content". Successful subscribe, current val ue
i ncl uded

Success: 2.07 "No Content". Successful subscribe, value not
i ncl uded

Failure: 4.00 "Bad Request". Malforned request.

Failure: 4.01 "Unauthorized". Authorization failure.

Failure: 4.04 "Not Found". Topic does not exist.

Failure: 4.15 "Unsupported Content Format". Unsupported content
format.

Figure 10 shows an exanple of Cient2 subscribing to "topicl" and
receiving a response fromthe broker, with a subsequent notification
The subscribe response fromthe broker uses the | ast stored val ue
associated with the topicl. The notification fromthe broker is sent
in response to the publish received fromdientl

Cientl Cient2 Br oker

[ [ Subscri be [
| | ----- GET /ps/topicl Observe: 0 Token: XX ----> |
I I I
| | <---------- 2.05 Content (bserve: 10---------- |
I I I
| | |
[ [ Publ i sh [
| --------- [----------- PUT /ps/topicl "1033.3" -------- > |

Noti fy |

I I
| | <---------- 2.05 Content (bserve:11 --------- [
I I

Fi gure 10: Exanple of SUBSCRI BE
4.5. UNSUBSCRI BE
If a CoAP pubsub broker allows clients to SUBSCRIBE to topics on the
broker, it MJST allow Cients to unsubscribe fromtopics on the

Br oker using the CoAP Cancel Observation operation. A CoAP pubsub
Client wishing to unsubscribe to a topic on a Broker MJST either use
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CoAP GET with Cbserve using an Observe paraneter of 1 or send a CoAP

Reset message in response to a publish, as per [RFC7641].

The UNSUBSCRIBE interface is specified as foll ows:

Interaction: dient -> Broker

Met hod:

Opti ons:

GET

Cbserve: 1

URI Tenpl ate: {+ps}/{+topic}{?g*}

URI Tenpl ate Variables: ps := pubsub REST APl entry point

(optional). The entry point of the pubsub REST API, as obtained

from discovery, used to discover topics.

topic

q := Query Filter (optional).

:= The desired topic to return links for (optional).

per [ RFC6690] Section 4.1.

The follow ng response codes are defined for this interface:

Success: 2.05 "Content". Successful unsubscribe, current val ue
i ncl uded

Success: 2.07 "No Content". Successful unsubscribe, val ue not
i ncl uded

Failure: 4.00 "Bad Request". Malforned request.

Failure: 4.01 "Unauthorized". Authorization failure.

Failure: 4.04 "Not Found". Topic does not exist.

Figure 11 shows an exanple of a client unsubscribe using the
Cbserve=1 cancel | ati on net hod.

dient Br oker
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I I
| ----- GET /ps/topicl Cbserve:1l Token: XX ---->

I
| <------------- 2.05 Content ----------------- |
I

Figure 11: Exanpl e of UNSUBSCRI BE

MAY contain a query filter list as
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4.6. READ

A CoAP pubsub broker MAY accept Read requests on a topic using the
the CoAP GET nethod if the content format of the request nmatches the
content format the topic was created with. The broker MAY accept
Read requests which specify content formats that the broker can
supply as alternate content formats to the content format the topic
was registered with. The Broker MJST return a response code of "2.05
Content” along with the nost recently published value if the topic
contains a valid value and the broker can supply the requested
content format. |If the topic was published with the Max-Age option
the broker MJUST set the Max-Age option in the valid response to the
anount of time remaining for the topic to be valid since the |ast
publish. The Broker MJST return a response code of "2.07 No Content"
if the Max-Age of the previously stored value has expired. The
Broker MUST return a response code "4.04 Not Found" if the topic does
not exi st or has been renoved. The Broker MJST return a response
code "4.15 Unsupported Content Format" if the broker can not return
the requested content fornmat.

The READ interface is specified as foll ows:

Interaction: Cient -> Broker

Met hod: GET

URI Template: {+ps}/{+topic}{?qg*}

URI Tenpl ate Variables: ps := pubsub REST APl entry point
(optional). The entry point of the pubsub REST API, as obtained
from discovery, used to discover topics.

topic := The desired topic to return links for (optional).

g := Query Filter (optional). MAY contain a query filter list as
per [ RFC6690] Section 4.1.

The follow ng response codes are defined for this interface:

Success: 2.05 "Content". Successful READ, current val ue included
Success: 2.07 "No Content". Topic exists, value not included
Failure: 4.00 "Bad Request". Malforned request.

Failure: 4.01 "Unauthorized". Authorization failure.

Failure: 4.04 "Not Found". Topic does not exist.
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Failure: 4.15 "Unsupported Content Format". Unsupported content-
format.

Fi gure 12 shows an exanple of a successful READ fromtopicl, followed
by a Publish on the topic, followed at sone tine later by a read of
the updated value fromthe recent Publish

Cientl Cient2 Br oker
| | Read |
[ I GET /ps/topicl ------------- > |
I I I
| | <---------- 2.05 Content "1007.1"------------ |
I I I
I I I
| | Publ i sh |
| --------- [----------- PUT /ps/topicl "1033.3" -------- > |
I I I
I I I
| | Read |
| I GET /ps/topicl ------------- > |
I I
I
I

|
| <emeeeen- 2.05 Content "1033.3" ---------- |
I I

Fi gure 12: Exanpl e of READ
4.7. REMOVE

A CoAP pubsub broker MAY allow clientsrenove a topics fromthe broker
using the CoAP Delete nmethod on the URI of the topic. The CoAP
pubsub Broker MJUST return "2.02 Deleted" if the renoval is
successful. The broker MJIST return the appropriate 4.xx response
code indicating the reason for failure if the topic can not be
renoved. When a topic is renoved for any reason, the Broker SHOULD
return the response code 4.04 Not Found and renove all of the
observers fromthe list of observers as per as per [RFC7641]

Section 3.2. If a topic which has sub-topics is renoved, then all of
its sub-topics MJST be recursively renoved.

The REMOVE interface is specified as foll ows:
Interaction: dient -> Broker
Met hod: DELETE

URI Tenplate: {+ps}/{+topic}{?q9*}

Koster, et al. Expi res January 5, 2018 [ Page 17]



Internet-Draft Publ i sh- Subscri be Broker for CoAP July 2017

URI Tenpl ate Variables: ps := pubsub REST APl entry point
(optional). The entry point of the pubsub REST API, as obtai ned
from di scovery, used to discover topics.
topic := The desired topic to return links for (optional).

g := Query Filter (optional). MAY contain a query filter list as
per [ RFC6690] Section 4.1.

Content-Format: None
Response Payl oad: None

The followi ng response codes are defined for this interface:

Success: 2.02 "Deleted". Successful renpve
Failure: 4.00 "Bad Request". Malforned request.
Failure: 4.01 "Unauthorized". Authorization failure.

Failure: 4.04 "Not Found". Topic does not exist.
Fi gure 13 shows a successful renove of topicl

dient Br oker

Fi gure 13: Exanpl e of REMOVE
5. CoAP pubsub Operation with Resource Directory

A CoAP pubsub Broker may register the base URI, which is the REST API
entry point for a pubsub service, with a Resource Directory. A
pubsub Cient may use an RD to di scover a pubsub Broker

A CoAP pubsub Client may register |links [RFC6690] with a Resource
Directory to enable discovery of created pubsub topics. A pubsub
Client may use an RD to di scover pubsub Topics. A client which

regi sters pubsub Topics with an RD MJST use the context relation
(con) [I-D.ietf-core-resource-directory] to indicate that the context
of the registered links is the pubsub Broker

Koster, et al. Expi res January 5, 2018 [ Page 18]



Internet-Draft Publ i sh- Subscri be Broker for CoAP July 2017

A CoAP pubsub Broker nmay alternatively register links to its topics
to a Resource Directory by triggering the RDto retrieve it’s links
from.well-known/core. In order to use this nethod, the |inks nust
first be exposed in the .well-known/core of the pubsub broker. See
Section 4.1 in this document.

The pubsub broker triggers the RDto retrieve its links by sending a
POST with an enpty payload to the .well-known/core of the Resource
Directory. The RD server will then retrieve the links fromthe

.wel | -known/ core of the pubsub broker and incorporate theminto the
Resource Directory. See [I-D.ietf-core-resource-directory] for
further details.

6. Sl eep-Wake Operation

CoAP pubsub provides a way for client nodes to sleep between
operations, conserving energy during idle periods. This is nade
possi ble by shifting the server role to the broker, allow ng the
broker to be always-on and respond to requests fromother clients
while a particular client is sleeping.

For exanple, the broker will retain the |ast state update received
froma sleeping client, in order to supply the nost recent state
update to other clients in response to read and subscri be operations.

Li kewi se, the broker will retain the | ast state update received on
the topic such that a sleeping client, upon waking, can performa
read operation to the broker to update its own state fromthe nost
recent system state update.

7. Sinple Flow Control

Since the broker node has to potentially send a | arge amount of
notification messages for each publish nmessage and it nay be serving
a | arge anobunt of subscribers and publishers sinmultaneously, the
broker may becone overwhelnmed if it receives many publish nessages to
popul ar topics in a short period of tine.

If the broker is unable to serve a certain client that is sending
publ i sh messages too fast, the broker MJUST respond with Response Code
4.29, "Too Many Requests". This Response Code is |ike HTTP 429 "Too
Many Requests" but uses the Max-Age Option in place of the "Retry-
After" header field to indicate the nunber of seconds after which to
retry. The broker MAY stop creating notifications fromthe publish
messages fromthis client and to this topic for the indicated tine.

If a client receives the 4.29 Response Code fromthe broker for a
publish nmessage to a topic, it MJST NOT send new publish nmessages to
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the broker on the same topic before the tinme indicated in Max- Age has
passed.

8. Security Considerations

CoAP pubsub re-uses CoAP [ RFC7252], CoRE Resource Directory
[I-D.ietf-core-resource-directory], and Wb Linki ng [ RFC5988] and
therefore the security considerations of those docunents al so apply
to this specification. Additionally, a CoAP pubsub broker and the
clients SHOULD aut henticate each other and enforce access contro
policies. A malicious client could subscribe to data it is not
authorized to or nmount a denial of service attack against the broker
by publishing a | arge nunber of resources. The authentication can be
performed using the already standardi zed DTLS of fered nechani sns,
such as certificates. DILS also allows comunication security to be
established to ensure integrity and confidentiality protection of the
dat a exchanged between these relevant parties. Provisioning the
necessary credentials, trust anchors and authorization policies is
non-trivial and subject of ongoing work.

The use of a CoAP pubsub broker introduces chall enges for the use of
end-to-end security between for exanple a client device on a sensor
network and a client application running in a cl oud-based server
infrastructure since brokers termnate the exchange. Wile running
separate DILS sessions fromthe client device to the broker and from
broker to client application protects confidentially on those paths,
the client device does not know whet her the commands comi ng fromthe
broker are actually coming fromthe client application. Simlarly, a
client application requesting data does not know whether the data
originated on the client device. For scenarios where end-to-end
security is desirable the use of application |ayer security is

unavoi dable. Application |ayer security would then provide a
guarantee to the client device that any request originated at the
client application. Simlarly, integrity protected sensor data from
a client device will also provide guarantee to the client application
that the data originated on the client device itself. The protected
data can al so be verified by the internediate broker ensuring that it
stores/caches correct request/response and no nalici ous nessages/
requests are accepted. The broker would still be able to perform
aggregation of data/requests collected.

Dependi ng on the level of trust users and system designers place in

t he CoAP pubsub broker, the use of end-to-end object security is
RECOMVENDED as described in [1-D. pal onbi ni -ace-coap- pubsub-profile].
When only end-to-end encryption is necessary and the CoAP Broker is
trusted, Payload Only Protection (Mde: PAYL) could be used. The
Publ i sher would wrap only the payload before sending it to the broker
and set the option Content-Format to application/snpayl. Upon
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receival, the Broker can read the unencrypted CoAP header to forward
it to the subscribers.

9.

| ANA Consi der ati ons

Thi s docunment registers one attribute value in the Resource Type
(rt=) registry established with [ RFC6690] and appends to the
definition of one CoAP Response Code in the CoRE Paraneters Registry.

9. 1.

9. 2.

9. 3.

9. 4.

Resource Type val ue ’'core. ps

Attribute Value: core.ps

Description: Section 4 of [[This docunent]]
Ref erence: [[This docunent]]

Not es: None

Resource Type val ue ’'core. ps.di scover’
Attribute Value: core.ps.discover
Description: Section 4 of [[This docunent]]
Ref erence: [[This docunent]]

Not es: None

Response Code val ue ' 2. 07

Response Code: 2.07

Description: Add No Content response to GET to the existing
definition of the 2.07 response code.

Ref erence: [[This docunent]]

Not es: The server sends this code to the client to indicate that
the request was valid and accepted, but the responce nay contain
an enpty payload. It is conparable to and nay be proxied with the
http 204 No Content status code.

Response Code val ue ' 4.29

Response Code: 4.29
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0 Description: This error code is used by a server to indicate that
a client is making too many requests on a resource.

0 Reference: [[This docunent]]
0 Notes: None
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