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Abst ract

YANG Schena ItemiDentifiers (SID) are globally unique 64-bit

unsi gned nunbers used to identify YANG itenms. This document defines
the semantics, the registration, and assignnment processes of Sl Ds.
To enabl e the inplenentation of these processes, this docunent also
defines a file format used to persist and publish assigned Sl Ds.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Introduction
Some of the itens defined in YANG [ RFC7950] require the use of a
uni que identifier. In both NETCONF [ RFC6241] and RESTCONF [ RFC8040],
these identifiers are inplenented using nanes. To allow the
i mpl ement ati on of data nodels defined in YANG i n constrai ned devi ces
and constrai ned networks, a nore conpact nethod to identify YANG
itens is required. This conpact identifier, called SID, is encoded
using a 64-bit unsigned integer. The following itens are identified
using Sl Ds:
o identities
o data nodes
0 RPCs and associated input(s) and output(s)
0 actions and associ ated input(s) and output(s)
o notifications and associated information
0 YANG nodul es, subnodul es and features
To mininmze their size, SIDs are often represented as a difference

between the current SID and a reference SID. Such difference is
called "delta", shorthand for "delta-encoded SID'. Conversion from
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SIDs to deltas and back to SIDs is a statel ess process. Each
protocol inplenmenting deltas nmust unanbi guously define the reference
SID for each YANG item

SIDs are globally unique nunbers, a registration systemis used in
order to guarantee their uniqueness. SIDs are registered in bl ocks
called "SID ranges".

Assignnent of SIDs to YANG itens can be automated, the recomended
process to assign SIDs is as follows:

1. A tool extracts the different itens defined for a specific YANG
nodul e.

2. The list of itens is ordered in al phabetical order by type and
| abel. Valid types and | abel formats are described within the
"ietf-sid-file  YANG nodul e defined in Section 4.

3. SIDs are assigned sequentially fromthe entry point up to the
size of the registered SID range. This approach is reconmended
to mnimze the serialization overhead, especially when delta
encodi ng i s inplenented.

4. |If the nunber of itens exceeds the SID range(s) allocated to a
YANG nodul e, an extra range is added for subsequent assignnments.

SI Ds are assigned permanently, itenms introduced by a new revision of
a YANG nodul e are added to the list of SIDs already assigned. This
process can al so be autonated using the sanme nethod described above,
only unassigned YANG itens are processed at step #3.
Section 3 provides nore details about the registration process of
YANG nodul es and associated SIDs. To enable the inplenentation of
this registry, Section 4 defines a standard file format used to store
and publish Sl Ds.

2. Term nol ogy and Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
The following terns are defined in [ RFC7950] :
0 action

o feature
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0 nodul e

o notification
o RPC

0 schema node
0 schema tree
0 subnodul e

Thi

s specification also makes use of the follow ng terninol ogy:

o delta : Difference between the current SID and a reference SID. A
reference SID is defined for each context for which deltas are
used.

o item A schema node, an identity, a nodule, a subnodule or a
feature defined using the YANG nodel i ng | anguage.

0 path: Apathis a string that identifies a schema node within the
schena tree. A path consists of the list of schema node
identifier(s) separated by slashes ("/"). Schenma node
identifier(s) are always listed fromthe top-1level schema node up
to the targeted schema node. (e.g. "/systemstate/clock/current-
datetine")

0 YANG Schema ItemiDentifier (SID): Unsigned integer used to
identify different YANG itens.

3. ".sid" file lifecycle

YANG i s a | anguage desi gned to nodel data sent between clients and
servers using one of the conpatible protocol (e.g. NETCONF

[ RFC6241], RESCONF [ RFC8040] and CoM [I-D.ietf-core-conmi]). A YANG
nmodul e defines hierarchies of data, including configuration, state
data, RPCs, actions and notifications.

YANG nodul es are not necessary created in the context of constrained
applications. YANG nodul es can be inpl enented usi ng NETCONF
[ RFC6241] or RESTCONF [ RFC8040] without the need to assign SIDs.

As needed, authors of YANG nodul es can assign SIDs to their YANG
nmodul es. This process starts by the registration of a SID range.
Once a SID range is registered, the owner of this range assigns sub-
ranges to each YANG nodule in order to generate the associated ".sid"
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'.sid" files SHOULD be performed using an

associated to a YANG nodul e i s optional

recomended to pronote interoperability between devices and to

SIDs to a single YANG nodul e.

The following activity diagram sumari zes the creation of a YANG

nmodul e and its associated .sid file.
o e oo +
0] | Creation of a |
-|- ->| YANG nodul e [
/ \ B +
|
Y
R e \
/| Standardized \ yes
\ YANG nmodule ? /------------- +
R / |
| no |
Y Y
R \ R +
/ Constrai ned \ yes | SID range |
+-->\ application ? /---->| registration |
| R / L +
| | no |
[ Y Y
| . + . +
+---|] YANG nodul e | | SID sub-range |
| update | | assignnent |
B + B +
|
Y
o e oo +
| .sid file [
| generation |
B +
|
Y
R \ R +
[ Publicly \ yes | YANG nodul e |
\ available ? /[---->| registration |
\ s e e e e - / B +
| no |
Fom e e e e oo oo +
I
[ DONE]
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Each time a YANG nodul e or one of its inported nodul e(s) or included
sub- nodul e(s) is updated, the ".sid" file MAY need to be updated.
Thi s update SHOULD al so be performed using an automated tool.

If a newrevision requires nore SIDs than initially allocated, a new
SI D range MJUST be added to the "assignnent-ranges" as defined in the
".sid" file header. These extra SIDs are used for subsequent

assi gnement s.

The following activity diagram sunmari zes the update of a YANG nodul e
and its associated .sid file.

T +
(0] | Update of the |
-|- ->| YANG nodul e |
/ o\ | or include(s) |
| or inmport(s) |
o e oo +
I
Y
R \ R +
/| More SIDs \ yes | Extra sub-range|
\' required ? [---->| assignnent |
R / R +
| no I
Fom e e e e e e e e oo +
|
Y
o e oo +
.sid file

I I
| update based |
| on previous |
| |

.sid file
S +
I
Y
R \ R +
[ Publicly \ yes | YANG nodul e |
\ available ? /---->| registration |
R / R +
| no I
R I +
I
[ DONE]
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4. ".sid" file format

".sid" files are used to persist and publish SIDs assigned to the
different YANG itens of a specific YANG nodule. The follow ng YANG
nmodul e defined the structure of this file, encoding is perforned
using the rules defined in [ RFC7951].

<CODE BEG@ NS> file "ietf-sid-fil e@015-12-16.yang"
modul e ietf-sid-file {
nanespace "urn:ietf:parans:xm:ns:yang:ietf-sid-file";
prefix sid;

organi zati on
"I ETF Core Working G oup";

cont act
"M chel Veillette
<mai lto:mchel.veillette@rilliantinc.conp

Al exander Pel ov
<mai | t o: a@ckl . i 0>";

description
"This nodul e define the structure of the .sid files.
.sid files contains the identifiers (SIDs) assigned
to the different itens defined in a YANG nodul e. ";

revision 2015-12-16 {
description
"Initial revision.";
ref erence
"RFC XXXX";
/1 RFC Ed.: replace XXXX with RFC nunber assigned to
/1 draft-ietf-core-yang-cbor and renove this note

}

typedef yang-identifier {
type string {
length "1.. max";
pattern '[a-zA-Z ]J][a-zA-Z0-9\-_.]*’";
pattern ".|..|[*"xX].*|.[*nM.*|..[~L].*
}
description

"A YANG identifier string as defined by the "identifier’
rule in Section 12 of RFC 6020."

}

typedef revision-identifier {
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type string {
pattern '\d{4}-\d{2}-\d{2}";
}

description
"Represents a date in YYYY-MMDD format.";
}

| eaf nodul e- nanme {
type yang-identifier;
description
"Name of the nodul e associated with this .sid file.";
}

| eaf nodul e-revision {
type revision-identifier
description
"Revision of the nodul e associated with this .sid file.
This leaf is not present if no revision statenent is
defined in the YANG nodul e.”;

}

| ist assignent-ranges {
key "entry-point";
description
"Range(s) of SIDs available for assignnment to the
different itens defined by the associated nodul e.”

| eaf entry-point {
type uint 64;
mandat ory true
description
"Lowest SID available for assignment.";

}

| eaf size {
type uint 16;
mandat ory true
description
"Nurmber of SIDs avail able for assignment.";

}
}

list items {
key "type | abel"
description
"List of itens defined by the associ ated YANG nodul e.";

| eaf type {
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type string {
pattern ' Mdul e] Subnodul e| feature|’ +

"identity$| node$| notification$|rpc$|action$’;
}

mandat ory true
description
"Itemtype assigned, this field can be set to:

- " Modul €’

- ' Subnodul e’
feature’
identity’
node’
notification
rpc’

- Taction’";

}

| eaf |abel {

type string;

mandat ory true;

description

"Label associated to this item can be set to:
- a nodul e nane

a subnodul e nane
- a feature nane
- a base identity encoded as

"/ <base identity name>’
- an identity encoded as

"/ <base identity nanme>/<identity nanme>’
- a data node path";

}

| eaf sid {
type uint 64;
mandat ory true
description "ldentifier assigned to this YANGitem";

}
}

}
<CODE ENDS>
5. Security Considerations
The security considerations of [RFC7049] and [ RFC7950] apply.

This docunent defines a new type of identifier used to encode data
nodel s defined in YANG [ RFC7950]. As such, this identifier does not
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contribute to any new security issues in addition of those identified
for the specific protocols or contexts for which it is used.

6. | ANA Consi derations

6.1. "SID nega-range" registry
The nane of this registry is "SID nega-range". This registry is used
to del egate the nmanagenent of block of SIDs for third party’'s (e.g.
SDO, registrar).

Each entry in this registry nust include:

o0 The entry point (first entry) of the registered SID range.

0 The size of the registered SID range.

0 The contact information of the requesting organization including:
* (Organi zati on name
* Primary contact nane, emmil address, and phone nunber

* Secondary contact nanme, enmil address, and phone numnber

The initial entry in this registry is allocated to | ANA

e e e - Fomm e - S +
| Entry Point | Size | Organization nane |
S TR e e e e oo +
| O | 1000000 | | ANA |
o m e e oo o - Fomm e oo - ) +

The 1 ANA policies for future additions to this registry are

"Hi erarchical Allocation, Expert Review' [RFC5226]. Prior to a first
al | ocation, the requesting organizati on nust denonstrate a functiona
registry infrastructure. On subsequent allocation request(s), the
organi zati on nust denonstrate the exhaustion of the prior range.
These conditions need to be asserted by the assigned expert(s).

6.1.1. |ANA SID Mega- Range Registry
The first million SIDs assigned to | ANA is sub-divided as foll ow

0o The range of 0 to 999 is reserved for future extensions. The | ANA
policy for this range is "I ETF review' [RFC5226].
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0 The range of 1000 to 59,999 is reserved for YANG nodul es defined
in RFCs. The I ANA policy for future additions to this sub-
registry is "RFC required"” [RFC5226]. Allocation within this
range requires publishing of the associated ".yang" and ".sid"
files in the YANG nodul e registry.

0 The range of 60,000 to 99,999 is reserved for experimental YANG
modul es. This range MJST NOT be used in operational deploynents
since these SIDs are not globally unique which limt their
interoperability. The 1 ANA policy for this range is "Experinental
use" [ RFC5226].

o The range of 100,000 to 999,999 is reserved for standardi zed YANG
nmodul es.  The 1 ANA policy for future additions to this sub-
registry is "Specification Required" [RFC5226]. Allocation within
this range requires publishing of the associated ".yang" and
".sid" files in the YANG nodul e registry.

oo oo e e +
| Entry Point | Size | T'ANA policy |
TSRS e e e o e e e e e e e e oo +
| O | 1,000 | 1ETF review [
| 1,000 | 59, 000 | RFC required |
| 60, 000 | 40, 000 | Experinental use |
| 100, 000 | 1,000, 000,000 | Specification Required

o m e e oo o - B B +

The size of SID range assigned to a YANG nodul e should be at | east
33% above the current nunber of YANG itens. This headroom all ows
assignnent within the same range of new YANG itens introduced by
subsequent revisions. A larger SID range size nmay be requested by
the authors if this recormendation is considered insufficient. It is
inmportant to note that an extra SID range can be allocated to an
existing YANG nodule if the initial range is exhausted.

6.1.2. |1ANA "RFC SID range assignhment" sub-registries
The nane of this sub-registry is "RFC SID range assignment”. This
sub-registry corresponds to the SID entry point 1000, size 59000.
Each entry in this sub-registry nust include the SID range entry
point, the SID range size, the YANG nodul e nane, the RFC nunber.

Initial entries in this registry are as foll ows:
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R e T T +
| Entry | Size | Mdule nane | RFC nunber [
| Point | | | |
Fom e e o Homm - - - S o e e m e e e e e e e e oo +
| 1000 | 100 | | Reserved for |
| | | | [I-Dietf-core-com] |
| 1100 | 400 | iana-if-type | [RFC7224] |
| 1500 | 100 | ietf-interfaces | [RFC7223] |
| 1600 | 100 | ietf-ip | [RFC7277] [
| 1700 | 100 | ietf-system | [RFC7317] [
S . S . +

6.2. "YANG nodul e assignment"” registry
The nane of this registry is "YANG nodul e assignment”. This registry

is used to track which YANG nodul es have been assigned and the
specific YANG itens assignnent. Each entry in this sub-registry nust
i ncl ude:

0 The YANG nodul e nane

0 The associated ".yang" file(s)

o0 The associated ".sid" file

The validity of the ".yang" and ".sid" files added to this registry
MJUST be verified.

0 The syntax of the registered ".yang" and ".sid" files nust be
val i d.

o0 Each YANG item defined by the registered ".yang" file must have a
corresponding SID assigned in the ".sid" file.

0 Each SIDis assigned to a single YANG item duplicate assignnent
is not allowed.

o The SID range(s) defined in the ".sid" file nmust be uni que, nust
not conflict with any other SID ranges defined in already
registered ".sid" files.

0 The ownership of the SID range(s) should be verify.

The 1 ANA policy for future additions to this registry is "First Cone
First Served" as described in [RFC5226].
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Appendix A ".sid" file exanple

The following .sid file (ietf-system@014-08-06.sid) have been
generated using the foll owi ng yang nodul es:

0 ietf-system@®014-08-06.yang

o ietf-yang-types@013-07-15.yang
o ietf-inet-types@013-07-15.yang
0 ietf-netconf-acm@®012-02-22. yang

0 iana-crypt-hash@014-04-04. yang

{
"assi gnment -ranges": |
{
"entry-point": 1700,
"size": 100
}
"ﬁudule—nane": "ietf-systent,
"modul e-revision": "2014-08-06"
"itens": |
"type": "Modul e",
"l abel": "ietf-systent,
"sid": 1700
} 1
{
"type": "feature",

Veillette & Pel ov Expires May 3, 2018 [ Page 14]



Internet-Draft YANG Schena ItemiDentifier (SID) Cct ober 2017

"l abel ": "authentication"
"sid": 1701
b
{
"type": "feature",
"l abel ": "dns-udp-tcp-port",
"sid": 1702
b
{
"type": "feature",
"l abel": "l ocal -users"
"sid": 1703
}
{
"type": "feature",
"l abel": "ntp",
"sid": 1704
}
{
"type": "feature",
"l abel ": "ntp-udp-port"”,
"sid": 1705
},
{
"type": "feature",
"l abel": "radius",
"sid": 1706
},
{
"type": "feature",
"l abel ": "radius-authentication"
"sid": 1707
b
{
"type": "feature",
"l abel": "tinezone-nane",
"sid": 1708
b
{
"type": "identity",
"l abel ": "/authentication-nethod",
"sid": 1709
}
{
"type": "identity",
"l abel ": "/authentication-nethod/|ocal -users”
"sid": 1710
},
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{
"type": "identity",
"l abel ": "/authentication-nmnmethod/radius",
"sid": 1711
b
{
"type": "identity",
"l abel ": "/radius-authentication-type",
"sid": 1712
b
{
"type": "identity",
"l abel ": "/radius-authentication-type/radius-chap",
"sid": 1713
H
{
"type": "identity",
"l abel ": "/radius-authentication-type/radi us-pap",
"sid": 1714
b
{
"type": "node",
"l abel ": "/systent,
"sid": 1715
1
{
"type": "node",
"l abel ": "/systemstate",
"sid": 1716
1
{
"type": "node",
"l abel ": "/systemstate/clock",
"sid": 1717
b
{
"type": "node",
"l abel ": "/systemstate/clock/boot-datetine",
"sid": 1718
b
{
"type": "node",
"l abel": "/systemstate/clock/current-datetinme",
"sid": 1719
H
{
"type": "node",
"l abel": "/systemstate/platforni,

Veillette & Pel ov Expires May 3, 2018 [ Page 16]



Internet-Draft YANG Schena ItemiDentifier (SID) Cct ober 2017

"sid": 1720
b
{
"type": "node",
"l abel": "/systemstate/platforn machi ne",
"sid": 1721
1
{
"type": "node",
"l abel": "/systemstate/platfornf os-nane",
"sid": 1722
1
{
"type": "node",
"l abel ": "/systemstate/platforn os-rel ease”,
"sid": 1723
b
{
"type": "node",
"l abel": "/systemstate/platforn os-version",
"sid": 1724
b
{
"type": "node",
"l abel ": "/system aut hentication",
"sid": 1725
H
{
"type": "node",
"l abel ": "/system aut hentication/user",
"sid": 1726
b
{
"type": "node",
"l abel ": "/system aut hentication/user-authentication-order",
"sid": 1727
1
{
"type": "node",
"l abel ": "/system aut hentication/user/authorized-key",
"sid": 1728
1
{
"type": "node",
"l abel ": "/system aut hentication/user/authorized-key/al gorithnt,
"sid": 1729
b
{
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ntypen: "node",

"l abel ": "/system aut hentication/user/authorized- key/ key-dat a"
"sid": 1730
b
{
"type": "node",
"l abel ": "/system aut hentication/user/authorized-key/ nane",
"sid": 1731
H
{
"type": "node",
"l abel ": "/system aut hentication/user/nane",
"sid": 1732
b
{
"type": "node",
"l abel": "/system aut hentication/user/password",
"sid": 1733
1
{
"type": "node",
"l abel ": "/system cl ock"
"sid": 1734
1
{
"type": "node",
"l abel ": "/system cl ock/ti mezone-nane",
"sid": 1735
b
{
"type": "node",
"l abel ": "/system cl ock/timezone-utc-offset"”,
"sid": 1736
b
{
"type": "node",
"l abel": "/system contact",
"sid": 1737
H
{
"type": "node",
"l abel ": "/system dns-resolver",
"sid": 1738
b
{
"type": "node",
"l abel": "/system dns-resol ver/options"
"sid": 1739
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1
{
"type": "node",
"l abel ": "/system dns-resol ver/options/attenpts",
"sid": 1740
1
{
"type": "node",
"l abel": "/system dns-resol ver/options/timeout",
"sid": 1741
b
{
"type": "node",
"l abel ": "/system dns-resol ver/search",
"sid": 1742
b
{
"type": "node",
"l abel ": "/system dns-resol ver/server",
"sid": 1743
H
{
"type": "node",
"l abel": "/system dns-resol ver/server/ nane",
"sid": 1744
b
{
"type": "node",
"l abel ": "/system dns-resol ver/server/udp-and-tcp",
"sid": 1745
1
{
"type": "node",
"l abel ": "/system dns-resol ver/server/udp-and-tcp/address”,
"sid": 1746
1
{
"type": "node",
"l abel ": "/system dns-resol ver/server/udp-and-tcp/port",
"sid": 1747
b
{
"type": "node",
"l abel ": "/system hostnane",
"sid": 1748
b
{

"type": "node",
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"l abel": "/system | ocation",
"sid": 1749
H
{
"type": "node",
"l abel": "/system ntp",
"sid": 1750
b
{
"type": "node",
"l abel ": "/system ntp/enabl ed",
"sid": 1751
1
{
"type": "node",
"l abel ": "/system ntp/server",
"sid": 1752
1
{
"type": "node",
"l abel ": "/system ntp/server/association-type",
"sid": 1753
b
{
"type": "node",
"l abel": "/system ntp/server/iburst",
"sid": 1754
b
{
"type": "node",
"l abel ": "/system ntp/server/nanme",
"sid": 1755
H
{
"type": "node",
"l abel": "/system ntp/server/prefer",
"sid": 1756
b
{
"type": "node",
"l abel": "/system ntp/server/udp",
"sid": 1757
1
{
"type": "node",
"l abel ": "/system ntp/server/udp/address",
"sid": 1758
H
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{
"type": "node",
"l abel ":
"sid": 1759
H
{
"type": "node",
"l abel ": "/system radi
"sid": 1760
¥
{
"type": "node",
"l abel ": "/system radi
"sid": 1761
H
{
"type": "node",
"l abel ": "/system radi
"sid": 1762
b
{
"type": "node",
"l abel ": "/system radi
"sid": 1763
H
{
"type": "node",
"l abel ": "/system radi
"sid": 1764
H
{
"type": "node",
"l abel ": "/system radi
"sid": 1765
H
{
"type": "node",
"l abel ": "/system radi
"sid": 1766
¥
{
"type": "node",
"l abel ": "/system radi
"sid": 1767
H
{
"type": "node",
"l abel ": "/system radi
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"sid": 1768
b
{
"type": "node",
"l abel": "/system radi us/server/udp/authentication-port",
"sid": 1769
1
{
"type": "node",
"l abel ": "/system radi us/server/udp/shared-secret",
"sid": 1770
1
{
"type": "rpc",
"l abel ": "/set-current-datetinme",
"sid": 1771
b
{
"type": "rpc",
"l abel": "/set-current-datetime/input/current-datetinme",
"sid": 1772
b
{
"type": "rpc",
"l abel": "/systemrestart",
"sid": 1773
H
{
"type": "rpc",
"l abel ": "/system shutdown",
"sid": 1774
}
]

}
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