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Abst r act

Various attacks including delay attack have become a topic in the
security of Internet of Things (l1oT), especially for the constrained
nodes utilizing sensors and actuators which connect and interact with
the physical world. [I1-D mattsson-core-coap-actuators] describes
several serious delay attacks, discusses tougher requirenents and
then recommends nechanisns to mtigate the attacks. It also

speci fies sone di sadvantages with the nechani sns. This docunent
proposes alternative mechani snms to address sonme of the di sadvant ages
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1. Introduction

Various attacks including delay attack have beconme a topic in the
security of Internet of Things (10T), especially for the resource-
constrai ned nodes [RFC7252] utilizing sensors and actuators which
connect and interact with the physical world. It is recomended to
use the Constrained Application Protocol (CoAP) [RFC7252], which is
desi gned for resource-constrai ned nodes, and nessage exchange between
them Also, it is required to use security protocols such as TLS

[ RFC5246], DILS [RFC6347], TLS/DTLS profiles for the 10T [ RFC7925],
or OSCORE [I-D.ietf-core-object-security] to protect CoAP nessages
due to security and privacy. The security protocols can provide
confidentiality, authentication and integrity protection of CoAP
messages at both the application | ayer and the transport |ayer

There are still issues related to delay attacks as descirbed in

[1-D. mattsson-core-coap-actuators]. For exanpl e,

[1-D. mattsson-core-coap-actuators] describes several serious attacks,
di scusses tougher requirenents and then recommends solution to
nmtigate the attacks. The draft also indicates the di sadvantage that
CoAP nmessages need two round trips for the solution. This docunent
wi Il show alternative nmechani snms which take CoAP nessages only one
round trip by utilizing the sending nessages containing valid tine

wi ndow(s), Sequence Nunber and Response Policy.
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4.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this specification are to be interpreted as descri bed
in [ RFC2119].

This specification requires readers to be famliar with all the terns
and concepts that are discussed in [|-D. mattsson-core-coap-actuat or s]
and [ RFC7252].

At t acks

It is assuned that the reader is famliar with the follow ng attacks
as specified in section 2 of [I-D. mattsson-core-coap-actuators]:

o The Block Attack
0 The Request Delay Attack
0 The Response Delay and M smatch Attack
0 Relay Attack
Sol uti ons

In order to mtigate the attacks as above,

[1-D. mattsson-core-coap-actuators] provides a chal |l enge-response
mechani sm for CoAP using a new CoAP Option "Repeat". This option is
descri bed below in section 4.1, which is originally specified in
section 3 of the [I-D. nattsson-core-coap-actuators]. An editor’s
note indi cates the disadvantages that the mechani smtakes two round
trips and provides two potential enhancenents utilizing tine.

Section 4.2 in this docunent describes another nethod which takes
only one round trip CoAP nmessages which utilizes a "Valid Tine

W ndow' , "Sequence Nunmber" and "Response Policy" on receiving
messages to mtigate the delay attacks.

1. The Repeat Option

The Repeat Option is a challenge-response nechani smfor CoAP, which
is generated by the server and binded to an 4.03 forbi dden response.
The client bind the same Repeat Option value into a new request to
echo the challenge. Then the server verifies the freshness of the
original request. An exanple nessage flowis illustrated in Figure 1
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Client Server
I I
+----- >| Code: 0.03 (PUT)
| PUT | Token: 0x41
| | Uri-Path: |ock
| | Payl oad: 0 (Unl ock)
I I
| <----- + t0 Code: 4.03 (Forbi dden)
| 4.03 | Token: 0x41
[ [ Repeat: 0x6c880d41167ba807
I I
+----- > tl Code: 0.03 (PUT)
| PUT | Token: 0x42
| | Uri-Path: |ock
| | Repeat: 0x6c880d41167ba807
[ [ Payl oad: 0 (Unl ock)
I I
| <----- + Code: 2.04 (Changed)
| 2.04 | Token: 0x42
I I
Figure 1: The Repeat Option

1) The client sends the origina
a resource on a server with freshness requirenments.
wants to unlock the door.

request wthout the Repeat Option to
E.g. the client

2) After receiving the original request, the server sends a 4.03
For bi dden response with a Repeat Option to challenge the client. The
repeat Option value and the response transnit time 't0° are stored on
t he server.

3) The client SHOULD resend the original request with the same Repeat
Option value contained in the previous response to echo the
chal l enge. The server SHOULD store the request receive tinme 't1'.

4) The server firstly verifies that the Repeat Option val ue equals
the previously sent one. Then the server calculates the round-trip
time RTT = (t1 - t0). The server MJIST only accept requests with a
round-trip time below a certain threshold T, i.e. RITT < T. The
threshold T is application specific.

4.2. The Enhanced Options

According to the method using a Repeat Option (see Section 4.1),

there are still the follow ng potential situations:
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o |If the RTT of the second nessage to the third nessage (see
Figure 1) is larger than the certain threshold T, the server can
determ ne that the request nessage fromthe client is del ayed and
then discard it.

o |If the RTT of the second nessage to the third nessage (see
Figure 1) is large but does not exceed the certain threshold T,
the server treats these nessages as valid and then processes them
normal ly. But these messages may have becone invalid especially
in the situation where the request(s) containing actions rel evant
for actuators are required to be processed in a specific and
limted period of tine. For exanple, the actuator with the air
conditioning may be required to keep it open in a specific tine
and tenperature, which depends on some reasons such as user’s
preference and current roomtenperature. |In other words, the
specific tinme may be varied, it is possible that the server
determines the request is valid by RTT < T but the potentia
specific time associated with the request is actually past.

o If the RTT of the third nessage to the fourth nessage (see
Figure 1) is larger than the certain threshold T, it may cause
that the client resends the request nessage but the actuator’s
actions associated with the previous nessage has al ready been
processed.

0 Regardl ess of whether the delay exists, the two round-trips
increase the delay in overall processing of the original action
(e.g. PUDN

In fact, the server cannot accurately know whet her the nessages are
del ayed in a reasonable period of time or not, because the reasons
for the delay may be caused by the network itself and/or some attacks
such as man-in-the-mddle. 1In other words, howto set T value
depends on many factors. Also, it is not enough to determ ne whether
t he del ay happens.

Due to | oT covering different vertical domains actuators have
different delay sensitivity requirenents. Sinple actuators (such as
a smart switch) support a single action and may not be del ay
sensitive. There are others with conplicated capabilities that are
able to process multi-interrelated actions especially in Industrial
Control and Production Systens. These actuators with nulti-
interrelated actions are usually associated with strict tine
requirenents. Therefore, it is lack of a mechanismthat assures them
process multi-continuous actions addressed in different request(s)
when the del ay attack happens and even causes sone m snat ch/ di sorder
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4.2.1. Sinple Single Action Actuators

For simple single action for the actuators, the Time Wndow Option is
i ntroduced as a new CoAP option and is to address the validity period
of the request(s) fromthe client. The Tinme Wndow Option including
T-start (i.e., a start valid tinme) and T-duration (i.e., a valid
duration) of a request enables the server to accurately know the
freshness of a request, determ ne howto process it, and thus achieve
to mtigate the attacks described in Section 3.

Client Server

+o---- >| Code: 0.03 (PUT)
PUT | Token: 0x41
| Uri-Path: |ock
[ Payl oad: 0 (Unl ock)
| Val i d- W ndow. T-start, T-duration
I

I
|
I
I
I
I
I
| | Token: 0x41
I
I
I
I
I
|
I

<----- + T-receive<T-start

2.03 | Code: 2.03 (Valid)
[ Payl oad: queuei ng
I

<----- + T-start

2.05 | Code: 2.05 (Content)
| Token: 0x41
| Payl oad: K
I

Fi gure 2: The Tine Wndow Option(1)

Upon receiving a request containing the Tine Wndow Option, the
server extracts the T-start and T-duration fromthe first request
fromthe client

If T-receive (a reception tine for the server receiving a request) <
T-start as illustrated in Figure 2, it means that the server SHOULD
not do the actions carried in the request until T-start is com ng.
The server SHOULD add this request to a waiting queue, and issues a
tenporarily response (e.g. 2.03) to the client with the payl oad

i ndi cating "queueing". Wen T-start is coning, the server gets the
correspondi ng request fromthe processing buffer, executes the
actions carried in the request, and sends a response 2.05 contai ning
a payl oad indicating "OK".
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Client Server

+---- >| Code: 0.03 (PUT)

| PUT | Token: 0x41

| | Uri-Path: |ock

[ | Payl oad: 0 (Unl ock)

| | Val i d- Wndow. T-start, T-duration
I I

| <==--- + T-receive in [T-start, T-start + T-duration]
[ [ Code: 2.05 (Content)

| 2.05 | Token: 0x41

| | Payl oad: K

I I

Figure 3: The Tinme Wndow Option(2)

If T-receive (i.e., a reception tine for the server receiving a
request) >= T-start and T-receive < (T-start + T-duration) as
illustrated in Figure 3, it neans that the request is just in the
valid period of time. The server SHOULD process this request

i medi ately, stores a payload indicating "OK" in a normal response
for the client and returns this response with Code = 2. 05.

Client Server

+omm - >| Code: 0.03 (PUT)
PUT | Token: 0x41
[ Ui-Path: |ock
| Payl oad: 0 (Unl ock)
| Val i d- W ndow. T-start, T-duration
I

4.03 Code: 4.03 (Forbi dden)

|

I

I

I

| <----- + T-receive > (T-start + T-duration)

|

| Payl oad: Delay, Ofset (T-receive - T-start)
I

|
[ Token: 0x41
I
I

Figure 4: The Tinme W ndow Option(3)

If T-receive (i.e., a reception tine for the server receiving a
request) > (T-start + T-duration) as illustrated in Figure 4, it
means that the request has becone invalid. The server discards the
request and sends a 4.03 error response to the client with a "Del ay"
payl oad indicating a tinme offset between T- receive and T-current.
The offset helps the client to estimate the RTT between the client
and the server, and thus set a nore reasonable T-duration for the
subsequent messages.
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4.2.2. Milti-interrelated Actions

When sone conplicated actuators are able to support nmulti-
interrelated actions with different request(s), it is desirable to be
required give sone indications to the server to make actions
especially when there are del ay caused by sone attacks.

Thi s docunent proposes the use of a Sequence Nunber CoAP Option to
address the sendi ng sequence of request(s) at the client side. It is
used to provide sone correspondi ng rul es when the server recognizes
that request(s) are disorder via the Sequence Nunber Options in these
nmessages.

Thi s docunment al so proposes a new Response Policy CoAP Option which
is valid with the Sequence Number Option. The Response Policy

i ncludes 3 nodes - preenptive node, sequential node, and sequenti al
with conditional discard node. Also, the Response Policy may be pre-
configured at the server side or may be specified in the requests at
the client side. |If the server cannot get the Response Policy, the
server will select preenptive node by default.

Upon receiving a request containing the Sequence Number Option, the
server will do the follow ng steps:

1) The server is aware that the Sequence Number value in current
request (SNcur) is larger than the |argest Sequence Nunber (SNmax) of
all previous requests.

a. |If the previous request with SNnmax has al ready been nornally
responded and SNcur = (SNmax + 1) , the current request SHOULD be
responded as specified in Section 4.2.1

b. If the previous request with SNmax is still being queued, the
server SHOULD respond the current request with SNcur according to the
Response Policy and the validity period of the requests as bel ow

o0 Preenptive node: If T-start of the current request is expired, the
server SHOULD process the current request inmediately, and then
discard all the previous requests in the queue since SNcur >
SNmax.

0 Sequential node: The server SHOULD respond to the requests orderly
based on their Sequence Numbers. Although T-start of the current
request is expired, the server SHOULD not respond to it until al
the requests with Sequence Nunbers | ess than SNcur have been
responded, even if the request with a sequence nunber |ess than
the SNcur has not been received by the server. Consequently,
there is a possibility that the current request MAY not be
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responded due to its Valid Tinme Wndow (T-start + T-duration)
expiration.

0 Sequential with conditional discard node: The server SHOULD
respond to the requests based on their Sequence Nunbers as well as
the Valid Time Wndow (T-start + T-duration) of the requests.

Once the Valid Time Wndow of the current request expires, the
sever SHOULD respond to the current request inmmediately, then
discard all the requests with Sequence Nunmbers |ess than SNcur.

2) The server is aware that the Sequence Number value in current
request (SNcur) is snaller than the | argest Sequence Number ( SNnax) of
all previous requests.

0 Preenptive node: If the request with SNmax has al ready been
processed, the server SHOULD di scard the current request and
respond an error indicating the delay. Qherwise, if the request
with SNmax is still being queued, the server SHOULD add the
current request to the queue and respond these queued requests in
order based on Section 4.2.1 till the T-start of the request with
SNmex.

0 Sequential node: The server SHOULD add the current request to the
queue till its T-start.

0 Sequential with conditional discard node: The server SHOULD add
the current request to the queue till its T-start. |If the Valid
Time Wndow (T-start + T-duration) of the SNmax request expires
earlier than the T-start of the current request, the server SHOULD
process the request with SNmax and discard the current request.

When sone conplicated actuators are able to support multi-
interrelated actions with different requests, it is desirable to be
required give sone indications to the server to process actions,
especially when there are del ays caused by attacks.

Note: It is to be added figures to illustrate the above exanples in
the future.

5. Security Considerations

The whol e docunent can be seen as security considerations for CoAP.
6. | ANA Consi derati ons

Thi s docunent requests the registration of the followi ng Option

Nunber, whose val ue have been assigned to the CoAP Option Nunbers
Regi stry defined by [ RFC7252].
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6.1. Tables

Fom e e e - - e e e e e oo - +
| Nunber | Narne [
Fommnaann S +
| 30 | Time Wndow |
I I I
| 31 | Sequence Nunber |
| | |
[ 32 | Response Policy |
Fommnaann S +
Table 1
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