Net wor k Wor ki ng Group J. Arkko

I nternet-Draft Eri csson
I ntended status: |nformational C. Jennings
Expires: May 3, 2018 Ci sco
Z. Shel by
Sensi node

Cct ober 30, 2017

Uni f orm Resource Nanes for Device ldentifiers
draft-arkko-core-dev-urn-05

Abst ract

This meno describes a new Uni form Resource Nane (URN) namespace for
hardware device identifiers. A general representation of device
identity can be useful in many applications, such as in sensor data
streans and storage, or equipnent inventories. A URN based
representation can be easily passed along in any application that
needs the information
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1. Introduction

This meno describes a new Uni form Resource Nane (URN) [RFC2141]
[ RFC3406] nanespace for hardware device identifiers. A general

OO NOOOOOUITUITWWN

representation of device identity can be useful in many applications,
such as in sensor data streanms and storage, or equipnment inventories
[RFC7252], [I-D.ietf-core-senm]. A URN based representation can be

easily passed along in any application that needs the information,
it fits in protocols mechanisnms that are designed to carry URNs

[ RFC2616], [RFC3261], [RFC7252]. Finally, URNs can al so be easily
carried and stored in formats such as XML [ WBC. REC- xni - 19980210] or
JSON [I-D.ietf-core-senm] [RFC4627]. Using URNs in these formats

as

is

often preferable as they are universally recogni zed, self-describing,

and therefore avoid the need for agreeing to interpret an octet
string as a specific formof a MAC address, for instance.

This meno defines identity URN types for situations where no such
conveni ent type already exist. For instance, [RFC6920] defines
cryptographic identifiers, [RFC7254] defines International Mbile
station Equi prrent ldentity (IMEl) identifiers for use with 3GPP
cellular systens, and [|-D. atarius-di spatch-nmneid-urn] defines Mobil
Equi prent Identity (MEID) identifiers for use with 3GPP2 cel |l ul ar

e

systens. Those URN types shoul d be enpl oyed when such identities are
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transported; this meno does not redefine these identifiers in any
way.

Uni versally Unique IDentifier (UU D) URNs [ RFC4122] are another
alternative way for representing device identifiers, and already
support MAC addresses as one of type of an identifier. However

UUl Ds can be inconvenient in environnents where it is inportant that
the identifiers are as sinple as possible and where additiona
requirenents on stable storage, real-tinme clocks, and identifier

| ength can be prohibitive. UU D based identifiers are reconmended
for all general purpose uses when MAC addresses are avail abl e as
identifiers. The device URN defined in this nmenp is recommended for
constrai ned environments.

Future device identifier types can extend the device device URN type
defined here, or define their own URNs.

Note that |long-term stable unique identifiers are problematic for
privacy reasons and should be used with care or avoided as descri bed
in [RFC7721].

The rest of this nmenp is organized as follows. Section 3 defines the
"DEV" URN type, and Section 4 defines subtypes for | EEE MAC- 48

EU - 48 and EU - 64 addresses and 1-wire device identifiers. Section 5
gi ves exanples. Section 6 discusses the security considerations of
the new URN type. Finally, Section 7 specifies the | ANA registration
for the new URN type and sets requirenents for subtype allocations
within this type.

2. Requirenents | anguage
In this docunment, the key words "MAY", "MJST, "MJST NOT", "OPTI ONAL",
" RECOMVENDED", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [ RFC2119].

3. DEV URN Definition

Nanespace | D: "dev" requested

Regi stration Information: This is the first registration of this
nanmespace, 2011-08-27.

Regi stration version nunber: 1

Regi stration date: 2011-08-27
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Decl ared regi strant of the nanespace: | ETF and the CORE wor ki ng
group. Should the working group cease to exist, discussion should be
directed to the general |ETF discussion forunms or the |IESG

Decl aration of syntactic structure: The identifier is expressed in
ASCI | (UTF-8) characters and has a hierarchical structure as follows:

devurn = "urn:dev:" body conponent part

body = nacbody / owbody / orgbody / otherbody
machody = "nmac:" hexstring

owbody = "ow." hexstring

orgbody = "dn:" nunber ":" identifier

ot herbody = subtype ":" identifier

subtype = ALPHA *(DIG T / ALPHA)
identifier = 1*unreservednout
unreservednout = ALPHA/ DIGT / "-" [ "."
conponentpart = [ " _" conponent [ conponentpart ]]
conponent = *1(DIA T / ALPHA)
hexstring = hexbyte /
hexbyt e hexstring
hexbyte = hexdigit hexdigit
hexdigit = DIG@ T / hexletter
hexletter = "a" [/ "b" [/ "c¢" [ "d" [/ "e" [ "f"
nunber = *1DIG T

The above Augnented Backus- Naur Form (ABNF) uses the DIA@ T and ALPHA
rules defined in [ RFC5234], which are not repeated here. The rule
for unreserved is defined in Section 2.3 of [RFC3986].

The device identity namespace includes three subtypes, and nore may
be defined in the future as specified in Section 7

The optional conponents follow ng the hexstring are strings depicting
i ndi vi dual aspects of a device. The specific strings and their
semantics are up to the designers of the device, but could be used to
refer to specific interfaces or functions within the device.

Rel evant ancillary docunentation: See Section 4.

I dentifier uniqueness considerations: Device identifiers are
general ly expected to be unique, barring the accidental issue of
multiple devices with the sane identifiers.

Identifier persistence considerations: This URN type SHOULD only be
used for persistent identifiers, such as hardware-based identifiers
or cryptographic identifiers based on keys intended for |ong-term
usage.
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4.

4.

Process of identifier assignnent: The process for identifier
assignnent is dependent on the used subtype, and docunented in the
speci fic subsection under Section 4.

Process for identifier resolution: The device identities are not
expected to be globally resolvable. No identity resolution systemis
expected. Systens may perform/local matching of identities to
previously seen identities or configured information, however.

Rul es for Lexical Equival ence: The |exical equival ence of the DEV URN
is defined as an exact and case sensitive string natch. Note that
the two subtypes defined in this docunent use only | ower case
letters, however. Future types might use identifiers that require
other encodings that require a nore full-blown character set (such as
BASE64), however.

Conformance with URN Syntax: The string representation of the device
identity URN and of the MEID sub nanespace is fully conpatible with
t he URN synt ax.

Val i dati on Mechani sm Specific subtypes may be validated through
mechani sns di scussed in Section 4.

Scope: DEV URN is global in scope.
DEV URN Subt ypes
1. MAC Addresses

DEV URNs of the "mac" subtype are based on the EU -64 identifier
[ EEE. EUI 64] derived froma device with a built-in 64-bit EU -64.
The EUI-64 is formed from?24 or 36 bits of organization identifier
foll owed by 40 or 28 bits of device-specific extension identifier
assi gned by that organization.

In the DEV URN "nmac" subtype the hexstring is sinply the full EU -64
identifier represented as a hexadecinmal string. It is always exactly
16 characters |ong.

MAC-48 and EUI -48 identifiers are al so supported by the same DEV URN
subtype. To convert a MAC-48 address to an EU -64 identifier, The
QU of the Ethernet address (the first three octets) becones the
organi zation identifier of the EU -64 (the first three octets). The
fourth and fifth octets of the EU are set to the fixed val ue FFFF
hexadecimal. The last three octets of the Ethernet address becone
the last three octets of the EU -64. The sane process is used to
convert an EU -48 identifier, but the fixed value FFFE is used

i nst ead.
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Identifier assignment for all of these identifiers rests within the
| EEE.

4.2. 1-Wre Device ldentifiers

The 1-Wre* systemis a device conmunications bus system desi gned by
Dal | as Seni conductor Corporation. 1-Wre devices are identified by a
64-bit identifier that consists of 8 byte fanmly code, 48 bit
identifier unique within a famly, and 8 bit CRC code [ OW.

*) 1-Wre is a registered tradenark.

In DEV URNs with the "ow' subtype the hexstring is a representation
of the full 64 bit identifier as a hexadecimal string. It is always
exactly 16 characters long. Note that the |ast two characters
represent the 8-bit CRC code. Inplenentations MAY check the validity
of this code

Fami |y code and identifier assignment for all 1-wire devices rests
with the manufacturers

4.3. Oganization-Defined Identifiers
Device identifiers that have only a neaning w thin an organi sation
can al so be used to represent vendor-specific or experinental
identifiers or identifiers designed for use within the context of an
organi sation. Oganisations are identified by the Private Enterprise
Nunber [ RFC2578].

5. Exampl es

The follow ng three exanpl es provi de exanpl es of MAC- based, 1-Wre,
and Cryptographic identifiers:
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ur n: dev: nac: 0024bef f f e804ff 1 The MAC address of

Jari’s | aptop
urn: dev: ow. 10e2073a01080063 The 1-Wre tenperature
sensor in Jari’'s

kit chen

urn: dev: ow. 264437f 5000000ed_humi dity The | aundry sensor’s
hum dity part

urn: dev: ow. 264437f 5000000ed_t enper at ure The | aundry sensor’s
tenperature part

urn: dev: org: 32473: 123456 Devi ce 123456 in

the RFC 5612 exanpl e
organi sati on

HHH H* H* H* HHH ®* H*

6. Security Considerations

On nost devices, the user can display device identifiers. Depending
on circunstances, device identifiers may or may not be nodified or
tanpered by the user. An inplenentation of the DEV URN MJUST NOT
change these properties fromwhat they were intended. |n particular
a device identifier that is intended to be inmmutable should not
becone nutable as a part of inplenenting the DEV URN type. More
generally, nothing in this neno shoul d be construed to override what
the rel evant device specifications have already said about the
identifiers.

O her devices in the same network may or may not be able to identify
the device. For instance, on Ethernet network, the MAC address of a
device is visible to all other devices.

The URNs generated according to the rules defined in this docunent
result in long-termstable unique identifiers for the devices. Such
identifiers may have privacy and security inplications because they
may enabl e correlating information about a specific device over a

Il ong period of tine, |ocation tracking, and device specific
vulnerability exploitation [ RFC7721]. Also, usually there is no easy
way to change the identifier. Therefore these identifiers need to be
used with care and especially care should be taken avoid | eaking them
outside of the systemthat is intended to use the identifiers.
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7.

8.

8.

| ANA Consi der ati ons

Thi s docunment requests the registration of a new URN nanespace for
"DEV', as described in Section 3.

Addi tional subtypes for DEV URNs can be defined through | ETF Revi ew
or | ESG Approval [RFC5226].

Such al | ocations are appropriate when there is a new nanespace of
sonme type of device identifiers, defined in stable fashion and with a
publicly avail abl e specification that can be pointed to.

Note that the organisation (Section 4.3) device identifiers can al so
be used in some cases, at least as a tenporary neasure. It is
preferrable, however, that |ong-termusage of a broadly enpl oyed
device identifier be registered with | ETF rather than used through
the organi sation device identifier type.
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Appendi x A.  Changes from Previ ous Version

Version -05 made a change to the delimter for parameters within a
DEV URN. G ven discussions on allowed character sets in SenM
[I-D.ietf-core-senm], we would like to suggest that the " "
character be used instead of ";", to avoid the need to transl ate DEV
URNs in SenM.-formatted comruni cations or files. However, this
reverses the earlier decision to not use unreserved characters. This
al so neans that device |IDs cannot use "_" characters, and have to
enpl oy other characters instead. Feedback on this decision is
sought .

Version -05 al so introduced | ocal or organisation-specific device
identifiers. Organisations are identified by their PEN nunber

(al though we considered FQDNs as a potential alternative. The

aut hors belive an organi sation-specific device identifier type wll
make experinents and | ocal use easier, but feedback on this point and
the choi ce of PEN numbers vs. other possible organisation identifiers
woul d be very wel cone.

Version -05 al so added some di scussion of privacy concerns around
long-termstable identifiers.

Finally, version -05 clarified the situations when new all ocations
within the registry of possible device identifier subtypes is
appropri at e.

Version -04 is a refresh, as the need and interest for this
specification has re-energed. And the editing author has energed
back to actual engineering fromthe depths of |ETF adninistration

Version -02 introduced several changes. The biggest change is that
with the NI URNs [ RFC6920], it was no |l onger necessary to define
cryptographic identifiers in this specification. Another change was
that we incorporated a nore generic syntax for future extensions;

non- hexstring identifiers can now al so be supported, if sonme future
device identifiers for some reason would, for instance, use BASE64.
As a part of this change, we al so changed the conponent part
separator character from’-’" to ’;’ so that the general format of the
rest of the URN can enploy the unreserved characters [ RFC3986].
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