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Abst ract

In many M2M applications, direct discovery of resources is not
practical due to sleeping nodes, disperse networks, or networks where
mul ticast traffic is inefficient. These problenms can be sol ved by
enploying an entity called a Resource Directory (RD), which hosts
descriptions of resources held on other servers, allow ng | ookups to
be performed for those resources. This docunent specifies the web
interfaces that a Resource Directory supports in order for web
servers to discover the RD and to register, maintain, |ookup and
renove resource descriptions. Furthernore, new link attributes

useful in conjunction with an RD are defi ned.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
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1. Introduction

The work on Constrai ned RESTful Environnents (CoRE) ains at realizi
the REST architecture in a suitable formfor the nost constrained
nodes (e.g., 8-bit microcontrollers with limted RAM and ROV and
networks (e.g. 6LoWPAN). CoRE is ained at nachi ne-to-nachi ne (MM
applications such as snmart energy and buil di ng aut onati on.

The di scovery of resources offered by a constrained server is very
i mportant in machi ne-to-nmachine applications where there are no
humans in the loop and static interfaces result in fragility. The
di scovery of resources provided by an HTTP Wb Server is typically
call ed Web Linking [ RFC5988]. The use of Wb Linking for the
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description and discovery of resources hosted by constrained web
servers is specified by the CoRE Link Format [ RFC6690]. However

[ RFC6690] only describes how to discover resources fromthe web
server that hosts themby querying "/.well-known/core". |In many MM
scenarios, direct discovery of resources is not practical due to

sl eepi ng nodes, disperse networks, or networks where mnulticast
traffic is inefficient. These problens can be solved by enpl oyi ng an
entity called a Resource Directory (RD), which hosts descriptions of
resources held on other servers, allow ng | ookups to be perforned for
t hose resources.

Thi s docunent specifies the web interfaces that a Resource Directory
supports in order for web servers to discover the RD and to register
mai ntai n, | ookup and renove resource descriptions. Furthernore, new
link attributes useful in conjunction with a Resource Directory are
defined. Although the exanples in this docunent show t he use of
these interfaces with CoAP [ RFC7252], they can be applied in an

equi val ent manner to HTTP [ RFC7230].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
[RFC2119]. The term"byte" is used in its now customary sense as a
synonym for "octet".

This specification requires readers to be famliar with all the terns
and concepts that are discussed in [ RFC5988] and [ RFC6690]. Readers
shoul d also be familiar with the terns and concepts discussed in

[ RFC7252]. To describe the REST interfaces defined in this
specification, the URl Tenplate format is used [ RFC6570].

This specification nakes use of the follow ng additional term nology:

Resource Directory
A web entity that stores information about web resources and
i mpl ements the REST interfaces defined in this specification for
registration and | ookup of those resources.

Domai n
In the context of a Resource Directory, a domain is a |ogica
groupi ng of endpoints.

G oup
In the context of a Resource Directory, a group is a |logica
groupi ng of endpoints for the purpose of group conmunications.
Al'l groups within a domain have uni que nanes.
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Endpoi nt
Endpoint (EP) is a termused to describe a web server or client in
[RFC7252]. In the context of this specification an endpoint is

used to describe a web server that registers resources to the
Resource Directory. An endpoint is identified by its endpoint
nane, which is included during registration, and has a uni que nane
within the associ ated donmain of the registration.

Cont ext
A Context is a base URL that gives schene and (typically)
authority informati on about an Endpoint. The Context of an
Endpoint is provided at registration tine, and is used by the
Resource Directory to resolve relative references inside the
registration into absolute URIs.

Directory Resource
A resource in the Resource Directory (RD) containing registration
resour ces

G oup Resource
A resource in the RD containing registration resources of the
Endpoi nts that forma group

Regi strati on Resource
A resource in the RD that contains information about an Endpoi nt
and its links.

Conmi ssi oni ng Tool
Conmi ssi oning Tool (CT) is a device that assists during the
installation of the network by assigning values to paraneters,
nam ng endpoi nts and groups, or adapting the installation to the
needs of the applications.

RDAO
Resource Directory Address Option

3. Architecture and Use Cases

3.1. Principles
The Resource Directory is primarily a tool to nmake di scovery
operations nore efficient than querying /.well-known/core on al
connected device, or across boundaries that would be linmiting those

operati ons.

It provides a cache (in the high-level sense, not as defined in
[ RFC7252] / [ RFC2616]) of data that could otherw se only be obtained by
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directly querying the /.well-known/core resource on the target
device, or by accessing those resources with a nmulticast request.

Fromthat, it follows that no informati on should be stored in the
resource directory that cannot be di scovered from querying the
descri bed device's /.well-known/core resource directly.

It also follows that data in the resource directory can only be
provi ded by the device whose descriptions are cached or a dedi cated
Conmi ssi oning Tool (CT). These CTs are thought to act on behal f
agents too constrained, or generally unable, to present that

i nformati on thenselves. No other client can nodify data in the
resource directory or even expect those changes to propagate back to
its source.

3.2. Architecture

The resource directory architecture is illustrated in Figure 1. A
Resource Directory (RD) is used as a repository for Wb Links

[ RFC5988] about resources hosted on other web servers, which are

call ed endpoints (EP). An endpoint is a web server associated with a
schene, | P address and port, thus a physical node may host one or
nore endpoints. The RD inplenents a set of REST interfaces for
endpoints to register and nmaintain sets of Web Links (called resource
directory registration entries), and for clients to | ookup resources
fromthe RD or maintain groups. Endpoints thenselves can al so act as
clients. An RD can be logically segmented by the use of Domains.

The donmain an endpoint is associated with can be defined by the RD or
configured by an outside entity. This information hierarchy is shown
in Figure 2.

A mechani smto discover an RD using CoRE Link Format [ RFC6690] is
def i ned.

Endpoi nts proactively register and nmai ntain resource directory
registration entries on the RD, which are soft state and need to be
periodi cally refreshed.

An endpoint is provided with interfaces to register, update and
renove a resource directory registration entry. 1t is also possible
for an RD to fetch Wb Links from endpoi nts and add them as resource
directory registration entries.

At the first registration of a set of entries, a "registration
resource" is created, the location of which is returned to the
regi stering endpoint. The registering endpoint uses this

regi stration resource to nanage the contents of the registration
entry.
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A lookup interface for discovering any of the Web Links held in the

RD i s provided using the CoRE Link Format.

Regi stration Lookup, G oup
Interface I nterfaces
oo | |
| EP|---- | |
R EEEE |
--]- - - - - - + |
oo |-l I B +
| EP| --------- |----- | RD |----]----- | dient |
oo | - . oo +
- - R e, + |
R EEE |
| EP|---- | |
+----+

Fom e e o +
[ Dorai n | <-- Nane
oo +
I I
| Hommmmmmaeaas +
| | G oup | <-- Nane, Schene, |P, Port
| S +
I I
oo +
| Endpoint | <-- Nanme, Schene, |P, Port
oo +
I
|
Fom e e o +
| Resource | <-- Target, Paraneters
oo +

Figure 2: The resource directory information hierarchy.

3.3. Content nodel

The Entity-Rel ationship (ER) nodels shown in Figure 3 and Figure 4
nmodel the contents of /.well-known/core and the resource directory

respectively, with entity-relationship diagrans [ER]. Entities
(rectangl es) are used for concepts that exist independently.
Attributes (ovals) are used for concepts that exist only in
connection with a related entity. Relations (dianponds) give a
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semantic meaning to the relation between entities. Nunbers specify
the cardinality of the relations.

Sone of the attribute values are URIs. Those val ues are al ways ful
URI's and never relative references in the infornmation nodel. They
can, however, be expressed as relative references in serializations,
and often are.

These nodel s provide an abstract view of the information expressed in
I ink-format docunents and a Resource Directory. They cover the
concepts, but not necessarily all details of an RD' s operation; they
are meant to give an overview, and not be a tenplate for

i mpl emrent ati ons.

RN NARR AR AN
< cont ai ns >
VNN ST

| 1 00000000

+o---- o target o
0+ | 00000000
000000000000 |
0 target 0-------- +
o attribute o | 0+ o0o00000
000000000000 +o---- orel o
| 000000
I
| 1 000000000
SRR 0 context o
000000000

Figure 3: E-R Model of the content of /.well-known/core

The nodel shown in Figure 3 nodels the contents of /.well-known/core
whi ch cont ai ns:
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o0 a set of links belonging to the host

The host is free to choose links it deens appropriate to be exposed
inits ".well-known/core". Typically, the links describe resources
that are served by the host, but the set can also contain links to
resources on other servers (see exanples in [RFC6690] page 14). The
set does not necessarily contain links to all resources served by the
host .

A link has the follow ng attributes:

0 Zero or nore link relations: They describe a relations between the
link context and the link target.

In link-format serialization, they are expressed as space-
separated values in the "rel" attribute, and default to "hosts".

o Alink context URI: It defines the source of the relation, eg.
_who_ "hosts" sonet hing.

In link-format serialization, it is expressed in the "anchor”
attribute. There, it can be a relative reference, in which case
it gets resolved against the URI of the ".well-known/core"
docunent it was obtained from. It defaults to that docunent’s
URI .

In the serialization, the context al so serves as the Base URl for
resol ving the target reference.

o Alink target URI: It defines the destination of the relation (eg.
_what _ is hosted), and is the topic of all target attributes.

In link-format serialization, it is expressed between angul ar
brackets, and sonetinmes called the "href". If it is a relative UR
it gets resolved against the link context URI.

o0 Oher target attributes (eg. resource type (rt), interface (if),

cor content-type (ct)). These provide additional information
about the target URI.
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I

| 000000000000 O0-1
| o MC address o---+
I

000000000000 [
I
NN EARRN 0+ +-------- +
< contains >---------------- | group |
\\N\NNNT ST Fommnmann +
I I
0-n | | 1+
0000000 i LT + [TV
0o con O------- | registration |--------- < conposed of >
0000000 R + \NNNNNNS T
I I
| R +
00000000 1] |
o loc 0----+ NN ENARRN
00000000 | < contains >
[ \N\NNN ST
00000000 1| |
0 ep 0----+ | O+
00000000 | R R +
| I'ink |
00000000 0-1 | R +
0 d 0----+ [
00000000 | | 1 00000000
| R o target o
00000000 0-1 | | 00000000
0 It 0----+ 00000000000 0+
00000000 | o target 0----- +
[ o attribute o | 0+ o0o00000
00000000000 0+ | 00000000000 +o---- orel o
0 endpoint o0----+ | 000000
o attribute o |
00000000000 | 1 000000000
+----0 context o

000000000
Figure 4: E-R Mddel of the content of the Resource Directory

The model shown in Figure 4 nodels the contents of the resource
directory which contains in addition to /.well-known/ core:

0 Oton Registration (entries),
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o 0 or nore Goups

A Group has no or one Milticast address attribute and is conposed of
0 or nore endpoints. A registration is associated with one endpoi nt
(ep). An endpoint can be part of 0 or nore Goups . A registration
defines a set of links as defined for /.well-known/core. A

Regi stration has six attributes:

0 one ep (endpoint with a unique nane)

0 one con (a string describing the schene://authority part)
o onelt (lifetinme),

o one loc (location in the RD)

o optional one d (domain for query filtering),

0o optional additional endpoint attributes (from Section 9.3)

The cardinality of conis currently 1. Its value is used as a Base
URI when resolving URIs in the links contained in the endpoint.

Li nks are nodelled as they are in Figure 3.
3.4. Use Case: Cellular MM

Over the last few years, nobile operators around the world have
focused on devel opment of M2M solutions in order to expand the

busi ness to the new type of users: machines. The nachines are
connected directly to a nobile network using an appropri ate enbedded
wireless interface (GSM GPRS, WCDMA, LTE) or via a gateway providing
short and wide range wireless interfaces. Fromthe system design
poi nt of view, the anbition is to design horizontal solutions that
can enable utilization of nmachines in different applications
depending on their current availability and capabilities as well as
application requirenents, thus avoiding silo like solutions. One of
the crucial enablers of such design is the ability to discover

resources (machines -- endpoints) capable of providing required
information at a given tine or acting on instructions fromthe end
users.

I magi ne a scenari o where endpoints installed on vehicles enable
tracking of the position of these vehicles for fleet managenent

pur poses and allow nonitoring of environment paraneters. During the
boot -up process endpoints register with a Resource Directory, which
is hosted by the nobil e operator or sonewhere in the cloud.
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Periodically, these endpoints update their registration and may
nmodi fy resources they offer.

When endpoints are not always connected, for exanpl e because they
enter a sleep node, a renote server is usually used to provide proxy
access to the endpoints. Mobile apps or web applications for

envi ronnent nonitoring contact the RD, | ook up the endpoints capable
of providing information about the environment using appropriate set
of link paranmeters, obtain information on how to contact them (URLs
of the proxy server) and then initiate interaction to obtain
information that is finally processed, displayed on the screen and
usually stored in a database. Simlarly, fleet managenent systens
provide the appropriate link paraneters to the RDto | ook up for EPs
depl oyed on the vehicles the application is responsible for.

3.5. Use Case: Hone and Buil di ng Aut onati on

Honme and commercial buil ding automati on systens can benefit fromthe
use of M2M web services. The discovery requirenments of these
applications are demandi ng. Home autonmation usually relies on run-
time discovery to comm ssion the system whereas in building

aut onati on a conbi nati on of professional comm ssioning and run-tine
di scovery is used. Both hone and buil ding autonation invol ve peer-
to- peer interactions between endpoints, and invol ve battery-powered
sl eepi ng devi ces.

3.6. Use Case: Link Catal ogues

Resources may be shared through data brokers that have no know edge
bef orehand of who is going to consune the data. Resource Directory
can be used to hold |inks about resources and services hosted
anywhere to nmake them di scoverabl e by a general class of
appl i cations.

For exanple, environnmental and weat her sensors that generate data for
public consunption nmay provide the data to an internediary server, or
broker. Sensor data are published to the intermedi ary upon changes
or at regular intervals. Descriptions of the sensors that resolve to
links to sensor data may be published to a Resource Directory.
Applications wishing to consune the data can use RD Lookup to

di scover and resolve links to the desired resources and endpoints.
The Resource Directory service need not be coupled with the data
intermedi ary service. Mpping of Resource Directories to data

i ntermedi ari es may be many-to- many.

Metadata in web link formats |i ke [ RFC6690] are supplied by Resource

Directories, which may be internally stored as triples, or relation/
attribute pairs providing netadata about resource |links. Externa
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catalogs that are represented in other formats nmay be converted to
common web linking formats for storage and access by Resource
Directories. Since it is comon practice for these to be URN
encoded, sinple and | ossless structural transforns should generally
be sufficient to store external metadata in Resource Directories.

The additional features of Resource Directory all ow dormains to be
defined to enabl e access to a particular set of resources from
particul ar applications. This provides isolation and protection of
sensitive data when needed. Resource groups may defined to all ow
bat ched reads frommultiple resources

4. Finding a Resource Directory

A device comng up may want to find one or nore resource directories
to make itself known with.

The device nay be pre-configured to exercise specific nmechanisns for
finding the resource directory:

o It my be configured with a specific |IP address for the RD. That
| P address may al so be an anycast address, allowing the network to
forward RD requests to an RD that is topologically close; each
target network environment in which some of these preconfigured
nodes are to be brought up is then configured with a route for
this anycast address that |leads to an appropriate RD. (Instead of
usi ng an anycast address, a nulticast address can al so be
preconfigured. The RD directory servers then need to configure
one of their interfaces with this nmulticast address.)

o It may be configured with a DNS name for the RD and a resource-
record type to |l ook up under this nane; it can find a DNS server
to performthe | ookup using the usual mechanisns for finding DNS
servers.

o It may be configured to use a service discovery nechani smsuch as
DNS- SD [ RFC6763] . The present specification suggests configuring
the service with nane rd. _sub. _coap._udp, preferably within the
domai n of the querying nodes.

For cases where the device is not specifically configured with a way
to find a resource directory, the network may want to provide a
sui tabl e defaul t.

o |If the address configuration of the network is perforned via
SLAAC, this is provided by the RDAO option Section 4.1
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o |If the address configuration of the network is performed via DHCP
this could be provided via a DHCP option (no such option is
defined at the tine of witing).

Finally, if neither the device nor the network offer any specific
configuration, the device may want to enpl oy heuristics to find a
suitabl e resource directory.

The present specification does not fully define these heuristics, but
suggests a nunber of candi dates:

0 |In a 6LOWPAN, just assune the Edge Router (6LBR) can act as a
resource directory (using the ABRO option to find that [RFC6775]).
Confirmation can be obtained by sending a Unicast to
"coap://[6LBR]/.well -known/ core?rt=core.rd*".

0 In a network that supports nulticast well, discovering the RD
using a multicast query for /.well-known/core as specified in CoRE
Li nk Format [RFC6690]: Sending a Miulticast GET to
“coap://[ff02::1]/.well-known/core?rt=core.rd*". RDs within the
mul ti cast scope will answer the query.

As sone of the RD addresses obtained by the nethods listed here are
just (nore or |ess educated) guesses, endpoints MJST nake use of any
error nessages to very strictly rate-linmit requests to candidate IP
addresses that don't work out. For exanple, an | CWP Destination

Unr eachabl e message (and, in particular, the port unreachabl e code
for this nmessage) may indicate the | ack of a CoAP server on the
candi date host, or a CoAP error response code such as 4.05 "Mt hod
Not Al l owed" may indicate unwillingness of a CoAP server to act as a
directory server.

4.1. Resource Directory Address Option (RDAO

The Resource Directory Option (RDAO using |Pv6 nei ghbor Discovery
(ND) carries information about the address of the Resource Directory
(RD). This information is needed when endpoi nts cannot di scover the
Resource Directory with link-local multicast address because the
endpoint and the RD are separated by a border Router (6LBR). In many
circunstances the availability of DHCP cannot be guaranteed either
during conmi ssioning of the network. The presence and the use of the
RD i s essential during comi ssioning.

It is possible to send nultiple RDAO options in one nessage,
i ndi cating as many resource directory addresses.

The lifetinme 0x0 neans that the RD address is invalid and to be
renoved
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The RDAO format is:

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
[ Type | Length =3 [ Valid Lifetine [
R R e R e s s e o S S e R e o o
| Reserved |
B i S S T s i S T st i S S S S S S S S i
I I
+ +
I I
+ RD Address +
I I
+ +
I I
B i i S S i I e i S S R L e e e e
Fi el ds:

Type: 38

Lengt h: 8-bit unsigned integer. The length of
the option in units of 8 bytes.

Al ways 3.

Valid Lifetime: 16-bit unsigned integer. The |length of
time inunits of 60 seconds (relative to
the tine the packet is received) that
this Resource Directory address is valid.
A value of all zero bits (0x0) indicates
that this Resource Directory address
is not valid anynore.

Reserved: This field is unused. |t MJST be
initialized to zero by the sender and
MUST be ignored by the receiver

RD Address: | Pv6 address of the RD.

Figure 5: Resource Directory Address Option
Resource Directory

This section defines the required set of REST interfaces between a
Resource Directory (RD) and endpoints. Although the exanples

t hroughout this section assune the use of CoAP [ RFC7252], these REST

interfaces can also be realized using HTTP [RFC7230]. In all
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definitions in this section, both CoAP response codes (with dot

not ati on) and HTTP response codes (w thout dot notation) are shown.
An RD inplenenting this specification MJST support the discovery,
regi stration, update, |ookup, and renoval interfaces defined in this
section.

Al'l operations on the contents of the Resource Directory MJST be
atom ¢ and i denpotent.

A resource directory MAY nmake the information subnmitted to it
available to further directories, if it can ensure that a | oop does
not form The protocol used between directories to ensure |oop-free
operation is outside the scope of this docunent.

5.1. Content Formats

Resource Directory inplenmentations using this specification MJST
support the application/link-format content format (ct=40).

Resource Directories inplenenting this specification MAY support
addi ti onal content formats.

Any additional content format supported by a Resource Directory
i mpl ementing this specification MJST have an equival ent serialization
in the application/link-format content fornmat.

5.2. URl Discovery

Bef ore an endpoi nt can nake use of an RD, it nust first know the RD s
address and port, and the URI path information for its REST APIs.
This section defines discovery of the RD and its URIs using the well -
known interface of the CoRE Link Format [RFC6690]. A conplete set of
RD di scovery nethods is described in Section 4.

Di scovery of the RD registration URI path is perfornmed by sending
either a nulticast or unicast GET request to "/.well-known/core" and
i ncluding a Resource Type (rt) paranmeter [ RFC6690] with the val ue
"core.rd" in the query string. Likew se, a Resource Type paraneter
val ue of "core.rd-1ookup*" is used to discover the URIs for RD Lookup
operations, and "core.rd-group” is used to discover the URl path for
RD Group operations. Upon success, the response will contain a
payload with a link fornmat entry for each RD function discovered,
indicating the URI path of the RD function returned and the
correspondi ng Resource Type. Wen perfornming nulticast discovery,
the multicast |IP address used will depend on the scope required and
the nulticast capabilities of the network.
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A Resource Directory MAY provide hints about the content-formats it
supports in the links it exposes or registers, using the "ct" link
attribute, as shown in the exanple below. Cients MAY use these
hints to select alternate content-formats for interaction with the
Resource Directory.

HTTP does not support multicast and consequently only unicast

di scovery can be supported using HITP. Links to Resource Directories
MAY be registered in other Resource Directories, and well-known entry
poi nts SHOULD be provided to enabl e the bootstrappi ng of unicast

di scovery.

An RD inplenentation of this specification MJST support query
filtering for the rt paranmeter as defined in [ RFC6690].

The di scovery request interface is specified as follows:
Interaction: EP -> RD

Met hod:  CGET

URI Tenplate: /.well-known/core{?rt}

URI Tenpl ate Vari abl es:

rt := Resource Type (optional). MAY contain one of the val ues
"core.rd", "core.rd-Ilookup*", "core.rd-|ookup-res", "core.rd-
| ookup-ep", "core.rd-1ookup-gp", "core.rd-group"” or "core.rd*"

Content-Format: application/link-format (if any)
Content-Format: application/link-format+json (if any)
Content-Fornmat: application/link-fornmat+chor (if any)
The foll owi ng response codes are defined for this interface:
Success: 2.05 "Content" or 200 "OK" with an application/link-format,
application/link-format+json, or application/link-formt+cbor
payl oad contai ning one or nore matching entries for the RD

resource.

Failure: 4.00 "Bad Request" or 400 "Bad Request" is returned in case
of a mal formed request for a unicast request.

Failure: No error response to a nulticast request.

HTTP support : YES (Unicast only)
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The foll owi ng exanpl e shows an endpoi nt di scovering an RD using this
interface, thus learning that the directory resource is, in this
exanple, at /rd, and that the content-format delivered by the server
hosting the resource is application/link-format (ct=40). Note that
it is up tothe RDto choose its RD resource paths.

Req: GET coap://[ff02::1]/.well-known/core?rt=core.rd*

Res: 2. 05 Content

</rd>;rt="core.rd"; ct=40

</ rd-1 ookup/ ep>; rt="core.rd-I| ookup-ep"; ct =40,
</rd-1 ookup/res>;rt="core.rd-1ookup-res"; ct=40,
</ rd-1 ookup/ gp>; rt="core.rd- I ookup-gp"; ct =40,
</rd-group>;rt="core. rd-group";ct=40

Fi gure 6: Exanpl e di scovery exchange

The followi ng exanpl e shows the way of indicating that a client may
request alternate content-formats. The Content-Fornmat code attribute
"ct" MAY include a space-separated sequence of Content-Format codes
as specified in Section 7.2.1 of [RFC7252], indicating that multiple
content-formats are avail able. The exanpl e bel ow shows the required
Content-Fornmat 40 (application/link-format) indicated as well as the
the CBOR and JSON representation of link format. The RD resource
paths /rd, /rd-lookup, and /rd-group are exanpl e val ues.

[ The RFC editor is asked to replace these and | ater occurrences of
TBD64 and TBD504 with the nuneric ID val ues assigned by 1 ANA to
application/link-format+cbor and application/link-format+json,
respectively, as they are defined in |-D.ietf-core-links-json. ]

Req: GET coap://[ff02::1]/.well-known/core?rt=core.rd*

Res: 2. 05 Content

</rd>;rt="core.rd";ct="40 65225"
</rd-1ookup/res>;rt="core.rd-1ookup-res";ct="40 TBD64 TBD504",
</ rd-1 ookup/ ep>; rt="core.rd-| ookup-ep";ct="40 TBD64 TBD504",
</ rd-1 ookup/ gp>; rt="core.rd-1 ookup-gp";ct=40 TBD64 TBD504",
</rd-group>;rt="core.rd-group”;ct="40 TBD64 TBD504"

5.3. Registration

After discovering the location of an RD, an endpoint MAY register its
resources using the registration interface. This interface accepts a
POST from an endpoint containing the Iist of resources to be added to
the directory as the nessage payload in the CoRE Link Fornat

[ RFC6690], JSON CoRE Link Format (application/link-format+json), or
CBOR CoRE Link Format (application/link-format+cbor)
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[I-D.ietf-core-links-json], along with query paraneters indicating
the nane of the endpoint, and optionally its domain and the lifetine
of the registration. It is expected that other specifications wll
define further paraneters (see Section 9.3). The RD then creates a
new registration resource in the RD and returns its location. An
endpoi nt MJST use that |ocation when refreshing registrations using
this interface. Registration resources in the RD are kept active for
the period indicated by the lifetine paraneter. The endpoint is
responsible for refreshing the registration resource within this
period using either the registration or update interface. The
registration interface MJUST be inplenented to be idenpotent, so that
registering twice with the same endpoi nt paraneters ep and d does not
create nmultiple registration resources. A new registration resource
may be created at any time to supersede an existing registration
replacing the registration paraneters and |i nks.

An enpty payl oad is considered a nal forned request.

The posted |ink-format docunent can (and typically does) contain
relative references both inits link targets and in its anchors, or
contain enpty anchors. The RD server needs to resolve these
references in order to faithfully represent themin |ookups. The
Base URI against which they are resolved is the context of the
registration, which is provided either explicitly in the "con"
paraneter or constructed inplicitly fromthe requester’s network
address. Wien resolving relative target references, the server first
resol ves the context of that link, and then interprets the target as
a reference relative to that context (see Appendix A 4).

The registration request interface is specified as foll ows:
Interaction: EP -> RD

Met hod:  POST

URI Tenplate: {+rd}{?ep,d,It,con,extra-attrs*}

URI Tenpl ate Vari abl es:

rd := RDregistration URI (mandatory). This is the |ocation of
the RD, as obtained from di scovery.

ep := Endpoint nane (nostly mandatory). The endpoint nanme is an
identifier that MJUST be unique within a domain. The maxi mum
Il ength of this paranmeter is 63 bytes. |If the RDis configured
to recogni ze the endpoint (eg. based on its security context),
t he endpoint can elide the endpoint nane, and assign one based
on the configuration.

Shel by, et al. Expires May 3, 2018 [ Page 19]



Internet-Draft CoRE Resource Directory Cct ober 2017

d := Domain (optional). The domain to which this endpoint
bel ongs. The maxi mum|length of this paraneter is 63 bytes.
When this paraneter is elided, the RD MAY associ ate the
endpoint with a configured default donain.

It := Lifetime (optional). Lifetinme of the registration in
seconds. Range of 60-4294967295. |If no lifetime is included
inthe initial registration, a default value of 86400 (24
hours) SHOULD be assuned.

con := Context (optional). This paraneter sets the Default Base
URI under which the request’s links are to be interpreted. The
URI MJUST NOT have a path component of its own, but MJST be
suitable as a base URI to resolve any relative references given
in the registration. The paraneter is therefore of the shape
"schene://authority" for HITP and CoAP URIs. 1In the absence of
this paranmeter the schene of the protocol, source address and
source port of the registration request are assuned. This
paranmeter is mandatory when the directory is filled by a third
party such as an commi ssioning tool. |If the endpoint uses an
epheneral port to register with, it MJST include the con
paraneter in the registration to provide a valid network path.
If the endpoint which is |ocated behind a NAT gateway is
registering with a Resource Directory which is on the network
service side of the NAT gateway, the endpoint MJIST use a
persistent port for the outgoing registration in order to
provi de the NAT gateway with a valid network address for
replies and incom ng requests.

extra-attrs := Additional registration attributes (optional).
The endpoi nt can pass any paraneter registered at Section 9.3
to the directory. If the RDis aware of the paraneter’s

specified semantics, it processes it accordingly. O herw se,
it MJUST store the unknown key and its value(s) as an endpoi nt
attribute for further | ookup.

Content-Format: application/link-formt

Content-Format: application/link-format+json

Content-Fornmat: application/link-format+cbor

The foll owi ng response codes are defined for this interface:

Success: 2.01 "Created" or 201 "Created". The Location header

option MJST be included in the response when a new regi stration

resource is created. This Location MJIST be a stable identifier
generated by the RD as it is used for all subsequent operations on
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this registration resource. The registration resource |ocation
thus returned is for the purpose of updating the lifetine of the
registration and for maintaining the content of the registered
Iinks, including updating and deleting links. A registration with
an already registered ep and d value pair responds with the sane
success code and Location as the original registration; the set of
links registered with the endpoint is replaced with the Iinks from

t he payl oad.
Failure: 4.00 "Bad Request" or 400 "Bad Request". Mal forned
request.

Failure: 5.03 "Service Unavailable" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES

The followi ng exanpl e shows an endpoint with the name "nodel"
registering two resources to an RD using this interface. The

Il ocation "/rd" is an exanple RD |l ocation discovered in a request
simlar to Figure 6

Req: POST coap://rd. exanpl e. coni r d?ep=nodel
Content - Format: 40

Payl oad:
</ sensors/tenp>;ct=41;rt="tenperature-c";if="sensor",
</ sensors/light>;ct=41;rt="1ight-lux";if="sensor"

Res: 2.01 Created
Location: /rd/ 4521

A Resource Directory may optionally support HTTP. Here is an exanple
of al nost the sanme registration operation above, when done using HTTP
and the JSON Link Fornat.

Req: POST /rd?ep=nodel&con=http://[2001:db8:1::1] HITP/ 1.1
Host : exanpl e. com
Cont ent - Type: application/link-format+j son

Payl oad:
{"href": "/sensors/tenp", "ct": "41", "rt": "tenperature-c", "if": "sensor"},
{"href": "/sensors/light", "ct": "41", "rt": "light-lux", "if": "sensor"}

]

Res: 201 Created
Location: /rd/ 4521
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5.3.1. Sinple Registration

Not all endpoints hosting resources are expected to know how to
upload links to a RD as described in Section 5.3. Instead, sinple
endpoi nts can inplenent the Sinple Registration approach described in
this section. An RD inplenmenting this specification MJST inpl enent
Sinpl e Registration. However, there may be security reasons why this
formof directory discovery woul d be disabl ed.

Thi s approach requires that the endpoi nt nakes avail abl e the hosted
resources that it wants to be discovered, as links onits "/.well-
known/ core" interface as specified in [ RFC6690].

The endpoint then finds one or nore addresses of the directory server
as described in Section 4.

An endpoint finally asks the directory server to probe it for
resources and publish themas foll ows:

It sends (and regularly refreshes with) a POST request to the
"/.well-known/core" URI of the directory server of choice. The body
of the POST request is enpty, which triggers the resource directory
server to perform GET requests at the requesting server’s default

di scovery URI to obtain the link-format payload to register

The endpoint includes the sanme registration paraneters in the POST
request as it would per Section 5.3. The context of the registration
is taken fromthe requesting server’s UR

The endpoints MIUST be del eted after the expiration of their lifetine.
Addi tional operations cannot be executed because no registration
| ocation is returned.

The foll owi ng exanpl e shows an endpoi nt using Sinple Registration, by
simply sending an enpty POST to a resource directory.
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Reqg: (to RD server from [2001:db8:2::1])
POST /. wel | - known/ core?l t =6000&ep=nodel
Content-Format: 40

No payl oad

Res: 2.04 Changed
(later)

Req: (from RD server to [2001:db8:2::1])
GET /.wel | -known/ core
Accept: 40

Res: 2.05 Content
Payl oad:
</ sen/tenp>

5.3.2. Third-party registration

For some applications, even Sinple Registration may be too taxing for
certain very constrained devices, in particular if the security
requi renents beconme too onerous.

In a controlled environment (e.g. building control), the Resource
Directory can be filled by a third device, called a conmi ssioning
tool. The conmissioning tool can fill the Resource Directory froma
dat abase or other nmeans. For that purpose the schene, |IP address and
port of the registered device is indicated in the Context paraneter
of the registration described in Section 5. 3.

5.4. (Operations on the Registrati on Resource

After the initial registration, an endpoint should retain the
returned | ocation of the Registration Resource for further
operations, including refreshing the registration in order to extend
the lifetime and "keep-alive" the registration. When the lifetinme of
the registration has expired, the RD SHOULD NOT respond to di scovery
queries concerning this endpoint. The RD SHOULD continue to provide
access to the Registration Resource after a registration tine-out
occurs in order to enable the registering endpoint to eventually
refresh the registration. The RD MAY eventually renove the

regi stration resource for the purpose of resource recovery and
garbage collection. |If the Registration Resource is renoved, the
endpoint will need to re-register.

The Registration Resource may al so be used to inspect the

regi stration resource using GET, update the registration |ink
contents, or cancel the registration using DELETE
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These operations are described in this section
5.4.1. Registration Update

The update interface is used by an endpoint to refresh or update its
registration with an RD. To use the interface, the endpoint sends a
POST request to the registration resource returned in the Location
header option in the response returned fromthe initial registration
operati on.

An update MAY update the lifetinme- or the context- registration
paranmeters "It", "con" as in Section 5.3. Paraneters that are not
bei ng changed SHOULD NOT be included in an update. Adding parameters
that have not changed increases the size of the nmessage but does not
have any other inplications. Parameters MJST be included as query
paraneters in an update operation as in Section 5. 3.

A registration update resets the timeout of the registration to the
(possibly updated) lifetine of the registration, independent of
whether a "lIt" paraneter was given

If the context of the registration is changed in an update explicitly
or inplicitly, relative references subnitted in the origina
registration or later updates are resol ved anew agai nst the new
context (like in the original registration).

This operation only describes the use of POST with an enpty payl oad.
As with nodification of individual using i PATCH or PATCH as proposed
in Section 5.4.4, future standards m ght describe the semantics of
usi ng content formats and payl oads with the POST nethod to update the
links of a registration

The update registration request interface is specified as foll ows:
Interaction: EP -> RD

Met hod:  POST

URI Template: {+location}{?lt,con,extra-attrs*}

URI Tenpl ate Vari abl es:

location := This is the Location returned by the RD as a result
of a successful earlier registration.

It := Lifetime (optional). Lifetine of the registration in
seconds. Range of 60-4294967295. |If no lifetinme is included,
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the previous last lifetine set on a previous update or the
original registration (falling back to 86400) SHOULD be used.

con := Context (optional). This paraneter updates the context
established in the original registration to a new value. |If
the paraneter is set in an update, it is stored by the RD as
the new Base URI under which to interpret the links of the
registration, following the sane restrictions as in the

registration. |If the paranmeter is not set and was set
explicitly before, the previous context value is kept
unnodi fied. |f the paraneter is not set and was not set

explicitly before either, the source address and source port of
the update request are stored as the context.

extra-attrs := Additional registration attributes (optional). As
with the registration, the RD processes themif it knows their
semantics. O herw se, unknown attributes are stored as
endpoint attributes, overriding any previously stored endpoint
attributes of the same key.
Content-Format: none (no payl oad)
The follow ng response codes are defined for this interface:

Success: 2.04 "Changed" or 204 "No Content" if the update was
successful ly processed.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Mal forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Registration does not
exi st (e.g. may have expired).

Failure: 5.03 "Service Unavailable" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES

The foll owi ng exanpl e shows an endpoint updating its registration
resource at an RD using this interface with the exanple | ocation
val ue: /rd/4521.

Req: POST /rd/ 4521

Res: 2.04 Changed

The followi ng exanpl e shows an endpoint updating its registration
resource at an RD using this interface with the exanple |ocation
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value: /rd/4521. The initial registration by the client set the
foll owi ng val ues:
0 endpoint nane (ep)=endpointl
o lifetine (1t)=500
0 context (con)=coap://Iocal -proxy-ol d. exanpl e. com 5683

The initial state of the Resource Directory is reflected in the
foll owi ng request:

Req: GET /rd-1ookup/res?ep=endpointl

Res: 2.01 Content

Payl oad:

</ sensors/tenp>; ct=41; rt ="t enperature";anchor="coap://| ocal - proxy-ol d. exanpl e. co
m 5683",
</sensors/light>;ct=41;rt="1ight-lux";if="sensor"; anchor="coap://1| ocal - proxy-old
. exanpl e. com 5683"

The follow ng exanpl e shows an EP changi ng the context to
"coaps: // new. exanpl e. com 5684":

Req: POST /rd/ 4521?con=coaps:// new. exanpl e. com 5684
Res: 2.04 Changed
The consecutive query returns:

Req: GET /rd-I ookup/res?ep=endpoi ntl

Res: 2.01 Content

Payl oad:

</ sensors/tenp>; ct=41; rt ="t enperature"; anchor="coaps://new. exanpl e. com 5684",

</ sensors/light>;ct=41;rt="1ight-lux";if="sensor";anchor="coaps://new. exanpl e. co
m 5684",

5.4.2. Registration Renova

Al though RD entries have soft state and will eventually tineout after
their lifetime, an endpoint SHOULD explicitly renove its entry from
the RDif it knows it will no | onger be available (for exanple on
shut-down). This is acconplished using a renoval interface on the RD
by perform ng a DELETE on the endpoi nt resource.

Renoved endpoints are inplicitly renoved fromthe groups to which
t hey bel ong.

The renoval request interface is specified as follows:

Shel by, et al. Expires May 3, 2018 [ Page 26]



Internet-Draft CoRE Resource Directory Cct ober 2017

Interaction: EP -> RD

Met hod: DELETE

URI Tenplate: {+location}
URI Tenpl ate Vari abl es:

location := This is the Location returned by the RD as a result
of a successful earlier registration.

The foll owi ng responses codes are defined for this interface:
Success: 2.02 "Deleted" or 204 "No Content" upon successful deletion

Failure: 4.00 "Bad Request" or 400 "Bad request"”. Malforned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Registration does not
exi st (e.g. may have expired).

Failure: 5.03 "Service Unavailable" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES

The foll owi ng exanpl es shows successful renoval of the endpoint from
the RD with exanple | ocation value /rd/ 4521

Req: DELETE /rd/ 4521
Res: 2.02 Del eted
5.4.3. Read Endpoint Links
Sone endpoints nay wish to manage their links as a collection, and
may need to read the current set of links stored in the registration

resource, in order to determ ne |ink maintenance operations.

One or nore |inks MAY be selected by using query filtering as
specified in [ RFC6690] Section 4.1

If no links are selected, the Resource Directory SHOULD return an
enpty payl oad.

The read request interface is specified as foll ows:

I nteraction: EP -> RD
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Met hod: GET
URI Template: {+location}{?href,rel,rt,if,ct}
URI Tenpl ate Vari abl es:

location := This is the Location returned by the RD as a result
of a successful earlier registration.

href,rel,rt,if,ct :=1link relations and attributes specified in
the query in order to select particular |inks based on their
relations and attributes. "href" denotes the URI target of the
link. See [RFC6690] Sec. 4.1

The follow ng responses codes are defined for this interface:

Success: 2.05 "Content" or 200 "OK' upon success with an
"application/link-format", "application/link-formt+cbor", or
"application/link-format+j son" payl oad.

Failure: 4.00 "Bad Request" or 400 "Bad Request"”. Malforned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". Registration does not
exi st (e.g. may have expired).

Failure: 5.03 "Service Unavail able" or 503 "Service Unavail abl e"
Service could not performthe operation

HTTP support: YES

The foll owi ng exanpl es show successful read of the endpoint links
fromthe RD, with exanple |ocation value /rd/4521.

Req: GET /rd/ 4521

Res: 2.01 Content

Payl oad:
</ sensors/tenp>;ct=41;rt="tenperature-c";if="sensor"
</sensors/light> ct=41;rt="1ight-lux";if="sensor"

5.4.4. Update Endpoint Links
An i PATCH (or PATCH) update [RFC8132] adds, renoves or changes |inks

of a registration by including link update information in the payl oad
of the update with a nedia type that still needs to be defined.
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6

6

RD G oups

This section defines the REST API for the creation, managenent, and

| ookup of endpoints for group operations. Sinmlar to endpoint
registration entries in the RD, groups nay be created or renoved.
However unlike an endpoint entry, a group entry consists of a list of
endpoi nts and does not have a lifetinme associated with it. |n order
to nmake use of multicast requests with CoAP, a group MAY have a
mul ti cast address associated with it.

1. Register a Goup

In order to create a group, a comm ssioning tool (CT) used to
configure groups, makes a request to the RD indicating the nane of
the group to create (or update), optionally the domain the group

bel ongs to, and optionally the nulticast address of the group. The
registration nmessage is a list of links to registration resources of
the endpoints that belong to that group

The conmi ssioning tool SHOULD not send any target attributes with the
links to the registration resources, and the resource directory
SHOULD i gnore any attributes that are set.

Configuration of the endpoints thenselves is out of scope of this
specification. Such an interface for nanagi ng the group nenbership
of an endpoi nt has been defined in [ RFC7390].

The registration request interface is specified as follows:
Interaction: CT -> RD

Met hod: POST

URI Tenpl ate: {+rd-group}{?gp,d, con}

URI Tenpl ate Vari abl es:

rd-group := RD Group URI (rmandatory). This is the location of
the RD Group REST API.

gp := Goup Name (mandatory). The nane of the group to be
created or replaced, unique within that dormain. The maxi nmum
Il ength of this paraneter is 63 bytes.

d := Domain (optional). The domain to which this group bel ongs.
The maxi mum |l ength of this paraneter is 63 bytes. Optional.
When this paraneter is elided, the RD MAY associ ate the
endpoint with a configured default donmain.
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con := Context (optional). This paraneter sets the scheneg,
address and port of the multicast address associated with the
group. Wen con is used, schene and host are mandatory and
port paraneter is optional

Content-Format: application/link-format

Content-Format: application/link-format+json
Content-Fornmat: application/link-fornmat+cbor

The followi ng response codes are defined for this interface:

Success: 2.01 "Created" or 201 "Created". The Location header
option MJST be returned in response to a successful group CREATE
operation. This Location MJST be a stable identifier generated by
the RD as it is used for delete operations of the group resource.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Ml forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". An Endpoint is not
registered in the RD (e.g. may have expired).

Failure: 5.03 "Service Unavailable" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES

The followi ng exanpl e shows an EP registering a group with the nane
"l'ights" which has two endpoints. The RD group path /rd-group is an
exanpl e RD | ocation discovered in a request simlar to Figure 6

Req: POST coap://rd. exanpl e. com rd-group?gp=lights
&con=coap: //[ff35:30:2001: db8: : 1]
Content - Format: 40
Payl oad:
</rd/ 4521>,
</rd/ 4522>

Res: 2.01 Created
Location: /rd-group/12

The href value is the path to the registration resource of the
Endpoi nt .
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6.2. Goup Renoval
A group can be rempoved sinply by sending a renoval nmessage to the
| ocation of the group registration resource which was returned when
initially registering the group. Renobving a group MJST NOT renobve
t he endpoints of the group fromthe RD
The renoval request interface is specified as follows:
Interaction: CT -> RD
Met hod: DELETE
URI Tenplate: {+location}
URI Tenpl ate Vari abl es:

location := This is the path of the group resource returned by
the RD as a result of a successful group registration.

The follow ng responses codes are defined for this interface:
Success: 2.02 "Deleted" or 204 "No Content" upon successful deletion

Failure: 4.00 "Bad Request" or 400 "Bad Request". Ml forned
request.

Failure: 4.04 "Not Found" or 404 "Not Found". G oup does not exist.

Failure: 5.03 "Service Unavail able" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES

The foll owi ng exanpl es shows successful renoval of the group fromthe
RD with the exanple location value /rd-group/12.

Req: DELETE /rd-group/12
Res: 2.02 Del eted
7. RD Lookup
To di scover the resources registered with the RD, a | ookup interface
must be provided. This |ookup interface is defined as a default, and

it is assuned that RDs nay al so support |ookups to return resource
descriptions in alternative formats (e.g. Atomor HTM. Link) or
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usi ng nore advanced interfaces (e.g. supporting context or semantic
based | ookup).

RD Lookup al |l ows | ookups for groups, endpoints and resources using
attributes defined in this docunment and for use with the CoRE Link
Format. The result of a | ookup request is the list of links (if any)
corresponding to the type of |ookup. Thus, a group |ookup MJST
return a list of groups, an endpoint |ookup MJST return a list of
endpoints and a resource | ookup MJST return a list of links to
resources

The | ookup type is selected by a URl endpoint, which is indicated by
a Resource Type as per Table 1 bel ow

TSRS e m e e e e e e oo - Fom e e e e - - +
| Lookup Type | Resource Type | Mandat ory

S o e e R +
| Resource | core.rd-1ookup-res | Mandatory |
| Endpoi nt | core.rd-1ookup-ep | Mandatory |
| G oup | core.rd-1ookup-gp | Optional |
TSRS e m e e e e e e oo - Fom e e e e - - +

Tabl e 1: Lookup Types
7.1. Resource | ookup

Resource | ookup results in links that are semantically equivalent to
the links submitted to the RDif they were accessed on the endpoint
itself. The Ilinks and |ink paraneters returned are equal to the
subnitted ones except for anchor, which was resolved by the server
agai nst the endpoint’s context.

Li nks that did not have an anchor attribute are therefore returned
with the (explicitly or inplicitly set) context URl of the
registration as the anchor. Links whose anchor was subnitted as an
absolute URI are returned as they were registered. The hrefs of

i nks can always be served as they were submitted; the server MAY
return relative references in absolute formin to resource | ookups,
but that results in needl essly verbose responses.

Above rules allowthe client to interpret the response as |inks
wi t hout any further know edge of what the RD does. The Resource
Directory MAY replace the contexts with a configured internediate
proxy, e.g. in the case of an HTTP | ookup interface for CoAP
endpoi nt s.
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7.2. Endpoint and group | ookup

Endpoi nt and group | ookups result in links to registration resources
and group resources, respectively. Endpoint registration resources
are annotated with their endpoint nanes (ep), domains (d, if
present), context (con) and lifetime (It, if present). Additiona
endpoint attributes are added as link attributes to their endpoint
link unless their specification says otherwise. Goup resources are
annotated with their group nanes (gp), domain (d, if present) and
mul ti cast address (con, if present).

Whi | e Endpoi nt Lookup does expose the registration resources, the RD
does not need to make them accessible to clients. Cients SHOULD NOT
attenpt to dereference or mani pul ate them

7.3. Lookup filtering

Using the Accept Option, the requester can control whether this |ist
is returned in CoRE Link Format ("application/link-format", default)
or its alternate content-formats ("application/link-format+json" or
"application/link-format+cbor").

The page and count paraneters are used to obtain | ookup results in
specified increments using pagination, where count specifies how many
links to return and page specifies which subset of |inks organized in
sequenti al pages, each containing 'count’ links, starting with link
zero and page zero. Thus, specifying count of 10 and page of 0 will
return the first 10 links in the result set (links 0-9). Count = 10
and page = 1 will return the next 'page’ containing links 10-19, and
S0 on.

Multiple search criteria MAY be included in a | ookup. Al included
criteria MJUST match for a link to be returned.

A link matches a search criterion if it has an attribute of the sanme
nane and the sane value, allowing for a trailing "*" wildcard
operator as in Section 4.1 of [RFC6690]. Attributes that are defined
as "link-type" match if the search val ue matches any of their val ues
(see Section 4.1 of [RFC6690]; eg. "?if=core.s" matches ";if="abc
core.s";"). Alink also matches a search criterion if the link that
woul d be produced for any of its containing entities would match the
criterion: A search criterion nmatches an endpoint if it matches the
endpoint itself or any of the groups it is contained in, and one on a
resource if it matches the resource, the resource’s endpoint, or any
of the endpoint’s groups.

Note that "href" is also a valid search criterion and matches target
references. Like all search criteria, on a resource |lookup it can

Shel by, et al. Expires May 3, 2018 [ Page 33]



Internet-Draft CoRE Resource Directory Cct ober 2017

match the target reference of the resource link itself, but also the
regi stration resource of the endpoint that registered it, or any
group resource that endpoint is contained in.

Clients that are interested in a | ookup result repeatedly or
continuously can use nechani snms |i ke ETag cachi ng, resource
observation ([ RFC7641]), or any future nechani smthat might allow
nmore efficient observations of collections. These are adverti sed,
detected and used according to their own specifications and can be
used with the | ookup interface as with any other resource.

The | ookup interface is specified as foll ows:

Interaction: dient -> RD

Met hod: GET

URI Tenpl ate: {+type-Iookup-I|ocation}{?page, count, search*}

URI Tenpl ate Vari abl es:

type-1 ookup-location := RD Lookup URI for a given | ookup type
(mandatory). The address is discovered as described in
Section 5. 2.

search := Search criteria for limting the nunber of results
(optional).

page := Page (optional). Paraneter can not be used w thout the
count paranmeter. Results are returned fromresult set in pages
that contain 'count’ links starting fromindex (page * count).

Page nunbering starts with zero

count := Count (optional). Nunber of results is limted to this
paraneter value. |If the page paraneter is also present, the
response MJST only include 'count’ links starting with the
(page * count) link in the result set fromthe query. |f the
count parameter is not present, then the response MIST return
all matching links in the result set. Link nunbering starts
with zero.

Content-Format: application/link-format (optional)

Content-Format: application/link-format+json (optional)

Content-Fornmat: application/link-format+cbor (optional)

The foll owi ng responses codes are defined for this interface:
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Success: 2.05 "Content" or 200 "OK" with an "application/link-
format", "application/link-format+cbor", or "application/link-
format +j son" payl oad containing matching entries for the | ookup
The payl oad can contain zero |links (which is an enpty payl oad,
"80" (hex) or "[]" in the respective content format), indicating
that no entities matched the request.

Failure: No error response to a multicast request.

Failure: 4.00 "Bad Request" or 400 "Bad Request". Mal forned
request.

Failure: 5.03 "Service Unavailable" or 503 "Service Unavail abl e".
Service could not performthe operation

HTTP support: YES
7.4. Lookup exanpl es

The exanples in this section assume CoAP hosts with a default CoAP
port 61616. HITP hosts are possible and do not change the nature of
t he exanpl es.

The follow ng exanple shows a client perform ng a resource | ookup
with the exanple resource | ook-up | ocations discovered in Figure 6:

Req: GET /rd-|ookup/res?rt=tenperature

Res: 2. 05 Content
</tenp>;rt="tenperature";anchor="coap://[2001: db8: 3::123]: 61616"

The sane | ookup using the CBOR Link Format nedia type:

Req: GET /rd-|ookup/res?rt=tenperature
Accept: TBD64

Res: 2.05 Content

Cont ent - For mat : TBD64

Payl oad in Hex notation:
81A301652F74656D70096B74656D706572617475726503781E636F61703A2F2F5B323030
313A6462383A333A3A3132335D3A3631363136

Decoded payl oad:

[{1: "/tenmp", 9: "tenperature", 3: "coap://[2001:db8:3::123]:61616"}]

A client that wants to be notified of new resources as they show up
can use observation

Shel by, et al. Expires May 3, 2018 [ Page 35]



Internet-Draft CoRE Resource Directory Cct ober 2017

Req: GET /rd-1ookup/res?rt=light
Cbserve: 0

Res: 2.05 Content
Cbserve: 23
Payl oad: enpty

(at a later point in tine)

Res: 2. 05 Content

bserve: 24

Payl oad:

</west>;rt="1ight";anchor="coap://[2001: db8: 3::124]",
</sout h>;rt="1ight";anchor="coap://[2001: db8: 3::124] ",
</east>;rt="1ight";anchor="coap://[2001: db8: 3::124]"

The followi ng exanple shows a client perform ng an endpoint type
| ookup:

Req: GET /rd-I ookup/ ep?et =power - node

Res: 2. 05 Content

</rd/ 1234>; con="coap://[2001: db8: 3:: 127] : 61616"; ep="node5";
et =" power - node"; ct ="40";1t="600",

</rd/ 4521>; con="coap://[2001: db8: 3:: 129] : 61616"; ep="node7";
et =" power - node"; ct ="40"; | t ="600"; d="f| oor - 3"

The follow ng exanple shows a client perform ng a group | ookup for
al | groups:

Req: GET /rd-1| ookup/gp

Res: 2. 05 Content
</rd-group/ 1>; gp="1ightsl"; d="exanpl e. con'; con="coap://[ff35:30:2001: db8::1]",
</rd-group/ 2>; gp="1ights2"; d="exanpl e. coni'; con="coap: //[ff35:30: 2001: db8:: 2] "

The foll owi ng exanpl e shows a client perforning a | ookup for all
endpoints in a particul ar group:

Req: GET /rd-I|ookup/ ep?gp=lightsl

Res: 2. 05 Content

</ rd/ abcd>; con="coap://[2001: db8: 3::123]:61616"; ep="nodel"; et =" power - node"; ct ="4
0";1t="600",

</ rd/ ef gh>; con="coap://[2001: db8: 3:: 124] : 61616"; ep="node2"; et =" power - node"; ct =" 4
0";1t="600"

The foll owi ng exanpl e shows a client perfornming a | ookup for all
groups the endpoint "nodel" bel ongs to:
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Req: GET /rd-1 ookup/ gp?ep=nodel

Res: 2.05 Content
</rd-group/1>; gp="Ilightsl"

The foll owi ng exanple shows a client performng a

| ookup
Req: GET /rd-| ookup/res?page=0&count =5

Res: 2.05 Content

</res/ 0>; rt =sensor; ct =60; anchor ="coap: //[ 2001
</res/ 1>; rt=sensor; ct =60; anchor ="coap: //[ 2001
</res/ 2>;rt=sensor; ct =60; anchor ="coap: //[ 2001
</res/ 3>, rt=sensor; ct =60; anchor =" coap: //[ 2001
</res/ 4>;rt =sensor; ct =60; anchor =" coap: //[ 2001

Req: GET /rd-I ookup/res?page=1&count =5

Res: 2.05 Content

</res/5>; rt=sensor; ct =60; anchor =" coap: //[ 2001
</res/ 6>; rt =sensor; ct =60; anchor =" coap: //[ 2001
</res/ 7>, rt =sensor; ct =60; anchor =" coap: / /[ 2001
</ res/ 8>; rt=sensor; ct =60; anchor ="coap: //[ 2001
</res/ 9>; rt=sensor; ct =60; anchor ="coap: //[ 2001

db8:
db8:
db8:
db8:
db8:

db8:
db8:
db8:
db8:
db8:

Cct ober 2017

pagi nat ed resource

Wwwww

Wwwww

1 123]:
1 123]:
:123]:
:123]:
:123]:

:123]:
:123]:
:123]:
1 123]:
1 123]:

61616",
61616",
61616",
61616",
61616"

61616",
61616",
61616",
61616",
61616"

The followi ng example shows a client perform ng a | ookup of al

It assunes that
two endpoints (with endpoint nanes "sensorl" and "sensor2") have
previously registered with their respective addresses
"coap://sensorl. exanpl e. comt and "coap://sensor?2. exanpl e.coni, and
posted the very payl oad of the 6th request of section 5 of [RFC6690].

resources from endpoints of a given endpoint type.

It denpnstrates how the Iink targets stay unnodified, but the anchors

get constructed by the resource directory:
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Req: GET /rd-1ookup/res?et =sensor-node

</ sensors>; ct=40;titl e="Sensor |ndex";
anchor ="coap://sensor 1. exanpl e. cont',
</ sensors/tenp>;rt="tenperature-c";if="sensor";
anchor ="coap: // sensor 1. exanpl e. cont,
</sensors/light>;rt="light-lux";if="sensor";
anchor ="coap://sensor 1. exanpl e. cont',
<http://ww. exanpl e. com sensors/t123>; rel ="descri bedby";
anchor ="coap://sensor 1. exanpl e. conf sensors/tenp",
</t>;rel ="al ternate";anchor="coap://sensor1l. exanpl e. conl sensors/tenp",
</ sensors>; ct=40;titl e="Sensor |ndex"
anchor ="coap: // sensor 2. exanpl e. cont,
</ sensors/tenp>;rt="tenperature-c";if="sensor";
anchor ="coap://sensor 2. exanpl e. cont',
</sensors/light>rt="light-lux";if="sensor";
anchor ="coap://sensor 2. exanpl e. cont',
<http://ww. exanpl e. com sensors/t123>; rel ="descri bedby";
;anchor ="coap: // sensor 2. exanpl e. coni sensors/tenp",
</t>;rel ="al ternate";anchor ="coap://sensor 2. exanpl e. conl sensor s/t enmp"

8. Security Considerations

The security considerations as described in Section 7 of [RFC5988]
and Section 6 of [RFC6690] apply. The "/.well-known/core" resource
may be protected e.g. using DILS when hosted on a CoAP server as
described in [RFC7252]. DTLS or TLS based security SHOULD be used on
all resource directory interfaces defined in this docunent.

8.1. Endpoint ldentification and Authentication

An Endpoint is determined to be unique within (the domain of) an RD
by the Endpoint identifier paraneter included during Registration
and any associated TLS or DTLS security bindings. An Endpoint MJST
NOT be identified by its protocol, port or |P address as these may
change over the lifetine of an Endpoint.

Every operation performed by an Endpoint or Cient on a resource
directory SHOULD be nmutual |y authenticated using Pre-Shared Key, Raw
Public Key or Certificate based security.

Consider te following threat: two devices A and B are nanaged by a
single server. Both devices have uni que, per-device credentials for
use with DILS to make sure that only parties with authorization to
access A or B can do so.

Now, imagine that a malicious device A wants to sabotage the device
B. It uses its credentials during the TLS exchange. Then, it puts
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8.

8.

9.

t he endpoint nanme of device B. |If the server does not check whether
the identifier provided in the DILS handshake matches the identifier
used at the CoAP layer then it may be inclined to use the endpoint
nane for | ooking up what information to provision to the nmalicious
devi ce.

Therfore, Endpoints MJST include the Endpoint identifier in the
message, and this identifier MJST be checked by a resource directory
to match the Endpoint identifier included in the Registration
nessage.

2. Access Contro

Access control SHOULD be performed separately for the RD

regi stration, Lookup, and group APl paths, as different endpoints may
be authorized to register with an RD fromthose authorized to | ookup
endpoints fromthe RD. Such access control SHOULD be perforned in as
fine-grained a |l evel as possible. For exanple access control for

| ookups coul d be perforned either at the donmain, endpoint or resource
| evel

3. Denial of Service Attacks

Services that run over UDP unprotected are vul nerable to unknow ngly
beconme part of a DDoS attack as UDP does not require return
routability check. Therefore, an attacker can easily spoof the
source IP of the target entity and send requests to such a service
whi ch woul d then respond to the target entity. This can be used for
| arge-scal e DDoS attacks on the target. Especially, if the service
returns a response that is order of nagnitudes |larger than the
request, the situation becones even worse as now the attack can be
anplified. DNS servers have been wi dely used for DDoS anplification
attacks. There is also a danger that NTP Servers coul d becone
inplicated in denial-of-service (DoS) attacks since they run on
unprotected UDP, there is no return routability check, and they can
have a | arge anplification factor. The responses fromthe NTP server
were found to be 19 times larger than the request. A Resource
Directory (RD) which responds to wild-card | ookups is potentially
vul nerable if run with CoAP over UDP. Since there is no return
routability check and the responses can be significantly larger than
requests, RDs can unknowi ngly becone part of a DDoS anplification
att ack.

| ANA Consi der ati ons
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9.1. Resource Types

"core.rd", "core.rd-group", "core.rd-|ookup-ep", "core.rd-|ookup-
res", and "core.rd-|ookup-gp" resource types need to be registered
with the resource type registry defined by [ RFC6690].

9.2. |1Pv6 ND Resource Directory Address Option

Thi s docunent registers one new ND option type under the subregistry
"I Pv6 Nei ghbor Discovery Option Fornmats":

0 Resource Directory address Option (38)
9.3. RD Paraneter Registry

This specification defines a new sub-registry for registration and

| ookup paraneters called "RD Paraneters" under "CoRE Paraneters".

Al 't hough this specification defines a basic set of paraneters, it is
expected that other standards that nake use of this interface wll
define new ones.

Each entry in the registry nust include * the human readabl e nane of
the paraneter, * the short nane as used in query paraneters or |ink
attributes, * indication of whether it can be passed as a query
paranmeter at registration of endpoints or groups, as a query
paraneter in | ookups, or be expressed as a link attribute, * validity
requirenents if any, and * a description

The query paraneter MJST be both a valid URI query key [ RFC3986] and
a parmane as used in [ RFC5988].

The description nust give details on which registrations they apply
to (Endpoint, group registrations or both? Can they be updated?),
and how they are to be processed in | ookups.

The mechani sns around new RD paraneters should be designed in such a
way that they tolerate RD inplenentations that are unaware of the
paraneter and expose any paramneter passed at registration or updates
on in endpoint | ookups. (For exanple, if a paraneter used at
registration were to be confidential, the registering endpoint should
be instructed to only set that paraneter if the RD advertises support
for keeping it confidential at the discovery step.)

Initial entries in this sub-registry are as foll ows:
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[ R [ R, T +--- - - o m e e e e e i oo - +
| Full | Short | Validity | Use | Description |
| nanme | | | | |
Fom e o - Fom oo - Fom e e e oo +-- - - - o e e e e e e e oo +
| Endpoint | ep | | RLA | Nane of the endpoint, |
| Nare | | | max 63 bytes |
| Lifetine | It | 60-4294967295 | RLA | Lifetinme of the [
| | | | | registration in seconds |
| Dormai n | d | | RLA | Domain to which this |
[ [ [ [ | endpoi nt bel ongs [
| Context | con | URI | RLA | The schenme, address and

| | | | | port and path at which |
| | | | | this server is available |
| G oup | agp | | RLA | Nane of a group in the |
| Nanme | | | | RD |
| Page | page | Integer | L | Used for pagination [
| Count | count | Integer | L | Used for pagination |
| Endpoint | et [ | RLA | Semantic nanme of the [
| Type | | | | endpoint (see Section |
I I I I | 9.4) I
Fom e - Fom e - e e e o H-- - - - o e e e e e e e e e +

Tabl e 2: RD Paraneters

(Short: Short name used in query paranmeters or link attributes. Use:
R = used at registration, L = used at |ookup, A = expressed in link
attribute

The descriptions for the options defined in this docunent are only
sunmari zed here. To which registrations they apply and when they are
to be shown is described in the respective sections of this docunent.

The 1 ANA policy for future additions to the sub-registry is "Expert
Revi ew' as described in [RFC8126]. The eval uation shoul d consi der
formal criteria, duplication of functionality (Is the new entry
redundant with an existing one?), topical suitability (Eg. is the
described property actually a property of the endpoint and not a
property of a particular resource, in which case it should go into
the payl oad of the registration and need not be registered?), and the
potential for conflict with comonly used link attributes (For
exanple, "if" could be used as a paraneter for conditiona
registration if it were not to be used in |ookup or attributes, but
woul d nake a bad paraneter for |ookup, because a resource |ookup with
an "if" query parameter could ambiguously filter by the registered
endpoi nt property or the [RFC6690] link attribute). It is expected
that the registry will receive between 5 and 50 registrations in
total over the next years.
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9.3.1. Full description of the "Endpoint Type" Registration Paraneter

An endpoint registering at an RD can describe itself with endpoint
types, simlar to how resources are described with Resource Types in
[ RFC6690]. An endpoint type is expressed as a string, which can be
either a URI or one of the values defined in the Endpoint Type
subregi stry. Endpoint types can be passed in the "et" query
paraneter as part of extra-attrs at the Registration step, are shown
on endpoi nt | ookups using the "et" target attribute, and can be
filtered for using "et" as a search criterion in resource and
endpoi nt | ookup. Miltiple endpoint types are given as separate query
parameters or link attributes.

Not e that Endpoint Type differs from Resource Type in that it uses
multiple attributes rather than space separated values. As a result,
Resource Directory inplenentations autonatically support correct
filtering in the | ookup interfaces fromthe rules for unknown
endpoi nt attri butes.

9.4. "Endpoint Type" (et=) RD Paraneter val ues
This specification establishes a new sub-registry under "CoRE
Par anet ers" called ' "Endpoint Type" (et=) RD Paraneter values'. The
registry properties (required policy, requirenents, tenplate) are
identical to those of the Resource Type paraneters in [ RFC6690], in
short:

The review policy is | ETF Review for values starting with "core", and
Speci fication Required for others.

The requirenents to be enforced are:

0 The values MIST be related to the purpose described in
Section 9. 3. 1.

0 The registered values MJST conformto the ABNF reg-rel-type
definition of [RFC6690] and MJST NOT be a URI

o It is recormended to use the period "." character for
segnent ati on.

The registry is initially enpty.
10. Exanpl es

Two exanpl es are presented: a Lighting Installation exanple in
Section 10.1 and a LWW2M exanple in Section 10. 2.
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10.1. Lighting Installation

This exanple shows a sinplified lighting installation which makes use
of the Resource Directory (RD) with a CoAP interface to facilitate
the installation and start up of the application code in the lights
and sensors. In particular, the exanple leads to the definition of a
group and the enabling of the corresponding nulticast address. No
concl usi ons nust be drawn on the realization of actual installation
or nam ng procedures, because the exanple only "enphasizes" some of
the issues that may influence the use of the RD and does not pretend
to be normative.

10.1.1. Installation Characteristics

The exanpl e assunes that the installation is nanaged. That neans
that a Conmi ssioning Tool (CT) is used to authorize the addition of
nodes, name them and name their services. The CT can be connected
to the installation in many ways: the CT can be part of the
installation network, connected by WFi to the installation network,
or connected via GPRS |ink, or other nethod.

It is assuned that there are two naning authorities for the
installation: (1) the network manager that is responsible for the
correct operation of the network and the connected interfaces, and
(2) the lighting manager that is responsible for the correct
functioning of networked lights and sensors. The result is the
exi stence of two nam ng schenmes conming fromthe two managi ng
entities.

The exanple installation consists of one presence sensor, and two
luminaries, luminaryl and |uninary2, each with their own wreless
interface. FEach lumnary contains three |anps: left, right and

m ddl e. Each lumnary is accessible through one endpoint. For each
| anp a resource exists to nodify the settings of alanp in a

lumi nary. The purpose of the installation is that the presence
sensor notifies the presence of persons to a group of lanps. The
group of lanps consists of: nmiddle and left |anps of |uninaryl and
right lanmp of |umnary?2

Bef ore conmi ssioning by the lighting manager, the network is
installed and access to the interfaces is proven to work by the
net wor k manager

At the nonment of installation, the network under installation is not
necessarily connected to the DNS infra structure. Therefore, SLAAC

| Pv6 addresses are assigned to CT, RD, luminaries and sensor shown in
Tabl e 3 bel ow
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T T +
| Name | 1 Pv6 address

e m e e e e e e oo - S +
| lTum naryl | 2001:db8:4::1 |
| lumnary2 | 2001: db8:4::2 |
| Presence sensor | 2001: db8:4::3

| Resource directory | 2001:db8:4::ff |
Fom e e e e e e e e oo B +

Tabl e 3: interface SLAAC addresses

In Section 10.1.2 the use of resource directory during installation
i s presented.

10.1.2. RD entries
It is assuned that access to the DNS infrastructure is not always
possi ble during installation. Therefore, the SLAAC addresses are
used in this section.

For discovery, the resource types (rt) of the devices are inportant.

The lanps in the lunmnaries have rt: light, and the presence sensor
has rt: p-sensor. The endpoints have nanmes which are relevant to the
light installation nmanager. |In this case luninaryl, lum nary2, and

the presence sensor are |located in room 2-4-015, where lumnaryl is
| ocated at the wi ndow and | um nary2 and the presence sensor are

| ocated at the door. The endpoint names reflect this physica

|l ocation. The mddle, left and right lanps are accessed via path
[light/mddle, /light/left, and /light/right respectively. The
identifiers relevant to the Resource Directory are shown in Table 4

bel ow

S Fom e e e e e e e e o e e e o +
| Nane | endpoi nt | resource path | resource type
S e e . +
| lTum naryl | 1mR2-4-015_wndw | /light/left | 1ight [
| lTum naryl [ In1R2 4-015_wndw | /light/middle | |ight [
| lumnaryl | | m R2- 4- 015 ~wndw | /light/right | Iight |
| lum nary2 | 1'mR2-4-015_door | /light/left | light |
| lTum nary2 | | mR2-4-015 door | /light/niddle | Iight [
| lumnary2 | In1R2 4-015_ _door | /light/right | Iight |
| Presence | ps_R2-4-015_ _door | /ps | p-sensor |
| sensor | | | |
B s B B +

Tabl e 4: Resource Directory identifiers
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It is assumed that the CT knows of the RD s address, and has
performed URI discovery on it that gave a response |like the one in
the Section 5.2 exanpl e.

The CT inserts the endpoints of the lum naries and the sensor in the
RD using the Context paraneter (con) to specify the interface
addr ess:

Req: POST coap://[2001: db8:4::ff]/rd
?ep=l m R2- 4- 015_wndw&con=coap: / /[ 2001: db8: 4: : 1] &d=R2- 4- 015
Payl oad:
</light/left>rt="1ight",
</light/mddle>rt="1ight",
</light/right>rt="light"

Res: 2.01 Created
Location: /rd/ 4521

Req: POST coap://[2001:db8:4::ff]/rd
?ep=l m R2- 4- 015_door &on=coap: / /[ 2001: db8: 4: : 2] &d=R2- 4- 015
Payl oad:
</light/left>rt="light",
</light/mddle>rt="1ight",
</light/right>rt="1ight"

Res: 2.01 Created
Location: /rd/ 4522

Req: POST coap://[2001: db8:4::ff]/rd

?ep=ps_R2-4- 015 _door &on=coap: //[2001: db8: 4: : 3] d&d=R2- 4- 015
Payl oad:
</ ps>; rt="p-sensor"

Res: 2.01 Created
Location: /rd/ 4523

The domai n nane d=R2-4-015 has been added for an efficient |ookup
because filtering on "ep" nane is nmore awkward. The same domai n nane
is communi cated to the two lum naries and the presence sensor by the
CT.

The group is specified in the RD. The Context paraneter is set to
the site-local multicast address allocated to the group. 1In the POST
in the exanpl e bel ow, these two endpoints and the endpoint of the
presence sensor are registered as nmenbers of the group
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Req: POST coap://[2001: db8: 4::ff]/rd-group
?gp=gr p_R2- 4- 015&con=coap: //[ff05:: 1]

Payl oad:

</rd/ 4521>

</rd/ 4522>

</rd/ 4523>

Res: 2.01 Created
Location: /rd-group/501

After the filling of the RD by the CT, the application in the
luminaries can learn to which groups they belong, and enable their
interface for the multicast address.

The luminary, knowing its domain, queries the RD for the endpoint
with rt=light and d=R2-4-015. The RD returns all endpoints in the
domai n.

Req: GET coap://[2001:db8:4::ff]/rd-1ookup/ep
?d=R2- 4- 015; rt=li ght

Res: 2. 05 Content
</ rd/ 4521>; con="coap://[2001: db8: 4:: 1]",
ep="1mR2-4-015_wndw'
</ rd/ 4522>; con="coap://[2001: db8: 4::2]",
ep="I m R2- 4-015_door"

Knowing its own |IPv6 address, the lum nary discovers its endpoint
nane. Wth the endpoint nanme the luninary queries the RD for al
groups to which the endpoi nt bel ongs.

Req: GET coap://[2001:db8:4::ff]/rd-1ookup/gp
?ep=l m R2- 4- 015_wndw

Res: 2. 05 Content
</ rd-group/501>; gp="grp_R2-4-015"; con="coap://[ff05::1]"

From the context paraneter value, the lum nary |earns the nulticast
address of the multicast group.

Al ternatively, the CT can communicate the nulticast address directly

to the lum naries by using the "coap-group” resource specified in
[ RFC7390] .
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10.

10.

Req: POST //[2001: db8: 4:: 1]/ coap-group
Cont ent - Format : appl i cati on/ coap- group+j son
{ "a": "[ffO0O5::1]",
"n": "grp_R2-4-015"}

Res: 2.01 Created
Locati on-Pat h: /coap-group/1

Dependent on the situation, only the address, "a", or the nane, "n",

is specified in the coap-group resource.
2.  OMA Lightweight MM (LWWM Exanpl e

Thi s exanpl e shows how the OVA LWW2M speci fi cati on makes use of
Resource Directory (RD).

OVA LWWMRM is a profile for device services based on CoAP(OVA Nare
Aut hority). LWW2M defines a sinple object nodel and a nunber of
abstract interfaces and operations for device nanagenment and device
servi ce enabl enent.

An LWMBM server is an instance of an LWWBM ni ddl eware service |ayer,
containing a Resource Directory along with other LWMRM i nterfaces
defined by the LWWRM specification.

CoRE Resource Directory (RD) is used to provide the LWW2M
Regi stration interface.

LWVRBM does not provide for registration donains and does not
currently use the rd-group or rd-1ookup interfaces.

The LWWPM specification describes a set of interfaces and a resource
nmodel used between a LWWPM devi ce and an LVWWRM server. O her
interfaces, proxies, and applications are currently out of scope for
LVW2M

The | ocation of the LWW2M Server and RD URI path is provided by the
LWWPM Boot strap process, so no dynami c di scovery of the RD is used.
LWWPM Servers and endpoints are not required to inplement the /.well-
known/ cor e resource.

2.1. The LWWM hj ect Model

The OVA LWWPM obj ect nodel is based on a sinple 2 | evel class
hi erarchy consisting of Objects and Resources.

An LWWBM Resource is a REST endpoint, allowed to be a single value or
an array of values of the same data type.
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An LVWWPM Object is a resource tenplate and contai ner type that
encapsul ates a set of related resources. An LVWWM Obj ect represents
a specific type of information source; for exanple, there is a LWWM
Devi ce Managenent object that represents a network connection
containing resources that represent individual properties like radio
signal strength

Since there may potentially be nore than one of a given type object,
for exanple nore than one network connection, LWR2M defines instances
of objects that contain the resources that represent a specific

physi cal thing.

The URI tenplate for LWWM consists of a base URI followed by Object,
I nstance, and Resource | Ds:

{/ base-uri}{/object-id}{/object-instance}{/resource-id}{/resource-
i nstance}

The five variables given here are strings. base-uri can also have
the special val ue "undefined" (sometines called "null" in RFC 6570).
Each of the variables object-instance, resource-id, and resource-

i nstance can be the special value "undefined" only if the val ues
behind it in this sequence also are "undefined". As a special case,
obj ect-instance can be "enpty" (which is different from "undefined")
if resource-id is not "undefined".

base-uri := Base URI for LWWM resources or "undefined" for default
(enpty) base URI

object-id := OWA (OVA Nane Authority) registered object I D (0-65535)

obj ect-instance := (bject instance identifier (0-65535) or
"undefined"/"enpty" (see above)) to refer to all instances of an
object ID

resource-id := OWA (OVA Nane Authority) registered resource ID
(0-65535) or "undefined" to refer to all resources within an instance

resource-i nstance := Resource instance identifier or "undefined" to
refer to single instance of a resource

LWWM I Ds are 16 bit unsigned integers represented in decinal (no
| eadi ng zeroes except for the value 0) by URI format strings. For
exanple, a LVWM2M URI mi ght be

/1/0/1
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10.

The base uri is enpty, the Object IDis 1, the instance IDis 0, the
resource IDis 1, and the resource instance is "undefined". This
exanple URI points to internal resource 1, which represents the
registration lifetinme configured, in instance 0 of a type 1 object
(LWWRM Server bject).

2.2. LWWEM Regi ster Endpoi nt

LWWPM defines a registration interface based on the REST API,
described in Section 5. The RD registration URI path of the LWWM
Resource Directory is specified to be "/rd".

LWW2M endpoi nts regi ster object IDs, for exanple </1> to indicate
that a particular object type is supported, and register object

i nstances, for exanple </1/0>, to indicate that a particular instance
of that object type exists.

Resources within the LWWVREM obj ect instance are not registered with
the RD, but may be di scovered by reading the resource links fromthe
obj ect instance using GET with a CoAP Content-Format of application/
link-format. Resources nmay al so be read as a structured object by
performng a GET to the object instance with a Content-Fornmat of
senm +j son.

When an LWWRM obj ect or instance is registered, this indicates to the
LWWPM server that the object and its resources are available for
managenent and service enabl ement (REST API) operations.

LWVRBM endpoi nts nmay use the following RD registration paraneters as
defined in Table 2 :

ep - Endpoint Nanme
It - registration lifetime

Endpoi nt Name, Lifetine, and LWMRM Version are nandatory paraneters
for the register operation, all other registration paraneters are
optional.

Addi tional optional LWWM registration parameters are defined:
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Fommemeeeas oo - T T I +
| Nare | Query | Validity | Description |
Fom e e e e - - Fom e - Fom e e e e e e e e e e ee oo e e e o +
| Binding | b | {"uU,uQ,"s","sQ,"Us", "UQs"'} | Available [
| Mode | | | Protocols |
I I I I I
| LWvRM | ver | 1.0 | Spec Version |
| Version | | | |
| | | | |
| SMs | sms [ | MsI SDN [
| Nurmber | | | |
N N N YSST . +

Tabl e 5: LWWPM Additional Registration Parameters

The following RD registration paraneters are not currently specified
for use in LWRM

et - Endpoint Type
con - Cont ext

The endpoint registration nust include a payload containing links to
al |l supported objects and existing object instances, optionally
i ncluding the appropriate link-format rel ations.

Here is an exanple LWWPM regi stration payl oad:
</ 1>, </ 1/ 0>, </ 3/ 0>, </ 5>

This link format payl oad indicates that object ID 1 (LWWM Server
bject) is supported, with a single instance 0 existing, object ID 3
(LWW2M Devi ce object) is supported, with a single instance 0

exi sting, and object 5 (LWMM Firmnare Ohject) is supported, with no
exi sting instances.

10. 2. 3. LWW2M Updat e Endpoi nt Regi stration

The LwivlM update is really very simlar to the registration update as
described in Section 5.4.1, with the only difference that there are
nore paraneters defined and available. Al the parameters listed in
that section are also available with the initial registration but are
all optional:

It - Registration Lifetime

b - Protocol Binding

sms - MS|I SDN

link payl oad - new or nodified |inks
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10.

11.

12.

A Regi stration update is also specified to be used to update the
LWWPM server whenever the endpoint’s UDP port or |IP address are
changed.

2.4. LWWEM De- Regi st er Endpoi nt
LWW2M al | ows for de-registration using the delete nmethod on the
returned location fromthe initial registration operation. LWEM de-
regi stration proceeds as described in Section 5.4.2
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Changel og
changes from-11 to -12
0 added Content Mbdel section, including ER di agram

o renoved domain | ookup interface; domains are now plain attributes
of groups and endpoints

0 updated chapter "Finding a Resource Directory"; now distinguishes
configuration-provided, network-provided and heuristic sources

o inproved text on: atomicity, idenpotency, |lookup with multiple
paraneters, endpoint renoval, sinple registration

0 updated LWWRM descri ption

o clarified where relative references are resol ved, and how cont ext
and anchor interact

0 new appendi x on the interaction with RFCs 6690, 5988 and 3986

o lookup interface: group and endpoint |ookup return group and
registration resources as link targets

0 |lookup interface: search paraneters work the sane across al
entities
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(0]

(0]

removed all methods that nodify links in an existing registration
(PCST with payl oad, PATCH and i PATCH)

renoved plurality definition (was only needed for |ink
nmodi fi cati on)

enhanced | ANA registry text

More exanpl es and i nproved text

changes from-09 to -10

(0]

(0]

(0]

(0]

renoved "ins" and "exp" link-format extensions.

renoved all text concerning DNS-SD

renoved i nconsistency in RDAO text.

suggestions taken over from various sources

repl aced "Function Set" with "REST API", "base URI", "base path"

nmoved sinple registration to registration section

changes from-08 to -09

(0]

(0]

0

(0]

clarified the "exanple use" of the base RD resource values /rd,
[ rd-1 ookup, and /rd-group.

changed "ins" ABNF notation
various editorial inprovements, including in exanples

clarifications for RDAO

changes from-07 to -08

0

renoved link target value returned from domai n and group | ookup
types

Maxi mum | engt h of domai n parameter 63 bytes for consistency with
group

renoved option for sinmple POST of |link data, don't require a
.wel | -known/ core resource to accept POST data and handle it in a
special way; we already have /rd for that

add I Pv6 ND Option for discovery of an RD
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o clarify group configuration section 6.1 that endpoints nust be
regi stered before including themin a group
o renoved all superfluous client-server diagrans
o sinplified lighting exanple
0 introduced Commi ssioning Too
0 RD Look-up text is extended.
changes from-06 to -07

0 added text in the discovery section to allow content format hints
to be exposed in the discovery link attributes

0 editorial updates to section 9
0 update author information

0 mnor text corrections

Changes from-05 to -06

0 added note that the PATCH section is contingent on the progress of
t he PATCH et hod

changes from-04 to -05

0 added Update Endpoint Links using PATCH

0 http access made explicit in interface specification
0 Added http exanpl es

Changes from-03 to -04:

0 Added http response codes

0o darified endpoi nt nane usage

0 Add application/link-format+cbor content-fornat
Changes from-02 to -03:

0 Added an exanple for lighting and DNS integration

0 Added an example for RD use in OVA LWW2M
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(o]

(0]

(0]

Added Read Links operation for link inspection by endpoints
Expanded DNS- SD section

Added draft authors Peter van der Stok and M chael Koster

Changes from-01 to -02:

(0]

(0]

Added a cat al ogue use case.

Changed the registration update to a POST with optional |ink
format payl oad. Renobved the endpoint type update fromthe update.

Addi tional exanpl es section added for nore conpl ex use cases.
New DNS- SD mappi ng section.

Added text on endpoint identification and authentication.

Error code 4.04 added to Registration Update and Del ete requests.

Made 63 bytes a SHOULD rather than a MJUST for endpoi nt nane and
resource type paraneters.

Changes from-00 to -01:

(0]

(0]

(0]

(0]

Renoved the ETag validation feature.

Pl ace hol der for the DNS-SD nmappi hg section.
Explicitly disabled GET or POST on returned Location.
New regi stry for RD paraneters.

Added support for the JSON Link Fornat.

Added reference to the G oupcomm WG draft.

Changes from-05 to W5 Docunent - 00:

(0]

Updat ed t he version and date.

Changes from-04 to -05:

(0]

(0]

Restricted Update to paraneter updates.

Added pagi nation support for the Lookup interface.
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(o]

(0]

(0]

M nor editing, bug fixes and reference updates.
Added group support.

Changed rt to et for the registration and update interface.

Changes from-03 to -04:

(0]

(0]

(0]

(0]

(0]

Added the ins= paraneter back for the DNS-SD nappi ng.
Integrated the Sinple Directory Discovery from Carsten
Editorial inprovenents.

Fi xed the use of ETags.

Fi xed tickets 383 and 372

Changes from-02 to -03:

(0]

Changed the endpoi nt nane back to a single registration paraneter
ep= and renoved the h= and i ns= paraneters.

Updated REST interface descriptions to use RFC6570 URI Tenpl ate
format.

I ntroduced an inproved RD Lookup design as its own function set.
I nproved the security considerations section

Made the POST registration interface i denpotent by requiring the
ep= paraneter to be present.

Changes from-01 to -02

(0]

0

Added a terninol ogy section

Changed the inclusion of an ETag in registration or update to a
MAY.

Added t he concept of an RD Donmain and a registration paraneter for
it.

Recommended the Location returned froma registration to be
stable, allow ng for endpoint and Domain information to be changed
during updates.
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0 Changed the | ookup interface to accept endpoint and Domain as
query string paraneters to control the scope of a | ookup.
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Appendi x A. Wb links and the Resource Directory

Under st andi ng the semantics of a link-format docunent and its UR
references is a journey through different docunents ([RFC3986]
defining URI's, [RFC6690] defining link-format documents based on

[ RFC5988] which defines link headers, and [ RFC7252] providing the
transport). This appendi x summari zes the nechani sns and senantics at
play froman entry in ".well-known/core" to a resource | ookup

This text is primarily aimed at people entering the field of
Constrai ned Restful Environments from applications that previously
did not use web mechani sms.

A l. A sinple exanple
Let’s start this exanple with a very sinple host, "2001:db8:f0::1".
A client that follows classical CoAP Discovery ([RFCr252] Section 7),
sends the following nulticast request to | earn about nei ghbours
supporting resources with resource-type "tenperature"
The client sends a link-local multicast:
GET coap://[ff02::fd]:5683/.well-known/core?rt=tenperature

RES 2. 05 Cont ent
</tenp>;rt=tenperature;ct=0

where the response is sent by the server, "[2001:db8:f0::1]:5683"
While the client - on the practical or inplenentation side - can just
go ahead and create a new request to "[2001:db8:f0::1]:5683" with

Ui-Path: "tenp", the full resolution steps without any shortcuts
are:
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A.1.1. Resolving the URI's

The client parses the single returned record. The link’s target
(sonetines called "href") is ""/temp"", which is a relative UR that
needs resolving. The Base URI to resolve that against is, in absence
of an "anchor" paranmeter, the UR of the requested resource as
described in [ RFC6690] Section 2.1

The URI of the requested resource can be conmposed by follow ng the
steps of [RFC7252] section 6.5 (with an addition at the end of 8.2)
into ""coap://[2001: db8:f0::1]/.well-known/core"".

The record’ s target is resolved by replacing the path ""/.well-known/
core"" fromthe Base URI (section 5.2 [RFC3986]) with the relative
target URI ""/tenp"" into ""coap://[2001:db8:f0::1]/temp"".

A.1.2. Interpreting attributes and rel ations

Sone nore information but the record s target can be obtained from
the payl oad: the resource type of the target is "tenmperature", and
its content type is text/plain (ct=0).

Arelation in awb link is a three-part statenment that the context
resource has a naned relation to the target resource, like "_This
page_ has _its table of contents_at /toc.htm _". In [RFC6690]

i nk-format documents, there is an inplicit "host relation" specified
with default parameter: rel ="hosts"

In our exanple, the context of the link is the URI of the requested
docunment itself. A full English expression of the "host relation”
is:
""coap://[2001: db8:f0::1]/.wel |l -known/core" is hosting the resource
"coap://[2001: db8:f0::1]/tenp", which is of the resource type
"tenperature" and can be accessed using the text/plain content
format.’

A 2. Aslightly nore conpl ex exanpl e

Omitting the "rt=tenperature" filter, the discovery query would have
gi ven sone nore records in the payl oad:
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</tenp>;rt=tenperature;ct=0,

</light>;rt=light-Iux;ct=0

</t>;anchor="/sensors/tenp";rel =al ternate,

<http://ww. exanpl e. com sensor s/t 123>; anchor ="/ sensors/tenp";
rel =descri bedby,

<t 123. pdf >; rel =al t er nat e; ct =65001
anchor="http://ww. exanpl e. com sensors/t 123"

Parsing the third record, the client encounters the "anchor”
paraneter. It is a URl relative to the docunent’s Base URI and is
thus resolved to ""coap://[2001: db8:f0::1]/sensors/temp"". That is
the context resource of the link, so the "rel" statenent is not about
the target and the docunment Base URI any nore, but about the target
and that address.

Thus, the third record could be read as
""coap://[2001: db8:f0::1]/sensors/tenp" has an alternate
representation at "coap://[2001:db8:f0::1]/t"".

The fourth record can be read as ""coap://[2001: db8:f0::1]/sensors/
tenmp"” is described by "http://ww. exanpl e. com sensors/t123""

In the last exanple the anchor is absolute, where a ""t123.pdf"" is
resolved relative to ""http://ww. exanpl e. conf sensors/t123"", which
gives a statenment that ""http://ww. exanpl e. conf sensors/t 123/
t123.pdf" is an alternate representation to
""http://ww. exanpl e. conf sensors/t123" of which the content type is
PDF" .

A.3. Enter the Resource Directory

The resource directory tries to carry the semantics obtai nabl e by
cl assi cal CoAP di scovery over to the resource | ookup interface as
faithfully as possible.

For the followi ng queries, we will assunme that the sinple host has
used Sinple Registration to register at the resource directory that
was announced to it, sending this request fromits UDP port
"[2001: db8: f0:: 1] : 6553":

PCST coap://[2001: db8:f01::ff]/.well-known/core?ep-sinple-host1l

The resource directory woul d have accepted the registration, and
queried the sinple host’s ".well-known/core" by itself. As a result,
the host is registered as an endpoint in the RD with the name
"sinple-hostl". The registration is active for 86400 seconds, and
the endpoint registration Base URI is ""coap://[2001:db8:f0::1]/""
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because that is the address the registration was sent from (and no
explicit "con=" was given).

If the client now queries the RD as it would previously have issued a
mul ticast request, it would go through the RD discovery steps by
fetching "coap://[2001: db8:f0::ff]/.well-known/core?rt=core.rd-

| ookup-res", obtain "coap://[2001:db8:f0::ff]/rd-1ookup/res" as the
resource | ookup endpoint, and issue a request to

"coap://[2001: db8:f0::ff]/rd-1ookup/res?rt=tenperature” to receive
the foll owi ng data:

</tenp>;rt=tenperature; ct=0; anchor="coap://[2001: db8:f0::1]"

This is not _literally_the same response that it would have received
froma multicast request, but it would contain the (al nost) sane
statenent:

""coap://[2001:db8:f0::1]" is hosting the resource
"coap://[2001: db8:f0::1]/tenp", which is of the resource type
"tenperature" and can be accessed using the text/plain content
format.’

(The difference is whether "/" or "/.well-known/core" hosts the
resources, which is subject of ongoing discussion about RFC6690).

To conplete the exanples, the client could al so query all resources
hosted at the endpoint with the known endpoi nt nane "sinpl e-host1"

A request to "coap://[2001: db8:f0::ff]/rd-1ookup/res?ep=si npl e- host 1"
woul d return

</tenp>;rt=tenperature;ct=0; anchor="coap://[2001: db8:f0::1]",
</light>;rt=light-Iux;ct=0;anchor="coap://[2001: db8:f0::1]",
</t>;anchor="coap://[2001: db8: f0:: 1]/ sensors/tenp”; rel =al t er nat e,
<http://ww. exanpl e. com sensors/t 123>
anchor ="coap://[2001: db8: f0:: 1]/ sensors/tenp";rel =descri bedby,
<t 123. pdf >; rel =al t er nat e; ct =65001
anchor="http://ww:. exanpl e. com sensors/t 123"

Note that the last |link was not nodified at all because its anchor
was al ready an absol ute reference.

Had the sinple host registered with an explicit context (eg.

" ?ep=si npl e- host 1&on=coap+t cp:// si npl e- host 1. exanpl e. cont'), that
context woul d have been used to resolve the relative anchor val ues
i nstead, giving

</tenp>;rt=tenperature; ct=0; anchor="coap+t cp://si npl e- host 1. exanpl e. conf
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and anal ogous records.
A.4. A note on differences between link-format and Li nk headers

While link-format and Link headers | ook very simlar and are based on
the sane nodel of typed links, there are sonme differences between

[ RFC6690] and [ RFC5988] that should be kept in mind when using or

i npl ementing a Resource Directory:

o0 There is no percent encoding in |ink-format docunents.
A link-format docunment is a UTF-8 encoded string of Unicode
characters and does not have percent encoding, while Link headers
are practically ASCI1 strings that use percent encoding for non-
ASCI| characters, stating the encoding explictly when required.

For exanple, while a Link header in a page about a Swedish city

m ght read

"Link: </tenperature/ Mal nA3%B6>; rel ="|i ve-environnent-data""
a link-format docunent fromthe same source night describe the
link as

"</tenperature/ Mal noe>; rel ="live-environnent-data""

o In alink-format docunent, if the anchor attribute is present, the
link target reference is resolved by using the the (resol ved)
anchor value as Base URI for that link, while in Link headers, it
is resolved against the URI of the requested docunent.

This is explicit in [RFC6690] section 2.1 for link-format, and
spelled out in section B.2 of [I-D. nottinghamrfc5988bis] , which
obsol etes the ol der [ RFC5988]. |[RFC6690] is based on [ RFC5988]
and has not been updated with clarifications from
[1-D.nottingham rfc5988bi s].

Appendi x B. Syntax exanples for Protocol Negotiation

[ This appendi x shoul d not show up in a published version of this
docunent. ]

The protocol negotiation that is being worked on in

[1-D.silverajan-core-coap-protocol -negotiation] makes use of the
Resource Directory.
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Until that docunent is update to use the |atest resource-directory
specification, here are sonme exanples of protocol negotiation wth
the current Resource Directory:

An endpoint could register as follows:

Req: POST coap://rd. exanpl e. conf rd?ep=nodel
&at =coap+tcp://[2001: db8: f1:: 2]
&at =coap: //[2001: db8:f1:: 2]
Content - Format: 40
Payl oad:
</tenperature>;ct=0;rt="tenperature";if="core.s"

Res: 2.01 Created
Location: /rd/ 1234

A UDP client would then query:

Req: GET /rd-1|ookup/res?rt=tenperature

Res: 2. 05 Content

</tenperature>;ct=0;rt="tenperature";if="core.s"
anchor="coap://[2001: db8: f1::2]"

while a TCP capable client could say:

Req: GET /rd-|ookup/res?rt=tenperature&tt=tcp

Res: 2. 05 Content

</tenperature>;ct=0;rt="tenperature";if="core.s"
anchor ="coap+tcp://[2001: db8: f1::2]"
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