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Abst ract

The network architecture and topol ogy for "brick and nortar”
enterprises differ in significant aspects fromthose of Internet-
based conpanies. This has inplications for protocol inplenentations.
By and | arge, the network connects to sites spread throughout a
geographic region. The architecture is not flat. There may be

mul tiple hops - routers, mddl e boxes and the |ike. There may al so
be multiple carriers or I1SPs involved (including internally built
infrastructure). The nunber, nature and anobunt of applications also

dictate a conpl ex topol ogy which then dictates a conpl ex protoco

i mpl ementation. Lastly, a nunber of these enterprises are in

i ndustries which are regulated. Such regulations inpact the nature
of network design. These considerations are discussed in this
docunent .

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htn

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. ht m
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Copyri ght and License Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

| ETF Trust Legal Provisions of 28-dec-2009, Section 6.b(i), paragraph
3: This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1 Background

The network architecture and topology for "brick and nortar"”
enterprises differ in significant aspects fromthose of I|nternet-
based compani es. This has inplications for protoco

i npl ementations. By and |large, the network connects to sites spread
t hr oughout a geographi c region. The architecture is not flat. For
exanple, for an oil and gas conpany, the network nmay connect
refineries, gas stations, storage depots, oil fields, and the I|ike.
The architecture is not flat.

Wthin the data center as well as to the end location, there will be
multiple hops - routers, firewall, |oad bal ancers and the like.

Oten nulti-homng is done for fall back and di saster recovery.

Hence, multiple carriers or ISPs will be involved. Thus, the
architecture is inherently conplex -- sone have routes with 10, 15 or
even over 50 hops.

The nunber, nature and anount of applications also dictate a conpl ex
topol ogy which then dictates a conpl ex protocol inplenentation
Lastly, a nunber of these enterprises are in industries which are
regulated. This neans that sone of the control over their
architecture is not in their own hands.

1.1 M ddle Box Usage

Such large enterprises use Content Delivery Networks (CDNs) and NATs.
One nmight wish that | Pv6 was used to avoid NAT but this is not likely
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to be the case inside the enterprise for nany years.

O her type of m ddle boxes are frequently used by the data center
infrastructure. This includes firewalls, |oad bal ancers, web
servers, app servers, and mddl eware servers. A mlti-tiered route
is very conmon.

1.2 Routing and O her Protocols Used

Wthin the data center, such enterprises often use OSPF, EIGRP, BGP
and even RIP and static routes.

1.3 "Home-grown" Infrastructure

What is "hone-grown"? For the "brick and nortars”, if they do
anything on their own, it will be to put up hardware infrastructure.
For exanple, the connectivity in the swanps (which may have oil) or
m ning | ocations may be quite bad. Sone conpani es put up, for
exanpl e, their own nicrowave towers throughout the region

What such enterprises do NOT do was to rewite the code for the
routers, mddle boxes, etc.

1.4 Connections to Business Partners

Some of the nost critical connections of large enterprises are to
their business partners or regulatory bodies. For exanple, many
financial institutions in the United States connect to the Federa
Reserve; nmany insurance conpani es connect to the Medicare or Social
Security systens.

2 Regul atory Requirenents
Many of the "brick and nortar" enterprises are regul ated by various
| egal structures such as H PAA or PCI. These have an inpact on the
type of architecture which can be supported.

2.1 End-to-End Encryption
At tinmes, there are regul atory requirenents which enforce end-to-end
encryption. For diagnostic and security purposes, it is inportant to
be able to have visibility into the packets, routing and otherw se,
so as to be able to nanage the network.

If there is a protocol which does not allow for visibility, this can
be quite problematic.

3 Applications
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One of the advantages that |arge brick and nortar enterprises had in
the dawn of the conputer age is that they began to conputerize early.
Forty or fifty years later, what was once a conpetitive advantage now

carries with it sone burdens.

The nunber and nature of applications has nultiplied greatly.
Hundreds, if not thousands, of different applications are used.
These range fromthe Stone Age (of conputing) to the Space Age (of
computing). That is, applications fromthose witten in the 1960 s
to those using the nost current technol ogy nust be support ed.

Change can conme at a gl acial pace.

Havi ng said that, nmany brick and nortars still see technol ogy as
their conpetitive advantage and are trying to keep pace.

Security Considerations

There are no security considerations.

| ANA Consi der ations

There are no | ANA consi derati ons.
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