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Abst ract

Domai nKeys ldentified Mail (DKIM uses digital signature to associate
a message with a given sending domain. Currently, there is only one
crypt ography al gorithm defined for use with DKIM (RSA). This
docunent defines four new elliptic curve cryptography algorithns for
use with DKIM This will allow for algorithmagility if a weakness
is found in RSA, and allows for snaller key length to provide the
same digital signature strength.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 23, 2017.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Domai nKeys ldentified Mail (DKIM[RFC6376] uses digital signatures to
associ ate a sending domain with a given nessage. Each DKI M si gned
emai |l nessage as a digital signature in its header, that can be

val i dated by a receiver by obtaining the appropriate public key
stored in the DNS. Currently, DKIMhas only one cryptographic

al gorithm defined for use (RSA) and two digital signature algorithns
(RSA/ SHA-1 and RSA/ SHA-256). |In the past, 1024-bit RSA keys were
comon, equating to (roughly) a security key strength of 80 bits

[ NI ST. 800-57.2016] . Today, a mninmm of 112 bits is reconmended,

whi ch equates to 2048 bit RSA keys.

The public portion of 2048 bit RSA keys are still small enough to fit
into a DNS TXT RR without issues in performance. The encoded public
key is too large to fit into the maxi nrum all omwed characters in a
single string, but a DNS TXT RR allows for nultiple strings, so the
key can be broken into "chunks” to allowit to be served. However,
some code conponents nmay not correctly handle TXT RRs with nultiple
strings which will result in errors in validation.

Elliptic Curve Cryptography (ECC) has shown to have the sane
(roughly) equivalent key strength with smaller sizes. A 224 to 255
bit ECDSA key has (roughly) the same key strength as a 2048 bit RSA
key (112 bits of strength). This neans snaller keys can be used to
achi eve the sane DKIM security strength, as well as being easier to
manage in the DNS.
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Havi ng additional digital signature algorithns defined for use with
DKIM al so permits algorithmagility. |If a weakness is discovered in
one digital signature algorithm email senders can quickly mgrate to
anot her algorithmw thout waiting for a standards action and
subsequent software update.

Thi s docunent defines a ECDSA as a new algorithms for DKIM This
docunent al so defines a new hash algorithmfor use with DKIM
signatures. This docunent updates the 1 ANA registry with new val ues
for the algorithns. This docunent does not change the DKIM key or
signature formats, but only defines new al gorithmval ues using those
formats.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Defining New ECC algorithnms for Use with DKIM

This docunent defines a new digital signature algorithmfor use with
DKI M

algorithm | mmenonic

ECDSA P-256 | ecdsa256

For ECDSA, the SHA-1 hash al gorithm MJUST NOT be used.
3. Changes to ABNF Definitions of DKIM Keys and Si gnatures

The original definition of DKIM signatues and keys are defined in
[ RFC6376]. The followi ng are changes to the definition to include
the new digital signature algorithmand secure hash al gorithm

3.1. Changes to DKIM Key Definition

The original definition of the textual representation of DKIMkeys is
found in section 3.6.1 of [RFC6376]. The only changes to the
definition is below. The entire key:tag definition is included for
clarity. Al other tags:value pairs are unchanged. References to
the definitions bel ow have al so been updated to reflect the current
state of the art.

h=  Acceptabl e hash algorithns (plain-text; OPTIONAL, defaults to
"sha256"). A colon-separated list of hash algorithms that mn ght
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be used. Unrecognized al gorithns MJST be ignored. Refer to
[ RFC6376] Section 3.3 for a discussion of the hash al gorithns
i npl emented by Signers and Verifiers. The set of algorithns
listed in this tag in each record is an operational choice nade by

the Signer.
ABNF:
key-h-tag = %68 [FWS] "=" [FW5] key-h-tag-alg
*( [FW5] ":" [FWB] key-h-tag-alg )
key-h-tag-alg = "shal" / "sha256" / x-key-h-tag-alg
x- key-h-tag-al g = hyphenated-word ; for future extension

k= Key type (plain-text; OPTIONAL, default is "rsa"). Signers and
Verifiers MJST support the "rsa" key type. The "rsa" key type
i ndi cates that an ASN. 1 DER-encoded [ UTI. X680.2002] RSAPubl i cKey
(see [ RFC8017], Sections 3.1 and A.1.1) is being used in the "p="
tag. The "ecdsa256" key type indicates an ASN. 1 DER-encoded
[ UTI. X680. 2002] PublicKey (see [ RFC5480], Section 2.2) is being
used in the "p=" tag. (Note: the "p=" tag further encodes the
val ue using the base64 algorithm) Unrecognized key types MJST be

i gnor ed.
ABNF:
key-k-tag = 76 [FWB] "=" [FWB] key-k-tag-type
key-k-tag-type = "rsa" |/ "ecdsa256" / x-key-k-tag-type
x- key-k-tag-type = hyphenat ed-word ; for future extension

3.2. Changes to DKIM Signature Definition

The original definition of the textual representation of DKIM
signatures is found in section 3.5 of [RFC6376]. The only changes to
the definition is below The entire key:tag definition is included
for clarity. Al other tags:value pairs are unchanged. References
to the definitions bel ow have al so been updated to reflect the
current state of the art.

a= The algorithmused to generate the signature (plain-text;
REQUI RED). Verifiers MJST support "rsa-shal" and "rsa-sha256" and
SHOULD support "ecdsa256-sha256"; Signers MJST NOT use "shal" with
"ecdsa256". See [RFC6376] Section 3.3 for a description of RSA
and [ FI PS. 186-4.2013] Section 6 for a brief description of ECDSA.
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4.

ABNF:
sig-a-tag = 61 [FWB] "=" [FWH] sig-a-tag-alg
sig-a-tag-alg = sig-a-tag-k "-" sig-a-tag-h
sig-a-tag-k = "rsa" |/ "ecdsa256" / x-sig-a-tag-k
sig-a-tag-h = "shal" / "sha256" / x-sig-a-tag-h

X-sig-a-tag-k ALPHA *(ALPHA / DIGT)
; for later extension
X-sig-a-tag-h = ALPHA *(ALPHA / DIAT)
; for later extension

Sender Consi derations

New al gorithms for an established protocols take sone tinme to gain

wi de depl oynent. There will be a period of time where new al gorithns
are in operation side by side with older algorithns. There will also
be a sizable percentage of DKIMvalidators that will not understand
new al gorithns until they are upgraded. This will lead to a period
of time where nultiple DKIMsignature algorithns are in use for a
sender. Emmil administrators MAY want to al so sign with RSA/SHA-1 or
RSA/ SHA- 256 for a period of tinme. This period of tine is difficult
to neasure, but DMARC [ RFC7960] aggregate reports could provide a
view on DKIM validation rates by receivers

Recei ver Consi derati ons

These requirenents are for DKIM verifiers (as defined it [RFC6376]).
These entities would be the consuners of any end-to-end enai
security policy and woul d be the entity responsible for validating
DKI M si gnat ur es.

DKIM verifiers claimng conformance to this document MJST i npl enent
all of the above cryptographic algorithns.

Thi s docunent does NOT change the behavior of the core DKIM
specification in that verifiers MJST ignore unknown al gorithms in
DKI M si gnat ur es.

Security Considerations

Thi s docunment defines the use of new elliptic curve cryptographic
algorithms for use with DonmainKey Identified Mail (DKIM. This
docunent is not a discussion of the relative strengths or weaknesses
of these algorithns, but only defines their use.

There is a risk for mail receivers that do not understand or
i mpl ement the new al gorithns. Attackers could nodify or spoof
messages from sendi ng zones using one of the newy defined algorithns
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and it would not be detectable as an attack by ECC-i gnorant
receivers. Likew se, ECC-ignorant receivers may mark valid DKIM
signed ermail nessages as invalid due to unknown al gorithns.

7. | ANA Consi derations

This draft defines the use of a new algorithmfor DKIM This draft
updates the "DKIM Key Tag" registry to include the follow ng new
val ue:

algorithm | mmenonic | Reference

ECDSA P-256 | ecdsa256 | This docunent

The current DKIM Key Tag registry is |ocated at
htt ps://ww. i ana. or g/ assi gnrment s/ dki m par anet er s/ dki m
par anet er s. xht m #dki m par anet er s- 6
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