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Abstract

Uni code’ s design goal is to be the universal character set for al
applications. The goal entails the inclusion of very |arge nunbers
of characters. It is also focused on witten |anguage in general
speci al provisions have al ways been needed for identifiers. The
sheer size of the repertoire increases the possibility of accidenta
or intentional use of characters that can cause confusi on anong
users, particularly where linguistic context is anbi guous,

unavail able, or inpossible to determine. A registry of code points
that can be sonetinmes especially problematic nay be useful to guide
system adm nistrators in setting paraneters for allowabl e code points
or conbinations in an identifier system and to aid applications in
creating security aids for users

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenmber 31, 2018.
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1.

Uni code code points and identifiers

Uni code [Unicode] is a coded character set that ains to support every
witing system Witing systens evolve over tine and are sonetines

i nfluenced by one another. As a result, Unicode encodes nany
characters that, to a reader, appear to be the sanme thing; but that
are encoded differently fromone another. This sort of difference is
usual Iy not inmportant in witten texts, because conpetent readers and
witers of a |language are able to conpensate for the selection of the
"wrong" character when reading or witing. Finally, the goal of
supporting every witing systemalso inplies that Unicode is designed
to properly represent witten | anguage; special provisions are needed
for identifiers.

Identifiers that are used in a network or, especially, an Internet
context present several special problens because of the above feature
of Uni code:

[[CREF1: AF: This whol e busi ness of |anguage context seens
unconnected fromthe data we have in the registry: that data is about
code points and sequences that | ook the same, and many exanples are
in the sane | anguage. For exanple the duplicated shapes for digit /
letter pairs. In very few cases woul d knowi ng the | anguage cont ext
make a difference. |In some cases, if you knew the script (not for
the | abel, but the code point) you night be able to distinguish two

| abel s, but that is it. | think we should further rewite this
summary so it matches better with the what the proposed registry
contains.]]

1. In many (perhaps nost) uses of identifiers, they are neither
constrained to words in a particular |anguage, nor would it be
possible to ascertain reliably the | anguage context in which the
identifier is being or will be used. |In the case of an
internationalized domain nane, for instance, each |abel could in
principle represent a new | ocus of control, because there could
be a del egation there. A new |ocus of control neans that the
adm ni strator of the resulting zone coul d speak, read, or intend
a different | anguage context than the one fromthe parent.
Moreover, at |east sone domains (such as the root) have an
I nternet-w de context and therefore do not really have a | anguage
context as such. |In any case, the | anguage context is sinply not
avail abl e as part of a DNS | ookup, so there is no way to nmake the
DNS sensitive to this sort of issue. Even in the case of enuil
| ocal -parts, where a sender is likely to know at | east one of the
| anguages of the receiver, the | anguage context that was in use
at the time the identifier was created is often unknown.
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2. ldentifiers on the network are in general exact-match systens,
because an anbi guous identifier is problematic. Sonetines, but
not always, there are facilities for aliasing such that multiple
identifiers can be put together as a single identity; the DNS
for exanple, does not have such an aliasing capability, because
in the DNS all aliases are one-way pointers. Aliasing techniques
are in any case just an extension of the exact-match approach,
and do not work the way a conpetent hunman reader does when
interpolating the "right" character upon seeing the "wong" one.

3. Because there are nmany characters that nay appear to be the sane
(or even, that are defined in such a way that they are all but
guaranteed to be rendered by the sane glyphs), it is fairly easy
to create an identifier either by accident or on purpose that is
likely to be confused with some other identifier even by
conpetent readers and witers of a | anguage. |In sone cases
knowi ng the | anguage context would be of no help to recognition
for exanple, in cases where a | anguage uses the sane shape for a
letter as for one of the digits.

4. For sone scripts their repertoire of shapes overlaps with one or
nore other scripts, so that there are cases where two strings
| ook identical to each other, even though all the code points in
the first string are of one script, and all the code points in
the second string are of another script. |In these cases, the
strings cannot be distinguished by a reader, and the whol e
strings are confusable.

5. For sone scripts, both users and rendering systens do not expect
to encounter code points in arbitrary sequence. Mbst code points
normal Iy occur only in specific locations within a syllable. |If
random | abel s were permitted, some would not display as expected
(including having sone features m splaced or not displayed) while
others woul d present recognition problens to users experienced
with the script. Sone devices may al so not support arbitrary
i nput .

Beyond t hese issues, human perception is easily tricked, so that
entirely unrel ated character sequences can becone confusable -- for
exanple "rn" being confused with "n'. Humans read strings, not
characters, and they will nostly see what they expect to see. Sone
addi tional discussion of the background can be found in Appendix A.

The remai nder of this document discusses techniques that can be used
to design the | abel generation rules for a particular zone so they
aneliorate or avoid entirely sonme of the issues caused by the

i nteraction between the Unicode Standard and identifiers. The

Freytag, et al. Expi res Decenber 31, 2018 [ Page 4]



Internet-Draft Tr oubl esone Characters June 2018

registry is intended to highlight code points that require such
t echni ques.

2. Background and Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

A reader needs to be famliar with Unicode [Unicode], |DNA2008

[ RFC5890] [ RFC5891] [ RFC5892] [RFC5893] [RFC5894], PRECI S (at |east
the framework, [RFC7564]), and conventions for discussion of
internationalization in the | ETF (see [ RFC6365]).

3. Techniques already in place

In the I DNA nechani smfor including Uni code code points [ RFC5892], a
code point is only included when it neets the needs of

i nternationalizing domain nanmes as explained in the | DNA franmework

[ RFC5894]. For identifiers other than those specified by |IDNA the
PRECI S franmewor k [ RFC7564] generalizes the same basic technique. In
bot h cases, the overall approach is to assune that all characters are
excl uded, and then to include characters according to properties
derived fromthe Unicode character properties. This general strategy
cuts the enornmous size of the Unicode database somewhat, avoiding

i ncludi ng sone characters that are necessarily unsuited for use as

i dentifiers.

The mechani sm of inclusion by derived property, while helpful, is
insufficient to guarantee every included character is safe for use in
identifiers. Some characters’ properties lead themto be included
even though they are not obviously good candidates. In other cases,

i ndi vi dual characters are good for inclusion, but are problematic in
conbination. Finally, there are cases where characters (or sequences
of characters) are not problematic by thenselves, or if used in a

mut ual Iy excl usive manner in the sane identifier, but becone

probl emati ¢ when their choice represents the only difference between
otherwi se identical identifiers. For sone exanples, see Appendix B

Operators of systens that create identifiers (whether through a
registry or through a peer-to-peer identifier negotiation system
need to make policies for characters they will permit. Operators of
registries, for instance, can help by adopting good registration
policies: "Users will benefit if registries only permt characters
fromscripts that are well-understood by the registry or its

advi sers. "[ RFC5894]
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The difficulty for many operators, however, is that they do not have
the witing systemexpertise to claimany character is "well -
under st ood", and they do not really have the time to devel op that
expertise. Such operators should in fact not use or register such
characters. Unfortunately, in nmany cases the operators are stewards
of systens where the user popul ation demands identifiers useful to
themin their local |anguages. 1In other cases, operators nmay proceed
wi t hout a proper understanding owing to financial or market share
incentives. The risk for Internet identifiers in such cases is
obviously that ill-understood and potentially exploitable gaps in
registration policies will open.

To help mitigate such issues, this docunment proposes a registry of
Uni code code points that are known to present special issues for
network identifiers with the aimto guide protocol and operating
deci si ons about whether to pernit a given code point or sequence of
code points. By necessity, any list or guidance can only reflect

i ssues that are known and understood at the time of witing. By
limting itself largely to characters that are widely used to wite
| anguages in contenporary use, the registry will address the nore
critical needs, while sinultanesously focusing on characters that are
wel | understood and for which there nay already be sone

i mpl ement ati on experience in | DNs.

By itself, such a registry will not conpletely protect agai nst poor
registration or use, but it nay provide operational guidance

necessary for people who are responsible for creating policies. It
al so obviates the need for everyone to repeat basic investigation
into the behavior of Unicode characters. |nstead, scarce expertise

can be focused on ways to nmitigate issues, perhaps caused by user
requirenents for a specific character

Note that the registry defined herein does not address any of the

i ssues created by whol e-string confusabl es where each of the
identifiers is of a different script. A comobn workaround, liniting
aregistry toidentifiers of only a single script, would nitigate
this issue. [[CREF2: AF: we should evaluate that; cross-script

vari ants that are honogl yphs have now been col |l ected across nodern
scripts as part of the root zone LCR and are easily captured in a

registry.]]

For some of the code points (or code point sequences) listed as
presenting issues for identifiers, it may be nost expeditious to
simply not include them even though they are valid according to the
protocol. Sometines, one of a pair of identical code points (or code
poi nt sequences) may be deened preferable over the other for

practical reasons.
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However, sinply |eaving out any code point listed in this registry
woul d render a registry of doubtful value for many scripts. It is
not al ways necessary or desirable to exclude characters. Sonetines,
it is merely necessary to ensure that for two otherw se identica
identifiers, only one of a set of nutually exclusive code points (or
sequences of code points) is used, while preventing the |ater
registration of the | abel containing the other one in order to avoid
anbiguity. This way the operator does not need to inpose a choice.

In cases where two or nore variants of such an identifier nmean the
same thing to the native reader, an operator nmay decide to allow al
of the variant |abels to be registered sinultaneously, but only to
the sane entity (and with proper safeguards that linmt the
multiplicity of such allocatable variant |abels).

The inplenmentation of this strategy would be via the variant
mechani sm descri bed in [ RFC7940] and [ RFC8228] which all ows
mechani cal processing of nutual exclusion and /or bundling of
identifiers respectively.

This specification defines a registry of code points and sequences
that have been identified as requiring special attention when they
are to be used in identifiers. An administrator who does not have
the tinme or inclination to develop the requisite policies night
contenplate sinply not to pernmt these code points at all

However, for sonme scripts the remaining subset m ght not be usable in
a nmeaningful way. Identifiers in these scripts cannot be safely

i mpl ement ed wi t hout understanding the issues involved. Further note
that many code points listed here are problermatic only in their
relationship to other code points and that as |ong as these issues
are adequately addressed, for exanple using the variant nechani sm
they do not need to be excluded. [[CREF3: AF: the above needs nore
editing, it’s a bit repetitive.]]

4. A vregistry of code points requiring special attention
4.1. Description

The registry contains four fields. [[CREF4: AF If we are limted to
the "texttable" format, we are limited to three colums, there' s no
way we can fit nore than that into the RFC plain text format and
remain legible. |If we want nore columms, then we need to use sone
other data format, including PDF ( which would allow us to show the
i mages for the code points).]]

1. The first field, called "Code Point(s)", is a code point or
sequence of code points. Sequences in this and other fields are
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listed as space separated code point values. For conpl eteness,
full code point sequences are listed, even if some of their

constituents are "Not recommended”. A code point value is a
series of 4-6 uppercase hexadecimal digits, as defined in
[ Uni code] .

2. The second field, "Related CP', contains zero or nore cross
references to related code points or sequences. Cross references
consi st of single code points or sequences. Miltiple cross
references are separated by a commm.

3. The third field, called "References", contains one or nore
ref erences to docunents describing the code point and the reason
why it presents an issue. References are cited by nuneric
val ues, each in square brackets; multiple references are
separ at ed by space.

4., The last field, "Comment", is a free formtext field that briefly
describes the issue; it also The comment field starts with a
category, separated by a colon, to allow quick identification of
simlar cases

The following are the defined category val ues:

Not Reconmended While the code point (or sequence) is not
DI SALLONED, there is enmerging consensus in the community that it
is not recormended for identifiers, or it is considered as such in
the Uni code Standard. This includes, but is not linmted to code
points that are fornally deprecated in the Unicode standard, as
wel | as code points or sequences listed in the standard as "Do not
use" or not preferred or sinmlar. Code points not in active use,
obsol ete code points, or those intended for specialist use may
al so be listed under this category. Details are given in the
expl anation and references.

Identical The code point (or sequence) is normally identical in
appearance to anot her code point (or sequence); or nmay be
identical in sone contexts. |If the related CPis listed as
"PREFERRED', it is recommended that this code point (or sequence)
be excluded; in the case of a sequence, it may be appropriate to
excl ude, the constituent conbining marks (after first consulting
the details given in the listing for the marks). Oherwise, it is
recommended to nake the two identical code points or sequences
mutual |y exclusive by treating themas variants. Details are
given in the explanation and references.

Restricted Context The code point is problematic in relation to sone
ot her code points in the same label. For exanple, it should be
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used only after sonme code points or not adjacent to certain other
code points. Further details are given in the explanation and
references. This is a conmon case for certain conbining marks or
other code points in so-called "conplex" scripts. These scripts
generally require a coordinated set of context rules; in those
cases the registry would not list any specific context rules, but
to point to docunentation of existing Label Generation Rul esets

i mpl ementing a coherent set of rules as exanples. Code points

wi th | DNA2008 property of CONTEXTJ or CONTEXTO are not |isted, as
Il ong as the given context rules mitigate any concerns.

Preferred The code point is preferred to sone other code point given
in the cross reference (with the other code point normally
"I DENTI CAL" or "NOT RECOMMENDED'). 1In sone cases this represents
a preference for a code point (or sequence) that is a basic
constituent in sone al phabet over a code point (or sequence) that
is rare or has specialized use. |In sone cases the preference may
be formally specified or otherw se represent established comunity
consensus. Details are given in the explanation and references.

O her Al cases that do not fit one of the other categories.
Details are given in the explanation and references.

If a character appears in the registry, that does not automatically
mean that it is a bad candidate for use in identifiers generally.
Absent a well-defined and verifiable policy, however, such a code
poi nt or sequence might well be treated with suspicion by users and
by tools.

For code points tagged as being "identical" to or "indistinguishable"
fromother code points, it may be that one is preferred over the
other, but it may al so be that inplementing a scheme for mutua
exclusion of any resulting identical labels is the best solution
such as assigning them "bl ocked" variants according to [ RFC7940] and
[ RFC8228] .

Where characters are confusable with a conbining sequence, only the
combi ni ng sequence is |listed; suggested mitigation nay consist of

di sall owi ng either the specific conbining sequence or disallow ng the
conbi ning marks involved. It is usually inappropriate to exclude any
of the basic letters involved, as they are generally nenbers of the
standard al phabet for one or nore | anguages.

The registry and this docunent are to be understood as gui dance for

t he purpose of devel opi ng operational policies that are used for
protocol s under nornal adm nistrative scope. For instance, zone
operators that support |IDNA are expected to create policies governing
the code points that they will pernit (see [RFC5894] and
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4.

4.

2

3.

[1-D.rfcb5891bis]). The registry herein defined is intended to

hi ghli ght particularly troubl esome code points or code point
sequences for the benefit of adm nistrators creating such policies.
It is also intended to highlight characters that nmay create
identifier anbiguities and thereby create security vulnerabilities.
However, by itself it is no substitute for such policies.

The registry is by necessity limted to code points for which
adequate information is avail able; by and large this neans code

poi nts used in connection with nodern | anguages or witing systens,
except that specialized extensions to nodern scripts may be
indicated, if their use would fall into any of the categories
defined. Historic scripts, and any nodern scripts not represented in
the registry can be assuned to not be well-understood; operators are
cautioned to | ocate other sources of information and to devel op the
necessary policies before depl oying such scripts.

Mai nt enance

The registry is updated by Expert Review using an open process. From
time to tinme, additional code points may be added to the Unicode
standard, or further infornmation nmay be discovered related to code
points, to existing code points or those already |isted here. The

Uni code Standard nmay recomend agai nst using a code point for all or
some purposes. O a script conmunity may have gai ned nore experience
in deploying IDNs for that script and may create or update
recomendati ons as to best policy.

Scope

Code points that are DI SALLOAED in | DNA 2008 are not eligible to be
listed. Code points that are CONTEXTJ or CONTEXTO are not included
here unl ess there are docunmented concerns that are not mitigated by
the existing IDNA context rules. The focus is on scripts that are
significant for identifiers; code points fromscripts that are
historic or otherwise of limted use have generally not been

consi dered - however exceptions may exist where authoritative
information is readily available. Code points and code point
sequences included are those that need special policies (including,
but not linmted to policies of exclusion).

New code points of sequences are |isted whenever information becones
avail able that identifies a specific issue that requires attention in
crafting a policy for the use of that code point or sequence in
network identifiers. Likew se cross references, categories,

expl anations and references cited nmay be updated.
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5.

5.

The contents of the registry generally does not represent origina
research but a collection of issues docunented el sewhere, with
appropriate references cited. An exception mght be cases that are
in clear analogy to existing entries, but not explicitly covered by
exi sting references, for exanple, because the code point in question
was recently added to Unicode.

If a particular |anguage or script comrunity reaches an apparent
consensus that sone code point is problematic, or that of two

i dentical code points or sequences one should be preferred over the
ot her, such recommendations, if known, should be documented in this
registry

In addition, if the Unicode Standard designates a code point as
formally "deprecated” or less formally as "do not use", or identifies
code points that are "intentionally identical", this is also

sonet hing that should be reflected in the registry. Another source
of potential information might be existing registry policies or
recomended policies, particularly where it is apparent that they
represent a careful analysis of the issue or a w der consensus, or
bot h.

Proposed additions to the registry are to be shared on a mailing |ist
to allow for broader comrent and vetti ng.

If there is a disagreenent about the existence of an issue or its
severity, it is preferable to docunent both the issue and the
different evaluations of it. In all cases, the information and
docunent ati on presented nust allow a user to fully evaluate the
status of any entry in the registry.

There is no requirenent for the registry to forma stable body of
data to which any future docunent woul d have to be backward

conpatible in any way. |f new information enmerges, additional code
poi nts nmay be considered problenmatic, or they may need to be
reclassified. In case of significant changes, the explanation should

note the nature of the change and cite a reference to docunent the
basis for it.

Registry initial contents
1. Overview
I DNA 2008 uses an inclusion process based on Unicode properties to

define which code points are PVALID, but al so recogni zes that sone
code points require a context rule (CONTEXTJ, CONTEXTO).
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A nunber of code points which are PVALID in [ RFC5892] may require

additional attention in the design of |abel generations rules. In
some cases, the issue is not necessarily with an individual code
point, but with a code point sequence. |In the follow ng, "code

poi nt" and "code point sequence" are used synonynously unl ess
explicitly called out. The fact that a code point require such
attention does not affect its status under |DNA 2008.

The follow ng describes a nunber of conditions that pose problens for
network identifiers and common strategies for mtigating them

5.2. Interchangeabl e Code Points

At times two code points or code point sequences are considered by
all users (or a significant fraction) as equivalent to a degree that
they accept one of themas substitute for another. This has obvi ous
i mplications for the unanbi guous recognition of identifiers. This
docunment lists the code points and sequences affected (except for
certain generic classes too nunerous to list here). Note that one of
the two may be preferred over the other, in which case the non-
preferred one may be excluded or folded away. But in many cases
either one is equally preferred. Mtigation techniques for such
cases are discussed bel ow

Honogl yphs Honogl yphs are code points that have identica
appearance, or are so close in appearance that they are
i ndi stinguishable if not presented side-by-side. Wenever two
| abel s differ only by code points that are honogl yphs of each
other and occur in the sane position, users cannot distinguish the
| abel s fromeach other or tell which |label is intended, even
t hough the underlying code points are different. Users wll
substitute one | abel for another.

Code points that are nerely simlar in appearance, including
strongly simlar code points, or code points that are difficult to
di stinguish (such as certain diacritical marks) are not considered
here; handling such simlarities often requires case by case

j udgnent .

I nstead, this docunent considers these types of code points that
can be fully substituted for one another:

1. code points that, by design or derivation, are identical to
each other;

2. code points that assune the sanme shape in sone context, e.g.
at the end of a |abel
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5.

3.

3. code points of a striking simlarity based on derivation or
common ori gin;

4. and code points that are otherw se indistinguishable from one
anot her unl ess pl aced si de by side.

Cross-script Honogl yphs A nunber of code points are honogl yphs of
code points in another script (cross-script honmogl yphs). Cross-
scri pt honogl yphs are a concern for any zone that supports |abels
fromnore than one script, even if each label is required to be in
a single script. Note that sone witing systens ordinarily use a
combi nation of scripts (such as the use of Han, Hiragana and
Kat akana for Japanese). For many witing systens, an admi xture of
Latin letters is not uncommon, for exanple in brand or product
nanes. |f not handled carefully, this can prove problematic for
identifiers.

Honmophones As discussed in [202], the Anmharic | anguage treats many
code points fromthe Ethiopic script as sound-alikes (honmophones).
In witing, these are freely substituted, users do not recognize
some spelling as nore correct. A conservative approach woul d
treat these as nutually exclusive; the alternative, to nmake all
variants available to the sane applicant is appears not feasible
due to the high nunber of such variants per |abel

Semantic Variants The Chinese witing system shared anong severa
geographically distributed user comunities, has many instances of
code points that represent the sanme senantic. Even though they
are visually distinct, they can be substituted for one another
typically these correspond to the sinplified and traditional forns
of Chinese characters. See [RFC4713] for details.

Excl udabl e Code Poi nts

Code points that are not substitutable but troublesonme for other
reasons are candi dates for exclusion froma zone's repertoire. For
each such code point, the comment field briefly describes why it
shoul d be excluded or considered troublesome. There is no identified
mtigation strategy that can be reconmended for general usage: unless
careful study indicates that a code point with this status is
exceptionally acceptable for a particular zone, after all, it should
normal |y be excluded fromthe repertoire. These reasons are vari ed.

Deprecat ed Code Points Deprecated code points are those that
[ Uni code] recommends not to use for any purpose. They should be
excluded fromidentifiers; there is no nmtigation. |In addition
Uni code recomends agai nst the use of sonme sequences and code
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5. 4.

points for any purpose, but w thout formal deprecation. These
shoul d I'i kewi se be excluded fromidentifiers.

Non- preferred or other Troubl esone Code Point This category includes

all code points that are troubl esone for other reasons; they

i nclude code points that represent non-preferred variations; or
code points that not meant to be used in a conbi ning sequence for
letter; or code points that may be indistinguishable froma
punctuati on mark or other DI SALLOAED code point. For each such
code point, the comment field briefly describes why it should be
excl uded or considered troubl esone.

bsolete or not in Active Use Many code points across scripts that

are otherwi se in nodern use represent additions for use in

obsol ete orthographies and witing systens, that is for witing

| anguages that are extinct or not longer witten in that script.
Some have been researched and no evidence of active use could be
found. These code points are not recommended for use in
identifiers and shoul d be excluded. Except for specialists, users
are unlikely to recognize them or find themof use in
constructing menonic strings for identifiers. |In addition, they
of ten have not been sufficiently analyzed as to whether they
represent other issues for identifiers. That nakes their use
risky. Obsolete, rare and code points otherwise not in active are
generally not listed here. The reader can find a list of code
points with high probability of being in active use in [MSR].

Conbi ni ng Mar ks

Non Nor mal i zabl e Sequences Certain conbining marks are part of non-

normal i zabl e sequences. Nornally, when a conbini ng sequence is an
alternate encoding to a conposite code point, normalization can be
used to select a preferred representation. For |DNA 2008, which
uses NFC to nornalize, this neans the conposite code point.
However, sonme conbining nmarks are not considered identical to the
same mark when graphically part of a conposite character

Sequences with these marks may | ook nore or less |ike sone
composite code point, but they are considered different, and
therefore not normalized. For identifiers, the best
recomendation is to exclude those conbini ng marks.

Conbi ning marks that are al so part of preconposed letters

Many comnbi ni ng marks are part of canonical deconpositions. For
identifiers that are normalized to the conposed forms using NFC
(as required by | DNA 2008), these conbining marks usually are not
needed on their own, that is as separate el enent of a conbining
sequence after nornmalization. (The vast nmgjority of letters using
t hese narks have been encoded as preconposed characters). It is
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strongly recommended to excl ude these conbining marks on their
own, but, as needed for a specific | anguage, to enunerate the
needed sequences. (One notable exanple is Vietnanese which, after
nornal i zation to NFC uses a nixture of preconposed code points and
conbi ning marks). [TBD] The nbst common generic conbi ni ng marks

af fected have been entered in the registry as excl uded.

Non- spaci ng conbi ning marks These marks are typically accents,
diacritics and the like. They pose an additional problem if they
are allowed to occur twice in a row, sone rendering systens wll
"overprint" them in effect making themindistinguishable from
single marks. This problem can be avoided by allow ng only
enurer at ed sequences, or alternatively by a context rule.

Anmbi guous Rendering There are other ways in which certain code
poi nts and sequences representing particular conbinations of code
points may suffer fromunreliable rendering, because rendering
engi nes normal ly do not expect to encounter them Wil e Unicode
all ows the use of conbining marks, in principle, in conbination
with any base character, in practice this can lead to
unrecogni zabl e | abels, or labels that are not reliably distinct.
This situation nostly affects the so-called conplex scripts.

Conbi ning marks in conplex scripts |In some scripts, there are no
preconposed sequences. Usually, these scripts are "conpl ex"
scripts, that require context rules for many classes of code
points. For these scripts, context rules (see [RFC7940]) should
be used to limt non-spacing nmarks to acceptable contexts. For an
exanpl e of such rules see [204], [206].

Soft Dotted and Dotless Letters Unicode code points with the
Soft_Dotted property encode letter that lose their dot if followed
by a diacritical mark above. (See [UCD]) If the following mark is
a COMBI NI NG DOT ABOVE, the conbination is indistinguishable from
the letter by itself. This can be mtigated by Iiniting or
excluding the code point for DOT ABOVE. A soft dotted code point
foll owed by any other diacritical mark above will |ook identica
to the corresponding dotless letter with diacritical mark above.
Al'l conbinations of dotless letters followed by diacritical marks
shoul d be excluded. (This can be done with a context rule, see
[ RFC7940]) .

5.5. Mtigation
Thiere are several techniques that can be used to help to nitigate

confusion. The focus in the following is on issues addressabl e by
protocol or registry policy. However, user agents m ght inpl enent
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additional mitigation approaches, such as always using a font
designed to distinguish anong different characters.

5.5.1. Mtigation Strategies

Exclusion The primary mitigation technique is to reduce the problem
space: operators should only ever use the snallest repertoire of
code points possible for their environnent. So, for exanple, if
there is a code point that is sonetinmes used but is perhaps a
little obscure, it is better to leave it out. Users are unlikely
to be famliar with many code points added to Unicode for the
representation of historical fornms of witing a script, or for
hi ghly specialized purposes. That unfanmiliarity may present
chal l enges to correct identification or keyboard entry, naking the
code point less usable. 1In addition, their use may present other
probl ens not appreciated by anyone not famliar with them

For these reasons, code points used only in a |anguage with which
the adninistrator is not familiar should probably be excluded.

The sane applies to code points used in specialized contexts, such
as those only found in historic or sacred docunents, or only used
for phonetic transcription or poetry.

By reducing the repertoire to a well-understood essential subset

it is often possible to elim nate sonme possible instances of
confusion. For exanple, in the Arabic script, conbining marks are
generally used for optional or specialized aspects of the witing
system At the sane tinme, many conbi ning sequences are confusabl e
with basic letters of the script. Because of this, excluding all
Arabi ¢ conbi ning mark woul d greatly reduce confusability wi thout
significantly affecting usability of the script for identifiers.

Preferred code points Sonetinmes, each of these code points will be
used by a different user comunity; or one of the code points is
not in wi de use, for exanple because it is intended for specia
pur poses |i ke phonetic annotation or transliteration. |In such
cases, the one not needed for a given zone could be excl uded.

In other cases, zones nmay be shared by a wi der conmmunity, making
it unattractive or inpossible to institute a preference. A conmon
met hod of nitigating issues from such honogl yphs is to nmake two

| abel s that differ only by using a different honogl yph nutually
exclusive. This can be done by naking the honogl yphs code poi nt
variants, usually of type "blocked". See [RFC8228].

In sone cases, while two code points nmay be honogl yphs, one of

them can be identified as the preferred alternative to encode the
i ntended character. 1In these cases, one of the code points has
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been identified as "preferred", while the other has been
identified as "troubl esone"; or "excluded". 1In all other cases,
no such preference exists in the general usage; a conservative
mtigation nmght be to define the alternatives as bl ocked
variants. However, the users of a given zone nmight have a
specific preference, in which case one of the alternatives could
be excl uded i nstead.

For conveni ence in presentation, this docunent presents pairs or
sets of honogl yphs as nutually exclusive variants of type

"honmogl yph". O her ways of handling these code points are
possible. Wile one mght inplenent such a variant relation in
many cases as one | abel bl ocking another, in some cases allow ng
both to be registered to the sane applicant nmay be appropriate.
Finally, in some case elimnating one or both code points fromthe
repertoire nmay be a feasible alternative to establishing a variant
relation.

Script limtation For honoglyphs, a |arge nunber of cases (but not
all of them turn out to be in different scripts. As a result, it
is usually a good idea to adopt the operational convention that
identifiers for a protocol should always be in a single script.

This mitigation strategy has linits. First, even if any given
identifier is only in a single script, it may co-exist with
identifiers fromother scripts. Sonetines the repertoire used in
operation allows nultiple scripts that create whole string

confusables -- strings nade up entirely of honogl yphs of another
string in a different script (such as can be found between
Cyrillic and Latin, for exanple). |In such cases, mitigation nust

turn to other means of preventing the registration of nutually
confusabl e string, for exanple by In that case, a robust mechani sm
for mutual exclusion of confusable identifiers nust exist,

ensuring that the registration of one of them (whi chever cones
first) blocks the later registration of the other

Second, sone witing systens use a conbination of scripts and for
comrercial names in many scripts, adm xture of Latin letters is
common. Allowing limted script mxing may be an essenti al
requirenent in sone cases

Lastly, identifiers are not always under the operational contro

of a single authority (such as in the case of DNS, where the
systemis under distributed control so that different parts of the
hi erarchy can have different operational rules).
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5.

5.

In the case of IDNA, some client programs restrict display of
Ul abels to top-Ievel domains known to have policies about single-
script | abels.

Exact honogl yphs No policy or convention, other than ensuring mnutual
exclusion, will do anything to help mtitgate confusion for strict
honogl yphs of each other in the same script (see Appendix B for
some exanpl e cases.)

Beyond the issue of nutual confusability, sonme conbining sequences
in particular can give rise to other difficulties in recognition -
usual Iy because client systenms will not reliably and correctly

di splay them One particular case concerns sequences of nore than
one instance of the sane non-spaci ng conbining mark such as the
repetition of an accent or diacritic. These are often rendered

i ndi stinguishably fromsingle instances of the sane mark

Operators should prohibit such repetition, particularly, as there
are no known cases where they would be required in ordinary
witing. Note that this prohibition would also apply to a non-
spacing mark follow ng a pre-conposed code point containing the
same diacritic. A nore general mtigation technique would be to
limt nonspacing marks to known conbi nati ons whi ch can be
enunerated. Wiere that is not possible for some scripts, sone

ot her context restrictions can usually be appli ed.

There are some witing systenms where characters do not normally
occur in arbitrary locations in the context of each syllable.
Nei t her users nor rendering systens for such scripts are adept at
handling arbitrary sequences of such characters. Wile sone

| atitude beyond strict spelling rules may be accomodat ed,
policies that enforce a mininmal set of structural rules are
required to ensure that users can identify the identifier and
systens can render them predictably.

2. Limts of Mtigation

As noted in Section 1, it is not possible to solve all the problens
with identifier systens, particularly when hunman factors are taken
into account. In addition, each of the mtigation approaches has its
own limts of the type of problens that can be addressed, whether it
is by exclusion of specific code points; requiring or prohibiting
contexts for certain code points; restriction to a single script per

| abel ; or nutual exclusion of labels differing only by code points

i dentical or otherw se confusably equivalent to other code points.
Addi tional policies may be needed to prevent registration of |abels
that are problematic or confusable for other reasons.
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5.

6

There are a nunber of issues in inplenenting and presenting
identifiers to the user which are not specific to individually
identifiable code points (or sequences). For exanple, fonts can vary
widely in whether they nmake or do not make a distinction in
appearance of characters; relying on the native reader to get the

i ntended neaning fromcontext. It is up to user agents to nake sure
to select fonts that render each code point as distinct as possible.

When new code points are assigned in Unicode, systems, keyboards,
fonts and rendering engines nmay all be updated unevenly, with

consi derabl e delays. During a possibly lengthy transition period,
this will lead to inconsistent user experience or inability to

di stinguish certain | abels. Even if unsupported | abels are presented
as A-labels, users may not reliably identify them because they
appear as essentially random sequences of letters and digits.

6. Notes

In the explanation the character names have been abbreviated. The
followi ng list shows sanple entries for the proposed registry. It is
non-normative, and only included for illustrative purposes. Also see
t he exanpl es bel ow (Appendi x B)

Tabl e of Code Points

Code Point: 01CO0

Rel ated CP
Ref erences: [120] [ 155]
Comment : Not Reconmmended: | ndistinguishable froma

punctuati on character that is not PVALID

Code Point: 01C1

Rel ated CP
Ref erences: [120] [ 155]
Comment : Not Reconmmended: | ndistinguishable froma

punctuation character that is not PVALID

Code Point: 01C2

Rel ated CP
Ref erences: [120]
Comment : Not Reconmended: | ndistinguishable froma

punctuation character that is not PVALID

Code Point: 01C3

Rel ated CP
Ref erences: [120] [ 150]
Comment : Not Reconmmended: | ndistinguishable froma
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punctuati on character that is not PVALID
Code Point: 01DD
Rel ated CP: 0259
Ref erences: [ 150]
Conment : Identical: ldentical in appearance to U+0259
Code Point: 0259
Rel ated CP: 01DD
Ref erences: [ 150]
Conment : Identical: ldentical in appearance to W01DD

Code Point: 0131

Rel ated CP
Ref erences: [100]
Conment : Restricted Context: If followed by any conbining

mar k above, renders the sanme way as U+0069 in any
good font. Should be restricted to where it is not
foll owed by a conbi ning mark above

Code Point: 0237

Rel ated CP
Ref erences: [115]
Comment : Not Reconmmended: |f followed by any conbining mark

above, renders the sanme way as UW+006A in any good
font. As its use is limted, it is best excluded.

Code Poi nt: 025F

Rel ated CP
Ref erences: [115]
Comment : Not Reconmended: If followed by any conbining mark

above, renders the sanme way as U+0249 in any good
font. As its use is limted, it is best excluded.
Code Point: 02A3
Rel ated CP: 0064 007A
Ref erences: [115]

Conmrent : Not Reconmended: Looks like small LETTER D pl us
LETTER Z, except for slight kerning; in linted
use.

Code Point: 02A6
Rel ated CP: 0074 0073
Ref erences: [115]

Conmrent : Not Reconmended: Looks like small LETTER T plus
LETTER S, except for slight kerning; in linted
use.
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Code Poi nt:
Rel ated CP
Ref er ences:
Comrent :

Code Poi nt:
Rel ated CP
Ref er ences:
Comment :

Code Poi nt:
Rel ated CP
Ref er ences:
Comment :

Code Poi nt:
Rel ated CP
Ref er ences:
Comrent :

Code Poi nt:
Rel ated CP
Ref er ences:
Comrent :

Code Poi nt:
Rel ated CP
Ref er ences:
Comrent :

Code Poi nt:
Rel ated CP
Ref er ences:
Comrent :

Code Poi nt:
Rel ated CP

et al.
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02A7

0074 0283

[115]

Not Reconmended: Looks like small LETTER T plus
LETTER ESH, except for slight kerning; in limted
use.

02AA

006C 0073

[115]

Not Reconmended: Looks like snmall LETTER L plus
LETTER S, except for slight kerning; in limted
use.

02AB

006C 007A

[115]

Not Recommended: Looks like small LETTER L plus
LETTER Z, except for slight kerning; in limted
use.

[ 120]
Not Reconmended: | ndistinguishable froma
punctuation character that is not PVALID

[ 120]
Not Reconmended: | ndistinguishable froma
punctuation character that is not PVALID

[ 120]
Not Reconmended: | ndistinguishable froma
punctuati on character that is not PVALID

[6912]

Not Reconmended: | ndistinguishable froma
punctuati on character (U+2019), which is not
PVALI D
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[120]
Not Reconmended:
punctuati on character that

I ndi stingui shabl e from

is not PVALID
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Code Poi nt:
Rel ated CP
Ref er ences:

Comrent :

[120]
Not Reconmended:
punctuati on character that

I ndi sti ngui shabl e from

is not PVALID

Code Poi nt:
Rel ated CP
Ref er ences:

Comrent :

[120]
Not Reconmended:
punctuati on character that

I ndi sti ngui shabl e from

is not PVALID

Code Poi nt:
Rel ated CP
Ref er ences:

Comrent :

[120]
Not Reconmended:
punctuati on character that

I ndi sti ngui shabl e from

is not PVALID

Code Poi nt:
Rel ated CP
Ref er ences:

Comrent :

[120]
Not Reconmended:
punctuati on character that

I ndi sti ngui shabl e from

is not PVALID

Code Poi nt:
Rel ated CP
Ref er ences:

Comrent :

[120]
Not Reconmended:
punctuati on character that

I ndi sti ngui shabl e from

is not PVALID

Code Poi nt:
Rel ated CP
Ref er ences:

Comrent :

[120]
Not Reconmended:
punctuati on character that

I ndi sti ngui shabl e from

is not PVALID

Code Poi nt:
Rel ated CP
Ref er ences:

Comrent :

[120]
Not Reconmended:
punctuati on character that

I ndi sti ngui shabl e from

is not PVALID

Code Poi nt:
Rel ated CP

et al.
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Ref erences: [120]
Conmrent : Not Reconmended: | ndi stingui shable from
punctuati on character that is not PVALID

Code Poi nt: 02CA

Rel ated CP
Ref erences: [120]
Conmrent : Not Reconmended: | ndi stingui shable from

punctuati on character that is not PVALID

Code Point: 02CB

Rel ated CP
Ref erences: [120]
Conmrent : Not Reconmended: | ndi stingui shable from

punctuati on character that is not PVALID

Code Poi nt: 0300

Rel ated CP
Ref erences: [100]
Comment : Not Recommended: Not recommended ot her than as

part of enunerated sequences

Code Point: 0301

Rel ated CP
Ref erences: [100]
Comment : Not Recommended: Not recommended ot her than as

part of enunerated sequences

Code Point: 0302

Rel ated CP
Ref erences: [100]
Comment : Not Recommended: Not recommrended ot her than as

part of enunerated sequences

Code Point: 0303

Rel ated CP
Ref erences: [100]
Comment : Not Recommended: Not recommrended ot her than as

part of enunerated sequences

Code Point: 0304

Rel ated CP
Ref erences: [100]
Comment : Not Recommended: Not recommrended ot her than as

part of enunerated sequences

Code Point: 0306
Rel ated CP
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Ref erences: [100]
Comment : Not Recommended: Not recommrended ot her than as
part of enunerated sequences

Code Poi nt: 0307

Rel ated CP
Ref erences: [115]
Conmrent : Restricted Context: By definition, LATIN SMALL

LETTER | plus conbi ni ng DOT ABOVE renders exactly
the sane as LATIN SMALL LETTER | by itself and
does so in practice for any good font. The sane is
true for all Unicode characters with the

soft _dotted property; they lose their dot if

foll owed by a conbi ning mark. DOT ABOVE shoul d be
excluded, or restricted to contexts where it does
not follow a soft_dotted letter

Code Point: 0308

Rel ated CP
Ref erences: [100]
Comment : Not Recommended: Not recommrended ot her than as

part of enunerated sequences

Code Point: 0624

Rel ated CP: 0648

Ref erences: [201]

Conmrent : Identical: ldentical in appearance in some
positional formand/or not reliably distinguished
because of snall size of distinguishing features

Code Point: 0625

Rel ated CP: 0622, 0623, 0627, 0672

Ref erences: [201]

Conment : Identical: ldentical in appearance in sone
positional form and/or not reliably distinguished
because of small size of distinguishing features

Code Point: 0626

Rel ated CP: 0649, 064A, 067B, 06CC, 06CD, 06D0, 06D2

Ref erences: [201]

Conment : Identical: ldentical in appearance in sone
positional formand/or not reliably distinguished
because of small size of distinguishing features

Code Point: 0627

Rel ated CP: 0622, 0623, 0625, 0672

Ref erences: [201]

Conment : Identical: ldentical in appearance in sone
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Code Point: 064B

Rel ated CP

Ref erences: [5564]

Conmrent : Not Reconmended: Not to be used in zone files for
the Arabic | anguage, per RFC 5564

Code Point: 064C

Rel ated CP

Ref erences: [5564]

Conmrent : Not Reconmended: Not to be used in zone files for
the Arabic | anguage, per RFC 5564

Code Point: 065C

Rel ated CP

Ref erences: [300]

Conmrent : Not Reconmended: Part of honogl yph sequence(s)
not covered by normalization

Code Point: 0660

Rel ated CP: 06F0

Ref erences: [110]

Conmrent : Identical: ldentical in appearance and neaning to
EXTENDED ARABIC-INDIC DIA T ZERO

Code Point: 0661

Rel ated CP: 06F1

Ref erences: [110]

Conmrent : Identical: ldentical in appearance and neaning to
EXTENDED ARABI C-INDIC DI T ONE

Code Point: 077F

Rel ated CP

Ref erences: [115]

Conmrent : Not Reconmended: bsol ote (archai c)

Code Poi nt: 08AA

Rel ated CP

Ref erences: [201]

Conment : Not Reconmended: No evi dence of active use found
not recomrended

Code Point: 0A72 0A3F

Rel ated CP: 0A07

Ref erences: [401]

Conment : Not Reconmended: Do not use for U+0OAQ7
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Code Point: 0A72 0A40
Rel ated CP: 0A08
Ref erences: [401]

Conment : Not Reconmended: Do not use for U+0OAQ8

Code Poi nt: OE3A

Rel at ed CP:

Ref erences: [206]

Conment : O her issue: Renders unreliably, or not at all, if

adj acent to any Thai vowel below. This nmay be
prevented by a context rule

Code Point: OE41

Rel ated CP:
Ref erences: [206]
Conment : Restricted Context: Digraph of WOE40 SARA E

WHOE40 SARA E. Normal Iy handl ed by disallow ng the
sequence via a context rule

Code Point: OE45

Rel at ed CP:
Ref erences: [206]
Conment : Restricted Context: Only occurs after two special

Thai vowel s, WHOE24 RU and U+OE26 LU. Is al so
potentially confused with U+tOE32 SARA |. Both

i ssues can be addressed by defining a context
rule. Alternatively the context nmay be spelled out
by enunerating the two sequences and excl udi ng
WHOE45 if occurring by itself.

Code Point: OE4E

Rel ated CP:
Ref erences: [206]
Conment : Not Reconmended: Rarely used in nodern Thai; it is

nore conmmonly replaced with U+OE3A (PH NTHU) .
Excluding it avoids issues with confusing it with
anot her diacritic WUWOE4AC ( THANTHAKHAT). Both are
rendered atop a syllable and hard to distinguish
at snall sizes.

Code Point: 12A5

Rel ated CP: 12D5

Ref erences: [100] [202]

Conmrent : I nt erchangeabl e: U+12A5 and W12D5 are used
i nterchangeably in Anmharic

Code Point: 12A6
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Rel ated CP: 12D6

Ref erences: [100] [202]

Conmrent : I nt erchangeabl e: U+12A6 and W12D6 are used
i nterchangeably in Anmharic

Code Point: 17D2 178A

Rel ated CP: 17D2 178F

Ref erences: [204]

Conmrent : I dentical: Wen preceded by W17D2, W178A and
U+178F are indistinguishabl e

Code Point: 17D2 178F

Rel ated CP: 17D2 178A

Ref erences: [204]

Conmrent : I dentical: Wen preceded by W17D2, W178A and
U+178F are indistinguishable

6.1. References for Registry

[99] The Unicode Consortium "The Unicode Standard", (I atest
version) http: ww. uni code. org/versions/latest (Miltiple, or |atest
ver si on)

[100] Integration Panel, "Muximal Starting Repertoire (MSR-2)",
April 2015, https://ww.icann.org/en/systemfiles/files/nsr-2-
overvi ew 14apr 15-en. pdf (Code points included in MSR-2 as
potentially appropriate for the root zone)

[115] Integration Panel, "Mxinmal Starting Repertoire (MSR-2)",
April 2015, https://ww.icann.org/en/systemfiles/files/nsr-2-
overvi ew 14apr 15-en. pdf (Code points excluded from MSR-2 as
i nappropriate for the root zone)

[120] Integration Panel, "Mxinmal Starting Repertoire (MSR-2)",
April 2015, https://ww.icann.org/en/systemfiles/files/nsr-2-
overvi ew 14apr 15-en. pdf (Code points consi dered problematic by
MBR- 2)

[150] The Unicode Consortium "lIntentional.txt", Version 10.0.0,
http://ww. uni code. org/ Public/security/10.0.0/intentional.txt
(Code points considered identical by intention)

[155] "Proposal to Update ldentical.txt", L2 17/301 (and revisions)

htt p://ww. uni code. org/ L2/ L2017/ 17301- updat e-i ntenti onal . pdf (Code
poi nts considered identical by intention)
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[201] TF-AIDN, "Proposal for Arabic Script Root Zone LGR', 18
Novenber 2015 https://ww. icann.org/en/systenmfiles/files/arabic-
| gr - proposal - 18nov15-en. pdf (In-script variants and code points
excl uded)

[202] Ethiopic Generation Panel, "Proposal for Ethiopic Script Root
Zone LGR', May 17, 2017,
https://ww. icann.org/en/system files/files/proposal-ethiopic-Igr-
17mayl7-en. pdf ()

[204] Khner Generation Panel, "Proposal for Khner Script Root Zone
Label Generation Rules (LGR)", August 15, 2016
https://wmv. i cann. org/ en/ system fil es/fil es/proposal -khner-1gr-
15augl6- en. pdf ()

[206] Thai Generation Panel, "Proposal for the Thai Script Root Zone
LGR', May 25, 2017 https://ww.icann.org/en/systemfiles/files/
proposal -thai -1 gr-25myl17-en. pdf ()

[300] Internationalized Dormain Names Variant |ssues Project: Arabic
Case Study Team | ssues Report, |ICANN, Cctober 7, 2011
https://archive.icann. org/en/topics/new gtlds/arabic-vip-issues-
report-07oct1l-en. pdf (In-script variants and code points
excl uded)

[401] Table 12-14 in Chapter 12 "South and Central Asia-I", ,"The
Uni code Standard", Version 10.0,
htt ps://ww. uni code. or g/ ver si ons/ Uni codel0. 0. 0/ ch12. pdf (Vowel
sequences not to be used in Gurnukhi)

[5564] RFC 5564 (Code points to be excluded fromrepertoires for the
Ar abi ¢ | anguage)

[6912] RFC 6912 (Code points considered problematic)
7. | ANA Consi derations

The 1 ANA Services Operator is hereby requested to create the Registry
of Uni code Code Points for Special Consideration in Network
Identifiers, and to populate it with the values in section Section 5.
The registry is to be updated by Expert Review

This registry has no formal protocol status with respect to | DNA or
PRECIS. It is aregistry intended to be used by those creating
registration or |ookup policies, in order to informthe devel opnent
of such policies.
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8.

9.

9.

Security Considerations

The registry established by this docunent is intended to help
operators of identifier systenms in deciding what to permit in
identifiers. It may al so be useful for user agents that attenpt to
provi de warnings to users about suspicious or inadvisable
identifiers. Operators that fail to make policies addressing the
contents of the registry may permt the creation of identifiers that
are misleading or that may be used in attacks on the network or
users.

The registry is not a magic solution to all identifier anmbiguity, and
even refusing to pernmit registration of, or |ookup of, every code
point in the registry cannot ensure that m sl eading or confusing
identifiers will never be created.
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Appendi x A.  Additional Background
A.1. The Theory of Inclusion

The mechani smthat the | ETF has come to prefer for
internationalization of identifiers may be called "incl usi on-based
identifier internationalization", or "inclusion" for short. Under
inclusion, the characters that are permissible in identifiers for a
protocol are selected fromthe set of all Unicode characters. One
starts with an enpty set of characters, and then gradual |y adds
characters to the set, usually based on Uni code properties (see

bel ow, and al so Section 3).

I ncl usi on depends in part on assunptions the | ETF nade when the

strategy was adopted and devel oped; sone of those assunptions were
about the relationships between different characters and the
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l'ikelihood that similar such relationships would get added to future
versi ons of Unicode. Those assunptions turn out not to have been
true in every case. Code points at issue are anpong those to be
listed in the registry defined here. (See Section 5.)

The intent of Unicode is to encode all known witing systens into a
singl e coded character set. One consequence of that goal is that
Uni code encodes an enornous nunber of characters. Another is that
the work of Unicode does not end until every witing systemis
encoded; even after that, it needs to continue to track any changes
in those witing systens.

Uni code encodes abstract characters, not glyphs. Because of the way
Uni code was built up over tinme, there are sonetinmes nultiple ways to
encode the sanme abstract character. For example, an e with an acute
accent may be witten by conbi ning U+0065 LATIN SMALL LETTER E and
U+0031 COVBI NI NG ACUTE ACCENT, or it may be witten WO00E9 LATIN
SMALL LETTER E WTH ACUTE. |f Uni code encodes an abstract character
in nmore than one way, then for nost purposes the different encodi ngs
should all be treated as though they're the sane character. This
"canoni cal equi val ence” between encodi ngs of the sane abstract
characters is explicitly called out by Unicode. A lack of a defined
canoni cal equival ence is tantanount to an assertion by Uni code that
the two encodi ngs do not represent the sanme abstract character, even
if both happen to result in the same appearance.

Every encoded character in Unicode (nore precisely, every code point)
is associated with a set of properties. The properties define what
script a code point is in, whether it is a letter or a nunber or
punctuation and so forth, its direction when witten, to what other
code point or code point sequence it is canonically equivalent, and
many ot her properties. These properties are inportant to the

i nclusion nmechanism They are defined in the Uni code Character

Dat abase [UCD] [ UAX44].

I ncl usi on depends on the assunption that such strings as will be used
inidentifiers will not have any ambi guous matching to other strings.
In practice, this neans that input strings to the protocol are
expected to be in Normalization Form C. This way, any alternative
sequences of code points for the sane characters will be normalized
to asingle form If all the characters in the string are al so
included for the protocol’s candidate identifiers, then the string is
eligible to be an identifier under the protocol
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A.2. The Difference Between Theory and Practice

In principle, under inclusion identifiers should be unanbi guous. It
has al ways been recogni zed, however, that for humans sone anbiguity
is inevitable, because of the vagaries of witing systens and of
human percepti on.

Normal i zati on Form C ("NFC') renoves the anbiguities based on dual or
mul ti ple encoding for the sane abstract character. However,
characters are not the sane as their glyphs. This neans that it is
possi ble for certain abstract characters to share a glyph. W can
call such abstract characters "honogl yphs". While this | ooks at
first like sonething that should be handl ed (or should have been
handl ed) by nornalization (NFC or sonething else), there are

i mportant differences; the situation is in some sense an extrene case
of a spectrum of anbiguity.

A 2.1. Confusability

Wil e Uni code deals in abstract characters and inclusion works on
Uni code code points, users interact with strings as actually
rendered: sequences of glyphs. There are characters that, depending
on font, sonetinmes look quite simlar to one another (such as "I" and
"1"); any character that is like this is often called "visually
simlar". Mre difficult are characters that, in any normal
rendering, always |ook the same as one another. The shared history
of Cyrillic, Greek, and Latin scripts, for exanple, means that there
are characters in each script that function sinlarly and that are
usual Iy i ndistingui shable fromone another, though they are not the
sane abstract character. These are exanples of "honoglyphs." Any
character that can be confused for another one can be called
confusabl e, and confusability can be thought of as a spectrumwth
"visually simlar" at one end, and "honogl yphs" at the other. (W
use the term "honogl yph" strictly: code points that nornmally use the
same gl yph when rendered.)

Not e that honogl yphs are not restricted to cross-script scenarios -
there are a nunber of honopgl yphs where both code points or sequences
are part of the same script.

A further issue is introduced by the fact that Unicode caters not
only to living and dead | anguages ali ke, but also to scholarly and
scientific notation, as well as specialized nodes of witten text,
such as for poetry, religious wirks, or texts to be sung or chanted.
Where these notations use synbols, they are excluded under inclusion
but where they use varieties of letter fornms or marks used with
letters, they are included by default. Sone of these letters or

mar ks, have been incorporated over tinme into orthographies for living
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| anguages, which is one reason they were not rigorously excluded from
the start. However, in sone cases, they may (alone or in conbination
with ordinary letters appear the sanme (or very simlar to) existing
letters. This nakes sone of these characters, and especially the

mar ks in question "troubl esone".

Finally, | DNA 2008 has a limted appreciation for the fact that
characters in conplex scripts, unlike ASCI| letters, cannot sinply
occur in random sequences. Neither software (for display or data
entering) nor readers are prepared to process sone of these code
points "out of order". For such scripts, without a policy that
descri bes permi ssible contexts, |abels could be registered that
cannot be rendered or typed reliably and which nost users woul d not
know how to read or recognize. |n sonme cases, conbining sequences
typed in the "wong" order may display identically to to those typed
in the "correct" ordering; again sonething that needs to be sorted
out by defining perm ssible contexts, for exanple by using the
context rule mechanismin [ RFC7940].

Appendi x B. Exanpl es

There are a nunber of cases that illustrate the conbi ni ng sequence or
di graph i ssue:

U+08A1 vs \u' 0628\ u’ 0654° This case is ARABI C LETTER BEH W TH HAMZA
ABOVE, which is the one that was detected during expert review
that caused the IETF to first notice the issue, even though the
i ssue existed before this. For detailed discussion of this case
and sone of the follow ng ones, see
[1-D. kl ensi n-i dna-5892upd- uni code70] .

U+0681 vs \u' 062D \u’ 0654 This case is ARABIC LETTER HAH W TH HAMZA
ABOVE, which (Iike U+O8Al) does not have a canoni cal equival ent.
In both cases, the places where hanza above and sinilar Arabic
conbi ning marks are used are specialized enough that the conbining
marks are generally excluded. See [RFC5564] and [RZ-LGR
Uni code has a policy of encoding as conposite any letter needed in
an Arabic orthography, even if it appears superficially that the
same shape coul d be achi eved by a conbi ni ng sequence. (In actua
typography there’'s often a snmall but noticeable difference in
pl acenent of the mark between a conposite character and a
conbi ni ng sequence.)

U+0623 vs \u’' 0627'\u’ 0654" This case is ARABIC LETTER ALEF W TH
HAMZA ABOVE. Unlike the previous two cases, it does have a
canoni cal equival ence with the conbini ng sequence. Therefore,
only the conposite is used in |DNs.
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U+09E1 vs u\’' 098C u\’' 09E2’ This case is BENGALI LETTER VOCALI C LL.
This is an exanple in the Bengali script of a case without a
canoni cal equival ence to the comnbi ning sequence. Per Unicode, the
singl e code point should be used to represent vowel signs in text,
and t he sequence of code points should not be used. There are
simlar cases in nmany Indic scripts. It is not a sinple matter of
di sall owi ng the conbining vowel mark in cases |like this, because
it is commonly used as vowel sign. The reconmendati on would be to
add a context rule, restricting the vowel signs from appearing
directly after an independent vowel |ike U+098C. .

W019A vs \u' 006C \u’ 0335 This case is LATIN SMALL LETTER L WTH
BAR. In at |least sone fonts, there is a detectable difference
bet ween the conposite code point and the conbi ni ng sequence, but
only if one conpares them side-by-side. Unlike a separable
diacritic, there are no fast rules for placenment of overlays. A
bar may cross at different heights for different glyph shape or
may cross different parts of the glyph. For this reason, there is
no canoni cal equival ence defined between the sequence and the
conmposite. Unicode has a principle of encoding barred letters of
speci fic shape as single code point conposites when needed for any
witing system The code point U+0335 COVBI Nl NG SHORT STROKE
OVERLAY and simlar overlay diacritics are therefore never needed
as part of any orthography and are recommended to be excluded from
i dentifiers.

U+00F8 vs \u' 006F \u' 0337 This is LATIN SMALL LETTER O W TH STRCKE
The effect is simlar to the previous case. Unicode has a
principle of encoding stroked letters as conposites when needed
for any witing system

U+02A6 vs \u’' 0074'\u’ 0073 This is LATIN SMALL LETTER TS DI GRAPH,
which is not canonically equivalent to the letters t and s. The
i ntent appears to be that the digraph shows the two shapes as
kerned, but the difference may be slight if viewed out of context.
The use of the digraph is for specialized purposes; it can be
excluded fromidentifiers

U+01C9 vs \u 006C \u 006A" Unlike the TS digraph, the LJ digraph has
a relevant conpatibility deconposition, so it fails the rel evant
stability rules under inclusion and is therefore DI SALLOAED in
| DNA2008. This illustrates the way that consistencies that night
be natural to some users of a script are not necessarily found in
it, possibly because of uses by another witing system

U+06C8 vs u\’ 0648 u\’'0670° ARABIC LETTER YU is an exanpl e where the

normal | y-rendered character | ooks just |ike a conbining sequence,
but are named differently. This an exanple that shows that the
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Uni code nanme is not a reliable indicator of the intended
appearance. Like other cases in Arabig, the recomrendation is to
excl ude the conbining mark (and therefore the sequence) in favor
of the conposite.

U+069 vs \u' 0069’ \u' 0307° LATIN SMALL LETTER | foll owed by COVBI NI NG
DOT ABOVE by definition, renders exactly the same as LATIN SMALL
LETTER | by itself and does so in practice for any good font. The
same would be true if "i" was replaced with any of the other
Soft _Dotted characters defined in Unicode. The character sequence
\u 0069 \u 0307 (followed by no other conbining mark) is
reportedly rather conmon on the Internet. Because base character
and stand-al one code point are the same in this case, and the code
poi nts affected have the Soft_Dotted property already, this could
be mtigated separately via a context rule affecting U+0307

O her cases that denonstrate that the issue does not |ie exclusively
or primarily with conbining sequences:

U+0B95 vs WOBE7 The TAML LETTER KA and TAML DIG T ONE are al ways
i ndi stinguishabl e, but needed to be encoded separately because one
is aletter and the other is a digit.

Arabic-Indic Digits vs. Extended Arabic-Indic Digits Seven digits of
these two sequences have entirely identical shapes. This case is
an exanpl e of something dealt with in inclusion that neverthel ess
can lead to confusions that are not fully mitigated. |DNA for
exanpl e, contains context rules restricting the digits to one set
or another; but such rules apply only to a single label, not to an
entire name. Mreover, it provides no way of distinguishing
between two | abel s that both conformto the context rule, but
where each contains a different nenber one of the seven identica
shape pairs.

U+53E3 vs W56D7 These are two Han characters (roughly rectangul ar)
that are different when laid side by side; but they may be
difficult to distinguish out of context or in very small print.

U+01DD vs W0259 The two Latin script code points share the have the
i dentical appearance of a | ower-case upside down "e". They are
encoded differently due to different uppercase forms. The fact
that they uppercase differently is taken as evidence that they are
not the same abstract character, despite the superficial evidence
of their shared shape. The nore conmmon cases, where the uppercase
forns are identical may be of |ess concern, given that |DNA 2008
islimted to | ower case.
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Cross script honogl yphs usually do not invol ve conbi ni ng sequences,
but can be nmitigated by rules requiring strings to be in a single
script. For zones that support nultiple scripts, it may be necessary
to have policies to prevent whol e-script honographs: |abels entirely
in one script that | ook the sane as another |abel in the other
script. One nmethod would be to define "blocked" variants (See

[ RFC7940] and [ RFCB228]).

LATIN SMALL LETTER OPEN E is one of a handful of exanples of
characters borrowed from another script, in this case GREEK SMVALL
LETTER EPSI LON
LATIN SMALL LETTER E and CYRILLIC SMALL LETTER IE are historically
rel ated, both derive from uppercase fornms of the GREEK CAPTI AL
LETTER EPSI LON. There are a nunber of such pairs -- enough to
make many whol e strings that | ook the sane in both scripts (but
usual Iy spell nonsense in one of then). An exanple would be
"pax".

Appendi x C. Di scussi on Venue

Note to RFC Editor: this section should be renoved prior to
publication as an RFC

This Internet-Draft may be di scussed on the | AB Internationalization
public list: i18n-di scuss@ ab. org.

Appendi x D. Change History

Note to RFC Editor: this section should be renoved prior to
publication as an RFC

00:
* Initial version
01:
* Add background and exanples fromthe LUCH D Probl em St at enent

* Add a paragraph about notivation to explain the difference
between this registry and adninistrative policy nore generally

* Expand and clarify a nunber of earlier points of discussion

* Attenpt to nmake clear that this registry does not update any
protocol s
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