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Abst ract

Thi s docunment describes a way, called Forwarding Policy Configuration
(FPC) to manage the separation of data-plane and control -plane. FPC
defines a flexible nobility managenent system using FPC agent and FPC
client functions. An FPC agent provides an abstract interface to the
dat a-pl ane. The FPC client configures data-plane nodes by using the
functions and abstractions provided by the FPC agent for that data-

pl ane nodes. The data-plane abstractions presented in this docunent
is extensible, in order to support many different types of nobility
managenent systens and dat a- pl ane functi ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 17, 2018.
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1. Introduction

Thi s docunment describes Forwardi ng Policy Configuration (FPC), a

system for managi ng the separation of data-plane and control -pl ane.

FPC enabl es flexible nobility managenent using FPC agent and FPC

client functions. An FPC agent exports an abstract interface to the

dat a- pl ane. To configure data-plane nodes and functions, the FPC

client uses the interface to the data-plane offered by the FPC agent.

Contro

various granularities of operation

pl anes of nobility managenent systems, or other applications
whi ch require data-plane control, can utilize the FPC client at

configuring a single Data-Plane Node (DPN) directly, as well as
mul tiple DPNs as determ ned by abstracted data-pl ane nodels on the
FPC agent.

The operations are capabl e of

A FPC agent provi des data-plane abstraction in the follow ng three

areas:
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Topol ogy: DPNs are grouped and abstracted according to well -known
concepts of nobility managenent such as access networks, anchors
and domains. A FPC agent provides an interface to the abstract
DPN- groups that enables definition of a topology for the
forwardi ng pl ane. For exanple, access nodes nay be assigned to a
DPN- group which peers to a DPN-group of anchor nodes.

Po

icy: A Policy enbodies the nechani sns for processing specific
traffic fl ows or packets. This is needed for QS, for packet
processing to rewite headers, etc. A Policy consists of one or
nmore rules. Each rule is conposed of Descriptors and Actions.
Descriptors in arule identify traffic flows, and Actions apply
treatnents to packets that match the Descriptors in the rule. An
arbitrary set of policies can be abstracted as a Policy-group to
be applied to a particular collection of flows, which is called
the Virtual Port (Vport).

Mobility: A nmobility session which is active on a nobile node is
abstracted as a Context with associated runtime concrete
attributes, such as tunnel endpoints, tunnel identifiers,
del egated prefix(es), routing information, etc. Contexts are
attached to DPN-groups along with consequence of the contro
pl ane. One or nultiple Contexts which have sane sets of policies
are assigned Vports which abstract those policy sets. A Context
can belong to nultiple Vports which serve various kinds of purpose
and policy. Mnitors provide a mechanismto produce reports when
events regarding Vports, Sessions, DPNs or the Agent occur

The Agent assenbl es applicable sets of forwarding policies for the
mobility sessions fromthe data nodel, and then renders those
policies into specific configurations for each DPN to which the
sessions attached. The specific protocols and configurations to
configure DPN froma FPC Agent are outside the scope of this
docunent .

The dat a- pl ane abstractions nmay be extended to support nany different
mobi | ity managenent systens and data-pl ane functions. The
architecture and protocol design of FPCis not tied to specific types
of access technol ogi es and nobility protocols.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

DPN: A dat a- pl ane node (DPN) is capabl e of
depl oyi ng dat a-pl ane features. DPNs may be
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switches or routers regardless of their
realiziation, i.e. whether they are hardware
or software based

FPC Agent: A functional entity in FPC that nanages DPNs
and provi des abstracted dat a-pl ane networks
to nobility managenent systens and/ or
applications through FPC dients.

FPC dient: A functional entity in FPC that is integrated
with nmobility nmanagenent systens and/ or
applications to control forwarding policy,
mobil ity sessions and DPNs.

Tenant : An operational entity that manages mobility
managenent systens or applications which
requi re data-pl ane functions.

Domai n: One or nore DPNs that form a data-pl ane
network. A nobility managenent system or an
application in a tenant may utilize a single
or multiple donmains.

Virtual Port (Vport): A set of forwarding policies.

Cont ext : An abstracted endpoint of a nobility session
associated with runtinme attributes. Vports
may apply to Context which instantiates those
forwardi ng policies on a DPN.

3. FPC Architecture

To fulfill the requirenments described in [RFC7333], FPC enabl es
nmobility control -planes and applications to configure DPNs with
various roles of the nobility managenment as described in
[I-D.ietf-dm depl oynent - nodel s].

FPC defines buil ding bl ocks of FPC Agent and FPC Cient, as well as
data nodel s for the necessary data-pl ane abstractions. The
attributes defining those data nodels serve as protocol elenents for
the interface between the FPC Agent and the FPC Cient.

Mobility control -pl anes and applications integrate the FPC dient
function. The FPC Cient connects to FPC Agent functions. The
Client and the Agent conmuni cate based on information nodels for the
dat a- pl ane abstractions described in Section 4. The data nodel s

all ow the control -plane and the applications to support forwarding
policies on the Agent for their mobility sessions.
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The FPC Agent carries out the required configuration and managenent
of the DPN(s). The Agent determ nes DPN configurations according to
the forwarding policies requested by the FPC Cient. The DPN
configurations could be specific to each DPN i npl enentation such that
how FPC Agent determnines inplenentation specific configuration for a
DPN is outside of the scope of this docunment. Along with the nodels,
the control -plane and the applications put Policies to the Agent
prior to creating their nobility sessions.

Once the Topol ogy of DPN(s) and donmins are defined for a data pl ane
on an Agent, the data-plane nodes (DPNs) are avail able for further
configuration. The FPC Agent connects those DPNs to nanage their
configurations.

This architecture is illustrated in Figure 1. An FPC Agent may be
i mpl emented in a network controller that handles nultiple DPNs, or
there is a sinple case where anot her FPC Agent may itself be
integrated into a DPN

Thi s docunent does not adopt a specific protocol for the FPC
interface protocol and it is out of scope. However it mnust be
capabl e of supporting FPC protocol nessages and transactions
described in Section 5.
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Figure 1: Reference Forwarding Policy Configuration (FPC

The FPC architecture supports multi-tenancy;

Architecture

an FPC enabl ed dat a-

pl ane supports tenants of nultiple nobile operator networks and/or

applications.

It means that the FPC dient of each tenant connects

to the FPC Agent and it MJUST partition nanespace and data for their

dat a- pl anes.
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Note that all FPC nobdels SHOULD be configurable. The FPC interface
protocol in Figure 1 is only required to handle runtime data in the
Mobility nodel. The rest of the FPC nodels, nanely Topol ogy and
Policy, may be pre-configured, and in that case real-tine protocol
exchanges woul d not be required for them COperators that are tenants
in the FPC data-plane coul d configure Topol ogy and Policy on the
Agent through other nmeans, such as Restconf
[I-D.ietf-netconf-restconf] or Netconf [RFC6241].

4., Information Mbdel for FPC

This section presents an information nodel representing the abstract
concepts of FPC, which are | anguage and protocol neutral. Figure 2
shows an overvi ew of the FPC dat a-pl ane informati on nodel .

(Mobi |l e operator tenant that abstracted data-plane is used)

I
+- - - FPC- Topol ogy

I
+- - - DPNs

I
+- - - DPN- gr oups

+- - - Domai ns

+---FPC-Pol i cy
I

+---Descriptors

I

I

I .
| +---Actions
I I

| +---Policies
I

I

I

+---Policy-groups

+---FPC- Mbbi l ity

I
+---Vports

+---Contexts

Fi gure 2: FPC Dat a-pl ane I nformation Model
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4.1. FPC- Topol ogy

Topol ogy abstracti on enabl es a physical data-plane network to support
mul tiple overlay topol ogies. An FPC Topol ogy consists of DPNs, DPN-
groups and Donmi ns whi ch abstract data-pl ane topol ogies for the
Client’s nobility control -planes and applicati ons.

Uilizing a FPC Agent, a nobile operator can create virtual DPNs in
an overlay network. Those such virtual DPNs are treated the sane as
physical forwarding DPNs in this docunent.

4.1.1. DPNs

The DPNs define all avail able nodes to a tenant of the FPC dat a-pl ane
networ k. FPC Agent defines DPN binding to actual nodes. The role of
a DPN in the data-plane is determined at the tine the DPN is assigned
to a DPN-group.

( FPC- Topol ogy)
|

+- - - DPNs

I
+---DPN-i d

+- - - DPN- nane

|
+- - - DPN- gr oups

+--- Node-ref erence

Figure 3: DPNs Mbdel Structure

DPN-id: The identifier for the DPN. The ID format MJUST conformto
Section 4. 4.

DPN- nane: The nane of the DPN.
DPN- groups: The list of DPN-groups to which the DPN bel ongs.

Node-reference: |ndicates a physical node, or a platform of
virtualization, to which the DPN is bound by the Agent. The
Agent SHOULD mai ntain that node’s information, including IP
address of managenent and control protocol to connect them |In
the case of a node as a virtualization platform FPC Agent
directs the platformto instantiate a DPN to which a DPN-group
attributes
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4.1.2. DPN-groups

A DPN-group is a set of DPNs which share certain specified data-plane
attributes. DPN-groups define the data-plane topol ogy consisting of
a DPN-group of access nodes connecting to an anchor node’s DPN- group.

A DPN-group has attributes such as its data-plane role, supported
access technol ogies, nobility profiles, connected peer groups and
domain. A DPN may be assigned to nmultiple DPN-groups in different
dat a- pl ane roles or different domains.

( FPC- Topol ogy)
I

+- - - DPN- gr oups

I
+---DPN-group-id

+---Dat a-pl ane-rol e

+- - - Domai ns

+--- Access-type

I
+---Mobility-profile

I
+- - - DPN- gr oup- peers

Fi gure 4: DPN-groups Mddel Structure

DPN-group-id: The identifier of the DPN-group. The ID format MJST
conformto Section 4.4.

Dat a- pl ane-rol e: The data-plane role of the DPN-group, such as
access-dpn, anchor-dpn.

Domai ns: The domains to which the DPN-group bel ongs.

Access-type: The access type supported by the DPN-group such as
et hernet (802. 3/11), 3gpp cellular(S1, RAB), if any.

Mobility-profile: Ildentifies a supported nobility profile, such as
ietf-pmp, or 3gpp. New profiles may be defined as extensions of
this specification. Mbility profiles are defined so that sone
or all data-plane paraneters of the nobility contexts that are
part of the profile can be automatically determ ned by the FPC
Agent .
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DPN- gr oup- peers: The renote peers of the DPN-group with paraneters
described in Section 4.1.2.1.

4.1.2.1. DPN-group Peers

DPN- group-peers lists relevant paranmeters of renote peer DPNs as
illustrated in Figure 5.

( DPN- gr oups)
I
+- - - DPN- gr oup- peers
I

+- - - Renot e- DPN- gr oup-i d
I

+---Renote-mobility-profile

+- - - Renot e- dat a- pl ane-rol e

+- - - Renot e- endpoi nt - addr ess

+- - -Local - endpoi nt - addr ess

I
+---MIU-si ze

Fi gure 5: DPN-groups Peer Mdel Structure

Renot e- DPN-group-id: The ID of the peering DPN-G oup. The ID format
MUST conformto Section 4.4.

Renmote-mobility-profile: The mobility-profile for the peering DPN
group. Currently defined profiles are ietf-pmp, or 3gpp. New
profiles may be defined as extensions of this specification.

Renot e- dat a- pl ane-rol e: The data-pl ane role of the peering DPN
group.

Renot e- endpoi nt - address: Defi nes Endpoi nt address of the peering
DPN- gr oup.

Local - endpoi nt - address: Defines Endpoi nt address of its own DPN
group to peer the renote DPN group.

MIU-si ze: Defines MIU size of traffic between the DPN-G oup and this
DPN- gr oup- peer .
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4.1.3. Donmmins

A domain is defined by an operator to refer to a particul ar network,
considered as a system of cooperating DPN-groups. Donmains nmay
represent services or applications that are resident within an
operator’s network.

( FPC- Topol ogy)
I

+- - - Domai ns

+---Domai n-id

+- - - Domai n- nane

+- - - Donmai n-type
I

+- - -Domai n-r ef erence

Figure 6: Domain Model Structure

Donai n-i d: Identifier of Domain. The ID format MJST conformto
Section 4. 4.

Domai n- name: The nanme of the Donmi n.

Domai n-type: Specifies which address fanmlies are supported within
t he donai n.

Donai n-reference: Indicates a set of resources for the domai n which
consi sts a topol ogy of physical nodes, platforns of
virtualization and physical/virtual links with certain bandw dth,
etc,.

4.2. FPC Policy

The FPC-Policy consists of Descriptors, Actions, Policies and Policy-
groups. These can be viewed as configuration data, in contrast to
Contexts and Vports, which are structures that are instantiated on
the Agent. The Descriptors and Actions in a Policy referenced by a
Vport are active when the Vport is in an active Context, i.e. they
can be applied to traffic on a DPN
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4.2.1. Descriptors

Descriptors defines classifiers of specific traffic flows, such as
those based on source and destination addresses, protocols, port
nunbers of TCP/ UDP/ SCTP/ DCCP, or any way of classifying packets.
Descriptors are defined by specific profiles that nmay be produced by
3gpp, ietf or other SDOs. Many specifications also use the terns
Filter, Traffic Descriptor or Traffic Selector [ RFC6088]. A packet
that nmeets the criteria of a Descriptor is said to satisfy, pass or
be consuned by the Descriptor. Descriptors are assigned an
identifier and contain a type and val ue.

(FPC- Pol i cy)
|

+---Descriptors
I
+---Descriptor-id
I
+---Descriptor-type

+---Descriptor-val ue

Figure 7: Descriptor Mdel Structure

Descriptor-id: ldentifier of Descriptor. The ID format MJST conform
to Section 4.4.

Descriptor-type: The descriptor type, which determ nes the
classification of a specific traffic flows, such as source and
destination addresses, protocols, port nunbers of TCP/ UDP/ SCTP/
DCCP, or any other way of selecting packets.

Descriptor-value: The value of Descriptor such as | P prefix/address,
prot ocol nunber, port nunber, etc.

4.2.2. Actions

A Policy defines a list of Actions that are to be applied to traffic
meeting the criteria defined by the Descriptors. Actions include
traffic managenment such as shaping, policing based on given

bandwi dth, and connectivity actions such as pass, drop, forward to
gi ven nexthop. Actions may be defined as part of specific profiles
whi ch are produced by 3gpp, ietf or other SDOCs.
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(FPC-Pol i cy)
L———A@tions
L———Action—id
%---A@tion-type

+---Action-val ue

Fi gure 8: Action Mdel Structure

Action-id: Identifier for the Action. The ID format MJST conformto
Section 4. 4.

Action-type: The type of the action -- i.e. howto treat the
specified traffic flows. Exanples include pass, drop, forward to
a given nexthop val ue, shape or police based on given bandw dth
val ue, etc.

Action-value: Specifies a value for the Action-type, such as
bandwi dt h, nexthop address or drop, etc.

4.2.3. Policies

Policies are collections of Rules. Each Policy has a Policy
Identifier and a list of Rule/Order pairs. The Order and Rul e val ues
MUST be unique in the Policy. Unlike the AND filter matching of each
Rule the Policy uses an OR matching to find the first Rule whose
Descriptors are satisfied by the packet. The search for a Rule to
apply to packet is executed according to the uni que Order val ues of
the Rules. This is an ascending order search, i.e. the Rule with the
| owest Order value is tested first and if its Descriptors are not
satisfied by the packet the Rule with the next |owest Order value is
tested. If a Rule is not found then the Policy does not apply.
Policies contain Rules (not references to Rules).
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(FPC-Pol i cy)
I

+---Policies

I
+---Policy-id

+---Rul es

I
+---Order

+---Descriptors

I I
+---Descriptor-id

I
| N
| +---Direction
I

+---Actions

+---Action-id

I
+---Action-COrder

Figure 9: Model Structure for Policies

Policy-id: ldentifier of Policy. The ID format MJST conformto
Section 4. 4.

Rul es: List of Rules which are a collection of Descriptors and
Actions. All Descriptors MIST be satisfied before the Actions
are taken. This is known as an AND Descriptor list, i.e.
Descriptor 1 AND Descriptor 2 AND ... Descriptor X all MJST be
satisfied for the Rule to apply.

Order: Specifies ordering if the Rule has nultiple Descriptors and
Action sets. Oder values MJST be unique within the Rules list.

Descriptors: The list of Descriptors.
Descriptor-id: ldentifies each Descriptor in the Rule.

Direction: Specifies which direction applies, such as uplink
downl i nk or both.

Acti ons: Li st of Actions.

Action-id: Indicates each Action in the rule.
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Action-Order: Specifies Action ordering if the Rule has nultiple
actions. Action-Oder values MJST be unique within the Actions
list.

4.2.4. Policy-groups

Li st of Policy-groups which are an aggregation of Policies. Comon
applications include aggregating Policies that are defined by
different functions, e.g. Network Address Transl ation, Security,

etc. The structure has an Identifier and references the Policies via
their ldentifiers.

(FPC- Pol i cy)
|

+---Pol i cy-groups
I
+---Policy-group-id
I

+---Policies

Fi gure 10: Policy-group Moddel Structure

Policy-group-id: The identifier of the Policy-group. The ID format
MUST conformto Section 4.4.

Policies: List of Policies in the Policy-group
4.3. FPC for Mbility Managenent

The FPC-Mbility consists of Vports and Contexts. A mobility session
is abstracted as a Context with its associated runtinme concrete
attributes, such as tunnel endpoints, tunnel identifiers, delegated
prefix(es) and routing information, etc. A Vport abstracts a set of
policies applied to the Context.

4.3.1. \Vport

A Vport represents a collection of policy groups, that is, a group of
rul es that can exist independently of the nobility/session |ifecycle.
Mobility control-plane applications create, nodify and delete Vports
on FPC Agent through the FPC dient.

When a Vport is indicated in a Context, the set of Descriptors and

Actions in the Policies of the Vport are collected and applied to the
Context. They nust be instantiated on the DPN as forwarding rel ated
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actions such as QoS differentiations, packet processing of encap/
decap, header rewite, route selection, etc.

(FPC- Mobi i ty)
I
+---Vports
I
+---Vport-id
I

+---Policy-groups

Figure 11: Vport Mbdel Structure

Vport-id: The identifier of Vport. The ID format MJST conformto
Section 4. 4.

Pol i cy-groups: List of references to Policy-groups which apply to
the Vport.

4, 3. 2. Cont ext

An endpoint of a nobility session is abstracted as a Context with its
associated runtime concrete attributes, such as tunnel endpoints,
tunnel identifiers, delegated prefix(es) and routing information,

etc. A nobility control-plane, or other applications, can create,
nodi fy and del ete contexts on an FPC Agent by using the FPC Client.

FPC Agent SHOULD deternmine runtime attributes of a Context fromthe
Vport’'s policies and the attached DPN' s attributes. A nobility
control -pl ane, or other applications, MAY set sone of the runtinme
attributes directly when they create data-plane related attributes.
In the case of that a nobility control-plane assigns tunnel
identifiers, for instance.
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(FPC- Mobi 1 ty)
I

+---Contexts

+---Context-id
I

+---Vports

I
+- - - DPN- gr oup

I
+---Del egat ed-i p-prefixes
I

+- - - Par ent - cont ext

Fi gure 12: Conmon Context Mdel Structure

Context-id: Ildentifier of the Context. The ID format MJST conform
to Section 4.4.

Vports: List of Vports. When a Context is applied to a Vport, the
context is configured by policies at each such Vport. Vport-id
references indicate Vports which apply to the Context. Context
can be a spread over multiple Vports which have different
poli ci es.

DPN- group: The DPN-group assigned to the Context.

Del egat ed-i p-prefixes: List of IP prefixes to be delegated to the
nmobi | e node of the Context.

Parent-context: |Indicates a parent context fromwhich this context
i nherits.

4.3.2.1. Single DPN Agent Case
In the case where a FPC Agent supports only one DPN, the Agent MJST
mai ntain Context data just for the DPN. The Agent does not need to

mai ntain a Topol ogy nodel. Contexts in single DPN case consists of
followi ng paranmeters for both direction of uplink and downlink
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(Cont ext s)

+---UL- Tunnel -l ocal - addr ess

+- - - UL- Tunnel - r enot e- addr ess

I+ UL- MTU-si ze

I+ UL- Mobi i ty-specific-tunnel - parameters
L UL- Next hop

I+ UL- QoS- profil e-specific-paraneters

+---UL- DPN-speci fic-paraneters

+---UL- Vendor - speci fi c- paraneters

Figure 13: Uplink Context Mddel of Single DPN Structure

UL- Tunnel -l ocal -address: Specifies uplink endpoint address of the
DPN.

UL- Tunnel -renot e- address: Speci fies uplink endpoint address of the
renot e DPN.

UL- MTU-si ze: Specifies the uplink MIU size.

UL- Mobi lity-specific-tunnel -paraneters: Specifies profile specific
uplink tunnel paranmeters to the DPN which the agent exists. This
may, for exanple, include GIP/TEID for 3gpp profile, or GRE Key
for ietf-pmp profile.

UL- Next hop: I ndicates next-hop information of uplink in external
network such as | P address, MAC address, SPI of service function
chain [I-D.ietf-sfc-nsh], SID of segnent
routing[l-D.ietf-6man-segnent-routing-header]
[I-D.ietf-spring-segnent-routing-npls], etc.

UL- QoS-profil e-specific-paraneters: Specifies profile specific QS
paranmeters of uplink, such as QCI/TFT for 3gpp profile,
[ RFC6089] /[ RFC7222] for ietf-pmip, or parameters of new profiles
defined by extensions of this specification.

UL- DPN-speci fic-paraneters: Specifies optional node specific

paraneters needed by uplink such as if-index, tunnel-if-nunber
that nmust be unique in the DPN.
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UL- Vendor - speci fi c-paraneters: Specifies a vendor specific paraneter
space for the uplink.

(Cont ext s)
I

+---DL- Tunnel -| ocal - addr ess

+---DL-Tunnel -renot e- addr ess

L———DL—MTL,Lsi ze

I+ DL- Mobi lity-specific-tunnel -paraneters
I+ DL- Next hop

}Ir DL- QoS- profil e-specific-paraneters

+---DL- DPN-speci fic-paraneters

+---DL- Vendor - speci fi c- paraneters

Fi gure 14: Downlink Context Mdel of Single DPN Structure

DL- Tunnel -1 ocal - address: Specifies downlink endpoint address of the
DPN.

DL- Tunnel -renot e- address: Speci fies downl i nk endpoi nt address of the
renot e DPN.

DL- MTU-si ze: Specifies the downlink MIU size of tunnel.

DL- Mobi i ty-specific-tunnel -paranmeters: Specifies profile specific
downl i nk tunnel parameters to the DPN which the agent exists.
This may, for example, include GIP/TEID for 3gpp profile, or GRE/
Key for ietf-pnip profile.

DL- Next hop: I ndicates next-hop information of downlink in external
network such as | P address, MAC address, SPI of service function
chain [I-D.ietf-sfc-nsh], SID of segnent
routing[l-D.ietf-6nman-segnent-routing-header]
[I-D.ietf-spring-segnent-routing-npls], etc.

DL- QoS-profil e-specific-paraneters: Specifies profile specific QS
paraneters of downlink, such as QCI/TFT for 3gpp profile,
[ RFC6089] /[ RFC7222] for ietf-pmp, or paraneters of new profiles
defined by extensions of this specification.
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DL- DPN-speci fic-paranmeters: Specifies optional node specific
par aneters needed by downlink such as if-index, tunnel-if-nunber
that rmust be unique in the DPN

DL- Vendor - speci fi c-paraneters: Specifies a vendor specific paraneter
space for the downlink.

4.3.2.2. Miltiple DPN Agent Case

Alternatively, a FPC Agent nmay connect to nultiple DPNs. The Agent
MUST maintain a set of Context data for each DPN. The Cont ext
contains a list of DPNs, where each entry of the list consists of the
paranmeters in Figure 15. A Context data for one DPN has two entries
- one for uplink and another for downlink or, where applicable, a
direction of ’'both

(Cont ext s)
I
+- - - DPNs
|
+---DPN-i d

+---Direction

+---Tunnel -1 ocal - addr ess

+- - - Tunnel - r enot e- addr ess

I
+---MIU-si ze

+---Mbility-specific-tunnel -parameters

|
+- - - Next hop

+---QoS-profile-specific-paraneters

+- - - DPN-speci fi c- paraneters

+- - -Vendor - speci fi c-paraneters

Fi gure 15: Multipl e-DPN Supported Context Mddel Structure
DPN-id: Indicates DPN of which the runti me Context data install ed.

Direction: Specifies which side of connection at the DPN indicated -
upl i nk, downlink or both.
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Tunnel -1 ocal -address: Specifies endpoint address of the DPN at the
upl i nk or downli nk.

Tunnel -renot e- address: Specifies endpoi nt address of renote DPN at
the uplink or downli nk.

MIU-si ze: Specifies the packet MIU size on uplink or downlink.

Mobi lity-specific-tunnel -paranmeters: Specifies profile specific
tunnel paraneters for uplink or dowlink to the DPN. This nmay,
for exanple, include GIP/ TEID for 3gpp profile, or GRE/ Key for
ietf-pmip profile.

Next hop: Indicates next-hop information for uplink or downlink in
external network such as I P address, MAC address, SPlI of service
function chain [I-D.ietf-sfc-nsh], SID of segnent
routing[l-D.ietf-6nman-segnent-routing-header]
[I-D.ietf-spring-segnent-routing-npls], etc.

QS-profile-specific-paraneters: Specifies profile specific QS
paraneters for uplink or downlink to the DPN, such as QCI/TFT for
3gpp profile, [RFC6089]/[RFC7222] for ietf-pmp, or paraneters of
new profiles defined by extensions of this specification.

DPN- speci fi c-paraneters: Specifies optional node specific parameters
needed by uplink or downlink to the DPN such like if-index,
tunnel -if-nunber that nust be unique in the DPN

Vendor - speci fic-paraneters: Specifies a vendor specific paraneter
space for the DPN.

Multi-DPN Agents will use only the DPNs list of a Context for
processing as described in this section. A single-DPN Agent MAY use
both the Single Agent DPN nodel Section 4.3.2.1 and the nmulti-DPN
Agent Cont ext described here.

4.3.3. NMbnitors

Monitors provide a mechanismto produce reports when events occur. A
Monitor will have a target that specifies what is to be watched.

When a Monitor is specified, the configuration MIST be applicable to
the attribute/entity nonitored. For exanple, a Mnitor using a
Threshol d configuration cannot be applied to a Context, because
Contexts do not have thresholds. But such a nonitor could be applied
to a nuneric threshold property of a Context.
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(FPC- Mobi lity)
I
+---Monitors
I
+---Monitor-id
I

+- - - Tar get

+---Configuration

Fi gure 16: Common Monitor Mddel Structure

Monitor-id: Nane of the Monitor. The ID format MJUST conformto
Section 4. 4.

Target: Target to be nonitored. This may be an event, a Context, a
Vport or attribute(s) of Contexts. Wen the type is an
attribute(s) of a Context, the target nane is a concatenation of
the Context-1d and the relative path (separated by '/") to the
attribute(s) to be nonitored.

Configuration: Determ ned by the Mnitor subtype. Four report types
are defi ned:

* Periodic reporting specifies an interval by which a
notification is sent to the Cient.

* Event reporting specifies a list of event types that, if they
occur and are related to the nonitored attribute, will result
in sending a notification to the Cient.

* Schedul ed reporting specifies the tine (in seconds since Jan
1, 1970) when a notification for the nonitor should be sent to
the Client. Once this Mnitor’'s notification is conpleted the
Monitor is automatically de-registered.

* Threshold reporting specifies one or both of a | ow and high
threshold. Wen these values are crossed a correspondi ng
notification is sent to the dient.

4.4. Nanespace and For nmat

The identifiers and names in FPC nodel s which reside in the sane
nanespace nust be unique. That uni queness nmust be kept in agent or
dat a- pl ane tenant nanespace on an Agent. The tenant namespace

uni queness MJST be applied to all elenents of the tenant nodel, i.e.
Topol ogy, Policy and Mbility nodels.
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When a Policy needs to be applied to Contexts in all tenants on an
Agent, the Agent SHOULD define that policy to be visible fromall the
tenants. In this case, the Agent assigns an unique identifier in the
agent namespace.

The format of identifiers can utilize any fornmat with agreenent

bet ween dat a- pl ane agent and client operators. The formats include
but are not limted to Aobally Unique IDentifiers (GU Ds),

Uni versally Unique IDentifiers (UUIDs), Fully Qualified Domai n Nanes
(FQDNs), Fully Qualified Path Nanes (FQPNs) and Uni form Resource
Identifiers (URI'S).

The FPC nodel does not linmit the types of fornmat that dictate the
choi ce of FPC protocol. However the choice of identifiers which are
used in Mbility nodel need to be considered to handle runtime
paraneters in real-time. The Topol ogy and Policy nodels are not
restricted to neet that requirenent, as described in Section 3.

4.5. Attribute Application

Attributes in FPC Topol ogy and Policy SHOULD be pre-configured in a
FPC Agent prior to Contexts and Vports. The FPC Agent requires those
pre-configured attributes to be able to derive a Context’s detail ed
runtime attributes.

When a FPC Cient creates a Context, the FPC Cient is then able to
i ndi cate specific DPN-group(s) instead of all endpoint addresses of
the DPN(s) and MIU-size of the tunnels for exanple. This is because
that the FPC Agent can derive data for those details fromthe pre-
configured DPN-group information in the FPC Topol ogy.

Simlarly when a Vport is created for the Context, the FPC Agent can
derive detailed forwarding policies fromthe pre-configured Policy
information in the FPC Policy. The FPC dient thereby has no need to
i ndi cate those specific policies to all of the Contexts which share
the same set of Policy-groups.

This is intentional as it provides FPC Clients the ability to reuse
pre-configured FPC Topol ogy and FPC Policy attributes. It helps to
m nimze over the wire exchanges and reduce systemerrors by
exchangi ng |l ess information.

The Agent turns those derived data into runtine attributes of UL and
DL objects which are in the DPNs |list of the Context (rultiple-DPNs
Agent case) or directly under the Context (single-DPN Agent case).
The Agent consequently instantiates forwardi ng policies on DPN(s)
based on those attributes.
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When a Context inherits another Context as its parent, nissing
attributes in the child Context are provided by the Parent Context
(for example, I Msl defined in the 3GPP extension)

It is noted that the Agent SHOULD update the Context’'s attributes
whi ch are instantiated on DPN(s) when the applied attributes of
Topol ogy and Policy are changed.
In the case of FPC Client nodifying an existing runtime attribute of
a Context which the FPC Agent derived, the FPC Agent MJST overwite
that attribute with the value which the Cient brings to the Agent.
However risks exist, for exanple, the attributes could be outside of
al | owabl e range of DPNs whi ch the FPC Agent managed.

5. Protocol

5.1. Protocol Messages and Senantics

Fi ve nessage types are supported:
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oo oo o m e e e +
| Message | Type | Description |
e e e o S o e e e e e e e e e e e e e ee o +
CONF HEADER Configure processes a single
ADM N_STATE operati on.

SESSI ON_STATE
OP_TYPE BODY

I I I I
I I I I
I I I I
| | | |
| CONF_BUNDLE | 1*[ HEADER | A Conf-bundle takes multiple |
[ | ADM N_STATE | operations that are to be [
| | SESSI ON_STATE | executed as a group with partial |
| | TRANS STRATEGY | failures allowed. They are |
| | OP_TYPE BODY] | executed according to the OP_ID |
| | | value in the OP_BODY in |
| | | ascending order. If a |
[ [ | CONF_BUNDLE fails, any entities |
| | | provisioned in the CURRENT |
| | | operation are renoved. However, |
| | | any successful operations |
| | | conpleted prior to the current |
| | | operation are preserved in order |
[ [ | to reduce system | oad. [
I I I I
| REG MONI TOR | HEADER | Register a nonitor at an Agent. |
| | ADM N_STATE *[ | The nessage includes information |
| | MONITOR ] | about the attribute to nonitor |
| | | and the reporting nethod. Note |
[ [ | that a MONITOR CONFIG is [
| | | required for this operation. |
I I I I
| DEREG MONI TOR | HEADER *[ | Deregister nonitors from an |
| | MONNTORID] [ | Agent. Mnitor |IDs are provided. |
| | bool ean ] | Boolean (optional) indicates if |
[ [ | a successful DEREG triggers a [
| | | NOTIFY with final data. |
I I I I
| PROBE | HEADER | Probe the status of a registered |
| | MONITOR ID | nonitor. |
e e e o S o e e e e e e e e e e e e e ee o +

Table 1: Cient to Agent Messages

Each nessage contains a header with the Client Identifier, an
execution delay timer and an operation identifier. The delay, in ns,
is processed as the delay for operation execution fromthe tine the
operation is received by the Agent.
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The Cient Identifier is used by the Agent to associate specific
configuration characteristics, e.g. options used by the Cient when
communi cating with the Agent, as well as the association of the
Cient and tenant in the infornation nodel.

Messages that create or update Mnitors and Entities, i.e. CONFIG
CONF_BUNDLE and REG MONI TOR, specify an Adnministrative State which
specifies the Administrative state of the nmessage subject(s) after
the successful completion of the operation. |If the status is set to
virtual, any existing data on the DPNis renoved. |If the value is
set to disabled, and if that entity exists on the DPN, then an
operation to disable the associated entity will occur on the DPN . If
set to 'active' the DPN will be provisioned. Values are ’'enabled
"disabled’, and 'virtual’.

CONF_BUNDLE al so has the Transaction Strategy (TRANS STRATEGY)
attribute. This value specifies the behavior of the Agent when an
operation fails while processing a CONF_BUNDLE nessage. The val ue of
"default’ uses the default strategy defined for the nessage. The
value "all _or_nothing’ will roll back all successfully executed
operations within the bundle as well as the operation that failed.

An FPC interface protocol used to support this specification may not
need to support CONF_BUNDLE nessages or specific TRANS STRATEGY types
beyond 'default’ when the protocol provides simlar senantics.
However, this MJST be clearly defined in the specification that
defines the interface protocol

An Agent will respond with an ERROR, OK, or an OK W TH | NDI CATI ON
that renmaining data will be sent via a notify fromthe Agent to the
Client Section 5.1.1.6.2 for CONFI G and CONF_BUNDLE requests. \hen
returning an ' ok’ of any kind, optional data rmay be present.

Two Agent notifications are supported:
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An asynchronous notification

I I I
| | Table 15 | from Agent to Cient based upon |
| | | a previous CONFI G or |
| | | CONF_BUNDLE request. |
I I I I
| NOTI FY | See | An asynchronous notification |
[ | Table 16 | from Agent to Cdient based upon |
| | | a registered MONI TOR |
o e e e e e e aa oo [ RS o m e e e e e e e e eeee o oo +

Table 2: Agent to Cient Messages (notifications)
5.1.1. CONFI G and CONF_BUNDLE Messages

CONFI G and CONF_BUNDLE specify the followi ng information for each
operation in addition to the header information:

SESSI ON_STATE: sets the expected state of the entities enbedded in
the operation body after successful conpletion of the operation

Val ues can be 'conplete’, 'inconplete or 'outdated . Any
operation that is '"inconplete’ MAY NOT result in conmunication
between the Agent and DPN. If the result is 'outdated any new

operations on these entities or new references to these entities
have unpredictable results.

OP_TYPE: specifies the type of operation. Valid values are 'create’
(0), 'update' (1), 'query’ (2) or 'delete (3).

COVWAND _SET: If the feature is supported, specifies the Command Set
(see Section 5.1.1.4).

BODY: A list of Cones, if supported, Vports and Contexts when the

OP_TYPE is 'create’ or 'update’. Oherwise it is a list of
Targets for "query’ or 'deletion’. See Section 6.2.2 for
details.

5.1.1.1. Agent Operation Processing

The Agent will process entities provided in an operation in the
foll owi ng order:

1. done Instructions, if the feature is supported

2. Vports
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3. Contexts according to COWAND_SET order processing
The following Oder Processing occurs when COVWAND Sets are present

1. The Entity-specific COMWAND SET is processed according to its bit
order unl ess otherw se specified by the technol ogy specific
COVMAND_SET definition.

2. Operation specific COWAND SET is processed upon all applicable
entities (even if they had Entity-specific COMWAND SET val ues
present) according to its bit order unless otherw se specified by
the technol ogy specific COMWAND SET definition.

3. Operation OP_TYPE is processed for all entities.

When del eting objects only their name needs to be provided. However,
attributes MAY be provided if the dient wishes to avoid requiring
t he Agent cache | ookups.

When deleting an attribute, a | eaf reference should be provided.
This is a path to the attributes.

5.1.1.2. Policy RPC Support

This optional feature pernmits policy elenents, (Policy-G oup, Policy,
Action and Descriptor), values to be in CONFI G or CONF_BUNDLE
requests. It enables RPC based policy provisioning.

5.1.1.3. doning

Cloning is an optional feature that allows a Client to copy one
structure to another in an operation. Cdoning is always done first
within the operation (see Operation Order of Execution for nore
detail). |If a Client wants to build an object then Clone it, use
CONF_BUNDLE with the first operation being the entities to be copied
and a second operation with the doning instructions. A CLONE
operation takes two argunents, the first is the nane of the target to
clone and the second is the nane of the newy created entity.

I ndi vidual attributes are not clonable; only Vports and Contexts can
be cl oned.

5.1.1.4. Command Bitsets

The COVMAND SET is a technology specific bitset that allows for a
single entity to be sent in an operation with requested sub-
transactions to be conpleted. For exanple, a Context could have the
Home Network Prefix absent but it is unclear if the dient would Iike
the address to be assigned by the Agent or if this is an error
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Rat her than creating a specific command for assigning the IP a bit
position in a COMWAND SET is reserved for Agent based |IP assignment.
Alternatively, an entity could be sent in an update operation that
woul d be considered inconplete, e.g. mssing sone required data in
for the entity, but has sufficient data to conplete the instructions
provided in the COVMMAND_SET.

5.1.1.5. Reference Scope

The Reference Scope is an optional feature that provides the scope of
references used in a configuration command, i.e. CONFIG or
CONF_BUNDLE. These scopes are defined as

0o none - all entities have no references to other entities. This
inplies only Contexts are present. Vports MJST have references to
Pol i cy- Groups.

0 op - Al references are contained in the operation body, i.e. only
i ntra-operation references exist.

0 bundle - Al references exist in bundle (inter-operation/intra-
bundle). NOTE - If this value is present in a CONFIG nessage it
is equivalent to 'op’

0 storage - One or nore references exist outside of the operation
and bundle. A lookup to a cache / storage is required.

o unknown - the |ocation of the references are unknown. This is
treated as a 'storage’ type.

I f supported by the Agent, when cloning instructions are present, the
scope MUST NOT be 'none’. \When Vports are present the scope MIST be
"storage’ or ’unknown’.

An agent that only accepts 'op’ or 'bundle’ reference scope nessages
is referred to as 'stateless’ as it has no direct nenory of
references outside nessages thenselves. This pernits | ow nenory
footprint Agents. Even when an Agent supports all nessage types an
"op’ or ’bundl e’ scoped nessage can be processed quickly by the Agent
as it does not require storage access.

5.1.1.6. (Operation Response
5.1.1.6.1. | mediate Response
Results will be supplied per operation input. Each result contains

the RESULT _STATUS and OP_ID that it corresponds to. RESULT STATUS
val ues are:
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OK - Success
ERR - An Error has occurred

OK_NOTI FY_FOLLOAS - The Operation has been accepted by the Agent
but further processing is required. A CONFI G RESULT_NOTIFY wil |
be sent once the processing has succeeded or failed.

Any result MAY contain nothing or entities created or partially
fulfilled as part of the operation as specified in Table 14. For
Clients that need attributes back quickly for call processing, the
AGENT MUST respond back with an OK NOTI FY_FOLLOAS and nmininally the
attributes assigned by the Agent in the response. These situations
MUST be determ ned through the use of Command Sets (see

Section 5.1.1.4).

If an error occurs the following information is returned.

ERROR_TYPE_I D (Unsigned 32) - The identifier of a specific error
type

ERROR | NFORMATI ON - An OPTIONAL string of no nore than 1024
characters.

5.1.1.6.2. Asynchronous Notification

A CONFI G_RESULT_NOTI FY occurs after the Agent has conpl eted
processing related to a CONFI G or CONF_BUNDLE request. It is an
asynchronous communi cation fromthe Agent to the Cient.

The val ues of the CONFI G RESULT_NOTI FY are detailed in Table 15.

5.1.2. Monitors

When a nonitor has a reporting configuration of SCHEDULED it is
automatically de-registered after the NOTIFY occurs. An Agent or DPN
may tenporarily suspend nonitoring if insufficient resources exist.

In such a case the Agent MJST notify the dient.

Al'l nmonitored data can be requested by the Client at any time using
the PROBE nessage. Thus, reporting configuration is optional and
when not present only PROBE nessages nay be used for nonitoring. |If
a SCHEDULED or PERI ODI C configuration is provided during registration
with the tine related value (time or period respectively) of 0 a
NOTIFY is imedi ately sent and the nonitor is inmediately de-

regi stered. This method should, when a MONI TOR has not been
installed, result in an inmmediate NOTIFY sufficient for the Client’s
needs and lets the Agent realize the Cient has no further need for
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the monitor to be registered. An Agent may reject a registration if
it or the DPN has insufficient resources.

PROBE nessages are also used by a Client to retrieve information
about a previously installed nmonitor. The PROBE nessage SHOULD
identify one or nore nonitors by neans of including the associated
monitor identifier. An Agent receiving a PROBE nessage sends the
requested information in a single or multiple NOIIFY nessages.

5.1.2.1. Qperation Response
5.1.2.1.1. I mediate Response
Results will be supplied per operation input. Each result contains
the RESULT_STATUS and OP_ID that it corresponds to. RESULT_STATUS
val ues are:
K - Success
ERR - An Error has occurred
Any K result will contain no nore infornmation

If an error occurs the following information is returned.

ERROR_TYPE_I D (Unsigned 32) - The identifier of a specific error
type

ERROR | NFORMATI ON - An OPTIONAL string of no nore than 1024
characters.

5.1.2.1.2. Asynchronous Notification

A NOTI FY can be sent as part of de-registraiton, a trigger based upon
a Monitor Configuration or a PROBE. A NOTIFY is conprised of unique
Notification ldentifier fromthe Agent, the Mnitor ID the
notification applies to, the Trigger for the notification, a

ti mestanp of when the notification’s associ ated event occurs and data
that is specific to the nonitored value’ s type

5.2. Protocol Qperation

5.2.1. Sinple RPC Operation
An FPC Cdient and Agent MJST identify thenselves using the CLI_ID and
AGT I D respectively to ensure that for all transactions a recipient

of an FPC nessage can unanbi guously identify the sender of the FPC
message. A Client MAY direct the Agent to enforce a rule in a
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particular DPN by including a DPN_ID value in a Context. Oherw se
the Agent selects a suitable DPN to enforce a Context and notifies
the Cdient about the selected DPN using the DPN_ID.

Al'l messages sent froma Client to an Agent MJST be acknow edged by
the Agent. The response nust include all entities as well as status
i nformati on, which indicates the result of processing the nmessage,
usi ng the RESPONSE _BODY property. |In case the processing of the
message results in a failure, the Agent sets the ERROR TYPE_ |ID and
ERROR_| NFORMATI ON accordi ngly and MAY cl ear the Context or Vport,

whi ch caused the failure, in the response.

I f based upon Agent configuration or the processing of the request
possi bly taking a significant amount of tinme the Agent MAY respond
with an OK NOTI FY_FOLLOAS with an optional RESPONSE_BODY cont ai ni ng
the partially conpleted entities. Wen an OK NOTI FY_FOLLOWS i s sent,
the Agent will, upon conpletion or failure of the operation, respond
with an asynchronous CONFI G RESULT NOTIFY to the dient.

A Cient MAY add a property to a Context w thout providing all

required details of the attribute’s value. 1In such case the Agent
SHOULD determ ne the m ssing details and provide the conpl eted
property description back to the Cient. |f the processing will take

too |l ong or based upon Agent configuration, the Agent MAY respond
with an OK_NOTI FY_FOLLOAS with a RESPONSE_BODY cont ai ni ng the
partially conpleted entities.

In case the Agent cannot determ ne the nissing value of an
attribute’s value per the dient’s request, it leaves the attribute’'s
val ue cleared in the RESPONSE BODY and sets the RESULT to Error,
ERROR _TYPE_|I D and ERROR_| NFORMATI ON. As exanpl e, the Control -Pl ane
needs to setup a tunnel configuration in the Data-Plane but has to
rely on the Agent to determ ne the tunnel endpoint which is
associated with the DPN that supports the Context. The Cient adds
the tunnel property attribute to the FPC nessage and cl ears the val ue
of the attribute (e.g. |P address of the local tunnel endpoint).

The Agent determines the tunnel endpoint and includes the conpleted
tunnel property in its response to the dient.

Figure 17 illustrates an exenplary session life-cycle based on Proxy
Mobile | Pv6 registration via MAG Control -Plane function 1 (MAG Cl)
and handover to MAG Control -Plane function 2 (MAG C2). Edge DPN1
represents the Proxy CoA after attachnment, whereas Edge DPN2 serves
as Proxy CoA after handover. As exemplary architecture, the FPC
Agent and the network control function are assumed to be co-Ilocated
with the Anchor-DPN, e.g. a Router.
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+o--- - Router-------- +
B T + o m oo - + H--e e - - +|
R S + S + FPC | | FPC | | Anchor |
| MAG- C1| | MAG C2| | LMA-C| dient| | Agent | | DPN |
oo S + R oo + oo + oHeeamaao o +
[MN attach] | | | |
[------------- PBU- - - - - >| [ [
| | ---(1)-- CONFI G( CREATE) - - - >| [
| | CONTEXT_I D, | --tunl up->|
[ [ DOWALI NK( QOS/ TUN) , [ [
| | UPLI NK( QCs/ TUN) | --tc gos-->|
| | | P_PREFI X( HNP) ] | |
[ [<---(2)- OK--------mmm--- | -route add>|
I I I I
S PBA- - - - - - | |
I I I
ook | |
| Edge| | I I
| DPNL| | I I
ook | |

| |
[ M\ handover ] | |
| ---PBU ----> |
I | --(3)- CONFI G_MODI FY) - --->|
| <--PBA------ | [ CONTEXT_I D | -tunl nod->
| DOANLI NK( TUN) , |
+o--- 4 | UPLI NK(TUN) ] |
| Edge| | <---(4)- OK ----mmmmannon- |
| DPN2| I |
+----+ | |
I I I
| - ]
| |

Figure 17: Exenplary Message Sequence (focus on FPC reference point)

After reception of the Proxy Binding Update (PBU) at the LMA Control -
Pl ane function (LMA-C), the LMA-C selects a suitable DPN, which
serves as Data-Plane anchor to the nmobile node’s (MN) traffic. The
LMA- C adds a new |l ogical Context to the DPNto treat the MN's traffic
(1) and includes a Context ldentifier (CONTEXT_ID) to the CONFI G
command. The LMA-C identifies the sel ected Anchor DPN by incl uding
the associated DPN identifier.
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The LMA-C adds properties during the creation of the new Context.
One property is added to specify the forwardi ng tunnel type and
endpoi nts (Anchor DPN, Edge DPN1l) in each direction (as required).
Anot her property is added to specify the QS differentiation, which
the MN's traffic should experience. At reception of the Context, the
FPC Agent utilizes local configuration commands to create the tunne
(tunl) as well as the traffic control (tc) to enable QS
differentiation. After configuration has been conpl eted, the Agent
applies a newroute to forward all traffic destined to the MN's HNP
specified as a property in the Context to the configured tunne
interface (tunl).

Duri ng handover, the LMA-C receives an updating PBU fromthe handover
target MAG C2. The PBU refers to a new Dat a- Pl ane node (Edge DPN2)
to represent the new tunnel endpoints in the downlink and uplink, as
required. The LMA-C sends a CONFI G nessage (3) to the Agent to

nmodi fy the existing tunnel property of the existing Context and to
update the tunnel endpoint from Edge DPN1 to Edge DPN2. Upon
reception of the CONFI G nessage, the Agent applies updated tunnel
property to the local configuration and responds to the dient (4).

+ommme - Router-------- +

Fomm e eaaan + | +------- + F--mmaaaa +|
oo I . + Foomo - + FPC | | FPC | | Anchor |
| MAG C1| | MAG C2| | LMA-C| dient| | Agent | | DPN [
R + +------ + +----- R + R + - -- - +

| |
[-ommmm e PBU - - - - >| |
| | --- (1) -- CONFI G{MODI FY) - - - >|
S PBA--- - - - | [ CONTEXT_ID, |--tunl ->
DOWNLI NK( TUN del ete), |
UPLI NK(TUN del ete) | |
|

I I
I I
| |
| |
| [ MnDel ayBef oreBCEDel ete expires | |
I I I
I

| | delete |
| <-(4)- K ----mmmmmmo o | [
| -- route ->|
I

I

I
| renove |
I

Figure 18: Exenplary Message Sequence (focus on FPC reference point)

When a teardown of the session occurs, MAGCl will send a PBU with a
lifetinme value of zero. The LMA-C sends a CONFI G nessage (1) to the
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Agent to nodify the existing tunnel property of the existing Context
to delete the tunnel information.) Upon reception of the CONFIG
message, the Agent renpves the tunnel configuration and responds to
the Cdient (2). Per [RFC5213], the PBA is sent back i mediately
after the PBA is received.

If no valid PBA is received after the expiration of the

M nDel ayBef or eBCEDel ete tiner (see [RFC5213]), the LMA-C will send a
CONFI G (3) nmessage with a deletion request for the Context. Upon
reception of the nessage, the Agent deletes the tunnel and route on
the DPN and responds to the dient (4).

When a nulti-DPN Agent is used the DPN list permits several DPNs to
be provisioned in a single nessage.

I I
| | <(3) CONFI G_ RESULT_NOTI FY |
| | [ Response Data ] [
I I I

Figure 19: Exenplary Message Sequence for Milti-DPN Agent

oo + oo +oAeemmaao +
oo S S + +emmm - + FPC | | FPC | | Anchor |
| MAG C1| | MAG C2| | LMA-C| dient] | Agent | | DPN1 |
Fomm - - - + H------ + +----- Fomm oo - + Fomm oo - + e me oo - +
[MN attach] | | | |

[------m-e--- PBU- - - - - >| [ [

[ [ | ---(1)-- CONFI G( CREATE) - - - >| |

| | | [ CONTEXT ID, DPNS [  |--tunl up->|

| | | [ DPN1, DOANLI NK( QOS/ TUN) T, | |

| | | [DPN1, UPLI NK(QOS/ TUN)], |--tc qos-->|

| | | [ DPN2, DOANLI NK(QOS/ TUN) T, | |

[ [ | [DPN2, UPLI NK(QOS/ TUN)], | [

[ [ [ | P_PREFI X( HNP) ] [ [

| | | <-(2)- OK_NOTIFY_FOLLOAS -|-route add>|

I I I I I

[ <----mmmee- - PBA- - - - - - | | |

I I I I I

| H+----+ I I I

| | Edge| I I I

| | DPN2| I I I

| +----+ I I I

| I tunl up ------------- | |

| I L tc qos -------------- | |

[ [ <-mmmmmm e route add ----------- [ [

I I

I I

I I

I I
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Figure 19 shows how the first 2 messages in Figure 17 are supported
when a mul ti-DPN Agent communi cates with both Anchor DPNl and Edge
DPN2. In such a case, the FPC dient sends the downlink and uplink
for both DPNs in the "DPNS" list of the sane Context. Message 1
shows the DPNS list with all entries. Each entry identifies the DPN

and direction (one of "uplink’, "downlink’ or "both'). Generally,
the 'both’ direction is not used for normal nobility session
processing. It is commonly used for the instantiation of Policies on

a specific DPN (see Section 5.2.4).

The Agent responds with an OK NOTI FY_FOLLOWAS while it sinultaneoul sy
provi sions both DPNs. Upon successful conpletion, the Agent responds
to the Cient with a CONFI G RESULT_NOTI FY i ndicating the operation
st at us.

5.2.2. Policy And Mbility on the Agent

A dient may build Policy and Topol ogy using any mechani smon the
Agent. Such entities are not always required to be constructed in
realtime and, therefore, there are no specific nmessages defined for
themin this specification

The Cient nmay add, nodify or delete many Vports and Contexts in a
singl e FPC nessage. This includes linking Contexts to Actions and
Descriptors, i.e. a Rule. As exanple, a Rule which perfornms re-
witing of an arriving packet’s destination |P address fromIP_A to

I P_B matching an associ ated Descriptor, can be enforced in the Data-
Plane via an Agent to inplicitly consider matching arriving packet’s
source | P address against |P B and re- wite the source |IP address to
I P_A

Figure 20 illustrates the generic policy configuration nodel as used
between a FPC dient and a FPC Agent.
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Descriptor_1 -+ +- Action_1
Descriptor_2 -+--<Rule>--+- Action_2
Homm - - - +
IOrder#f ------------- +
Fomm e + |
Descriptor_3 -+ +- Action_3 +-<Policyl D>
I N
Descriptor_4 -+--<Rule>--+- Action_4 | |
Fo----- + | <PolicyG oupl D>
IOrder#f ------------- + A
R e, + |
<Vport| D>
S + Fom e e e e oo oo +
| Bind 1..Mtraffic | | Bind 1..Ntraffic |
| Descriptors to | -->] treatnment actions |
| a Policy, | | to a Policy, |
| Policy-Group and | | Pol i cy-Goup and |
| Vpor t | | Vpor t |
S + Fom e e e e oo oo +
I I
e L Data-Plane Rule ------------------ +

Figure 20: Structure of Policies and Vports

As depicted in Figure 20, the Vport represents the anchor of Rules

t hrough the Policy-group, Policy, Rule hierarchy configured by any
mechani smincluding RPC or N. A dient and Agent use the identifier
of the associated Policy to directly access the Rule and perform
nmodi fications of traffic Descriptors or Action references. A Cient
and Agent use the identifiers to access the Descriptors or Actions to
perform nodifications. Fromthe viewpoint of packet processing,
arriving packets are matched against traffic Descriptors and
processed according to the treatnment Actions specified in the list of
properties associated with the Vport.

A dient conplenents a rule’'s Descriptors with a Rule’s O der
(priority) value to allow unanbi guous traffic matching on the Data-
Pl ane.

Figure 21 illustrates the generic context configuration nodel as used
between a FPC dient and a FPC Agent.
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TrafficSel ector_1
I
profil e-paraneters
mobi lity-profile-- dl ------ +
N
| qos-profile
<Cont ext | D1> |
A per - m- agg- max-dl _2

I
<Cont ext | D2>

Bind 1..N traffic

I I I

| selectors to | -->] treatment / qos |

[ a Cont ext [ | actions to a [

| | | Cont ext |
T + Fomm e e eeeaaaas +
I I
L T Data-Plane Rule ------------------ +

Figure 21: Structure of Contexts

As depicted in Figure 21, the Context represents a nmobility session
hierarchy. A dient and Agent directly assigns val ues such as
downlink traffic descriptors, QS information, etc. A Cdient and
Agent use the context identifiers to access the descriptors, qos
information, etc. to performnodifications. Fromthe viewpoint of
packet processing, arriving packets are nmatched against traffic
Descriptors and processed according to the qos or other nobility
profile related Actions specified in the Context’s properties. |If
present, the final action is to use a Context’s tunnel information to
encapsul ate and forward the packet.

A second Context also references contextl in the figure. Based upon
the technology a property in a parent context MAY be inherited by its
descendants. This permits concise over the wire representation

When a Cient deletes a parent Context all children are al so del eted.

5.2.3. Optinization for Current and Subsequent Messages

5.2.3.1. Bulk Data in a Single Operation
A single operation MAY contain nmultiple entities. This permts
bundl i ng of requests into a single operation. 1In the exanple bel ow

two PM P sessions are created via two PBU nessages and sent to the
Agent in a single CONFI G nmessage (1). Upon recieveing the nmessage,
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the Agent responds back with an OK_NOTI FY_FOLLOAS (2), conpletes work
on the DPN to activate the associ ated sessions then responds to the
Cient with a CONFI G_ RESULT_NOTI FY (3).

[ Response Data |

+o--- - - Router-------- +
Fomm e eaaaa + Hommma- + F--mmmaaaa +
C N + - + oo + FPC | | FPC | | Anchor
| MAG C1| | MAG C2| | LMA-C] dient| | Agent | | DPN |
Homm - - + H------ + H-- - - - Fom e - + Fom e - L S +
[MNL attach] | [ [ [
[------------- PBU - - - ->| | |
| [M\2 attach] | | |
| AR | |
| | | ---(1) - - CONFI ( CREATE) - - - >| |
[<---ommmmm--- PBA------ [ [ CONTEXT_ID 1, [ --tunl up->|
| | | DOANLI NK( QOS/ TUN) , | |
| | <--PBA------ [ UPLI NK( QOS/ TUN) |--tcl qos->|
[ [ [ | P_PREFI X( HNP) ] [ [
| | | CONTEXT_I D 2, | -routel |
[ [ [ DOANLI NK( QOs/ TUN) , [ add> |
[ [ [ UPLI NK( QOS/ TUN) , [ [
| | | | P_PREFI X(HNP) ] [ --tun2 up->|
| | | <-(2)- OK_NOTI FY_FCOLLOMG- - | |
I I I |--tc2 qos->|
[<-----mmmm--- PBA------ [ [ [
[ | -route2
| <(3) CONFI G_RESULT_NOTI FY | add>
I I
I I
I I

Figure 22: Exenplary Bulk Entity with Asynchronous Notification
Sequence (focus on FPC reference point)

5.2.3.2. Configuration Bundles

Bundl es provide transaction boundaries around work in a single
message. Operations in a bundle MIST be successfully executed in the
order specified. This allows references created in one operation to
be used in a subsequent operation in the bundle.

The exanpl e bundl e shows in Operation 1 (OP 1) the creation of a
Context 1 which is then referenced in Operation 2 (OP 2) by
CONTEXT_ID 2. If OP 1 fails then OP 2 will not be executed. The
advant age of the CONF_BUNDLE is preservation of dependency orders in
a single nessage as opposed to sending nultiple CONFI G nessages and
awai ting results fromthe Agent.
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When a CONF_BUNDLE fails, any entities provisioned in the CURRENT
operation are renmoved, however, any successful operations conpleted
prior to the current operation are preserved in order to reduce
system | oad.

Fo--- - Router-------- +
R R + | +------- R S SR +|
| FPC | | FPC | | Anchor |
| dient | | Agent | | DPN |
S + E SR + - oo - - +

I

| - - CONF_BUNDLE( CREATE) - - - - >|
| [ OP 1, [VPORT X ] |
| [ CONTEXT_ID 1, |
| DOWKLI NK( QoS/ TUN) , |
| UPLI NK(QOS/ TUN), |
| | P_PREFI X( HNP) ] |
I [ OP 2 I
| [ CONTEXT_ID 2, |
|  PARENT_CONTEXT ID 1, |
I I
I I
I I

UPLI NK( QOS/ TUN) ,
DOWKLI NK( QOS/ TUN) ] ]

Fi gure 23: Exenplary Bundl e Message (focus on FPC reference point)
5.2.3.3. doning Feature (Optional)

Cloni ng provides a high speed copy/paste nechanism The exanpl e

bel ow shows a single Context that will be copied two tines. A
subsequent update will then override copied values. To avoid the
accidental activation of the Contexts on the DPN, the CONFIG (1)
message with the cloning instruction has a SESSI ON_STATE with a val ue
of ’inconplete’ and OP_TYPE of 'CREATE'. A second CONFIG (2) is sent
with the SESSI ON STATE of ’'conplete’ and OP_TYPE of 'UPDATE . The
second nessage includes any differences between the original (copied)
Context and its C ones.
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EEEE I Router-------- +
B T + |+ ------- + H--e e - - +|
| FPC | | FPC | | Anchor |
| dient [ | Agent | | DPN |
Fommmmmea oo + oo o - R e +

I I I
| - - CONF_BUNDLE( CREATE) - - - - >| |
| [ OP1, I I
| [ SESSI ON_STATE | |
[ (inconplete) ], [ [
| [CLONE SRC=2, TARGET=3], | [
| [CLONE SRC=2, TARCET=4], | |
| CONTEXT_I D 2, | |
| PARENT_CONTEXT_I D 1, | |
| UPLI NK( QOS/ TUN) , | |
| DOWALI NK( QOSs/ TUN) , | |
[ | P_PREFI X( HNP) 11 | [
| S | |
| - - CONF_BUNDLE( UPDATE) - - - >| |

| [ CONTEXT_ID 3, |

| PARENT_CONTEXT_I D(enpty), |
[ UPLI NK( QOS/ TUN) , [
| DOMLI NK( Qos/ TUN) T, [
| [ CONTEXT_I D 4, |
| PARENT_CONTEXT_I D(enpty), |
| UPLI NK( QOS/ TUN) , |
| DOMLI NK(QOS/ TUN) 1 1 |
[ (014

I

Fi gure 24: Exenplary Bundl e Message (focus on FPC reference point)

Cl oni ng has the added advantage of reducing the over the wire data
size required to create nmultiple entities. This can inprove
performance if serialization / deserialization of multiple entities
i ncurs sone form of performance penalty.

5.2.3.4. Command Bitsets (Optional)
Conmand Sets pernit the ability to provide a single, unified data
structure, e.g. CONTEXT, and specify which activities are expected
to be performed on the DPN. This has sone advant ages
o Rather than sending N nessages with a single operation perforned

on the DPN a single nmessage can be used with a Command Set that
specifies the N DPN operations to be executed.
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o0 Errors becone nore obvious. For exanple, if the HNP is NOT
provided but the dient did not specify that the HNP shoul d be
assigned by the Agent this error is easily detected. Wthout the
Conmand Set the default behavior of the Agent would be to assign
the HNP and then respond back to the Cient where the error would
be detected and subsequent nessagi ng woul d be required to renedy
the error. Such situations can increase the tinme to error
detection and overall systemload w thout the Command Set present.

o Unanbi guous provisioning specification. The Agent is exactly in
sync with the expectations of the Oient as opposed to guessing
what DPN work coul d be done based upon data present at the Agent.
This greatly increases the speed by which the Agent can conplete
wor k.

0o Pernmits different technologies with different instructions to be
sent in the sane nessage

As Command Bitsets are technol ogy specific, e.g. PMP or 3GPP
Mobility, the type of work varies on the DPN and the anmount of data
present in a Context or Port will vary. Using the technol ogy
specific instructions allows the Client to serve nultiple
technol ogi es and MAY result in a nore stateless Client as the
instructions are transferred the Agent which will match the desired,
technol ogy specific instructions with the capabilities and over the
wire protocol of the DPN nore efficiently.

5.2.3.5. Reference Scope(Optional)

Al though entities MAY refer to any other entity of an appropriate
type, e.g. Contexts can refer to Vports or Contexts, the Reference
Scope gives the Agent an idea of where those references reside. They
may be in the same operation, an operation in the sanme CONF_BUNDLE
message or in storage. There may al so be no references. This
pernmits the Agent to understand when it can stop searching for
reference it cannot find. For exanple, if a CONF_BUNDLE nessage uses
a Reference Scope of type "op’ then it nmerely needs to keep an
operation | evel cache and consume no menory or resources searching
across the many operations in the CONF_BUNDLE nmessage or the data
store.

Agents can al so be statel ess by only supporting the 'none’, 'op’ and
"bundl e’ reference scopes. This does not inply they |lack storage but
merely the search space they use when | ooking up references for an
entity. The figure bel ow shows the caching hierarchy provided by the
Ref erence Scope
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Caches are temporarily created at each | evel and as the scope

i ncl udes nore caches the anobunt of entities that are searched

i ncreases. Figure 25 shows an exanpl e contai nnent hi erarchy provided
for all caches.

Fommmmmeeaaaaas +
| d obal Cache
| (storage) |
- - - - - [ SR +
I
O +
I I
e oo - + e oo - +
| Bundl e Cache | | Bundl e Cache |
[ (bundl e) | ... (bundl e) [
- - - - - [ S + - - - - - [ S +
I
e ——— - +
I I I
[ S, [ + H--- - - [ + H--- - - [ +
| Operation Cache | | Operation Cache | | Operation Cache
I (op) I (op) I (op) I
e + ohemmeeiiiaiiiiiaas + ohemmeeiiiaiiiiiaas +
(no cache)

Fi gure 25: Exenplary Hierarchical Cache
5.2.4. Pre-provisioning

Al t hough Contexts are used for Session based lifecycle el ements,
Vports may exi st outside of a specific lifecycle and represent nore
general policies that may affect nultiple Contexts (sessions). The
use of pre-provisioning of Vports pernits policy and adninistrative
use cases to be executed. For exanple, creating tunnels to forward
traffic to a trouble managenent platform and droppi ng packets to a
def ective web server can be acconplished via provisioning of Vports.

The figure bel ow shows a CONFIG (1) nessage used to install a Policy-

group, policy-groupl, using a Context set aside for pre-provisioning
on a DPN.
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+o--- - Router-------- +
B T + |+ ------- + H--e e - - +|
| FPC | | FPC | | Anchor |
| dient [ | Agent | | DPN |
Fommm e o + Fomma oo S +
I
|[------ CONFI 4( CREATE) - - - - - >

| |
| [ VPORT_ID portl, | |
| [ policy-groupl | ] | |
| [ CONTEXT_ID preprov, [ [
[ DPN_I D X, [ [
I [ portl1 ] ] I I

Fi gure 26: Exenplary Config Message for policy pre-provisioning

5.2.4.1. Basenane Registry Feature (Optional)

6.

6.

6.

1.

1.

The Optional BaseNane Registry support feature is provided to permt
Clients and tenants with common scopes, referred to in this
specification as BaseNanmes, to track the state of provisioned policy
informati on on an Agent. The registry records the BaseNane and
Checkpoint set by a Cdient. |If a new dient attaches to the Agent it
can query the Registry to determine the anpunt of work that nust be
executed to configure the Agent to a BaseNane / checkpoi nt revision.
A State value is also provided in the registry to help dients

coordi nate work on commopn BaseNanes.

Pr ot ocol Message Details
Data Structures And Type Assignnent

1. Policy Structures
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ACTION I D FPC-ldentity (Section 4.4)

I I I I
| | | _ _ |
| ACTI ON | TYPE | [32, unsigned integer] [
I I I I
| ACTION | VALUE | Type specific |
I I I I
| DESCRIPTOR | DESCRIPTOR ID | FPC-ldentity (Section 4.4) |
I I I I
| DESCRIPTOR | TYPE | [32, unsigned integer] |
I I I I
| DESCRI PTOR | VALUE | Type specific |
I I I I
| POLICY | POLICY_ID | FPC-ldentity (Section 4.4) |
I I I I
| POLICY | RULES | *[ RULE ] (See Table 4) |
I I I I
| POLICY-GROUP | POLICY_GROUP_ID | FPC-lIdentity (Section 4.4) |
I I I
| POLI CY-GROUP | POLI CIES | *[ POLICY_ID] [
. S S +

Table 3: Action Fields

Policies contain a list of Rules by their order value. Each Rule
contains Descriptors with optional directionality and Actions with
order val ues that specifies action execution ordering if the Rule has
mul tiple actions.

Rul es consist of the following fields.

e e e e oo oo Fom e e e oo o e e m e e e e e e e e e e — e oo +
| Field | Type | Sub-Fields |
oo oo oo e e - oo e e e ee e +
| ORDER | [16, INTECER] | |
I I I I
| RULE_DESCRI PTORS | * | DIRECTION [2, unsigned bits] |
[ | DESCRIPTOR_ID | is an ENUMERATI ON (upli nk, [
| | DI RECTI ON ] | downlink or both). |
I I I I
| RULE_ACTI ONS | *[ ACTION. ID | ACTION ORDER [8, unsigned |
| | ACTION-ORDER | integer] specifies action |
| | ] | execution order. |
e e e e oo oo Fom e e e oo o e e m e e e e e e e e e e — e oo +

Table 4: Rule Fields
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6.1.2. Mobility Structures

| VPORT_ID | FPC-ldentity (Section 4.4) |

I I
| POLICIES | *[ POLICY_GROUP_ID ] |

FPC-ldentity (Section 4.4)
*[ VPORT_ID ]
FPC-ldentity (Section 4.4)

DELEGATED | P PREFI XES | *[ | P_PREFI X ]

UPLI NK [ NOTE 1] MOB_FI ELDS
DOMNLI NK [ NOTE 1] MOB_FI ELDS

DPNS [ NOTE 2]

I I I
I I I
I I I
I I I
I I I
I I I
I I I
| PARENT_CONTEXT_I D | FPC-lIdentity (Section 4.4) |
I I I
I I I
I I I
I I I
[ | *[ DPN_I D DPN_DI RECTI ON MOB_FI ELDS ] |
I I I
I I I

MOB_FI ELDS Al'l paraneters from Table 7

Tabl e 6: Context Fields

NOTE 1 - These fields are present when the Agent supports only a
singl e DPN.

NOTE 2 - This field is present when the Agent supports nultiple DPNs.

o e e e e e e ee oo o e e e o e e e oo - +
| Field | Type | Detail |
B Fom e e e e e e e e oo ) +
| TUN_LOCAL_ADDRESS | 1P Address | [NOTE 1] |
I I I I
| TUN_REMOTE_ADDRESS | 1P Address | [NOTE 1] [
I I I I
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TUN_MIU [ 32, unsigned
i nt eger]
TUN_PAYLOAD TYPE [2, bits] Enuner ati on: pa

yl oad_i pv4(0),
payl oad_i pv6(1)
or payl oad_dua

(2).
TUN_TYPE [ 8, unsigned Enuner ati on
i nt eger] I P-in-1P(0),
UDP(1), GRE(2)
and GTP(3).
TUN I F [16, unsigned I nput interface
i nt eger] i ndex.
MOBI LI TY_SPECI FIC TUN PAR | [ | ETF_PM P_MOB_PRO | [ NOTE 1]

AVB FI LE |
3GPP_MOB_PROFI LE ]

Address | SPI |
MPLS Label | SID
Interface I ndex ]
(See Table 19).

QOS_PROFI LE_PARAMS [ 3GPP_QOCs | [ NOTE 1]
PM P_QCS ]
DPN_SPECI FI C_PARANMS [ TUNLIF or Varies] Specifies
optional node
specific

paraneters in
need such as

i f-index,
tunnel -if-
nunber that
must be uni que
in the DPN.

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
|
[ P Address | MAC | [NOTE 1]
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
| NEXTHOP
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I

VENDOR_SPECI FI C_PARAM *[ Varies ]

NOTE 1 - These parameters are extensible. The Types may be extended
for Field value by future specifications or in the case of Vendor
Specific Attributes by enterprises.
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Tabl e 7: Context Downlink/Uplink Field Definitions

6.1.3. Topology Structures

oo e oo oo - o e e ee oo +
| Field | Type |
Fom e e e e e e e e e e e e e +
| DOVAIN_ID | [1024, OCTET STRING |
I I I
| DOVAI N_NAME | [1024, OCTET STRING |
I I I
| DOVAI N _TYPE | [1024, OCTET STRING |
I I I
I I

DOVAI N_REFERENCE | [1024, OCTET STRI NG

Tabl e 9: Dommi n Fi el ds
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FPC-ldentity. See Section 4.4

| |
DATA PLANE ROLE | [4, ENUMERATI ON (data-plane, such as access- |
| dpn, L2/L3 anchor-dpn.)] |
I I
ACCESS_TYPE | [4, ENUMERATI ON ()ethernet (802.3/11), 3gpp |
| cellular(Sl, RAB)] [

I I
MOBI LI TY_PROFI LE | [4, ENUMERATION (ietf-pmip, 3gpp, or new |
| profile)] |
I I
PEER DPN GROUPS | * [ DPN_GROUP_I D MBI LI TY_PRCFI LE |
| REMOTE_ENDPQO NT_ADDRESS LOCAL_ENDPO NT_ADDRESS |
| TUN_MIU DATA PLANE ROLE ] |

Tabl e 10: DPN G oups Fields

6.1.4. NMbnitors
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MONI TOR_I D TARGET
[ REPORT_CONFI G

MONI TOR_I D FPC-ldentity. See
Section 4.4
EVENT_TYPE | D [8, Event Type |D] Event Type (unsigned
i nteger).
TARGET OCTET STRI NG ( See
Section 4.3.3)

[ TYPE_SPECI FI C_| NFQ

PERI ODI C_CONFI G [ 32, period] report interval (ns).

THRESHOLD CONFIG | [32, low [32, hi] threshol ds (at |east

one val ue nmust be
present)

SCHEDULED_CONFI G

I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
| | |
| REPORT_CONFI G | [8, REPORT-TYPE] [
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
[ | [32, tine] [
I I I
I I I

EVENTS_CONFI G *[ EVENT_TYPE_I D]

Table 11: Mnitor Structures and Attributes
TRI GGERS include but are not limted to the foll ow ng val ues:
0 Events specified in the Event List of an EVENTS CONFI G
0 LOW THRESHOLD CROSSED
o H GH_THRESHOLD CROSSED
o PERI CDI C_REPCRT
0 SCHEDULED REPORT
o PROBED

o DEREG FI NAL_VALUE
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6.2. Message Attributes
6.2.1. Header

Each operation contains a header with the follow ng fields:

. T T +
| Field | Type | Messages |
TSRS e e e e e e e e oo o e e e e e e e e e e m o +
| CLIENT_ID | FPC-ldentity (Section | Al [
| K | |
| DELAY | [32, unsigned integer] | Al [
I I I I
| OP_ID | [64, unsigned integer] | Al |
I I I I
| ADM N STATE | [8, adnmin state] | CONFI G CONF_BUNDLE and |
[ [ | REG_MONI TOR |
I I I I
| OP_TYPE | [8, op type] | CONFI G and CONF_BUNDLE [
TSRS e e e e e e e e oo o e e e e e e e e e e m o +

Tabl e 12: Message Header Fields

6.2.2. CONFIG and CONF_BUNDLE Attributes and Notifications
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I - T +
| Field | Type | Operation Types Create(CQ), |
I I | Update(U), Query(Q and I
I I | Delete(D) I
. O S +
| SESSI ON _STATE | [8, session state] | CU |
I I I I
| COWAND SET | FPC Conmmand Bitset. | C, U [NOTE 1] [
| | See Section 5.1.1.4. | |
I I I I
| CLONES | *[ FPCGldentity FPC- | C, U [NOTE 1] |
| | Identity ] (Section | |
| B | |
| VPORTS | *[ VPORT ] | CU [
I I I I
| CONTEXTS | *[ CONTEXT [ | CU |
| | COWAND_SET [ NOTE 1] | [
| ] | |
| TARGETS | FPC-ldentity | QD [
[ | (Section 4.4) [ [
| L |
| POLICY_GROUPS | *[ POLICY-GROUP ] | C UJ[NOTE 1] [
I I I I
| POLICIES | *[ POLICY ] | C UJ[NOTE 1] [
I I I I
| DESCRIPTORS | *[ DESCRI PTOR ] | C UI[NOTE 1] |
I I I I
| ACTI ONS | *[ ACTION ] | C U[NOTE 1] [
B o e e e e e e e e e oo B +

NOTE 1 - Only present if the corresponding feature is supported by
t he Agent.

Tabl e 13: CONFI G and CONF_BUNDLE OP_BODY Fi el ds
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| Field | Type | Operation Types |
I | | Create(C), Update(U), |
I I | Query(Q and Delete(D) |

e e U i +
| VPORTS | *[ VPORT ] | C U[NOTE 2] |
| | | |
| CONTEXTS | *[ CONTEXT [ | C U [NOTE 2] |
| | COVWAND_SET [NOTE | |
I T I
| TARGETS | *[ FPC-1dentity | QD [NOTE 2] |
| | (Section 4.4) | |
I I *[DPN_I D] ] I I
| ERROR_TYPE ID | [32, unsigned | All [NOTE 3] |
| | integer] | |
| | | |
| ERROR_I NFORVATI ON | [1024, oct et | Al [NOTE 3] |
| | string] | |
o e eaeaa s o e e o e e e e e eeeo o +

Tabl e 14: | nmedi ate Response RESPONSE BODY Fi el ds
Not es:

NOTE 1 - Only present if the corresponding feature is supported by
t he Agent.

NOTE 2 - Present in OK and OK_NOTI FY_FOLLOAS for both CONFI G and
CONF_BUNDLE. MAY al so be present in an CONF_BUNDLE Error response
(ERR) if one of the operations conpleted successfully.

NOTE 3 - Present only for Error (ERR) responses.
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FPC-ldentity
(Section 4.4)
NOTI FI CATI ONLI D A Notification lIdentifier
used to deterni ne
notification order

[ 32, unsigned
i nt eger]

TI MESTAMP [ 32, unsigned The tinme that the
i nteger] notification occurred.
DATA *[ OP_ID
RESPONSE_BCDY
(Table 14) ]
o e e e e o - o e e o m e e e e e e e i +

Tabl e 15: CONFI G_RESULT_NOTI FY Asynchronous Notification Fields

6. 2. 3. Monitors

event occurred.
Notification Data is

TRI GGER and Monitor type
speci fic.

MONI TOR_I D TRI GGER
[32, tinestanp]
[ NOTI FI CATI ON_DATA]

oo oo o e e oo oo +
| Field | Type | Description |
e e o ee e oo o +
| NOTIFICATION ID | [32, unsiged | |
| i nt eger] | |
I I I
| TRI GGER [ 32, unsigned | |
| i nt eger] | |
I I I
| | Timestanp notes when the |
I I I
I I I
I I I
I I I

I
I
I
|
NOTI FY | NOTI FI CATI ON_I D
I
I
I
I

Tabl e 16: Monitor Notifications
7. Derived and Subtyped Attributes

This section notes derived attributes.
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oo e oo oo - Fomme oo o m e oo e - oo e eooao- +
| Field | Type | Type | Description |
| | Val ue | | |
e e e e oo oo Fom oo - Fom e e e oo o e e e e e e e o oo +
| TO PREFI X | O | [I'P Address] | Aggregated or per-host |
| | | [ Prefix Len | destination IP |
| | | 1 | address/prefix |
| | | | descriptor. |
| | | | |
| FROM_PREFI X | 1 | [I'P Address] | Aggregated or per-host |
| | | [ Prefix Len | source IP |
| [ | 1 | address/prefix |
| | | | descriptor. |
I I I I I
| TRAFFI C_SELECTOR | 2 | Format per | Traffic Selector. |
[ [ | specification | [
| | | [ RFC6088]. | |
oo oo Fomee oo oo - o e e eooa o +

S Fom oo - Fom e e e e oo oo Fom e e e e oo +
| Field | Type | Type | Description |
| | Val ue | [ [
. S e e e e +
DROP 0 Enmpt y Drop the associ at ed
packets.
REVRI TE 1 [in_src_ip] Rewrite | P Address

[out _src_ip]
[in_dst_ip]
[out _dst _ip]
[in_src_port]

I I
| |
I I
I I
| | (NAT) or | P Address
I I
I I
| |
| [out_src_port] [
I I
I I
I I
I I
| |
I I
I I
I I
I I

/| Port (NAPT).

[in_dst_port]
[out _dst _port]
COPY_FORWARD FPC-1dentity. See
Section 4. 4.

Copy all packets and
forward themto the
provi ded identity.
The val ue of the
identity MJUST be a
port or context.

Tabl e 18: Action Subtypes
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oo +
| Field |
| |
o ee oo - +
| P_ADDR
MAC_ADDR
SERVI CE_PATH_I D
MPLS_LABEL

| NTERFACE_| NDEX
SEGVENT_I D
o e e e e oo - +
[ SR Fom e e
| Field | Type
| | Val ue
Fomm e e e o - Fomm oo -
| QCs | O
I I
I I
I I
| GBR | 1
I I
I I
| MBR | 2
I I
I I
| PMP QS| 3
I I
Fom e - Fom e -

Mat sushi ma, et al.
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------ T
Type | Type | Description |
Val ue | | |
------ e T
0 | |'P Address | An | P Address. |

I I I
1 | MAC Address | A MAC Address. |
I I I
2 | [24, unsigned | Service Path |
| integer] | Identifier (SPI) [
I I I
3 | [20, unsigned | MPLS Label |
| integer] [ [
I I I
4 | [SERVICE PATH ID] | Included NSH which |
| [8, unsigned | is a SPI and [
| integer] | Service Index (8 |
| | bits). |
I I I
5 | [16, unsigned | Interface Index (an |
| integer] | unsigned integer). |
I I I
5 | [128, unsigned | Segenent |
| integer] | Identifier. |
------ T

[ gos index type]
[i ndex] [ DSCP]

Refers to a single index
and DSCP to wite to the
packet .

[32, unsigned Guaranteed bit rate.
i nt eger]

[ 32, unsigned Maxi mum bit rate.
i nt eger]

A non-traffic selector PMP
QS Attribute per [RFC7222]

Varies by Type

Tabl e 20: QoS Subtypes
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e I T T +
| Field | Type | Type | Description |
[ | Val ue [ [ [
Fom e o - Fomm e - e e e e o e e m e e e e e e e e oo +
| TPIP_.TUN| O | | TP in IP Configuration |
I I I I I
| UDP_TUN | 1 | [src_port] | UDP Tunnel - source and/or |
| | | [dst_port] | destination port |
| | | | |
| GRECTUN | 2 | [32, CRE Key] | GRE Tunnel. [
. N . . +

Tabl e 21: Tunnel Subtypes
The foll owi ng COWAND_SET val ues are supported for | ETF_PM P.
0 assign-ip - Assign the | P Address for the nobile session.
0 assign-dpn - Assign the Datapl ane Node.
0 session - Assign values for the Session Level.
0 uplink - Command applies to uplink.
o downlink - Comrand applies to downli nk.
7.1. 3GPP Specific Extenstions

3GPP support is optional and detailed in this section. The follow ng
acronyns are used:

APN- AMBR: Access Point Name Aggregate Maxi num Bit Rate
ARP: Allocation of Retention Priority

EBI: EPS Bearer ldentity

GBR: Cuaranteed Bit Rate

GIP: GPRS (General Packet Radio Service) Tunneling Protocol
IMSI: International Mbile Subscriber Identity

MBR. Maximum Bit Rate

QLl: QS dass ldentifier

TEID:  Tunnel Endpoint ldentifier.
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TFT: Traffic Flow Tenplate (TFT)
UE- AMBR: Equi pnent Aggregate Maxi num Bit Rate
NOTE: GIP Sequence Nunber (SEQ NUMBER) is used in failover and
handover.
B Fomm oo - o m e e oo o - S +
| Field | Type | Nanespace / | Type |
[ | Value | Entity [ [
| | | Extended | |
Fom e e oo - Fom e e S oo e e e e e e eeee oo - +
| GTPV1 | 3 | Tunnel | LOCAL_TEI D REMOTE TEI D |
| | | Subtypes | SEQ NUMBER |
| | | nanmespace. | |
I I I I I
| GTPV2 | 4 | Tunnel | LOCAL_TEI D REMOTE TEI D |
[ [ | Subtypes | SEQ NUMBER |
| | | namespace. | |
I I I I I
| LOCAL_TEID | NA | NA | [32, unisgned integer] |
I I I I I
| REMOTE_ TEID | NA | NA | [32, unisgned integer] |
I I I I I
| SEQ NUMBER | N A | NA | [32, unisgned integer] |
I I I I I
| TFT | 3 | Descriptors | Format per TS 24.008 Section |
[ [ | Subtypes | 10.5.6.12. [
| | | nanespace. | |
I I I I I
| NS | VA | Context | [64, unsigned integer] |
| | | (new | |
| | | attribute) | |
I I I I I
| EBI | VA | Context | [4, unsigned integer] |
| | | (new | |
| | | attribute) | |
I I I I I
| 3GPP_QCS | 4 | QoS | [8 qci] [32, gbr] [32, nbr] |
[ [ | Subtypes | [32, apn_anbr] [32, ue_anbr] |
| | | nanespace. | ARP |
I I I I I
| ARP | NA | NA | See Allocation-Retention- |
| | | | Priority from|[RFC7222] |
Fom e e e e - - Fom e - TSRS Fom e e e e e e e e e e ee oo +
Tabl e 22: 3GPP Attributes and Structures
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The foll owi ng COWAND_SET val ues are supported for 3GPP.
0 assign-ip - Assign the I P Address for the nobile session
0 assign-dpn - Assign the Datapl ane Node.

0 assign-fteid-ip - Assign the Fully Qualified TEID (F-TEI D) LOCAL
| P addr ess.

0 assign-fteid-teid - Assign the Fully Qualified TEID (F-TEI D) LOCAL
TEI D.

0 session - Assign values for the Session Level. Wen this involves
"assign-fteid-ip’ and 'assign-fteid-teid this inplies the val ues
are part of the default bearer

0 uplink - Command applies to uplink
0 downlink - Comrand applies to downlink
8. Inplenentation Status

Two FPC Agent inpl enentati ons have been nade to date. The first was
based upon Version 03 of the draft and foll owed Mbdel 1. The second
foll ows Version 04 of the docunment. Both inplenmentations were
OpenDayl i ght plug-ins devel oped in Java by Sprint. Version 03 was
known as fpcagent and version 04’s inplenentation is sinmply referred
to as 'fpc’

fpcagent’s intent was to provide a proof of concept for FPC Version
03 Mbdel 1 in January 2016 and research various errors, corrections
and optim zations that the Agent coul d make when supporting multiple
DPNs.

As the code devel oped to support OpenFl ow and a proprietary DPN from
a 3rd party, several of the advantages of a nulti-DPN Agent becane
obvi ous including the use of machine |earning to reduce the nunber of
Fl ows and Policy entities placed on the DPN. This work has driven
new efforts in the DIME W5 nanely Di aneter Policy G oups

[1-D. bertz-di me-policygroups].

A t hroughput performance of tens per second using various Net Conf
based solutions in OpenDaylight nmade fpcagent undesirable for cal
processing. The RPC inplenentation inproved throughput by an order
of magni tude but was not useful based upon FPC s Version 03 design
using two information nodels. During this tine the features of
version 04 and its converged nodel becane attractive and the fpcagent
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project was closed in August 2016. fpcagent will no | onger be
devel oped and will rermain a proprietary inplenentation.

The | earni ngs of fpcagent has influenced the second project, fpc.

Fpc is also an OpenDaylight project but is being prepared for open
source rel ease as the Opendaylight FpcAgent plugin
(https://wki.opendaylight.org/view Project_Proposal s: FpcAgent) .

This project is scoped to be a fully conpliant FPC Agent t hat
supports nultiple DPNs including those that conmmuni cate via OpenFl ow.
The following features present in this draft and others devel oped by
the FPC devel opnent team have already | ead to an order of nagnitude

i mprovenent .

M gration of non-realtine provisioning of entities such as
topol ogy and policy allowed the inplenentation to focus only on
the rpc.

Using only 5 messages and 2 notifications has al so reduced
i mpl erent ation tine.

Conmand Sets, an optional feature in this specification, have
elimnated 80% of the tinme spent determ ning what needs to be
done with a Context during a Create or Update operation.

Op Reference is an optional feature nodel ed after video delivery.
It has reduced unnecessary cache | ookups. It also has the
additional benefit of allow ng an Agent to becone cachel ess and
effectively act as a FPC protocol adapter renotely with nulti-DPN
support or colocated on the DPN in a single-DPN support nodel.

Mul ti-tenant support allows for Cache searches to be partitioned
for clustering and performance i nprovenments. This has not been
capitalized upon by the current inplenentation but is part of the
devel opnment roadnmap.

Use of Contexts to pre-provision policy has also elimnated any
processing of Ports for DPNs which pernmitted the code for

CONFI GURE and CONF_BUNDLE to be inplenmented as a sinple nested
FOR | oops (see bel ow).

Current performance results wi thout code optinizations or tuning
al | ow 2-5K FPC Contexts processed per second on a 2013 Mac | aptop.
This results in 2x the nunmber of transactions on the southbound
interface to a proprietary DPN APl on the sane machi ne.

fpc currently supports the foll ow ng:

1 proprietary DPN API
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Policy and Topol ogy as defined in this
speci fication using OpenDaylight North Bound
Interfaces such as Net Conf and Rest Conf

CONFI G and CONF_BUNDLE (al | operations)

DPN assi gnnent, Tunnel allocations and | Pv4
address assignnent by the Agent or dient.

| medi at e Response is al ways an
OK_NOTI FY_FOLLOWS.
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assi gnnent system (receives rpc call):
perform basic operation integrity check
if CONFIGthen
got o assignnents
i f assignnents was ok then
send request to activation system
respond back to client with assignment data

el se
send back error
end if
el se if CONF_BUNDLE t hen

for each operation in bundles
got o assignments
i f assignnents was ok then
hol d onto data
el se
return error with the assignnents that occurred in
prior operations (best effort)
end if
end for
send bundles to activation systens
end if

assi gnnent s:
assign DPN, |Pv4 Address and/or tunnel info as required
if an error occurs undo all assignments in this operation
return result

activation system
buil d cache according to op-ref and operation type
for each operation
for each Context
for each DPN / direction in Context
perform actions on DPN accordi ng to Command Set
end for
end for
end for
comrmit changes to in nmenmory cache
Il og transaction for tracking and notification
( CONFI G_RESULT_NOTI FY)

Figure 27:. fpc pseudo code

For further information please contact Lyle Bertz who is also a co-
aut hor of this document.

NOTE: Tenant support requires binding a Client IDto a Tenant ID (it
is aone to many relation) but that is outside of the scope of this
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specification. Qherwi se, the specification is conplete in ternms of
providing sufficient information to inplenent an Agent.

9. Security Considerations

Detai |l ed protocol inplenentations for DWM Forwarding Policy
Configuration nmust ensure integrity of the information exchanged
between an FPC Cdient and an FPC Agent. Required Security

Associ ations may be derived fromco-located functions, which utilize
the FPC dient and FPC Agent respectively.

The YANG nodul es defined in this meno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory-to-inpl enment secure
transport is SSH [ RFC6242].

The informati on nodel defined in the neno is designed to be access by
protocols specified in extensions to this docunent or, if using the
YANG nodul es, as descri bed above.

There are a nunber of data nodes defined which are

writabl e/creatabl e/del etable. These data nodes may be consi dered
sensitive or vulnerable in some network environnents. Wite
operations (e.g., a NETCONF edit-config) to these data nodes wi thout
proper protection can have a negative effect on network operations.
These are the subtrees and data nodes and their sensitivity/

vul nerability:

Nodes under the Policy tree provide generic policy enforcenment and
traffic classification. They can be used to bl ock or pernmit
traffic. |If this portion of the nodel was to be conpronised it
may be used to block, identify or permt traffic that was not

i ntended by the Tenant or FPC CLient.

Nodes under the Topol ogy tree provide defintion of the Tenant’'s
forwardi ng topol ogy. Any conpronise of this information will
provi de topol ogy information that could be used for subsequent
attack vectors. Renoval of topology can linmt services.

Nodes under the Mobility Tree are runtine only and mani pul ated by
renote procedure calls. The unwanted del etion or renoval of such
i nformati on woul d deny users service or provide services to

unaut hori zed parties.

Sone of the readabl e data nodes defined may be consi dered sensitive

or vulnerable in sone network environments. It is thus inportant to
control read access (e.g., via get, get-config, or notification) to

Mat sushi ma, et al. Expires March 17, 2018 [ Page 64]



Internet-Draft DWVM FPC Pr ot ocol Sept enber 2017

t hese data nodes. These are the subtrees and data nodes and their
sensitivity/vulnerability:

| P address assignnents in the Context along with their associated
tunnel configurations/identifiers (fromthe FPC base nodul e)

I nt ernai onal Mbile Subscriber Identity (IMSI) and bearer
identifiers in the Context when using the optional 3GPP nodul e

Sone of the RPC operations defined may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control access to these operations. These are the operations and
their sensitivity/vulnerability:

CONFI G and CONF_BUNDLE send Context information which can include
information of a sensitive or vulnerable nature in sonme network
environnents as descri bed above.

Monitor related RPC operations do not specicially provide
sensitive or vulnerable informaiton but care nust be taken by
users to avoid identifier values that expose sensitive or

vul nerabl e information.

Noti cati ons MUST be treated with sanme | evel of protection and
scrutiny as the operations they correspond to. For exanple, a
CONFI G_RESULT_NOTI FY notification provides the sane information
that is sent as part of the input and output of the CONFIG and
CONF_BUNDLE RPC operati ons.

General usage of FPC MJST consider the follow ng:
FPC Nami ng Section 4.4 permts arbirtrary string values but a
users MJST avoid placing sensitive or vulnerable information in
t hose val ues.

Policies that are very narrow and pernit the identification of
specific traffic, e.g. that of a single user, SHOULD be avoi ded.

10. | ANA Consi derations
This docunent registers six URIs in the "I ETF XM. Regi stry"
[ RFC3688]. Following the format in RFC 3688, the follow ng
regi strati ons have been made.
URI: urn:ietf:parans: xm :ns:yang:ietf-dmmfpc

Regi strant Contact: The DMM WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.
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URI: urn:ietf:parans: xm :ns:yang:ietf-dnmthreegpp

Regi strant Contact: The DMM WG of the | ETF.

XM.: NA, the requested URI is an XM. nanespace

URI: urn:ietf:parans: xm:ns:yang:ietf-dnm pmi p-qos

Regi strant Contact: The DMM WG of the | ETF.

XML: N A the requested URI is an XM. nanespace

URI: urn:ietf:parans:xm:ns:yang:ietf-dnmtraffic-selector-types
Regi strant Contact: The DMM WG of the | ETF.

XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-dmmfpc-policyext
Regi strant Contact: The DMM WG of the | ETF.

XM: NA, the requested URI is an XM. nanespace

URI: urn:ietf:parans:xnm:ns:yang:ietf-dmmfpc-pmp

Regi strant Contact: The DMM WG of the | ETF.

XML: N A the requested URI is an XM. nanespace

Thi s docunment registers the follow ng YANG nodul es in the "YANG
Modul e Nanes" registry [ RFC6020].

nane: ietf-dmmfpc

nanespace: urn:ietf:paranms:xm:ns:yang:ietf-dmmfpc
prefix: fpc

ref erence: TBD1

nane: i etf-dmmthreegpp

namespace: urn:ietf:paranms: xm :ns:yang:ietf-dmmthreegpp
prefix: t hr eegpp

r ef erence: TBD1

nane: i etf-dmm pm p-qos

nanespace: urn:ietf:parans: xm :ns:yang:ietf-dmm pm p-gos
prefix: gos- pmi p

ref erence: TBD1

nane: ietf-dmmtraffic-sel ector-types

nanespace: urn:ietf:parans: xm :ns:yang

ietf-dmtraffic-selector-types

prefix: traffic-selectors

r ef erence: TBD1

nane: ietf-dmmtraffic-sel ector-types

nanespace: urn:ietf:parans: xm :ns:yang:ietf-dmmfpc-policyext
prefix: f pcpol i cyext

r ef erence: TBD1
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11.

12.

12.

nane: ietf-dmtraffic-sel ector-types

nanespace: urn:ietf:parans: xm:ns:yang:ietf-dmmfpc-pmp
prefix: fpc-pm p

ref erence: TBD1

The docunent registers the foll owing YANG subnodul es in the "YANG
Modul e Names" registry [ RFC6020].

nane: i etf-dmmfpc-base
par ent : ietf-dmmfpc
ref erence: TBD1
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Appendi x A. YANG Data Mddel for the FPC protoco

These nodul es define YANG definitions. Seven nodul es are defined:

(0]

(0]

ietf-dmmfpc (fpc) - Defines the base nodel and messages for FPC

ietf-dmmfpc-base An FPC subnodul e that defines the information
nodel that is specified in this docunent

i etf-pmp-qos (pmip-qos) - Defines proxy nobile | Pv6 QoS
paraneters per RFC 7222

ietf-traffic-selectors-types (traffic-selectors) - Defines Traffic
Sel ectors per RFC 6088

ietf-dmmthreegpp - Defines the base structures for 3GPP based IP
mobi l ity and augnments fpcagent to support these paramneters.

ietf-dmmfpc-pmp - Augnents fpcp-base to include PMP Traffic
Sel ectors as a Traffic Descriptor subtype and pm p-qos QS
paraneters, where applicable, as properties.

ietf-dmmfpc-policyext - defines basic policy extensions, e.g.
Actions and Descriptors, to fpcbase and as defined in this
docunent .

FPC Agent YANG Mbdel

This nmodul e defines the information nodel and protocol el enents
specified in this docunent.

This nodul e references [ RFC6991] and the fpc-base nodule defined in
t hi s docunent.
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<CCDE BEG NS> file "ietf-dmmfpc@017-03-08. yang"

modul e ietf-dmmfpc {
nanespace "urn:ietf:parans: xm :ns:yang:ietf-dmmfpc";
prefix fpc;

inmport ietf-inet-types { prefix inet; revision-date 2013-07-15; }
i nclude ietf-dmmfpc-base;

organi zation "I ETF Distributed Mbility Managenent (DVM
Wor ki ng Group”;

cont act
"W Web: <http://tools.ietf.org/wy/ netnod/ >
W5 List: <mailto:netnod@etf.org>

WG Chair: Dapeng Liu
<mai | t 0: maxpassi on@mnai | . con®

WG Chai r: Jouni Korhonen
<mai | t 0: j ouni . nospam@mai | . con>

Edi t or: Sat oru Mat sushi ma
<mai | t 0: sat or u. mat sushi na@. sof t bank. co. j p>

Edi t or: Lyle Bertz
<mai |l to: 1yl ebe551144@mai | . com>";

description
"This nodul e contai ns YANG definition for
Forwar di ng Policy Configuration Protocol (FPCP).

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described
in Section 4.e of the Trust Legal Provisions and are provided
wi t hout warranty as described in the Sinplified BSD License.";

revision 2017-03-08 {

description "Version 06 updates."”;
reference "draft-ietf-dmmfpc-cpdp-06";
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}

revisi on 2016-08-03 {
description "lInitial Revision.";
reference "draft-ietf-dmmfpc-cpdp-05";

feature fpc-cloning {
description "An ability to support cloning in the RPC. ";

feature fpc-basenane-registry {
description "Ability to track Base Nanes al ready provisioned
on the Agent";

feature fpc-bundles {
description "Ability for Cient to send nmultiple bundl es of
actions to an Agent";

feature fpc-client-binding {
description "Allows a FPC Cient to bind a DPN to an Topol ogy
bj ect”;

feature fpc-auto-binding {
description "Allows a FPC Agent to advertise Topol ogy bjects
that could be DPNs";
}
feature instruction-bitset {
description "All ows the expression of instructions (bit sets)
over FPC. ";
}
feature operation-ref-scope {
description "Provides the scope of refeneces in an operation
Used to optmi ze the Agent processing.";
}
feature policy-rpc-provisioning {
description "Enables the ability to send policy el enents
(Policy Groups, Policies, Descriptors and Actions) to be sent
in CONF or CONF_BUNDLE operations."

}

typedef agent-identifier {
type fpc:fpc-identity;
description "Agent ldentifier";

}

typedef client-identifier {
type fpc:fpc-identity;
description "Cient ldentifier";
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groupi ng basenane-info {
| eaf basenane {
if-feature fpc:fpc-basenane-registry;
type fpc:fpc-identity;
description "Rul es Basenane";

| eaf base-state {
if-feature fpc:fpc-basenane-registry;
type string;
description "Current State";

| eaf base-checkpoint {
if-feature fpc:fpc-basenane-registry;
type string;
description "Checkpoint";

}

description "Basenane |nfornmation";

}

/1 Top Level Structures
contai ner tenants {
list tenant {
key "tenant-id";
| eaf tenant-id {
type fpc:fpc-identity;
description "Tenant |D";

}

contai ner fpc-policy {
list policy-groups {
key "policy-group-id";
uses fpc:fpc-policy-group
description "Policy G oups"”;

}
list policies {
key "policy-id";
uses fpc:fpc-policy;
description "Policies";
list descriptors {
key descriptor-id;
uses fpc:fpc-descriptor;
description "Descriptors";
}

list actions {
key action-id;
uses fpc:fpc-action;
description "Actions";
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}

description "Policy";

}

container fpc-nobility {
config fal se
list contexts {
key context-id;
uses fpc:fpc-context;
description "Contexts";

list vports {
key vport-id,;
uses fpc:fpc-vport;
description "Ports"
}
list nmonitors {
uses fpc:nmonitor-config;
description "Mnitors"
}
description "Mbility";
}
cont ai ner fpc-topol ogy {
/1 Basic Agent Topol ogy Structures
list domains {
key dommai n-id;
uses fpc:fpc-domain;
uses fpc: basenane-i nf o;
description "Domai ns";

}

| eaf dpn-id {
if-feature fpc:fpc-basic-agent;
type fpc:fpc-dpn-id;
description "DPN I D";

| eaf-1ist control-protocols {
i f-feature fpc:fpc-basic-agent;
type identityref {
base "fpc: fpc-dpn-control -protocol”
}

description "Control Protocols";

}

I'ist dpn-groups {
if-feature fpc:fpc-nmulti-dpn;
key dpn-group-id;
uses fpc: fpc-dpn-group
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list domains {
key dommai n-id;
uses fpc:fpc-domain;
uses fpc: basenane-i nf o;
description "Domai ns";
}
description "DPN G oups";

}

list dpns {
if-feature fpc:fpc-nmulti-dpn;
key dpn-id;
uses fpc: fpc-dpn
description "DPNs";

}

descri ption "Topol ogy";

}
description "Tenant";

}

description "Tenant List";

}

contai ner fpc-agent-info {
/1l General Agent Structures
| eaf-1ist supported-features {
type string;
description "Agent Features"”;

}

/1 Commobn Agent Info
list supported-events {
key event;
| eaf event {
type identityref {
base "fpc:event-type";
}
description "Event Types";
}
| eaf event-id {
type fpc:event-type-id;
description "Event ID';
}
description "Supported Events";

}

list supported-error-types {
key error-type;
| eaf error-type {
type identityref {
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base "fpc:error-type";
}
description "Error Type";
}
| eaf error-type-id {
type fpc:error-type-id;
description "Error Type |D';

}
description "Supported Error Types";

}

description "General Agent Infornmation";

}

/1 Milti-DPN Agent Structures
groupi ng fpc-dpn-group {
| eaf dpn-group-id {
type fpc:fpc-dpn-group-id;
description "DPN G oup |ID';

| eaf data-plane-role {
type identityref {
base "fpc: fpc-data-pl ane-role";
}

description "Datapl ane Rol e";
}
| eaf access-type {
type identityref {
base "fpc: fpc-access-type";
}

description "Access Type";

}
| eaf mobility-profile {
type identityref {
base "fpc:fpc-nmobility-profile-type";
}

description "Mbility Profile";

Iist dpn-group-peers {
key "renote-dpn-group-id";
uses fpc: fpc-dpn-peer-group;
description "Peer DPN G oups";

}

description "FPC DPN G oup";
}
Il RPC
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/'l RPC Specific Structures
/1l nput Structures
typedef adm n-status {
type enuneration {
enum enabl ed {
val ue 0;
description "enabl ed";
}
enum di sabl ed {
val ue 1;
description "disabl ed";
}
enum virtual {
val ue 2;
description "virtual";
}
}
description "Adm nstrative Status";

}

typedef session-status {
type enuneration {
enum conpl ete {
val ue 0;
description "conplete";
}
enum i nconpl ete {
val ue 1;
description "inconplete";
}
enum out dat ed {
val ue 2;
description "outdated";
}
}
description "Session Status";

}

typedef op-delay {

type uint32;

description "Qperation Delay (ns)";
}

typedef op-identifier {
type uint 64;
description "Qperation ldentifier";
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typedef ref-scope {
type enuneration {
enum none {
val ue 0;
description "no references";
}
enum op {
val ue 1;
description "op - Al references are contained in the
operation body (intra-op)";

enum bundl e {
val ue 2;

description "bundle - Al references in exist in bundle

(inter-operation/intra-bundle).
NOTE - If this value comes in CONFIG call it is
equivalent to 'op’'.";
}
enum st orage {
val ue 3;

description "storage - One or nore references exist outside

of the operation and bundle. A |ookup to a cache /
storage is required.";
}
enum unknown {
val ue 4;
description
unknown. This is treated as a ’'storage’ type."
}

}

unknown - the | ocation of the references are

description "Search scope for references in the operation."”;

}

groupi ng instructions {
container instructions {
if-feature instruction-bitset;
choice instr-type {
description "lInstruction Val ue Choice"

}

description "lInstructions";
}

description "lnstructions Val ue";

}

groupi ng op- header {
leaf client-id {
type fpc:client-identifier;
description "Cient |ID
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}
| eaf del ay {
type op-del ay;
description "Del ay";
}
| eaf session-state {
type session- st at us;
description "Session State";

| eaf adm n-state {
type adni n- st at us;
description "Adnmin State";

}
| eaf op-type {
type enuneration {
enum create {
val ue 0;
description "create";
}
enum updat e {
val ue 1;
description "update";
}
enum query {
val ue 2;
description "query";

enum del ete {
val ue 3;
description "del ete";
}
}
description "Type";
}
| eaf op-ref-scope {
i f-feature operation-ref-scope;
type fpc:ref-scope;
description "Reference Scope";
}
uses fpc:instructions;
description "Qperation Header";

}

groupi ng cl one-ref {
| eaf entity {
type fpc:fpc-identity;
description "Cone ID';

}
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| eaf source {
type fpc:fpc-identity;
description "Source"

}

description "Cd one Reference"

}

identity comand-set {
description "protocol specific conmands”
}

groupi ng cont ext-operation {
uses fpc:fpc-context;
uses fpc:instructions;
description "Context Operation”;

}

/1 Qutput Structure
groupi ng payl oad {
list ports {
uses fpc:fpc-vport;
description "Ports";

list contexts {
uses fpc:context-operation
description "Contexts";
}
list policy-groups {
i f-feature fpc:policy-rpc-provisioning;
key "policy-group-id";
uses fpc:fpc-policy-group
description "Policy Goups";

list policies {
i f-feature fpc:policy-rpc-provisioning;
key "policy-id";
uses fpc:fpc-policy;
description "Policies";
}
list descriptors {
i f-feature fpc:policy-rpc-provisioning;
key descriptor-id;
uses fpc:fpc-descriptor;
description "Descriptors”;
}
list actions {
i f-feature fpc:policy-rpc-provisioning;
key action-id;
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uses fpc:fpc-action;
description "Actions";
}
description "Payl oad";

}

groupi ng op-input {
uses fpc: op- header;
| eaf op-id {
type op-identifier;
description "Qperation | D';
}
choi ce op_body {
case create_or_update {
list clones {
i f-feature fpc-cloning;
key entity;
uses fpc:clone-ref;
description " ones";
}
uses fpc: payl oad;
description "Create/ Update input"”;
}
case del ete_or_query {
uses fpc:targets-val ue;
description "Del ete/ Query input”;

}

description "Qpeartion |nput value";
}
description "Qperation |Input”;

}

typedef result {
type enuneration {
enum ok {
val ue 0;
description "OK";
}
enumerr {
val ue 1;
description "Error";
}
enum ok-notify-follows {
val ue 2;
description "OK with NOTIFY foll owi ng";
}
}

description "Result Status";
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}

identity error-type {
description "Base Error Type";
}

i dentity nane-al ready-exists {
description "Notification that an entity of the sane nanme
al ready exists";

}
typedef error-type-id {

type uint32;

description "Integer formof the Error Type";
}

groupi ng op-status-val ue {
| eaf op-status {
type enuneration {
enum ok {
val ue O;
description "OK";
}
enum err {
val ue 1;
description "Error";
}
}

description "Qperation Status";

}

description "Qperation Status Val ue";

}

grouping error-info {
| eaf error-type-id {
type fpc:error-type-id;
description "Error ID';

}

| eaf error-info {

type string {
length "1..1024";

}
description "Error Detail";
}
description "Error Information";
}
groupi ng result-body {

| eaf op-id {
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type op-identifier;
description "QOperation ldentifier";
}
choice result-type {
case err {
uses fpc:error-info;
description "Error Information";
}
case create-or-update-success {
uses fpc: payl oad;
description "Create/Update Success";
}
case del ete_or_query-success {
uses fpc:targets-val ue;
description "Del ete/ Query Success”
}
case enpty-case {
description "Enpty Case";

}

description "Result Val ue";
}
description "Result Body";

}

// Conmon RPCs
rpc configure {
description "CONF nmessage”
i nput {
uses fpc:op-input;
}
out put {
| eaf result {
type result;
description "Result";
}
uses fpc:result-body;
}
}

rpc configure-bundles {

i f-feature fpc:fpc-bundles;

description "CONF_BUNDLES nessage"

i nput {

| eaf highest-op-ref-scope {

i f-feature operation-ref-scope;
type fpc:ref-scope;
description "Hi ghest Op-Ref used in the input"”;
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list bundles {
key op-id;
uses fpc:op-input;
description "List of operations”;

}
out put {
list bundles {
key op-id;
uses fpc:result-body;
description "Qperation ldentifier";
}

}
}

/1 Notification Messages & Structures
typedef notification-id {

type uint32;

description "Notification lIdentifier";

}

groupi ng notification-header {
| eaf notification-id {
type fpc:notification-id;
description "Notification |ID';
}
| eaf tinestanp {
type uint32;
description "tinmestanp";
}
description "Notification Header";

}

notification config-result-notification {
uses fpc:notification-header
choi ce val ue {
case config-result {
uses fpc: op-status-val ue;
uses fpc:result-body;
description "CONF Result";
}
case config-bundl e-result {
list bundles {
uses fpc: op-status-val ue;
uses fpc:result-body;
description "Qperation Results"

}
description "CONF_BUNDLES Result";
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}
description "Config Result val ue";
}
description "CONF/ CONF_BUNDLES Async Result";

}

rpc event _register {
description "Used to register nonitoring of paraneters/events"”;
i nput {
uses fpc:nmonitor-config;

out put {
| eaf nmonitor-result {
type fpc:result;
description "Result"”;
}
uses fpc:error-info;
}
}

rpc event _deregister {
description "Used to de-regi ster nonitoring of
par anet er s/ event s";
i nput {
list monitors {
uses fpc:nonitor-id;
description "Mnitor |ID

}

out put {
| eaf nmonitor-result {
type fpc:result;
description "Result"”;

}
uses fpc:error-info;
}
}
rpc probe {
description "Probe the status of a registered nonitor";
i nput {
uses fpc:targets-val ue;
}
out put {

| eaf nonitor-result {
type fpc:result;
description "Result";
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}
uses fpc:error-info;
}
}

notification notify {
uses fpc:notification-header
choi ce val ue {
case dpn-candi dat e-avail able {
i f-feature fpc:fpc-auto-binding;
| eaf node-id {
type inet:uri;
description "Topol ogy UR";

| eaf-1ist access-types {
type identityref {
base "fpc: fpc-access-type";
}

description "Access Types";
leaf-list nmobility-profiles {
type identityref {
base "fpc:fpc-mobility-profile-type"
}
description "Mbility Profil es"
}
| eaf-1ist forwardi ng-pl ane-roles {

type identityref {
base "fpc: fpc-data-pl ane-role";

}
description "Forwardi ng Pl ane Rol e";
}
description "DPN Candi date Availability";

}

case nonitor-notification {
choi ce nonitor-notification-value {
case nonitoring-suspension {
| eaf nonitoring-suspended {

type enpty;
description "Indicates that nonitoring has
uspended”;
}
| eaf suspension-note {
type string;

description "lIndicates the nonitoring
suspensi on reason"
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case nonitoring-resunption {
| eaf nonitoring-resuned {
type enpty;
description "Indicates that nonitoring
has resumed";
}

}

case sinple-nonitor ({
uses fpc:report;
description "Report";

case bul k-nonitors {
list reports {
uses fpc:report;
description "Reports";

}
description "Bul k Monitor Response";
}
description "Mnitor Notification value";
}
description "Mnitor Notification";
}
description "Notify Val ue";
}
description "Notify Message";
}
}
<CODE ENDS>

A. 2. YANG Model s
A 2.1. FPC YANG Mbdel

This nodul e defines the base data elenents specified in this
docunent .

Thi s nmodul e references [ RFC6991].

<CODE BEG@ NS> file "ietf-dmmfpc-base@017-03-08. yang"
subnodul e i etf-dmmfpc-base {
bel ongs-to ietf-dmmfpc {
prefix fpc;
}

inmport ietf-inet-types { prefix inet; revision-date 2013-07-15; }
import ietf-yang-types { prefix ytypes;
revision-date 2013-07-15; }
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organi zation "I ETF Distributed Mbility Managenent (DWVM
Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chair: Dapeng Liu
<mai | t 0: maxpassi on@nuai |l . cone

WG Chai r: Jouni Korhonen
<mai | t 0: j ouni . nospam@mai | . con>

Edi t or: Sat oru Mat sushi ma
<mai | t 0: sat or u. mat sushi ma@. sof t bank. co. j p>

Edi t or: Lyle Bertz
<mailto: |yl ebe551144@n=i | . conm";

description
"This nodul e contai ns YANG definition for
Forwar di ng Policy Configuration Protocol (FPCP)

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.";

revision 2017-03-08 {
description "Version 06 updates.”;
reference "draft-ietf-dmmfpc-cpdp-06";

}

revisi on 2016-08-03 {
description "lnitial Revision.";
reference "draft-ietf-dnmfpc-cpdp-05"

}

feature fpc-basic-agent {
description "This is an agent co-located with a DPN. In this
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case only DPN Peer G oups, the DPN Id and Control Protocols
are exposed along with the core structures."”;

feature fpc-multi-dpn {
description "The agent supports nultiple DPNs.";
}

typedef fpc-identity {
type union {
type uint32;
type string;
type instance-identifier;
}
description "FPC Identity"

}

groupi ng target-value {
| eaf target {
type fpc-identity;
description "Target ldentity";

}
description "FPC Target Val ue";

}

groupi ng targets-val ue {
list targets {
key "target";
| eaf target ({
type fpc-identity;
description "Target 1d";

}

| eaf dpn-id {
type fpc:fpc-dpn-id;
description "DPN Id";

}

description "List of Targets";
}
description "Targets Val ue";

}

/1 Descriptor Structure

typedef fpc-descriptor-id-type {
type fpc:fpc-identity;
description "Descriptor-1D';

}

identity fpc-descriptor-type {
description "A traffic descriptor”;

}
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groupi ng fpc-descriptor-id {
| eaf descriptor-id {
type fpc:fpc-identity;
description "Descriptor Id";
}
description "FPC Descriptor |ID val ue";
}
groupi ng fpc-descriptor {
uses fpc:fpc-descriptor-id,
| eaf descriptor-type {
type identityref {
base "fpc-descriptor-type";

mandat ory true;
description "Descriptor Type";
}
choi ce descriptor-val ue {
case all-traffic {
leaf all-traffic {
type enpty;
description "Enpty Val ue";
}
}

description "Descriptor Value";

}
description "FPC Descriptor”;

}

/1 Action Structure

typedef fpc-action-id-type {
type fpc:fpc-identity;
description "Action-1D";

identity fpc-action-type {
description "Action Type";
}

grouping fpc-action-id {
| eaf action-id {
type fpc:fpc-action-id-type;
description "Action ldentifier";
}
description "FPC Action ID';
}
groupi ng fpc-action {
uses fpc:fpc-action-id;
| eaf action-type {
type identityref {
base "fpc-action-type";
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}

mandat ory true;
description "Action Type";
}
choi ce action-val ue {
case drop {
| eaf drop {
type enpty;
description "Enpty Val ue”
}
}

description "FPC Action Val ue"

}
description "FPC Action";

}

/1l Rule Structure
grouping fpc-rule {
list descriptors {
key descriptor-id;
uses fpc:fpc-descriptor-id,
| eaf direction {
type fpc:fpc-direction;
description "Direction"
}

description "Descriptors”;
}

list actions {
key action-id;
| eaf action-order {
type uint32;
description "Action Execution O der"”;

uses fpc:fpc-action-id;
description "Actions";
}
description
"FPC Rul e. When no actions are present the action is DROP
When no Descriptors are enpty the default is
“all traffic .";

}

/1 Policy Structures
typedef fpc-policy-id {
type fpc:fpc-identity;
description "Policy ldentifier";
}
groupi ng fpc-policy {
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| eaf policy-id {
type fpc:fpc-policy-id,
description "Policy 1d";

list rules {
key order;
| eaf order {
type uint32;
description "Rule O der";

uses fpc:fpc-rule;
description "Rul es";

}
description "FPC Policy";

}

/1 Policy Goup
typedef fpc-policy-group-id {
type fpc:fpc-identity;
description "Policy Goup ldentifier"
}
groupi ng fpc-policy-group {
| eaf policy-group-id {
type fpc:fpc-policy-group-id;
description "Policy Goup ID';
}
leaf-1ist policies {
type fpc:fpc-policy-id;
description "Policies";
}
description "FPC Policy Goup";

}

/1 Mobility Structures
/1 Port G oup
typedef fpc-vport-id {
type fpc:fpc-identity;
description "FPC Port Identifier";
}
groupi ng fpc-vport {
| eaf vport-id {
type fpc:fpc-vport-id;
description "Port |D';
}
| eaf-1ist policy-groups {
type fpc:fpc-policy-group-id;
description "Policy G oups";
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description "FPC Port";
}

/1 Context G oup
typedef fpc-context-id {
type fpc:fpc-identity;
description "FPC Context ldentifier";
}
groupi ng fpc-context-profile {
| eaf tunnel -1ocal -address {
type inet:ip-address;
description "endpoi nt address of the DPN which a
gent exists.";

| eaf tunnel -renote-address {
type inet:ip-address;
description "endpoi nt address of the DPN which
agent exists.";

}
| eaf ntu-size {
type uint32;
description "MIU size";
}

cont ai ner nobility-tunnel -paraneters {
uses fpc:mobility-info;
description
"Specifies profile specific |yl ebe551144 tunne
paraneters to the DPN which the agent exists. The
profiles includes GIP/ TEID for 3gpp profile, CRE/ Key for
ietf-pmip profile, or new profile if anyone will define
it.";

}

cont ai ner next hop {
uses fpc: fpc-nexthop
description "Next Hop";

}

cont ai ner qos-profile-paranmeters {
uses fpc:fpc-qos-profile;
description "QoS Paraneters”

}

cont ai ner dpn-paraneters {
description "DPN Paraneters"”;

Iist vendor-parameters {
key "vendor-id vendor-type"
uses fpc:vendor-attributes;
description "Vendor Paraneters";
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description "A profile that applies to a specific direction”

}

typedef fpc-direction {
type enuneration {
enum | yl ebe551144 {
description "lyl ebe551144";
}

enum downl i nk {
description "Downlink";

enum bot h {
description "Both";
}

}

description "FPC Direction"

}

groupi ng fpc-context {

| eaf context-id {
type fpc:fpc-context-id;
description "Context |D';

}

leaf-list vports {
type fpc:fpc-vport-id;
description "Vports";

}

| eaf dpn-group {
type fpc:fpc-dpn-group-id;
description "DPN G oup";

| eaf-1ist del egated-ip-prefixes {
type inet:ip-prefix;
description "Del egated Prefix(es)";

}

contai ner ul {
if-feature fpc:fpc-basic-agent;
uses fpc:fpc-context-profile;
description "lyl ebe551144";

}

contai ner dl {
if-feature fpc:fpc-basic-agent;
uses fpc:fpc-context-profile;
description "Downlink";

}
list dpns {

if-feature fpc:fpc-multi-dpn
key "dpn-id direction"
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| eaf dpn-id {
type fpc:fpc-dpn-id;
description "DPN';

| eaf direction {
type fpc:fpc-direction;
mandat ory true
description "Direction”

uses fpc:fpc-context-profile;
description "DPNs";

}

| eaf parent-context {
type fpc:fpc-context-id;
description "Parent Context";

}
description "FCP Context";

}

/1 Mbility (Tunnel) Information
grouping nobility-info {
choi ce profile-paraneters {
case nothing {

| eaf none {
type enpty;
description "Enpty Val ue";
}
description "No Paraneters Case";

}

description "Mbility Profile Paraneters”

}

description "Mbility Information";

}

/1 Next Hop Structures
typedef fpc-service-path-id {
type uint32 {
range "0..33554431";
}

description "SERVI CE PATH | D'

}
typedef fpc-npls-1abel {
type uint32 {
range "0..1048575";
}

description "MPLS | abel "
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identity fpc-nexthop-type {
description "Next Hop Type"

}

identity fpc-nexthop-ip {
base "fpc: f pc-next hop-type";
description "Nexthop | P";

identity fpc-nexthop-servicepath {
base "fpc: fpc-nexthop-type"
description "Nexthop Service Path";

identity fpc-nexthop-mac {
base "fpc: f pc-next hop-type";
description "Nexthop MAC- Address”

}
identity fpc-nexthop-npls {
base "fpc: f pc-next hop-type";
description "Nexthop MPLS"
}
identity fpc-nexthop-if {
base "fpc: fpc-nexthop-type"
description "Nexthop If index";
}
groupi ng fpc-nexthop {
| eaf nexthop-type {
type identityref {
base "fpc: fpc-nexthop-type"
}

description "Nexthop Type";
}
choi ce nexthop-val ue {
case ip-nexthop {
leaf ip {
type inet:ip-address;
description "I P Val ue";

}

description "I P Case";
}
case macaddr ess-next hop {
| eaf macaddress {
type ytypes: nac- addr ess;
description "MAC Address Val ue"
}
}
case servicepat h- next hop {
| eaf servicepath {
type fpc:fpc-service-path-id;
description "Service Path Val ue";
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}

description "Service Path Case";

case npl sl abel - next hop {
| eaf Isp {
type fpc:fpc-npls-Iabel
description "MPLS Val ue";
}
description "Service Path Case";
}
case if-nexthop {
| eaf if-index {
type uint 16;
description "If (interface) Val ue";
}
description "Service Path Case";
}
description "Val ue";
}
description "Nexthop Val ue"

}

/1 QS Information
identity fpc-qos-type {
description "Base identity fromwhich specific uses of QS
types are derived.";
}
groupi ng fpc-qgos-profile {
| eaf qos-type {
type identityref {
base fpc:fpc-qos-type
}

description "the profile type"
}
choi ce val ue {

description "QS Val ue";
}

description "QS Profile";
}

/1 Vendor Specific Attributes
identity vendor-specific-type {

description "Vendor Specific Attribute Type"
}

groupi ng vendor-attributes {
| eaf vendor-id {
type fpc:fpc-identity;
description "Vendor |D";
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}

| eaf vendor-type {
type identityref {
base "fpc: vendor-specific-type";
}

description "Attribute Type";

choi ce val ue {
case enpty-type {
| eaf enpty-type {
type enpty;
description "Enpty Val ue";

Ejescri ption "Enpty Case";
Ejescri ption "Atttribute Val ue";
Ejescri ption "Vendor Specific Attributes";
}
/1l Topol ogy

typedef fpc-domain-id {
type fpc:fpc-identity;
description "Domain ldentifier";
}
groupi ng fpc-domain {
| eaf domain-id {
type fpc:fpc-donain-id;
description "Domain |ID";
}
| eaf donai n- nanme {
type string;
description "Domain Nane";
}
| eaf domain-type {
type string;
description "Domain Type";

| eaf domai n-reference {

type instance-identifier;

description "Indicates a set of resources for the donain";
}
description "FPC Domai n";

}

typedef fpc-dpn-id {
type fpc:fpc-identity;
description "DPN Identifier";
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}
identity fpc-dpn-control-protocol {
description "DPN Control Protocol";

}
groupi ng fpc-dpn {
| eaf dpn-id {
type fpc:fpc-dpn-id;
description "DPN I D";
| eaf dpn-nane {
type string;
description "DPN Nane";
| eaf-1ist dpn-groups {
type fpc:fpc-dpn-group-id;
description "DPN G oups”;
| eaf node-reference {
type instance-identifier;
description "DPN => Node (Topol ogy) Mapping";
}
description "FPC DPN';
}

typedef fpc-dpn-group-id {
type fpc:fpc-identity;
description "DPN G oup ldentifier";

identity fpc-data-plane-role {
description "Role of DPN Group in the Forwardi ng Pl ane";

identity fpc-access-dpn-role {
base "fpc: fpc-data-pl ane-rol e";
description "Access DPN Rol e";
identity fpc-anchor-dpn-role {
base "fpc: fpc-data-pl ane-rol e";
description "Anchor DPN Rol e";
}

identity fpc-access-type {
description "Access Type of the DPN G oup";

}

identity fpc-mobility-profile-type {
description "Mbility Profile Type";

}

groupi ng fpc-dpn-peer-group {

Mat sushi ma, et al. Expires March 17, 2018 [ Page 98]



Internet-Draft DWVM FPC Pr ot ocol Sept enber 2017

| eaf renote-dpn-group-id {
type fpc:fpc-dpn-group-id;
description "Remote DPN G oup |D";
}
| eaf renote-nobility-profile {
type identityref {
base "fpc:fpc-nmobility-profile-type";
}

description "Mbility Profile";
}
| eaf renote-data-plane-role {
type identityref {
base "fpc: fpc-data-pl ane-rol e";
}

description "Forwardi ng Pl ane Rol e";
}
| eaf renote-endpoint-address {
type inet:ip-address;
description "Renote Endpoint Address";

| eaf | ocal -endpoi nt-address {
type inet:ip-address;
description "Local Endpoint Address";

| eaf ntu-size {
type uint32;
description "MIU Si ze";
}
description "FPC DPN Peer G oup";

}

/1l Events, Probes & Notifications
identity event-type {
description "Base Event Type";

typedef event-type-id {

type uint32;

description "Event |ID Type";
}

grouping nonitor-id {
| eaf nmonitor-id {
type fpc:fpc-identity;
description "Mnitor ldentifier";

}

description "Mnitor |ID';

}
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identity report-type {
description "Type of Report"”;

identity periodic-report {
base "fpc:report-type";
description "Periodic Report";

identity threshol d-report {
base "fpc:report-type"
description "Threshold Report";

i dentity schedul ed-report {
base "fpc:report-type";
description "Schedul ed Report";
}
identity events-report ({
base "fpc:report-type";
description "Events Report";

}

groupi ng report-config {
choi ce event-config-val ue {
case periodic-config {
| eaf period {
type uint32;
description "Period";

}
description "Periodic Config Case";

case threshol d-config {
| eaf lo-thresh {
type uint32;
description "lo threshol d";

}
| eaf hi-thresh {

type uint32;

description "hi threshold";
}

description "Threshold Config Case";

case schedul ed-config {
| eaf report-time {
type uint32;
description "Reporting Tine";
}
description "Schedul ed Config Case";

}

case events-config-ident {
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leaf-1ist event-identities {
type identityref {
base "fpc: event-type";
}

description "Event ldentities";

}

description "Events Config Identities Case";

}

case events-config {
leaf-list event-ids {

type uint32;
description "Event |Ds";
}
description "Events Config Case";
}
description "Event Config Val ue";

}

description "Report Configuration";

}

groupi ng nonitor-config {
uses fpc:nonitor-id;
uses fpc:target-val ue;
uses fpc:report-config;
description "Mnitor Configuration"

}

groupi ng report {
uses fpc:nmonitor-config;
choi ce report-val ue {
| eaf trigger {
type fpc:event-type-id;
description "Trigger ldentifier";
}
case sinple-enpty {
| eaf nothing {
type enpty;
description "Enpty Val ue";

}
description "Enpty Case";
}
case sinple-val 32 {
| eaf val 32 {
type uint32;
description "Unsigned 32 bit val ue”
}
description "Sinple Val ue Case";
}
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description "Report Val ue";

}

descripti

}
}
<CODE ENDS>

on "Monitor Report";

A.2.2. PMP QS Mdel

Thi s nodul e defines the base protocol

docunent .

el ements specified in this

This nmodul e references [ RFC6991] and the traffic-sel ector-types

nodul e defi ned

in this docunent.

<CODE BEG@ NS> file "ietf-pm p-qos@016-02-10. yang"
nmodul e ietf-pm p-qos {
yang- version 1,

nanespace

"urn:ietf:parans: xm :ns:yang:ietf-pm p-gos"”;

prefix "qos-pnip";

inmport ietf-inet-types {
prefix inet;
revision-date 2013-07-15;

}

import ietf-traffic-selector-types { prefix traffic-selectors; }

organi zation "I ETF Distributed Mbility Managenent (DVM
Wor ki ng Group”;

cont act
"WG Web:
WG Li st
WG Chai r:
WG Chai r:

Edi t or:

Edi t or:

Mat sushi ma, et al.

<http://tools.ietf.org/ wy/ netnod/>
<mailto: netnod@etf.org>

Dapeng Liu
<mai | t 0: maxpassi on@nuai |l . cone

Jouni Kor honen
<mai | t 0: j ouni . nospam@mai | . con

Sat oru Mat sushi ma
<mai | t 0: sat or u. mat sushi ma@. sof t bank. co. j p>

Lyle Bertz
<mailto: |yl ebe551144@n=i | . conms";

Expires March 17, 2018
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description
"This nodul e contains a collection of YANG definitions for
quality of service paramaters used in Proxy Mbile |Pv6.

Copyright (c) 2016 | ETF Trust and the persons identified as the
document authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.";

revision 2016-02-10 {
description "lInitial revision";
reference
"RFC 7222: Quality-of-Service Option for Proxy Mobile |IPv6";

}
[l Type Definitions

/1 QoS Option Field Type Definitions

typedef sr-id {
type uint8;
description
"An 8-bit unsigned integer used]
for identifying the QoS Service Request. [Its uniqueness is
within the scope of a mobility session. The local mobility
anchor always allocates the Service Request ldentifier
When a new QoS Service Request is initiated by a nobile
access gateway, the Service Request ldentifier in the initial
request nmessage is set to a value of (0), and the |oca
mobi l ity anchor allocates a Service Request Identifier and
includes it in the response. For any new QS Service
Requests initiated by a local nobility anchor, the
Service Request ldentifier is set to the allocated val ue.";

}

typedef traffic-class {
type inet:dscp
description
"Traffic Class consists of a 6-bit DSCP field foll owed by a
2-bit reserved field.";
ref erence
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"RFC 3289: Managenent |Information Base for the Differentiated
Services Architecture
RFC 2474: Definition of the Differentiated Services Field
(DS Field) in the IPv4 and | Pv6 Headers
RFC 2780: | ANA Al l ocation Cuidelines For Values In
the Internet Protocol and Rel ated Headers";

}

typedef operational -code {
type enuneration {
enum RESPONSE {

val ue 0;
description "Response to a QoS request”;
}
enum ALLCOCATE {
val ue 1;
description "Request to allocate QoS resources”;
}
enum DE- ALLOCATE ({
val ue 2;
description "Request to de-Allocate QS resources”;
}

enum MODI FY {
val ue 3;
description "Request to nodify QoS paraneters for a
previously negoti ated QoS Servi ce Request”;

}
enum QUERY {
val ue 4;
description "Query to list the previously negotiated QS
Service Requests that are still active";
}

enum NEGOTI ATE {
val ue 5;
description "Response to a QoS Service Request with a
counter QoS proposal";
}

}

description
"1l-octet Operational code indicates the type of QS request.
Reserved val ues: (6) to (255)
Currently not used. Receiver MJST ignore the option
received with any value in this range.";

}
/1 QoS Attribute Types

/1 The enuneration value for mapping - don't confuse with the
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/1 identities
typedef qos-attrubite-type-enum {
type enuneration {
enum Reserved {
val ue 0;
description "This value is reserved and cannot be used";

}
enum Per - M\- Agg- Max-DL-Bit - Rate {
val ue 1;
description "Per-Mbile-Node Aggregate Maxi num Downl i nk
Bit Rate.";
}
enum Per - M\- Agg- Max- UL-Bit- Rate {
val ue 2;
description "Per-Mbile-Node Aggregate Maxi num Uplink Bit
Rate.";

enum Per - Sessi on- Agg- Max-DL-Bit - Rate {
val ue 3;
description "Per-Mbility-Session Aggregate Maxi num
Downlink Bit Rate.";
}
enum Per - Sessi on- Agg- Max- UL-Bi t - Rate {
val ue 4;
description "Per-Mbility-Session Aggregate Maxi nmum
Uplink Bit Rate.";

enum Al | ocation-Retention-Priority {
val ue 5;
description "Allocation and Retention Priority.";

}
enum Aggr egat e- Max-DL-Bit-Rate {
val ue 6;
description "Aggregate Maxi mum Downlink Bit Rate.";
}
enum Aggr egat e- Max- UL-Bi t-Rate {
val ue 7;
description "Aggregate Maxi mum Uplink Bit Rate.";
}
enum Cuar ant eed-DL-Bit-Rate {
val ue 8;
description "Quaranteed Downlink Bit Rate.";
}
enum Quar ant eed- UL-Bit-Rate {
val ue 9;

description "Quaranteed Uplink Bit Rate.";

enum QoS- Traffic-Sel ector {

Mat sushi ma, et al. Expires March 17, 2018 [ Page 105]



Internet-Draft DWVM FPC Pr ot ocol Sept enber 2017

val ue 10;
description "QoS Traffic Selector.";

enum QoS- Vendor - Specific-Attribute {

val ue 11;

description "QoS Vendor-Specific Attribute.";
}
}

description
"8-bit unsigned integer indicating the type of the QS
attribute. This specification reserves the follow ng
reserved val ues.
(12) to (254) - Reserved
These val ues are reserved for future allocation

(255) Reserved
This value is reserved and cannot be used.";

}

/1 Attribute Type as ldentities
/1 Added for convenience of inclusion and extension in
11 ot her YANG nodul es.
identity qos-attribute-type {
description
"Base type for Quality of Service Attributes”;

}

identity Per-M\-Agg- Max-DL-Bit-Rate-type {
base qos-attribute-type;
description
" Per - Mobi | e- Node Aggregate Maxi mum Downlink Bit Rate.";
}

identity Per-M\-Agg- Max-UL-Bit-Rate-type {
base qos-attribute-type;
description
" Per - Mobi | e- Node Aggregate Maxi mum Uplink Bit Rate";

}

identity Per-Session-Agg- Max-DL-Bit-Rate-type {
base qos-attribute-type;
description
"Per-Mbility-Session Aggregate Mximum Downlink Bit Rate.";

identity Per-Session-Agg- Max-UL-Bit-Rate-type {
base qos-attribute-type;
description

Mat sushi ma, et al. Expires March 17, 2018 [ Page 106]



Internet-Draft DWVM FPC Pr ot ocol Sept enber 2017

"Per-Mbility-Session Aggregate Maxi mum Uplink Bit Rate.";
}

identity Allocation-Retention-Priority-type {
base qos-attribute-type;
description
"Al'location and Retention Priority.";

}

identity Aggregate-Max-DL-Bit-Rate-type {
base qos-attribute-type;
description "Aggregate Maxi num Downlink Bit Rate.";

}

identity Aggregate-Max-UL-Bit-Rate-type {

base qos-attribute-type;

description "Aggregate Maxi mum Uplink Bit Rate.";
}

identity Guaranteed-DL-Bit-Rate-type {

base qos-attribute-type;

description "Quaranteed Dowlink Bit Rate.";
}

identity Guaranteed-UL-Bit-Rate-type {

base qos-attribute-type;

description "CQuaranteed Uplink Bit Rate.";
}

identity QoS-Traffic-Selector-type {
base qos-attribute-type;
description "QS Traffic Selector.";

}

identity QoS-Vendor-Specific-Attribute-type {
base qos-attribute-type;
description "QS Vendor-Specific Attribute.";

}

//val ue definitions
typedef Per-M\- Agg- Max-DL-Bit - Rat e- Val ue {
type uint32;
description
"This is a 32-bit unsigned integer that
i ndi cates the aggregate maxi num downlink bit rate that is
requested/allocated for all the nobile node’s IP flows.
The nmeasurenent units for Per- M\-Agg- Max-DL-Bit-Rate are
bits per second.";
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}
typedef Per-M\- Agg- Max- UL-Bit - Rat e- Val ue {
type uint32;
description
"This is a 32-bit unsigned integer that
i ndi cates the aggregate maxi numuplink bit rate that is
requested/all ocated for the nobile node’s IP flows. The
measurenent units for Per-M\-Agg- Max-UL-Bit-Rate are bits
per second.";
}

/'l Generic Structure for the uplink and downli nk
groupi ng Per - Sessi on- Agg- Max- Bi t - Rat e- Val ue {
| eaf max-rate {
type uint32;
mandat ory true
description
"This is a 32-bit unsigned integer
that indicates the aggregate maxi mumbit rate that is
requested/allocated for all the IP flows associated with
that nmobility session. The neasurenent units for
Per - Sessi on- Agg- Max- UL/ DL-Bit-Rate are bits per second.";
}
| eaf service-flag {
type bool ean;
mandat ory true
description
"This flag is used for extending the scope of the
target flows for Per-Session-Agg-Max-UL/DL-Bit-Rate
from(UL)/to(DL) the nobile node’'s other nobility sessions
sharing the sane Service ldentifier. 3GPP Access Point Name
(APN) is an exanple of a Service Identifier, and that
identifier is carried using the Service Selection nmobility
option [ RFC5149].

- Wen the (S) flag is set to a value of (1), then the
Per - Sessi on- Agg- Max-Bit-Rate is nmeasured as an
aggregate across all the nobile node’s other nmobility
sessions sharing the sane Service ldentifier associated
with this nobility session

- \When the (S) flag is set to a value of (0), then the

target flows are linmted to the current nobility
sessi on.

- The (S) flag MUST NOT be set to a value of (1) when there
is no Service ldentifier associated with the nobility
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session.";
ref erence
"RFC 5149 - Service Selection nobility option”

| eaf exclude-flag {
type bool ean;
mandat ory true
description

"This flag is used to request that the uplink/downlink

flows for which the network is providing

Guaranteed-Bit-Rate service be excluded fromthe
target IP flows for which
Per - Sessi on- Agg- Max- UL/ DL-Bi t-Rate i s measured.

- \When the (E) flag is set to a value of (1), then the
request is to exclude the IP flows for which
Guaranteed-UL/DL-Bit-Rate is negotiated fromthe fl ows
for which Per-Session-Agg- Max- UL/ DL-Bit-Rate

i s neasured.

- \When the (E) flag is set to a value of (0), then the
request is not to exclude any IP flows fromthe target
IP flows for which Per-Session-Agg- Max-UL/ DL-Bit-Rate
i s neasured.

- \When the (S) flag and (E) flag are both set to a val ue
of (1), then the request is to exclude all the IP flows
sharing the Service ldentifier associated with this
mobility session fromthe target flows for which
Per - Sessi on- Agg- Max- UL/ DL-Bit-Rate i s neasured.";

description "Per-Session-Agg- Max-Bit-Rate Val ue";
}

groupi ng Al l ocation-Retention-Priority-Value {
leaf prioirty-level {
type uint8 {
range "0..15";

mandat ory true

description
"This is a 4-bit unsigned integer value. It is used to decide
whether a nmobility session establishment or nodification
request can be accepted; this is typically used for
adm ssion control of Guaranteed Bit Rate traffic in case of
resource limtations. The priority level can also be used to
deci de which existing nobility session to preenpt during
resource limtations. The priority level defines the
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relative tinmeliness of a resource request.

Values 1 to 15 are defined, with value 1 as the highest |eve
of priority.

Values 1 to 8 should only be assigned for services that are
authorized to receive prioritized treatnment within an
operator domain. Values 9 to 15 may be assigned to resources
that are authorized by the hone network and thus applicable
when a nobile node is roam ng.";
}
| eaf prenption-capability {
type enuneration {
enum enabl ed {
val ue O0;
description "enabl ed";

}
enum di sabl ed {
val ue 1;
description "disabl ed";
}
enum reservedl {
val ue 2;
description "reservedl";
}
enum reserved2 {
val ue 3;
description "reserved2";
}
}

mandat ory true
description
"This is a 2-bit unsigned integer value. It defines whether a
service data flow can get resources that were already
assigned to another service data flowwith a |lower priority
level. The follow ng val ues are defined:

Enabl ed (0): This value indicates that the service data fl ow
is allowed to get resources that were already assigned to
another |IP data flowwith a lower priority |evel

Di sabled (1): This value indicates that the service data fl ow
is not allowed to get resources that were already assigned to
another I P data flowwith a lower priority level. The values
(2) and (3) are reserved."
}
| eaf prenption-vulnerability {
type enuneration {
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enum enabl ed {

val ue O;
description "enabl ed";
}
enum di sabl ed {
val ue 1;
description "disabl ed";
}
enum reservedl {
val ue 2;
description "reservedl";
}
enum reserved2 {
val ue 3;
description "reserved2";
}

mandat ory true;
description
"This is a 2-bit unsigned integer value. It defines whether a
service data flow can | ose the resources assigned to it in
order to admit a service data flowwith a higher priority
| evel. The follow ng values are defi ned:

Enabl ed (0): This value indicates that the resources
assigned to the I P data flow can be preenpted and
all ocated to a service data flow with a higher
priority level.

Di sabled (1): This value indicates that the resources
assigned to the | P data flow shall not be preenpted and
all ocated to a service data flow with a higher priority

| evel. The values (2) and (3) are reserved.";
}
description "Allocation-Retention-Priority Val ue";
}
typedef Aggregat e- Max-DL-Bit - Rat e- Val ue {
type uint32;
description
"This is a 32-bit unsigned integer that
i ndi cates the aggregate maxi mum downlink bit rate that is
requested/all ocated for downlink IP flows. The neasurenent
units for Aggregate-Max-DL-Bit-Rate are bits per second.";
}
typedef Aggregat e- Max- UL-Bit - Rat e- Val ue {

type uint32;
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description
"This is a 32-bit unsigned integer that
i ndi cates the aggregate maxi num downlink bit rate that is
requested/all ocated for downlink IP flows. The neasurenent
units for Aggregate-Max-DL-Bit-Rate are bits per second.”

}

typedef Guarant eed-DL-Bit-Rate-Val ue {
type uint32;
description
"This is a 32-bit unsigned integer that
i ndi cates the guaranteed bandwidth in bits per second for
downlink IP flows. The nmeasurenment units for
GQuaranteed-DL-Bit-Rate are bits per second."”;

}

typedef QGuarant eed- UL-Bit - Rat e-Val ue {
type uint32;
description
"This is a 32-bit unsigned integer that
i ndi cates the guaranteed bandwi dth in bits per second
for uplink IP flows. The neasurenent units for
Guaranteed-UL-Bit-Rate are bits per second.";

}

groupi ng QoS- Vendor - Speci fic-Attri bute-Val ue-Base {
| eaf vendorid {
type uint32;
mandat ory true
description
"The Vendor IDis the SM (Structure of Managenent
I nf ormati on) Network Managenment Private Enterprise Code of
the 1 ANA-mai ntai ned ' Private Enterprise Nunbers
registry.";
reference
"' PRI VATE ENTERPRI SE NUMBERS' , SM Networ k Managenent
Private Enterprise Codes, April 2014,
<http://ww. i ana. or g/ assi gnment s/ ent er pri se- nunber s>"

}
| eaf subtype {
type uint8;
mandat ory true
description
"An 8-bit field indicating the type of vendor-specific
information carried in the option. The namespace for this
sub-type is nmanaged by the vendor identified by the
Vendor ID field.";
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description
"QoS Vendor-Specific Attribute.";

}

/I NOTE - We do NOT add the Status Codes or other changes in
/1 PMP in this nodule

[IPrimary Structures (groupings)
groupi ng qosattribute {
| eaf attributetype {
type identityref {
base qos-attribute-type;

mandat ory true;
description "the attribute type";

/1A'l of the sub-types by constraint
choi ce attribute-choice {
case per-m-agg- max-dl -case {
when "./attributetype ="
+ "’ Per- M\ Agg- Max-DL-Bit-Rate-type'";
| eaf per-m-agg-max-dl {
type qos- pmi p: Per - M\ Agg- Max- DL- Bi t - Rat e- Val ue;
description "Per- M\ Agg- Max-DL-Bit-Rate Val ue";
}
description "Per-M\-Agg- Max-DL-Bit-Rate Case";
}
case per-m-agg- max-ul -case {
when "./attributetype ="
+ "’ Per- M\ Agg- Max- UL-Bit-Rate-type'";
| eaf per-m-agg- max-ul {
type qos-pm p: Per - M\- Agg- Max- UL- Bi t - Rat e- Val ue;
description "Per-M\- Agg- Max- UL-Bi t - Rat e Val ue";
}
description "Per- M\ Agg- Max- UL-Bit - Rate Case";
}
case per-session-agg- max-dl -case {
when "./attributetype ="
+ "’ Per - Sessi on- Agg- Max-DL-Bi t- Rate-type'";
cont ai ner per-sessi on-agg- max-dl {
uses qos-pni p: Per - Sessi on- Agg- Max- Bi t - Rat e- Val ue;
description "Per-Session-Agg- Max-Bit-Rate Val ue";
}
description "Per-Session-Agg- Max-Bit-Rate Case";
}
case per-session-agg- max-ul -case {
when "./attributetype ="
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+ "’ Per- Sessi on- Agg- Max- UL-Bit- Rate-type’ ";

cont ai ner per-sessi on-agg- max-ul {
uses qos-pni p: Per - Sessi on- Agg- Max- Bi t - Rat e- Val ue;
description "Per-Session-Agg- Max-Bit-Rate Val ue";

}
description "Per-Session-Agg- Max-Bit-Rate Case";

case allocation-retention-priority-case {
when "./attributetype ="
+ ""Allocation-Retention-Priority-type";
uses qos-pnip: All ocation-Retention-Priority-Val ue;
description "Allocation-Retention-Priority Case";
}
case agg- max-dl -case {
when "./attributetype =
+ "’ Aggregate- Max-DL-Bit-Rate-type'";
| eaf agg-max-dl {
type qos-pmi p: Aggr egat e- Max- DL- Bi t - Rat e- Val ue;
description "Aggregate-Max-DL-Bit-Rate Val ue";

}
description "Aggregate-Max-DL-Bit-Rate Case";
}
case agg- max-ul -case {
when "./attributetype =
+ "' Aggregat e- Max-UL-Bit-Rate-type’'";
| eaf agg- max-ul {
type qos-pm p: Aggr egat e- Max- UL- Bi t - Rat e- Val ue;
description "Aggregate-Max-UL-Bit-Rate Val ue";

}
description "Aggregate-Max-UL-Bit-Rate Case";

case gbr-dl -case {
when "./attributetype = ' Guaranteed-DL-Bit-Rate-type’";
| eaf gbr-dl {
type qos-pm p: Guar ant eed- DL- Bi t - Rat e- Val ue;
description "Quaranteed-DL-Bit-Rate Val ue";

}
description "Quaranteed-DL-Bit-Rate Case";

case gbr-ul -case {
when "./attributetype = ' Quaranteed-UL-Bit-Rate-type'";
| eaf gbr-ul {
type qos-pm p: Guar ant eed- UL- Bi t - Rat e- Val ue;
description "Quaranteed-UL-Bit-Rate Val ue";

}
description "Quaranteed-UL-Bit-Rate Case";

case traffic-selector-case {
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when "./attributetype = ' QS-Traffic-Sel ector-type’";
container traffic-selector {
uses traffic-selectors:traffic-sel ector;
description "traffic selector”;

}

description "traffic selector Case";

}

description "Attribute Val ue";

}
description "PMP QS Attribute";

}

groupi ng qosoption {
leaf srid {
type sr-id;
mandat ory true;
description "Service Request ldentifier";

| eaf trafficclass {

type traffic-class;

mandat ory true;

description "Traffic O ass";
}
| eaf operationcode {

type operational - code;

mandat ory true;

description "Operation Code";

list attributes {
uni que "attri butetype";
uses qosattri bute;
m n-el enents 1;
description "Attributes”;

}
description "PMP QS Option";
}
}
<CODE ENDS>

A 2.3. Traffic Selectors YANG Mbdel

This nmodul e defines traffic selector types conmonly used in Proxy
Mobile IP (PMP).

This nodul e references [ RFC6991].

<CODE BEGA NS> file "ietf-traffic-selector-types@016-01-14. yang"
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modul e ietf-traffic-selector-types {
yang-version 1,

nanmespace
"urn:ietf:parans: xnm :ns:yang:ietf-traffic-sel ector-types"”;

prefix "traffic-selectors”;

inmport ietf-inet-types {
prefix inet;
revi si on-date 2013-07-15;
}

organi zation "I ETF Distributed Mbility Managenment (DWVM
Wor ki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <nmilto:netnod@etf.org>

WG Chair: Dapeng Liu
<mai | t 0: maxpassi on@nuai |l . conr

WG Chai r: Jouni Kor honen
<mai | t 0: j ouni . nospam@mai | . con>

Editor: Satoru Matsushim
<mai | t 0: sat or u. mat sushi na@. sof t bank. co. j p>

Editor: Lyle Bertz
<mailto: |yl ebeb51144@n=i | . cons";

description
"This nodul e contains a collection of YANG definitions for
traffic selectors for flow bindings.

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.";
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revision 2016-01-14 {
description "Updated for |ETF- PACKET-FI ELDS nodul e al i gnnent";
reference
"draft-ietf-netnod-acl-nodel -06";

}

revision 2016-01-12 {
description "lInitial revision";
ref erence
"RFC 6088: Traffic Selectors for Flow Bindi ngs";
}

/] ldentities
identity traffic-selector-format {
description
"The base type for Traffic-Sel ector Formats";

}

identity ipv4-binary-selector-formt {
base traffic-sel ector-format;
description
"I Pv4 Binary Traffic Selector Format";

}

identity ipv6-binary-selector-formt {
base traffic-sel ector-format;
description
"I Pv6 Binary Traffic Selector Format";

}

/'l Type definitions and groupi ngs
typedef ipsec-spi {
type uint32;
description
"This type defines the first 32-bit |Psec
Security Parameter Index (SPl) value on data
packets sent from a correspondi ng node to the
mobi | e node as seen by the home agent. This field
is defined in [ RFC4303]."
ref erence
"RFC 4303: | P Encapsul ating Security
Payl oad (ESP)";

}

grouping traffic-sel ector-base {
description "A grouping of the commen | eaves between the
v4 and v6 Traffic Sel ectors”;
cont ai ner ipsec-spi-range {
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presence "Enabl es setting ipsec spi range"
description
"I'nclusive range representing | PSec Security Paraneter
I ndices to be used. Wien only start-spi is present, it
represents a single spi.";
| eaf start-spi {
type ipsec- spi
mandat ory true;
description
"This field identifies the first 32-bit |Psec SPlI val ue,
fromthe range of SPI values to be nmatched, on data
packets sent froma correspondi ng node to the nobile
node as seen by the honme agent.
This field is defined in [ RFC4303].";

| eaf end-spi {
type ipsec-spi
must ". >= ../start-spi" {
error-nessage
"The end-spi nust be greater than or equa
to start-spi”;
}
description
"I'f nore than one contiguous SPI val ue needs to be natched,
then this field can be used to indicate the end val ue of
a range starting fromthe value of the Start SPI field.
This field MUST NOT be included unless the Start SP
field is included and has a value less than or equal to
this field.

When this field is included, the receiver will match al
of the SPI val ues between fields start-spi and end- spi
i nclusive of start-spi and end-spi."
}
}
cont ai ner source-port-range {
presence "Enabl es setting source port range"
description
"I'nclusive range representing source ports to be used.
When only start-port is present, it represents a single
port.";
| eaf start-port {
type inet: port-numnber;
mandat ory true;
description
"This field identifies the first 16-bit source port nunber,
fromthe range of port nunmbers to be matched, on data
packets sent from a correspondi ng node to the nobil e node
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as seen by the honme agent.
This is fromthe range of port nunbers defined by | ANA
(http://ww.iana.org)."

| eaf end-port {
type inet: port-nunber;
must ". >= ../start-port" {
error-nessage
"The end-port nust be greater than or equal to start-port";
}
description
"I'f nore than one contiguous source port nunber needs to be
mat ched, then this field can be used to indicate the end
val ue of a range starting fromthe value of the Start
Port field. This field MJUST NOT be included unless the
Start Port field is included and has a val ue | ess than
or equal to this field.

When this field is included, the receiver will match
all of the port numbers between fields start-port and
end-port, inclusive of start-port and end-port.";
}
}
cont ai ner destination-port-range {
presence "Enabl es setting destination port range"
description
"Inclusive range representing destination ports to be used.
When only start-port is present, it represents a single
port.";
| eaf start-port {
type inet: port-numnber;
mandat ory true;
description
"This field identifies the first 16-bit destination port
nunber, fromthe range of port nunbers to be nmatched, on
data packets sent froma correspondi ng node to the nobile
node as seen by the hone agent.";

| eaf end-port {
type inet: port-nunber;
must ". >= ../start-port" {
error-nmessage
"The end-port nust be greater than or equal to
start-port";
}
description
"I'f nore than one contiguous destination port nunber needs
to be matched, then this field can be used to indicate
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the end value of a range starting fromthe value of the
Start Destination Port field. This field MJUST NOT be

i ncluded unless the Start Port field is included and has
a value less than or equal to this field.

Wien this field is included, the receiver will match
all of the port nunbers between fields start-port and
end-port, inclusive of start-port and end-port.";

}
}

groupi ng i pv4-binary-traffic-selector {
cont ai ner source-address-range-v4 {
presence "Enabl es setting source | Pv4 address range"
description
"Inclusive range representing | Pv4 addresses to be used. Wen
only start-address is present, it represents a single
address.";
| eaf start-address {
type inet:ipv4-address;
mandat ory true
description
"This field identifies the first source address, fromthe range
of 32-bit I Pv4 addresses to be matched, on data packets sent
froma correspondi ng node to the nobil e node as seen by the
hone agent. In other words, this is one of the addresses of
the correspondent node.";

| eaf end-address {
type inet:ipv4-address;
description
"If nore than one conti guous source address needs to be
mat ched, then this field can be used to indicate the end
val ue of a range starting fromthe value of the Start
Address field. This field MJUST NOT be included unless the
Start Address field is included. Wen this field is
i ncluded, the receiver will match all of the addresses
between fields start-address and end-address, inclusive of
start-address and end- address.";
}
}
cont ai ner destinati on-address-range-v4 {
presence "Enabl es setting destination |Pv4 address range"
description
"I'nclusive range representing | Pv4 addresses to be used.
When only start-address is present, it represents a
single address.";
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| eaf start-address {

type inet:ipv4-address;

mandat ory true

description
"This field identifies the first destination address, fromthe
range of 32-bit |Pv4 addresses to be nmatched, on data packets
sent froma correspondi ng node to the nobile node as seen by
the hone agent. In other words, this is one of the registered
hone addresses of the nobile node.”

| eaf end-address {
type inet:ipv4-address;
description
"I'f nore than one contiguous destination address needs to be
mat ched, then this field can be used to indicate the end
val ue of a range starting fromthe value of the Start
Destination Address field. This field MUST NOT be included
unl ess the Start Address field is included. Wen this field
is included, the receiver will match all of the addresses
between fields start-address and end-address, inclusive of
start-address and end- address.”
}
}
cont ai ner ds-range {
presence "Enabl es setting dscp range"
description
"I'nclusive range representing DiffServ Codepoints to be used.
When only start-ds is present, it represents a single
Codepoi nt . ";
| eaf start-ds {
type inet:dscp;
mandat ory true;
description
"This field identifies the first differential service value,
fromthe range of differential services values to be
mat ched, on data packets sent froma correspondi ng node to
the mobil e node as seen by the home agent. Note that this
field is called a ' Type of Service field in [RFCO791].
[ RFC3260] then clarified that the field has been redefined
as a 6-bit DS field with 2 bits reserved, l|ater clained by
Explicit Congestion Notification (ECN) [ RFC3168]. For the
purpose of this specification, the Start DS field is 8 bits
I ong, where the 6 nost significant bits indicate the DS field
to be matched and the 2 | east significant bits’ values MJIST be
i gnored in any conparison.”

| eaf end-ds {
type inet:dscp;
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must ". >= ../start-ds" {
error-nessage
"The end-ds nust be greater than or equal to start-ds”
}

description

"I'f nore than one contiguous DS val ue needs to be matched, then
this field can be used to indicate the end value of a range
starting fromthe value of the Start DS field. This field MJST
NOT be included unless the Start DS field is included. Wien this
field is included, it MJST be coded the sane way as defined for
start-ds. Wien this field is included, the receiver will match
all of the values between fields start-ds and end-ds, inclusive
of start-ds and end-ds."

}

cont ai ner protocol -range {
presence "Enabl es setting protocol range"
description
"Inclusive range representing | P protocol (s) to be used. Wen
only start-protocol is present, it represents a single
protocol .";
| eaf start-protocol {
type uint8;
mandat ory true
description
"This field identifies the first 8-bit protocol value, fromthe
range of protocol values to be matched, on data packets sent
froma correspondi ng node to the nobile node as seen by the

hone agent.";
}
| eaf end-protocol {
type uint8;
must ". >= ../start-protocol" {

error-nessage
"The end-protocol nust be greater than or equal to
start-protocol";

}
description

"If nore than one contiguous protocol value needs to be matched,
then this field can be used to indicate the end val ue of a range
starting fromthe value of the Start Protocol field. This field
MUST NOT be included unless the Start Protocol field is

i ncluded. When this field is included, the receiver will match
all of the values between fields start-protocol and
end- protocol, inclusive of start-protocol and end-protocol."

}

description "ipv4d binary traffic selector”;
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groupi ng i pv6-binary-traffic-selector {
cont ai ner source-address-range-v6 {
presence "Enabl es setting source | Pv6 address range"
description
"I nclusive range representing | Pv6 addresses to be used.
When only start-address is present, it represents a
singl e address.";
| eaf start-address {
type inet:ipv6-address;
mandat ory true
description
"This field identifies the first source address, fromthe
range of 128-bit I Pv6 addresses to be matched, on data
packets sent froma correspondi ng node to the nobil e node as
seen by the hone agent. In other words, this is one of the
addresses of the correspondent node.";
}
| eaf end-address {
type inet:ipv6-address;
description
"If nore than one contiguous source address needs to be
mat ched, then this field can be used to indicate the end
val ue of a range starting fromthe value of the Start
Address field. This field MIST NOT be included unless the
Start Address field is included. Wen this field is
i ncluded, the receiver will match all of the addresses
between fields start-address and end-address, inclusive of

start-address and end- address .
}
}
cont ai ner destinati on-address-range-v6 {
presence "Enabl es setting destination | Pv6 address range"
description
"I'nclusive range representing | Pv6 addresses to be used.
When only start-address is present, it represents a
singl e address.";
| eaf start-address {
type inet:ipv6-address;
mandat ory true
description
"This field identifies the first destination address, from
the range of 128-bit | Pv6 addresses to be matched, on data
packets sent from a correspondi ng node to the nobile node as
seen by the hone agent. In other words, this is one of the
regi stered honme addresses of the nobile node."
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| eaf end-address {
type inet:ipv6-address;
description
"I'f nore than one contiguous destination address needs to be
mat ched, then this field can be used to indicate the end
val ue of a range starting fromthe value of the Start
Address field. This field MJUST NOT be included unless the
Start Address field is included. Wien this field is
included, the receiver will match all of the addresses
bet ween fields start-address and end-address, inclusive of
start-address and end-address.";

}
}

cont ai ner flow I abel -range {
presence "Enabl es setting Flow Label range”
description
"Inclusive range representing | Pv4 addresses to be used. Wen
only start-flowlabel is present, it represents a single
flow | abel . "
| eaf start-flowlabel {
type inet:ipv6e-flowl abel
description
"This field identifies the first flow | abel value, fromthe
range of flow | abel values to be nmatched, on data packets
sent froma correspondi ng node to the nobile node as seen
by the honme agent. According to [ RFC2460], the flow | abel
is 24 bits long. For the purpose of this specification, the
sender of this option MJUST prefix the flow | abel value with
8 bits of "0 before inserting it in the start-flowlabe
field. The receiver SHOULD ignore the first 8 bits of this
field before using it in conparisons with flow |labels in
packets.";

| eaf end-flowlabel {
type inet:ipv6e-flowl abel
must ". >= ../start-flowlabel" {
error-nmessage
"The end-fl ow | abl e nust be greater than or equal to
start-fl ow | abel ";
}
description
"I'f nore than one contiguous flow | abel value needs to be
mat ched, then this field can be used to indicate the end
val ue of a range starting fromthe value of the Start Fl ow
Label field. This field MJUST NOT be included unl ess the
Start Flow Label field is included. When this field is
included, the receiver will match all of the flow | abe
val ues between fields start-flow | abel and end-fl ow | abel
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i nclusive of start-flow |l abel and end-flow1|abel. Wen this
field is included, it MJST be coded the sane way as defined
for end-flowlabel.";

}
}

container traffic-class-range {
presence "Enables setting the traffic class range"
description
"Inclusive range representing | Pv4 addresses to be used. Wen
only start-traffic-class is present, it represents a single
traffic class.";
| eaf start-traffic-class {
type inet:dscp;
description
"This field identifies the first traffic class value, fromthe
range of traffic class values to be matched, on data packets
sent froma correspondi ng node to the nobile node as seen by
the hone agent. This field is equivalent to the Start DS field
inthe IPv4 traffic selector in Figure 1. As per RFC 3260, the
field is defined as a 6-bit DS field with 2 bits reserved
later clainmed by Explicit Congestion Notification (ECN)
RFC 3168. For the purpose of this specification, the
start-traffic-class field is 8 bits | ong, where the 6 nost
significant bits indicate the DS field to be matched and the 2
| east significant bits’ values MJST be ignored in any
comparison.";
ref erence
"RFC 3260: New Terminology and Clarifications for Diffserv
RFC 3168: The Addition of Explicit Congestion Notification

(ECN) to IP";

| eaf end-traffic-class {
type inet:dscp;
must ". >= ../start-traffic-class" {
error-nessage
"The end-traffic-class nmust be greater than or equal to
start-traffic-class";
}
description
"If nore than one contiguous TC val ue needs to be matched,
then this field can be used to indicate the end value of a
range starting fromthe value of the Start TC field. This
field MUST NOT be included unless the Start TC field is
i ncl uded. When this field is included, it MJST be coded the
same way as defined for start-traffic-class. Wien this field
is included, the receiver will match all of the val ues
between fields start-traffic-class and end-traffic-cl ass,
inclusive of start-traffic-class and end-traffic-class."”;
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}
}

cont ai ner next - header -range {
presence "Enabl es setting Next Header range"
description

"I nclusive range representing Next Headers to be used. Wen

only start-next-header is present, it represents a
singl e Next Header.";

| eaf start-next-header ({

}

type uint8;

description

"This field identifies the first 8-bit next header value, from
the range of next header values to be matched, on data packets
sent froma correspondi ng node to the nobile node as seen by
the hone agent.";

| eaf end- next-header {

}
}

type uint8;
must ". >= ../start-next-header" {
error-nmessage
"The end- next-header nust be greater than or equal to
start-next-header”;
}
description
"If nore than one contiguous next header val ue needs to be
mat ched, then this field can be used to indicate the end val ue
of a range starting fromthe value of the Start NH field. This
field MUST NOT be included unless the Start next header field
is included. When this field is included, the receiver wll
match all of the values between fields start-next-header and
end- next - header, inclusive of start-next-header and
end- next - header . ";

description "ipvé binary traffic selector”;

}

grouping traffic-selector {

| eaf ts-format ({
type identityref {
base traffic-selector-fornat;

}

description "Traffic Sel ector Format";
}
uses traffic-sel ector-base {
when "boolean(../ts-format/text() =
+ "’ipv6-bi nary-selector-format’) |"
+ " boolean(../ts-format/text() ="
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+ " 'ipv4-binary-selector-format’)";
}
uses i pv4-binary-traffic-selector {
when "boolean(../ts-format/text() ="
+ " 'ipv4d-binary-selector-format’')";

uses i pv6-binary-traffic-selector {
when "boolean(../ts-format/text() ="
+ "’ipv6-binary-selector-format’)";

description
"The traffic selector includes the paraneters used to natch
packets for a specific flow binding.";
ref erence
"RFC 6089: Flow Bindings in Mbile I Pv6 and Network
Mobility (NEMO) Basic Support”;

grouping ts-list {
list selectors {
key i ndex;
| eaf index {
type uint 64;
description "index";

uses traffic-sel ector;
description "traffic sel ectors”

description "traffic selector list";

}
}
<CODE ENDS>

A 2.4, FPC 3GPP Mbility YANG Model

Thi s nmodul e defines the base protocol elenments of 3GPP nobility..

This nmodul e references [ RFC6991], the fpc-base, fpc-agent, ietf-
traffic-selector and pm p-qos nodul es defined in this docunent.

<CODE BEG NS> file "ietf-dmmthreegpp@017-03-08. yang"

nmodul e ietf-dmmthreegpp {
namespace "urn:ietf:paranms: xm :ns:yang:ietf-dmmthreegpp"”;
prefix threegpp

2017

inmport ietf-inet-types { prefix inet; revision-date 2013-07-15; }

import ietf-dnmfpc { prefix fpc; revision-date 2017-03-08; }
inmport ietf-traffic-selector-types { prefix traffic-selectors
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revi si on-date 2016-01-14; }
import ietf-pmip-qos { prefix pm pqgos;
revisi on-date 2016-02-10; }

organi zation "I ETF Distributed Mbility Managenent (DWVM
Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chai r: Dapeng Liu
<mai | t o: maxpassi on@mai | . conr

WG Chai r: Jouni Kor honen
<mai | t 0: j ouni . nospam@nmai | . con>

Edi t or: Sat oru Mat sushi nma
<mai | t 0: sat or u. mat sushi mra@. sof t bank. co. j p>

Edi t or: Lyle Bertz
<mai |l to: |yl ebe551144@nmai | . conp";

description
"This nodul e contains YANG definition for 3GPP Rel ated Mbility
Structures.

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.";

revision 2017-03-08 {
description "Version 06 updates.";
reference "draft-ietf-dnmfpc-cpdp-06"

}

revision 2016-08-03 {
description "lnitial"
reference "draft-ietf-dmmfpc-cpdp-04";
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}

identity threeGPP-access-type {
base "fpc: fpc-access-type";
description "3GPP Access Type";
}

Il Profile Type
identity threeGPP-mobility {
base "fpc:fpc-nobility-profile-type";
description "3GPP Mbility Profile";
}

/1 Tunnel Types

identity threeGPP-tunnel -type {
description "3GPP Base Tunnel Type";

}

identity gtpvl {
base "threegpp:threeGPP-tunnel -type";
description "GIP version 1 Tunnel";

}

identity gtpv2 {
base "threegpp:threeGPP-tunnel -type";
description "GIP version 2 Tunnel";

}

groupi ng teid-val ue {
description "TEID val ue hol der";
| eaf tunnel-identifier {
type uint32;
description "Tunnel Endpoint IDentifier (TEID)";

}

groupi ng threeGPP-tunnel {

description "3GPP Tunnel Definition";

| eaf tunnel-type {
type identityref {

base "threegpp:threeGP-tunnel -type";

}
description "3GPP Tunnel Subtype";

}

uses t hreegpp:teid-val ue;

}
/[l QS Profile
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identity threeGPP-qos-profile-paranmeters {
base "fpc: fpc-qgos-type";
description "3GPP QS Profile";

}
typedef fpc-qos-class-identifier {
type uint8 {
range "1..9";
}
description "QS Cass ldentifier (QCl)";
}

groupi ng t hreeGPP- QoS {
description "3GPP QS Attributes”;
| eaf qci {
type fpc-qos-class-identifier;
description "QCl";

}
| eaf gbr {
type uint32;
description "CQuaranteed Bit Rate";

}
| eaf nbr {
type uint32;
description "Maxi num Bit Rate";
}
| eaf apn-anbr {
type uint32;
description "Access Point Name Aggregate Max Bit Rate";
}
| eaf ue-anbr {
type uint32;
description "User Equi pment Aggregate Max Bit Rate";
}
contai ner arp {
uses pmi pgos: Al | ocation-Retention-Priority-Val ue;
description "Allocation Retention Priority";

}

typedef ebi-type {
type uint8 {
range "0..15";

}
description "EUTRAN Bearere ldentifier (EBlI) Type";

}
[/ From 3GPP TS 24. 008 version 13.5.0 Rel ease 13
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t ypedef conponent-type-enum {
type enuneration {
enum i pv4Renot eAddr ess {
val ue 16;
description "l Pv4 Renote Address"”;

enum i pv4Local Address {
val ue 17;
description "I Pv4 Local Address”;

enum i pv6Renot eAddr ess {
val ue 32;
description "I Pv6 Renote Address”;

}
enum i pv6Renot eAddr essPrefi x {

val ue 33;

description "I Pv6 Renpote Address Prefix";
}
enum i pv6Local AddressPrefix {

val ue 35;

description "I Pv6 Local Address Prefix";
}
enum pr ot ocol Next Header {

val ue 48;

description "Protocol (1Pv4) or NextHeader (IPv6)

val ue";

enum | ocal Port {
val ue 64;
description "Local Port";

enum | ocal Port Range ({
val ue 65;
description "Local Port Range";

}
enum r eonot ePort {
val ue 80;
description "Renote Port";
}
enum r enot ePort Range {
val ue 81;
description "Renote Port Range";
}
enum secPar am ndex {
val ue 96;
description "Security Paraneter Index (SPI)";
}

enum tosTraffd ass {
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val ue 112;
description "TCS Traffic C ass"”

enum f| owLabel {
val ue 128;
description "Fl ow Label "
}
}
description "TFT Conponent Type"
}

typedef packet-filter-direction {
type enuneration {
enum preRel 7Tft {
val ue O0;

description "Pre-Rel ease 7 TFT";

enum uplink {
val ue 1;
description "uplink";

enum downl i nk {
val ue 2;
description "downlink";

enum bi directional {
val ue 3;

description "bi-direcitonal”

}
oo
description "Packet Filter Direction"
}
typedef conponent-type-id {
type uint8 {
range "16 | 17 | 32| 33| 35| 48| 64| 65 |"
+" 80 ] 81| 96| 112 | 128";
}
description "Specifies the Conponent Type"
}

groupi ng packet-filter {
| eaf direction {

type threegpp: packet-filter-direction
description "Filter Direction";

| eaf identifier {
type uint8 {
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range "1..15";
}

description "Filter ldentifier";

| eaf eval uati on-precedence {
type uint8;
description "Eval uati on Precedence";
}
list contents {
key conponent-type-identifier
description "Filter Contents";
| eaf conponent-type-identifier {
type threegpp: conponent -t ype-i d;
description "Component Type";

choi ce val ue {
case ipv4d-local {
| eaf ipv4-1ocal {
type inet:ipv4-address;
description "I Pv4 Local Address";
}
}

case ipve-prefix-local {
| eaf ipv6-prefix-local {
type inet:ipv6-prefix;
description "I Pv6e Local Prefix";
}
}
case ipv4d-ipve-renote {
| eaf ipv4-ipv6e-renote {
type inet:ip-address;
description "lpv4d | pv6 renote address";
}
}

case ipve-prefix-renote {
| eaf ipv6-prefix-renote {
type inet:ipv6-prefix;
description "I Pv6 Renote Prefix";
}
}

case next-header {
| eaf next-header {
type uint8;
description "Next Header";

}

case |l ocal -port {
| eaf | ocal-port {
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type inet: port-nunber;
description "Local Port";

}

case | ocal -port-range {
| eaf local-port-lo {
type inet: port-numnber;
description "Local Port Mn Val ue"

| eaf local-port-hi {
type inet: port-nunber;
description "Local Port Max Val ue";
}
}

case renote-port {
| eaf renote-port {
type inet: port-nunber;
description "Renote Port";
}
}

case renote-port-range {
| eaf renote-port-lo {
type inet: port-nunber;
description "Renote Por Mn Val ue"
}
| eaf renote-port-hi {
type inet: port-numnber;
description "Renote Port Max Val ue";
}
}
case ipsec-index {
| eaf ipsec-index {
type traffic-selectors:ipsec-spi
description "I PSec |ndex";

}

case traffic-class {
| eaf traffic-class {
type inet:dscp;
description "Traffic O ass"

}
case traffic-class-range {
| eaf traffic-class-l1o {
type inet:dscp;
description "Traffic Cass Mn Val ue"

leaf traffic-class-hi {
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type inet:dscp;
description "Traffic O ass Max Val ue";

}

case flowl abel -type {
leaf-list flowlabel {
type inet:ipv6e-flowl abel
description "Fl ow Label ";

}
}
description "Conponent Val ue"
}
}
description "Packet Filter";

}

grouping tft {
list packet-filters {
key identifier;
uses t hreegpp: packet-filter;
description "List of Packet Filters";

}

description "Packet Filter List";

}

typedef insi-type {
type uint 64;
description
"International Mobile Subscriber ldentity (IMsl)
Val ue Type";

}

typedef threegpp-instr {
type bits {
bit assign-ip {
position O;
description "Assign | P Address/Prefix";
}
bit assign-fteid-ip {
position 1;
description "Assign FTEID-|P";
}
bit assign-fteid-teid {
position 2;
description "Assign FTElI D TEI D';

bit session {
position 3;
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description "Comrands apply to the Session Level"

}
bit uplink {
position 4;
description "Commands apply to the Uplink";

}
bit downlink {
position 5;
description "Comrands apply to the Downlink";
}
bit assign-dpn {
position 6;
description "Assign DPN';

}
}
description "lInstruction Set for 3GPP R11";
}
/] Descriptors update - goes to Entities, Configure
/1 and Configure Bundles

augnment "/fpc:tenants/fpc:tenant/fpc:fpc-policy/fpc:”
+ "descriptors/fpc:descriptor-val ue" {
case threegpp-tft {
uses threegpp:tft;
description "3GPP TFT";

}
description "3GPP TFT Descriptor”;

}

groupi ng threegpp-tunnel -info {
uses t hreegpp:threeGPP-tunnel
choice tft-or-ref {
case defined-tft ({
uses threegpp:tft;
}
case predefined-tft {
leaf tft-reference {
type fpc:fpc-identity;
description "Pre-configured TFT";

}
oo
description "TFT Val ue";
}
description "3GPP TFT and Tunnel |nfornmation";

}

/] Contexts Update - Contexts / UL / nob-profile
augnent "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
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+ "contexts/fpc:ul/fpc:mobility-tunnel -paraneters/fpc:"
+ "profile-parameters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Context UL Tunnel"

}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:ul/fpc:”
+ "mobility-tunnel - paranmeters/fpc: profil e-paraneters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Create Context UL Tunnel"

augnment "/fpc: configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create_or_update/fpc:contexts/fpc:"
+ "ul/fpc:nobility-tunnel -paraneters/fpc:"
+ "profile-paraneters” {
case threegpp-tunnel {
uses t hreegpp: t hreegpp-tunnel -info;
}

description "Bundles Create Context UL Tunnel"

augrment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
+ "create-or-update-success/fpc: contexts/fpc:"
+ "ul/fpc:mobility-tunnel - paraneters/fpc:”
+ "profil e-parameters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Create Context UL Tunnel Response"

augnment "/fpc: configure-bundl es/fpc:output/fpc:bundl es/fpc:"
+ "resul t-type/fpc:create-or-updat e-success/fpc: contexts/fpc:"
+ "ul/fpc:mobility-tunnel -paraneters/fpc:profile-paraneters" {
case threegpp-tunnel {
uses t hreegpp:threegpp-tunnel -info;
}

description "Bundles Create Context UL Tunnel Response";
}

/'l Contexts Update - Contexts / DL / nob-profile
augrment "/fpc:tenants/fpc:tenant/fpc:fpc-nmobility/fpc:"
+ "contexts/fpc:dl/fpc:nmobility-tunnel-paraneters/fpc:”
+ "profil e-paranmeters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;

Mat sushi ma, et al. Expires March 17, 2018 [ Page 137]



Internet-Draft DWVM FPC Pr ot ocol Sept enber 2017

}

description "Context DL Tunnel"

}
augnment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:dl/fpc:"
+ "mobility-tunnel - parameters/fpc: profil e-paraneters" {
case threegpp-tunnel {
uses t hreegpp:threegpp-tunnel -info;
}

description "Bundles Create Context DL Tunnel"

augrment "/ fpc: configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create_or_update/fpc:contexts/fpc:dl/fpc:"
+ "mobility-tunnel - parameters/fpc: profil e-paraneters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Bundles Create Context DL Tunnel"
}
augrment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
+ "create-or-update-success/fpc:contexts/fpc:dl/fpc:”
+ "mobility-tunnel - parameters/fpc: profil e-paraneters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Create Context DL Tunnel Response"

augnment "/fpc: configure-bundl es/fpc:output/fpc:bundl es/fpc:"
+ "resul t-type/fpc:create-or-update-success/fpc:"
+ "contexts/fpc:dl/fpc:mobility-tunnel-paraneters/fpc:"
+ "profile-paraneters” {
case threegpp-tunnel {
uses t hreegpp: t hreegpp-tunnel -info;
}

description "Bundl es Create Context DL Tunnel Response"

}

/] Contexts Update - Contexts / dpns /
/1 nmobi | i ty-tunnel - paraneters
augrment "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
+ "contexts/fpc:dpns/fpc:nobility-tunnel-paraneters/fpc:"
+ "profile-paraneters” {
case threegpp-tunnel {
uses t hreegpp:threegpp-tunnel -info;
}

description "Context 3GPP TFT and Tunnel |nformation";
}
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augnment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:dpns/fpc:"
+ "mobility-tunnel - parameters/fpc:”
+ "profil e-paranmeters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Configure 3GPP TFT and Tunnel | nformation";

augnment "/fpc:configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create_or_update/fpc:contexts/fpc:"
+ "dpns/fpc: nobility-tunnel -paraneters/fpc:"
+ "profile-paraneters” {
case threegpp-tunnel {
uses t hreegpp: t hreegpp-tunnel -info;
}

description "Configure Bundl es 3GPP TFT and Tunne
I nformation";
}

augrment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
+ "create-or-update-success/fpc:contexts/fpc:”
+ "dpns/fpc: nobility-tunnel -paraneters/fpc:"
+ "profile-paranmeters" {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Configure 3GPP TFT and Tunnel |nformation
Response";

augrment "/ fpc: configure-bundl es/fpc:output/fpc: bundl es/fpc:"
+ "result-type/fpc:create-or-update-success/fpc:"
+ "contexts/fpc:dpns/fpc: nobility-tunnel -paraneters/fpc:"
+ "profile-parameters” {
case threegpp-tunnel {
uses threegpp:threegpp-tunnel -info;
}

description "Configure Bundles 3GPP TFT and Tunnel |nfornmation
Response";

/'l QS Updates - Context / UL / qosprofile
augnment "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
+ "contexts/fpc:ul/fpc:gos-profil e-paraneters/fpc:value" {
case threegpp-qos {
uses t hreegpp:threeGPP- QS;
description "3GPP Q@S Val ues”;
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description "Context UL 3GPP QoS Val ues";

}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:”
+ "create_or_update/fpc:contexts/fpc:ul/fpc:"
+ "qos-profil e-paraneters/fpc:value" {
case threegpp-qos {
uses threegpp:threeGPP- QS;
description "3GPP Q@S Val ues”;

}
description "Configure Context UL 3GPP Q@S Val ues”;

augrment "/ fpc: configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create_or_update/fpc:contexts/fpc:"
+ "ul /fpc:gos-profil e-paraneters/fpc:value" {
case threegpp-qos {
uses threegpp:threeGPP- QS;
description "3GPP @S Val ues”;

}
description "Configure Bundl es Context UL 3GPP QoS Val ues"

augrment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
+ "create-or-update-success/fpc:contexts/fpc:ul/fpc:"
+ "qos-profil e-paraneters/fpc:value" {
case threegpp-qos {
uses threegpp:threeGPP- QS;
description "3GPP Q@S Val ues”;

}
description "Configure Context UL 3GPP Q@S Val ues Response”;

augrment "/ fpc: configure-bundl es/fpc:output/fpc: bundl es/fpc:"
+ "result-type/fpc:create-or-update-success/fpc:"
+ "contexts/fpc:ul/fpc:gos-profil e-paraneters/fpc:value" {
case threegpp-qos {
uses t hreegpp:threeGPP- QS;
description "3GPP Q@S Val ues”;
}
description "Configure Bundl es Context UL 3GPP QoS Val ues
Response";
}

/1l QS Updates - Context / DL / QS Profile
augnment "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
+ "contexts/fpc:dl/fpc:qgos-profil e-paraneters/fpc:value" {
case t hreegpp-qos {
uses t hreegpp:t hreeGPP- Q0S;
description "3GPP @S Val ues”;

}
description "Context DL 3GPP QoS Val ues";
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}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:dl/fpc:”
+ "qos-profile-paraneters/fpc:value" {
case t hreegpp-qos {
uses threegpp:threeGPP- QS;
description "3GPP Q@S Val ues";

}
description "Configure Context DL 3GPP QoS Val ues”

augrment "/fpc: configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create _or_update/fpc:contexts/fpc:dl/fpc:"
+ "qos-profil e-paraneters/fpc:val ue" {
case t hreegpp-qos {
uses t hreegpp:t hreeGPP- Q0S;
description "3GPP @S Val ues”;

}
description "Configure Bundl es Context DL 3GPP QoS Val ues";

}
augrment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
+ "create-or-update-success/fpc:contexts/fpc:dl/fpc:”
+ "qos-profil e-paraneters/fpc:value" {
case t hreegpp-qos {
uses threegpp:threeGPP- QS;
description "3GPP Q@S Val ues";

}
description "Configure Context DL 3GPP QoS Val ues Response”

augrment "/fpc: configure-bundl es/fpc:output/fpc: bundl es/fpc:"
+ "resul t-type/fpc:create-or-update-success/fpc:"
+ "contexts/fpc:dl/fpc:qgos-profil e-paraneters/fpc:value" {
case threegpp-qos {
uses t hreegpp:t hreeGPP- Q0S;
description "3GPP Q@S Val ues”;

}
description "Configure Bundl es Context DL 3GPP QoS Val ues
Response";
}
groupi ng t hreegpp-properties {
| eaf insi {
type threegpp:insi-type;
description "I MI";
}
| eaf ebi {
type threegpp: ebi-type;
description "EUTRAN Bearere ldentifier (EBI)";
}
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| eaf 1bi {
type threegpp: ebi-type;
description "Linked Bearer Identifier (LBI)";

}
description "3GPP Mbility Session Properties"”;

}

augrment "/fpc:tenants/fpc:tenant/fpc:fpc-nmobility/fpc:contexts” {
uses threegpp:threegpp-properties;
description "3GPP Mbility Session Properties"”;

augnment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts" {
uses t hreegpp:threegpp-properties;
description "3GPP Mbility Session Properties”
}
augrment "/fpc: configure-bundl es/fpc:input/fpc:"
+ "bundl es/ fpc: op_body/fpc: create_or_update/fpc: contexts" {
uses threegpp:threegpp-properties;
description "3GPP Mbility Session Properties”

augnment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
+ "create-or-updat e-success/fpc: contexts" {
uses threegpp:threegpp-properties;
description "3GPP Mbility Session Properties"”;
}
augrment "/ fpc: configure-bundl es/fpc: output/fpc: bundl es/fpc:"
+ "resul t-type/fpc:create-or-updat e-success/fpc: contexts" {
uses threegpp:threegpp-properties;
description "3GPP Mbility Session Properties"”;

}

groupi ng t hreegpp- commandset {
| eaf instr-3gpp-nob {
type threegpp:threegpp-instr;
description "3GPP Specific Command Set";
}

description "3GPP Instructions”;

}

augrment "/fpc:configure/fpc:input/fpc:instructions/fpc:"
+ "instr-type" {
case instr-3gpp-nob {
uses t hreegpp:threegpp- commandset ;
description "3GPP I nstructions”

}

description "Configure 3GPP Instructions”;

}
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augnment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:instructions/fpc:"
+ "instr-type" {
case instr-3gpp-nob {
uses threegpp:threegpp- commandset ;
description "3GPP Instructions”;

}
description "Configure 3GPP Context Instructions”;

augnment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
+ "create-or-updat e-success/fpc: contexts/fpc:"
+ "instructions/fpc:instr-type" {
case instr-3gpp-nob {
uses t hreegpp:threegpp- commandset ;
description "3GPP I nstructions”

}

description "Configure 3GPP Context Instructions Response”;

}

augrment "/ fpc: configure-bundl es/fpc:input/fpc:bundl es/fpc:”
+ "instructions/fpc:instr-type" {
case instr-3gpp-nob {
uses threegpp:threegpp- commandset ;
description "3GPP Instructions”;

}

description "Configure Bundl es 3GPP | nstructions”

augrment "/fpc: configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create_or_update/fpc:contexts/fpc:"
+ "instructions/fpc:instr-type" {
case instr-3gpp-nob {
uses threegpp:threegpp- commandset ;
description "3GPP Instructions”;

}

description "Configure Bundl es 3GPP Context I|nstructions”;
}
augrment "/ fpc: configure-bundl es/fpc:output/fpc: bundl es/fpc:"
+ "resul t-type/fpc:create-or-update-success/fpc:"
+ "contexts/fpc:instructions/fpc:instr-type" {
case instr-3gpp-nob {
uses threegpp:threegpp- commandset ;
description "3GPP Instructions”;
}
description "Configure Bundl es 3GPP Context Instructions
Response";
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<CCDE ENDS>
A.2.5. FPC/ PMP Integrati on YANG Model
This nodul e defines the integration between FPC and PM P nodel s.

This nmodul e references the fpc-base, fpc-agent, pnip-qos and traffic-
sel ector-types nmodul e defined in this docunent.

<CODE BEG NS> file "ietf-dmmfpc-pm p@017-03-08. yang"

nmodul e ietf-dmmfpc-pmp {
nanespace "urn:ietf:paranms: xm:ns:yang:ietf-dmmfpc-pnip";
prefix fpc-pnip;

inmport ietf-domfpc { prefix fpc; revision-date 2017-03-08; }
inmport ietf-pmp-qos { prefix qos-pmp; }
inmport ietf-traffic-selector-types { prefix traffic-selectors; }

organi zation "I ETF Distributed Mbility Managenent (DVM
Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chair: Dapeng Liu
<mai | t 0: maxpassi on@nuai |l . conr

WG Chai r: Jouni Kor honen
<mai | t 0: j ouni . nospam@nmai | . con

Edi t or: Sat oru Mat sushi ma
<mai | t 0: sat or u. mat sushi ma@. sof t bank. co. j p>

Edi t or: Lyle Bertz
<mailto: |yl ebe551144@n=i | . conms";

description
"This nodul e contai ns YANG definition for Forwarding Policy
Configuration Protocol (FPCP).

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.";

revision 2017-03-08 {
description "Version 06 update. Adds predfined selector."”;
reference "draft-ietf-dmmfpc-cpdp-06";

}

revision 2016-01-19 {
description "Changes based on -01 version of FPCP draft.";
reference "draft-ietf-dmmfpc-cpdp-01";

}

identity ietf-pm p-access-type {
base "fpc: fpc-access-type";
description "PMP Access";

}

identity fpcp-qos-index-pmp {
base "fpc: fpc-qos-type";
description "PMP QS";

identity traffic-selector-mp6 {
base "fpc: fpc-descriptor-type";
description "M P6 Traffic Selector”;

}

identity ietf-pmp {
base "fpc:fpc-nmobility-profile-type";
description "PMP Mbility";

}

identity pm p-tunnel -type {
description "PM P Tunnel Type";
}

identity grevl {
base "fpc-pm p: pm p-tunnel -type";
description "CGRE v1";

}

identity grev2 {
base "fpc-pm p: pni p-tunnel -type";
description "CGRE v2";

}

identity ipinip {
base "fpc-pm p: pni p-tunnel -type";
description "IP in IP";
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}
grouping pmp-nobility {
| eaf type {
type identityref {
base "fpc-pm p: pni p-tunnel -type";
}

description "PMP Mbility";
}
choi ce val ue {
case gre {
| eaf key {
type uint32;
description "CGRE_KEY";
}
description "CRE Val ue"
}
description "PMP Mbility val ue"
}
description "PMP Mbility Val ue"

}

typedef pm p-instr {
type bits {

bit assign-ip {
position O;
description "Assign |IP";

}

bit assign-dpn {
position 1;
description "Assign DPN';

bit session {
position 2;
description "Session Level"

}

bit uplink {
position 3;
description "Uplink";

}
bit downlink {
position 4;
description "Downlink";

}
oo _
description "lInstruction Set for PMP";

}

/1 Descriptors update - goes to Entities, Configure and
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/1 Configure Bundles
augrment "/fpc:tenants/fpc:tenant/fpc:fpc-policy/”
+ "fpc:descriptors/fpc:descriptor-val ue" {
case pm p-selector {
uses traffic-selectors:traffic-selector;
description "PMP Sel ector";

}

description "Policy Descriptor"”;

}

groupi ng pm p-tunnel -info {
uses fpc-pnip:pm p-nobility;
choi ce pmi ptunnel -or-ref {
case defined-sel ector {
uses traffic-selectors:traffic-selector;
}
case predefined-sel ector {
| eaf sel ector-reference {
type fpc:fpc-identity;
description "Pre-configured sel ector”;
}
}

description "Traffic Sel ector Val ue";

}

description "PMP Tunnel |nformation"

}

/1 Contexts Update - Contexts/UL/ nob-profile, Contexts/DL/
/1 nmob- profile and Contexts/dpns/ nmobility-tunnel -paraneters
augnent "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
+ "contexts/fpc:ul/fpc:mobility-tunnel -paraneters/fpc:"
+ "profile-parameters” {
case pm p-tunnel {
uses fpc-pnm p: pm p-tunnel -i nf o;
}

description "Context UL Mbility";
}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:ul/fpc:"
+ "mobility-tunnel - paranmeters/fpc:"
+ "profile-paranmeters" {
case pm p-tunnel {
uses fpc-pni p: pm p-tunnel -i nf o;
}

description "CONF Context UL Mobility";

augrment "/fpc: configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create _or_update/fpc:contexts/fpc:"
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+ "ul/fpc:nobility-tunnel -paraneters/fpc:"
+ "profile-parameters” {

case pm p-tunnel {
uses fpc-pnm p: pm p-tunnel -i nf o;

}

description "CONF_BUNDLES Context UL Mbility";
}

augrment "/fpc:tenants/fpc:tenant/fpc:fpc-mobility/fpc:”
+ "contexts/fpc:dl/fpc:mobility-tunnel -paraneters/fpc:"
+ "profile-paranmeters" {
case pm p-tunnel {
uses fpc-pni p: pm p-tunnel -i nfo;
}

description "Context DL Mbility";
}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:dl/fpc:"
+ "mobility-tunnel - paranmeters/fpc:"
+ "profile-parameters” {
case pm p-tunnel {
uses fpc-pnm p: pm p-tunnel -i nf o;
}

description "CONF Context DL Mobility";

augrment "/ fpc: configure-bundl es/fpc:input/fpc:"
+ "bundl es/f pc: op_body/fpc: create_or_update/fpc:"
+ "contexts/fpc:dl/fpc:mobility-tunnel-paraneters/fpc:"
+ "profile-paranmeters" {
case pm p-tunnel {
uses fpc-pni p: pm p-tunnel -i nf o;
}

description "CONF_BUNDLES Context DL Mbility";
}

augnent "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
+ "contexts/fpc:dpns/fpc:nobility-tunnel -paraneters/fpc:"
+ "profile-parameters” {
case pm p-tunnel {
uses fpc-pnm p: pm p-tunnel -i nf o;
}

description "Context DPN Mbility";

}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:dpns/fpc:”
+ "mobility-tunnel - paranmeters/fpc: profil e-paraneters” {
case pm p-tunnel {
uses fpc-pni p: pm p-tunnel -i nf o;
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}
description "CONF Context DPN Mbility";

augrment "/fpc:configure-bundl es/fpc:input/fpc:"
+ "bundl es/ fpc: op_body/fpc: create_or_update/fpc:"
+ "contexts/fpc:dpns/fpc:nobility-tunnel-paraneters/fpc:"
+ "profile-paraneters” {
case pm p-tunnel {
uses fpc-pm p: pm p-tunnel -i nf o;
}

description "CONF_BUNDLES Context DPN Mobility";
}

/1 QoS Updates - Context / UL / qosprofile, Context / DL /
/[l QS Profile
augnment "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
+ "contexts/fpc:ul/fpc:gos-profil e-paraneters/fpc:value" {
case qos-pmp {
uses qos-pnip: qosattribute;
description "PMP QS Informtion"

}
description "Context UL QS";

}
augnment "/fpc:configure/fpc:input/fpc:op_body/fpc:"
+ "create_or_update/fpc:contexts/fpc:ul/fpc:"
+ "qos-profil e-paraneters/fpc:val ue" {
case gos-pmp {
uses qos-pni p:qosattribute;
description "PMP QS Infornmation";

}
description "CONF Context UL QoS";

augrment "/ fpc: configure-bundl es/fpc:input/fpc:”
+ "bundl es/ fpc: op_body/fpc: create_or_update/fpc:"
+ "contexts/fpc:ul/fpc:qgos-profil e-paraneters/fpc:value" {
case qgos-pmp {
uses qos-pni p: qosattribute;
description "PM P QS Informtion"

}
description "CONF_BUNDLES Context UL QoS";

}

augnment "/fpc:tenants/fpc:tenant/fpc:fpc-nobility/fpc:"
+ "contexts/fpc:dl/fpc:qgos-profil e-paraneters/fpc:value" {
case gos-pmp {
uses qos-pni p:qosattribute;
description "PMP QS Infornmation";
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description "Context DL QoS";

}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:”
+ "create_or_update/fpc:contexts/fpc:dl/fpc:"
+ "qos-profil e-paraneters/fpc:value" {
case qgos-pmp {
uses qos-pni p: qosattribute;
description "PMP QS Information";

}
description "CONF Context DL QoS";

augnment "/fpc: configure-bundl es/fpc:input/fpc:"
+ "bundl es/ f pc: op_body/ fpc: create_or_update/fpc:"
+ "contexts/fpc:dl/fpc:gos-profil e-paraneters/fpc:value" {
case gos-pmp {
uses qos-pni p:qosattribute;
description "PMP QS Infornmation";

}
description "CONF_BUNDLES Context DL QoS";

}

groupi ng pm p- comuandset {
| eaf instr-pmp {
type fpc-pmp: pmip-instr;
description "PMP Instructions”;

}
description "PMP Conmrandset”;

}

/1 Instructions Update - OP BODY, Context, Port
augrment "/fpc:configure/fpc:input/fpc:instructions/fpc:"
+ "instr-type" {
case pmp-instr {
uses fpc-pn p: pm p- commandset ;
description "PM P Conmandset";
}

description "CONF Instructions”;

}
augrment "/fpc:configure/fpc:input/fpc:op_body/fpc:”
+ "create_or_update/fpc:contexts/fpc:instructions/fpc:"
+ "instr-type" {
case pmp-instr {
uses fpc-pnip: pm p- commandset ;
description "PMP Comrandset";
}

description "CONF Context |nstructions”;

augrment "/fpc:configure/fpc:output/fpc:result-type/fpc:”
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+ "create-or-update-success/fpc: contexts/fpc:"
+ "instructions/fpc:instr-type" {
case pmp-instr {
uses fpc-pn p: pm p- conmandset ;
description "PM P Conmandset";
}
description "CONF Result Context Instructions”;

}

augnment "/fpc:configure-bundl es/fpc:input/fpc:"
+ "bundl es/fpc:instructions/fpc:instr-type" {
case pmp-instr {
uses fpc-pnip: pm p- commandset ;
description "PM P Comrandset";

}
description "CONF_BUNDLES | nstructions”;

augrment "/ fpc: configure-bundl es/fpc:input/fpc:bundles/fpc:"
+ "op_body/fpc:create_or_update/fpc:contexts/fpc:"
+ "instructions/fpc:instr-type" {
case pmp-instr {
uses fpc-pn p: pm p- commandset ;
description "PM P Conmandset";
}
description "CONF_BUNDLES Context |nstructions"
}
augrment "/ fpc: configure-bundl es/fpc:output/fpc:”
+ "bundl es/fpc:result-type/fpc:create-or-update-success/fpc:"
+ "contexts/fpc:instructions/fpc:instr-type" {
case pmp-instr {
uses fpc-pnip: pm p- commandset ;
description "PM P Comrandset";
}
description "CONF_BUNDLES Result Context Instructions”;
}

}
<CCDE ENDS>
A.2.6. FPC Policy Extension YANG Model
Thi s nodul e defines extensions to FPC policy structures.

This nmodul e references [ RFC6991], the fpc-base and fpcagent nodul e
defined in this docunent.

<CODE BEG NS> file "ietf-dmmfpc-policyext@017-03-08. yang"

nmodul e ietf-dmmfpc-policyext {
nanespace "urn:ietf:parans: xm:ns:yang:ietf-dmmfpc-policyext";
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prefix fpcpolicyext;

inmport ietf-domfpc { prefix fpc; revision-date 2017-03-08; }
inmport ietf-inet-types { prefix inet; revision-date 2013-07-15; }

organi zation "I ETF Distributed Mbility Managenent (DWVM
Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <nmailto:netnod@etf.org>

WG Chai r: Dapeng Liu
<mai | t 0: maxpassi on@nuai |l . con>

WG Chai r: Jouni Kor honen
<mai | t 0: j ouni . nospam@nmi | . con»

Edi tor: Sat oru Mat sushi ma
<mai | t 0: sat or u. mat sushi ma@. sof t bank. co. j p>

Edi t or: Lyle Bertz
<mai |l to: 1yl ebe551144@nmai | . con>";

description

"This nodul e contai ns YANG definition for Forwarding Policy
Configuration Protocol (FPCP) common Policy Action and
Descri pt or extensions.

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.";

revision 2017-03-08 {
description "Version 06 update.";
reference "draft-ietf-dmmfpc-cpdp-06";

}
revisi on 2016-08-03 {
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description "Changes based on -04 version of FPC draft.";
reference "draft-ietf-dmmfpc-cpdp-04";

}

identity service-function {
base "fpc: fpc-descriptor-type";
description "Base ldentifier for Service Functions.";
}
identity napt-service {
base "service-function";
description "NAPT Service";
}
groupi ng si npl e-nat {
| eaf out bound-nat - address {
type inet:ip-address;
description "Qutbound NAT Address"
}
description "Sinple NAT val ue";

}

identity nat-service {
base "service-function”;
description "NAT Service";
}
groupi ng si npl e-napt {
| eaf source-port {
type inet: port-numnber;
description "Source Port";

| eaf out bound- napt-address {
type inet:ip-address;
description "Qutbound NAPT Address";

| eaf destination-port {
type inet: port-nunber;
description "Destination Port";
}
description "Sinple NAPT Configuration”

}

identity copy-forward {
base "fpc: fpc-descriptor-type";
description "Copies a packet then forwards to a specific
destination";
}
groupi ng copy-forward {
contai ner destination {
choi ce val ue {
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case port-ref {
| eaf port-ref {
type fpc:fpc-vport-id;
description "Port";
}
description "Port Forward Case";
}
case context-ref {
| eaf context-ref {
type fpc:fpc-context-id;
description "Context";

}

description "Context Forward Case";
éescription "Copy Forward Val ue”
gescription "destination";
} gescription "Copy Then Forward to Port/ Context Action"

augnment "/fpc:tenants/fpc:tenant/fpc:fpc-policy/fpc:actions/fpc:"
+ "action-val ue" {

case sinple-nat {
uses fpcpolicyext:sinple-nat;
description "Sinple NAT val ue";

}

case sinpl e-napt {
uses fpcpolicyext:sinple-napt;
description "Sinple NAPT Val ue";

}

case copy-forward {
uses fpcpolicyext: copy-forward;
description "Copy Forward Val ue";

}

description "Policy Actions Augnentations”;

}

grouping prefix-traffic-descriptor {
| eaf destination-ip {
type inet:ip-prefix;
description "Rul e of destination IP";
}
| eaf source-ip {
type inet:ip-prefix;
description "Rule of source IP";

}

description
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"Traffic descriptor group collects paraneters to
identify target traffic flow It represents
source/ destination as |IP prefixes”;

}

augnent "/fpc:tenants/fpc:tenant/fpc:fpc-policy/fpc:"
+ "descriptors/fpc:descriptor-val ue" {
case prefix-descriptor {
uses fpcpolicyext:prefix-traffic-descriptor;
description "traffic descriptor value";
}

description "Descriptor Augnents";

}
}
<CODE ENDS>

A. 3. FPC YANG Data Mdel Structure
This section only shows the structure for FPC YANG nodel .

nmodul e: ietf-dmmfpc

+--rw tenants

| +--rwtenant* [tenant-id]

+--rwtenant-id fpc:fpc-identity

+--rw fpc-policy

+--rw policy-groups* [policy-group-id]

| +--rw policy-group-id fpc: fpc-policy-group-id
| +--rw policies* fpc:fpc-policy-id
+--rw policies* [policy-id]

| +--rwpolicy-id fpc: fpc-policy-id

| +--rwrules* [order]

| +--rw order ui nt 32

| +--rw descriptors* [descriptor-id]

[ | +--rwdescriptor-id fpc:fpc-identity

| | +--rwdirection? fpc:fpc-direction

| +--rw actions* [action-id]

| +--rw action-order? ui nt 32

| +--rw action-id fpc: fpc-action-id-type
+--rw descriptors* [descriptor-id]

| +--rwdescriptor-id fpc:fpc-identity

| +--rw descriptor-type i dentityref

| +--rw (descriptor-value)?

[ +--:(all-traffic)

|

+-rwall-traffic? enpty
--rw actions* [action-id]
+--rw action-id fpc: fpc-action-id-type
+--rw action-type i dentityref

+--rw (action-value)?
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+--:(drop)
+--rw drop? enpty

+--ro fpc-mobility

+--ro0 contexts* [context-id]

+--ro context-id fpc: fpc-
+--ro vports* fpc: fpc-
+--ro dpn-group? fpc: fpc-
+--ro del egat ed-i p-prefixes* i net:ip-

+--ro ul {fpc:fpc-basic-agent}?
+--ro tunnel -1 ocal - addr ess?
+--ro tunnel -renot e- addr ess?
+--ro ntu-size?
+--ro nobility-tunnel -paraneters
| +--ro (profile-parameters)?
| +--:(not hi ng)
[ +--r0 none? enpty
+--ro nexthop
| +--ro nexthop-type? i dentityref

+--ro (nexthop-val ue)?

+--: (i p-next hop)

I
I
|
|
[ +--: (servi cepat h- next hop)
I
| +--: (npl sl abel - next hop)

[ | +--ro Isp? fpc:f
[ +--: (i f-nexthop)

I

+--ro qos-profil e-paraneters

| +--ro gos-type? i dentityref

| +--ro (value)?

+--ro dpn-paraneters

+--ro vendor-type i dentityref
+--ro (value)?
+--:(enpty-type)

I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
| +--ro enpty-type? enpty

+--ro dl {fpc:fpc-basic-agent}?
| +--ro tunnel -local -address?
| +--ro tunnel-renote-address?
| +--ro mtu-size?
| +--ro nmobility-tunnel -paraneters
| | +--ro (profile-paraneters)?
| +--: (nothing)
| +--r0 none? enpty
| +--ro nexthop
et al. Expires March 17, 2018
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context-id
vport-id
dpn-group-id
prefix

i net:ip-address
i net:ip-address
ui nt 32

| +--ro ip? i net:ip-address
+- -: (macaddr ess- next hop)
| +--ro nacaddress? ytypes: nac- addr ess

| +--ro servicepath? fpc:fpc-service-path-id

pc- mpl s-1 abel

+--ro if-index? ui nt 16

+--ro vendor-paraneters* [vendor-id vendor-type]
+--ro vendor-id fpc:fpc-identity

i net:ip-address
i net:ip-address
ui nt 32
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+--ro nexthop-type? i dentityref
+--ro (nexthop-val ue)?
+--: (i p-next hop)

| +--roip? i net:ip-address
+--: (nmacaddr ess- next hop)

+--: (servi cepat h- next hop)
| +--ro servicepath? fpc:fpc-service-path-id

I
I
|
I
| | +--ro nmacaddress? ytypes: mac- addr ess
I
I
| +--: (npl sl abel - next hop)

I

I

I

| +--ro Isp? fpc: fpc-npl s-1 abe
+--: (i f-nexthop)
+--ro if-index? ui nt 16
+--ro qos-profil e-paraneters
| +--ro gos-type? i dentityref

| +--ro (value)?
+--ro dpn-paraneters
+--ro vendor-paraneters* [vendor-id vendor-type]

+--ro vendor-id fpc:fpc-identity

+--ro vendor-type i dentityref

+--ro (value)?

+--:(enpty-type)
+--ro enpty-type? enpty

+--ro dpns* [dpn-id direction] {fpc:fpc-nmulti-dpn}?
+--ro dpn-id fpc: fpc-dpn-id
+--ro direction fpc:fpc-direction
+--ro tunnel -1 ocal - addr ess? i net:ip-address
+--ro tunnel -renot e- addr ess? i net:ip-address
+--ro ntu-size? ui nt 32

+--ro nobility-tunnel -paraneters
| +--ro (profile-paranmeters)?
[ +--: (not hi ng)
| +--ro0 none? enpty
+--ro nexthop
+--ro nexthop-type? i dentityref
+--ro (nexthop-val ue)?
+--: (i p- next hop)

| +--roip? i net:ip-address
+- - : (macaddr ess- next hop)
| +--ro nmacaddress? ytypes: mac- addr ess

I

I

I

I

I

[ +--: (servi cepat h- next hop)

| | +--ro servicepath? fpc:fpc-service-path-id
| +--: (npl sl abel - next hop)
I

I

|

+-

I

I

| +--ro Isp? fpc: fpc-npl s-1 abe
+--: (i f-nexthop)
+--ro if-index? uint16
-ro qos-profile-paranmeters
+--ro qos-type? i dentityref

+--ro (value)?
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| +--ro dpn-parameters

| +--ro vendor-paraneters* [vendor-id vendor-type]
| +--ro vendor-id fpc:fpc-identity

[ +--ro vendor-type i dentityref

| +--ro (value)?

I +--1(enpty-type)

| +--ro enpty-type? enpty

+— +——

+--ro parent-context? fpc: fpc-context-id
--ro vports* [vport-id]

+--ro vport-id fpc: fpc-vport-id

+--ro policy-groups* fpc: fpc-policy-group-id
--ro nonitors*

+--ro nonitor-id? fpc:fpc-identity

+--ro (event-config-val ue)?

I
I
|
I
I
I
I
I
|
I
I
|
| +--ro target? fpc-identity
|
[ +--:(periodic-config)
I
I
I
I
|
I
I
I
I
I

| +--ro period? ui nt 32
+--:(threshol d-confi g)
| +--ro lo-thresh? ui nt 32
| +--ro hi-thresh? ui nt 32
+--:(schedul ed-confi g)
| +--ro report-tine? ui nt 32
+--:(events-config-ident)
| +--ro event-identities* i dentityref
+--:(events-config)

+--ro event-ids* ui nt 32

+--rw fpc-topol ogy
+--rw donmai ns* [donmi n-i d]

| +--rw domain-id fpc: fpc-domain-id

| +--rw donai n- nane? string

| +--rw donmin-type? string

| +--rw domain-reference? i nstance-identifier

| +--rw basenane? fpc:fpc-identity
| {fpc: fpc-basenane-regi stry}?

| +--rw base-state? string

| {fpc: fpc-basenane-regi stry}?

| +--rw base-checkpoint? string

| {fpc: fpc-basenane-regi stry}?

+--rw dpn-i d? fpc: fpc-dpn-id

[ {fpc:fpc-basic-agent}?

+--rw control - protocol s* i dentityref

| {fpc:fpc-basic-agent}?

+--rw dpn-groups* [dpn-group-id] {fpc:fpc-nulti-dpn}?
| +--rw dpn-group-id fpc: f pc-dpn-group-id
| +--rw data-plane-rol e? i dentityref

| +--rw access-type? i dentityref

| +--rwnobility-profile? i dentityref

I

+--rw dpn-group- peers* [renote-dpn-group-id]
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| | | +--rwrenote-dpn-group-id fpc: fpc-dpn-group-id
| | | +--rwremote-mobility-profile? i dentityref
| | | +--rw renote-data-plane-role? i dentityref
[ | | +--rw renote-endpoint-address? i net:ip-address
| | | +--rwlocal-endpoint-address? i net:ip-address
| | | +--rw ntu-size? ui nt 32
| | +--rw domai ns* [donain-id]
| | +--rw domai n-id fpc: f pc-domai n-id
| | +--rw donai n- name? string
[ [ +--rw donmi n-type? string
| | +--rw dommai n-ref erence? i nstance-identifier
| | +--rw basenane? fpc:fpc-identity
| | | {fpc: fpc-basenane-regi stry}?
| | +--rw base-state? string
| | | {fpc: fpc-basenane-regi stry}?
[ [ +--rw base-checkpoint? string
| | {fpc: fpc-basenane-regi stry}?
| +--rw dpns* [dpn-id] {fpc:fpc-nulti-dpn}?
| +--rw dpn-id fpc: fpc-dpn-id
| +--rw dpn- nanme? string
| +--rw dpn-groups* fpc: f pc-dpn-group-id
[ +--rw node-ref erence? i nstance-identifier
+--rw fpc-agent-info
+--rw support ed-f eat ures* string
+--rw supported-events* [event]
| +--rw event i dentityref

| +--rw event-id? fpc:event-type-id

+--rw supported-error-types* [error-type]
+--rw error-type i dentityref
+--rw error-type-id? fpc:error-type-id

Fi gure 28: YANG FPC Agent Tree
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