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Abst r act
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1. Overview

One of the key aspects of the Distributed Mbility Managenent (DVM
architecture is the separation of control plane (CP) and data pl ane
(DP) functions of a network el enent. \While data plane el enents
continue to reside on custonized networking hardware, the contro

pl ane resides as a software elenent in the cloud. This is usually
referred to as CP-DP separation and is the basis for the |ETF s DWW
Architecture. This approach of centralized control plane and

di stributed data plane allows elastic scaling of control plane and
efficient use of comopn data plane that is agnostic to access
architectures.

Thi s docunent identifies the functions in the DMM architecture and
the supported depl oynment nodel s.

2. Conventions and Term nol ogy
2.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

Al the nobility related terns are to interpreted as defined in

[ RFC6275], [RFC5213], [RFC5844], [RFC7333], [RFC7429],
[I-Dietf-sfc-nsh] and [I-D.ietf-dmfpc-cpdp]. Additionally, this
docunment uses the follow ng terns:

Hone Control - Pl ane Anchor (H CPA)

The Hone- CPA function hosts the nobile node’'s nobility session
There can be nore than one nobility session for a nobile node [ M\]
and those sessions may be anchored on the same or different Home-
CPA's. The home-CPA will interface with the home-dpa for managi ng
the forwarding state.

Hone Data Pl ane Anchor (Hone- DPA)
The Home-DPA is the topol ogical anchor for the nobile node’'s IP
address/prefix(es). The Hone-DPA is chosen by the Home-CPA on a
session-basis. The Hone-DPA is in the forwarding path for all the
nobil e node’s IP traffic.

Access Control Plane Node (Access-CPN)
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The Access-CPN is responsible for interfacing with the nobile
node’ s Home- CPA and with the Access-DPN. The Access-CPN has a
protocol interface to the Hone- CPA.

Access Data Pl ane Node (Access-DPN)
The Access-DPN function is hosted on the first-hop router where
the mobil e node is attached. This function is not hosted on a
| ayer-2 bridging device such as a eNode(B) or Access Point.

3. DWW Architectural Overview

Foll owi ng are the key goals of the Distributed Mbility Managenent
architecture.

1. Separation of control and data Pl ane
2. Aggregation of control plane for elastic scaling
3. Distribution of the data plane for efficient network usage
4, Elimnation of nobility state fromthe data plane
5. Dynanic selection of control and data pl ane nodes
6. Enabling the nobile node with network properties
7. Relocation of anchor functions for efficient network usage

3.1. DWW Service Primtives
The functions in the DVMM architecture support a set of service
primtives. Each of these service prinmtives identifies a specific
service capability with the exact service definition. The functions
in the DMM architecture are required to support a specific set of
service prinmitives that are mandatory for that service function. Not
all service primtives are applicable to all DW functions. The
below table identifies the service primtives that each of the DWM
function SHOULD support. The marking "X" indicates the service
primtive on that row needs to be supported by the identified DV

function on the correspondi ng colum; for exanple, the |IP address
managenment mnust be supported by Home- CPA function
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+ + + + + + + +
| Service | HCPA | HDPA| A-CPN | A-DPN | MC | RC |
| Primtive [ [ [ [ [ [ [
+ + + + + + + +
| I'P Managenent | X | | | | X | |
- N N N N N N +
| I'P Anchoring [ [ X [ [ [ [
) Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| MN Det ect I I I X | X I I
S Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - +
| Routing I I X I X I I
- N N N N N N +
| Tunneling [ [ X | X | | |
) Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| QoS Enforcenent | | X | | X | | |
S Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - +
| FPC dient | X | X | X |
- N N N N N N +
| FPC Agent [ [ X | [ X | [ X |
) Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| NSH C assifier | | X | | X | | |
S Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - +

Figure 1: Mappi ng of DWMM functions
3.2. DWW Functions and Interfaces
3.2.1. Hone Control-Pl ane Anchor (H CPA):

The Hone- CPA function hosts the nobile node’s nobility session.
There can be nore than one nobility session for a nobile node and
those sessions nmay be anchored on the sane or different Hone- CPA's.
The hone-CPA will interface with the hond-dpa for nanagi ng the
forwardi ng state.

There can be nore than one Hone- CPA serving the sane nobile node at a
gi ven point of tinme, each hosting a different control plane session.

The Hone-CPA is responsible for life cycle managenent of the session,
interfacing with the policy infrastructure, policy control and
interfacing with the Hone-DPA functions.

The Honme- CPA function typically stays on the sane node. In sone
speci al use-cases (Ex: Geo-Redundancy), the session nmay be m grated
to a different node and with the new node assuning the Honme- CPA rol e
for that session.
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3.2.2. Hone Data-Plane Anchor (H DPA):

The Hone-DPA is the topol ogi cal anchor for the nobile node’'s IP
address/ prefix(es). The Hone-DPA is chosen by the Hone- CPA/ MC on a
session-basis. The Hone-DPA is in the forwarding path for all the
nmobil e node’s IP traffic.

As the nobile node roans in the nobile network, the nobile node’s
access- DPN may change, however, the Hone- DPA does not change, unless
the session is mgrated to a new node.

The Home-DPA interfaces with the Home-CPA/MC for all | P forwarding
and QoS rul es enforcenent.

The Hone- DPA and the Access-DPN functions may be collocated on the
same node.

3.2.3. Access Control Plane Node (Access-CPN)
The Access-CPN is responsible for interfacing with the nobile node’s
Hone- CPA and with the Access-DPN. The Access-CPN has a protocol
interface to the Hone- CPA
The Access-CPN is responsible for the nobil e node’s Hone- CPA
sel ection based on: Mbile Node's Attach Preferences, Access and
Subscription Policy, Topological Proxinity and O her Considerations.
The Access-CPN function is responsible for MN's service
authorization. It will interface with the access network
aut hori zation functions.

3.2.4. Access Data Pl ane Node (Access-DPN)
The Access-DPN function is hosted on the first-hop router where the
nmobi |l e node is attached. This function is not hosted on a |ayer-2
bridgi ng device such as a eNode(B) or Access Point.
The Access-DPA will have a protocol interface to the Access- CPA.

The Access-DPN and t he Hone- DPA functions may be collocated on the
sane node.

3.2.5. DWW Function Mapping to other Architectures

Following table identifies the potential mapping of DMMfunctions to
protocol functions in other system architectures.
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+ + + + + + +
| FUNCTION | PM Pv6 | M Pv6 | | Psec | 3GPP | Broadband|
+ + + + + + +
| Home-CPA | LMA-CPA| HA-CPA | IKE-CPA | PGWCPA | BNG CPA |
N . . . . . +
| Honme-DPA | LMA-DPA| HA-DPA | IKE-DPA | PGMDPA | BNG DPA |
Fommemeeeas N T N T N T N T N T +
| Access-CPN | MAG CPN | - [ - | SGMCPN | RGCPN |
Fom e e e e - - Fom e - Fom e - Fom e - Fom e - Fom e - +
| Access-DPN | MAG DPN | - [ - | SGWDPN | RGDPN |
N . . . . . +

Fi gure 2: Mapping of DWMM functions

4. Depl oynment Model s

This section identifies the key depl oynment nodels for the DVM
architecture.

4.1. Model-1: Split Honme Anchor Mode

In this nodel, the control and the data plane functions of the hone
anchor are separated and depl oyed on different nodes. The contro

pl ane function of the Home anchor is handl ed by the Hone- CPA and
where as the data plane function is handled by the Home-DPA. In this
nodel , the access node operates in the | egacy node with the

i ntegrated control and user plane functions.

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the

control plane functions to interact with the data plane for the
subscri ber’s forwardi ng state nmanagenent.
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[ b e
| Pol i cy |
| Function |
+============+
+:::::;::::::+ {PM PVG/GTP} +:::::;::::::+
| |- = - = - - - - - - - - -] Home-CPA |
I I +=======—=====+
| |
| | FPC
| Access Node
| |
| (CPN + DPN) | .
I I +=======—=====+
[ Legacy . . . . . . . . . . . . .| Home-DPA
+============+ UupP {Tunnel/Route} +============+
PR
| M|
- -+

Figure 3: Split Home Anchor Mdde
4.2. Model -2: Seperated Control and User Pl ane Mde

In this nodel, the control and the data plane functions on both the
hone anchor and the access node are seperated and depl oyed on

di fferent nodes. The control plane function of the Home anchor is
handl ed by the Honme- CPA and where as the data plane function is
handl ed by the Hone-DPA. The control plane function of the access
node is handl ed by the Access-CPN and where as the data pl ane
function is handl ed by the Access- DPN.

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the
control plane functions of the home and access nodes to interact with
the respective data plane functions for the subscriber’s forwarding
state nmanagenent.
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[ b e

| Pol i cy |

| Function |

+=====—=—======+
4============+ {PM Pvﬁ/GWP} 4============+
| Access-CPN |- - - - - - - - - - - - | Home-CPA |
R ettty R ettty
FPC FPC
R ettty R ettty
| Access-DPN |. Ce e | Home-DPA |
4============+ UuP {Tunne|/R0ute} 4============+

(M

Figure 4: Seperated Control and User Pl ane Mde
4.3. Model -3: Centralized Control Plane Mde

In this nodel, the control-plane functions of the hone and the access
nodes are collapsed. This is a flat architecture with no signaling
prot ocol between the access node and home anchors. The interface

bet ween the Home- CPA and the Access-DPN is internal to the system

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the

mobility controller to interact with the respective data plane
functions for the subscriber’s forwardi ng state nanagenent.
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+ + [} gty o}
| Home- CPA + Access- CPN | | Policy |
| |----- | Function |
+ + +============+4
FPC . . FPC
[ ety o [ ety o
| Access-DPN|. . . . . . . . . .| Home-DPA |
t========—====+ P {Tunne| / Rout e} 4=+
[MN

Figure 5: Centralized Control Plane Mde
4.4. Nbdel -4: Data Pl ane Abstracti on Mde

In this nodel, the data plane network is conpletely abstracted from
the control plane. There is a new network el ement, Routing
Controll er which abstracts the entire data plane network and offers
data plane services to the control plane functions. The control

pl ane functions, Home-CPA and the Access-CPN interface with the
Routing Controller for the forwarding state nmanagenent.

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the Hone-

CPA and Access-CPN functions to interface with the Routing Controller
for subscriber’s forwarding state managenent.
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[ b e
| Pol i cy |
| Function |
+============+4
+:::::;::::::+ {PM PVG/GTP} +::::::;:::::+
| Access-CPN |- - - - - - - - - - - - | Home-CPA |
+============+4 +============+4
===+
| Routing |
| Controller |
[ ety o
BGP/ Ot hers
[ gty o} ;::::::::::::+
| Access-DPN|. . . . . . . . . .| Home-DPA |
4============+ UP {TUnnel/ROUte} 4============+
[MN

Figure 6: Data Plane Abstraction Mde
4.5. On-Demand Control Plane O chestrati on Mdde
In this nodel, there is a new function Mbility Controller which

manages the orchestrati on of Access-CPN and Hone- CPA functions. The
Mobility Controller allocates the Hone- CPA and Access- DPN
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e e e e e e e e e e e e e e e e -+
[ S + [ S +

| Access- CPN | Access- CPN

Fom e o - + Fom e o - + [
Fomm e + Fomm e + |
| Home- CPA | | Home- CPA |
S + S + |
. e e e e e e e e e e e e e e e et
[ b e [ b e
| Mobility | | Policy |
| Controller |----- | Function |

[ b [ b
===+

| Routing |

| Controller |

[ bty o}

. e e e e e e e e e e e e e e e et
Fom e o - + Fom e o - + [
| Access- DPN| | Access- DPN|

Fomm e + Fomm e + |
S + S + |
| Homre- DPA | | Homre- DPA |

Fom e o - + Fom e o - + [
e

Figure 7: On-Demand CP Orchestration Mde

5. | ANA Consi derati ons

Thi s docunent does not
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6. Security Considerations
The control -pl ane nmessages exchanged between a Home- CPA and the Hone-
DPA nust be protected using end-to-end security associations with
data-integrity and data-origi nation capabilities.
| Psec ESP in transport node with mandatory integrity protection
shoul d be used for protecting the signaling nessages. |KEv2 should
be used to set up security associations between the Hone- CPA and
Home- DPA.
There are no additional security considerations other than what is
presented in the docunent.
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