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Abst r act

It has beconme clear that many users would like to use the DNS

resol ution system for names which do not have neaning in the gl oba
context but do have nmeaning in a context internal to their network.
Thi s docunment reserves the string ".internal” for this purpose.

[ Ed note: Text inside square brackets ([]) is additional background
i nformati on, answers to frequently asked questions, general musings,
etc. They will be renoved before publication. RFC Editor: Please
renove these before publication. ]

[ This docunent is being collaborated on in Gthub at:
https://github. com wkumari/draft-wkunari-dnsop-internal. The nost
recent version of the docunment, open issues, etc should all be
avail abl e here. The authors (gratefully) accept pull requests ]

[ BEd note: This docunent is intended to drive discussion. It is
clear that there has been a desire for an "RFC 1918-style" TLD for a
long tine; in its absence, people have just started using whatever
seenmed convenient. This docunent requests that the allocation of
.internal for this use. There is no existing process for this - sone
of the purpose of this docunent is to explore the process

i mplications. ]

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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This Internet-Draft will expire on January 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

QOO N~NOCOOUTUNOTUOIRARMWWN

=

Over the years, a nunber of strings have been used as pseudo-TLDs for

nanespaces that are disjoint (or separate) fromthe "gl obal DNS"
nanespace. Commopn exanpl es of these include .hone and .corp. See

[1-D. chapin-additional -reserved-tlds], [I-D.ietf-dnsop-sutld-ps] for

nmor e background information on this issue. The

Kunar i Expi res January 3, 2018 [ Page

2]



Internet-Draft .internal July 2017

[I-D.ietf-dnsop-sutld-ps] docunent discusses the issues in depth, and
shoul d be consi dered required reading for understanding this
docunent .

The [I-D.ietf-dnsop-alt-tld] docunent reserves a string to be used as
a pseudo- TLD for non-DNS resol ution contexts. However, it is clear
that there is a significant use case for a sinmlar string to be used
for nanespaces which are resol ved using the DNS protocol, but which
do not have a neaning in the global DNS context.

There is no way to prevent users fromsinply picking a string (such
as . hone) and starting to use it for internal use. Unfortunately,

al t hough these strings are supposed to only be used internally, there
is anple evidence that they often | eak into the global DNS, sonetines
causi ng technical issues for the user of the no-longer internal nane.

This docunent requests allocation of a string to be used as a pseudo-
TLD for nanmespaces that are not part of the global DNS, but are neant
to be resolved with the DNS protocol. A reasonable analogy is that
this is to nanes as [RFC1918] is to | P addresses. Such a reservation
shoul d all eviate pollution, such as junk queries at the root, and
potential collisions with other users of the nanmespace.

Note that there was a discussion of the .honmenet del egation in the
HOVENET W5 and the resulting decision was to *not* request that the
nane be delegated as a TLD for the ETF s use. This docunent has
significant simlarities to the .honenet case, but also significant
differences. These include (in no particular order) the fact that
the use case is significant broader, and that there is no urgency to
the request and does not delay or create uncertainty for any protoco
wor k.

1.1. Requirenents notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Use cases

The ".internal" TLD can be used for any purpose where a non-gl oba
DNS name is needed.

This includes creating a nanespace "behi nd" a Customer Prenises
Equi pnrent (CPE). For exanple, the Bel kin conpany used ".bel kin" for
this. British Tel ecomused ".hone", and shi pped devi ces naned
"bt honehub. hone" [BT_HOME HUB]). Additionally, internal resolution
systens |like Mcrosoft Active Directory have docunmentation that
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suggests (or previously suggested) that administrators use ".corp"
for these cases.

The .internal TLD is intended to address sone of the issues
docunented in the Special -Use Domai n Nanes Probl em St at enent
[I-D.ietf-dnsop-sutld-ps] specifically (fromthe list in Section 3):

5.3: Intended use is covered by gTLD process, but the third party
doesn’'t want to pay a fee

5.4: Intended use is covered by sone | ETF process, but the third
party doesn’t want to follow the process

5.6: Unaware that a name intended to be used only locally may
nevert hel ess | eak

5.7: Unaware that a nane used locally with informal allocation nmay
subsequently be allocated formally, creating operational problens.

18 There exists no safe, non-process-violating nechani smfor ad-hoc
assi gnnent of Speci al -Use Domai n Nanes.

O her use cases for .internal include its use in testing,
prototypi ng, and benchmar ki ng. Researchers have often needed to set
up a fake root and namespace in order to test somnething, and have
needed an arbitrarily chosen a nane for a piece of network equi pnent
which it not connected to the Internet.

3. Wiy not use <existing name>?

The |1 ANA "Special Use Nanes" registry [I ANA SUN al ready contains
some nanmes which, it could be argued, already neet this need.
Unfortunately, many of these nanes (such as ".exanple") are either
reserved for a specific use case, or are semantically unsuitable (for
exanpl e, a CPE manufacturer would likely not find "Open a browser and
connect to 'router.invalid " acceptable).

This section discusses why existing strings in the Special -Use Domain
Nanmes registry ([1ANA. SUN]) are not appropriate.

3.1. Wiy not use .alt?

The proposed .alt presudo-TLD is specifically only for use as a
pseudo- TLD for non-DNS resol ution contexts. At one point .alt was
bei ng considered both for DNS and non-DNS resol uti on contexts, but,
after nuch discussion it was decided that the DNSSEC i nplications
(and desired behavior) neant that .alt should be reserved
specifically for non-DNS resol ution
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3.2. Wiy not use sonething. arpa?

This is indeed an interesting idea. | suspect that it fails the
semantically desirable / understandable case, but is definitely worth
further discussion. It nay also cause issues when server operators

override part of the .arpa domain in order to instantiate
sonet hi ng. ar pa

3.3. Wy not use .local?

.local is already in w de use and has special handling inplenented
for handing .local nanes. See [RFC6762] Section 22.1 Subsection 3,
4, 5.

3.4. Wiy not use .exanpl e?

.exanpl e, .exanple.[con net|org] may indeed be appropriate.
Unfortunately, the hard part of all of this is not the selection and
addi ng of a nane to the "Special Use Nanmes" registry, but rather
deciding if this should be done and, if so, the process to interact
with ICANN in order to achieve the del egati on.

4., DNSSEC Consi derati ons

The .internal TLD would be an unsigned TLD, as there is no (clean)
way to sign it.

This particular topic received nmuch discussion during the "Should
.alt be used for DNS, or only non-DNS resol ution" discussions, and
was the cause of nuch confusion and mi sunderstandings. Mich of this
revol ved around why it is inportant to have an insecure DNSSEC

del egation for a nane which is added to the Locally-Served DNS Zones
( [T ANA. Local ' yServed] ) registry, or any other case where a name is
instantiated. It is briefly covered here, but interested readers
shoul d review the DNSOP nmailing list archive for nore details.

Take the follow ng figure:

Fom e e e e - - + Fom e - +
R . | | | St ub |
( Root <----- | Resolver <--------- | Resol ver
oo - ’ Fom e e oo - + [ RS +
A B C

The user has just purchased a new CPE, which creates an interna
nanespace called .internal, and responds to | ookups for
router.interal with its (internal) managenent |P address (another
exanpl e woul d be a corporate user at an organi zati on whi ch has
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created a private internal nanmespace disconnected fromthe public,
gl obal DNS). The CPE hands out addresses using DHCP, and lists
itself as the DNS server.

The user follows the instructions included in the box, and enters
"http://router.internal" into a web browser. This causes a DNS

| ookup to be sent fromthe user’s stub to the recursive resol ver

The recursive resolver correctly identifies that this is query is for
itself, and so responds with an answer saying "router.internal is
192. 168. 0. 1".

4.1. Scenario 1 - No DNSSEC, .internal not del egated

In this scenario, the .internal nane has not been added to the root
zone, and the user’s stub resolver *does not* perform DNSSEC
validation. The stub receives the response, perforns no validation
and so trust the answer and connects. The user is happy. This is
the current behavi or for non- DNSSEC val i dati ng st ubs.

4.2. Scenario 2 - DNSSEC, .internal not del egated

In this scenario, the .internal nanme has not been added to the root
zone, and the user’s stub resolver *does* perform DNSSEC validation
(Note that it is believed that validating stubs are currently rare.)
The stub receives the response, and begi ns DNSSEC validation. As the
.internal TLD has not been added to the root zone, DNSSEC

Aut henti cated Deni al of Existence proves that the .internal TLD does
not exist (currently there is an NSEC record proving that nothing

exi sts between .intel and .international). This resulting outcone is
a DNSSEC "bogus" answer, the user is unable to connect, and becones
frustrated. This is the current behavior for DNSSEC vali dating

st ubs.

4.3. Scenario 3 - DNSSEC, .internal del egated

In this scenario, the .internal name has been added to the DNS root
zone, with an insecure delegation to AS112 (by "insecure del egati on"
we nean that that there is no DS record for .internal in the root
zone; the .internal domain is unsigned). The stub receives the
response, and perforns DNSSEC validation. As .internal has been

del egated, there is an (insecure) entry in the root zone, proving
that the .internal TLD exists. As it is an insecure del egation, the
validating stub is perfectly happy to accept the "router.internal is
192.168. 0. 1" response, the user connects to their router, and
everyone i s happy.
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5.

5.

| ANA Consi der ati ons

Thi s docunment requests that the .internal TLD be assigned to the | ANA
(simlar to the way that .exanple is) and a DNSSEC i nsecure

del egation (that is, a delegation with no DS records) be inserted
into the root-zone, delegated to bl ackhol e-[12].iana. org.

[Editor’s note: This is not sonething which the I ANA currently has
the authority to do. This fact was extensively discussed during the
. honmenet discussions. This text in the | ANA considerations should be
consi dered a pl acehol der for "what soneone needs to do if this gets

| ETF consensus". |f there is consensus that the reservation of
.internal nakes sense, there will need to be sone process design
before inmplenentation. Such a process mght be sinmlar to "the | ESG
asks the AB to request | CANN to consider the reservation /

del egation of this string". |CANN does not currently have a process
for handling requests like these, and so will also likely need to
design a process for this. It is possible that either process m ght
not be designed and this will fail. It is also possible that the

| ETF nmakes a request and | CANN does not make the del egation. |
1. Domain Nanme Reservation Considerations

[ BEd: This section is to satisfy the requirenent in Section 5 of
RFC6761. This docunment is intended to spark a discussion, there is
currently no process for the |ETF / 1AB to request that | CANN

del egate a TLD for special use, and sinply adding .internal to the
"Speci al -Use Domai n Nane" registry ([IANA SUN]) does not acconplish
this. | have decided to fill in the RFC6761 "questions" sinply to
clarify the expected behavior. This entire section needs to be
removed before publication. ]

The string ".internal."” is special in the follow ng ways:

1. Users may know that strings that end in .internal behave
differently to normal DNS names. They nmay expect that names of
the form <sonmething>.internal refer to resources internal to
their network / enterprise / simlar.

2. Witers of application software not required to perform any
special handing for .internal nanes. They are resolved nornally,
usi ng the DNS.

3. Witers of nane resolution APIs and libraries are not expected to
perform speci al handl i ng.

4. Caching DNS servers MAY recogni ze these nanes as special. By
default they should answer themlocally (using "Locally Served
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8.

Zones"), but may be configured to forward themto authoritative
servers.

5. Authoritative DNS servers SHOULD NOT recogni ze these nanes as
speci al and should not perform any special handling with them
unl ess they wish to instantiate an internal namespace, in which
case they can choose to sinply create any names within .internal
that they want. Nanes are "local" to the network, and only have
meani ng within that network.

6. DNS server operators SHOULD be aware that queries for nanes
ending in .internal are not part of the global, | ANA DNS, and
were | eaked into the global DNS. This information nmay be useful
for support or debuggi ng purposes.

7. DNS Registries/Registrars MIST NOT grant requests to register
“.internal" nanes in the normal way to any person or entity.
These ".internal" nanmes are defined by protocol specification to
be nonexi stent, and they fall outside the set of nanes avail abl e
for allocation by registries/registrars.

Security Considerations

This section will certainly be filled in later as the di scussion
progresses.
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Appendi x A.  Changes / Aut hor Notes.
[RFC Editor: Please renove this section before publication ]
-00

o This docunent was originally started in |ate 2014 / early 2015,
but | angui shed until being revived in June 2017.

Kunar i Expi res January 3, 2018 [ Page 9]



Internet-Draft .internal July 2017

Aut hor’ s Addr ess

Warren Kumari
Googl e

1600 Anphitheatre Parkway
Mountain View, CA 94043
us

Emai |l : warren@umnari . net

Kunar i Expi res January 3, 2018 [ Page 10]



