DNSOP M West
I nternet-Draft Googl e, Inc
Updates: 6761 (if approved) Cct ober 24, 2017
I nt ended status: Standards Track

Expires: April 27, 2018

Let 'l ocal host’ be I ocal host.
draft-ietf-dnsop-I|et-1|ocal host-be-Iocal host-01

Abst ract

Thi s docunment updates RFC6761 with the goal of ensuring that

"l ocal host" can be safely relied upon as a nane for the local host’s
| oopback interface. To that end, stub resolvers are required to
resol ve | ocal host nanes to | oopback addresses. Recursive DNS servers
are required to return "NXDOVAI N' when queried for |ocal host nanes,
maki ng non-conformant stub resolvers nore likely to fail and produce
problemreports that result in updates.

Toget her, these requirenents would all ow applications and
specifications to join regular users in drawi ng the conmobn-sense
concl usions that "local host" neans "l ocal host", and doesn’t resolve
to sonmewhere el se on the network

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 27, 2018.
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Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The "127.0.0.0/8" |Pv4 address block and "::1/128" | Pv6 address bl ock
are reserved as | oopback addresses. Traffic to this block is assured
to remain within a single host, and can not legitimtely appear on
any network anywhere. This turns out to be a very useful property in
a nunber of circunmstances; useful enough to |abel explicitly and
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i nteroperably as "local host". [RFC1537] suggests that this special-
use top-level domain nane has been inplicitly mapped to | oopback
addresses for decades at this point, and that [RFC6761]’ s assertion
that devel opers may "assune that | Pv4 and | Pv6 address queries for

| ocal host nanes will always resolve to the respective | P | oopback
address" is well-founded.

Unfortunately, the rest of that latter document’s requirenments
undercut the assunption it suggests. dient software is enpowered to
send | ocal host nanes to DNS servers, and resolvers are enpowered to
return unexpectedly non-1loopback results. This divide between theory
and practice has a few inpacts:

First, the lack of confidence that "local host" actually resolves to
the | oopback interface encourages application devel opers to hard-code
| P addresses like "127.0.0.1" in order to obtain certainty regarding
routing. This causes problens in the transition fromIPv4 to | Pv6
(see problem8 in [I-D.ietf-sunset4-gapanal ysis]).

Second, HTTP user agents sonetinmes distinguish certain contexts as
"secure"-enough to nmake certain features available. G ven the
certainty that "127.0.0.1" cannot be nmaliciously mani pul ated or
nmoni t ored, [ SECURE- CONTEXTS] treats it as such a context. Since

"l ocal host" night not actually map to the | oopback address, that
docunent declines to give it the sane treatnent. This exclusion has
(rightly) surprised sone devel opers, and exacerbates the risks of
har d- coded | P addresses by giving devel opers positive encouragenent
to use an explicit |oopback address rather than a | ocal host nane.

Thi s docunment updates [ RFC6761]' s recommendati ons regarding

"l ocal host" by requiring that nanme resolution APIs and libraries
thensel ves return a | oopback address when queried for |ocal host
nanes, bypassing | ookup via recursive and authoritative DNS servers
entirely.

In addition, recursive and authoritative DNS servers are required to
return "NXDOVAI N' for such queries. This increases the |ikelihood
that non-conformant stub resolvers will not go undetected. Note that
this does not have the result that such resolvers will fail safe--it
just makes it nore likely that they will be detected and fixed, since
they will fail in the presence of conforning nane servers.

These changes are not sufficient to ensure that "local host" can be
assuned to actually refer to an address on the |local nmachine. This
docunent therefore further requires that applications that wish to
make that assunption handl e the nane "l ocal host" specially.
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Term nol ogy and not ati on

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

| Pv4 | oopback addresses are registered in Table 4 of Section 2.2.2 of
[ RFC6890] as "127.0.0.0/8".

| Pv6 | oopback addresses are registered in Table 17 of Section 2.2.3
of [RFC6890] as "::1/128".

The domain "local host.", and any nanmes falling within ".Iocal host."
are known as "l ocal host nanes".

The "l ocal host." Special -Use Donai n Nane

Local host nanmes are special insofar as these nanes do not exist in
the DNS, and querying the DNS for themis an error. Wth that
principle in mnd, the considerations outlined in [RFC6761] can be
answered as foll ows:

1. Users are free to use |ocal host nanes as they woul d any other
domai n nanes. Users nmay assune that |Pv4 and | Pv6 address
queries for local host names will always resolve to the respective
| P | oopback address.

2. Application software MAY recogni ze | ocal host nanes as special, or
MAY pass themto name resolution APIs as they would for other
domai n nanes.

If application software wi shes to nake security decisions based
upon the assunption that |ocal host nanmes resol ve to | oopback
addresses (e.g. if it wishes to ensure that a context neets the
requirenents laid out in [ SECURE- CONTEXTS]), then it MJST
directly translate | ocal host nanmes to a | oopback address, and
MUST NOT rely upon nane resolution APls to do so.

Application software MJUST NOT use a searchlist to resolve a

| ocal host nane. That is, even if DHCP's domain search option

[ RFC3397] is used to specify a searchlist of "exanple.con! for a
gi ven network, the name "l ocal host" will not be resolved as

"l ocal host . exanpl e.com " but as "local host.", and
"subdomai n. | ocal host" will not be resolved as

"subdomai n. | ocal host . exanpl e.com " but as "subdonuain.| ocal host."

3. Nane resolution APIs and libraries MJST recogni ze | ocal host nanes
as special, and MJST always return an appropriate |P | oopback
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address for 1Pv4 and | Pv6 address queries and negative responses
for all other query types. Name resolution APIs MJST NOT send
queries for local host names to their configured recursive DNS
server(s).

As for application software, name resolution APIs and libraries
MUST NOT use a searchlist to resolve a | ocal host nane.

4. (Caching) recursive DNS servers MJST respond to queries for
| ocal host nanes with NXDOVAI N.

5. Authoritative DNS servers MJST respond to queries for |ocal host
nanes wi th NXDOVAI N.

6. DNS server operators SHOULD be aware that the effective RDATA for
| ocal host nanes is defined by protocol specification and cannot
be nodified by |ocal configuration

7. DNS Registries/Registrars MIST NOT grant requests to register
| ocal host nanes in the normal way to any person or entity.
Local host nanes are defined by protocol specification and fal
outside the set of nanes available for allocation by registries/
registrars. Attenpting to allocate a |ocalhost nane as if it
were a normal DNS dormain name will not work as desired, for
reasons 2, 3, 4, and 5 above.

4. | ANA Consi der ations

I ANA is requested to update the "local host." registration in the
registry of Special-Use Domai n Nanmes [ RFC6761] to reference the
domai n nane reservations considerations section of this docunent.

4. 1. Domai n Name Reservation Consi derations

Thi s docunent requests that | ANA update the "local host." registration
in the registry of Special-Use Domain Nanmes [ RFC6761] to reference
the donmai n nane reservation considerations defined in Section 3.

4.2. DNSSEC

The ".local host" TLD is already assigned to | ANA as per [RFC2606],
but does not have an entry in the DNSSEC root-zone. This neans that
the root will return an NXDOVAI N response along with NSEC records
constituting a secure denial of existence if queried. That's
consistent with the general principle that |ocal host names do not
exist in the DNS, and the subsequent requirements to return NXDOVAI N
that are laid out in Section 3.
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5. Security Considerations
5.1. Applications are encouraged to resolve |ocal host names thensel ves.

Applications that attenpt to use the |ocal resolver to query

"l ocal host" do not fail safely. |If an attacker sets up a nalicious
DNS server which returns a non-|oopback address when queried for

| ocal host nanes, such applications will connect to that renote server
assuming it is local. This risk drives the requirenent that
applications resolve | ocal host nanmes thenselves if they intend to
make security decisions based on the assunption that |ocal host nanes
resolve locally.

There may be cases in which the target runtime environment can be
safely assuned to do the right thing with | ocal host names. In this
case, the requirenent that the application resolve |ocal host nanes on
its own may be safe to ignore, but only if all the requirenents under
point 2 of Section 3 are known to be followed by the resolver that is
known to be present in the target environnment.

5. 2. Non- TLD ' | ocal host’ | abel s

Hosts |i ke "l ocal host. exanpl e.cont contain a "local host" |abel, but
are not affected one way or another by the recommendations in this
docunent. They are not "local host nanes", have no resol ution
guar ant ees, and should not be given special treatnment, either in DNS
or in client software.

6. I nplenentation Considerations
6.1. Non-DNS usage of |ocal host nanes
Sone application software differentiates between the hostnane
"l ocal host" and the I P address "127.0.0.1". MSQ., for exanple, uses
a uni x domai n socket for the former, and a TCP connection to the
| oopback address for the latter. The constraints on nanme resol ution
APl s above do not preclude this kind of differentiation
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Appendi x A, Changes from RFC 6761

Section 3 updates the requirements in section 6.3 of [RFC6761] in a
few substantive ways:

1. Application software and nane resolution APlIs and libraries are
prohi bited fromusing searchlists when resol ving | ocal host nanes,
and encouraged to bypass resolution APlIs and l|ibraries altogether
if they intend to make security decisions based on the
"l ocal host" nane.

2. Nane resolution APIs and libraries are required to resolve

| ocal host nanes to | oopback addresses, wi thout sending the query
on to caching DNS servers.
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3.

Caching and authoritative DNS servers are required to respond to
resol ution requests for |ocal host nanes with NXDOVAI N.

Appendi x B. Changes in this draft

B. 1.

0

B. 2.

B. 3.

West

draft-ietf-dnsop-I|et-1Iocal host-be-Iocal host-01

Explicit adoption of the principle Ws Hardaker proposed in
https://ww.ietf.org/ mail-archive/web/dnsop/current/ nmsg21039. ht m
, and that Warren Kumari reiterated in https://ww.ietf.org/ mail -
ar chi ve/ web/ dnsop/ current/ nsg21129. html : | ocal host nanmes do not
exist in the DNS, there is no authoritative source for these
nanes, and querying resolvers for themis an error

Slight tightening of the adnonition against search lists.
Addressed "l ocal host" |abels in non-|ocal host nanes.
draft-ietf-dnsop-I|et-1Iocal host-be-Iocal host-00

No change since draft-west-I|et-|ocal host-be-I|ocal host-06, just
renam ng the docunent after DNSOP adopted it.

draft-west-| et-|ocal host-be-Iocal host-06

I ncorporated Ted Lemon’s further feedback from
https://ww.ietf.org/ mail-archive/web/dnsop/current/ nmsg20769. ht m

Explicitly waffling on DNSSEC.
draft-west-1| et-1ocal host-be-Iocal host-05

Updat ed obsol ete references to RFC 5735 and 5156 in favor of
[ RFC6890] .

Clarify that non-caching recursive DNS servers are al so addressed
by #4 in Section 3.

Ref ornul ati ng the abstract and introducti on based on feedback |ike
Ted Lenon’s in https://ww.ietf.org/nail-
ar chi ve/ web/ dnsop/ current/ nsg20757. ht m

Added a request that an insecure delegation for "local host." be
added to the root-zone.
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B. 5.

B. 6.

B. 7.

B. 8.

B. 9.

App

Aut

Wes
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draft-west-1| et-1ocal host-be-Iocal host-04

0 Restructured the draft as a stand-al one docunent, rather than as
set of nonkey-patches agai nst [ RFC6761].

draft-west-|et-|ocal host-be-|ocal host-03
o Explicitly referenced [I-D.ietf-sunset4-gapanal ysis].

0 Added a prohibition against using searchlists to resolve |ocal host
names.

0 Noted that MySQ. has special behavior differentiating the
connection nmechani smused for "l ocal host" and "127.0.0.1".

draft-west-1|et-|ocal host-be-Iocal host-02
0 Pulled in definitions for |Pv4 and | Pv6 | oopback addresses.
draft-west-1et-| ocal host-be-|ocal host-01

0 Added a requirenent that caching DNS servers MJST generate an
i medi at e negative response.

draft-west-Ilet-Iocal host-be-Iocal host-00

First draft.
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