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Abst r act

Thi s docunent specifies the transition requirenents for an | Pv6
Custonmer Edge (CE) router. Specifically, this docunent extends the
"Basic Requirenents for |Pv6-only Custonmer Edge Routers" ([RFC7084])
in order to allow the provisioning of IPv6 transition services for
the hosts attached to it. The docunment covers several transition
technol ogi es, either for delivering IPv6 in | Pvd-only access networks
and specially for delivering |Pv4 "as-a-service" as required in a
worl d where | Pv4 addresses are no | onger available, so hosts in the
customer LANs with I Pv4-only or I Pv6-only applications or devices,
requiring to conmunicate with IPv4-only services at the Internet, are
able to do so.
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1. Introduction
Thi s docunent defines basic IPv6 transition features for a
residential or small-office router, referred to as an "I Pv6
Transition CE router”, in order to establish an industry baseline for

dual -stack and transition features to be inplenented on such a
router.

These routers are based on "Basic Requirenents for |Pv6-only Custoner

Edge Routers" ([RFC7084]), so the scope of this docunents is to
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i nclude al so | Pv4 support, at |least in the LAN side.

Thi s docunment covers the IP transition technol ogi es required when

| SPs have already and | Pv4-only access network that they can’t turn
to dual -stack or IPv6-only, as well as the situation in a world where
| Pv4 addresses are no |onger available, so the service providers need
to provision I Pv6-only WAN access, while at the sane tine ensuring
that | Pv4-only or IPv6-only devices or applications in the customer
LANs can still reach IPv4-only devices or applications in Internet,
which still don't have | Pv6 support.

Thi s docunent specifies the transition nmechanisnms to be supported by
an IPv6 transition CE router, relevant provisioning or configuration
i nformation differences from][RFC7084]. Automatic provisioning of
nmore conpl ex topol ogy than a single router with nmultiple LAN
interfaces may be handl ed by neans of HNCP ([ RFC7788]), which is out
of the scope of this docunent.

1.1. Requirenents Language

Take careful note: Unlike other |IETF docunments, the key words "MJST"
"MUST NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
" RECOMMENDED', "MAY", and "OPTIONAL" in this docunent are not used as
described in RFC 2119 [ RFC2119]. This docunent uses these keywords
not strictly for the purpose of interoperability, but rather for the
pur pose of establishing industry-comon baseline functionality. As
such, the docunent points to several other specifications (preferable
in RFC or stable forn) to provide additional guidance to inplenenters
regardi ng any protocol inplenentation required to produce a
successful 1Pv6 Transition CE router that interoperates successfully
with a particular subset of currently deploying and planned comon

| Pv6 access networKks.

2. Term nol ogy

Thi s docunent uses the sanme terminology as in [RFC7084], with two
m nor clarifications.

The term "1 Pv6 transition Customer Edge Router” is defined as an
"I Pv6 Custoner Edge Router" that provides transition support to allow
| Pv4-1Pv6 coexistence either in the WAN, the LAN or both.

The "WAN I nterface" termused across this docunment, nmeans that can

al so support link technol ogies based in Internet-Ilayer (or higher-
| ayers) "tunnels", such as tunnels |IPv4-in-1Pv6 or |Pv6-in-IPv4.
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3.

Usage Scenari os

The 1 Pv6 Transition CE router described in this docunent is expected
to be used typically, in any of the follow ng scenari os:

1. Residential/household users. Common usage is any kind of
Internet access (web, emmil, streaning, online ganing, etc.).

2. Residential with Small O fice/Hone Ofice (SOHO. Sane usage as
for the first scenario.

3. Small Ofice/Hone Ofice (SOHO . Sane usage as for the first
scenari o.

4. Small and Medium Enterprise (SME). Sane usage as for the first
scenari o.

5. Residential/household with advanced requirenments. Sanme basic
usage as for the first scenario, however there may be
requirenents for exporting services to the WAN (I P caneras, web,
DNS, email, VPN, etc.).

6. Small and Medium Enterprise (SME) with advanced requirenents.
Sane basic usage as for the first scenario, however there nmay be
requi renents for exporting services to the WAN (I P caneras, web,
DNS, emmil, VPN, etc.).

The above list is not intended to be conprehensive of all the
possi bl e usage scenarios, just the main ones. |In fact, conbinations
of the above usages are also possible, for exanple a residential with
SCHO and advanced requirenents.

The mechani sms for exporting | Pv6 services are commonly "naturally"”
available in any I Pv6 router, as when using GUA unless they are

bl ocked by firewall rules, which may require sonme manual
configuration by neans of a GU and/or CLI

However, in the case of |Pv4, because the usage of private addresses
and NAT, it typically requires sone degree of manual configuration
such as setting up a DMZ, virtual servers, or port/protoco

forwarding. In general, CE routers already provide GU and/or CLI to
manual |y configure them or the possibility to setup the CE in bridge
nmode, so another CE behind it, takes care of that. It is out of the

scope of this docunment the definition of any requirenments for that.

The main difference for an IPv6 Transition CE router to support one
or several of the above indicated scenarios, is related to the packet
processing capabilities, performance, even other details such as the
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4.

4.

nurmber of WAN/ LAN interfaces, their maxi mum speed, nenory for keeping
tabl es or tracking connections, etc. So, it is out of the scope of
this docunment to classify them

For exanple, an SME may have just 10 enpl oyees (mcro-SME), which
commonly will be considered sane as a SOHO, but a snmall SME can have
up to 50 enpl oyees, or 250 for a nedium one. Depending on the |Pv6
Transition CE router capabilities or even how it is being configured
(for instance, using SLAAC or DHCPv6), it may support even a higher
nunber of enployees if the traffic in the LANs is |low, or sw tched by
anot her device(s), or the WAN bandw dth requirenents are | ow, etc.
The actual bandwi dth capabilities of access with technol ogi es such as
FTTH, cable and even 3GPP/LTE, allows the support of such usages, and
i ndeed, is a very conmon situation that access networks and the | Pv6
Transition CE provided by the service provider are the same for SMEs
and residential users.

There is also no difference in terns of who actually provides the

I Pv6 Transition CE router. In nost of the cases is the service
provider, and in fact is responsible, typically, of provisioning/
managi ng at | east the WAN side. However, conmonly the user has
access to configure the LAN interfaces, firewall, DMZ, and nany other
aspects. In fact, in nany cases, the user nust supply, or at |east
can replace the IPv6 Transition CE router, which nmakes even nore

rel evant that all the IPv6 Transition CE routers, support the same
requi renents defined in this docunent.

The I Pv6 Transition CE router described in this docunent is not

i ntended for usage in other scenarios such as bigger Enterprises,
Data Centers, Content Providers, etc. So, even if the docunented
requirenents neet their needs, may have additional requirenents,
whi ch are out of the scope of this docunent.

Architecture
1. Current |Pv4d End-User Network Architecture

An end-user network will likely support both IPv4 and IPv6. It is
not expected that an end user will change their existing network
topology with the introduction of IPv6. There are sone differences
in how | Pv6 works and is provisioned; these differences have
implications for the network architecture. A typical |Pv4 end-user
network consists of a "plug and play" router with NAT functionality
and a single link behind it, connected to the service provider

net wor k.

A typical |Pv4d NAT depl oynment by default blocks all inconing
connections. Opening of ports is typically allowed using a Universa
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Plug and Play Internet Gateway Device (UPnP I GD) [UPnP-1GD] or sone
other firewall control protocol

Anot her consequence of using private address space in the end-user
network is that it provides stable addressing; that is, it never
changes even when you change service providers, and the addresses are
al ways there even when the WAN interface is down or the customer edge
router has not yet been provisioned.

Many exi sting routers support dynamic routing (which | earns routes
fromother routers), and advanced end-users can build arbitrary,
conpl ex networks using manual configuration of address prefixes
conbined with a dynanic routing protocol

4. 2. | Pv6 End-User Network Architecture

The end-user network architecture for | Pv6 shoul d provide equival ent
or better capabilities and functionality than the current |Pv4
architecture.

The end-user network is a stub network, in the sense that is not
providing transit to other external networks. However HNCP
([RFC7788]) allows support for automatic provisioning of downstream
routers. Figure 1 illustrates the nodel topology for the end-user
net wor k.
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Figure 1: An Exanple of a Typical End-User Network
This architecture describes the:
0 Basic capabilities of an IPv6 Transition CE router

o Provisioning of the WAN interface connecting to the service
provi der

o Provisioning of the LAN interfaces
The 1 Pv6 Transition CE router may be nanually configured in an

arbitrary topology with a dynanmic routing protocol or using HNCP
([RFC7788]). Automatic provisioning and configuration is described
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for a single IPv6 Transition CE router only.

5. Requirenents

5.1. GCeneral Requirenents
The 1 Pv6 Transition CE router must conply with the genera
requirenents stated in [ RFC7084]. Furthernore, a new genera
requi renent is added
G 6 The I Pv6-only CE router MJST conply with [ RFC7608].

5.2. LAN-Side Configuration

The 1 Pv6 Transition CE router must conply with LAN-Si de Configuration
as stated in [RFC7084].

In addition, a new LAN Requirenent is:

L-15 The 1 Pv6 CE router SHOULD i npl enent a DNS proxy as described in
[ RFC5625] .

5.3. Transition Technol ogi es Support

Even if the main target of this docunent is the support of |Pv6-only

WAN access, for some tinme, there will be a need to support |Pv4-only
devices and applications in the customers LANs, in one side of the
picture. 1In the other side, sone Service Providers willing to deploy

| Pv6, may not be able to do so in the first stage, neither as
| Pv6-only or dual-stack in the WAN. Consequently, transition
technol ogi es to resolve both issues should be taken in consideration
5.3.1. 1Pv4 Service Continuity in Custoner LANs
5.3.1. 1. 464XLAT

464XLAT [ RFC6877] is a technique to provide |Pv4 access service to
| Pv6-only edge networks without encapsul ation

The 1 Pv6 Transition CE router SHOULD support CLAT functionality. |If
464XLAT is supported, it MJIST be inplenmented according to [ RFC6877].
The followi ng CE Requirenments al so apply:

464XLAT requirenments

464XLAT-1: The IPv6 Transition CE router MJST perform | Pv4 Network

Address Transl ation (NAT) on IPv4 traffic translated
usi ng the CLAT, unless a dedicated /64 prefix has been
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acqui red usi ng DHCPv6- PD [ RFC3633] .

464XLAT-2: The IPv6 Transition CE router MJST inplenent [RFC7050] in
order to discover the PLAT-side translation |Pv4 and | Pv6
prefix(es)/suffix(es). |In environments with PCP support,
the IPv6 Transition CE SHOULD fol l ow [ RFC7225] to |learn
the PLAT-side translation IPv4 and | Pv6
prefix(es)/suffix(es) used by an upstream PCP-controlled
NAT64 devi ce

5.3.1.2. Dual-Stack Lite (DS-Lite)

Dual - St ack Lite [ RFC6333] enabl es both continued support for |Pv4
services and incentives for the deploynent of IPv6. It also
de-coupl es I Pv6 depl oynent in the service provider network fromthe
rest of the Internet, making increnmental deploynent easier. Dual-
Stack Lite enables a broadband service provider to share |Pv4
addresses anong custoners by conbi ning two wel |l -known t echnol ogi es:
IPin IP (IPv4-in-1Pv6) and Network Address Translation (NAT). It is
expected that DS-Lite traffic is forwarded over the | Pv6 Transition
CE router’s native I Pv6 WAN interface, and not encapsul ated in

anot her tunnel

The 1 Pv6 Transition CE router SHOULD inplenent DS-Lite functionality.
If DS-Lite is supported, it MJUST be inplemented according to

[ RFC6333]. This document takes no position on sinultaneous operation
of Dual -Stack Lite and native IPv4. The following IPv6 Transition CE
router requirenents al so apply:

DS-Lite requirenents:

DSLI TE-1: The IPv6 Transition CE router MJST support configuration
of DS-Lite via the DS-Lite DHCPv6 option [RFC6334]. The
| Pv6é Transition CE router MAY use other nechanisns to
configure DS-Lite paraneters. Such nmechani sns are outside
the scope of this docunent.

DSLI TE-2: The IPv6 Transition CE router MJST support the DHCPv6 S46
priority option described in [RFC3026].

DSLI TE-3: The IPv6 Transition CE router MJST NOT perform | Pv4
Net wor k Address Transl ation (NAT) on IPv4 traffic
encapsul ated using DS-Lite.

DSLITE-4: If the IPv6 Transition CE router is configured with an
| Pv4 address on its WAN i nterface, then the |IPv6
Transition CE router SHOULD di sable the DS-Lite Basic
Bri dgi ng BroadBand (B4) el enment.
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5.3.1.3. Lightweight 4over6 (|w406)

Lw4o6 [ RFC7596] specifies an extension to DS-Lite, which noves the
NAPT function fromthe DS-Lite tunnel concentrator to the tunne
client located in the IPv6 Transition CE router, renoving the
requi renent for a CGN function in the tunnel concentrator and
reduci ng the amount of centralized state.

The 1 Pv6 Transition CE router SHOULD i npl enent | w4o6 functionality.

If DS-Lite is inplemented, |wio6 MJUST be supported as well. |If |wdo6
is supported, it MJUST be inplenented according to [RFC7596]. This
docunment takes no position on sinmnultaneous operation of |wio6 and
native I Pv4. The following IPv6 Transition CE router Requirenents

al so apply:

Lw4o6 requirenents:

LWIO6-1: The I Pv6 Transition CE router MJST support configuration of
| wWio6 via the |wio6 DHCPv6 options [ RFC7598]. The | Pv6
Transition CE router MAY use other mechanisnms to configure
| w406 paraneters. Such nmechani snms are outside the scope of
thi s docunent.

LWIO6-2: The I Pv6 Transition CE router MJST support the DHCPv6 S46
priority option described in [RFC8026].

LWIO6-3: The I Pv6 Transition CE router MJST support the DHCPv4-over-
DHCPv6 (DHCP 406) transport described in [ RFC7341].

LWIO6-4: The I Pv6 Transition CE router MAY support Dynanic
Al |l ocation of Shared | Pv4 Addresses as described in
[ RFC7618] .

5.3.1.4. MAP-E
MAP- E [ RFC7597] is a nechanismfor transporting | Pv4d packets across
an |1 Pv6 network using | P encapsul ation, including a generic mechanism
for mappi ng between | Pv6 addresses and | Pv4 addresses as well as
transport-|ayer ports.
The 1 Pv6 Transition CE router SHOULD support MAP-E functionality. |If
MAP-E is supported, it MJST be inplenented according to [ RFC7597].
The followi ng CE Requirenents al so apply:
MAP- E requirenents

MAPE-1: The IPv6 Transition CE router MJST support configuration of
MAP-E via the MAP-E DHCPv6 options [RFC7598]. The | Pv6
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Transition CE router MAY use other mechanisnms to configure
MAP- E paraneters. Such mechani snms are outside the scope of
this docunent.

MAPE-2: The IPv6 Transition CE router MJST support the DHCPv6 S46
priority option described in [ RFC8026] .

5.3.1.5. MAP-T

MAP-T [ RFC7599] is a nechanismsimlar to MAP-E, differing fromit in
that MAP-T uses | Pv4-1Pv6 translation, rather than encapsul ation, as
the formof |Pv6 domain transport.

The 1 Pv6 Transition CE router SHOULD support MAP-T functionality. If
MAP-T is supported, it MJST be inplenented according to [ RFC7599].
The following IPv6 Transition CE Requirenents al so apply:

MAP- T requirenents

MAPT-1: The CE router MJST support configuration of MAP-T via the
MAP- E DHCPv6 options [RFC7598]. The IPv6 Transition CE
router MAY use other nmechanisns to configure MAP-E
paraneters. Such mechani sns are outside the scope of this
docunent .

MAPT-2: The IPv6 Transition CE router MJST support the DHCPv6 S46
priority option described in [RFC3026].

5.3.2. Support of IPv6 in IPv4-only WAN access
5.3.2.1. 6in4

6i n4 [ RFC4213] specifies a tunneling nmechanismto allow end-users to
manual |y configure | Pv6 support via a service provider’s |Pv4 network
infrastructure

The I Pv6 Transition CE router MAY support 6in4 functionality. 6in4
used for a manually configured tunnel requires a subset of the 6rd
paraneters (del egated prefix and renote | Pv4 end-point). The on-wire
and forwarding plane is identical for both nechani sns, however 6in4
doesn’t support nmesh traffic and requires manual |y provisioning.

Thus, if the device supports either 6rd or 6in4, it’'s commonly a
mnor U addition to support both. If 6ind4 is supported, it MJIST be
i mpl ement ed according to [ RFC4213]. The followi ng CE Requirenments

al so apply:

6i n4 requirenents:
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61 N4- 1:

6l N4- 2:

61 N4- 3:

61 N4- 4:

61 N4- 5:

61 N4- 6:

6l N4-7:

5.3.2. 2.

The 1 Pv6 Transition CE router SHOULD support 6in4 automated
configuration by neans of the 6rd DHCPv4 Option 212. If the
I Pv6 Transition CE router has obtained an | Pv4 network
address through sone other neans such as PPP, it SHOULD use
t he DHCPI NFORM r equest nessage [ RFC2131] to request the 6rd
DHCPv4 Option. The IPv6 Transition CE router MAY use other
mechani snms to configure 6in4 paraneters. Such nechani sns
are outside the scope of this docunent.

If the IPv6 Transition CE router is capable of autonated
configuration of IPv4 through IPCP (i.e., over a PPP
connection), it MJST support user-entered configuration of
6i n4.

If the IPv6 Transition CE router supports configuration
mechani sns other than the 6rd DHCPv4 Option 212 (user-
entered, TR-069 [TR-069], etc.), the IPv6 Transition CE
router MUST support 6in4 in "hub and spoke" nobde. 6in4 in
"hub and spoke" requires all IPv6 traffic to go to the 6rd
Border Relay, which in this case is the tunnel -end-point.
In effect, this requirenent renoves the "direct connect to
6rd" route defined in Section 7.1.1 of [RFC5969].

The I Pv6 Transition CE router MJST allow 6i n4d and native

| Pv6 WAN i nterfaces to be active alone as well as

simul taneously in order to support coexistence of the two
technol ogi es during an increnmental transition period such as
a transition from6in4 to native |Pv6.

Each packet sent on a 6in4 or native WAN interface MJST be
directed such that its source IP address is derived fromthe
del egated prefix associated with the particular interface
fromwhi ch the packet is being sent (Section 4.3 of

[ RFC3704]) .

The 1 Pv6 Transition CE router MJST allow different as wel
as identical delegated prefixes to be configured via each
(6ind4 or native) WAN interface.

In the event that forwarding rules produce a tie between
6i n4 and native | Pv6, by default, the IPv6 Transition CE
router MUST prefer native |Pv6.

6rd

6rd [ RFC5969] specifies an automatic tunneling nmechanismtailored to
advance depl oynent of IPv6 to end users via a service provider's | Pv4
network infrastructure. Key aspects include automatic |Pv6 prefix
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del egation to sites, statel ess operation, sinple provisioning, and
service that is equivalent to native IPv6 at the sites that are
served by the nechanism It is expected that such traffic is
forwarded over the IPv6 Transition CE router’s native | Pv4d WAN

i nterface and not encapsul ated i n another tunnel

The I Pv6 Transition CE router MAY support 6rd functionality. |If 6rd
is supported, it MIST be inplenmented according to [ RFC5969]. The
foll owi ng CE Requirenents al so apply:

6rd requirenents:

6RD-1: The IPv6 Transition CE router MJST support 6rd configuration
via the 6rd DHCPv4 Option 212. |If the IPv6 Transition CE
router has obtained an | Pv4 network address through sone
ot her neans such as PPP, it SHOULD use the DHCPI NFORM r equest
message [ RFC2131] to request the 6rd DHCPv4 Option. The |IPv6
Transition CE router MAY use other mechanisns to configure
6rd paranmeters. Such mechani snms are outside the scope of
this docunent.

6RD-2: If the IPv6 Transition CE router is capable of automated
configuration of IPv4 through IPCP (i.e., over a PPP
connection), it MJST support user-entered configuration of
6rd.

6RD-3: If the IPv6 Transition CE router supports configuration
mechani sns other than the 6rd DHCPv4 Option 212 (user-
entered, TR-069 [TR-069], etc.), the IPv6 Transition CE
router MJUST support 6rd in "hub and spoke" node. 6rd in "hub
and spoke" requires all IPv6 traffic to go to the 6rd Border
Relay. 1In effect, this requirenent renoves the "direct
connect to 6rd" route defined in Section 7.1.1 of [RFC5969].

6RD-4: The IPv6 Transition CE router MJST allow 6rd and native | Pv6
WAN interfaces to be active alone as well as sinultaneously
in order to support coexistence of the two technol ogies
during an increnmental transition period such as a transition
fromé6rd to native |Pv6.

6RD-5: Each packet sent on a 6rd or native WAN interface MJST be
directed such that its source IP address is derived fromthe
del egated prefix associated with the particular interface
fromwhi ch the packet is being sent (Section 4.3 of
[ RFC3704]).

6RD-6: The IPv6 Transition CE router MJST allow different as well as
i dentical delegated prefixes to be configured via each (6rd
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or native) WAN interface.

6RD-7: In the event that forwarding rules produce a tie between 6rd
and native |Pv6, by default, the IPv6 Transition CE router
MUST prefer native |Pv6.

5.4. 1Pv4d Milticast Support

Actual depl oyments support I1Pv4 nulticast for services such as |PTV.
In the transition phase it is expected that nulticast services wll
still be provided using IPv4 to the customer LANs.

In order to support the delivery of IPv4 nulticast services to | Pv4d
clients over an IPv6 nulticast network, the IPv6 Transition CE router
SHOULD support [RFC8114] and [ RFC8115].

5.5. Security Considerations

The 1 Pv6 Transition CE router must conply with the Security
Consi derations as stated in draft-pal et-v6ops-rfc7084-bis2
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7. ANNEX A: Code Consi derations

One of the apparent main issues for vendors to include new
functionalities, such as support for new transition mechanisms, is
the |l ack of space in the flash (or equivalent) menory. However, it
has been confirned from exi sting open source inplenmentations
(OpenWRT/ LEDE), that addi ng the support for the new transitions
mechani sns, requires around 10-12 Kbytes (because nost of the code is
shared anong several transition mechani sns), which typically nmeans
about 0, 15% of the existing code size in popular CEs in the market.

It is also clear that the new requirements don’t have extra cost in
terns of RAM nenory, neither other hardware requirenents such as nore
power ful CPUs.

The ot her issue seens to be the cost of devel oping the code for those
new functionalities. However at the time of witing this docunent,

it has been confirmed that there are several open source versions of
the required code for supporting the new transition nechanisns, so

t he devel opnent cost is negligent, and only integration and testing
cost may becone a minor issue.
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