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Abst r act
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as well as the interactions between HNCP [ RFC7788] and Babel

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 28, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Chr oboczek Expires April 28, 2018 [ Page 1]



Internet-Draft Honenet Babel profile Cct ober 2017

Tabl e of Contents

1. Introduction
1.1. Background . .

2. The Honenet profile of Babe
2.1. Requirenents .
2.2. Non-requirenents .

3. Interactions between HNCP and Babe

3.1. Requirements

3.2. Non-requirenents
Security Considerations
Acknow edgrent s .

Ref er ences

6 1. Normative References

6.2. Informative References

Aut hor’ s Address

ook
ONNNNOO U WWNN

1. Introduction

The core of the Homenet protocol suite consists of HNCP [ RFC7788], a
prot ocol used for flooding configuration information and assi gni ng
prefixes to links, conbined with the Babel routing protoco

[ RFC6126bi s]. Babel is an extensible, flexible and nodul ar protocol
nm ni mal i npl ement ati ons of Babel have been denonstrated that consist
of a few hundred of lines of code, while the "large" inplenentation
i ncl udes support for a nunber of extensions and consists of over ten
thousand |ines of C code.

Thi s docunent consists of two parts. The first specifies the exact
subset of the Babel protocol and its extensions that is required by
an i npl enmentation of the Homenet protocol suite. The second
specifies how HNCP interacts with Babel

1.1. Background

The Babel routing protocol and its extensions are defined in a nunber
of documents:

0 RFC 6126bis [ RFC6126bi s] defines the Babel routing protocol. It
al |l ows Babel’s control data to be carried over either |ink-Ioca
I Pv6 or IPv4, and in either case allows announcing both | Pv4 and

I Pv6 routes. It leaves link cost estimation, netric conputation
and route selection to the inplenmentation. Distinct
i mpl ement ati ons of RFC 6126 Babel will interoperate, in the sense

that they will rmaintain a set of |oop-free forwarding paths.
However, if they inplenent conflicting options, they mght not be
abl e to exchange a full set of routes; in the worst case, an

i mpl ementation that only inplenents the | Pv6 subset of the
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protocol and an inplenentation that only inplenents the | Pv4
subset of the protocol will not exchange any routes. In addition
if inplementations use conflicting route selection policies,

persi stent oscillations mght occur

o The informative Appendix A of RFC 6126 suggests a sinple and easy
to inplement algorithmfor cost and nmetric conputation that has
been found to work satisfactorily in a wide range of topol ogies.

0 Wiile RFC 6126 does not provide an algorithmfor route selection
its Section 3.6 suggests selecting the route with snallest netric
with some hysteresis applied. An algorithmthat has been found to
work well in practice is described in Section Il1.E of
[ DELAY- BASED] .

0 Five RFCs and Internet-Drafts define optional extensions to Babel
HVAC- based aut hentication [ RFC7298], source-specific routing
[ BABEL- SS], del ay-based routing [ BABEL-RTT] and ToS-specific
routing [ToS-SPECIFIC]. Al of these extensions interoperate with
the core protocol as well as with each other.

2. The Honenet profile of Babe
2.1. Requirenents

REQL: a Honenet inpl enentati on of Babel MJST encapsul ate Babe
control traffic in I Pv6 packets sent to the | ANA-assigned port 6696
and either the | ANA-assigned nulticast group ff02::1:6 or to a |ink-
| ocal unicast address.

Rational e: since Babel is able to carry both IPv4 and | Pv6 routes
over either 1Pv4 or |IPv6, choosing the protocol used for carrying
control traffic is a matter of preference. Since |Pv6 has sone
features that nake inplenentations sonewhat sinpler and nore
reliable (notably Iink-local addresses), we require carrying
control data over |Pv6.

REQ2: a Honenet inplenentati on of Babel MJST inpl enent the | Pv6
subset of the protocol defined in the body of RFC 6126

Rati onal e: support for IPv6 routing is an essential conponent of
t he Honenet architecture.

REQ3: a Honenet inplenentation of Babel SHOULD i npl enent the |Pv4d
subset of the protocol defined in the body of RFC 6126. Use of other
techni ques for acquiring | Pvd connectivity (such as nultiple |ayers
of NAT) is strongly discouraged.
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Rational e: support for IPv4 will likely remain necessary for years
to come, and even in pure |Pv6 depl oynents, including code for
supporting I Pv4 has very little cost. Since HNCP nmakes it easy to
assign distinct |Pv4 prefixes to the links in a network, it is not
necessary to resort to nultiple layers of NAT, with all of its
probl ens.

REQ4: a Honenet inpl enentation of Babel MJST i npl enent source-
specific routing for 1Pv6, as defined in draft-ietf-babel-source-
speci fic [ BABEL- SS].

Rati onal e: source-specific routing is an essential conponent of
the Honmenet architecture. Source-specific routing for IPv4 is not
required, since HNCP arranges things so that a single non-specific
| Pv4 default route is announced (Section 6.5 of [RFC7788]).

REQG: a Honenet inpl enentation of Babel MJST use netrics that are of
a sinmlar magnitude to the val ues suggested in Appendi x A of

RFC 6126. In particular, it SHOULD assign costs that are no | ess
than 256 to wireless |links, and SHOULD assign costs between 32 and
196 to |l ossless wired |inks.

Rationale: if two inplenentations of Babel choose very different
val ues for link costs, conbining routers fromdifferent vendors
wi Il cause sub-optinmal routing.

REQ6: a Honenet inplenentation of Babel SHOULD di stingui sh between
wired and wireless links; if it is unable to determine whether a |ink
is wired or wireless, it SHOULD nake the worst-case hypot hesis that
the link is wireless. |t SHOULD dynami cally probe the quality of
wireless links and derive a suitable netric fromits quality
estimation. The algorithm described in Appendix A of RFC 6126 MAY be
used.

Rational e: support for wireless transit links is a "killer
feature" of Honenet, sonething that is requested by our users and
easy to explain to our bosses. |In the absence of dynanically
computed netrics, the routing protocol attenpts to ninimse the
nunber of links crossed by a route, and therefore prefers |ong,

| ossy links to shorter, |lossless ones. |In wireless networks,
"hop-count routing is worst-path routing”

Non-requirenents

NR1: a Honenet inplenentation of Babel MAY performroute sel ection by
appl ying hysteresis to route netrics, as suggested in Section 3.6 of
RFC 6126 and described in detail in Section Ill.E of [BABEL-RTT].
However, it MAY sinply pick the route with the snmallest netric
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Rati onal e: hysteresis is only useful in congested and highly
dynanmi ¢ networks. In a typical home network, stable and
uncongest ed, the feedback | oop that hysteresis conpensates for
does not occur.

NR2: a Honmenet inplenentation of Babel MAY include support for other
extensions to the protocol, as long as they are known to interoperate
with both the core protocol and source-specific routing.

Rati onal e: a nunber of extensions to the Babel routing protoco
have been defined over the years; however, they are useful in
fairly specific situations, such as routing over global-scale
overlay networks [BABEL-RTT] or rnulti-hop wireless networks with
mul tiple radio frequencies [BABEL-Z]. Hence, with the exception
of source-specific routing, no extensions are required for
Honenet .

I nteracti ons between HNCP and Babe

The Honenet architecture cleanly separates between configuration
whi ch is done by HNCP, and routing, which is done by Babel. Wile
the coupling between the two protocols is deliberately kept to a
m ni mum sone interactions are unavoi dabl e.

Al'l the interactions between HNCP and Babel consist of HNCP causing
Babel to perform an announcenent on its behal f (under no

ci rcunst ances does Babel cause HNCP to performan action). Howthis
is realised is an inplenentation detail that is outside the scope of
this docunent; while it could conceivably be done using a private
communi cati on channel between HNCP and Babel, in existing

i mpl ementations HNCP installs a route in the operating systenis
kernel which is later picked up by Babel using the existing

redi stribution nechani sns.

1. Requirenents

REQ7: if an HNCP node receives a DHCPv6 prefix delegation for prefix
P and publishes an External - Connection TLV contai ning a Del egat ed-
Prefix TLV with prefix P and no Prefix-Policy TLV, then it MJST
announce a source-specific default route with source prefix P over
Babel .

Rati onal e: source-specific routes are the main tool that Honenet
uses to enable optimal routing in the presence of multiple | Pv6
prefixes. External connections with non-trivial prefix policies
are explicitly excluded fromthis requirenent, since their exact
behavi our is application-specific.
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REQB: if an HNCP node receives a DHCPv4 | ease with an | Pv4 address
and wins the election for NAT gateway, then it MJST act as a NAT
gat eway and MJST announce a (non-specific) |Pv4d default route over
Babel .

Rational e: the Honenet architecture does not use source-specific
routing for IPv4; instead, HNCP el ects a single NAT gateway and
publishes a single default route towards that gateway ([RFC7788]
Section 6.5).

REQI: if an HNCP node assigns a prefix P to an attached |ink and
announces P in an Assigned-Prefix TLV, then it MJST announce a route

towards P over Babel

Rational e: prefixes assigned to Iinks nust be routable within the
Honenet .

2. Non-requirenents

NR3: an HNCP node that receives a DHCPv6 prefix del egati on MAY
announce a non-specific IPv6 default route over Babel in addition to
the source-specific default route mandated by requirenent REQY.

Rati onal e: since the source-specific default route is nore
specific than the non-specific default route, the fornmer wll
override the latter if all nodes inplenent source-specific
routing. Announcing an additional non-specific route is allowed,
since doing that causes no harmand mght sinplify operations in
some circunstances, e.g. when interoperating with a routing
protocol that does not support source-specific routing.

NR4: an HNCP node that receives a DHCPv4 | ease with an | Pv4 address
and wins the election for NAT gateway SHOULD NOT announce a source-
specific | Pv4 default route.

Honenet does not require support for |IPv4 source-specific routing.
Announci ng | Pv4 source-specific routes will not cause routing

pat hol ogi es (bl ackhol es or routing loops), but it mght cause
packets sourced in different parts of the Honenet to foll ow
different paths, with all the confusion that this entails.

Security Considerations

Bot h HNCP and Babel carry their control data in | Pv6 packets with a
Iink-1ocal source address, and inplenentations are required to drop
packets sent froma gl obal address. Hence, they are only susceptible
to attacks froma directly connected |ink on which the HNCP and Babe
i mpl erent ations are |istening.
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The security of a Homenet network relies on having a set of
"Internal" and "Ad Hoc" interfaces (Section 5.1 of [RFC7788]) that
are assuned to be connected to links that are secured at a | ower

| ayer. HNCP and Babel packets are only accepted when they originate
on these trusted links. "External" and "Cuest" interfaces are
connected to links that are not trusted, and any HNCP or Babe
packets that are received on such interfaces are ignored. ("Leaf"
interfaces are a special case, since they are connected to trusted
i nks but HNCP and Babel traffic received on such interfaces is

i gnored.)

If untrusted links are used for transit, which is NOI RECOVMENDED,
then any HNCP and Babel traffic that is carried over such |inks MJST
be secured using an upper-layer security protocol. Wile both HNCP
and Babel support cryptographic authentication, at the time of
witing no protocol for autononmpbus configuration of HNCP and Babe
security has been defi ned.
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