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Abst ract

Honme network devices are usually constrai ned devices with reduced
networ k and CPU capabilities. As such, a home network device
exposing the authoritative nam ng service for its home network on the
Internet nmay becone vul nerable to resource exhaustion attacks. One
way to avoid exposing these devices is to outsource the authoritative
service to a third party, e.g. [ISP

The Honenet Nanming Authority (HNA) is the designated device in charge
of outsourcing the service to a third party, which requires setting
up an architecture.

Such settings may be inappropriate for nost end users. This docunent
defines DHCPv6 options so any agnhostic HNA can automatically proceed
to the appropriate configuration and outsource the authoritative

nam ng service for the hone network. In nbst cases, the outsourcing
mechani smis transparent for the end user.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Requirenments notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Term nol ogy

The reader is expected to be familiar with
[I-D.ietf-honenet-front-end-nam ng-del egation] and its term nol ogy
section. This section defines terns that have not been defined in
[I-D.ietf-honenet-front-end-nam ng-del egation]:

- Cient Public Key: designates a public key generated by the HNA
This key is used as an authentication credential for the HNA

- Honenet Zone Tenpl ate: The tenplate used as a basis to generate
t he Honenet Zone.

- DNS Tenpl ate Server: The DNS server that hosts the Honenet Zone
Tenpl at e.

- Honenet Reverse Zone: The reverse zone file associated to the
Honmenet Zone.

3. Introduction
HNAs are usually constrai ned devices with reduced network and CPU
capacities. As such, a HNA hosting on the Internet the authoritative

nam ng service for its hone network nay beconme vul nerable to resource
exhaustion attacks. Qutsourcing the authoritative service to a third
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party avoi ds exposing the HNA to such attacks. This third party can
be the ISP or any other independent third party.

Qut sourcing the authoritative namng service to a third party
requires setting up an architecture designated in this docunent as
the Qutsourcing Infrastructure. These settings nay be inappropriate
for nost end users that do not have the sufficient know edge. To
address this issue, this docunment proposes DHCPv6 options so any
agnostic HNA can automatically set the Qutsourcing Infrastructure.

In nost cases, these DHCPv6 options are sufficient and do not require
any additional interaction fromthe end user, thus achieving a zero-
config settings. In some other cases, the end user is expected to
performsonme limted manual configuration

When the HNA is plugged, the DHCPv6 options described in the docunent
enabl e:

- 1. To build the Honmenet Zone: Buil ding the Honenet Zone requires
filling the zone with appropriated bindi ngs such as bindi ngs
bet ween the nanmes and the | P addresses of the different devices
of the hone networks. How the HNA is aware of these binding is
out of scope of the docunent. They nmay be provided, for
exanpl e, by the DHCPv6 server hosted on the HNA. On the other
hand, building the Homenet Zone al so requires configuration
paraneters |ike the name of the Registered Domai n Nane
associated to the home network or the Public Authoritative
Server(s) the Homenet Zone is outsourced to. These
configuration paraneters are stored in the Honmenet Zone
Tenpl ate. This docunent describes the Zone Tenplate Option
which carries the FQDN associated to the Honmenet Zone Tenpl at e.
In order to retrieve the Honmenet Zone Tenplate, the HNA sends a
query of type AXFR [ RFC1034], [RFC5936].

- 2. To upload the Honenet Zone to the Synchronization Server, in
charge of publishing the Honenet Zone on the Public
Authoritative Server(s). This docunent describes the
Synchroni zati on Server Option that provides the FQDN of the
appropriated server. Note that, the document does not consi der
whet her the Honmenet Zone is signed or not, and if signed, which
entity is responsible to sign it. Such questions are out of
the scope of the current docunent.

- 3. To upload the Honenet Reverse Zone to the Reverse
Synchroni zati on Server in charge of publishing the Honenet
Reverse Zone on the Reverse Public Authoritative Server(s).
Thi s docunent describes the Reverse Synchronization Server
Option that provides the FQDN of the appropriated server
Simlarly to item2., we do not consider in this docunment if
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t he Honmenet Reverse Zone is signed or not, and if signed who
signs it.

- 4. To provide authentication credential (a public key) to the DHCP
Server: Information stored in the Honenet Zone Tenplate, the
Honenet Zone and Homenet Reverse Zone bel ongs to the HNA, and
only the HNA should be able to update or upload these zones.

To authenticate the HNA, this docunent defines the dient
Public Key Option. This option is sent by the HNA to the
DHCPv6 server and provides the Oient Public Key the HNA uses
to authenticate itself. This docunment does not describe
nmechani sms used to transnit the Client Public Key fromthe
DHCPv6 server to the appropriate entities. |If the DHCPv6
server is not able to provide the Cient Public Key to the
appropriated entities, then the end user is likely to provide
manual ly the Client Public Key to these entities. This
docunent illustrates two scenarios: one where the DHCPv6 server
is responsible for distributing the Cient Public Key to the
Synchroni zati on Servers and Reverse Synchroni zation Server. In
the other scenarios, the Client Public Key is distributed out
of band.

The DHCPv6 options described in this docunent nmake possible to
configure an Qutsourcing Infrastructure with no or little
configurations fromthe end user. A zero-config setting is achieved
if the the link between the HNA and the DHCPv6 server and the link
bet ween the DHCPv6 server and the various DNS servers (Honmenet Zone
Server, the Reverse Synchronization Server, Synchronization Server)
are trusted. For exanple, one way to provide a thrustworhy
connection between the HNA and the DHCPv6 server is defined in
[I-D.ietf-dhc-sedhcpv6]. When both links are trusted, the HNA is
able to provide its authentication credentials (a dient Public Key)
to the DHCPv6 server, that in turn forwards it to the various DNS
servers. Wth the authentication credentials on the DNS servers, the
HNA is able to securely update.

If the DHCPv6 server cannot provide the Cient Public Key to one of
these servers (nost likely the Synchronization Server) and the HNA
needs to interact with the server, then, the end user is expected to
provide the HNA's Client Public Key to these servers (the Reverse
Synchroni zation Server or the Synchronization Server) either manually
or using other mechani sms. Such mechani snms are outside the scope of
this docunent. |In that case, the authentication credentials need to
be provided every tine the key is nodified. Appendix A provides nore
details on how di fferent scenarios inpact the end users.

The renmaining of this docunent is structured as follows. Section 4
provi des an overvi ew of the DHCPv6 options as well as the expected
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i nteractions between the HNA and the various involved entities. This
section al so provides an overvi ew of avail abl e mechani snms to secure
DNS transactions and update DNS data. Section 5 describes how the
HNA nmay securely synchroni ze and update DNS data. Section 6

descri bes the payl oad of the DHCPv6 options and Section 7 details how
DHCPv6 client, server and relay agent behave. Section 8 lists the
new parameters to be registered at the |1 ANA, Section 9 provides
security considerations. Finally, Appendix A describes how the HNA
may behave and be configured regardi ng vari ous scenari os.

4. Protocol Overview

Thi s section provides an overview of the HNA's interactions with the
Qut sourcing Infrastructure in Section 4.1, and so the necessary for
its setting. |In this docunment, the configuration is provided via
DHCPv6 options. Once configured, the HNA is expected to be able to
update and publish DNS data on the different conponents of the
Qutsourcing Infrastructure. As a result authenticating and updating
mechani sms play an inportant role in the specification. Section 4.2
provi des an overview of the different authentication nmethods and
Section 4.3 provides an overview of the different update nechani sns
considered to update the DNS dat a.

4.1. Architecture and DHCPv6 Options Overview

This section illustrates how a HNA recei ves the necessary information
via DHCPv6 options to outsource its authoritative nam ng service on
the Qutsourcing Infrastructure. For the sake of sinplicity, this
section assumes that the DHCPv6 server is able to communicate to the
various DNS servers and to provide themthe public key associated
with the HNA. Once each server got the public key, the HNA can
proceed to transactions in an authenticated and secure way.

This scenario has been chosen as it is believed to be the nost
popul ar scenario. This docunent does not ignore that scenarios where
the DHCP Server does not have privileged relations with the
Synchroni zati on Server nust be considered. These cases are discussed
latter in Appendix A. Such scenario does not necessarily require
configuration for the end user and can al so be zero-config.

The scenario is represented in Figure 1.

- 1: The HNA provides its Cient Public Key to the DHCP Server using
a Client Public Key Option (OPTION_PUBLI C KEY) and includes the
followi ng option codes inits its Option Request Option (ORO:
Zone Tenpl ate Option (OPTI ON DNS ZONE TEMPLATE), the
Synchroni zation Server Option (OPTION_SYNC SERVER) and the
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Reverse Synchronization Server Option
( OPTI ON_REVERSE_SYNC_SERVER) .

- 2: The DHCP Server nakes the Cient Public Key available to the
DNS servers, so the HNA can secure its DNS transactions. How
the Client Public Key is transmtted to the various DNS servers
is out of scope of this docunent. Note that the Cient Public
Key alone is not sufficient to performthe authentication and
the key should be, for exanple, associated with an identifier,
or the concerned domain nane. How the binding is perforned is
out of scope of the docunent. It can be a centralized database
or various bindings may be sent to the different servers.
Figure 1 represents the specific case where the DHCP Server
forwards the set (Cient Public Key, Zone Tenplate FQDN) to the
DNS Templ ate Server, the set (Cient Public Key, |Pv6 subnet)
to the Reverse Synchronization Server and the set (Cdient
Public Key, Registered Honenet Dormain) to the Synchronization
Server.

- 3: The DHCP Server responds to the HNA with the requested DHCPv6
options, i.e. the dient Public Key Option (OPTI ON_PUBLI C _KEY),
Zone Tenpl ate Option OPTI ON_DNS ZONE TEMPLATE, Synchronization
Server Option (OPTION_SYNC SERVER), Reverse Synchroni zation
Server Option (OPTI ON_REVERSE _SYNC SERVER). Note that this
step may be perfornmed in parallel to step 2, or even before.
In other words, there is no requirenments that step 3 is
conducted after step 2.

- 4: Upon receiving the Zone Tenplate Option
(OPTI ON_DNS_ZONE_TEMPLATE), the HNA performs an AXFR DNS query
for the Zone Tenpl ate FQDN. The exchange is authenticated
according to the authentication nmethods defined in the
Supported Authentication Methods field of the DHCP option.
Once the HNA has retrieved the DNS Zone Tenplate, the HNA can
build the Honenet Zone and the Honmenet Reverse Zone.
Eventual | y the HNA signs these zones.

- 5 Once the Honenet Reverse Zone has been set, the HNA upl oads the
zone to the Reverse Synchroni zation Server. The Reverse
Synchroni zati on Server Option (OPTI ON REVERSE SYNC SERVER)
provi des the Reverse Synchroni zation Server FQDN as well as the
upl oad net hod, and the Supported Authentication Methods
protocol to secure the upl oad.

- 6: Once the Honenet Zone has been set, the HNA upl oads the zone to

the Synchroni zation Server. The Synchronization Server Option
( OPTI ON_SYNC_SERVER) provi des the Synchroni zati on Server FQDN
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as well as the upload nethod and the authentication nmethod to
secure the upl oad.

Fom e e e e oo oo +
DHCPv6 Server |
e oo +

NN N

| I
1.1 3. | 2.

(. I

vV Vv |
e + | B Y +
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| | | +
| HNA | I
| | | b +
[ | 5./6. +--->| Reverse Synchronization [
[ [ <--e-menn-- >|  Server [
| | | b +
| | |
| | | +
R + +--->| Synchronizati on Server |

Figure 1: Protocol Overview

As described above, the HNA is likely to interact with various DNS
content. Mre specifically, the HNAis likely to update the:

- Honenet Zone Tenpl at e: if the configuration of the zone may be
changed. This may include additional Public Authoritative
Server(s), a different Registered Honenet Donain as the one
initially proposed, or a redirection to another donain.

- Honenet Reverse Zone: every time a new device is connected or
di s- connect ed.

- Honenet Zone: every time a new device is connected, dis-
connect ed.

Step 2 and step 3 should be considered as i ndependent steps and coul d
be re-ordered. |In fact, the DHCPv6 server does not have to wait for
a confirmation fromthe DNS servers the Cient Public Key has been
properly received, and is operational by the DNS servers. The DHCP
Server is expected to reply upon receiving the Cient Public Key
Option. The reply to the nessage with a Cient Public Key Option
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fromthe DHCP Server is interpreted by the DHCPv6 client as a
confirmation of the reception of the option by the DHCP Server only.
It does not indicate whether the server had processed the option or
not. Debugging configurations errors or transm ssion error with one
of the DNS servers is let to the HNA and thus is outside of the scope
of the DHCPv6. First, it is unlikely a DNS server can validate that
the Client Public Key will be operational for the HNA as nultiple
causes of errors could occur. For exanple, the Cdient Public Key may
have been changed during the transm ssion or by the DHCP Server, or
the DNS server may be m sconfigured. Second, the nunber of error
codes would be too conplex. |In addition to nultiple causes of

errors, multiple architectures and nultiple DNS servers nay be
involved. Third, this may cause significant DHCP Server performance
degr adat i on.

In fact, the HNA perforns these updates in a secure nanner. There
are nultiple ways to secure a DNS transaction and this docunent
consi ders two nechani sns: nsupdate and prinary/secondary
synchroni zati on. Section 4.2 describes the authentication nethod
that may be use to secure the DNS transactions of the HNA. The
appropriate authenticati on nethods may, for exanple, be chosen
according to the level of confidentiality or the |evel of

aut henti cation requested by the HNA transactions. Section 4.3
positions the nsupdate and primary/secondary synchroni zation
mechani sms. The update appropriate update nechani sm may depend on
the for exanple on the update frequency or the size of the DNS data
to update.

4.2. Mechani sns Securing DNS Transacti ons

Multiple protocols like IPsec [RFC4301] or TLS / DITLS [ RFC5246] /

[ RFC6347] may be used to secure DNS transactions between the HNA and
the DNS servers. This docunent limts its scope to authentication
met hod that have been designed specifically for DNS. This includes
DNSSEC [ RFC4033], [ RFC4034], [RFC4035] that authenticates and
provides integrity protection of DNS data, TSIG [RFC2845], [RFC2930]
that use a shared secret to secure a transaction between tw end

poi nts and SI G(0) [RFC2931] authenticates the DNS packet exchanged.

The key issue with TSIGis that a shared secret nust be negoti ated
bet ween the HNA and the server. On the other hand, TSI G perforns
symretric cryptography which is light in conparison with asymetric
cryptography used by SIG0). As a result, over |large zone transfer
TSI G may be preferred to SIF0).

Thi s docunent does not provide neans to distribute shared secret for

exanpl e using a specific DHCPv6 option. The only assunption nade is
that the HNA generates or is assigned a public key.
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As a result, when the docunment specifies the transaction is secured
with TSIG it neans that either the HNA and the DNS server have been
manual |y configured with a shared secret, or the shared secret has
been negoti ated using TKEY [ RFC2930], and the TKEY exchanged are
secured with SIGO0).

Exchanges with the DNS Tenpl ate Server to retrieve the Honenet Zone
Tenpl ate may be protected by SIG0), TSIG or DNSSEC. Wen DNSSEC i s
used, it means the DNS Tenplate Server only provides integrity
protection, and does not necessarily prevent soneone else to query
the Honenet Zone Tenplate. |In addition, DNSSEC is only a way to
protect the AXFR queries transaction, in other words, DNSSEC cannot
be used to secure updates. |If DNSSEC is used to provide integrity
protection for the AXFR response, the HNA should proceed to the
DNSSEC si gnature checks. |If signature check fails, it MJST reject

the response. |If the signature check succeeds, the HNA renoves al
DNSSEC rel ated RRsets (DNSKEY, RRSIG NSEC* ...) before building the
Honenet Zone. |In fact, these DNSSEC rel ated fields are associated to

t he Honenet Zone Tenpl ate and not the Honenet Zone.

Any updat e exchange should use SIG0) or TSIGto authenticate the
exchange.

4.3. Primary / Secondary Synchroni zati on versus DNS Update

As updates only concern DNS zones, this docunment only considers DNS
updat e nechani sns such as DNS update [RFC2136] [RFC3007] or a
primary / secondary synchronization

The Honenet Zone Tenpl ate SHOULD be updated with DNS update as it
contains static configuration data that is not expected to evol ve
over tine.

The Honenet Reverse Zone and the Honmenet Zone can be updated either
with DNS update or using a primary / secondary synchronization. As
these zones may be large, with frequent updates, we recommend to use
the primary / secondary architecture as described in
[I-D.ietf-honenet-front-end-nam ng-del egation]. The primry /
secondary mechanismis preferred as it better scales and avoi ds DoS
attacks: First the primary notifies the secondary the zone nust be
updat ed, and | eaves the secondary to proceed to the update when

possi ble. Then, the NOTIFY message sent by the primary is a snall
packet that is less likely to |load the secondary. At last, the AXFR
query perfornmed by the secondary is a small packet sent over TCP
(section 4.2 [RFC5936]) which makes unlikely the secondary to perform
reflection attacks with a forged NOTIFY. On the other hand, DNS
updat es can use UDP, packets require nore processing than a NOTIFY,
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and they do not provide the server the opportunity to postpone the
updat e.

5. HNA Configuration
5.1. HNA Primary / Secondary Synchronization Configurations

The primary / secondary architecture is described in
[I-D.ietf-honenet-front-end-nam ng-del egation]. The HNA hosts a

Hi dden Primary that synchronizes with a Synchroni zati on Server or the
Reverse Synchroni zation Server

When the HNA is plugged its | P address may be unknown to the
secondary. The section details how the HNA or primary comuni cates
the necessary information to set up the secondary.

In order to set the primary / secondary configuration, both prinmary
and secondaries nmust agree on 1) the zone to be synchronized, 2) the
| P address and ports used by both prinmary and secondary.

5.1.1. HNA / Synchronization Server

The HNA is aware of the zone to be synchroni zed by reading the
Regi st ered Honenet Donain in the Honmenet Zone Tenpl ate provided by
the Zone Tenplate Option (OPTI ON_DNS_ZONE_TEMPLATE). The | P address
of the secondary is provided by the Synchronization Server Option

( OPTI ON_SYNC_SERVER) .

The Synchroni zation Server has been configured with the Regi stered
Honenet Domain and the Cient Public Key that identifies the HNA
The only missing information is the | P address of the HNA.  This IP
address is provided by the HNA by sending a NOTI FY [ RFC1996] .

When the HNA has built its Honenet Zone, it sends a NOTIFY nessage to
the Synchroni zation Servers. Upon receiving the NOTI FY nessage, the
secondary reads the Regi stered Honenet Domain and checks the NOTIFY

is sent by the authorized primary. This can be done using the shared
secret (TSIG or the public key (SIG0)). Once the NOTIFY has been

aut henti cated, the Synchronization Servers m ght consider the source
| P address of the NOTIFY query to configure the prinaries attributes.

5.1.2. HNA / Reverse Synchronization Server
The HNA is aware of the zone to be synchronized by | ooking at its

assigned prefix. The IP address of the secondary is provided by the
Reverse Synchroni zation Server Option (OPTI ON_REVERSE SYNC SERVER)
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5.

5.

5.

Configuration of the secondary is performed as illustrated in
Section 5.1.1.

2. HNA DNS Data Handling and Update Policies
2.1. Honmenet Zone Tenpl ate

The Honenet Zone Tenpl ate contains at |east the related fields of the
Public Authoritative Server(s) as well as the Honmenet Registered
Domain, that is SOA, and NS fields. This tenplate night be generated
autonmatically by the owner of the DHCP Server. For exanple, an ISP
m ght provide a default Homenet Regi stered Donmain as well as default
Public Authoritative Server(s). This default settings should provide
the HNA the necessary pieces of information to set the honmenet nam ng
architecture.

If the Honenet Zone Tenplate is not subject to nodifications or
updat es, the owner of the tenplate might only use DNSSEC to enabl e
integrity check.

On the other hand, the Honmenet Zone Tenpl ate m ght al so be subject to
nodi fication by the HNA. The advantage of using the standard DNS
zone format is that standard DNS update nechani sm can be used to
perform updates. These updates mi ght be accepted or rejected by the
owner of the Homenet Zone Tenplate. Policies that defines what is
accepted or rejected is out of scope of this document. However, this
docunent assunes the Regi stered Honenet Dormain is used as an index by
the Synchroni zation Server, and SIG0), TSIG are used to authenticate
the HNA. As a result, the Registered Honenet Donmain should not be
nmodi fi ed unl ess the Synchroni zation Server can handle with it.

2.2. DNS (Reverse) Honenet Zone

The Honenet Zone m ght be generated fromthe Honenet Zone Tenpl ate.
How t he Honenet Zone is generated is out of scope of this docunent.
In sonme cases, the Honenet Zone might be the exact copy of the
Honenet Zone Tenplate. |In other cases, it might be generated from
the Honenet Zone Tenplate with additional RRsets. |In sone other
cases, the Honmenet Zone might be generated w thout considering the
Honenet Zone Tenpl ate, but only considering specific configuration
rul es.

In the current docunment the HNA only sets a single zone that is
associ ated with one single Honenet Registered Domain. The domain
m ght be assigned by the owner of the Honenet Zone Tenplate. This
constraint does not prevent the HNA to use nultiple domain nanes.
How addi ti onal donmins are considered is out of scope of this
docunment. One way to handle these additional zones is to configure
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static redirections to the Homenet Zone using CNAME [ RFC2181],
[ RFC1034], DNAME [ RFC6672] or CNAME+DNAME
[1-D.sury-dnsext-cnane-dnane] .

6. Payl oad Description

This section details the payl oad of the DHCPv6 options. A few DHCPv6
options are used to advertise a server the HNA may be expected to
interact with. Interaction may require to define update and

aut hentication nethods. Update fields are shared by nultiple DHCPv6
options and are described in separate sections. Section 6.1
describes the Supported Authentication Method field, Section 6.2
describes the Update field, the remaining Section 6.3, Section 6.4,
Section 6.5, Section 6.6 describe the DHCPv6 opti ons.

6.1. Supported Authentication Methods Field

The Supported Authentication Methods field of the DHCPv6 option
represented in Figure 2 indicates the authentication nmethod supported
by the DNS server. One of these nechani sm MIJST be chosen by the HNA
in order to performa transaction with the DNS server. See

Section 4.2 for nore details.

0 1
0123456789012345
i R R R e i T ik ST D I S SR SR T
| Supported Auth. Methods |
i i S e i (I SRR HE S SR R S

Fi gure 2: Supported Authentication Methods Fil ed

- DNS (Bit 0): i ndi cates, when set to 1, that DNS without any
security extension is supported.

- DNSSEC (Bit 1): i ndi cates, when set to 1, that DNSSEC provi des
integrity protection. This can only be used for read
operations like retrieving the Honenet Zone Tenpl at e.

SIG0) (Bt 2): i ndi cates, when set to 1, that transaction
protected by SI G 0) are supported.

TSIG (Bit 3): i ndi cates, when set to 1, that transaction using
TSIGis supported. Note that if a shared secret has not been
previ ously negotiated between the two party, it should be
negoti ated using TKEY. The TKEY exchanges MJST be protected
with SIG0) even though SIG0) is not supported.
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- Remaining Bits (Bit 4-15): MUST be set to O by the DHCP Server
and MUST be ignored by the DHCPv6 client.

A Supported Aut hentication Methods field with all bits set to zero
i ndi cates the operation is not permtted. The Supported

Aut hentication Methods field may be set to zero when updates
operations are not pernmtted for the DNS Honenet Tenplate. |In any
other case this is an error.

6.2. Update Field

The Update Field of the DHCPv6 option is represented in Figure 3. It
i ndi cates the update mechani sm supported by the DNS server. See
Section 4.3 for nore details.

0
01234567
B i S S
| Updat e |

+- - - - - - - -+
Figure 3: Update Field

- Primary / Secondary (Bit 0): i ndi cates, when set to 1, that DNS
Server supports data synchronization using a Primary /
Secondary mechani sm

- DNS Update (Bit 1): i ndi cates, when set to 1, that DNS Server
supports data synchroni zation usi ng DNS Updat es.

- Remaining Bits (Bit 2-7): MUST be set to 0 by the DHCPv6 server
and MUST be ignored by the DHCPv6 client.

6.3. dient Public Key Option

The Cient Public Key Option (OPTION_PUBLIC KEY) indicates the Cient
Public Key that is used to authenticate the HNA. This option is
defined in [I-D.ietf-dhc-sedhcpv6].

6.4. Zone Tenplate Option

The Zone Tenplate Option (OPTI ON_DNS_ZONE_TEMPLATE) Option indicates
the HNA how to retrieve the Honmenet Zone Tenplate. It provides a
FQDN the HNA SHOULD query with a DNS query of type AXFR as well as
the aut hentication nethods associated to the AXFR query or the
nsupdate queries. Honenet Zone Tenpl ate update, if pernmtted MJIST
use the DNS Update nechani sm
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Figure 4: Zone Tenpl ate Option

- option-code: (16 bits): OPTION_DNS ZONE TEMPLATE, the option code
for the Zone Tenplate Option (TBD1).

- option-len (16 bits): Ilength in octets of the option-data field as
described in [ RFC3315].

- Supported Authentication Methods(axfr) (16 bits): defines which
aut henti cation met hods are supported by the DNS server. This
field concerns the AXFR and consul tation queries, not the
update queries. See Section 6.1 for nore details.

- Supported Authentication Methods (16 bits): defines which
aut henti cati on met hods are supported by the DNS server. This
field concerns the update. See Section 6.1 for nore details.

- Zone Tenplate FQDN FQDN (variable): the FQDN of the DNS server
hosting the Homenet Zone Tenpl ate.

6.5. Synchronization Server Option

The Synchroni zation Server Option (OPTI ON_SYNC SERVER) provi des

i nformati on necessary for the HNA to upl oad the Honenet Zone to the
Synchroni zation Server. Finally, the option provides the

aut henti cation nmethods that are available to performthe upload. The
upload is performed via a DNS primary / secondary architecture or DNS
updat es.
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Figure 5: Synchronization Server Option

- option-code (16 bits): OPTION SYNC SERVER, the option code for the
Synchroni zati on Server Option (TBD2).

- option-len (16 bits): Ilength in octets of the option-data field as
described in [ RFC3315].

- Supported Authentication Methods (16 bits): defines which
aut henti cation nmethods are supported by the DNS server. See
Section 6.1 for nore details.

- Update (8 bits): defines which update mechani snms are supported by
the DNS server. See Section 4.3 for nore details.

- Server Port (16 bits): defines the port the Synchroni zation Server
is listening. Wen nultiple transport |ayers nmay be used, a
singl e and uni que Server Port value applies to all the
transport layers. 1In the case of DNS for exanple, Server Port
val ue consi ders DNS exchanges using UDP and TCP

- Synchronization Server FQDN (variable): the FQDN of the
Synchroni zati on Server.

6.6. Reverse Synchronization Server Option

The Reverse Synchroni zation Server Option

( OPTI ON_REVERSE_SYNC SERVER) provides information necessary for the
HNA to upl oad the Honenet Zone to the Synchronization Server. The
option provides the authentication nethods that are available to
performthe upload. The upload is perforned via a DNS primary /
secondary architecture or DNS updat es.
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Figure 6: Reverse Synchronization Server Option

- option-code (16 bits): OPTION REVERSE SYNC SERVER, the option code
for the Reverse Synchronization Server Option (TBD3).

- option-len (16 bits): Ilength in octets of the option-data field as
described in [ RFC3315].

- Supported Authentication Methods (16 bits): defines which
aut henti cation nmethods are supported by the DNS server. See
Section 6.1 for nore details.

- Update (8 bits): defines which update mechani snms are supported by
the DNS server. See Section 4.3 for nore details.

- Server Port (16 bits): defines the port the Synchroni zation Server
is listening.

- Reverse Synchroni zation Server FQDN (variable): The FQDN of the
Reverse Synchroni zation Server

7. DHCP Behavi or
7. 1. DHCPv6 Server Behavi or

Sections 17.2.2 and 18.2 of [RFC3315] govern server operation in
regards to option assignnent. As a convenience to the reader, we
nmention here that the server will send option foo only if configured
with specific values for foo and if the client requested it. In
particul ar, when configured the DHCP Server sends the Zone Tenpl ate
Option, Synchronization Server Option, Reverse Synchronization Server
Option when requested by the DHCPv6 client by including necessary
option codes inits ORO
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The DHCP Server may receive a Cient Public Key Option

(OPTI ON_PUBLI C_KEY) fromthe HNA. Upon receipt of this DHCPv6
option, the DHCP Server SHOULD acknow edge the reception of the
Client Public Key Option as described in Section 4.1 and conmmuni cate
this credential to the available DNS Servers |ike the DNS Tenpl ate
Server, the Synchroni zation Server and the Reverse Synchronization
Server, unless not configured to do so.

A HNA may update its Cient Public Key by sending a new value in the
Client Public Key Option (OPTION PUBLIC KEY) as this docunent assunes
the link between the HNA and the DHCP Server is considered
aut henticated and trusted. The server SHOULD process received Cient
Public Key Option sent by the client (see step 2 in Section 4.1),
unl ess not configured to do so.

7.2. DHCPv6 dient Behavior

The DHCPv6 client SHOULD send a Cient Public Key Option
(OPTION_PUBLI C KEY) to the DHCP Server. This dient Public Key
aut henti cates the HNA
The DHCPv6 client sends a OROw th the necessary option codes: Zone
Tenpl ate Option, Synchronization Server Option and Reverse
Synchroni zati on Server Option.
Upon receiving a DHCP option described in this docunment in the Reply
message, the HNA SHOULD retrieve or update DNS zones using the
associ at ed Supported Authentication Methods and update protocols, as
described in Section 5.

7.3. DHCPv6 Rel ay Agent Behavi or
There are no additional requirenments for the DHCP Rel ay agents.

8. | ANA Consi derations
The DHCP options detailed in this document is:
- OPTI ON_DNS_ZONE_TEMPLATE: TBD1
- OPTI ON_SYNC_SERVER:  TBD2

- OPTI ON_REVERSE_SYNC_SERVER:  TBD3
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9. Security Considerations
9.1. DNSSEC is recommended to authenticate DNS hosted data

It is recomended that the (Reverse) Honenet Zone is signed with
DNSSEC. The zone nay be signed by the HNA or by a third party. W
recomend the zone to be signed by the HNA, and that the signed zone
i s upl oaded.

9.2. Channel between the HNA and | SP DHCP Server MJST be secured

The channel MJST be secured because the HNA provi des authentication
credentials. Unsecured channel may result in HNA inpersonation
att acks.

The document considers that the channel between the HNA and the | SP
DHCP Server is trusted. More specifically, the HNA is authenticated
and t he exchanged nessages are protected. The current docunent does
not specify how to secure the channel. [RFC3315] proposes a DHCP
aut henti cati on and nessage exchange protection, [RFC4301], [RFC7296]
propose to secure the channel at the IP |ayer

9.3. HNAs are sensitive to DoS

HNA have not been designed for handling heavy | oad. The HNA are
exposed on the Internet, and their |IP address is publicly published
on the Internet via the DNS. This nakes the Honme Network sensitive
to Deny of Service Attacks. The resulting outsourcing architecture
is described in [I-D.ietf-honenet-front-end-nam ng-del egation]. This
docunment shows how the outsourcing architecture can be automatically
set.
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Appendi x A, Scenarios and inpact on the End User

This section details various scenarios and di scuss their inpact on
the end user.

A 1. Base Scenario

The base scenario is the one described in Section 4. It is typically
the one of an ISP that nmanages the DHCP Server, and all DNS servers.

The end user subscribes to the ISP (foo), and at subscription time
registers for exanple.foo as its Registered Honenet Domain

exanpl e.foo. Since the ISP knows the Regi stered Honenet Domain and
the Public Authoritative Server(s) the ISP is able to build the
Homenet Zone Tenpl at e.

The |1 SP manages the DNS Tenplate Server, so it is able to load the
Honenet Zone Tenpl ate on the DNS Tenpl ate Server

When the HNA is plugged (at least the first tinme), it provides its
Client Public Key to the DHCP Server. |In this scenario, the DHCP
Server and the DNS Servers are managed by the | SP so the DHCP Server
can provide authentication credentials of the HNA to enabl e secure
aut henticated transacti on between the HNA and t hese DNS servers.
More specifically, credentials are provided to:

- Synchroni zati on Server

- Reverse Synchroni zation Server

- DNS Tenpl ate Server
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The HNA can update the zone using DNS update or a primary / secondary
configuration in a secure way.

The mai n advantage of this scenario is that the nam ng architecture
is configured automatically and transparently for the end user

The drawbacks are that the end user uses a Regi stered Honenet Donain
managed by the ISP and that it relies on the ISP nam ng
infrastructure

A.2. Third Party Regi stered Honenet Donain

Thi s section considers the case when the end user wants its hone
network to use exanple.comas a Regi stered Honenet Domain instead of
exanpl e.foo that has been assigned by the ISP. W also suppose that
exanpl e.comis not nmanaged by the | SP

This can al so be achi eved without any configuration. Wen the end
user buys the domai n nane exanple.com it may request to redirect the
nane exanple.comto exanple.foo using static redirection with CNAVE

[ RFC2181], [ RFC1034], DNAME [ RFC6672] or CNAME+DNAME

[1-D. sury-dnsext-cnane-dnane] .

This configuration is performed once when the donmai n nane exanpl e. com
is registered. The only information the end user needs to know is
the domai n nanme assigned by the ISP. Once this configuration is done
no additional configuration is needed anynore. Mbdre specifically,
the HNA may be changed, the zone can be updated as in Appendix A 1

wi t hout any additional configuration fromthe end user.

The mai n advantage of this scenario is that the end user benefits
fromthe Zero Configuration of the Base Scenari o Appendi x A 1. Then
the end user is able to register for its home network an unlinited
nunber of domain nanes provided by an unlinited nunber of different
third party providers

The drawback of this scenario may be that the end user still rely on
the 1SP naming infrastructure. Note that the only case this may be
i nconvenient is when the DNS Servers provided by the ISPs results in
hi gh | at ency.

A.3. Third Party DNS Infrastructure
This scenario considers that the end user uses exanple.comas a

Regi st ered Honenet Domain, and does not want to rely on the
authoritative servers provided by the ISP
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In this section we linit the outsourcing to the Synchronization
Server and Public Authoritative Server(s) to a third party. Al

other DNS Servers DNS Tenpl ate Server, Reverse Public Authoritative
Server(s) and Reverse Synchroni zation Server renmain nanaged by the

| SP. The reason we consider that Reverse Public Authoritative
Server(s) and Reverse Synchronization Server renmains nmanaged by the
ISP are that the prefix is managed by the ISP, so outsourcing these
resources requires some redirection agreenent with the 1SP. NMore
specifically the ISP will need to configure the redirection on one of
its Reverse DNS Servers. That said, outsourcing these resources is
simlar as outsourcing Synchronization Server and Public
Authoritative Server(s) to a third party. Simlarly, the DNS

Tenpl ate Server can be easily outsourced as detailed in this section

Qut sourci ng Synchroni zation Server and Public Authoritative Server(s)
requires:

- 1) Updating the Homenet Zone Tenplate: this can be easily done as
detailed in Section 4.3 as the DNS Tenplate Server is stil
managed by the I SP. Such nodification can be perfornmed once by
any HNA. Once this nodification has been perforned, the HNA
can be changed, the Client Public Key of the HNA may be
changed, this does not need to be done another tine. One can
i magine a GU on the HNA asking the end user to fill the field
with Regi stered Honmenet Domain, optionally Public Authoritative
Server(s), with a button "Configure Honenet Zone Tenpl ate".

- 2) Updating the DHCP Server Information. |In fact the Reverse
Synchroni zation Server returned by the ISP is nodified. One
can imagine a GUl interface that enables the end user to nodify
its profile parameters. Again, this configuration update is
done once-for-ever.

- 3) Upload the authentication credential of the HNA, that is the
Client Public Key of the HNA, to the third party. Unless we
use specific mechani sns, |ike comunication between the DHCP
Server and the third party, or a specific token that is plugged
into the HNA, this operation is likely to be perforned every
time the HNA i s changed, and every tine the Cient Public Key
generated by the HNA i s changed.

The mai n advantage of this scenario is that the DNS infrastructure is
compl etely outsourced to the third party. Mst likely the dient
Public Key that authenticate the HNA need to be configured for every
HNA. Configuration is expected to be HNA |ive-Iong.

Mgault (Ed), et al. Expi res February 16, 2017 [ Page 24]



I nt ernet - Draf DHCPv6 Options for Honenet Naming Architecture August 2016

A 4. Miltiple | SPs
This scenario considers a HNA connected to multiple I SPs.

Firstly, suppose the HNA has been configured with the based scenarios
exposed in Appendix A 1. The HNA has nultiple interfaces, one for
each ISP, and each of these interface is configured using DHCP. The
HNA sends to each ISP its Cient Public Key Option as well as a
request for a Zone Tenplate Option, a Synchronization Server Option
and a Reverse Synchronization Server Option. Each ISP provides the
requested DHCP options, with different values. Note that this
scenari o assunmes, the honme network has a different Registered Honmenet
Domain for each ISP as it is nmanaged by the ISP. On the other hand,
the HNA dient Public Key may be shared between the HNA and the
multiple SPs. The HNA builds the associ ate DNS(SEC) Honenet Zone,
and proceeds to the various settings as described in Appendix A 1.

The protocol and DHCPv6 options described in this docunent are fully
conpatible with a HNA connected to nmultiple I1SPs with nultiple
Regi st ered Honenet Domains. However, the HNA should be able to
handl e different Regi stered Honenet Domains. This is an

i npl ementation issue which is outside the scope of the current
docunent. Mbre specifically, nmultiple Registered Honmenet Donai ns

|l eads to multiple DNS(SEC) Honmenet Zones. A basic inplenentation may
erase the DNS(SEC) Honenet Zone that exists when it receives DHCPv6
options, and rebuild everything fromscratch. This will work for an
initial configuration but cones with a few drawbacks. First, updates
to the DNS(SEC) Honenet Zone may only push to one of the multiple
Regi st ered Honenet Donmin, the | atest Regi stered Honenet Donmi n that
has been set, and this is nost likely expected to be al nost randomy
chosen as it may depend on the |l atency on each | SP network at the
boot tine. As a results, this leads to unsynchroni zed Regi stered
Honenet Domains. Secondly, if the HNA handles in sone ways
resolution, only the | atest Registered Honenet Donain set nay be able
to provide naming resolution in case of network disruption

Secondl y, suppose the HNA is connected to nmultiple ISP with a single
Regi stered Honenet Domain. |In this case, the one party is chosen to
host the Regi stered Honenet Domain. This entity nmay be one of the
ISP or athird party. Note that having nultiple I SPs can be
notivated for bandw dth aggregation, or connectivity fail-over. In
the case of connectivity fail-over, the fail-over concerns the access
network and a failure of the access network may not inpact the core
net wor k where the Synchroni zation Server and Public Authoritative
Primaries are hosted. |In that sense, choosing one of the ISP even in
a scenario of nultiple |ISPs may nmake sense. However, for sake of
simplicity, this scenario assunes that a third party has be chosen to
host the Regi stered Honmenet Domain. The DNS settings for each ISP is
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described in Appendix A 2 and Appendix A.3. Wth the configuration
described in Appendix A .2, the HNA is expect to be able to handl e
mul ti pl e Homenet Regi stered Domain, as the third party redirect to
one of the ISPs Servers. Wth the configuration described in
Appendi x A 3, DNS zone are hosted and nmamintained by the third party.
A single DNS(SEC) Homenet Zone is built and maintained by the HNA
This latter configuration is likely to match nost HNA

i mpl enent ati ons.

The protocol and DHCPv6 options described in this docunent are fully
conpatible with a HNA connected to nultiple I SPs. To configure or
not and how to configure the HNA depends on the HNA facilities.
Appendi x A. 1 and Appendix A .2 require the HNA to handle multiple
Regi st ered Honenet Donmai n, whereas Appendi x A. 3 does not have such
requirenent.

Appendi x B. Docunment Change Log
[RFC Editor: This section is to be renoved before publication]
-05: changing Master to Primary, Slave to Secondary
-04: Working Version Major nodifications are:

- Re-structuring the draft: description and conparison of update and
aut henti cati on nmet hods have been integrated into the Overvi ew
section. a Configuration section has been created to describe
bot h configuration and correspondi ng behavi or of the HNA

- Adding Ports paranmeters: Server Set can configure a port. The
Port Server paraneter have been added in the DHCPv6 option
payl oads because m ddl e boxes may not be configured to | et port
53 packets and it may al so be useful to split servers anong
different ports, assigning each end user a different port.

- Miltiple ISP scenario: In order to address coments, the multiple
| SPs scenari o has been described to explicitly show that the
prot ocol and DHCPv6 options do not prevent a HNA connected to
mul ti pl e i ndependent | SPs.

-03: Working Version Major nodifications are:

- Redesi gni ng options/scope: according to feed backs received from
the 1 ETF89 presentation in the dhc WG

- Redesigning architecture: according to feed backs received from

the I ETF89 presentation in the honenet W5 di scussion with Mark
and Lorenzo.
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-02: Working Version Major nodifications are:

- Redesi gni ng options/ scope:

As suggested by Bernie Vol z

-01: Working Version Major nodifications are:

- Renpbve the DNS Zone file construction:

- DHCPv6 Cient behavi or:
- DHCPv6 Server behavi or:

-00:

- Reformatting of DHCPv6 options:

- DHCPv6 dient behavior:

- DHCPv6 Server behavi or:

As suggested by Bernie Vol z
Fol | owi ng options guide |lines

Fol | owi ng options guide |lines

version published in the honmenet Wa.  Maj or nodifications are:

Fol I owi ng options guide |lines
Fol | owi ng options guide |lines

Fol | owi ng options guide lines

-00: First version published in dhc W&
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