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Abst r act

Thi s docunment describes how to add authenticity to Babel nessages so
as to prevent nualicious tanpering or black hole attacks. Peer trust
is outside the scope of this docunent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 26, 2018.
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This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

Babel is a | oop-avoi ding distance-vector routing protocol suitable
for wired and wirel ess nmesh networks. As defined in [ RFC6126], Babe
is a conpletely secure protocol. It offers no nessage authenticity
or confidentiality, nmaking it vulnerable to the follow ng attacks:

0o Attacker black holes: An attacker advertises cheap routes to
attract direct legitimate traffic to an invalid host.

0 Advertisenent tanpering: An attacker can steer legitimate traffic
away fromlegitimte hosts by naliciously increasing advertisenent
costs.

The specification suggests that one of two approaches can nitigate
t hese attacks:

1. Lower-layer security nmechanisms, e.g., link-layer authenticated
encryption, or

2. Authenticating Babel packets directly via, e.g., a cryptographic
MAC comput ed using a shared key.

In this docunment, we outline the mechanics necessary for the second
strategy. Nanely, building nmessage authentication into Babel

2. Message Authenticity
Message authenticity requires receivers to verify the contents of

each received nessage. This can be done in one of two ways,
dependi ng on the type of destination address used in the message:
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o For multicast addresses, the nmessage nust be digitally signed.
This allows any recipient with that trusts the public key to
verify the nessage. W recommend EdDSA- Ed25519 [ RFC8032] for
digital signatures. (EJDSA-Ed25519 signatures have 64-octet
signatures instead of 114-octet signatures.)

o For unicast addresses, the nessage nust contain a cryptographic
MAC generated with a secret key shared between the sender and
receiver. W recommend HVAC [ RFC2104] or CMAC [ RFC4493] for as
the MAC al gorithm

It is assumed that each Babel speaker, i.e., each speaker |ID, has an
associ ated public and private key pair. Private keys are used to
sign multicast messages. Receivers use (trusted) public keys to
verify said messages. Two speakers that trust one another can use
these keys to establish a shared secret using nmutually authenticated
DTLS [ RFC6347]. DTLS is not used to encrypt and authenticate
messages afterwards. It is only used to derive a shared secret.

In addition to these keys, routers nmaintain a nonotonically

i ncreasi ng sequence nunmber that is increnmented whenever a nessage is
signed or MAC d. This serves as a uni que nonce suitable for replay
detection, if desired.

3. Babel Extensions

The Babel nessage protocol and data structures nust be amended to
store peer trust information, i.e., cryptographic keying materi al

3. 1. Data Structures

Nei ghbor tables nust be extended to store an optional shared key and
correspondi ng sequence nunber for each (interface, address) tuple.

If the address is unicast, the key MJST be present. Oherw se, the
address is nulticast, and each nessage is signed using the speaker’s
private key.

3.2. Messages

Each aut henticated Babel nessage MJUST carry one of the two follow ng
new TLVs: MAC or Signature. These TLVs MJST be the last TLV in a
singl e Babel nmessage. Their authenticator val ues are conputed over
all preceding TLVs, as well as the (T, L, Reserved, Sequence Nunber)
headers in the parent TLV. This authenticates the entire nmessage
cont ent s.

The structure of each TLV defined in the follow ng sections.
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3.2.1. MNAC TLV

The MAC TLV contains the 4-octet sequence nunber and 16-octet MAC
val ue, as shown bel ow.

0 1 2 3
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3.2.2. Signature TLV

The Signature TLV contains the 4-octet sequence nunber, 16-octet key
identifier, and 64-octet signature. The key identifier is the
(truncated) SHA-256 hash of the sender’s public key. The signature
is the EADSA signature, formatted according to [ RFC8032].
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3.3. Message Processing
MACs and signatures are conputed over all data preceding the actual

MAC or signature payl oad, including the headers of the MAC or
Signature TLV. Upon receipt of nessage with a MAC or Signature TLV,
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the receipient nust verify its correctness before processing. The
verification process for unicast messages works as foll ows:

1. If there is no MAC TLV, ignore the nessage.

2. Conpute and verify the MAC using the secret key associated with
the sender. |If the MACis invalid, ignore the packet.

3. If the MACis valid, process the nessage as per nornmal.
Verification of nulticast nessages works as foll ows:
1. If there is no Signature TLV, ignhore the nessage

2. If there is no public key whose identifier matches the key
identifier in the Signature TLV, ignore the nessage

3. Verify the signature in the Signature TLV. |If invalid, ignore
t he message.

4. If valid, process the nessage as per nornmal.

4, Pairing and Trust
Devi ce pairing and trust establishnment is done via HNCP [ RFC7788].

5. | ANA Consi derati ons
Thi s docunent nakes no requests to IANA at this tine.

6. Security Considerations
Thi s docunment describes a mechanismto protect Babel protoco
messages. Trust in keys used to derive shared secrets and protect is
deferred to HNCP [ RFC7788].
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