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1. Introduction

The right to freedom of assenbly and association protects collective
expression, in turn, systens and protocols than enabl e communa
communi cati on bet ween people and servers allow these rights to
prosper. The Internet itself was originally designed as "a nedi um of
comuni cation for machines that share resources with each other as
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equal s" [ Nel sonHedl un], the Internet thus forns a basic
infrastructure for the right freedom of assenbly and associ ation

The manner in which conmmunication is designed and inpl enented inpacts
the ways in which rights can be excercised. For instance a
decentralized and resilient architecture that protects anoninmity and
privacy, offers a strong protection for the exercise of such freedons
in the online environment. At the sanme time, centralized solutions
have enabl ed people to group together in recognizable places and

hel ped the visbility of groups.

draft-irtf-hrpc-research established the rel ationship between human
rights and Internet protocols, and it provides guidelines for
consi derations on the human rights inmpact of protocols.

This draft ains to take continue the work started in draft-irtf-hrpc-
research by investigating the exact inpact of Internet protocols on a
specific human rights, nanely the right to freedom of assenbly and
association given their inportance for the Internet, in order to
mtigate (potential) negative inpacts.

2. Vocabul ary used

Anonynmity The condition of an identity bei ng unknown or conceal ed.
[ RFC4949]

Censorship resistance Methods and neasures to nmitigate |Internet
censor shi p.

Connectivity The extent to which a device or network is able to
reach other devices or networks to exchange data. The Internet is
the tool for providing global connectivity [ RFC1958]. Different
types of connectivity are further specified in [ RFC4084]. The
conbi nation of the end-to-end principle, interoperability,
distributed architecture, resilience, reliability and robustness
are the enabling factors that result in connectivity to and on the
I nternet.

Decentralization |Inplenentation or depl oynent of standards,
protocol s or systens w thout one single point of control

Pseudonynity The ability to disguise one’s identity online with a
different nane than the "real" one, allow ng for diverse degrees
of disguised identity and privacy. It is strengthened when |ess
personal data can be linked to the pseudonym when the sane
pseudonymis used | ess often and across fewer contexts; and when
i ndependent |y chosen pseudonyns are nore frequently used for new
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3.

4.

actions (naking them froman observer’'s or attacker’s
perspective, unlinkable)." [RFC6973]

Resear ch questi ons

1. How does the internet architecture enable and/or inhibit freedom
of association and assenbl y?

2. Is the Internet an assenbly or association? Should it be
protected as such?

Met hodol ogy

In order to answer the research questions, first a number of cases
have been collected to anal yze where Internet infrastructure and
protocol s have either enabled or inhibited groups of people to

col | aborate, cooperate or conmmunicate. This overview does not aimto
cover all possible ways in which people can collectively organize or
reach out to each other using Internet infrastructure and |nternet
protocol s, but rather cover typical uses in an effort of doing an

et hnography of infrastructure [Star]. Subsequently we anal yze the
cases with the theoretical franework provided in the literature

revi ew and provi de reconmendati ons based on the findings.

The scope of this research is open protocols and architectures
devel oped in the | ETF, thus closed and centralized Internet platforns
such as Facebook do not fall within the scope of this research

Literature Review

The right to freedom of assenbly and associ ation protects and enabl es
collective action and expression [UDHR] [ICCPR]. These rights
ensures everyone in a society has the opportunity to express the

opi nions they hold in comobn with others, which in turn facilitates
di al ogue anong citizens, as well as with political |eaders or
governnents [OSCE]. This is relevant because in the process of
denocratic delibration, causes and opinions are nore w dely heard
when a group of people come together behind the sane cause or issue

[ Tocqueville].

In international law, the right to freedom of assenbly and

associ ation protects any collective, gathered either pernmanently or
tenporarily for "peaceful" purposes. W wll later expand on the
definitions and limts of "peaceful ness" within these rights. For
now it is inportant to underline the propery of "freedont because the
rights to freedom of association and assenbly is voluntary and
uncoerced: anyone can join or |eave a group of choice, which in turn
means on should not be forced to either join, stay or |eave.
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The di fference between freedom of assenbly and freedom of association
is merely gradual one: the former tends to have an informal and
epheneral nature, whereas the latter refers to established and

per manent bodi es with specific objectives. Nonetheless, one and the
other are protected to the sane degree.

An assenbly is an intentional and tenporary gathering of a collective
in a private or public space for a specific purpose: denonstrations,

i ndoor neetings, strikes, processions, rallies or even sits-in
[UNHRC]. The right to protest is a conglonerate of various rights,
and the right to assenbly is one of them Nonethel ess protest,
unl i ke assenbly, involves an el ement of dissent that can be exercised
i ndi vidual | y whereas assenbly always has a coll ective conmponent

[ ARTI CLE19]. Association on the other hand has a nore formal and
established nature. It refers to a group of individuals or |ega
entities brought together in order to collectively act, express,
pursue or defend a field of comon interests [UNGA]. Wthin this
category we can think about civil society organizations, clubs,
cooperatives, NGOs, religious associations, political parties, trade
uni ons or foundations.

The right to freedom of assenbly and association is crucial for the
Internet, even if privacy and freedom of expression are the nost

di scussed hunman rights when it comes to the online world. The | ETF
itself, defined as a 'open global conmunity’ of network designers,
operators, vendors, and researchers, is also protected by freedom of
assenbly and association [RFC3233]. Discussions, coments and
consensus around RFCs are possible because of the collective
expression that freedom of association and assenbly allow. The very
word "protocol" found its way into the | anguage of conputer
net wor ki ng based on the need for collective agreenent anong network
users [ Haf nerandLyon].

The Internet is increasingly being used as a platformfor protest.
Digital technol ogies play an inportant role "by hel ping individuals
and groups to organi se and plan effectively and quickly, respond to
certain events, or document and report on protests "[ARTI CLE19].
According to Hussain and Howard the Internet helped to "build
solidarity networks and identification of collective identities and
goal s", facilitate protest, "extend the range of |ocal coverage to
i nternational broadcast networks" and as platformfor contestation
for the future of "the future of civil society and information

i nfrastructure" [Hussai nHoward] .

Protests are no longer limted to public physical spaces: squares,
streets or parks. Technology "nekes it possible for people to
"gather’ in online spaces and engage in new forns of ’virtual

protest” [ARTICLE19]. Online association and assenbly are crucial to
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nobi | i se groups and peopl e where physical gatherings have been

i mpossi bl e or dangerous [APC]. Throughout the world -fromthe Arab
Spring to Latin Anerican student novements- the Internet has al so

pl ayed a crucial role by providing a neans for the fast dissem nation
of information that was ot herw se nedi ated by broadcast nedia, or
even forbidden by the governnment [Pensado].

We are aware that some of these exanples go beyond the use of

Internet protocols and flow over into the applications |ayer or
exanples in the offline world whereas the purpose of the follow ng
docunent is to break down the rel ationship between Internet protocols
and the right to freedom of assenbly and association. Nonethel ess,
given that protocols are a part of the socio-technical ordering of
the world, we do recognize that in sone cases the |ine between them
and applications, inplementations, policies and offline realities are
often blurried and hard (if not inpossible) to differentiate.

6. Cases and exanpl es

The Internet has becone a central nediator for collective action and
col l aboration. This nmeans the Internet has becone a strong enabl er
of the rights to freedom of association and assenbly.

Here we will discuss different cases to bring out the characteristics
and consequences of different protocols, technol ogies and
architectural features. This issue is particularly timely since an
increasing trend of centralization and consolidation on the Internet
can be observed. This trend can be parallely observed on the
application level, anong Content Distribution Networks, hosting
providers, as well as Internet access providers. Through the

di scussi on of specific case we will try to further understand how
this inpact freedom of assenbly, freedom of association as well as
the distributed nature of the Internet [RFC1287].

6.1. Communicating

The ability to produce, receive and spread information is an
essential pre-requisite for discussing and organi zing. Protocols
that enabl e private, open, coll aborative and non-excl udi ng
communi cation nodels are the best fitted to foster and enabl e
assenbly and association rights.

6.1.1. Miiling Lists
Since the beginning of the Internet mailing |ists have been a key
site of assenbly and association [ RFCO155] [RFC1211]. In fact,

mailing lists were one of the Internet’s first functionalities
[ Haf ner andLyon] .
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In 1971, four years after the invention of email, the first nmailing
list was created to tal k about the idea of using Arpanet for

di scussion. By this time, what had initially propelled the Arpanet
project forward as a resource sharing platformwas gradually repl aced
by the idea of a network as a neans of bringing peopl e together

[ Abbate]. More than 45 years after, nmailing lists are pervasive and
hel p conmunities to engage, have di scussion, share information, ask
questions, and build ties. Even as social nedia and di scussion
forums grew, mailing lists continue to be wi dely used

[ Acker mannKar ger Zhang]. They are a crucial tool to organise groups
and i ndividual s around thenes and causes [APC].

Mailinglist are still in wide use, also in the | ETF because they
all ow for easy association and all ow people to subscribe (join) and
unsubscri be (|l eave) as they please. They also allow for association
of specific groups on closed lists. Finally the archival function
all ows for accountabilty. The downsides of mailinglists are simlar
to the ones generally associated with e-nail, except that end-to-end
encryption such as OpenPGP [ RFC4880] and S/M ME [ RFC5751] is not
possi bl e because the final recipients are not known. There have been
expirinmental solutions to address this issues such as Schl euder

[ Schl euder], but this has not been standardi zed or wi dely depl oyed.

6.1.2. Milti-party video conferencing and risks

Mul ti-party video conferencing protocols such as WbRTC [ RFC6176]

[ RFC7118] allow for robust, bandw dt h-adaptive, w deband and super-
wi deband vi deo and audi o di scussions in groups. 'The WDbRTC protoco
was designed to enabl e responsive real -tinme conmuni cati ons over the
Internet, and is instrunental in allow ng stream ng vi deo and
conferencing applications to run in the browser. In order to easily
facilitate direct connections between conputers (bypassing the need
for a central server to act as a gatekeeper), WDbRTC provides
functionality to automatically collect the local and public IP
addresses of Internet users (ICE or STUN . These functions do not
requi re consent fromthe user, and can be instantiated by sites that
a user visits without their awareness. The potential privacy

i mplications of this aspect of WbRTC are well docunented, and
certain browsers have provided options to limt its behavior.

[ Ander sonGuarni eri].

"The disclosure of network addresses presents a specific risk to

i ndividuals that use privacy tools to conceal their real |P address
to sites that they visit. Typically, when a user browses the
Internet over a VPN, the only address that should be recorded by
sites they visit would be that of the VPN provider itself. Using the
WebRTC STUN function allows a site to additionally enunerate the
addresses that are associated with the conmputer that the visitor is
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using - rather than those of internediaries. This neans that if a
user is browsing the Internet on an ADSL connection over a VPN, a
malicious site they visit could potentially surreptitious record the
hone address of the user.’ [AndersonGuarnieri].

Wiile facilitating freedom of assenbly and association nulti-party
vi deo conferencing tools mght pose concrete risks for those who use
them One the one hand WbRTC is providing a resilient channels of
communi cati ons, but on the other hand it al so exposes information
about those who are using the tool which mght lead to increased
surveillance, identification and the consequences that m ght be
derived fromthat. This is especially concerning because the usage
of a VPN does not protect against the exposure of |P addresses

[ Crawford].

The risk of surveillance is also true in an offline space, but this
is generally easy to analyze for the end-user. Security and privacy
expectations of the end-user could be nade nore clear to the user (or
i mproved) which would result in a nore secure and/or private
excercise or the right to freedom of assenbly or association

6.2. Peer-to-peer networks and systens

At the organi zational |evel, peer production is one of the nost

rel evant innovations fromlnternet nmediated social practices.
According to [Benkler], it inplies 'open collaborative innovation and
creation, performed by diverse, decentralized groups organi zed
principally by neither price signals nor organizational hierarchy,

har nessi ng het erogeneous notivations, and governed and nmanaged based
on principles other than the residual authority of ownership

i mpl erented through contract.’ [Benkler].

In his book The Wealth of Networks, Benkler significantly expands on
his definition of comobns-based peer production. According to

Benkl er, what distingui shes commons-based production is that it
doesn’'t rely upon or propagate proprietary know edge: "The inputs and
outputs of the process are shared, freely or conditionally, in an
institutional formthat |eaves themequally available for all to use
as they choose at their individual discretion.” [Benkler] To ensure
that the know edge generated is available for free use, conmons-based
projects are often shared under an open license.

6.2.1. Peer-to-peer system achitectures

Peer-to-peer (P2P) is esentially a nodel of how people interact in

real |ife because "we deal directly with one anot her whenever we w sh
to" [Wu]. Usually if we need sonething we ask our peers, who in turn
refer us to other peers. 1In this sense, the ideal definition of P2P
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is that "nodes are able to directly exchange resources and services
bet ween t hensel ves without the need for centralized servers" and
where each participating node typically acts both as a server and as
aclient [Vul. In RFC 5694 P2P has been defined as peers or nodes
that should be able to communicate directly between thensel ves

wi t hout passing internediaries, and that the system should be self-
organi zi ng and have decentralized control [RFC5694]. Wth this in
mnd, the ultimte nodel of P2P is a conpletely decentralized system
which is nore resistant to speech regulation, immune to single points
of failure and have a hi gher performance and scalability.
Nonet hel ess, in practice sonme P2P systens are supported by
centralized servers and sone ot hers have hybrid nodel s where nodes
are organized into two | ayers: the upper tier servers and the | ower
tier common nodes [Vu].

Since the ARPANET project, the original idea behind the Internet was
concei ved as what we would now call a peer-to-peer system [ RFC0001].
Over time it has increasingly shifted towards a client/server nodel
with "millions of consumer clients communicating with a relatively
privil edged set of servers" [NelsonHedl un]. Whether for resource
sharing or data sharing, P2P systens are a form of enabling freedom
of assenbly and association. Not only they allow for effective

di ssem nati on of information, but they al so because |everage
computing resources by dininishing costs allowing for the fornation
of open collectives at the network level. At the sanme tinme, in
compl etely descentralized systenms the nodes are autononpus and can
join or |leave the network as they want al so makes the system

unpredi cable: a resource m ght be only sonetines avail able, and sone
others it might be mssing or inconplete [Vu]. Lack of infornation
nmght in turn make association or assenbly nore difficult.

Addi tionally, when one architecturally asseses the role of P2P
systens on can say that: "The main advantage of centralized P2P
systens is that they are able to provide a quick and reliable
resource locating. Their limtation, however, is that the
scalability of the systems is affected by the use of servers. Wile
decentralized P2P systenms are better than centralized P2P systens in
this aspect, they require a longer tine in resource locating. As a
result, hybrid P2P systens have been introduced to take ad- vantages
of both centralized and decentralized architectures. Basically, to
mai ntain the scalability, simlar to decentralized P2P systens, there
are no servers in hybrid P2P systens. However, peer nodes that are
nore powerful than others can be se- lected to act as servers to
serve others. These nodes are often called super peers. |In this
way, resource |locating can be done by both decentralized search
techni ques and centralized search techni ques (asking super peers),
and hence the systens benefit fromthe search techni ques of
centralized P2P systens." [Wu]
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6.2.2. \Version contro

Ever since devel opers needed to collaboratively wite, maintain and
di scuss |l arge code basis for the Internet there have been different
approaches of doing so. One approach is discussing code through
mailing lists, but this has proven to be hard in case of naintaining
the nost recent versions. There are nmany different versions and
characteristics of version control systens.

A version control systemis a piece of software that enables

devel opers on a software teamto work together and al so archive a
complete history of their work [Sink]. This allows teanms to be
wor ki ng si mul taneously on updated. According to Sink, broadly
speaki ng, the history of version control tools can be dividied into
three generations. |In the first one, concurrent devel opnent neant
that only one person could be working on a file at a tinme. The
second generation tools permt sinultaneous nodifications as |ong as
users merge the current revisions into their work before they are
allowed to comtmit. The hird generation tools allow nerge and conmit
to be separated [ Sink].

Interestingly no version control system has ever been standardized in
the | ETF whereas the version control systens |ike Subversion and Gt
have are widely used within the comunity, as well as by working
groups. There has been a spirited di scussion on whether working
groups should use centralized forns of the Gt protocol, such as
those offered by Gtlab or Gthub. Proponents argue that this
simplifies the workflow and allows for a nore transparent workfl ow
Opponents argue that the relience on a centralized service which is
not merely using the Gt protocol, but also used non-standardize
options like an |Issue-Tracker, makes the process | ess transparent and
reliant on a third party.

The | ETF has not nade a decision on the use of centralized instances
of git, such as Gthub or Gtlabh. There have been two efforts to
standardi ze the workflow vis a vis these third party services, but
these haven't cone to fruition: https://ww.ietf.org/archive/id/
draft-notti ngham wugh-servi ces-00.t xt
https://ww.ietf.org/archive/id/draft-thonson-github-bcp-00.txt

6.3. Reaching out
I n nmeat space, handi ng out panphlets and reaching out to unknown
people is the nost common way for growi ng a cause and seeking

col l ective support. The characteristics of the Internet
infrastructure and online space nake reaching out nore difficult.
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6.3.1. Spam filter bubbles, and unrequested nmessagi ng

In the 1990s as the internet becanme nore and nore conmercial, spam
came to be defined as irrelevant or unsolicited nessages that were
porsted many tines to nmultiple news groups or nmailing lists [Marcus].
Here the question of consent is crucial. |In the 2000s a |large part
of the discussion revolved around the fact that certain corporations
-protected by the right to freedom of associati on- considered spamto
be a formof "comercial speech”, thus enconpassed by free expression
rights [Marcus]. Nonetheless, if we consider that the rights to
assenbly and association also nean that "no one nmay be conpelled to
bel ong to an association" [UDHR], spaminfringes both rights if an
op-out mechanismis not provided and people are obliged to receive
unwant ed i nformation, or be reached by people they do not know.

This leaves us with an interesting case: spamis currently handl ed
nmostly by nail providers on behalf of the user, next to that countries
are increasingly adopting opt-in regimes for mailinglists and
comrercial e-mail, with a possibility of serious fines in case of

vi ol ati on.

While this protects the user from being confronted with unwanted
messages, it also nmakes it legally and technically very difficult to
communi cate a nessage to someone who did not explicitly ask for this.
In public offline spaces we regularly get exposed to flyers,
invitations or denonstrations where our opinions get challenged, or
we are invited to consider different viewpoints. There is no

equi valent on the Internet with the technical and | egal reginme that
currently operates init. In other words, it is nearly inpossible to
provide information, in a proportionate manner, that soneone is not
explicility expecting or asking for. This reinforces a concept that
is regularly discussed on the application level, called 'filter
bubbl e’ : "The proponents of personalization offer a vision of a
customtailored world, every facet of which fits us perfectly. It’'s
a cozy place, popul ated by our favorite people and things and ideas."
[Pariser]. "The filter bubble's costs are both personal and
cultural. There are direct consequences for those of us who use
personalized filters. And then there are societal consequences,

whi ch enmerge when masses of people begin to live a filter bubbl ed-
life (...). Left to their own devices, personalization filters serve
up a kind of invisible autopropaganda, indoctrinating us with our own
i deas, anplifying our desire for things that are fam liar and | eaving
us oblivious to the dangers lurking in the dark territory of the
uknown." [Pariser].

It seens that the 'filter bubble -effect can al so be observed at the

infrastructure |evel, which actually strenghtens the inpact and thus
hanmpers the effect of collective expression. This could be
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interpretated as an argument for the injection of unrequested
messages, spam or other unrequested notifications. But the big

di fference between the proliferation of such nessages offline and
online is the investnent that is needed. It is not hard for a single
person to nessage a | ot of people, whereas if that person needed to
go house by house the scale and inpact of their actions would be nuch

smaller. Inversely if it were a comon practice to expose people to
unwant ed messages online, users would be drowned in such nessages,
and no expression would be possible anynore. Allowing illinted

sendi ng of unsolicited nmessages would be a bl ow agai nst freedom of
speech: when everyone tal ks, nobody |istens.

Here the argunent is very sinmilar to DDoS attacks: whereas one could
argue for legitimate uses in limted specific cases, these would be
drowned out by a malicious use which constitutes an attack on the

internet infrastructure and thus the assenbly or association itself.

6.3.2. Distributed Denial of Service Attacks

One of the nobst common exanpl es of an association at the
infrastructure level are the Distributed Denial of Service Attacks
(DDoS) in which the infrastructure of the Internet is used to express
di scontent with a specific cause [Abibil] [ G eenMvenent].
Unfortunately DDoS are often used to stifle freedom of expression as
they conplicate the ability of independent nmedia and human rights
organi zations to exercise their right to (online) freedom of
association, while facilitating the ability of governnents to censor
dissent. This is one of the reasons protocols should seek to
mtigate DDoS attacks [BCP72].

As described in draft-irtf-hrpc-research: "Uses of DDoS m ght or

m ght not be legitimate for political reasons, but the |IETF has no
means or nethods to assess this, and in general enabling DDoS woul d
mean a deterioration of the network and thus freedom of expression”
This is argued fromthe vector of freedom of expression, but if we
woul d analyze it fromthe perspective of freedom of association the
argunment could be as follows: If the Internet is an association, any
attack should be prevented and mitigated because it prevents the
possibility of exercising a right to collective expression, which is
consistent with [BCP72]. More will be said on this topic in the |ast
section of the present text.

On the other hand, it nust be taken into consideration that DDoS
attacks are a formof forced assenbly when done wi thout the agreenent
-or even know edge- of the involved parts. This point was al so
described in draft-irtf-hrpc-research: "Wien it cones to conparing
DDoS attacks to protests in offline life, it is inportant to renenber
that only a linmited nunber of DDoS attacks involved solely willing
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participants. In nost cases, the clients are hacked conputers of

unrel ated parties that have not consented to being part of a DDoS
(for exceptions see Operation Abibil [Abibil] or the Iranian G een
Movenent DDoS [ G eenMbvenent]).

6.4. Gouping together (identities)

Collective identities are also protected by freedom of association
and assenbly. Acording to Melucci these are ’shared definitions
produced by several interacting individuals who are concerned with
the orientation of their action as well as the field of opportunities
and constraints in which their action takes place.” [Melucci] In
this sense, assenblies and associations are an inportant base in the
mai nt enance and devel opnent of culture, as well as preservation of
mnority identities [OSCE]

6.4.1. DNS

Domai n nanmes all ow hosts to be identified by human parsabl e
informati on. \Whereas an | P address night not be the expression of an
identity, a domain name can be, and often is. On the other hand the
grouping of a certain identity under a specific donmain or even a Top
Level Donain brings about risks because connecting an identity to a
hierarchically structured identifier systens creates a central attack
surface. Some of these risks are the surveillance of the services
runni ng on the domain, domain based censorship [ RFC7754], or

i nper sonation of the domain through DNS cache poi soning. Severa

t echnol ogi es have been developed in the IETF to mtigated these risks
such as DNS over TLS [RFC7858], DNSSEC [ RFC4033], and TLS [ RFC5246].
These nitigations would, when inplenented, not make censorship

i mpossi bl e, but rather nake it visible. The use of a centralized
authority al ways nmakes censorship through a registry or registrar
possi ble, as well as by using a fake resol ver or using proposed
standards such as DNS Response Policy Zones [RPZ].

The structuring of DNS as a hierarchical authority structure also
brings about specific characteristic, nanely the possibility of
centralized policy making on the managenent and operation of domain
nanes, which is what (in part) happens at |1 CANN. The inpact of | CANN
processes on hunan rights will not be discussed here.

6.4.2. ASes

In order for edge-users to connect to the Internet, a user needs to
be connected to an Autonpbus System (AS) which, in turn, has peering
or transit relations with other AS es. This neans that in the

process of accessing the Internet the edge-user needs to accept the
policies and practices of the internediary that provides them access
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to the other networks. |In other words, for users to be able to join
the "network of networks’, they always need to connect through an
i ntermedi ary.

Whi | e accessing the Internet through an internediary, the user is
forced to accept the policies, practices and principles of a network.
This could inpede the rights of the edge-user, depending on the

i mpl ement ed policies and practices on the network and how (if at all)
they are conmunicated to them For exanple: filtering, bl ocking,
extensi ve | ogging or other invasive practices that are not clearly
comuni cated to the user

In sone cases it also neans that there is no other way for the edge-
user to connect to the network of networks, and is thus forced into
accepting the policies of a specific network, because it is not
trivial for an edge-user to operate an AS and engage in peering
relation with other ASes. This design, conbined with the increased

i nportance of the Internet to make use of basic services, forces
edge-user to engage in association with a specific network event hough
the user does not consent with the policies of the network.

7. Discussion: The Internet as an associ ation

It is undeniable that communities, collaboration and joint action lie
at the heart of the Internet. Even at at linguistical level, the
words "networks" and "associ ations" are close synonyns. Both

i nterconnected groups and assenblies of people depend on "links" and
"rel ationships" [Swire]. Taking this definition and the previous
anal ysis into consideration, we argue that the Internet constitutes a
an assenbly and an association. What are the inplications of this?
Does it nean that every network is an assenbly and has absol ute
freedomto inplenent its own rules? O does the inportance of a
functioning 'larger’ assenbly (the Internet) has prevails over the
preferences of the smaller ones (individual AS es)? The demands that
have been set for ASes is very limted and are based on routing
principles: an AS nust be used for exchangi ng external routing

i nformati on with other ASes through BGP, should therefore use BGP and
I P and have a routing policy [RFC1930]. So in order to be able to
connect to the Internet as an AS, which neans to engage in peering or
transit relations, there are basic rules one needs to adhere to. But
theses rules do not say anything on howthe AS will or should treat

traffic on its network. |In this regard, we nust take into
consi deration that even things that are private, need to live up to
st andards because they have public consequences. |If we take the

exanpl e of ASes, we could say they are private infrastructure
(therefore souvereign with the ability to set their own policies),
but jointly they forma type of public infrastructure, fromthe
monent the receive an Autononobus Systens Nunber.
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The Internet is nade of up interconnected ASes (one woul d argue that
this doesn’t include | XPs, but nost nodern I XPs will have an ASN for
their route server (and possibly a separate ASN for their managenent
infrastructure), which jointly forman assenbly and an associ ati on.
This assenbly and association should be protected. This neans that
rights and obligations that stermfromthis organizational form
shoul d al so be protected and respected.

8. Concl usi ons

The Internet has an inpact on the ability for people to excercise
their right to freedom of association and assenbly. The Internet,
since its inception has enabl ed people to jointly comunicate,

col l aborate and col |l aborate. The same could also be argued with
relation to freedom of expression, sonme have argued that the text in
article 19 of the [UDHR] reads |ike a description of the Internet:

[the] freedomto hold opinions without interference and to seek
receive and inpart information and ideas through any nedia and
regardl ess of frontiers. [UDHR]

The di fference between freedom of expression and freedom of
association and assenbly is that the Internet itself takes the form
on an association and assenbly; it reproduces its features of
col l aboration. Recognizing this is a crucial step in deternining
architectural features of the Internet and its usage.

9. Security Considerations

As this draft concerns a research docunent, there are no security
consi derati ons.

10. | ANA Consi derations
Thi s docunent has no actions for | ANA

11. Research Goup Information
The di scussion list for the | RTF Human Ri ghts Protocol Considerations
Research Group is located at the e-nmmil address hrpc@etf.org [1].
Information on the group and infornmati on on how to subscribe to the

list is at https://ww.irtf.org/mailnman/listinfol/hrpc

Archives of the list can be found at: https://ww.irtf.org/mail -
ar chi ve/ web/ hr pc/ current /i ndex. ht n
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