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1. Introduction

2. Vocabul ary used
3. Mddel for devel oping human rights protocol considerations

This section outlines a set of human rights protocol considerations

for protocol developers. It provides questions engineers should ask
t hensel ves when devel opi ng or inproving protocols if they want to
understand their human rights inpact. 1t should however be noted

that the inmpact of a protocol cannot solely be deduced fromits
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design, but its usage and inplenmentation should also be studied to
forma full protocol human rights inpact assessnent.

The questions are based on the research perforned by the hrpc
research group which has been docunented before these considerations.
The research establishes that hunan rights relate to standards and
protocol s and offers a common vocabul ary of technical concepts that

i mpact human rights and how t hese techni cal concept can be conbi ned
to ensure that the Internet remains an enabling environnent for human
rights. Wth this the contours of a nodel for devel opi ng human
rights protocol considerations has taken shape.

3.1. Human rights threats

Human rights threats on the Internet cone in a nyriad of forns.

Prot ocol s and standards can harm or enable the right to freedom of
expression, right to non-discrimnation, right to equal protection
right to participate in cultural life, arts and science, right to
freedom of assenbly and association, and the right to security. An
end-user who is denied access to certain services, data or websites
may be unable to disclose vital information about the nal practices of
a governnent or other authority. A person whose conmunications are
nmoni tored nay be prevented fromexercising their right to freedom of
associ ation or participate in political processes [Penney]. 1In a
wor st - case scenari o, protocols that leak information can lead to
physi cal danger. A realistic exanple to consider is when individuals
perceived as threats to the state are subjected to torture or
extrajudicial killing or detention on the basis of infornmation
gathered by state agencies through infornmation | eakage in protocols.

This section details several 'conmon’ threats to human rights,

i ndi cati ng how each of these can |lead to human rights viol ations/
harms and present several exanples of how these threats to human
rights materialize on the Internet. This threat nodeling is inspired
by [ RFC6973] Privacy Considerations for Internet Protocols, which is
based on the security threat analysis. This nethod is by no neans a
perfect solution for assessing human rights risks in Internet
protocol s and systens; it is however the best approach currently
available. Certain specific human rights threats are indirectly
considered in Internet protocols as part of the security

consi derations [BCP72], but privacy guidelines [RFC6973] or reviews,
| et al one human rights inpact assessnents of protocols are not
standardi zed or inpl ement ed.

Many threats, enablers and risks are linked to different rights.

This is not unsurprising if one takes into account that hunman rights
are interrelated, interdependent and indivisible. Here however we're
not discussing all human rights because not all human rights are
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relevant to ICTs in general and protocols and standards in particul ar
[Bless]: "The main source of the values of human rights is the
International Bill of Human Rights that is conposed of the Universa
Decl aration of Human Rights [UDHR] along with the Internationa
Covenant on Civil and Political Rights [ICCPR] and the Internationa
Covenant on Economic, Social and Cultural Rights [ICESCR]. In the
Iight of several cases of Internet censorship, the Human Ri ghts
Council| Resolution 20/8 was adopted in 2012 [ UNHRC2016], affirm ng ".

that the sane rights that people have offline nust al so be
protected online. . . " . In 2015, the Charter of Human Ri ghts and
Principles for the Internet [IRP] was devel oped and rel eased.
According to these docunents, sone exanples of human rights rel evant
for ICT systens are human dignity (Art. 1 UDHR), non-discrimination
(Art. 2), rights to life, liberty and security (Art. 3), freedom of
opi nion and expression (Art. 19), freedom of assenbly and associ ati on
(Art. 20), rights to equal protection, |egal renedy, fair trial, due
process, presumned innocent (Art. 7-11), appropriate social and
international order (Art. 28), participation in public affairs (Art.
21), participation in cultural life, protection of intellectua
property (Art. 27), and privacy (Art. 12)." A partial catal og of
human rights related to I CTs, including economc rights, can be found
in [HIl2014].

This is by no neans an attenpt to exclude specific rights or
prioritize some rights over others. |f other rights seemrelevant,
pl ease contact the authors.

3.2. Q@idelines for human rights considerations

Thi s section provides guidance for docunment authors in the formof a
questionnaire about protocols and their (potential) inpact. The
questionnaire may be useful at any point in the design process,
particularly after docunent authors have devel oped a high-1Ieve
protocol nodel as described in [RFC4101]. These guidelines do not
seek to replace any existing referenced specifications, but rather
contribute to them and | ook at the design process froma human rights
perspecti ve.

Protocols and Internet Standard m ght benefit from a docunented

di scussion of potential human rights risks arising frompotentia

m sapplications of the protocol or technol ogy described in the RFC
This mght be coupled with an Applicability Statenent for that RFC

Not e that the guidance provided in this section does not recomend
specific practices. The range of protocols developed in the IETF is
too broad to nmake reconmendati ons about particul ar uses of data or
how hurman rights m ght be bal anced agai nst ot her design goal s.
However, by carefully considering the answers to the follow ng
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questions, document authors should be able to produce a conprehensive
anal ysis that can serve as the basis for discussion on whether the
prot ocol adequately takes specific human rights threats into account.
This guidance is neant to help the thought process of a hunan rights
anal ysis; it does not provide specific directions for howto wite a
human rights protocol considerations section (follow ng the exanple
set in [RFC6973]), and the addition of a human rights protoco

consi derations section has al so not yet been proposed. In

consi dering these questions, authors will need to be aware of the
potential of technical advances or the passage of time to underm ne
protections. |In general, considerations of rights are likely to be
nore effective if they are considered given a purpose and specific
use cases, rather than as abstract absol ute goals.

3.2.1. Connectivity

Question(s): Does your protocol add application-specific functions to
i ntermedi ary nodes? Could this functionality be added to end nodes
instead of intermediary nodes? |s your protocol optinmized for |ow
bandwi dt h and high | atency connections? Could your protocol also be
devel oped in a statel ess manner?

Expl anation: The end-to-end principle [Saltzer] holds that 'the
intelligence is end to end rather than hidden in the network

[ RFC1958]. The end-to-end principle is inportant for the robustness
of the network and innovation. Such robustness of the network is
crucial to enabling human rights |Iike freedom of expression

Exanpl e: M ddl eboxes (which can be Content Delivery Networks,
Firewal | s, NATs or other internedi ary nodes that provide other
"services’ than routing) serve nmany |egitimte purposes. But the
protocol s guiding them can influence individuals’ ability to

communi cate online freely and privately. The potential for abuse and
intentional and unintentional censoring and |imting perm ssionless

i nnovation, and thus ultimately the inpact of m ddl eboxes on the
Internet as a place of unfiltered, unnonitored freedom of speech, is
real .

| npact s:
- Right to freedom of expression

- Right to freedomof assenmbly and associ ation
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3.

3.

2.2. Privacy

Question(s): Did you have a |l ook at the Guidelines in the Privacy
Consi derations for Internet Protocols [RFC6973] section 7? Could
your protocol in any way inpact the confidentiality of protoco

nmet adat a? Coul d your protocol counter traffic analysis? Could your
protocol inprove data minimzation? Does your docunent identify
potentially sensitive | ogged data by your protocol and/or for how

Il ong that needs to be retained for technical reasons?

Expl anation: Privacy refers to the right of an entity (normally a
person), acting in its ow behalf, to determ ne the degree to which

it will interact with its environnent, including the degree to which
the entity is willing to share its personal information wth others.
[RFC4949]. If a protocol provides insufficient privacy protection it

may have a negative inpact on freedom of expression as users self-
censor for fear of surveillance, or find thensel ves unable to express
t hemsel ves freely.

Exanpl e: See [ RFC6973]

| npact s:

- Right to freedom of expression
- Right to non-discrimnation
2.3. Content agnosticism

Question(s): If your protocol inpacts packet handling, does it use
user data (packet data that is not included in the header)? Is it
maki ng deci si ons based on the payl oad of the packet? Does your
protocol prioritize certain content or services over others in the
routing process ? Is the protocol transparent about the
prioritization that is nade (if any)?

Expl anati on: Content agnosticismrefers to the notion that network
traffic is treated identically regardl ess of payload, with sone
exception where it cones to effective traffic handling, for instance
where it cones to delay tolerant or delay sensitive packets, based on
t he header.

Exanpl e: Content agnosticism prevents payl oad-based di scrim nation
agai nst packets. This is inportant because changes to this principle
can lead to a two-tiered Internet, where certain packets are
prioritized over others on the basis of their content. Effectively
this would nean that although all users are entitled to receive their
packets at a certain speed, sone users becone nore equal than others.
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| mpact s:

- Right to freedom of expression

- Right to non-discrimnation

- Right to equal protection
3.2.4. Security

Question(s): Did you have a | ook at Guidelines for Witing RFC Text
on Security Considerations [BCP72]? Have you found any "attacks that
are sonewhat related to your protocol yet considered out of scope of
your document? Wbuld these attacks be pertinent to the human rights
enabling features of the Internet (as described throughout this
docunent) ?

Expl anati on: Mst people speak of security as if it were a single
nmonol i thic property of a protocol or system however, upon reflection
one realizes that it is clearly not true. Rather, security is a
series of related but sonmewhat independent properties. Not all of
these properties are required for every application. Since

communi cations are carried out by systens and access to systens is

t hrough comuni cati ons channel s, these goal s obviously interlock, but
they can al so be independently provided [ BCP72].

Exanpl e: See [ BCP72].
| npact s:
- Right to freedom of expression
- Right to freedom of assenbly and associ ation
- Right to non-discrimnation
- Right to security
3.2.5. Internationalization
Question(s): Does your protocol have text strings that have to be
under stood or entered by humans? Does your protocol allow Unicode?
If so, do you accept texts in one charset (which nust be UTF-8), or
several (which is dangerous for interoperability)? |f character sets

or encodi ngs other than UTF-8 are all owed, does your protocol mandate
a proper tagging of the charset? Did you have a | ook at [ RFC6365] ?
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Expl anation: Internationalization refers to the practice of naking
protocol s, standards, and inplenentations usable in different

| anguages and scripts (see Localization). |In the IETF,

i nternationalization means to add or inprove the handling of non-
ASCI| text in a protocol. [RFC6365] A different perspective, nore
appropriate to protocols that are designed for global use fromthe
beginning, is the definition used by WBC

"Internationalization is the design and devel opnent of a
product, application or docunent content that enabl es easy

| ocal i zation for target audiences that vary in culture, region
or language." {{WBCi 18nDef}}

Many protocols that handle text only handl e one charset (US-ASCl1),
or |l eave the question of what CCS and encoding are used up to | oca
guesswor k (which | eads, of course, to interoperability problens). |If
mul tiple charsets are permtted, they nust be explicitly identified

[ RFC2277]. Adding non-ASClI| text to a protocol allows the protoco
to handl e nore scripts, hopefully representing users across the
world. In today’'s world, that is normally best acconplished by

al | owi ng Uni code encoded in UTF-8 only.

In the current |ETF policy [RFC2277], internationalization is ained
at user-facing strings, not protocol elenents, such as the verbs used
by sonme text-based protocols. (Do note that some strings are both
content and protocol elenents, such as the identifiers.) |If the
Internet wants to be a gl obal network of networks, the protocols
shoul d work with other |anguages than English and ot her character
sets than latin characters. It is therefore crucial that at |east
the content carried by the protocol can be in any script, and that

all scripts are treated equally.

Exanpl e: See localization
| npact s:
- Right to freedom of expression
- Right to political participation
- Right to participate in cultural life, arts and science
3.2.6. Censorship resistance
Question(s): Does this protocol introduce new identifiers or reuse
existing identifiers (e.g. MAC addresses) that night be associated

with persons or content? Does your protocol nake it apparent or
transparent when access to a resource it restricted? Can your

ten Cever (editor) Expires May 16, 2018 [ Page 8]



Internet-Draft hr pcr Novenber 2017

protocol contribute to filtering in a way it could be inplenented to
censor data or services? Could this be designed to ensure this
doesn’ t happen?

Expl anati on: Censorship resistance refers to the nethods and neasures
to prevent Internet censorship.

Exanpl e: I n the devel opnent of the I Pv6 protocol it was discussed to
enbed a Medi a Access Control (MAC) address into unique |IP addresses.
This would nake it possible for ’eavesdroppers and other information
collectors to identify when different addresses used in different
transactions actually correspond to the sane node. [RFC4941] This is
why Privacy Extensions for Stateless Address Autoconfiguration in

| Pv6 have been introduced. [RFC4941]

Identifiers of content exposed within a protocol mght be used to
facilitate censorship, as in the case of Application Layer based
censorship, which affects protocols |like HTTP. Denial or restriction
of access can be nade apparent by the use of status code 451 - which
all ows server operators to operate with greater transparency in

ci rcunst ances where issues of law or public policy affect their
operation [RFC7725].

| npact s:
- Right to freedom of expression
- Right to political participation
- Right to participate in cultural life, arts and science
- Right to freedom of assenbly and associ ation
3.2.7. (Qpen Standards

Question(s): |Is your protocol fully docunented in a way that it could
be easily inplenented, inproved, built upon and/or further devel oped?
Do you depend on proprietary code for the inplenentation, running or
further devel opment of your protocol? Does your protocol favor a
particul ar proprietary specification over technically equival ent and
conpeting specification(s), for instance by nmeking any incorporated
vendor specification "required" or "reconmended" [RFC2026]? Do you
normati vely reference another standard that is not avail able w thout
cost (and could it possible be done without)? Are you aware of any
patents that would prevent your standard frombeing fully inplemented
[ RFC3979] [ RFC6701]?
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Expl anation: The Internet was able to be devel oped into the gl oba

net wor k of networks because of the existence of open, non-proprietary
standards [Zittrain]. They are crucial for enabling
interoperability. Yet, open standards are not explicitly defined
within the |ETF. On the subject, [RFC2026] states: Various nationa
and international standards bodies, such as ANSI, |ISO |EEE, and | TU
T, develop a variety of protocol and service specifications that are
simlar to Technical Specifications defined at the IETF. Nationa
and international groups also publish "inplementors’ agreenents” that
are anal ogous to Applicability Statenments, capturing a body of

i mpl ementation-specific detail concerned with the practica
application of their standards. All of these are considered to be
"open external standards" for the purposes of the Internet Standards
Process. Similarly, [RFC3935] does not define open standards but
does enphasi ze the inportance of ’'open process’: any interested
person can participate in the work, know what is being decided, and
make his or her voice heard on the issue. Part of this principle is
the ETF s commitment to making its docunents, Ws nailing lists,
attendance lists, and neeting nminutes publicly available on the

I nternet.

Open standards are inportant as they allow for perm ssionless

i nnovation, which is inportant to maintain the freedomand ability to
freely create and depl oy new protocols on top of the conmunications
constructs that currently exist. It is at the heart of the Internet
as we know it, and to maintain its fundanentally open nature, we need
to be mindful of the need for devel opi ng open standards.

Al'l standards that need to be normatively inplenmented should be
freely available and with reasonabl e protection for patent
infringement clains, so it can also be inplenmented in open source or
free software. Patents have often held back open standardization or
been used agai nst those depl oyi ng open standards, particularly in the
domai n of cryptography [newegg]. An exenption of this is sonetines
made when a protocol is standardized that nornmatively relies on
speficiations produced by others SDCs that are not freely avail able.
Patents in open standards or in normative references to other
standards shoul d have a patent disclosure [notewell], royalty-free
Iicensing [patentpolicy], or sone other form of reasonable
protection. Reasonable patent protection should includes but is not
limted to cryptographic primtives.

Exanpl e: [ RFC6108] describes a systemfor providing critical end-user
notifications to web browsers, which has been depl oyed by Contast, an
Internet Service Provider (1SP). Such a notification systemis being
used to provide near-i mediate notifications to custoners, such as to
warn themthat their traffic exhibits patterns that are indicative of
mal ware or virus infection. There are other proprietary systens that
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can perform such notifications, but those systens utilize Deep Packet
I nspection (DPl) technology. |In contrast to DPl, this docunent
describes a systemthat does not rely upon DPI, and is instead based
i n open | ETF standards and open source applications.

| npact s:

- Right to freedom of expression

- Right to participate in cultural life, arts and science
3.2.8. Heterogeneity Support

Question(s): Does your protocol support heterogeneity by design?

Does your protocol allow for nmultiple types of hardware? Does your
protocol allow for nmultiple types of application protocols? |Is your
protocol liberal in what it receives and handles? WIIl it renain
usabl e and open if the context changes? Does your protocol allow
there to be well-defined extension points? Do these extension points
al | ow for open innovation?

Expl anation: The Internet is characterized by heterogeneity on nany
| evel s: devices and nodes, router scheduling algorithns and queue
managenent mnechani sns, routing protocols, |evels of nultiplexing,
protocol versions and inplenentations, underlying link |ayers (e.g.
poi nt-to-point, multi-access links, wireless, FDDI, etc.), in the
traffic mx and in the levels of congestion at different times and
pl aces. Mbreover, as the Internet is conposed of autononous

organi zations and I nternet service providers, each with their own
separate policy concerns, there is a |large heterogeneity of

adm ni strative domains and pricing structures. As a result, the
het erogeneity principle proposed in [ RFC1958] needs to be supported
by design [Fl Arch].

Exanpl e: Heterogeneity is inevitable and needs be supported by
design. Miltiple types of hardware nust be allowed for, e.g.
transm ssi on speeds differing by at least 7 orders of magnitude,
various conputer word | engths, and hosts ranging from nmenory-starved
m croprocessors up to massively parallel superconputers. Miltiple
types of application protocol nust be allowed for, ranging fromthe
simpl est such as renote login up to the nost conpl ex such as

di stributed databases [ RFC1958].

| npact s:
- Right to freedom of expression

- Right to political participtation
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3.2.9. Pseudonynity

Question(s): Have you considered the Privacy Considerations for
Internet Protocols [RFC6973], especially section 6.1.2 ? Does the
protocol collect personally derived data? Does the protocol generate
or process anything that can be, or be tightly correlated with,
personally identifiable information? Does the protocol utilize data
that is personally-derived, i.e. derived fromthe interaction of a
singl e person, or their device or address? Does this protoco
generate personally derived data, and if so howw |l that data be
handl ed?

Expl anati on: Pseudonynity - the ability to use a persistent
identifier not linked to one’s offline identity" straight away - is
an inportant feature for many end-users, as it allows themdifferent
degrees of disguised identity and privacy online.

Exanpl e: Designing a standard that exposes personal data, it is

i mportant to consider ways to mitigate the obvious inpacts. Wile
pseudonymnms cannot be sinply reverse engi neered - sone early
approaches sinply took approaches such as sinple hashing of IP
addreses, these could then be sinply reversed by generating a hash
for each potential |IP address and conparing it to the pseudonym -
limting the exposure of personal data renains inportant.

Pseudonynity neans using a pseudonyminstead of one’'s "real" nane.
There are many reasons for users to use pseudoyns, for instance to:
hide their gender, protect thensel ves agai nst harassnment, protect
their famlies’' privacy, frankly discuss sexuality, or develop a
artistic or journalistic persona without retribution froman

enpl oyer, (potential) custoners, or social surrounding.

[ geekfem nisn] The difference between anonymity and pseudonymity is
that a pseudonymoften is persistent. "Pseudonynmity is strengthened
when | ess personal data can be linked to the pseudonynt when the sane
pseudonymis used | ess often and across fewer contexts; and when

i ndependently chosen pseudonyns are nore frequently used for new
actions (making them from an observer’s or attacker’s perspective,
unl i nkabl e)." [ RFC6973]

| npact s:
- Right to non-discrimnation

- Right to freedom of assenbly and associ ation
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3.2.10. Accessibility

Question(s): |Is your protocol designed to provide an enabling
environnent for people who are not abl e-bodi ed? Have you | ooked at
the WBC Wb Accessibility Initiative for exanpl es and gui dance?

Expl anation: The Internet is fundanentally designed to work for al
peopl e, whatever their hardware, software, |anguage, culture

| ocation, or physical or nental ability. Wen the Internet mneets
this goal, it is accessible to people with a diverse range of
hearing, novenment, sight, and cognitive ability [WBCAccessibility].
Sonetinmes in the design of protocols, websites, web technol ogies, or
web tools, barriers are created that exclude people fromusing the
Web.

Exanpl e: The HTML protocol as defined in [HTM.5] specifically
requires that every inmage nust have an alt attribute (with a few
exceptions) to ensure images are accessible for people that cannot
t hensel ves deci pher non-text content in web pages.

| npact s:
- Right to non-discrimnation
- Right to freedomof assenmbly and associ ation
- Right to education
- Right to political participation
3.2.11. Localization

Question(s): Does your protocol uphold the standards of
i nternationalization? Have nade any concrete steps towards
| ocal i zi ng your protocol for rel evant audi ences?

Expl anation: Localization refers to the adaptation of a product,
application or docunent content to neet the |anguage, cultural and
other requirenments of a specific target market (a |ocale)

[WBCi 18nDef]. It is also described as the practice of translating an
i mpl ementation to nmake it functional in a specific |anguage or for
users in a specific locale (see Internationalization).

Exanpl e: The Internet is a global nedium but many of its protocols
and products are developed with a certain audience in nind, that
often share particular characteristics |like knowi ng howto read and
wite in ASCII and knowing English. This linmts the ability of a

| arge part of the world' s online population fromusing the Internet

ten Cever (editor) Expires May 16, 2018 [ Page 13]



Internet-Draft hr pcr Novenber 2017

in awy that is culturally and linguistically accessible. An
exanpl e of a protocol that has taken into account the view that
individuals like to have access to data in their native | anguage can
be found in [ RFC5646]. This protocol |abels the information content
with an identifier for the language in which it is witten. And this
all ows information to be presented in nore than one | anguage.

| npact s:
- Right to non-discrimnation
- Right to participate in cultural life, arts and science
- Right to freedom of expression

3.2.12. Decentralization
Question(s): Can your protocol be inplenented w thout one single
poi nt of control? |If applicable, can your protocol be deployed in a
federated manner? \What is the potential for discrimnation against
users of your protocol? How can the use of your protocol be used to
i nplicate users? Does your protocol create additional centralized
points of control ?

Expl anati on: Decentralization is one of the central technica
concepts of the architecture of the networks, and enbraced as such by

the 1ETF [RFC3935]. It refers to the absence or mninization of
centralized points of control; a feature that is assuned to nake it
easy for new users to join and new uses to unfold [Brown]. It also

reduces issues surrounding single points of failure, and distributes
the network such that it continues to function if one or severa
nodes are disabled. Wth the comrercialization of the Internet in
the early 1990's there has been a slow nove to nove away from
decentralization, to the detrinment of the technical benefits of
having a decentralized Internet.

Exanpl e: The bits traveling the Internet are increasingly susceptible
to nonitoring and censorship, fromboth governments and I nternet
service providers, as well as third (malicious) parties. The ability
to nonitor and censor is further enabled by the increased
centralization of the network that creates central infrastructure
points that can be tapped in to. The creation of peer-to-peer
networ ks and the devel opnent of voice-over-IP protocols using peer-
to- peer technology in conbination with distributed hash tabl e (DHT)
for scalability are exanples of how protocols can preserve
decentral i zation [Pouwel se].

| npact s:
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- Right to freedom of expression
- Right to freedom of assenbly and associ ation
3.2.13. Reliability

Question(s): |Is your protocol fault tolerant? Does it degrade
gracefully? Can your protocol resist malicious degradation attenpts?
Do you have a docunented way to announce degradati on? Do you have
measures in place for recovery or partial healing fromfailure? Can
your protocol naintain dependability and performance in the face of
unanti ci pated changes or circunstances?

Expl anation: Reliability ensures that a protocol will execute its
function consistently and error resistant as described, and function
wi t hout unexpected result. A systemthat is reliable degenerates
gracefully and will have a docunented way to announce degradati on.

It al so has nechanisns to recover fromfailure gracefully, and if
applicable, allow for partial healing. It is inportant here to draw
a distinction between random degradati on and nalici ous degradati on.
Many current attacks against TLS, for exanple, exploit TLS s ability
to gracefully degrade to ol der cipher suites - froma functiona
perspective, this is good. Froma security perspective, this can be
very bad. As with confidentiality, the growh of the Internet and
fostering innovation in services depends on users having confidence
and trust [RFC3724] in the network. For reliability it is necessary
that services notify the users if a delivery fails. In the case of
real -tinme systens in addition to the reliable delivery the protoco
needs to safeguard tineliness.

Exanple: In the nodern I P stack structure, a reliable transport |ayer
requires an indication that transport processing has successfully
compl eted, such as given by TCP's ACK nessage [ RFC0793], and not
simply an indication fromthe IP layer that the packet arrived.
Simlarly, an application | ayer protocol nay require an application-
speci fi c acknow edgenent that contains, anpong other things, a status
code indicating the disposition of the request (See [RFC3724]).

| npact s:
- Right to freedom of expression

- Right to security
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3.2.14. Confidentiality

Question(s): Does this protocol expose information related to
identifiers or data? |If so, does it do so to each other protoco
entity (i.e., recipients, internediaries, and enablers) [ RFC6973]?
What options exist for protocol inplenenters to choose to limt the
i nformati on shared with each entity? What operational controls are
available to limt the informati on shared with each entity?

What controls or consent nmechani sns does the protocol define or
require before personal data or identifiers are shared or exposed via
the protocol? |f no such nmechanisns or controls are specified, is it
expected that control and consent will be handl ed outside of the

pr ot ocol ?

Does the protocol provide ways for initiators to share different

pi eces of infornmation with different recipients? |f not, are there
nmechani snms that exist outside of the protocol to provide initiators
with such control ?

Does the protocol provide ways for initiators to limt which
information is shared with internediaries? |If not, are there
mechani sns that exist outside of the protocol to provide users with
such control? 1Is it expected that users will have rel ationships that
govern the use of the information (contractual or otherwi se) with
those who operate these internediaries? Does the protocol prefer
encryption over clear text operation?

Does the protocol provide ways for initiators to express individuals’
preferences to recipients or intermediaries with regard to the
coll ection, use, or disclosure of their personal data?

Expl anation: Confidentiality refers to keeping your data secret from

uni ntended listeners [BCP72]. The growth of the Internet depends on

users having confidence that the network protects their personal data
[ RFC1984] .

Exanpl e: Protocols that do not encrypt their payl oad make the entire
content of the conmunication available to the idealized attacker
along their path. Follow ng the advice in [ RFC3365], nbst such
protocol s have a secure variant that encrypts the payl oad for
confidentiality, and these secure variants are seeing ever-w der

depl oynent. A noteworthy exception is DNS [ RFC1035], as DNSSEC

[ RFC4033] does not have confidentiality as a requirenment. This
inplies that, in the absence of changes to the protocol as presently
under developnment in the |ETF s DNS Private Exchange (DPRI VE) working
group, all DNS queries and answers generated by the activities of any
protocol are available to the attacker. Wen store-and-forward
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protocols are used (e.g., SMIP [ RFC5321]), internediaries |leave this
data subject to observation by an attacker that has conprom sed these
intermedi aries, unless the data is encrypted end-to-end by the
application-layer protocol or the inplenentation uses an encrypted
store for this data [ RFC7624].

| mpact s:

- Right to privacy

- Right to security
3.2.15. Integrity

Question(s): Does your protocol maintain, assure and/or verify the
accuracy of payl oad data? Does your protocol maintain and assure the
consi stency of data? Does your protocol in any way allow for the
data to be (intentionally or unintentionally) altered?

Expl anation: Integrity refers to the maintenance and assurance of the
accuracy and consistency of data to ensure it has not been
(intentionally or unintentionally) altered.

Exanple: Integrity verification of data is inportant to prevent

vul nerabilities and attacks, |ike man-in-the-niddle-attacks. These
attacks happen when a third party (often for malicious reasons)

i ntercepts a conmuni cation between two parties, inserting thensel ves
in the mddle changing the content of the data. 1In practice this

| ooks as foll ows:

Al'ice wants to conmunicate with Bob.
Corinne forges and sends a nmessage to Bob, inpersonating Alice. Bob
cannot see the data fromAlice was altered by Corinne.
Corinne intercepts and alters the conmunication as it is sent between
Al'i ce and Bob.
Corinne is able to control the conmunication content.
| npact s:
- Right to freedom of expression
- Right to security
3.2.16. Authenticity
Question(s): Do you have sufficient neasures to confirmthe truth of

an attribute of a single piece of data or entity? Can the attributes
get garbled along the way (see security)? |If relevant have you
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i mpl erented | Psec, DNSsec, HTTPS and ot her Standard Security Best
Practices?

Expl anation: Authenticity ensures that data does indeed cone fromthe
source it clains to cone from This is inportant to prevent certain
attacks or unauthorized access and use of data.

Exanpl e: Aut hentication of data is inportant to prevent

vul nerabilities and attacks, |ike man-in-the-m ddl e-attacks. These
attacks happen when a third party (often for nmalicious reasons)

i ntercepts a conmuni cation between two parties, inserting thensel ves
in the mddle and posing as both parties. |In practice this |ooks as
fol | ows:

Alice wants to comruni cate with Bob.

Alice sends data to Bob.

Corinne intercepts the data sent to Bob

Corinne reads (and potentially alters) the nessage to Bob

Bob cannot see the data did not cone from Alice but from Corinne.

When there is proper authentication the scenario would be as follows:

Alice wants to communi cate with Bob

Alice sends data to Bob.

Corinne intercepts the data sent to Bob

Corinne reads and alters the nmessage to Bob

Bob can see the data did not cone fromAlice but from Cori nne.

| npact s:
- Right to privacy
- Right to freedom of expression
- Right to security

3.2.17. Adaptability
Question(s): Is your protocol witten in such a way that is would be
easy for other protocols to be developed on top of it, or to interact
with it? Does your protocol inpact permssionless innovation? See
"Connectivity' above.
Expl anation: Adaptability is closely interrelated with perm ssionless
i nnovation, both maintain the freedomand ability to freely create
and depl oy new protocols on top of the communications constructs that

currently exist. It is at the heart of the Internet as we knowit,
and to maintain its fundanentally open nature, we need to be m ndful
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of the inpact of protocols on nmaintaining or reduci ng permni ssionless
i nnovation to ensure the Internet can continue to devel op

Exanpl e: WebRTC generates audi o and/or video data. In order to
ensure that WebRTC can be used in different | ocations by different
parties it is inportant that standard Javascript APls are devel oped
to support applications fromdifferent voice service providers.
Multiple parties will have sinmilar capabilities, in order to ensure
that all parties can build upon existing standards these need to be
adapt abl e, and all ow for perm ssionless innovation

| npact s:

- Right to education

- Freedom of expression

- Freedom of assenbly and associ ati on
3.2.18. CQutcone Transparency

Question(s): Are the effects of your protocol fully and easily
conprehensi ble, including with respect to uni ntended consequences of
prot ocol choices?

Expl anation: certain technical choice may have uni ntended
consequences.

Exanpl e: lack of authenticity may lead to lack of integrity and
negative externalities, of which spamis an exanple. Lack of data
that could be used for billing and accounting can |lead to so-called
"free" arrangenents which obscure the actual costs and distribution
of the costs, for exanple the barter arrangenents that are conmonly
used for Internet interconnection; and the commercial exploitation of
personal data for targeted advertising which is the nbst common
fundi ng nodel for the so-called "free" services such as search

engi nes and soci al networKks.

| mpacts: - Freedom of expression - Privacy - Freedom of assenbly and
association - Access to infornation

3.2.19. Anonynity

Exanpl e: Oten protocols expose personal data, it is inportant to
consider ways to nmitigate the obvious privacy inpacts. A protoco
that uses data that could help identify a sender (itens of interest)
shoul d be protected fromthird parties. For instance if one wants to
hi de the source/destination | P addresses of a packet, the use of
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| Psec in tunneling node (e.g., inside a virtual private network) can
be hel pful to protect fromthird parties likely to eavesdrop packets
exchanged between the tunnel endpoints.

Question(s): Does you protocol nmake use of persistent identifiers?
Can it be done without then? |f your protocol collects data and
distributes it (see [RFC6235]), you should anonym ze the data, but
keep in mnd that "anonymi zing" data is notoriously hard. Do not
think that just dropping the |ast byte of an I P address "anonymn zes"
data. |If your protocol allows for identity nmanagenent, there should
be a clear barrier between the identities to ensure that they cannot
(easily) be associated with each other. D d you have a | ook at the
Privacy Considerations for Internet Protocols [RFC6973], especially
section 6.1.1 ?

Expl anation: Anonymty refers to the condition of an identity being
unknown or conceal ed [ RFC4949]. Even though full anonynity is hard
to achieve, it is a non-binary concept. Mking pervasive nonitoring
and tracking harder is inportant for many users as well as for the

| ETF [ RFC7258]. Achieving a higher |level of anonynmity is an

i nportant feature for many end-users, as it allows themdifferent
degrees of privacy online. Anonynmty is an inherent part of the
right to freedom of opinion and expression and the right to privacy.
Avoi d adding identifiers, options or configurations that create or
m ght lead to patterns or regularities that are not explicitely
required by the protocol.

Exanpl e: An exanple is DHCP where sending a persistent identifier as
the client nane was not nandatory but, in practice, done by nany

i mpl ement ati ons, before [ RFC7844].

| npact s:

- Right to non-discrimnation

- Right to political participation

- Right to freedom of assenbly and associ ation

- Right to security
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6.

9.

Security Considerations
As this document concerns a research docunment, there are no security
consi derati ons.
I ANA Consi derations
Thi s docunment has no actions for | ANA
Research Group Information
The discussion list for the | RTF Human Rights Protocol Considerations
Research G oup is located at the e-mail address hrpc@etf.org [1].
Informati on on the group and informati on on how to subscribe to the
list is at https://ww.irtf.org/mailman/listinfol/hrpc
Archives of the list can be found at: https://ww.irtf.org/nmail -
ar chi ve/ web/ hrpc/ current /i ndex. ht n
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