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Abst ract

The | ETF cannot ordain which standards or protocols are to be used on
networ k, but the standards devel oping process in the | ETF has a
normative effect. Anobng other things the standardi sation work at the
| ETF has inplications on what is perceived as technologically
possi bl e and useful where networking technol ogi es are bei ng depl oyed,
and its standards output reflect was is considered by the technica
community as feasible and good practice. Because nedi ates nany
aspects of nodern life, and therefore contributes to the ordering of
societies and comunities, the consideration of the politics and
(potential) inpact of protocols should be part of the standardization
and devel opnent process.
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1. I nt roduction

"Science and technology lie at the heart of socia
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asymetry.

Thus technol ogy both creates systens which close off other

options and generate novel, unpredictable and indeed
previ ously unt hinkabl e, option. The game of technology is
never finished, and its ramfications are endless.

- Mchel cCallon

ten QCever & AndersdotterExpires Decenber 20, 2018

[ Page 2]



Internet-Draft politix June 2018

The design of the Internet through protocols and standards is a
technical issue with great political and econom c inpacts [ RFC0613].
The early Internet community already realized that it needed to make
decisions on political issues such as Intellectual Property,
Internationalization [Bramanl], diversity, access [RFC0101] privacy
and security [RFCO049], and the nilitary [ RFC0164] [RFC0316],
governnental [ RFC0144] [ RFC0286] [RFC0313] [ RFC0542] [RFC0549] and
non- gover nnent al [ RFC0196] uses, which has been clearly pointed out
by Braman [Bramanll].

Recently there has been an increased di scussion on the relation

bet ween Internet protocols and human rights [ RFC8280] which spurred
the di scussion on the political nature of standards. The network
infrastructure is on the one hand desi gned, described, devel oped,
standardi zed and i npl enented by the Internet comunity, but the
Internet community and Internet users are al so shaped by the

af f ordances of the technology. Conpanies, citizens, governnents,

st andar ds devel opi ng bodi es, public opinion and public interest
groups all play a part in these discussions. In this docunent we aim
to outline different views on the relation between standards and
politics and seek to answer the question whether standards are
political, and if so, how

2. Vocabul ary Used

Politics (from Geek: Politika: Politika, definition "affairs of the
commons") is the process of making decisions applying to all
menbers of a diverse group with conflicting interests. More
narromy, it refers to achieving and exercising positions of
governance or organi zed control over a comunity. Furthernore,
politics is the study or practice of the distribution of power and
resources within a given comunity as well as the
interrel ati onshi p(s) between comunities. (adapted from
[ HagueHar r op])

Af fordances The possibilities that are provided to an actors through
the ordering of an environment by a technol ogy.

Protocols ’'Protocols are rules governing comruni cati on between
devices or applications, and the creation or manipul ati on of any
| ogi cal or communicative artifacts concomtant with such
communi cation.’ [ Sisson]

Standards ' An Internet Standard is a specification that is stable
and wel | -understood, is technically conpetent, has nultiple,
i ndependent, and interoperable inplenentations with substanti al
operational experience, enjoys significant public support, and is
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3.

4.

recogni zably useful in sonme or all parts of the Internet.’
[ RFC2026]

Research Question

Are protocols political? If so, should the politics of protocols
need to be taken into account in their devel opnment process?

Technol ogy and Politics: a literature review

In 1993 the Conputer Professionals for Social Responsibility stated
that "the Internet should neet public interest objectives', sinlarly
[ RFC3935] states that 'The Internet isn't value-neutral, and neither
is the IETF.’. Ethics and the Internet was already a topic of an RFC
by the AB in 1989 [ RFC1097]. Nonethel ess there has been a recent
uptick in discussions around the inpact of Internet protocols on
human rights [ RFC8280] in the | ETF and nore general about the inpact
of technol ogy on society in the public debate.

Thi s docunment ains to provide an overview of the spectrum of
different positions that have been observed in the | ETF and | RTF
community, during participatory observation, through 39 interviews
with nmenbers of the community, the Human Ri ghts Protoco

Consi derations Research Group mailinglist and during and after the
Techni cal Plenary on Protocols and Human Ri ghts during | ETF98.
Wthout judging themon their internal of external consistency they
are represented here, where possible we sought to engage with
acadenmic literature on this topic.

1. Technology is value neutra

This position starts fromthe prem se that the technical and
political are differentiated fields and that technology is ’value
free'. This is also put nore explicitly by Carey: "electronics is
neither the arrival of apocal ypse nor the dispensation of grace.
Technol ogy is technology; it is a neans for conmunication and
transportation over space, and nothing nore." [Carey]. |In this view
protocol s only beconme political when it is actually being used by
humans. So the technology itself is not political, the use of the
technology is. This view sees technology as instrunent;

"technol ogies are "tools’ standing ready to serve the purposes of
their users. Technology is deened 'neutral,’ wthout valuative
content of its own.’" [Feenberg]. Feenberg continues: "technology is
not inherently good or bad, and can be used to whatever political or
soci al ends desired by the person or institution in control
Technology is a 'rational entity’ and universally applicable. One
may nmake exceptions on noral grounds, but one nust al so understand
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that the "price for the achievenent of environnmental, ethical, or
religious goals...is reduced efficiency." [Feenberqg].

4.2. Sone protocols are political sone tines

This stance is a pragmatic approach to the problem It states that
some protocols under certain conditions can thensel ves have a
political dinension. This is different fromthe claimthat a
protocol m ght sonetimes be used in a political way; that viewis
consistent with the idea of the technol ogy being neutral (for the
hunman action using the technology is where the politics lies).
Instead, this position requires that each protocol and use be
evaluated for its political dinension, in order to understand the
extent to which it is political

4.3. Al protocols are political sonetines

Wil e not an absolutist standpoint it recognizes that all design

deci sions are subject to the |aw of unintended consequences. The
system consisting of the Internet and its users is vastly too conpl ex
to be predictable; it is chaotic in nature; its emergent properties
cannot be predicted. This concept strongly hinges on the genera

pur pose aspect of information technology and its nalleability.
Whereas not all (potential) behaviours, affordances and inpacts of
protocol s can possible be predicted, on could at |east consider the

i npact of proposed inplenentations.

4.4, The network has its own | ogic and val ues

Whi | e humans create technol ogies, this does not nean that they are
forever under human control. A technol ogy, once created, has its own
logic that is independent of the human actors that either create or
use the technol ogy.

Fromthis perspective, technol ogi es can shape the world. As Martin
Hei degger says, "The hydroel ectric plant is not built into the Rhine
Ri ver as was the old wooden bridge that joined bank with bank for
hundreds of years. Rather the river is damed up into the power
plant. What the river is now, nanely, a water power supplier
derives fromout of the essence of the power station." [ Heidegger]
(p 16) The damin the river changes the world in a way the bridge
does not, because the damalters the nature of the river

In the same way -in another and nore recent exanple- the very

exi stence autonobil es inmpose physical forns on the world different
fromthose that come fromthe electric tramor the horse-cart. The

| ogi ¢ of the autonobil e neans speed and the rapid covering of

di stance, which encourages suburban devel opnent and a tendency toward
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conurbation. But even if that did not happen, w despread autonobile

use requires paved roads, and parking lots and structures. These are
pressures that cone fromthe autonotive technology itself, and woul d

not arise w thout that technol ogy.

In much sane way, then, networking technol ogy, such as protocols,
creates its own denmands. One of the nost inportant conditions for
protocol success is its incremental deployability [RFC5218]. This
means that the network already contains constrains on what can be
deployed into it. In this sense the network creates its own paths,
but also has its own objective. According to this view the goal of
the network is interconnection and connectivity; nore connectivity is
good for the network. Proponents of this positions also often
describe the Internet as an organismwith its own uni que ecosystem

In this position it is not necessarily clear where the 'social’ ends
and the "technical’ begins, and it could be argued that the
distinction itself is a social construction [BijkerLaw] or that a
real-life distinction between the two is hard to be made [Bl oor].

4.5. Protocols are inherently politica

This position argues the opposite of ’technol ogical neutrality’.
This position can be illustrated with Postnman where he wites: ’'the
uses made of technology are largely deternined by the structure of
the technology itself’ [Postman]. He states that the mediumitself
‘contains an ideological bias’. He continues to argue that
technol ogy i s non-neutral

(1) because of the synbolic forns in which information is encoded,
different nedia have different intellectual and enotional biases; (2)
because of the accessibility and speed of their information

different media have different political biases; (3) because of their
physical form different nedia have different sensory biases; (4)
because of the conditions in which we attend to them different media
have different social biases; (5) because of their technical and
economi ¢ structure, different nedia have different content biases.

Recent scholars of Internet infrastructure and governance have al so
poi nted out that Internet processes and standards have becone part
and parcel of political processes and public policies. Severa
concrete exanples are found within this approach, for instance, the

I ANA transition or global innovation policy [DeNardis]. The Raven
process in which the I ETF refused to standardi ze wi retappi ng -which
resulted in [ RFC2804]- was an instance where an internationa
governance body took a position that was largely political, although
driven by a technical argunent. The process that led to [ RFC6973] is
simlar: the Snowden di sclosures which occured in the politica
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space, engendered the |ETF to act. This is sunmarized in [Abbate]
who says: "protocols are politics by other means", enphasizing the
interests that are at play in the process of designing standards.

This position further holds that protocols can never be understood
wi t hout their contextual enbeddedness: protocols do not exist solely
by thensel ves but always are to be understood in a nore conpl ex
context - the stack, hardware, or nation-state interests and their
impact on civil rights. Finally, this viewis that that protocols
are political because they affect or sonetines effect the socio-
technical ordering of reality. The latter observation | eads W nner
to conclude that the reality of technol ogical progress has too often
been a scenario where the innovation has dictated change for society.
Those who had the power to introduce a new technol ogy al so had the
power to create a consuner class to use the technology "with new
practices, relationships, and identities supplanting the old, --and
those who had the wherewithal to inplenment new technol ogi es often
nol ded society to match the needs of emerging technol ogi es and
organi zations.’ [Wnner].

5. | ETF: Protocols as Standards

In the previous section we gave an overview of the different existing
positions of the inpact of Internet protocols in the |Internet
community. In the follow ng section we will consider the standards
setting process and its consequences for the politics of protocols.

St andards enabling interoperating networks, what we think of today as
the Internet, were created as open, formal and voluntary standards.

A platformfor internet standardisation, the Internet Engineering
Task Force (I ETF), was created in 1992 to enable the continuation of
such standardi sation work. The | ETF has sought to nake the standards
process transparent (by ensuring everyone can access standards,

mai ling-lists and neetings), predictable (by having clear procedures
and reviews) and of high quality (by having draft documents revi ewed
by nmenbers fromits own epistemic conmunity). This is all ainmed at

i ncreasing the accountability of the process and the quality of the
st andar d.

The | ETF inpl enents what has been referred to as an "informal ex ante
di scl osure policy" for patents [Contreras], which includes the
possibility for participants to disclose the existence of a patent

rel evant for the standard, royalty-terns which would apply to the

i mpl ementors of that standard should it enter into effect, as well as
other licensing terns that may be interesting for inplenentors to
know. The community ethos in the IETF seens to lead to 100% royal ty-
free disclosures of prior patents which is a record nunber, even
anong ot her conparabl e standard organi sations [Contreras].

ten QCever & AndersdotterExpires Decenber 20, 2018 [ Page 7]



Internet-Draft politix June 2018

5.1. Conpetition and col | aboration

St andards exi st for nearly everything: processes, technol ogies,
safety, hiring, elections, and training. Standards provide bl ue-
prints for how to acconplish a particular task in a simlar way for
others that are trying to acconplish the sane thing, while reducing
overhead and inefficiencies. Although there are different types and
configurations of standards, they all enhance conpetition by allow ng
different entities to work froma commonly accepted basel i ne.

On the first types of standards than can be found are "infornmal" ones
-agreed upon normal ways of interacting within a specific comunity.
For exanple, the process through which greetings to a new
acquai nt ance are expressed through a bow, a handshake or a kiss. On
the other hand "formal" standards, are normally codified in witing.
The next subsection will ---

Wthin econony studies, _de facto_ standards arise in market
situations where one entity is particularly doni nant; downstream
competitors are therefore tied to the dom nant entity’s technol ogi ca
solutions [Ahlborn]. Under EU anti-trust |law, de facto standards
have been found to restrict conpetition for downstream services in PC
software products [ CIEU2007], as well as downstream services
dependent on health information [ CJEU2004] .

Even in international law, the Wrld Trade Organisation (WO uses
standards, although it recognises a difference between standards and
technical regulations. The fornmer are voluntary formal codes to

whi ch products or services may conform while technical regul ations
are mandatory requirements to be fullfilled for a product to be
accessi ble on one of the WIO country markets. These rul es have

i mplications for how nation states bounded by the WO agreenents can
i npose specific technical requirenents on conpani es. Nonetheles,
there are many standardi sation groups that were originally | aunched
by nation states or groups of nation states. [1SO BIS, CNS, N ST,
ABNT and ETSI are exanples of institutions that are, wholly or
partially, sponsored by public noney in order to ensure snooth

devel opment of formal standards. Even if under WO rul es these
organi sati ons cannot create the equivalent of a technical regulation
they have inportant normative functions in their respective
countries. No matter what form all standards enhance conpetition
and col | aborati on because they define a comobn approach to a problem
This potentially allows different instances to interoperate or be
eval uated according to the sane indicators.

The devel opnent of formal standards faces a nunber of econonmic and

organi sational challenges. Miinly, the cost and difficulty of
organi sing many entities around a nutual goal, as well as the cost of
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research and devel opnent |eading up to a nutually beneficia
technol ogi cal platform In addition, deciding what the nutual goa

is can also be a problem These chall enges may be described as

i nter-organi sational costs. Even after a goal is decided upon
coordination of rmultiple entities requires tine and noney. One needs
communi cation platfornms, processes and a conmitnent to nutual
investment in a higher good. They are not sinple tasks, and the nore
different conmunities are affected by a particul ar standardisation
process, the nore difficult the organisational chall enges becone.

5.2. | ETF standards setting externalities

In spite of a strong community ethos and transparent procedures, the
|ETF is not immune to externalities.

5.2.1. Finance

Sponsorship to the |ETF is varied, but is also of the nature that
ongoing projects that are in the specific interest of one or sone
group of corporations nay be given nore funding than other projects
(see [draft-finance-thoughts]). The |IETF has faced three periods of
decreased commitnent fromparticipants in funding its neetings in the
past ten years, |leading, naturally, to self-scrutiny, see for

i nstance [ AOC69], [IACC77], [IAOC99].

5.2.2. Interoperability and backward conpatability

The need for interoperability, and backward conpatability nakes

engi neering work harder. And once a standard is designed, it does
not automatically nean it will be broadly adopted at a fast pace.
Exanpl es of this are I Pv6, DNSSEC, DKIM etc. The need for
interoperability nmeans that a new protocol needs to take into account
a much nore diverse environnent than early protocols, and al so be
anendabl e to different needs: protocols needs to relate and negotiate
in a busy agora, as do the protocol developers. This neans that sone
m ght get priority, whereas others get dropped.

5.2.3. Conpetition between | ayers

There is a conpetition between |ayers, and even contestation about
what the borders of different |layers are. This leads to conpetition
between layers and different solutions for simlar problenms on
different layers, which in its turn leads to further ossification
which | eads to nore contestation
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5.3. How voluntary are open standards?

Coordi nating transnati onal stakehol ders in a process of negotiation
and agreenent through the devel opnent of common rules is a form of

gl obal governance [Nadvi]. Standards are anbng the nechani sns by
whi ch this governance is achieved. Conformance to certain standards
is often a basic condition of participation in international trade
and conmmuni cation, so there are strong econonmic and politica
incentives to conform even in the absence of |egal requirenents
[Russell]. [ RogersEden] argue:

"As unequal participants conpete to define standards, technol ogica
conprom ses energe, which add conplexity to standards. For instance
when wor ki ng group partici pants propose conpeting solutions, it may
be easier for themto agree on a standard that conbines all the
proposal s rather than choosing any single proposal. This shifts the
responsibility for selecting a solution onto those who inplenent the
standard, which can lead to conplex inplenentations that may not be
interoperable. On its face this appears to be a failure of the
standardi zati on process, but this outconme may benefit certain
participants-- for exanple, by allowing an inplenmenter with | arge
mar ket share to establish a de facto standard within the scope of the
docunent ed standard."

6. The need for a positioning

It is indisputable that the Internet plays an increasingly inportant
role in the lives of individuals. The community that produces
standards for the Internet therefore also has an inpact on society,
which it itself has recognised in a nunber of previously adopted
docunent s [ RFC1958].

The | ETF cannot ordain which standards are to be used on the
networks, and it specifically does not deternine the |aws of regions
or countries where networks are being used, but it does set open
standards for interoperability on the Internet, and has done so since
the inception of the Internet. Because a standard is the blue-print
for how to acconplish a particular task in a simlar way to others
the standards adopted have a normative effect. The standardi sation
work at the IETF will have inplications on what is perceived as
technol ogi cal | y possi bl e and useful where networking technol ogies are
bei ng depl oyed, and its standards output reflect was is considered by
the technical community as feasible and good practice.

This calls for providing a nethodology in the | ETF conmunity to

eval uate which routes forward should i ndeed be feasible, what
constitutes the "good" in "good practice" and what trade-offs between
different feasible features of technol ogies are useful and shoul d
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t heref ore be nade possible. Such an analysis should take societa
i mplication into account.

The risk of not doing this is threefold: (1) the | ETF m ght nake
deci si ons which have a political inpact that was not intended by the
community, (2) other bodies or entities mght nake the decisions for
the | ETF because the | ETF does not have an explicit stance, (3) other
bodi es that do take these issues into account m ght increase in

i mportance to the detrinent of the influence of the |IETF.

This does not nean the | ETF does not have a position on particul ar
political issues. The policies for open and diverse participation
[ RFC7704], the anti-harassnment policy [RFC7776], as well as the
Qui delines for Privacy Considerations [ RFC6973] are proof of this.
Nonet hel ess, these are all exanples of positions about the IETF s
work processes or product. What is absent is a way for |ETF
participants to evaluate their role with respect to the wi der

i mplications of that |ETF work

7. Concl usion

Econom cs, conpetition, collaboration, openness, and political inpact
have been an inherent part of the work of the | ETF since its early
begi nnings, by its nature as standards devel opi ng organi zation
through the contributions of the nenbers of the Internet comunity,
and because the ordering effect the Internet has on society. Wereas
there nmight not be agreenent in the Internet community on what the
specific political nature is of technol ogical devel opnent, it is

undi spited that standards and protocols are both product of a
political process, and they can also be used for political neans.
Whereas there is no need for a unified phil osophy of Internet
protocols, it is in the benefit of the IETF, the Internet and
arguably society at large to take this into account in the standards
devel opnment process.

8. The way forward

There are instrunents that can help the | ETF devel op an approach to
address the politics of standards. Part of this can be found in

[ RFC8280] as well as the United National Guiding Principles for

Busi ness and Human Rights [UNGP]. But there is not a one-size-fits-
all solution. The IETF is a particular organization, with a
particul ar mandate, and even if a policy is in place, its success
depends on the inplenmentation of the policy by the conmmunity.

Since 'de facto standardi zation is reliant on nmarket forces

[Hanseth] we need to live with the fact standards bodi es have a
political nature [Wbster]. This does not need to be problematic as
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long as there are sufficient accountability and transparency

mechani sms in place. The inportance of these nechani sns increases
with the inportance of the standards and their inplenentations. The
complexity of the work inscribes a requirenent of conpetence in the
work in the | ETF, which fornms an inherent barrier for end-user

i nvol venent. Even though this might not be intentional, it is a
result of the interplay between the characteristics of the epistenic
community in the | ETF and the nature of the standard setting process.

Instead of splitting hairs about whether 'standards are political
[Wnner] [Wolgar] we argue that we need to | ook at the politics of
i ndi vi dual standards and invite docunent authors and reviewers to
take these dynamics into account.

9. Security Considerations
As this draft concerns a research docunent, there are no security
consi derations as described in [RFC3552], which does not nean that
not addressing the issues brought up in this draft will not inpact
the security of end-users or operators.

10. | ANA Consi derations
Thi s docunent has no actions for | ANA
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