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Abst ract

HTTP is often used as a substrate for other application protocols.
Thi s docunent specifies best practices for these protocols’ use of
HTTP.

Note to Readers

The issues list for this draft can be found at
https://github.commot/I-D/ | abel s/ bcp56bis .

The nost recent (often, unpublished) draft is at
https://mot.github.io/l-D bcp56bis/

Recent changes are listed at https://github.com mot/I|-D/ comits/gh-
pages/ bcp56bi s .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Novenmber 12, 2017.
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HTTP [ RFC7230] is often used as a substrate for other application

protocols. This is done for a variety of
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o familiarity by inplenmenters, specifiers, admnistrators,
devel opers and users,

0 availability of a variety of client, server and proxy
i mpl enent ati ons,

0 ease of use

0 ubiquity of Web browsers,

0 reuse of existing nechanisns |ike authentication and encryption

0 presence of HITP servers and clients in target deploynments, and

0O its ability to traverse firewalls.

The Internet comunity has a long tradition of protocol reuse, dating
back to the use of Tel net [ RFC0854] as a substrate for FTP [ RFC0959]
and SMIP [ RFC2821]. However, |ayering new protocols over HITP brings

its own set of issues:

o Should an application using HITP define a new URL schene? Use new
ports?

0 Should it use standard HTTP nethods and status codes, or define
new ones?

0 How can the maxi nrum val ue be extracted fromthe use of HITP?

0 How does it coexist with other uses of HITP - especially Wb
br owsi ng?

0 How can interoperability problens and "protocol dead ends" be
avoi ded?

Thi s docunment contains best current practices regarding the use of
HTTP by applications other than Wb browsing. Section 2 defines what
applications it applies to; Section 3 surveys the properties of HITP
that are inportant to preserve, and Section 4 conveys best practices
for those applications that do use HITP.

It is witten primarily to guide |IETF efforts, but mght be

applicable in other situations. Note that the requirements herein do
not necessarily apply to the devel opnent of generic HITP extensions.
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1.1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. |s HITP Being Used?

Different applications have different goals when using HITP. In this
docunent, we say an application is _using HTTP_ when any of the
followi ng conditions are true:

0 The transport port in use is 80 or 443,
o The URL scheme "http" or "https" is used,

0 The ALPN protocol ID[RFC7301] "http/1.1", "h2" or "h2c" is used,
or

0 The nmessage formats described in [RFC7320] and/or [RFC7540] are
used in conjunction with the 1ANA registries defined for HITP.

When an application is using HTTP, all of the requirenents of the
HTTP protocol suite (including but not limted to [ RFC7320],

[ RFC7321], [RFC7322], [RFC7233], [RFC7234], [RFC7325] and [ RFC7540])
are in force.

An application mght not be using HITP_ according to this
definition, but still relying upon the HTTP specifications in sone
manner. For exanple, an application night wish to avoid re-

speci fying parts of the nmessage format, but change others; or, it
m ght want to use a different set of methods.

Such applications are referred to as _protocols based upon HTTP_ in
this docunent. These have nore freedomto nodify protocol operation
but are also likely to lose at least a portion of the benefits
outlined above, as nmost HTTP inpl enentati ons won't be easily
adaptabl e to these changes, and as the protocol diverges from HITP,
the benefit of mndshare will be |ost.

Protocol s that are based upon HTTP MJST NOT reuse HITP's URL schenes,

transport ports, ALPN protocol IDs or | ANA registries; rather, they
are encouraged to establish their own.
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3.

3. 1.

What' s | nportant About HTTP

There are many ways that HITP applications are defined and depl oyed,
and sonetines they are brought to the IETF for standardisation. In
that process, what night be workable for deploynent in a linted
fashion isn't appropriate for standardi sation and the corresponding
br oader depl oynent.

This section exam nes the facets of the protocol that are inportant
to preserve in these situations

Ceneric Semantics

When witing an application’s specification, it’s often tenpting to
specify exactly how HITP is to be inplemented, supported and used.

However, this can easily lead to an unintended profile of HITP' s
behavi our. For exanple, it's common to see specifications with
| anguage |ike this:

200 X' response neans that the w dget has successfully been updat ed.

This sort of specification is bad practice, because it is addi ng new
semantics to HTITP' s status codes and nethods, respectively; a
recipient - whether it’s an origin server, client library,

i ntermedi ary or cache - now has to know these extra senmantics to
under st and t he nessage.

Sone applications even require specific behaviours, such as:
A ‘POST' request MJUST result in a ‘201 Created’ response.

This forns an expectation in the client that the response will always
be "201 Created", when in fact there are a nunber of reasons why the
status code nmight differ in a real deploynment. |If the client does
not anticipate this, the application's deploynent is brittle.

Much of the value of HITP is in its _generic semantics_ - that is,
the protocol elenents defined by HITP are potentially applicable to
every resource, not specific to a particular context. Application-
specific semantics are expressed in the payload; nostly, in the body,
but also in header fields.

This allows a HITP nessage to be exami ned by generic HITP software
(e.g., HITP servers, intermediaries, client inplenentatiions), and
its handling to be correctly determned. It also allows people to
| everage their know edge of HTTP semantics without special-casing
them for a particular application
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Therefore, applications that use HTTP MUST NOT re-define, refine or
overlay the semantics of defined protocol elenments. Instead, they
SHOULD focus their specifications on protocol elenents that are
specific to them nanely their HITP resources

See Section 4.2 for details.
3. 2. Li nks

Anot her commmon practice is assuming that the HTTP server’s nane space
(or a portion thereof) is exclusively for the use of a single
application. This effectively overlays special, application-specific
semantics onto that space, precludes other applications fromusing
it.

As explained in [ RFC7320], such "squatting" on a part of the URL
space by a standard usurps the server’s authority over its own
resources, can cause deploynment issues, and is therefore bad practice
i n standards.

Instead of statically defining URL paths, it is RECOVMENDED t hat
applications using HTTP define links in payloads, to allow
flexibility in deploynent.

Using runtime links in this fashion has a nunber of other benefits.
For exanple, navigating with a link allows a request to be routed to
a different server without the overhead of a redirection, thereby
supporting depl oynent across machines well. It becones possible to
"m x" different applications on the sane server, and offers a natura
path for extensibility, versioning and capability managemnent.

3.3. Cetting Value from HTTP

The sinpl est possible use of HTTP is to POST data to a single URL,
thereby effectively tunnelling through the protocol

This "RPC' style of communication does get sone benefit from using
HTTP - nanely, nmessage fram ng and the availability of
i npl ementations - but fails to realise many others:

0 Caching for server scalability, latency and bandw dth reduction
and reliability;

o Authentication and access control
o Autommtic redirection;

o Partial content to selectively request part of a response;
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4.

1.

o Natural support for extensions and versioning through protoco
ext ensi on; and

o0 The ability to interact with the application easily using a Wb
br owser.

Usi ng such a high-level protocol to tunnel sinple semantics has
downsi des too; because of its nore advanced capabilities, breadth of
depl oynent and age, HITP' s conplexity can cause interoperability
probl ens that could be avoided by using a sinpler substrate (e.gqg.
WebSocket s [ RFC6455], if browser support is necessary, or TCP

[ RFCO793] if not), or making the application be based upon HTTP_,
instead of using it (as defined in Section 2).

Applications that use HITP are encouraged to accommodate the various
features that the protocol offers, so that their users receive the
maxi mum benefit fromit. This docunent does not require specific
features to be used, since the appropriate design tradeoffs are
highly specific to a given situation. However, follow ng the
practices in Section 4 will help nake them avail abl e.

Best Practices for Using HTTP

This section contains best practices regarding the use of HITP by
applications, including practices for specific HITP protoco
el enent s.

Speci fying the Use of HTTP

When specifying the use of HITP, an application SHOULD use [ RFC7230]
as the primary reference; it is not necessary to reference all of the
specifications in the HITP suite unless there are specific reasons to
do so (e.g., a particular feature is called out).

Appl i cations using HITP MAY specify a mininumversion to be supported
(HTTP/ 1.1 is suggested), and MJUST NOT specify a maxi mnum version

Li kewi se, applications need not specify what HTTP nmechani sns - such
as redirection, caching, authentication, proxy authentication, and so
on - are to be supported. Full featured support for HTTP SHOULD be
taken for granted in servers and clients, and the application’s
function SHOULD degrade gracefully if they are not (although this

nmi ght be achieved by informing the user that their task cannot be
conpl et ed) .

For exanple, an application can specify that it uses HITP |like this:
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Foo Application uses HITP {{RFC7230}}. I nplenentati ons MJST support
HTTP/ 1.1, and MAY support |ater versions. Support for common HITP
mechani sms such as redirection and caching are assuned.

4.2. Defining HTTP Resources

HTTP Applications SHOULD focus on defining the follow ng application-
specific protocol elenments

0 Media types [RFC6838], often based upon a fornmat convention such
as JSON [ RFC7159],

0 HTTP header fields, as per Section 4.7, and

0 The behaviour of resources, as identified by link relations
[ RFC5988] .

By conposing these protocol elements, an application can define a set
of resources, identified by link relations, that inplement specified
behavi our s, incl uding:

0 Retrieval of their state using CET, in one or nore formats
identified by nedia type;

0 Resource creation or update using POST or PUT, with an
appropriately identified request body format;

o Data processing using POST and identified request and response
body format(s); and

0 Resource del etion using DELETE
For exanple, an application mght specify:

Resources linked to with the "exanple-widget" link relation type are
Wdgets. The state of a Wdget can be fetched in the

"appl i cati on/ exanpl e-wi dget +j son" format, and can be updated by PUT
to the same |ink. Wdget resources can be del et ed.

The "Exanpl e-Count" response header field on Wdget representations
i ndi cates how many Wdgets are held by the sender

The "application/exanpl e-w dget +j son" format is a JSON {{RFC7159}}
format representing the state of a Wdget. It contains links to
related information in the link indicated by the Link header field
value with the "exanpl e-other-info" link relation type.
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4.3. HITP URLs

In HTTP, URLs are opaque identifiers under the control of the server
As outlined in [RFC7320], standards cannot usurp this space, since it
m ght conflict with existing resources, and constrain inplenentation
and depl oynent.

In other words, applications that use HTTP MJUST NOT associ ate
application semantics with specific URL paths. For exanple,
specifying that a "GET to the URL /foo retrieves a bar docunent” is
bad practice. Likew se, specifying "The widget APl is at the path
/bar" violates [RFC7320].

I nstead, applications that use HTTP are encouraged to use typed links
[ RFC5988] to convey the URIs that are in use, as well as the
semantics of the resources that they identify. See Section 4.2 for
detail s.

4.3.1. Initial URL Discovery

Generally, a client with begin interacting with a given application
server by requesting an initial docunment that contains information
about that particular deploynment, potentially including links to

ot her rel evant resources.

Applications that use HITP SHOULD all ow an arbitrary URL to be used
as that entry point. For exanple, rather than specifying "the
initial docunent is at "/foo/vl", they should allow a depl oynent to
use any URL as the entry point for the application

In cases where doing so is inpractical (e.g., it is not possible to
convey a whole URL, but only a hostnane) applications that use HITP
MAY define a well-known URL [ RFC5785] as an entry point.

4,.3.2. URL Schenes

Applications that use HITP MJUST all ow use of the "https" URL schene,
and SHOULD NOT al | ow use of the "http" URL schene, unless
interoperability considerations with existing deploynments require it.
They MUST NOT use ot her URL schenes.

"https" is preferred to mitigate pervasive nonitoring attacks
[ RFC7258] .

Usi ng ot her schenmes to denote an application using HTTP nakes it nore

difficult to use with existing inplenentations (e.g., Wb browsers),
and is likely to fail to neet the requirenents of [RFC7595].
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If it is necessary to advertise the application in use, this SHOULD
be done in nessage payl oads, not the URL schene.

4,.3.3. Transport Ports

Applications that use HTTP SHOULD use the default port for the URL
scheme in use. |If it is felt that networks might need to distinguish
the application’s traffic for operational reasons, it MAY register a
separate port, but be aware that this has privacy inplications for
that protocol’s users. The inpact of doing so MIST be docunented in
Security Considerations.

4.4. Authentication and Application State

Applications that use HITP MAY use stateful cookies [RFC6265] to
identify a client and/or store client-specific data to contextualise
requests.

If it is only necessary to identify clients, applications that use
HTTP MAY use HTTP authentication [RFC7235]; if the Basic

aut henti cati on schene [ RFC7617] is used, it MJST NOT be used with the
"http' URL schene.

In either case, it is inportant to carefully specify the scoping and
use of these mechanisns; if they expose sensitive data or
capabilities (e.g., by acting as an anbiant authority), exploits are
possible. Mtigations include using a request-specific token to
assure the intent of the client.

4.5, HTTP Met hods

Applications that use HITP MJST confine thensel ves to using
regi stered HTTP met hods such as CGET, POST, PUT, DELETE, and PATCH

New HTTP nethods are rare; they are required to be registered with
| ETF Review (see [RFC7232]), and are also required to be _generic_.
That means that they need to be potentially applicable to al
resources, not just those of one application

Wil e historically sone applications (e.g., [RFC6352] and [ RFC4791])
have defi ned non-generic nethods, [RFC7231] now forbids this.

When it is believed that a new nethod is required, authors are
encouraged to engage with the HITP comunity early, and docunent
their proposal as a separate HITP extension, rather than as part of
an application’s specification
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4.6. HITP Status Codes

Applications that use HITP MJUST only use registered HITP status
codes.

As with nethods, new HTTP status codes are rare, and required (by
[RFC7231]) to be registered with |ETF review. Sinilarly, HITP status
codes are generic; they are required (by [RFC7231]) to be potentially
applicable to all resources, not just to those of one application

When it is believed that a new status code is required, authors are
encouraged to engage with the HITP comunity early, and docunent
their proposal as a separate HITP extension, rather than as part of
an application’s specification

Status codes’ primary function is to convey HITP semantics for the
benefit of generic HTTP software, not application-specific semantics.
Therefore, applications MJST NOT specify additional semantics or
refine existing semantics for status codes.

In particular, specifying that a particul ar status code has a
specific neaning in the context of an application is harnful, as
these are not generic senantics, since the consuner needs to be in
the context of the application to understand them

Furt hernmore, applications using HITP MJUST NOT re-specify the
semantics of HITP status codes, even if it is only by copying their
definition. They MJST NOT require specific status phrases to be
used; the status phrase has no function in HTTP, and is not
guaranteed to be preserved by inplenentations.

Typically, applications using HITP will convey application-specific
information in the nmessage body and/or HITP header fields, not the
status code

Speci fications sonetinmes also create a "laundry list" of potential
status codes, in an effort to be helpful. The problemw th doing so
is that such a list is never conplete; for exanple, if a network
proxy is interposed, the client m ght encounter a "407 Proxy

Aut henti cation Required" response; or, if the server is rate linmting
the client, it mght receive a "429 Too Many Requests" response.

Since the list of HITP status codes can be added to, it’'s safer to
refer to it directly, and point out that clients SHOULD be able to
handl e all applicable protocol elenments gracefully (i.e., falling
back to the generic "n00" senmantics of a given status code; e.g.
"499" can be safely handl ed as "400" by clients that don’t recognise

it).
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4.7. HITP Header Fields

Applications that use HITP MAY define new HTTP header fields,
followi ng the advice in [ RFC7321], Section 8.3.1

Typically, using HTTP header fields is appropriate in a few different
si tuations:

o Their content is useful to internediaries (who often wish to avoid
parsing the body), and/or

0 Their content is useful to generic HITP software (e.g., clients,
servers), and/or

0o It is not possible to include their content in the nessage body
(usual ly because a format does not allowit).

If none of these notivations apply, using a header field is NOT
RECOMVENDED.

New header fields MJST be registered, as per [RFC7231] and [ RFC3864].

It is RECOWENDED that header field nanes be short (even when HTTP/ 2
header conpression is in effect, there is an overhead) but
appropriately specific. 1In particular, if a header field is specific
to an application, an identifier for that application SHOULD form a
prefix to the header field name, separated by a "-"

The senmantics of existing HTTP header fields MJUST NOT be re-defined
wi t hout updating their registration or defining an extension to them
(if allowed). For exanple, an application using HITP cannot specify
that the "Location" header has a special meaning in a certain

cont ext .

See Section 4.4 for requirenments regardi ng header fields that carry
application state (e.g,. Cookie).

5. | ANA Consi derations
Thi s docunent has no requirenents for | ANA
6. Security Considerations

Section 4.4 discusses the inpact of using stateful nechanisns in the
protocol as ambiant authority, and suggests a mtigation

Section 4.3.2 requires support for 'https’ URLs, and discourages the
use of "http’ URLs, to nitigate pervasive nonitoring attacks.
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