| 2NSF Wor ki ng Group R Kumar
I nternet-Draft A. Lohiya
I ntended status: |nformational Juni per Net wor ks
Expi res: January 18, 2019 D Q
Bl oonberg

N. Bitar

S. Palislanovic

Noki a

L. Xia

Huawei

J. Jeong

Sungkyunkwan University

July 17, 2018

I nformati on Model for Consuner-Facing Interface to Security Controller
draft-kumar-i2nsf-client-facing-interface-imO07

Abst ract

Thi s docunment defines an information nodel for Consuner-Facing
interface to Security Controller based on the requirenents identified
in[l-Dietf-i2nsf-client-facing-interface-req]. The information
nmodel defines various managed objects and rel ati onship anong t hese
obj ects needed to build the interface. The information nodel is
organi zed based on the "Event-Condition-Event" (ECA) policy nodel
defined by a capability information nodel for Interface to Network
Security Functions (I12NSF) [I-D.ietf-i2nsf-capability].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 18, 2019.
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1. Introduction

Interface to Network Security Functions (I2NSF) defines a Consuner-
Facing Interface to deliver high-level security policies to Security
Control |l er [RFC8192] [ RFC8329] for securiy enforcenent in Network
Security Functions (NSFs).

The Consuner-Facing Interface would be built using a set of objects,
with each object capturing a unique set of information from Security
Admin (i.e., |2NSF User [RFC8329]) needed to express a Security
Policy. An object may have relationship with various other objects
to express a conplete set of requirenment. An information node
captures the managed objects and rel ati onshi p anong these objects.
The i nformati on nodel proposed in this docunment is in accordance with
interface requirenents as defined in
[I-D.ietf-i2nsf-client-facing-interface-req].

An NSF Capability nodel is proposed in [I-D.ietf-i2nsf-capability] as
the basic nodel for both the NSF-Facing interface and Consuner-Faci ng
Interface security policy nodel of this docunent. The information
nmodel proposed in this docunment is structured in accordance with the
"Event - Condi ti on-Event" (ECA) policy nodel.

[ RFC3444] explains differences between an information and data nodel.
Thi s docunment use the guidelines in [RFC3444] to define an

i nformati on nodel for Consumner-Facing Interface in this docunent.
Figure 1 shows a high-1evel abstraction of Consumer-Facing Interface.
A data nodel, which represents an inplenentation of the proposed
informati on nodel in a specific data representation | anguage, wll be
defined in a separate docunent.
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Figure 1: Diagramfor Hi gh-level Abstraction of Consuner-Facing
Interface
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2. Conventions used in the Docunent
BSS: Busi ness Support System
CLI: Command Line Interface
CNVDB: Confi gurati on Managenent Database
Controller: Security Controller or Managenent System
CRUD: Create, Retrieve, Update, Delete
FW Fi rewal |
caJl : G aphi cal User Interface
| DS: I ntrusion Detection System
| PS: I ntrusion Prevention System
LDAP: Li ght wei ght Directory Access Protoco
NSF: Net work Security Function, defined by
[I-D.ietf-i2nsf-term nol ogy]
GSS: Operations Support System
RBAC: Rol e- Based Access Contro
SI EM Security Information and Event Managenent
URL: Uni versal Resource Locator
vNSF: NSF being instantiated on Virtual Mchines
3. Information Mdel for Policy
A Policy object represents a nechanismto express a Security Policy
by Security Admin (i.e., I2NSF User) using Consuner-Facing Interface
toward Security Controller; the policy would be enforced on an NSF.
The Policy object SHALL have follow ng information:
Nanme: This field identifies the name of this object.
Date: Date when this object was created or |ast nodified.
Mul ti-Tenancy: The multi-tenant environnment information in which
the policy is applied. The Rules in the Policy can refer
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to sub-objects (e.g., donmain, tenant, role, and user) of
it. It can be either a reference to a Milti-Tenancy object
defined in another place, or a concrete object. See
details in Section 4.

End-Goup: This field contains a list of logical entities in the
busi ness environment where a Security Policy is to be
applied. It can be referenced by the Condition objects in
a Rule, e.g., Source, Destination, Match, etc. It can be
either a reference to an End- G oup object defined in other
pl ace, or a concrete object. See details in Section 5.

Threat-Feed: This field represents threat feed such as Bot net
servers, GeolP, and Malware signature. This information
can be referenced by the Rule Action object directly to
execute the threat mtigation. See details in Section 6

Telemetry-Data: This field represents the telenetry coll ection
related information that the Rule Action object can refer
to about how to collect the interested telenetry
i nformation, for exanple, what type of telenetry to
collect, where the telenetry source is, where to send the
telemetry information. See details in Section 7

Rules: This field contains a list of rules. |If the rule does not
have a user-defined precedence, then any conflict nust be
manual Iy resol ved

Owner: This field defines the owner of this policy. Only the
owner is authorized to nmodify the contents of the policy.

A policy is a container of Rules. 1In order to express a Rule, a Rule
must have conplete informati on such as where and when a policy needs
to be applied. This is done by defining a set of nanaged objects and
rel ati onship among them A Policy Rule may be rel ated segnentation
threat mitigation or telenetry data collection froman NSF in the
network, which will be specified as the sub-nodel of the policy nodel
in the subsequent sections.

The rul e object SHALL have the followi ng information
Nane: This field identifies the name of this object.

Date: This field indicates the date when this object was created
or last nodified.
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Event: This field includes the infornation to detern ne whet her
the Rule Condition can be evaluated or not. See details in
Section 3. 1.

Condition: This field contains all the checking conditions to
apply to the objective traffic. See details in
Section 3. 2.

Action: This field identifies the action taken when a rule is
mat ched. There is always an inplicit action to drop
traffic if norule is matched for a traffic type. See
details in Section 3.3.

Precedence: This field identifies the precedence assigned to this
rule by Security Admin. This is helpful in conflict
resol ution when two or nore rules match a given traffic
cl ass.

3.1. Event Sub-Model

The Event (Object contains information related to scheduling a Rule.
The Rule could be activated based on a tine cal endar or security
event including threat |evel changes.

Event object SHALL have follow ng information:
Nane: This field identifies the name of this object.

Date: This field indicates the date when this object was created
or last nodified.

Event-Type: This field identifies whether the event of triggering
policy enforcenent is "ADM N- ENFORCED', " Tl ME- ENFORCED" or
" EVENT- ENFORCED" .

Time-Information: This field contains a tine cal endar such as
"BEGA N-TI ME" and "END-TI ME" for one tinme enforcenment or
recurring tine cal endar for periodic enforcenent.

Event- Map- G oup: This field contains security events or threat
map in order to determ ne when a policy needs to be
activated. This is a reference to Event-Mip- G oup defined
| ater.
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3.

3.

1.

2

1. Event-Map- G oup

This object represents an event nmap containing security events and
threat levels used for dynanmic policy enforcenent. The Event-Map-
Group object SHALL have follow ng information:

Nanme: This field identifies the name of this object.

Date: This field indicates the date when this object was created
or last nodified.

Security-Events: This contains a list of security events used for
purpose for Security Policy definition.

Threat-Map: This contains a list of threat |levels used for
pur pose for Security Policy definition.

Condi ti on Sub- Model

This object represents Conditions that Security Admin wants to apply
the checking on the traffic in order to deternine whether the set of
actions in the Rule can be executed or not.

The Condition object SHALL have follow ng information:

Source: This field identifies the source of the traffic. This
could be a reference to either Policy-Endpoint-G oup,
Threat - Feed or CustomList as defined earlier. This could
be a special object "ALL" that natches all traffic. This
could al so be Telenetry-Source for telemetry collection

policy.

Destination: This field identifies the destination of the
traffic. This could be a reference to either Policy-
Endpoi nt - Group, Threat-Feed or CustomList as defined
earlier. This could be a special object "ALL" that matches
all traffic. This could also be Tel enetry- Destination for
telemetry collection policy.

Match: This field identifies the match criteria used to eval uate
whet her the specified action needs to be taken or not.
This could be either a Policy-Endpoint-Goup identifying an
Application set or a set of traffic rules.

Match-Direction: This field identifies whether the match criteria
is to be evaluated for both directions or only one
direction of the traffic with a default of allow ng the
other direction for stateful match conditions. This is
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optional and by default a rule should apply to both
directions.

Exception: This field identifies the exception considerati on when
arule is evaluated for a given comunication. This could
be a reference to "Policy-Endpoint-G oup" object or set of
traffic matching criteria.

The condition object is nade of condition clauses. Each condition
cl ause consists of three tuples; variable, operator and val ue.

The variable and val ue can be source and destination |IP address, for
exanpl e, and they have | ogical operator in between to check whether
they match the condition criteria set by a security admn. For
Exanple: If condition A AND B is true: THEN execute actions ENDI F
where A denotes a destination address, and B denotes a blacklisted IP
address. The operator AND is the | ogical AND operation

1..n
B +
, I
S >+ Policy rule
I I I
1..n | R +
IR IR +
I o I
+Condi tion cl ause +
I I
S NIy S NIy +
N N N
I
B T + | B T +
1..n | 1..n | 1..n |
[ S E SR + oo oo - - [ S + - - E SR +
I I I
[ Vari abl e | ] Oper at or | ] Val ue [
I I I I
B B R S B R TS +

Figure 2: Condition O ause D agram

The semantics used in a condition clause is also used in the cl auses
in the Event-subnodel and Action sub-nodel
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3.3. Action Sub-Mdel

This object represents actions that Security Admin wants to perform
based on certain traffic class.

The Action object SHALL have follow ng information:
Nanme: This field identifies the name of this object.

Date: This field indicates the date when this object was created
or last nodified.

Primary-Action: This field identifies the action when a rule is
mat ched by an NSF. The action could be one of "PERM T",
" DENY", " DROP- CONNECTI ON', " AUTHENTI CATE- CONNECTI ON'
"M RROR', "REDI RECT", "NETFLOW, "COUNT", "ENCRYPT",
"DECRYPT", "THROTTLE", "MARK", or "I NSTANTI ATE- NSF".

Secondary-Action: Security Admin can al so specify additiona
actions if a rule is matched. This could be one of "LOG',
"SYSLOG', or "SESSI ON-LOG'.

4. Information Mbdel for Milti-Tenancy

Miulti-tenancy is an inportant aspect of any application that enables
mul tiple administrati ve domains in order to manage application
resources. An Enterprise organization may have multiple tenants or
departnents such as Human Resources (HR), Finance, and Legal, wth
each tenant having a need to manage their own Security Policies. In
a Service Provider, a tenant could represent a Custoner that wants to
manage its own Security Policies.

There are multiple managed objects that constitute multi-tenancy
aspects. This section lists these objects and any rel ati onshi p anong
t hese objects. Below di agram shows an exanple of nulti-tenancy in an
Ent erpri se donai n.
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Figure 3: Milti-tenancy D agram

4.1. Policy-Domain

This object defines a boundary for the purpose of policy nanagenent
within a Security Controller. This nmay vary based on how the
Security Controller is deployed and hosted. For exanple, if an
Enterprise hosts a Security Controller in their network; the domain
in this case could just be the one that represents that Enterprise.
But if a Coud Service Provider hosts managed services, then a domain
could represent a single custoner of that Provider. Milti-tenancy
nodel should be able to work in all such environments.

The Policy-Domain object SHALL have foll ow ng information:

Nane: Nanme of the organization or customer representing this
donai n.

Address: Address of the organi zation or custoner.
Contact: Contact information of the organization or custoner.

Date: Date when this account was created or |ast nodified.
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Aut henti cati on- Method: Authentication nmethod to be used for this
domain. It should be a reference to a ’'Policy-Mnagenent -
Aut hent i cati on- Met hod’” obj ect.

4.2. Policy-Tenant

Thi s object defines an entity within an organi zation. The entity
could be a departnent or business unit within an Enterprise
organi zation that would like to manage its own Policies due to
regul atory conpliance or business reasons.

The Policy-Tenant object SHALL have follow ng information:
Nane: Nanme of the Department or Division within an organization
Date: Date when this account was created or |ast nodified.

Domain: This field identifies the domain to which this tenant

bel ongs. This should be a reference to a Policy-Donain
obj ect.

4.3. Policy-Role

This object defines a set of pernissions assigned to a user in an
organi zation that wants to nanage its own Security Policies. It
provi des a convenient way to assign policy users to a job function or
a set of permissions within the organization.

The Policy-Role object SHALL have the follow ng infornation:
Narme: This field identifies the name of the role.
Date: Date when this role was created or |ast nodified.

Access-Profile: This field identifies the access profile for the
role. The profile grants or denies the permissions to
access Endpoint Goups for the purpose of policy nmanagenent
or may restrict certain operations related to policy
managemnent s.

4.4. Policy-User

This object represents a unique identity within an organi zation. The
identity authenticates with Security Controller using credentials
such as a password or token in order to perform policy managenent. A

user may be an individual, system or application requiring access to
Security Controller.
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The Policy-User object SHALL have the follow ng infornmation:
Nanme: Name of a user.
Date: Date when this user was created or last nodified
Password: User password for basic authentication.
Email : E-mail address of the user

Scope-Type: This field identifies whether the user has donai n-
wi de or tenant-w de privil eges

Scope- Reference: This field should be a reference to either a
Pol i cy-Domai n or a Policy-Tenant object.

Role: This field should be a reference to a Policy-Role object
that defines the specific perm ssions.

4.5. Policy Managenent Authentication Method

This object represents authentication schenes supported by Security
Controller.

Thi s Pol i cy- Managenent - Aut henti cati on- Met hod obj ect SHALL have the
followi ng information:

Nane: This field identifies nane of this object.

Date: Date when this object was created or |ast nodified.

Aut henti cation-Method: This field identifies the authentication
met hods. It could be a password-based, token-based,

certificate-based or single sign-on authentication

Mut ual - Aut hentication: This field indicates whether nutua
aut hentication is nandatory or not.

Token-Server: This field stores the informati on about server that
val i dates the token submtted as credential s.

Certificate-Server: This field stores the infornmation about
server that validates certificates subnitted as
credenti al s.

Single Sign-on-Server: This field stores the information about
server that validates user credentials.

Kumar, et al. Expi res January 18, 2019 [ Page 13]



Internet-Draft Consuner-Facing Interface |Information Model July 2018

5. Information Mdel for Policy Endpoint G oups

The Policy Endpoint Group is a very inportant part of building User-
construct based policies. Security Admin would create and use these
objects to represent a logical entity in their business environnent,
where a Security Policy is to be applied.

There are multiple managed objects that constitute a Policy Endpoint
G oup. This section lists these objects and rel ati onshi p anong these

obj ect s.
T +
| Endpoint Goup [
Fomm e oo - Fomm e oo - +
AN
I
S I S . +
1..n | 1..n | 1..n | 1..n |
e e T I S e + - oot
| User | | Device | | Application | | Location |
Fom e - + o A------ - B S SIS + - m e +

Fi gure 4: Endpoint Group Di agram
5.1. Tag- Source
This object represents information source for tag. The tag in a
group nust be mapped to its corresponding contents to enforce a
Security Policy.
Tag- Sour ce obj ect SHALL have the follow ng information:
Nane: This field identifies nane of this object.

Date: Date when this object was created or |ast nodified.

Tag- Type: This field identifies the Endpoint Goup type. It can
be a User-G oup, App-Goup, Device-Goup or Location-G oup.

Tag- Source-Server: This field identifies information related to
the source of the tag such as | P address and UDP/ TCP port
i nformation.

Tag- Sour ce- Application: This filed identifies the protocol, e.g.,

LDAP, Active Directory, or CVMDB used to conmunicate with a
server.
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Tag- Source-Credentials: This field identifies the credenti al
i nformati on needed to access the server.
5.2. User-Goup

This object represents a user group based on either tag or other
i nformati on.

The User-Goup object SHALL have the follow ng information:
Nane: This field identifies the nane of this object.
Date: Date when this object was created or |ast nodified.

G oup-Type: This field identifies whether the user group is based
on User-tag, User-nanme or | P-address.

Met adat a-Server: This field should be a reference to a Mt adat a-
Sour ce obj ect.

G oup-Menber: This field is a list of User-tag, User-nanmes or IP
addr esses based on G oup- Type.

Ri sk-Level: This field represents the risk level or inportance of
the Endpoint to Security Adnin for policy purpose; the
valid range may be 0 to 9.
5.3. Device-Goup

Thi s object represents a device group based on either tag or other
i nformati on.

The Devi ce- G oup object SHALL have the follow ng information:
Nane: This field identifies the nane of this object.
Date: Date when this object was created or |ast nodified.

G oup-Type: This field identifies whether the device group is
based on Device-tag or Device-nane or |P address.

Tag-Server: This field should be a reference to a Tag- Source
obj ect.

G oup-Menber: This field is a list of Device-tag, Device-nanme or
| P address based on G oup- Type.
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Ri sk-Level: This field represents the risk level or inportance of
the Endpoint to Security Adnmin for policy purpose; the
valid range may be 0 to 9.
5.4. Application-Goup

Thi s object represents an application group based on either tag or
ot her information.

The Application-G oup object SHALL have the follow ng i nformation:
Nane: This field identifies the nanme of this object.
Date: Date when this object was created or |ast nodified.

G oup-Type: This field identifies whether the application group
is based on App-tag or App-nane, or |P address.

Tag-Server: This field should be a reference to a Tag- Source
obj ect.

G oup-Menber: This fieldis a list of Application-tag
Application-name or | P address and port infornation based
on G oup- Type.

Ri sk-Level: This field represents the risk |evel or inportance of
the Endpoint to Security Admin for policy purpose; the
valid range may be 0 to 9.

5.5. Location-Goup

This object represents a | ocation group based on either tag or other
i nformation.

The ' Location-Goup’ object SHALL have the foll ow ng infornmation:
Nanme: This field identifies the name of this object.
Date: Date when this object was created or |ast nodified.

Group-Type: This field identifies whether the | ocation group is
based on Location-tag, Location-nanme or |P address.

Tag-Server: This field should be a reference to a Tag- Source
obj ect .

Group-Menber: This field is a list of Location-tag, Location-nane
or | P addresses based on G oup-Type.
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Ri sk Level: This field represents the risk level or inportance of
the Endpoint to Security Adnmin for policy purpose; the
valid range may be 0 to 9.

6. Information Moddel for Threat Prevention

The threat prevention plays an inportant part in the overall security
posture by reducing the attack surfaces. This information could cone
in the formof threat feeds such as Botnet and Geol P feeds usually
froma third party or external service

There are multiple nanaged objects that constitute this category.
This section lists these objects and rel ati onshi p anong t hese

obj ect s.
Fom e e e e oo oo +
| Threat Prevention |
[ RS [ RS +
N
I
e e e e e e e e o e e e e e e e e +
1..n [ 1..n [ 1..n [
[ SR TS + Fommm - - TS + Fommmm oo - TS +
| Threat feed | | Custom | i st | | Malware scan group |
Fom e e T T +

Figure 5: Threat Prevention Di agram
6.1. Threat-Feed

Thi s object represents a threat feed such as Botnet servers and
CGeol P

The Threat-Feed object SHALL have the follow ng infornmation
Nane: This field identifies the name of this object.
Date: Date when this object was created or |ast nodified.

Feed- Type: This field identifies whether a feed type is IP
addr ess- based or URL-based.

Feed-Server: This field identifies the information about the feed
provider, it may be an external service or |ocal server.

Feed-Priority: This field represents the feed priority level to

resolve conflict if there are nultiple feed sources; the
valid range may be 0 to 9.
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6.2. CustomlList
This object represents a customlist created for the purpose of
defining exception to threat feeds. An organization may want to
all ow a certain exception to threat feeds obtained froma third party
The Custom List object SHALL have the follow ng information:
Nane: This field identifies the name of this object.

Date: Date when this object was created or |ast nodified.

List-Type: This field identifies whether the list typeis IP
addr ess- based or URL-based.

List-Property: This field identifies the attributes of the Iist
property, e.g., Blacklist or Witelist.

List-Content: This field contains contents such as | P addresses
or URL nanes.

6.3. Ml war e- Scan- G oup

Thi s object represents informati on needed to detect malware. This

i nformati on could cone froma |ocal server or uploaded periodically

froma third party.

The Mal war e- Scan- Group obj ect SHALL have the followi ng information
Nane: This field identifies the name of this object.
Date: Date when this object was created or |ast nodified.
Signature-Server: This field contains infornmation about the

server from where signatures can be downl oaded periodically

as updat es becone avail abl e.

File-Types: This field contains a list of file types needed to be
scanned for the virus.

Mal war e- Si gnatures: This field contains a list of nmalware
signatures or hash val ues.

7. Information Mddel for Telenetry Data
Tel emetry provides System Adnin with the visibility of the network

activities which can be tapped for further security analytics, e.qg.
detecting potential vulnerabilities, malicious activities, etc.
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7.1. Telenetry-Data
This object contains information collected for telemetry.
The Tel enetry-Data object SHALL have the follow ng information:
Nanme: This field identifies the name of this object.
Date: Date when this object was created or |ast nodified.

Log-Data: This field identifies whether Log data need to be
col | ect ed.

Syslog-Data This field identifies whether Syslog data need to be
col | ect ed.

SNVP-Data: This field identifies whether SNVWP traps and al arm
data need to be collected.

sFl ow- Record: This field identifies whether sFl ow records need to
be coll ect ed.

Net Fl ow- Record: This field identifies whether NetFl ow record need
to be coll ected.

NSF-Stats: This field identifies whether statistics need to be
coll ected from an NSF.

7.2. Tel enetry-Source

Thi s object contains information related to telenetry source. The
source woul d be an NSF in the network.

The Tel enetry-Source object SHALL have the follow ng infornmation
Nane: This field identifies the name of this object.
Date: Date when this object was created or |ast nodified.
Source-Type: This field contains the type of the NSF telenetry
source: "NETWORK- NSF', "FI REWALL- NSF", "I DS-NSF", "IPS-
NSF", " PROXY-NSF or " OTHER- NSF".
NSF- Source: This field contains information such as | P address

and protocol (UDP or TCP) port nunber of the NSF providing
telenetry data.
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NSF- Credentials: This field contains a username and a password

used to authenticate the NSF.

Col lection-Interval: This field contains time in mlliseconds
bet ween each data collection. For exanple, a val ue of
5,000 neans data is streaned to collector every 5 seconds

Val ue of 0 neans data streaning is event-based

Col | ection-Method: This field contains a nethod of collection

whet her it is PUSH based or PULL-based.

Heartbeat-Interval: This field contains tine in seconds when the

source nust send tel enmetry heartbeat.

QS-Marking: This field contains a DSCP val ue source marked on

its generated telenetry packets.

7.3. Telenetry-Destination

This object contains information related to telenmetry destination
The destination is usually a collector which is either a part of

Security Controller or external system such as S| EM

The Tel enetry-Destinati on object SHALL have the foll ow ng

i nformati on:

Nane: This field identifies the name of this object.

Date: Date when this object was created or |ast nodified.

Col l ector-Source: This field contains the information such as |IP
address and protocol (UDP or TCP) port nunber for the

collector’s destination.

Coll ector-Credentials: This field contains a usernane and a

password provi ded by the collector.

Dat a- Encoding: This field contains the telenetry data encodi ng,

which could in the formof a schenn.

Dat a- Transport: This field contains streaning telenetry data
protocol s: whether it is gRPC, protocol buffer over UDP

etc.

Kumar, et al. Expi res January 18, 2019

[ Page 20]



Internet-Draft Consuner-Facing Interface |Information Model July 2018

8. Rol e-Based Acess Control (RBAC)

Rol e- Based Access Control (RBAC) provides a powerful and centralized
control within a network. It is a policy neutral access contro
mechani sm defi ned around roles and privileges. The conponents of
RBAC, such as rol e-pernissions, user-role and role-role

rel ati onships, nake it sinple to performuser assignments.

| User 1 + (has nany)

I I\

Fommmmm e eaaaa + \ B T T pe e, + e +
U | (has many) | ]

--->+ List of roles +----------- >+ Perm ssi ons

R R + 0 | | |

| | / . + Fomm e e +

| User n +/

| | (has many)

B T +

Fi gure 6: RBAC Di agram

As shown in Figure 6, a role represents a collection of pernissions
(e.g., accessing a file server or other particular resources). A
role may be assigned to one or nultiple users. Both roles and

perm ssions can be organized in a hirarchy. A role may consists of
other roles and perm ssions.

Following are the steps required to build RBAC

1. Defining rol es and permi ssions.

2. Establ i shing rel ati ons anong rol es and permn ssions.
3. Defi ni ng users.

4. Associating rules with rol es and perm ssi ons.

5. assigning roles to users.

9. Security Considerations

An information nodel provides a nechanismto protect Consuner-Facing
Interface between System Admin (i.e., |12NSF User) and Security
Controller. One of the specified nmechani sm nust be used to protect
an Enterprise network, data and all resources from external attacks.
This informati on nodel mandates that the interface nmust have proper
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10.

11.

12.

13.

aut henti cation and authorization with Rol e-Based Access Controls to
address the nmulti-tenancy requirenment. The docunent does not mandate
that a particul ar mechani sm shoul d be used because a different

organi zation nmay have different needs based on their depl oynent.

| ANA Consi der ati ons

This docunment requires no | ANA actions. RFC Editor: Please renove
this section before publication
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The foll owi ng changes have been nade fromdraft-kumar-i2nsf-client-

facing-interface-i mO06:

0o In Section 1, Figure 1 is added to show a diagram for a high-Ileve

abstraction of Consumner-Facing Interface.
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