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1. Introduction

Thi s docunent provides a YANG [ RFC6020] data nodel that defines the
requi red data for the Consuner-Facing Interface between an Interface
to Network Security Functions (I2NSF) User and Security Controller in
an | 2NSF system [i 2nsf-framework] in a Network Functions
Virtualization (NFV) environnment. The data nodel is required for
enabling different users of a given |I2NSF systemto define, nanage
and nonitor security policies for specific flows within an

admi ni strative domain. This document defines a YANG data nodel based
on the informati on nodel of |2NSF Consuner-Facing Interface
[client-facing-inf-iny.

Data nodels are defined at a | ower |evel of abstraction and provide

many details. They provide details about the inplenentation of a
protocol's specification, e.g., rules that explain howto nmap nanaged
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objects onto |l ower-|level protocol constructs. Since conceptua
nmodel s can be inplenmented in different ways, multiple data nodels can
be derived by a single information nodel

The efficient and flexible provisioning of network functions by NFV
|l eads to a rapid advance in the network industry. As practica
applications, network security functions (NSFs), such as firewall,

i ntrusion detection system (IDS)/intrusion protection system (1PS)
and attack mitigation, can also be provided as virtual network
functions (VNF) in the NFV system By the efficient virtua

technol ogy, these VNFs might be autonatically provisioned and
dynanmically nigrated based on real-tinme security requirenents. This
docunent presents a YANG data nodel to inplenment security functions
based on NFV.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC3444].

3. Term nol ogy

Thi s docunment uses the term nol ogy described in
[i2nsf-terminology][client-facing-inf-inj[client-facing-inf-req].

4. Data Modeling for Consuner-Facing Interface

The main objective of this data nodel is to fully transformthe
information nodel [client-facing-inf-im into a YANG data nodel that
can be used for delivering control and managenent nessages via the
Consuner - Faci ng I nterface between an | 2NSF User and Security
Controller for the | 2NSF User’s high-level security policies.

The senantics of the data nodel nust be aligned with the infornmation
nmodel of the Consuner-Facing Interface. The transformation of the

i nformati on nodel was perforned so that this YANG data nodel can
facilitate the efficient delivery of the control or managenent
nmessages.

This data nodel is designed to support the |I2NSF framework that can
be extended according to the security needs. In other words, the
nodel design is independent of the content and neaning of specific
policies as well as the inplementation approach. This docunent
suggests a Vol P/ VOLTE security service as a use case for policy rule
gener ati on.

nmodul e; ietf-i2nsf-cf-interface
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| +--rw nanme? string
| +--rw date? yang: dat e-and-ti ne
| +--rwlogs? bool ean
| +--rw syslogs? bool ean
|  +--rw snnmp? bool ean
|  +--rw sflow? bool ean
|  +--rw netflow? bool ean
| +--rwinterface-stats? bool ean
+--rw tel emetry-source* [tel emetry-source-id]
| +--rwtelenmetry-source-id ui nt 16
|  +--rw name? string
| +--rw date? yang: dat e-and-ti ne
| +--rw source-type? string
| +--rw nsf-access-paraneters? string
| +--rw nsf-access-credential s? string
| +--rwcollection-interval? ui nt 16
| +--rw collection-nethod? enurer ation
| +--rw heartbeat-interval? ui nt 16
| +--rw gos-marking? ui nt8
+--rw telemetry-destination* [tel emetry-destination-id]
+--rw telemetry-destination-id uint16
+--rw nane? string
+--rw date? yang: dat e-and-ti ne
+--rw col l ector-state? string
+--rw col |l ector-credential s? string
+--rw col | ect or-source? string
+--rw dat a- encodi ng? string
+--rw data-transport? string

Figure 1: Ceneric Data Mddel for cf Interface
5.  YANG Data Mdel for Consuner-Facing Interface
This section describes a YANG data nodel for Consuner-Facing
Interface, based on the information nodel of Consuner-Facing

Interface to security controller [client-facing-inf-inj.

<CODE BEG NS> file "ietf-i2nsf-cf-interface.yang"
modul e ietf-i2nsf-cf-interface {

namespace
"urn:ietf:parans: xm :ns:yang:ietf-i2nsf-cf-interface";
prefix

cf-interface;

i mport ietf-yang-types{
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prefix yang;

}

organi zati on
"I ETF I 2NSF (I nterface to Network Security Functions)
Wor ki ng Group”;

cont act
"WG Web: <http://tools.ietf.org/wg/i2nsf>
WG List: <mailto:i2nsf@etf.org>

WG Chair: Adrian Farre
<mai | t o: Adr ai n@I| ddog. co. uk>

WG Chai r: Linda Dunbar
<mai | t o: Li nda. duhbar @wuawei . con»

Editor: Jaehoon Paul Jeong
<mai | t o: paul j eong@kku. edu>";

description
"This nodul e defines a YANG data nodul e for consuner-facing
interface to security controller.";

revision "2017-11-14"{
description "Fifth revision";
ref erence
"draft-kumar-i2nsf-client-facing-interface-imo04";

}

/| &G oupi ngs
contai ner ietf-i2nsf-consuner-facing-interface {
description
"grouping Policy";
container policy {
description
"This object is a policy instance to have
compl ete information such as where and when
a policy need to be applied.";

list rule {
key "rule-id";
leaf rule-id {
type uint 16;

description
"This is IDfor rules.”;

}

description
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"This is a container for rules.";
| eaf nane {
type string;
description
"This field idenfifies the name of this object.";

}

| eaf date {
type yang: dat e-and-ti ne;
description
"Date this object was created or |ast
nodi fi ed";

}

list event {
key "event-id";
description
"This represents the security event of a
policy-rule.";
| eaf event-id {
type string;
mandat ory true
description
"This represents the event-id."

| eaf nane {
type string;
description
"This field idenfifies the name of this object.";
}
| eaf date {
type yang: dat e-and-ti ne;
description
"Date this object was created or |ast
nodi fi ed";

| eaf event-type {
type string;
description
"This field identifies the event of
policy enforcenment trigger type.";

list tinme-information {
key "tinme-information-id";
| eaf tinme-information-id{
type string;
description
"thisis atine information id.";
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}

| eaf start-time {
type yang: dat e-and-ti ne;
description
"start time information.";

| eaf end-tine {
type yang: dat e-and-ti ne;
description
"end time information.";
}
description
"This field contains tinme cal endar such as
BEA N-TI ME and END-TI ME for one tine
enforcenment or recurring tinme cal endar for
peri odi c enforcenent.";

| eaf event-nmap-group {
type string;
description
"This field contains security events or threat
map in order to determ ne when a policy need
to be activated. This is a reference to
Evnet - Map- G oup. ";

| eaf enable {
type bool ean;
description
"This determ nes whet her the condition
mat ches the security event or not.";

}

list condition {
key "condition-id";
description
"This represents the condition of a
policy-rule.";
| eaf condition-id {
type string;
description
"This represents the condition-id.";

| eaf source {
type string;

description

"This field identifies the source of
the traffic. This could be reference to
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ei ther ' Policy Endpoint G oup’ or
"Threat-Feed or 'CustomlList’ if Security
Admin wants to specify the source; otherw se
the default is to natch all traffic.";
}
| eaf destination {
type string;

description
"This field identifies the source of
the traffic. This could be reference to
either ’'Policy Endpoint G oup’ or
"Threat-Feed’ or 'CustomlList’ if Security
Adm n wants to specify the source; otherw se
the default is to match all traffic.”
}
| eaf match {
type bool ean;
description
"This field identifies the match criteria used to
eval uate whet her the specified action need to be
taken or not. This could be either a Policy-
Endpoi nt-Goup identifying a Application set or a
set of traffic rules.”;

| eaf match-direction {
type enuneration{
enum one-di recti on{
val ue 0;
description
"one direction traffic.";

enum bot h-di recti on{
val ue 1;
description
"both direction traffic.";
}
}
description
"This field identifies if the match criteria is
to evaluated for both direction of the traffic or
only in one direction with default of allowing in
the other direction for stateful match conditions.
This is optional and by default rule should apply
in both directions.”
}
| eaf exception {
type string;
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description
"This field identifies the exception
consi deration when a rule is evaluated for a
gi ven comunication. This could be reference to
Pol i cy- Endpoi nt - Group object or set of traffic
mat ching criteria.";

}

st policy-action {
key "policy-action-id";
| eaf policy-action-id {
type string;
mandat ory true
description
"this represents the policy-action-id."
}
description
"This object represents actions that a
Security Admin wants to perform based on
a certain traffic class.";
| eaf nane {
type string;
description
"The name of the policy-action object.";
}

| eaf date {
type yang: date-and-ti ne;
description
"When the object was created or |ast
nodi fied.";

}

| eaf primary-action {
type enuneration{
enum permt{
val ue 0;
description
"permt.";

enum deny({

val ue 1;
description
"deny.";

}
enumrate-limt{
val ue 2;
description

2017
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"rate-limt.";

enumtraffic-cl ass{
val ue 3;
description
"traffic-class.";

enum aut henti cat e- sessi on{
val ue 4;

description

"aut henti cat e- sessi on";
}

enum i ps{

val ue 5;

description

"ips.";

}

enum app-firewal | {

val ue 6;

description
"app-firewal I .";

}

description
"This field identifies the action when a rule
is matched by NSF. The action could be one of
"PERM T', 'DENY', 'RATE-LIM T, ' TRAFFI G CLASS
" AUTHENTI CATE- SESSI ON', ' I PS, ' APP-FI REWALL', etc."
}

| eaf secondary-action {
type enuneration{

enum | og{
val ue 0;
description
"log.";
}
enum sysl og{
val ue 1;
description
"syslog.";
}
enum sessi on- 1 og{
val ue 2;
description
"session-log.";

}
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description
"This field identifies additional actions if
arule is matched. This could be one of 'LOG,
"SYSLOG, 'SESSION-LOG, etc.”;

| eaf owner {
type string;
description
"This field defines the owner of this
policy. Only the owner is authorized to
nmodi fy the contents of the policy.";
}
}
}

contai ner nulti-tenancy {
description
"The descriptions of multi-tenancy."

list policy-domain {
key "policy-domain-id";
| eaf policy-domain-id {
type uint 16;
description
"This represents the list of domains.”
}

description
"this represent the list of policy domains";
| eaf nane {
type string;
mandat ory true;
description
"Narme of the organization or custoner representing
this domain.";

}

| eaf address {

type string;

description
"address of an organi zation or custoner.";

}

| eaf contact {
type string;
mandat ory true
description
"contact information of the organization
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or custoner.";

}

| eaf date {
type yang: date-and-ti ne;
mandat ory true
description
"The date when this account was created
or last nodified.";

}

| eaf authentication-nethod {
type string;
mandat ory true;
description
"The description of authentication nethod,
t oken- based, password, certificate,
si ngl e-si gn-on";
}
}

list policy-tenant {
key "policy-tenant-id";
| eaf policy-tenant-id {
type uint 16;
description
"The policy tenant id."
}

description
"This represents the list of tenants";
| eaf nane {
type string;
mandat ory true
description
"Narme of the Departnent or Division within
an organi zation.";

}

| eaf date {
type yang: date-and-ti ne;
mandat ory true
description
"Date this account was created or last nodified.";

}

| eaf domain {
type string;
mandat ory true
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description

"This field identifies the domain to which this
tenant belongs. This should be reference to a
"Policy-Domain’ object.";

}
}
list policy-role {
key "policy-role-id";
| eaf policy-role-id {
type uint 16;
mandat ory true
description
"This defines a set of perm ssions assigned
to a user in an organization that want to manage
its own Security Policies.";
}
description
"This represents the list of policy roles.”
| eaf nane {
type string;
mandat ory true
description
"This field identifies name of the role.";
}
| eaf date {
type yang: date-and-ti ne;
mandat ory true
description
"Date this role was created or last nodified.";
}
| eaf access-profile {
type string;
mandat ory true
description
"This field identifies the access profile for the
role. The profile grants or denies access to policy
objects. Miltiple access profiles can be
concat enat ed together.";
}
}
list policy-user {
key "policy-user-id";
| eaf policy-user-id {
type uint 16;
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description

"This represents the policy-user-id.";
}
description
"This represents the list of policy users."
| eaf nane {

type string;

mandat ory true;

description

"The name of a user.";

}

| eaf date {
type yang: dat e-and-ti ne;
mandat ory true
description
"Date this user was created or |ast nodified"
}

| eaf password {
type string;
mandat ory true
description
"User password for basic authentication"
}

| eaf email {
type string;
mandat ory true
description
"The emai|l account of a user";

}

| eaf scope-type {
type string;
description
"identifies whether a user has donai n-w de
or tenant-w de privil eges”;

}

| eaf scope-reference {
type string;
description
"This references policy-domain or policy-tenant
to identify the scope.”;

}

| eaf role {
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type string;
mandat ory true;
description
"This references policy-role to define specific
per m ssi ons";
}
}

list policy-ngnt-auth-nmethod {
key "policy-ngnt-aut h- net hod-id";
| eaf policy-ngnt-auth-nmethod-id {
type uint 16;
description
"This represents the authentication nmethod id."
}

description
"The descriptions of policy nanagenent
aut henti cati on net hods.";
| eaf nane {
type string;
mandat ory true
description
"name of the authentication nmethod";

}

| eaf date {
type yang: dat e-and-ti ne;
mandat ory true
description
"date when the authentication nethod
was created";

}
| eaf authentication-nethod {
type string;
mandat ory true
description
"The description of authentication nethod,
t oken- based, password, certificate,
si ngl e-si gn-on";
}

| eaf mutual -authentication {
type bool ean;
mandat ory true
description
"To identify whether the authentication
is nutual";
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}

| eaf token-server {
type string;
mandat ory true
description
"The token-server information if the
aut hentication nethod is token-based";

}

| eaf certificate-server {
type string;
mandat ory true
description
"The certificate-server information if
the authentication nethod is certificate-based"”

}

| eaf single-sing-on-server {
type string;
mandat ory true
description
"The singl e-sign-on-server informtion
if the authentication nmethod is
si ngl e- si gn- on- based"
}
}
}

cont ai ner end-group {
description
"Alogical entity in their business
environment, where a security policy
is to be applied.”;

i st neta-data-source {
key "neta-data-source-id";
| eaf neta-data-source-id {
type uint 16;
mandat ory true
description
"This represents the neta-data source id.";
}
description
"This represents the neta-data source.”
| eaf nane {
type string;
mandat ory true
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description
"This identifies the name of the
met a- dat as-ource. ";

| eaf date {
type yang: date-and-ti ne;
mandat ory true
description
"This identifies the date this object was
created or last nodified.";

}

| eaf tag-type {
type bool ean;
description
"This identifies the group type; user group
app group or device group.";

| eaf tag-server-information {
type string;
description
"The description of suthentication nethod,
t oken- based, password, certificate,
si ngl e-si gn-on";
}
| eaf tag-application-protocol {
type string;
description
"This filed identifies the protocol e.g. LDAP
Active Directory, or CNVDB';

| eaf tag-server-credential {
type string;
description
"This field identifies the credential
i nformati on needed to access the tag server”;
}
}

Iist user-group{
key "user-group-id";
| eaf user-group-id {
type uint 16;
mandat ory true
description
"This represents the the user group id.";
}
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description
"This represents the user group.”
| eaf nane {
type string;
description
"This field identifies the name of user-group.";

}

| eaf date {
type yang: date-and-ti ne;
description
"when this user-group was created or |ast nodified.";
}
| eaf group-type {
type string;
description
"This describes the group type; User-tag,
User-nanme or | P-address.";

}

| eaf neta-data-server {
type string;
description
"This references netadata source"

}

| eaf group-nmenber {
type string;
description
"This describes the user-tag infornation”

}

| eaf risk-level {
type uint 16;
description
"This represents the threat level; valid range
may be 0 to 9.";
}
}

Iist device-group{
key "devi ce-group-id";
| eaf device-group-id {
type uint 16;
description
"This represents a device group id."
}

description
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"This represents a device group."”
| eaf nane {
type string;
description
"This field identifies the name of
a devi ce-group.";

| eaf date {
type yang: dat e-and-ti ne;
description
"The date when this group was create or
last nodified.";

}
| eaf group-type {
type string;
description
"This describes the group type; device-tag,
devi ce-nanme or | P-address.";
}
| eaf meta-data-server {
type string;
description
"Thi s references neta-data-source
obj ect.";
}
| eaf group-nmenber {
type string;
description
"Thi s describes the device-tag, device-nanme or
| P-address information";
}
| eaf risk-level {
type uint 16;
description
"This represents the threat |evel; valid range
may be 0 to 9.";
}

}

I'ist application-group{
key "application-group-id"
| eaf application-group-id {
type uint 16;
description
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"This represents an application group id.";
}
description
"This represents an application group.";
| eaf nane {
type string;
description
"This field identifies the nane of
an application group”;

| eaf date {
type yang: dat e-and-ti ne;
description
"The date when this group was created or
| ast nodified.";

}
| eaf group-type {
type string;
description
"This identifies the group type;
application-tag, application-nane or
| P-address. ";
}
| eaf neta-data-server {
type string;
description
"This references neta-data-source
obj ect.";
}
| eaf group-nenber {
type string;

description
"Thi s describes the application-tag,
application-nane or |P-address information";

| eaf risk-level {
type uint 16;
description
"This represents the threat |evel; valid range
may be 0 to 9.";

Jeong, et al. Expires May 18, 2018 [ Page 23]



Internet-Draft Consuner-Facing Interface YANG Data Mbdel Novenber 2017

list l|ocation-group{
key "l ocation-group-id";
| eaf | ocation-group-id {
type uint 16;
description
"This represents a location group id.";
}
description
"This represents a | ocation group.”
| eaf nane {
type string;
description
"This field identifies the name of
a |l ocation group";

}

| eaf date {
type yang: dat e-and-ti ne;
description
"The date when this group was created or
| ast nodified.";

}

| eaf group-type {
type string;
description
"This identifies the group type;
| ocation-tag, |ocation-nane or
| P-address.";

}

| eaf neta-data-server {
type string;
description
"This references neta-data-source
obj ect.";

}

| eaf group-nenber {
type string;
description
"This describes the location-tag,
| ocati on-nane or |P-address information";

}

| eaf risk-level {
type uint 16;
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description
"This represents the threat |evel; valid range
may be 0 to 9.";

}

container threat-feed {
description
"this describes the list of threat-feed.";

list threat-feed {
key "threat-feed-id";
| eaf threat-feed-id {
type uint 16;
mandat ory true
description
"This represents the threat-feed-id.";
}

description
"This represents the threat feed within the
threat-prevention-list.";
| eaf nane {
type string;
description
"Name of the theat feed.”

}

| eaf date {
type yang: date-and-ti ne;
description
"when the threat-feed was created.";

}

| eaf feed-type {
type enuneration {
enum unknown {
description
"feed-type is unknown.";

enum i p- address {
description
"feed-type is | P address.";
}
enum url {
description
"feed-type is URL.";
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}

mandat ory true;

description
"This determ ned whether the feed-type is | P address
based or URL based.";

}

| eaf feed-server {
type string;
description
"this contains threat feed server information.";
}

| eaf feed-priority {
type uint 16;
description
"this describes the priority of the threat from
0 to 5 where 0 neans the threat is mininumand
5 meani ng the maxi mum";

}

list customlist {

key "customlist-id";
| eaf customlist-id {
type uint 16;
description
"this describes the customlist-id.";
}
description
"this describes the threat-prevention customlist."”
| eaf nane {

type string;

description

"Name of the customlist."”;

}

| eaf date {
type yang: dat e-and-ti ne;
description
"when the customlist was created."
}

leaf list-type {
type enuneration {
enum unknown {
description
"list-type i s unknown.";
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}

enum i p- address {
description
"list-type is | P address.";
}
enum nac- addr ess {
description
"list-type is MAC address.";

enumurl {
description
"list-type is URL.";
}

mandat ory true

description
"This determ ned whether the feed-type is | P address
based or URL based.";

}

| eaf list-property {
type enuneration {
enum unknown {
description
"list-property is unknown.";

enum bl ackli st {
description
"list-property is blacklist.";
}
enum whi telist {
description
"list-property is whitelist.";
}

mandat ory true

description
"This determ ned whether the list-type is blacklist
or whitelist.";

}

| eaf list-content {
type string;
description
"This describes the contents of the customlist."”

}

Iist malware-scan-group {
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Jeong,

}

key "mal war e- scan-group-id";
| eaf mal war e-scan-group-id {
type uint 16;
mandat ory true
description
"This is the nal ware-scan-group-id."
}
description
"This represents the mal ware-scan-group.”
| eaf nane {

type string;

description

"Name of the mal ware-scan-group.";

}
| eaf date {
type yang: date-and-ti ne;
description
"when the mal war e-scan-group was created.";
}
| eaf signature-server {
type string;
description
"This describes the signature server of the
mal war e- scan- group. ";
}
| eaf file-types {
type string;
description
"This contains a list of file types needed to
be scanned for the virus."
}
| eaf mal war e-signatures {
type string;
description
"This contains a list of malware signatures or hash
}

list event-map-group {

et al.

key "event-map-group-id";
| eaf event-map-group-id {
type uint 16;

mandat ory true
description

2017
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"This is the event-map-group-id."

}

description

"This represents the event map group."”

| eaf nane {
type string;
description
"Name of the event-map."
}

| eaf date {
type yang: dat e-and-ti ne;
description
"when the event-map was created.”
}

| eaf security-events {
type string;
description
"This contains a list of security events.”
}

| eaf threat-map {
type string;
description
"This contains a |ist of threat |evels."
}

}
}

container telenetry-data {
description
"Tel enetry provides visibility into the network
activities which can be tapped for further
security analytics, e.g., detecting potential
vul nerabilities, malicious activities, etc.";

ist telemetry-data {

key "telenetry-data-id";

| eaf telenetry-data-id {

type uint 16;

mandat ory true

description

"This is ID for telemetry-data-id.";
}

description

"This is ID for telenetry-data.";
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| eaf nane {
type string;
description
"Narme of the tel enetry-data object."”;
}

| eaf date {
type yang: dat e-and-ti ne;
description
"This field states when the tel enery-data
obj ect was created.";

}

| eaf logs {
type bool ean;
description
"This field identifies whether |ogs
need to be collected.”;

}

| eaf syslogs {
type bool ean;
description
"This field identifies whether System | ogs
need to be collected.”;

}

| eaf snnp {
type bool ean;
description
"This field identifies whether 'SNW traps’ and
"SNWP al arms’ need to be collected.”;

}

| eaf sflow {
type bool ean;
description
"This field identifies whether 'sFlow data
need to be collected.”;

}

| eaf netflow {
type bool ean;
description
"This field identifies whether 'NetFl ow data
need to be collected.”;
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| eaf interface-stats {
type bool ean;
description
"This field identifies whether 'Interface’ data
such as packet bytes and counts need to be
collected. ";
}
}

list telenetry-source {

key "tel enetry-source-id";
| eaf telenmetry-source-id {
type uint 16;
mandat ory true;
description
"This is ID for telemetry-source-id.";
}
description
"This is ID for telemetry-source.";
| eaf nane {

type string;

description

"This identifies the name of this object.";

}

| eaf date {
type yang: dat e-and-ti ne;
description
"Date this object was created or |ast nodified"
}

| eaf source-type {

type string;

description
"This shoul d have one of the follow ng type of
the NSF telenmetry source: NETWORK- NSF,
FI REWALL- NSF, | DS- NSF, | PS- NSF,
PROXY- NSF, VPN-NSF, DNS, ACTI VE- DI RECTORY
I P Reputation Authority, Wb Reputation
Aut hority, Anti-Mlware Sandbox, Honey Pot,
DHCP, O her Third Party, ENDPO NT";

}

| eaf nsf-access-paraneters {
type string;
description
"This field contains information such as
| P address and protocol (UDP or TCP) port
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number of the NSF providing telemetry data."”

}
| eaf nsf-access-credentials {
type string;
description
"This field contains usernane and password
to authenticate with the NSF.";
}
| eaf collection-interval {
type uint 16;
units seconds;
default 5000;
description
"This field contains time in mlliseconds
bet ween each data coll ection. For exanple,
a value of 5000 neans data is streaned to
coll ector every 5 seconds. Value of 0 neans
data stream ng i s event-based";
}

| eaf collection-nethod {
type enuneration {
enum unknown {
description
"col l ection-nethod i s unknown."

enum push-based {
description
“col l ection-nmethod i s PUSH based. ";

enum pul | - based {
description
"col l ection-nethod is PULL-based."
}
}

description

"This field contains a method of collection

i.e., whether it is PUSH based or PULL-based."
}

| eaf heartbeat-interval ({
type uint 16;
units seconds;
description
"time in seconds the source sends tel enetry
heartbeat.";
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}

| eaf qos-marking {
type uint8;
description
"DSCP val ue nust be contained in this field."
}
}
list telenetry-destination {
key "tel emetry-destination-id";
| eaf telenetry-destination-id {
type uint 16;
description
"this represents the telenetry-destination-id";
}
description
"This object contains information related to
telemetry destination. The destination is
usually a collector which is either a part of
Security Controller or external system
such as Security Information and Event
Managenment (SIEM.";

| eaf nane {
type string;
description
"This identifies the name of this object.”
}

| eaf date {
type yang: dat e-and-ti ne;
description
"Date this object was created or |ast
nodi fi ed";

}

| eaf collector-state {
type string;
description
"Thi s describes collector state information.";
}

| eaf collector-credentials {
type string;
description
"i This field contains the usernane and
password for the collector.";
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| eaf collector-source {
type string;
description
"This field contains information such as
| P address and protocol (UDP or TCP) port
nunber for the collector’s destination.";

}

| eaf data-encoding {
type string;
description
"This field contains the telenetry data encodi ng
in the formof schena.";

}

| eaf data-transport {
type string;
description
"This field contains streanming telenetry data
protocols. This could be gRPC, protoco
buffer over UDP, etc.";

}
}
}
}
}

}
<CODE ENDS>
Figure 2: YANG for cf_interface
6. Security Considerations

The data nodel for the | 2NSF Consuner-Facing Interface is derived
fromthe | 2NSF Consuner-Facing Interface |Information Mde
[client-facing-inf-in], so the sanme security considerations with the
i nformati on nodel should be included in this docunent. The data
nodel needs to support a nechanismto protect Consuner-Facing
Interface to Security Controller
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Appendi x A.  Changes fromdraft-jeong-i2nsf-consumer-facing-interface-
dm 04

The followi ng changes have been nade fromdraft-jeong-i2nsf-consuner-
facing-interface-dm 04:

0 Sections 4 and 5 have been revised to produce a data tree nodel
and YANG data nodel according to the information nodel and Event -
Condi tion-Action (ECA) based policy generation as suggested in the
nost recent draft about the | 2NSF Consuner-Facing Interface
Information Model [client-facing-inf-im and | 2NSF Franmewor k
[i2nsf-franmework].

o0 The data tree nodel in Appendix B and Yang i n Appendi x C have al so
been nodified for better adoption of ECA based policy generation

0 An exanple XM. fornmat output has been nodified in Appendix D for
Vol P service policy based on Yang in Appendix C

0o Overall editorial errors have been corrected.

Appendi x B. Use Case: Policy Instance Exanple for Vol P/ VOLTE Security
Servi ces

A common scenario for Vol P/VOLTE policy enforcenent could be that a
malicious call is nmade to a benign user of any tel ecomunication
company. For exanple, imagine a case wherea conpany "A" enploys a
hacker with a malicious attenpt to hack a user’s phone with mal ware.
The conpany "A" is located in a country, such as Africa, and uses the
user’s hacked phone to call the conpany. The hacked user is unaware
of the conmpany "A" so conplains about the international call that was
made to the conpany "B", which is the user’s tel ecomunications
company. The conpany "A" charges the conpany "B' for the
international call. The conpany "B" cannot charge the user for the
call, and has no choice but to pay the conpany "A". The follow ng
shows the exanple data tree nodel for the Vol P/VOLTE services

Mul ti-tenancy, endpoint groups, threat prevention, and telenetry data
components are general part of the tree nodel, so we can just nodify
the policy instance in order to generate and enforce high-|eve
policies. The policy-calendar can act as a scheduler to set the star
and end tinme to block calls which uses suspicious ids, or calls from
ot her countries.
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ietf-i2nsf-cf-interface-voip

+--rwietf-i2nsf-consuner-facing-interface
+--rw policy-voip
+--rw rul e-voi p* [rul e-voi p-id]

rfacel

rfacel

rfacel/

+- -
+- -
+- -
+- -

—_—
1
1

—_—_
1
1

+- -

rw rul e-voi p-id*
rw name?
rw dat e?
rw event* [event-id]
+--rw event-id
+--rw nane?
+--rw dat e?
+--rw event-type?
+--rw tine-information?
+-- start-tine
+-- end-tine
+--rw event - map- group?

+--rw enabl e?

ui nt 16
string
yang: dat e-and-ti ne

string
string
yang: dat e-and-ti ne
string

yang: dat e-and-ti ne
yang: dat e- and-ti ne;
-> [ietf-i2nsf-consuner-facing-inte

threat-prevention/threat-feed/
threat-feed-id
bool ean

rw condition* [condition-id]

+--rw condition-id
+--rw source-caller?

+--rw destination-call ee?

+--rw mat ch?

+--rw match-direction?
+--rw exception?

rw action* [action-id]
+--rw action-id

+--rw nane?

+--rw date?

+--rw primary-action?
+--rw secondary-action?
rw precedence?

+--rw owner?

string
-> [ietf-i2nsf-consuner-facing-inte

t hreat - prevention/customlist/
customlist-id
-> [ietf-i2nsf-consumer-facing-inte

end- gr oup/ user - group/
user-group-id

bool ean

enum

string

string

string

yang: dat e-and-ti ne
enum

enum

uint8

string

Figure 3: Policy Instance Exanple for Vol P/ VOLTE Security Services
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Appendi x C. Policy Instance YANG Exanpl e for Vol P/ VOLTE Security
Servi ces

The followi ng YANG data nodel is a policy instance for Vol P/ VoLTE
security services. The policy-calendar can act as a scheduler to set
the start time and end time to block nmalicious calls which use
suspicious IDs, or calls fromother countries.

<CODE BEG NS> file "ietf-i2nsf-cf-interface-voip.yang"

container ietf-i2nsf-consuner-facing-interface {

description

"grouping Policy-VolP";

cont ai ner policy-voip {

description

"This object is a policy instance to have
conmpl ete information such as where and when
a policy need to be applied.";

list rule-voip {

key "rul e-voip-id";
leaf-list rule-voip-id {
type uint 16;
mandat ory true
description
"This is ID for rules.”;
}
description
"This is a container for rules.";
| eaf nane {

type string;

description

"This field idenfifies the name of this object.";

}

eaf date {
type yang: dat e-and-ti ne;
description
"Date this object was created or |ast
nodi fi ed";

}

i st event {

key "event-id";

description

"This represents the security event of a
policy-rule.";
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| eaf event-id {
type string;
mandat ory true
description
"This represents the event-id."

| eaf nane {
type string;
description
"This field idenfifies the name of this object.";

| eaf date {
type yang: dat e-and-ti ne;
description
"Date this object was created or |ast
nodi fi ed";

| eaf event-type {
type string;
description
"This field identifies the event event type

}
list tine-information {
key "tine-information-id";
| eaf start-time {
type yang: dat e-and-ti ne;
description
"start tinme information.";
}
| eaf end-tine {
type yang: dat e-and-ti ne;
description
"end tinme information.";
description
"This field contains tine cal endar such as
BEGA N-TI ME and END-TI ME for one tine
enforcenment or recurring tinme cal endar for
peri odic enforcenent.";
}

| eaf event-nmap-group {
type leafref{
path "/ietf-i2nsf-consuner-facing-interface/
threat-prevention/threat-feed/threat-feed-id"
}
description
"This field contains security events or threat
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map in order to determ ne when a policy need
to be activated. This is a reference to
Evnet - Map- G oup. ";

| eaf enable {
type bool ean;
description
"This determ nes whether the condition
mat ches the security event or not.
There can be a negation rule, such that an
action to be applied when there is no event";

}

list condition {
key "condition-id";
description
"This represents the condition of a
policy-rule.";
| eaf condition-id {
type string;
description
"This represents the condition-id.";
}

| eaf source-caller {

type leafref {
path "/ietf-i2nsf-consuner-facing-interface/
threat-prevention/customlist/customlist-id"

}

description
"This field identifies the source of
the traffic. This could be reference to
either ’'Policy Endpoint Goup or
"Threat-Feed’ or ’'CustomlList’ if Security
Adm n wants to specify the source; otherw se
the default is to match all traffic.";

| eaf destination-callee {

type leafref {
path "/ietf-i2nsf-consuner-facing-interface/
end- group/ user - gr oup/ user - group-i d";

}

description
"This field identifies the source of
the traffic. This could be reference to
either ’Policy Endpoint Goup or
"Threat-Feed’ or 'CustomList’ if Security
Admin wants to specify the source; otherw se
the default is to match all traffic.";
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}

| eaf match {
type bool ean;
description
"This field identifies the match criteria used to
eval uate whet her the specified action need to be
taken or not. This could be either a Policy-
Endpoi nt-Goup identifying a Application set or a
set of traffic rules.”;

| eaf match-direction {
type string;
description
"This field identifies if the match criteriais
to evaluated for both direction of the traffic or
only in one direction with default of allowing in
the other direction for stateful match conditions.
This is optional and by default rule should apply
in both directions.";
}
| eaf exception {
type string;
description
"This field identifies the exception
consideration when a rule is evaluated for a
gi ven comunication. This could be reference to
Pol i cy- Endpoi nt - G oup object or set of traffic
matching criteria.";
}
}

list action {
key "action-id";
| eaf action-id {
type string;
mandat ory true
description
"this represents the policy-action-id.";
}
description
"This object represents actions that a
Security Admin wants to perform based on
a certain traffic class.";
| eaf nane {
type string;
description
"The name of the policy-action object.";
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| eaf date {
type yang: dat e-and-ti ne;
description
"When the object was created or |ast
nodi fied.";

}

| eaf primary-action {
type string;
description
"This field identifies the action when a rule
is matched by NSF. The action could be one of
"PERM T', 'DENY', 'RATE-LIMT , ' TRAFFI C- CLASS

" AUTHENTI CATE- SESSION', "I PS, ' APP- Fl REWALL' , etc.”
}
| eaf secondary-action {
type string;

description
"This field identifies additional actions if
arule is matched. This could be one of 'LOG,
"SYSLOG, 'SESSION-LOG, etc.”;

}
}
| eaf precedence {
type uint8;
description
"This field identifies the precedence
assigned to this rule by Security Admin.
This is hel pful in conflict resolution
when two or nore rules match a given
traffic class.";
}

list action {

key "owner-id";

leaflist owner-id {

type string;

mandat ory true

description
"this represents the owner-id.";

}

description
"This field defines the owner of this policy.
Only the owner is authorized to nodify the
contents of the policy.";
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| eaf nane {
type string;
description
"The name of the owner.";
}

| eaf date {
type yang: dat e-and-ti ne;
description
"When the object was created or |ast
nmodi fied.";

<CODE ENDS>
Figure 4: Policy Instance YANG Exanple for Vol P Security Services
Appendi x D. Exanple XM. output for Vol P service

In this section, we present an XM. exanple for Vol P service. Here,
we are going to drop calls conmin froma country with an Ip from
South Africa that is classified as malicious.

<?xm version="1.1" encodi ng="UTF-8"?>
<rpc nmessage-id="1" xm ns="urn:ietf:params: xm :ns: restconf:base: 1. 0">
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<i 2nsf-cf-interface-voi p-req nc:operation="create">
<pol i cy-voi p>
<rul e-voi p>
<rul e-voi p-i d>01</rul e-voi p-i d>
<r ul e-voi p- name>voi p- pol i cy- exanpl e</ rul e-voi p- nane>
<rul e-voi p-dat e>2017. 10. 25/ 20: 30: 32</rul e-voi p-dat e>
<event >
<event -i d>01</event-i d>
<event - nanme>voi p_cal | </ event - nane>
<event - dat e>2017. 10. 25/ 20: 30: 32</ event - dat e>
<event -type>nal i ci ous</ event-type>
<time-information>
<begi n-ti me>22: 00</ begi n-ti ne>
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<end-ti ne>08: 00</ end-ti me>
</time-informtion>
<event - map- gr oup>19</ event - map- gr oup>
<enabl e>Tr ue</ enabl e>
</ event >
<condi ti on>
<condi tion-id>01</condition-id>
<source-cal | er>105. 176. 0. 0</ source-cal | er >
<destination-cal |l ee>192. 168. 171. 35</ desti nati on-cal | ee>
<mat ch-di recti on>def aul t </ mat ch-di recti on>
<exept i on>00</ exepti on>
</ condi ti on>
<acti on>
<action-id>01</action-id>
<acti on- nane>acti on- voi p</ acti on- name>
<acti on-dat e>2017. 10. 25/ 20: 30: 32</ acti on- dat e>
<pri mary-acti on>DENY</ pri mary-action>
<secondary-acti on>LOG</ secondar y-acti on>
</ action>
<pr ecedence>none</ pr ecedence>
<owner >
<owner -i d>01</ owner-i d>
<nane>i 2nsf - adm n</ nane>
</ owner >
</rul e-voi p>
</ pol i cy-voi p>
</i2nsf-cf-interface-voip-reqg>
</ config>
</edit-config>
</rpc>

Figure 5: An XML exanple for Vol P service
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