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Abstr act
Thi s docunent the Yang nodul e for the |2RS epheneral datastore.
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 16, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The 1 2RS architecture [RFC7921] defines the I2RS interface "a
programmatic interface for state transfer in and out of the Internet
routing systenf. The I2RS interface consists of the |2RS epheneral
dynani ¢ datastore popul ated with nodul es which operate within that
epheneral datastore plus a protocol to access this datastore. This
docunent provides the yang for the |2RS epheneral dynanic datastore
as a basic for devel opers who wish to populate it with specific
nmodul es.

The protocol which access the epheneral datastore is an | ETF
management protocol (NETCONF [ RFC6241], RESTCONF [ RFC8040]) which
have been extended in the revised data stores nodul e
([I-D.ietf-netconf-nnda-restconf], [I-D.ietf-netconf-nnda-netconf]).
These basic protocols neet the |2RS requirenments for epheneral state
[ RFC8242] and protocol security [RFC8241].

2. Definitions

2.1. Requirements | anguage
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. 12RS Definitions

The |1 2RS architecture [RFC7921] defines the follow ng:
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3.

epheneral data: i s data which does not persist across a reboot
(software or hardware) or a power on/off condition. Ephenera
data can be configured data or data recorded from operations of
the router. Epheneral configuration data al so has the property
that a systemcannot roll back to a previous epheneral
configuration state. (See [RFC7921] for an architectura
overvi ew, [RFC8242] for requirenents, and
[I-D.ietf-netnod-revi sed-datastores] for discussion of how the
epheneral datastore as a dynamic datastore interacts with intended
configuration datstore, the dynam c configuration protocols, and
control planes datastore to create the applied datastore and
operational state datastore.

Operational Options

The | 2RS epheneral datastore requires the revi sed datastores
([1-D.ietf-netnod-revised-datastores]).

It is suggested that any inplenmentation provide the follow ng
operator options as "knobs" the operator can set:

0 Knobs to determ ne whether |ocal policy or |I2RS has precedence.

o Knob for allowing only secure transport (e.g. TLS) or allow ng
both secure and insecure transport. |nsecure transport can only
support for itenms denoted as "data-not-sensitive" in the nodul e.
The reconmmend default setting for this knob is not allow insecure
transport.

Publ i shi ng non- Secure Data

Non- Secure data may be published froman | 2RS datastream as a stream
of notifications or a set of data read. For exanple, if the routing

system attaches to a web site which is up via nultiple links, the

I 2RS may want to publish the availability or non-availability of such
a web site via a notification stream In this case, the notification
streamin RESTCONF mi ght run over HTTP over TCP instead of HITP over

TLS.

Any data nodul e which uses this feature should undergo additiona
security review to determine that this non-secure stream does not
provide an additional attack surface. Any yang data nodul e bei ng
standardi zed in the | ETF which utilizes non-secure data should be
reviewed by | ETF experts in routing, operations, and security to
determne if the non-secure data provides an acceptable mtigation of
security risks.
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5. Yang for Epheneral Datastore

1. Nane . epheneral

2. YANG nodul es :all (default)

3. YANG statenents : config false + epheneral true

4. How applied : automatic

5. Protocols : NC/ RC (default)

6. YANG Modul e : (see bel ow)
7. Epheneral -capabl e nodul es: (see | ANA registry )
8. illegal features: (features illegal for |I2RS datastore
9. Property :

<CODE BEG@ NS> file "ietf-i2rs-epheneral -ds@017-11-11. yang"
modul e ietf-i2rs-ephemeral -ds {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-i2rs-epheneral -ds";
prefix i2rs;

import ietf-datastores {
prefix ds;

}

import ietf-origin {
prefix or;

}

or gani zati on
"IETF I 2RS (Interface to the Routing System
Wor ki ng Group”;

cont act
"W WB:  <http://tools.ietf.org/wg/i2rs>
W5 List: <mailto:i2rs@etf.org>
Editor: Susan Hares
<mai |l to: shares@dzh. con>

Editor: Alex Cemm
<mai | to: |udw g@l enm org>";

description
"This nodul e defines the |2RS epheneral datastore.
Depl oyed copies will augnment the

Copyright (c) 2017 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns,
wi thout nodification, is pernmitted pursuant to,
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and subject to the license terns contained in,
the Sinplified BSD License set formin

Section 4.c of the I ETF Trust’s Legal Provisions
related to the | ETF documents
(http://trusee.ietf.org/license-info).

This version of this YANG Module is part of
draft-hcwwi 2rs- epheneral - ds- 00. t xt .
See the RFC itself for full |egal notices

Note to RFC Editor: Please replace above reference
to the draft-hcwai 2rs-epheneral -ds- 00. t xt
with RFC unber when published (i.e. RFC xxx)."

revision 2017-11-11 {
description
“initial revision.
Note to RFC ED TOR:
(1) Please replace the following reference with
to draft-hwcc-i 2rs-epheneral -ds with
RFC number whe published (i.e. RFC xxx)";

reference "draft-hcwwi 2rs-epheneral -ds-00.txt";

/1 add datastore identity
identity ds-epheneral {
base ds: dat astore;
description
"The ' ephemeral’ datastore.”
}

/1 add origin identity
identity or-epheneral {
base or:dynanmi c;
description
"Denotes data fromthe epheneral dynamic datastore.”

ext ensi on data-not-sensitive {
argunent "val ue";
description
"This extension indicates that this
read-only data node is not sensitive
and should be allowed to
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access via a non-secure transport.
The value is either true or false.

/!l modul es which can be used this draft are included here
/1 topol ogy drafts:
[lietf-network, ietf-network-topology
/1 with state nodul es (ietf-network-state,
/1 ietf-network-topol ogy-state)
[l ietf-13-unicast-topol ogy
/1 with state nodul es
/1 (ietf-I3-unicast-topol ogy-state)
Il ietf-i2rs-rib
/1 (additional nodels can be added here

}
<CODE ENDS>

6. | ANA Consi derations
The 1ANA URI for the |I2RS epheneral datastore go here.
7. Security Considerations

The security requirenents for the |2RS protocol are covered in

[ RFC8241]. The security environment the | 2RS protocol is covered in
[I-Dietf-i2rs-security-environnent-reqs]. Any person inplenenting
or depl oying these yang additions for an |I2RS protocol should

consi der both security requirenents.
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