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1.

I nt roducti on

Thi s docunent provides environnment security requirenments for the |I2RS
architecture. Environnent security requirenents are independent of
the protocol used for 12RS. The |I2RS protocol security requirenents
[ RFC8241] define the security for the communi cati on between | 2RS
client and agent. The security environment requirenents are good
security practices to be used during inplenmentati on and depl oynment of
the 12RS protocol so that |2RS protocol inplenentations can be
securely depl oyed and operated. These environnent security

requi renents address the security considerations described in the

| 2RS Architecture [RFC7921] required to provide a stable and secure
environnment in which the dynam ¢ programmatic interface to the
routing system (12RS) shoul d operates.

Even though the |I2RS protocol is nostly concerned with the interface
between the I2RS client and the |2RS agent, the environnental
security requirenments nust consider the entire |2RS architecture and
specify where security functions nmay be hosted and what criteria
shoul d be met in order to address any new attack vectors exposed by
deploying this architecture. Environnent security for |2RS has to be
considered for the conplete |I2RS architecture and not only on the
protocol interface.

Thi s docunent is structured as foll ows:
0 Section 2 describes the term nology used in this docunent,

0 Section 3 describes how the |I2RS plane can be securely isolated
fromthe managenent plane, control plane, and forwardi ng pl ane.

The subsequent sections of the docunent focus on the security within
the 1 2RS pl ane.

0 Section 4 anal yses how the | 2RS access control policies can be
depl oyed t hroughout the |2RS plane in order to limt access to the
routi ng systemresources to authorized conponents with the
aut hori zed privileges. This analysis exam nes how providing a
robust comuni cati on system between the conponents aids the access
control

0 Section 5 details how | 2RS keeps applications isolated from
anot her and without affecting the |I2RS conponents. Applications
may be independent, with different scopes, owned by different
tenants. In addition, the applications may nodify the routing
systemin an autonatic way.

Motivations are described before the requirenents are given
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The reader is expected to be famliar with the |2RS probl em st at enent
[ RFC7920], |12RS architecture, [RFC7921], traceability requirenments

[ RFC7922], 12RS Pub/Sub requirements [RFC7923], |2RS epheneral state
requi renents [ RFC8242], |2RS protocol security requirenents

[ RFC8241] .

2. Term nol ogy and Acronyms

Envi ronment Security Requirenents : Security requirements
speci fying how the environnent a protocol operates in needs to
be secured. These requirenents do not specify the protoco
security requirenments.

I 2RS pl ane: The environnent the |2RS process is running on. It
i ncludes the applications, the I12RS client, and the |I2RS agent.

- | 2RS user: The user of the I2RS client software or system

- 1 2RS access control policies: The policies controlling access of
the routing resources by applications. These policies are
divided into policies applied by the I2RS client regarding
applications and policies applied by the |I2RS agent regarding
| 2RS clients.

| 2RS client access control policies: The access control policies
processed by the I2RS client.

| 2RS agent access control policies: The access control policies
processed by the |2RS agent.

2.1. Requirenments notation
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. 12RS Plane Isolation
Isolating the |I2RS plane from other network planes (the managenent,
forwardi ng, and control planes) is fundanental to the security of the
I 2RS environnment. Clearly differentiating the | 2RS conponents from
the rest of the network device does the follow ng:

1. protects the |I2RS conponents fromvulnerabilities in other parts
of the network,

2. protects other systens vital to the health of the network from
vul nerabilities in the |I2RS pl ane.
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Separating the | 2RS plane from other network control and forwarding
planes is simlar to the best common practice of placing software
into software containers within nodules with clear interfaces to
exterior nodules. In a simlar way, although the |I2RS plane cannot
be conpletely isolated fromother planes, it can be carefully
designed so the interactions between the |2RS plane and ot her pl anes
can be identified and controlled. The following is a brief
description of how the |I2RS plane positions itself in regard to the
ot her pl anes.

3.1. [12RS Plane and Managenent pl ane

The purpose of the |12RS plane is to provide a standard programmtic
interface to the routing systemresources to network oriented
applications. Routing protocols often run in a control plane and
provide entries for the forwarding plane as shown in figure 1. The

| 2RS pl ane contains the |I2RS applications, the I2RS client, the north
bound interface between the I2RS client and |I2RS applications, the

| 2RS protocol, the |I2RS agent, and the south bound APl (SB API) to
the routing system The conmunication interfaces in the |I2RS pl ane
are shown on the the left hand side of figure 1.

The managenent pl ane contains the mangenent application, the
management client, the north bound APl between the nanagenent client
and managenent application, the mangenent server, the nanagenent
protocol (E.g. RESTCONF) between mangenent client and managenent
server, and the south bound APl between the managenent server and the
control plane. The communication interfaces associated with the
managenent plane are shown on the right hand side of figure 2

The |1 2RS pl ane and t he managenent plane both interact with the
control plane on which the routing systens operate. [RFC7921]
descri bes several of these interaction points such as the |oca
configuration, the static systemstate, routing, and signaling. A
routing resource may be accessed by |2RS pl ane, the nmangenent plane,
or routing protocol (s) which creates the potential for overl apping
access. The southbound APIs can linit the scope of the managenent
pl ane’s and the |12RS plane’s interaction with the routing resources.

Security focus:

Data can be read by | 2RS plane from configuration as copy of
configuration data, or by managenent plane as copies of the |2RS

pl ane. The problemis when the |2RS plane installs the routing plane
as its new configuration or the managenent plane installs the |I2RS

pl ane infornmati on as managenent plane configuration. In this
circunstance, we define "infecting" as interfering with and | eading
into a incoherent state. Planned interactions such as interactions
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denoted in in two cooperating Yang data nodul es is not an incoherent
state.

The prinmary protection in this space is going to need to be
validation rules on

(0]

the data being sent/received by the |2RS agent (including
notification of changes that the |I2RS agent sends the |2RS
client),

any data transferred between managenent datastores (configuration
or operational state) and | 2RS epheneral control plane data
stores;

data transferred between |2RS Agent and Routing system

data transferred between a nmanagenent server and the |2RS routing
system

data transferred between |2RS agent and system (e.g. interfaces
epheneral configuration),

data transferred between nanagenent server and the system (e.g.
interface configuration).
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APl's that interact with the
| 2RS Pl ane and Managenent Pl ane

I 2RS applications Mangenent applications
|| NB API NB APl ||
| | [ |
I 2RS pl ane managenent pl ane
|| control plane configuration|
|| datastore datastore |
| | | |
| | SB API SB API ||
| Routing Systemwi th protocols | <pr ot ocol s>
| control plane |
| (applied datastore) |
o m e o e e e e e e e e e e ee—aa- o +
| forwarding plane |
oo m e e e e e e e e e e e eeaa o +
[ system |
o m e e e e e e e e e e e e e e e e +

Figure 1 - North Bound (NB) APlIs and
Sout h Bound (SB) APIs

3.2. 12RS Plane and Forwardi ng Pl ane

Applications hosted by the I12RS client belong to the |I2RS plane. It
is difficult to constrain these applications to the |I2RS plane, or
even to limt their scope within the | 2RS plane. Applications using
I 2RS may al so interact with conmponents outside the |I2RS plane. For
exanpl e an application may use a managenment client to configure the
network and nonitored events via an | 2RS agent as figure 4 shows.

oo e e e e e e e e e e e e e e meee—o - +
| Appli cation |
oo e e e e e e e e e e e e mme— oo - +
|| NB API NB API |
|| 12RS client mgt client ||
N |
| 2RS pr ot ocol ngt protoco

( NETCONF/ RESTCONF)
figure 2
Applications may al so communicate with nmultiple I12RS clients in order

to have a broader view of the current and potential states of the
network and the |I2RS plane itself. These varied renpte comunication
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rel ati onshi ps between applications using the |I2RS protocol to change
the forwarding pl ane make it possible for an individual application
to be an effective attack vector against the operation of the
network, a router’s |I2RS plane, the forwardi ng plane of the routing
system and other planes (nmanagenent and control planes).

Preventi on nmeasures:

Systens shoul d consider the followi ng prevention errors:

application validation - There is little the |12RS plane can do to
validate applications with which it interacts. The I2RS client
passes the | 2RS agent an unique identifier for the application so
that an application’s actions can be traced back to the
appl i cation.

Va

i dation agai nst conmon nisconfigurations or errors - One way of
securing the interfaces between application, the |I2RS plane, and
the forwarding plane is to linmt the information accepted and to
limt the rate information is accepted between these three
software planes. Another method is to performrudi nentary checks
on the results of any updates to the forwardi ng pl ane.

| 2RS Pl ane and Control Pl ane

The network control plane consists of the processes and protocol s
that discover topol ogy, advertise reachability, and determ ne the
shortest path between any | ocation on the network and any
destination. [|2RS client configures, nonitors or receives events via
the 12RS agent’s interaction with the routing systemincluding the
process that handles the control plane signalling protocols (BGP
ISI'S, OSPF, etc.), route information databases (RIBs), and interface
dat abases. In sone situations, to nanage an network outage or to
control traffic, the I2RS protocol may nodify information in the
rout e database or the configuration of routing process. Wile this
is not a part of normal processing, such action allows the network
operator to bypass tenporary outages or DoS attacks.

This capability to nodify the routing process information carries
with it the risk that the |2RS agent nay alter the nornal properties
of the routing protocols which provide nornal |oop free routing in
the control plane. For exanple, information configured by the |I2RS
agent into routing process or RIBs could cause forwarding problens or
routing | oops. As a second exanple, state which is inserted or

del eted fromrouting processes (control traffic, counters, etc.)
could cause the routing protocols to fail to converge or |oop).

Preventi on neasures:
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The 1 2RS inpl enentati on can provide internal checks after a routing
system protocol change that it is still operating correctly. These
checks woul d be specific to the routing protocol the |I2RS Agent woul d
change. For exanple, if a BGP maximumprefix limt for a BGP peer is
| owered then the BGP peer should not allow the nunber prefixes
received fromthat peer to exceed this nunber.

3.4. Requirements
To isolate | 2RS transactions fromother planes, it is required that:

SEC-ENV- REQ 1: Application-to-routing systemresources
conmuni cati ons shoul d use an isol ated conmuni cati on
channel . Various levels of isolation can be
consi dered. The highest |evel of isolation may be
provi ded by using a physically isol ated network.

Al ternatives may al so consider |ogical isolation
(e.g. using VLAN). In a virtual environment that
shares a common infrastructure, encryption may al so
be used as a way to enforce isolation. Encryption
can be added by using a secure transport required by
the |12RS protocol security [RFC8241], and sending the
non-confidential |2RS data (designed for a non-secure
transport) over a secure transport.

SEC-ENV-REQ 2: The interface used by the routing elenment to receive
| 2RS transactions via the | 2RS protocol (e.g. the IP
address) SHOULD be a dedi cated physical or |ogica
interface. As previously nentioned, a dedicated
physical interface may contribute to a higher
isolation. |Isolation my al so be achieved by using a
dedi cated | P address or a dedi cated port.

SEC- ENV- REQ 3: An | 2RS agent SHOULD have specific perm ssions for
interaction with each routing el enent and access to
the routing el ement should governed by policy
specific to the I2RS agent’s interfaces (network,
routing system system or cross-datastore).

Expl anati on:

Wien the | 2RS agent performs an action on a routing element, the
action is performed in a process (or processes) associated with a
routing process. For exanple, in a typical UNI X system the user is
designated with a user id (uid) and belongs to groups designated by
group ids (gid). |If such a user id (uid) and group id (gid) is the
identifier for the routing processes peforning routing tasks in the
control plane, then the | 2RS Agent process would conmunicate with
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these routing processes. It is inportant that the |2RS agent has its
own unique identifier and the routing processes have their own
identifier so that access control can uniquely filter data between

| 2RS Agent and routing processes.

The specific policy that the | 2RS agent uses to filter data fromthe
network or fromdifferent processes on a system (routing, system or

cross-datastore) should be specific to the | 2RS agent. For exanpl e,
the network access filter policy that the |I2RS agent uses should be

uniquely identifiable fromthe configuration datastore updated by a

managenent protocol .

SEC- ENV- REQ 4: The | 2RS pl ane shoul d be informed when a routing
systemresource is nodified by a user outside the
| 2RS pl ane access. Notifications fromthe contro
pl ane SHOULD not be allowed to flood the |I2RS pl ane,
and rate limting (or summarization) is expected to
be applied. These routing systemnotifications MAY
translated to the appropriate |I2RS agent
notifications, and passed to various |I2RS clients via
notification rel ays.

Expl anati on:

This requirements is also described in section 7.6 of [RFC7921] for
the 12RS client, and this section extends it to the entire |I2RS pl ane
(I 2RS agent, client, and application).

A routing systemresource may be accessed by nanagenent plane or
control plane protocols so a change to a routing systemresource nay
remai n unnoticed unl ess and until the routing systemresource
notifies the |12RS plane by notifying the |I2RS agent. Such
notification is expected to trigger synchronization of the |I2RS
resource state between the |2RS agent and |2RS client - signalled by
the |1 2RS agent sending a notification to an | 2RS client.

The updated resource should be available in the operational state if
there is a yang nodul e referencing that operational state, but this
is not always the case. In the cases where operational state is not
updat ed, the |I2RS SB (sout hbound) APl should include the ability to
send a notification.

SEC- ENV- REQ 5: | 2RS pl ane shoul d define an "I2RS pl ane overwite
policy". Such policy defines how an I2RS is able to
update and overwite a resource set by a user outside
the 12RS plane. Such hierarchy has been described in
section 6.3 and 7.8 of [RFC7921]
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Expl anati on:

A key part of the I2RS architecture is notification regarding routing
system changes across the |2RS plane (I12RS client to/fromI2RS
agent). The security environnment requirenents above (SEC ENV- REQ 03
to SEC- ENV- REQ 05) provide the assurance that the |2RS plane and the
routing systens the |12RS plane attaches to renains untouched by the
other planes or the I12RS plane is notificed of such changes.

Section 6.3 of [RFC7921] describes how the | 2RS agent within the |I2RS
pl ane interacts with forwarding plane’ s |ocal configuration, and
provi des the exanple of an overwite policy between the |2RS pl ane
and | ocal configuration (instantiated in 2 Policy Knobs) that
operators may wi sh to set. The pronpt notification of any outside
overwite is key to the architecture and proper interworking of the

I 2RS PI ane.

4. 12RS Access Control for Routing System Resources

Thi s section provides recommendati ons on how the |I2RS pl ane’s access
control should be designed to protect the routing systemresources.
These security policies for access control only apply within the |I2RS
pl ane. More especially, the policies are associated to the
applications, I2RS clients and |2RS agents, with their associated
identity and rol es.

The 1 2RS depl oynent of |2RS applications, I2RS clients, and |I2RS
agents can be located locally in a closed environment or distributed
over open networks. The normal case for routing system nanagenent is
over an open environnent. Even in a closed environnent, access
control policies should be carefully defined to be able to, in the
future, carefully extend the |I2RS plane to renote applications or
renote | 2RS clients.

[ RFC8241] defines the security requirenents of the |I2RS protoco
between the I2RS client and the |2RS agent over a secure transport.
This section focuses on | 2RS access control architecture (section
4.1), access control policies of the | 2RS agent (section 4.2), the
I 2RS client (section 4.3), and the application (section 4.4).

4.1. |12RS Access Control Architecture
Overvi ew

Applications access the routing systemresource via numerous
i ntermedi ate nodes. The application communi cates with an | 2RS

client. In sone cases, the I12RS client is only associated with a
single application attached to one or nore agents (case a and case b
in figure 4 below). |In other cases, the |2RS client may be connected
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to two applications (case ¢ in figure 4 below), or the |2RS may act
as a broker (agent/client device shown in case d in figure 4 bel ow).
The 12RS client broker approach provides scalability to the I2RS
architecture as it avoids each application being registered to the

| 2RS agent. Similarly, the | 2RS access control should be able to
scal e to nunerous applications.

The goal of the security environnent requirenments in this section are
to control the interactions between the applications and the |I2RS
client, and the interactions between the |2RS client and the |2RS
agent. The key challenge is that the |I2RS architecture puts the |2RS
Client in control of the stream of communication (application to |I2RS
client and I2RS client to the |2RS agent). The |I2RS agent nust trust
the 12RS client’s actions without having an ability to verify the

I 2RS client’s actions.
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a) |2RS application-client pair talking
to one | 2RS agent

|  12RS  |=====| I2RS |======| [2RS |

b) 12RS application client pair talking to
two i 2RS agents

I +
o e e o + Fo-mm - - - - - + | | 2RS |
[ | 2RS | === I2RS | =====] agent 1]
| application 1| | client 1f Fo---m--- +
| o | e +
| | | | :::::l | 2RS |
e e mmeeeeo + oo + | agent 2
Fommamaan +

Fom e e e - - +
N S + | 12RS |
| | 2RS | ===| | 2RS | =====| agent 1]
| application 1] |[client 1] T +
e + | | IR +
e e mmeeeeao + | =====| I12RS |
| 12RS | | | | agent 2]
| application 2| === [ Fomma o +
S + Fom e e e oo +
d) |12RS Broker (agent/client

Fomm e - - +
S + - + | 12RS |
[ | 2RS | ==| | 2RS | =====] agent 3/|
| application 1] |client 1] ==|client 3+----+
- + H-em----a + | +--+----- + |
o m e e oo o - +  -------- + I +-! ----- + +--I----+
| 12RS | |I12RS |===] [|I2RS | |I2RS |
| application 2| ==|client 2] | agent 1| |agent 2
S +  ee------ + Fom e e + Fo-em- - +

figure 3
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4.1.1. Access control Enforcenment Scope

SEC- ENV- REQ 6: | 2RS access control should be performed through the
whol e 12RS plane. 1t should not be enforced by the
| 2RS agent only within the routing elenent. Instead,
the I2RS client should enforce the |I2RS client access
control against applications and the |2RS agent
shoul d enforce the | 2RS agent access control against
the 12RS clients. The mechanisns for the |2RS client
access control are not in scope of the |I2RS
architecture [RFC7921], which exclusively focuses on
the |1 2RS agent access control provided by the |2RS
pr ot ocol

Expl anati on:

This architecture results in a layered and hierarchical or nulti-
party |2RS access control. An application will be able to access a
routing systemresource only if both the I12RS client is granted
access by the I 2RS agent and the application is granted access by the
I 2RS client.

4.1.2. Notification Requirenents

SEC- ENV- REQ 7: When an access request to a routing resource is
refused by one party (the 12RS client or the |I2RS
agent), the requester (e.g the application) as well
as all internmediaries should indicate the reason the
access has not been granted, and which entity
rejected the request.

Expl anati on:

In case the I2RS client access control or the |I2RS agent access
control does not grant access to a routing systemresource, the
application should be able to determ ne whether its request has been
rejected by the 12RS client or the |2RS agent as well as the reason
that caused the reject.

SEC- REQ- 07 indicates the | 2RS agent nay reject the request because
the I12RS client is not an authorized |2RS client or |acks the
privileges to performthe requested transaction (read, wite, start
notifications or logging). The I2RS client should be notified of the
reason the | 2RS agent rejected the transaction due to a | ack of

aut horization or privileges, and the I2RS client should return a
message to the application indicating the |12RS agent reject the
transaction with an indication of this reason. Sinmilarly, if the

I 2RS client does not grant the access to the application, the |I2RS
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4.

4.

client should also informthe application. An exanple of an error
message could be, "Read failure: you do not have read pernission”
"Wite failure: you do not have wite perm ssion”, or "Wite failure:
resource accessed by soneone el se”

This requirement has been witten in a generic manner as it relates
to the follow ng interactions:

0 interactions between the application and the |I2RS client,

0 interactions between the I12RS client and the |I2RS agent at a
content level (Protocol security requirenents are described by
[ RFC8241]), and

0o interactions between the |I2RS agent and the |I2RS routing system
(forwardi ng pl ane, control plane, and routing plane).

1.3. Trust

SEC-ENV-REQ 8: In order to provide coherent access control policies
enforced by nultiple parties (e.g. the I12RS client or
the 12RS agent), theses parties should trust each
ot her, and comuni cati on between them shoul d al so be
trusted (e.g. TLS) in order to reduce additiona
vectors of attacks.

SEC-ENV-REQ 9: 12RS client or |12RS agent SHOULD al so be able to
refuse a communication with an application or an |I2RS
client when the comunication channel does not
fulfill enough security requirenents.

Expl anati on:

The participants in the I2RS Plane (I12RS client, |I2RS agent, and |2RS

application) exchange critical information, and to be effective the

conmmuni cation should be trusted and free fromsecurity attacks.

The 12RS client or the |I2RS agent should be able to reject nessages

over a conmuni cation channel that can be easily hijacked, like a

cl ear text UDP channel

1.4. Sharing access control Information

For the | 2RS client:

SEC- ENV- REQ 10: The I2RS client MAY request information on its |2RS
access control subset policies fromthe |2RS agent or
cache requests that have been rejected by the |I2RS
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agent to linmt forwarding unnecessary queries to the
| 2RS agent .

SEC- ENV- REQ 11: The I2RS client MAY support receiving notifications
when its | 2RS access control subset policies have
been updated by the |I2RS agent.

Simlarly, for the applications:

SEC- ENV- REQ 12: The applications MAY request information on its |I2RS
access control subset policies in order to limt
forwardi ng unnecessary queries to the 12RS client.

SEC- ENV- REQ 13: The applicati ons MAY subscribe to a service that
provi des notification when its |2RS access contro
subset policies have been updat ed.

For both the application and the client:

SEC- ENV- REQ 14: The | 2RS access control should explicitly specify
accesses that are granted. Mrre specifically,
anything not explicitly granted shoul d be denied
(default rule).

Expl anati on:

In order to limt the nunber of access requests that result in an
error, each application or I2RS client can retrieve the |2RS access
control policies that apply to it. This subset of rules is

desi gnated as the "Individual |2RS access control policies". As
these policies are subject to changes, a dynanic synchronization
mechani sm shoul d be provided. However, such mechani sms may be
implemented with different |evels of conpl eteness and dynamicity of
the individual |2RS access control policies. One exanple may be
caching transaction requests that have been rejected.

| 2RS access control should be appropriately bal anced between the |2RS
client and the I12RS agent. It remains relatively easy to avoid the
compl ete di sclosure of the access control policies of the |I2RS agent.
Rel ati ve di scl osure of access control policies nmay allow | eaking
confidential information in case of misconfiguration. It is

i mportant to bal ance the level of trust of the I2RS client and the
necessity of distributing the enforcement of the access contro
poli ci es.

| 2RS access control should not solely rely only on the |12RS client or
the |12RS agent as illustrated bel ow
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- 1) I2RS clients are dedicated to a single application: In this
case, it is likely that |2RS access control is enforced only by
the 12RS agent, as the I12RS client is likely to accept all
access requests of the application. It is recommended that
even in this case, |2RS client access control is not based on
an "Allow anything fromapplication" policy, but instead the
I 2RS client specifies accesses that are enabled. |In addition
the 12RS client may sync its associated | 2RS access contro
policies with the 12RS agent to limt the nunber of refused
access requests being sent to the I2RS agent. The |2RS client
i s expected to bal ance benefits and problens with synchronizing
its access control policies with the |2RS agent to proxy
request validation versus sinply passing the access request to
the |1 2RS agent.

- 2) Asingle I2RS client connects to nultiple applications or

acts as a broker for many applications:
In this case the |I2RS agent has a single |I2RS client
attached, so the I2RS client could be configured to enforce
access control policies instead of the I12RS Agent. In this
circunstance, it is possible that the |I2RS agent may grant
an | 2RS client high priviledges and blindly trust the |I2RS
client wthout enforcing access control policies on what the
| 2RS client can do. Such a situation nust be avoided as it
could be used by nualicious applications for a privil ege
escal ati on by conpronising the 12RS client, causing the |I2RS
client to performsonme action on behalf of the application
that it nornally does not have the privileges to perform
In order to mitigate such attacks, the I2RS client that
connects to nultiple applications or operates as a broker is
expected to host application with an equival ent | evel of
privil eges.

4.1.5. Sharing Access Control in Goups of I2RS dients and Agents
Overvi ew
To distribute the | 2RS access control policies between | 2RS clients
and | 2RS agents, |2RS access control policies can also be distributed
within a set of I12RS clients or a set of |2RS agents.
Requi rement s:
SEC- ENV- REQ 15: | 2RS clients should be distributed and act as brokers

for applications that share roughly simlar
per m ssi ons.
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SEC- ENV- REQ 16: | 2RS agents should avoid granting extra privileges to
their authorized I12RS client. |2RS agents should be
shared by 12RS clients with roughly simlar
perm ssions. More explicitly, an |I2RS agent shared
between |12RS clients that are only provided read
access to the routing systemresources do not need to
performany wite access, so the |2RS client should
not be provided these accesses.

SEC- ENV- REQ 17: 12RS clients and | 2RS agents should be able to trace
[ RFC7922] the various transactions they perform as
wel | as suspicious activities. These |ogs should be
collected regularly and anal ysed by functions that
may be out of the |I2RS plane.

Expl anati on:

This restriction for distributed I12RS clients to act as brokers only
for applications with roughly the same privil eges avoids the |2RS
client having extra privileges conpared to hosted applications, and
di scourages applications fromperformng privilege escalation within
an | 2RS client. For exanple, suppose an I2RS client requires wite
access to the resources. It is not recomended to grant the |2RS
agent the wite access in order to satisfy a unique |I2RS client.
Instead, the I2RS client that requires wite access should be
connected to an | 2RS agent that is already shared by an |2RS client
that requires wite access.

Access control policies enforcenment should be nonitored in order to
detect violation of the policies or detect an attack. Access contro
policies enforcement may not be performed by the |2RS client or the
| 2RS agent as violation may require a nore global view of the |I2RS
access control policies. As a result, consistency check and
mtigation nay instead be perforned by the managenent pl ane.

However, |2RS clients and | 2RS agents play a central role.

The | 2RS agent can trace transactions that an |I2RS client requests it
to perform and to link this to the application via the secondary
opaque identifier to the application. This information is placed in
a tracing log which is retrieved by managenent processes. |If a
particular application is granted a |evel of privileges it should not
have, then this tracing nmechani smmay detect this security intrusion
after the intrusion has occurred.
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4.1.6. Managi ng Access Control Policy

Access control policies should be inplenmented so that the policies
remai n manageabl e in short and | onger term depl oynents of the |2RS
protocol and the |2RS pl ane.

Requi rement s:

SEC- ENV- REQ 18: access control should be nanaged in an automated way,
that is granting or revoking an application should
not involve manual configuration over the |I2RS plane
(I2RS client, I2RS agent, and application).

Expl anati on:

Granting or configuring an application with new policy should not
require manual configuration of 12RS clients, |2RS agents, or other
appl i cations.

SEC- ENV- REQ 19: Access control should be scal abl e when the nunber of
application grows as well as when the nunber of |2RS
clients increases.

Expl anati on:

A typical inplenmentation of a local |I2RS client access contro
policies may result in creating manually a system user associ ated
with each application. Such an approach is not likely to scale when
the nunber of applications increases into the hundreds.

SEC- ENV- REQ 20: Access control should be dynanically managed and
easi |y updat ed.

Expl anati on:

Al t hough the nunber of |12RS clients is expected to be |ower than the

nunber of applications, as |2RS agents provide access to the routing

resource, it is of primary inportance that an access can be granted

or revoke in an efficient way.

SEC- ENV- REQ 21: |12RS clients and | 2RS agents shoul d be uniquely
identified in the network to enable centralized
managenment of the |2RS access control policies.

Expl anati on:
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Central i zed managenment of the access control policies of an |I2RS
pl ane with network that hosts several |2RS applications, clients and
agents requires that each devices can be identified.

4.2. 12RS Agent Access Control Policies
Overvi ew.

The |1 2RS agent access control restricts routing systemresource
access to authorized identities - possible access policies may be
none, read or wite. The initiator of an access request to a routing
resource i s always an application. However, it renains chall enging
for the I2RS agent to establish its access control policies based on
the application that initiates the request.

First, when an I2RS client acts as a broker, the |I2RS agent nmay not
be able to authenticate the application. |In that sense, the |2RS
agent relies on the capability of the I12RS client to authenticate the
applications and apply the appropriated |I2RS client access control

Second, an |2RS agent may not uniquely identify a piece of software

i npl ementing an 12RS client. In fact, an I2RS client nmay be provided
multiple identities which can be associated to different roles or
privileges. The I2RS client is left responsible for using them
appropriately according to the application

Third, each I12RS client may contact various |2RS agent with different
privileges and access control policies.

4.2.1. |2RS Agent Access Contro

This section provides recomendati ons on the |2RS agent access
control policies to keep |I2RS access control coherent within the |I2RS
pl ane.

Requi rement s:

SEC- ENV- REQ 22: | 2RS agent access control policies should be
primarily based on the |I2RS clients as described in
[ RFC7921] .

SEC- ENV- REQ 23: | 2RS agent access control policies MAY be based on
the application if the application identity has been
aut henticated by the I12RS client and passed via the
secondary identity to the |I2RS agent.

SEC- ENV- REQ 24: The | 2RS agent shoul d know which identity (E g
system user) perforned the | atest update of the
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routing resource. This is true for an identity

i nside and outside the |I2RS plane, so the |2RS agent
can appropriately performan update according to the
priorities associated to the requesting identity and
the identity that |ast updated the resource.

SEC- ENV- REQ 25: the | 2RS agent shoul d have an "I 2RS agent overwite
Pol i cy" that indicates how identities can be
prioritized. This requirenment is also described in
section 7.6 of [RFC7921]. Similar requirenents exist
for conponents within the |2RS plane, but this is
within the scope of the |I2RS protocol security
requi renents [ RFC8241].

Expl anati on:

If the |2RS application is authenticated to the 12RS client, and the
I2RS client is authenticated to the |2RS agent, and the |I2RS client
uses the opaque secondary identifier to pass an authenticated
identifier to the |12RS agent, then this identifier my be used for
access control. However, caution should be taken when using this
chain of authentication since the secondary identifier is intended in
the 12RS protocol only to aid traceability.

From the environnent perspective the |I2RS agent MJST be aware when
the resource has been nodified outside the |I2RS plane by anot her

pl ane (managenment, control, or forwarding). The prioritization
between the different planes should set a determ nistic policy that
all ows the collision of two planes (I2RS plane and anot her plane) to
be resolved via an overwite policy in the |I2RS agent.

Simlar requirenments exist for know edge about identities within the
I 2RS pl ane which nodify things in the routing system but this is
within the scope of the |I2RS protocol’s requirenents for epheneral
state [ RFC8242] and security requirenments [ RFC8241].

4.2.2. 12RS dient Access Control Policies
Overvi ew.
The |12RS client access control policies are responsible for
aut henticating the application managing the privileges for the
applications, and enforcing access control to resources by the
appl i cations.

Requi renent s:
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REQ 26: 12RS client should authenticate its applications. |f the
I 2RS client acts as a broker and supports nultiple
applications, it should authenticate each application.

REQ 27: 12RS client should define access control policies associated
to each applications. An access to a routing resource by an
application should not be forwarded i mediately and
transparently by the I2RS client based on the | 2RS agent
access control policies. The I2RS client should first check
whet her the application has sufficient privileges, and if so
send an access request to the |I2RS agent.

Expl anati on:

If no authentication nechani sns have being provided between the |I2RS
client and the application, then the I2RS client nust be dedicated to
a single application. By doing so, application authentication relies
on the | 2RS authenticati on nechani sns between the I2RS client and the
| 2RS agent .

If an 12RS client has nmultiple identities that are associated with
different privileges for accessing an |I2RS agent(s), the I2RS client
access control policies should specify the 12RS client identity with
the access control policy.

4.2.3. Application and Access Control Policies
Overvi ew
Applications do not enforce access control policies. Instead these
are enforced by the 12RS clients and the | 2RS agents. This section

provi des recomrendati ons for applications in order to ease |2RS
access control by the I2RS client and the |I2RS agent.

Requi renent s:

SEC- ENV- REQ 28: Applications SHOULD be uniquely identified by their
associated | 2RS clients

Expl anati on:

Different application may use different nethods (or nultiple nmethods)
to conmunicate with its associated |2RS client, and each application

may not use the same formof an application identifier. However, the
I 2RS client nmust obtain an identifier for each application. One

met hod for this identification can be a systemuser id.
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SEC- ENV- REQ 29: Each application SHOULD be associated to a restricted
nunber of 12RS clients.

Expl anati on:

The |2RS client provides access to resource on its behalf and this
access should only be granted for trusted applications, or
applications with an simlar level of trust. This does not prevent
an 1 2RS client to host a | arge nunber of applications with the same
| evel s of trust.

SEC- ENV- REQ 30: An application SHOULD be provi ded nmeans and net hods
to contact their associated |I2RS client.

Expl anati on:

It is obvious when an |2RS client belongs to the application as part
of a nodule or a library that the application can communicate with a
I2RS client. Sinmilarly, if the application runs into a dedi cated
systemwith a I2RS client, it is obvious which I2RS client the
application should contact. |If the application connects to the |I2RS
client renotely, the application needs sone neans to retrieve the
necessary infornmation to contact its associated |I2RS client (e.g. an
| P address or a FQDN).

5. 12RS Application Isolation

A key aspect of the I2RS architecture is the network oriented
application that uses the |I2RS high bandwi dth programmatic interface

to nonitor or change one or nore routing systems. |2RS applications
could be control by a single entity or serve various tenants of the
network. If multiple entities use an |I2RS application to nonitor or

change the network, security policies nust preserve the isolation of
each entity’'s control and not let nalicious entities controlling one
| 2RS application interfere with other |2RS applications.
This section discusses both security aspects related to
programuability as well as application isolation in the |I2RS
architecture.

5.1. Robustness Toward Programmability
Overvi ew

| 2RS provides a programmatic interface in and out of the Internet
routing system which provides the follow ng advantages for security:

o the use of autonmation reduces configuration errors;
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o the programmatic interface enables fast network reconfiguration
and agility in adapting to network attacks; and

0o nonitoring facilities to detect a network attack, and
configurati on changes which can help mitigate the network attack

Programmability allows applications to flexible control which may
cause probl ens due to:

o applications which belong to different tenants with different
obj ecti ves,

o applications which |ack coordination resulting in unstable routing
configurations such as oscillations between network
configurations, and creation of |oops. For exanple, one
application may nonitor a state and change to positive, and a
second application perforns the reverse operation (turns it
negative). This fluctuation can cause a routing systemto becone
unst abl e.

The |1 2RS pl ane requires data and application isolation to prevent
such situations from happening. However, to guarantee the network
stability constant nonitoring and error detection are recomended.

Requi renment :

SEC- ENV- REQ 31: The | 2RS agents should nmonitor constantly parts of
the systemfor which I2RS clients or applications
have provided requests. It should also be able to
detect any |I2RS clients or applications causing
problenms that may | eave the routing systemin an
unst abl e state.

Expl anati on:
In the least, nonitoring consists of |ogging events and receiving
streans of data. |2RS Plane inplenentations should nmonitor the |I2RS
applications and | 2RS clients for potential problens. The cause for
the 12RS clients or applications providing problenmatic requests can
be failures in the inplenentation code or nalicious intent. ]

5.2. Application Isolation

5.2.1. DoS

Overvi ew.
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Requi rements for robustness to DoS attacks have been addressed in the
communi cati on channel section [RFC7921]. This section focuses on
requirenents for application isolation that hel p prevent DoS

Requi renent s:

SEC- ENV- REQ 32: In order to prevent DoS, it is reconmended the |2RS
agent control the resources allocated to each |I2RS
client. [12RS clients that act as broker may not be
protected efficiently against these attacks unl ess
the broker perfornms resource controls for the hosted
appl i cations.

SEC- ENV- REQ 33: | 2RS agent SHOULD not nake a response redirection
unl ess the redirection is previously validated and
agreed by the destination.

SEC- ENV- REQ 34: | 2RS Applications should avoid the use of underlying
protocol s that are not robust enough to protect
agai nst reflection attacks.

Expl anati on:

The 12RS interface is used by applications to interact with the
routing states. |If the I12RS client is shared between multiple
applications, one application can use the |I2RS client to perform DoS
or DDoS attacks on the |I2RS agent(s) and through the |2RS agents
attack the network. DoS attack targeting the |I2RS agent woul d
consist in providing requests that keep the |I2RS agent busy for a
long tine. These attacks on the |2RS agent may involve an
application (requesting through an I2RS dient) heavy conputation by
the 12RS agent in order to block operations |ike disk access.

Sone DoS attacks may attack the 12RS Cient’'s reception of
notification and nonitoring data streans over the network. Oher DoS
attacks may focus on the application directly by performn ng
reflection attacks to reflect traffic. Such an attack could be
performed by first detecting an application is related to nonitoring
the RIB or changing the RIB. Reflection-based DoS may al so attack at
various levels in the stack utilizing UDP at the service to redirect
data to a specific repository

I 2RS i mpl enent ati on shoul d consider how to protect |2RS agai nst such
at t acks.
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5.2.2. Application Logic Control
Overvi ew

This section exam nes how application | ogic nust be designed to
ensure application isolation

Requi rement s

SEC- ENV- REQ 35: Application |ogic should remain opaque to externa
listeners. Application logic may be partly hidden by
encrypting the comunication between the |2RS client
and the | 2RS agent. Additional ways to obfuscate the
communi cati ons may invol ve sendi ng random nessages of
various sizes. Such strategies have to be bal anced
with network |load. Note that |I2RS client broker are
nmore likely to hide the application |ogic conpared to
I 2RS client associated to a single application.

Expl anati on:

Applications use the I2RS interface in order to update the routing
system These updates nmay be driven by behavi our on the forwarding
pl ane or any external behaviours. |In this case, correlating
observation with the I2RS traffic nay enable the derivation the
application logic. Once the application | ogic has been derived, a
mal i ci ous application may generate traffic or any event in the
network in order to activate the alternate application

6. Security Considerations
Thi s whol e docunent is about security requirenents for the |I2RS
environment. To protect personal privacy, any identifier (12RS
application identifier, I12RS client identifier, or |I2RS agent
identifier) should not contain personal identifiable information.

7. 1 ANA Consi derations
No | ANA considerations for this requirenents.
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