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BGP Control Plane Extensions for Segnent Routing based Service Chaining

Abst ract

draft-daw a-idr-bgp-sr-service-chai ni ng- 02

The BGP Control Plane for the SR service-chaining solution is
consistent with the BGP Control Plane for the topol ogi cal Segnent
Routing Traffic Engineering (SR-TE) sol ution.

0 BGP Link-State(BGP-LS) address-fanily/sub-address-fam|y[ RFC7752]
is used to discover service and topol ogical characteristics from
t he network.

0 SR TE policies[l-D.ietf-idr-segnment-routing-te-policy] instantiate
source-routed policies that may m x service and topol ogi cal
segment s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Segnments are introduced in the SR architecture
[I-D.ietf-spring-segnent-routing]. Segnment Routing based Service
chaining is well described in Section 6 of

[1-D. clad-spring-segnent-routing-service-chaining] docunent with an
exanpl e network and services.
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Thi s docunment extend the exanple to add a Segnent Routing Controller
(SR-C) to the network, for the purpose of service discovery and SR
policy instantiation.

Consi der the network represented in Figure 1 bel ow where:
o0 A and B are two end hosts using |Pv4.

0o Sl1is an SR-aware firewall Service.

0 S2 is an SR-unaware DPl Servi ce.

SR-C - 3--
| / \
| / \
Ac---le---2--=-4----5----6----B
I I

I I
S1 S2

Figure 1: Network with Services

SR Controller (SR-C) is connected to Node 1, but nmay be attached to
any node 1-6 in the network.

SR-C is capable of receiving BGP-LS updates to discover topol ogy, and
cal cul ating constrai ned paths between 1 and 6.

However, if SR-Cis configured to conputation a constrained path from
1 and 6, including a DPI service (i.e., S2) it is not yet possible
due to the | ack of service distribution. SR C does not know where a
DPI Service is nor the SID for it. |t does not knowthat S2 is a
service it needs.

Thi s docunent proposes an extension to BGP-LS for Service Chaining to
distribute the service information to SR-C. There may be other

al ternate nechanisns to distribute service information to SR C and
are outside of scope of this docunent. There are no extensions
required in SR-TE Policy SAFI.

2. BGP-LS Extensions for Service Chaining
For an attached service, follow ng data needs to be shared with SR-C
o Service SID value (e.g. MPLS |abel or IPv6 address). Service SID

MAY only be encoded as LOC. FUNCT, where LOC is the L nost
significant bits and FUNCT is the 128-L |east significant
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bits[I-D.filsfils-spring-srv6-network-programing]. ARGs bits, if
any, MAY be set to O in the advertised service SID

o0 Function ldentifier (Static Proxy, Dynam c Proxy, Shared Menory
Proxy, Masqueradi ng Proxy, SR Aware Service etc).

0 Service Type (DPl, Firewall, Cassifier, LB etc).
o Traffic Type (1 Pv4 OR I Pv6 OR Ethernet)
0 Opaque Data (Such as brand and version, other extra information)

[1-D.clad-spring-segnent-routing-service-chai ni ng] defi nes SR-aware
and SR-unaware services. This docunent will reuse these definitions.
Per [RFC7752] Node Attributes are ONLY associated with the Node NLRI.
Al'l non-VPN i nformati on SHALL be encoded using AFl 16388 / SAFI 71.
VPN i nformati on SHALL be encoded using AFl 16388 / SAFlI 72 with
associ ated RTs.

Thi s docunent extends SRv6 Node SID TLV

[1-D.dawr a-idr-bgpls-srv6-ext] and SR-MPLS SI D/ Label TLV
[I-D.ietf-idr-bgp-Is-segnent-routing-ext] to associate the Service
SID Value with Service-related Infornmation using Service Chaining(SC
Sub- TLV.

Function Sub-TLV [I-D. daw a-idr-bgpl s-srv6-ext] of Node SID TLV
encodes ldentifier(Function ID) along with associ ated Function Fl ags.

A Service Chaining (SC) Sub-TLV in Figure 2 is defined as:

o m e e e eeaao o +
| Type (2 octet) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
[ Length (2 octet) [
o m e e e ieaiaaoo-s +
| Service Type(ST) (2 octet [
o m e e e eieaiao o +
| Fl ags (1 octet) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
[ Traffic Type(1l octet) [
o m e e oo +
| RESERVED (2 octet) |
o m e e e eeeaao- +

Figure 2: Service Chaining(SC) Sub-TLV

Wher e:

Daw a, et al. Expires July 8, 2018 [ Page 4]



Internet-Draft BGP CP for SR for SC January 2018

Type: 16 bit field. TBD

Length: 16 bit field. The total length of the value portion of
the TLV.

Service Type(ST): 16bit field. Service Type: categorizes the
Service: (such as "Firewall", "Cassifier" etc).

Flags: 8 bit field. Bits SHOULD be 0 on transm ssion and MJST be
i gnored on reception.

Traffic Type: 8 Bit field. A bit to identify if Service is | Pv4
OR I Pv6 OR L2 Ethernet Capable. \Where:

Bit O(LSB): Set to 1 if Service is |IPv4d Capable
Bit 1: Set to 1 if Service is |Pv6e Capabl e
Bit 2: Set to 1 if Service is Ethernet Capable

RESERVED: 16bit field. SHOULD be 0 on transm ssion and MJST be
i gnored on reception.

Servi ce Type(ST) MIST be encoded as part of SC Sub- TLV.

There may be nmultiple instances of simlar Services that needs to be
di stingui shed. For example, firewalls nmade by different vendors A
and B may need to be identified differently because, while they have
simlar functionality, their behavior is not identical

In order for SDN Controller to identify the categories of Services
and their associated SIDs, this section defines the BGP-LS extensions
required to encode these characteristics and other rel evant

i nformation about these Services.

Anot her Optional Qpaque Metadata(OV Sub-TLV of Node SID TLV may

encode vendor specific information. Miltiple of OM Sub-TLVs may be
encoded.
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T YT +
| Type (2 octet) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
[ Length (2 octet) [
. +
| Opaque Type (2 octet) |
o +
| Fl ags (1 octet) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
[ Val ue (vari abl e) [
. +

Figure 3: Opaque Metadata(OM) Sub-TLV
o Type: 16 bit field. TBD.

0 Length: 16 bit field. The total Iength of the value portion of
the TLV.

0 Opaque Type: 8-bit field. Only publishers and consunmers of the
opaque data are supposed to understand the data.

o Flags: 8 bit field. Bits SHOULD be 0 on transni ssion and MJST be
i gnored on reception.

0o Value: Variable Length. Based on the data being encoded and
length is recorded in length field.

Opaque Metadata(OV) Sub-TLV defined in Figure 3 nay encode propriety
or Service Opaque information such as:

0 Vendor specific Service Information
o Traffic Limting Information to particular Service Type.
0 Opaque Information unique to the Service
0 Propriety Enterprise Service specific Information
3. Illustration

In our SRv6 exanple above Figure 1 , Node 5 is configured with an
SRv6 dynami c proxy segments (End. AD) C5::AD: F2 for S2

The BGP-LS adverti senment MJUST contain and Node SID TLV:

0o Service SID C5::AD.F2 SID
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o Function I D END. AD

The BGP-LS advertisenment MJUST contain a SC Sub-TLV with:

0 Service Type: Deep Packet |nspection(DPI)

o Traffic Type: |Pv4 Capable.

The BGP-LS advertisenent MAY contain a OM Sub-TLV with:

0 Opaque Type: Cisco DPlI Version

o Value: 3.5

In our exanple in Figure 1, using BGP SR-TE SAFI Update
[I-D.ietf-idr-segnent-routing-te-policy], SR Controller conputes the

candi date path and pushes the Policy.

SRv6 encapsul ation policy < CFl1::, C3::, C5::AD:F2, C6::D4:B > is
signaled to Node 1 which has m x of service and topol ogi cal segnents.

4. | ANA Consi derations
Thi s docunment requests assigning code-points fromthe registry "BGP-
LS Node Descriptor, Link Descriptor, Prefix Descriptor, and Attribute
TLVs".

4.1. Service Type Tabl e
I ANA is request to create a new top-level registry called "Service

Type Table (STT)". Valid values are in the range 0 to 65535. Val ues
0 and 65535 are to be marked "Reserved, not to be all ocated"

S o m e e e e e e e oo oo oo S e e e e
| Service | Service | Ref erence | Dat e
| Val ue(TBD) [ [ [
o e e . oo
| 32 | Classifier | ref-to-set | dat e-t 0- set
S o m e e e e e e e e e aa oo S S
| 33 [ Fi rewal | | ref-to-set [ dat e-t 0- set
S o e oo S S
| 34 | Load Bal ancer | ref-to-set | dat e-t 0-set
. e e . oo
| 35 | DPI | ref-to-set | dat e-t 0- set
S o m e e e e e e e e e aa oo S S
Figure 4

Daw a, et al. Expires July 8, 2018 [ Page 7]



Internet-Draft BGP CP for SR for SC January 2018

4.2. Segnent routing function ldentifier(SFl)

I ANA is request to extend a top-level registry called "Segnent
Routing Function ldentifier(SFI)" with new code points. This
docunent extends the SFI values defined in

[1-D. daw a-idr-bgpls-srv6-ext]. Details about the Service functions
are defined in[l-D.clad-spring-segnent-routing-service-chaining].

o e e e e e e e e e o m e e e e e e e e e aa oo +
| Function [ Function ldentifier

e SRRSO .
| Static Proxy | 8 |
Fo e e e e e e eam o B +
| Dynamic Proxy | 9 |
o e e e e e e e oo o m e e e e e e e oo oo oo +
| Shared Menory Proxy | 10 |
oo e e e ia oo - o e e e e e e ee oo +
| Masqueradi ng Proxy [ 11 |
Fo e e e e e e eam o B +
| SRv6 Aware Service | 12 |
o e e e e e e e oo o m e e e e e e e oo oo oo +

5. Manageability Considerations

This section is structured as recomended i n[ RFC5706]
6. Operational Considerations
6.1. Operations

Exi sting BGP and BGP-LS operational procedures apply. No additiona
operation procedures are defined in this docunent.

7. Security Considerations
Procedures and protocol extensions defined in this docunment do not
affect the BGP security nodel. See the ’Security Considerations’
section of [RFC4271]for a discussion of BGP security. Also refer
t o[ RFC4272] and[ RFC6952] for anal ysis of security issues for BGP

8. Concl usi ons

Thi s docunment proposes extensions to the BGP-LS to all ow discovery of
Servi ces using Segment Routi ng.
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