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Abst ract

To aid BGP receiver to steer the AS-outgoing traffic anmong the exit
l'inks, this document introduces a new BGP conmunity, congestion
status community, to carry the link bandwi dth and utilization
information, especially for the exit links of one AS. |f accepted,
this docunment will update RFC4271, RFC4360 and RFC7153.

The introducd congestion status community is not used to inpact the
deci sion process of BGP specified in section 9.1 of RFC4271, but can
be used by route policy to inpact the data forwardi ng behavior
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provi sions of BCP 78 and BCP 79.
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I nt roducti on

Knowi ng t he congestion status (bandw dth and utilization) of the AS
exit links is useful for traffic steering, especially for steering
the AS outgoing traffic anong the exit links. Section 7 of
[1-D.gredler-idr-bgplu-epe] explicitly specifies this kind of

requi renent, which is also needed in our field network.

The following figure is used to illustrate the benefits of know ng
the congestion status of the AS exit links. AS A has nultiple exit
links connected to AS B. Both AS A and B has exit link to AS C, and
AS B provides transit service for AS A Due to cost or some other
reasons, AS A prefers using AS Bto transnit its’ traffic to AS C

not the directly connected link between AS A and C |If the exit
routers, Router 7 and 8, in AS Atell their iBGP peers the congestion
status of the exit links, the peers in turn can steer sone outgoing
traffic toward the less |loaded exit link. |f AS A knows the |ink
between AS B and AS Cis congested, it can steer sone traffic towards
AS CfromAS B to the directly connected link by applying some route
poli ci es.
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Thi s docunent introduces new BGP extensions to deliver the congestion
status of the exit link to other BGP speakers. The BGP receiver can
then use this community to deploy route policy, thus steer AS
outgoing traffic according to the congestion status of the exit

l'inks. This mechani sum can be used by both i BGP and eBGP

In this verion, we provide three solution alternatives according to
the discussion in the face to face neetings and mail list. After
adoption, one solution will be selected as the final solution based
on the working group consensus.

In a network depl oyed SDN (Software Defined Network) controller
congestion status extended comunity can be used by the controller to
steer the AS outgoing traffic anong all the exit links fromthe
perspective of the whol e network.

For the network with Route Reflectors (RRs) [ RFC4456], RRs by default
only advertise the best route for a specific prefix to their clients.
Thus RR clients has no opportunity to conpare the congestion status
anong all the exit links. In this situation, to allow RR clients
learning all the routes for a specific prefix fromall the exit
links, RRs are RECOMVENDED to enabl e add-path functionality

[ RFC7911] .
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To enphasi ze, the introduced new BGP extensions have no inpact on the
deci sion process of BGP specified in section 9.1 of [RFC4271], but
can be used by route policy to inpact the data forwardi ng behavior

Requi renents Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Pr evi ous Work

In [constrained-nultiple-path], authors from France Tel ecom al so
specified the requirenment to know the congestion status of a link

To aid a router to performunequal cost |oad bal ancing, experts from
Cisco introduced Link Bandw dth Extended Comrunity in

[1'i nk-bandwi dt h-community] to carry the cost to reach the externa
BGP nei ghbor. The cost can be either configured per neighbor or
derived fromthe bandwi dth of the link that connects the router to a
directly connected external neighbor. This docunent was accepted by
the I DR working group, but expired in 2013.

Li nk Bandwi dt h Ext ended Community only carries the |ink bandw dth of
the exit link. The nmethod provided in our docunent can carry the
Iink bandwi dth together with the link utilization information. What
the BGP receiver needs to inpact its traffic steering policy is the
up-to-date unused |ink bandwi th, which can be derived fromthe |ink
bandwith and link utilization. Since Link Bandw dth Extended
Conmunity is expired, the BGP speaker who receives update nessage
with both Link Bandwi dt h Ext ended Community and Congestion Status
Conmuni ty SHOULD i gnore the Link Bandw dth Extended Conmunity and use
the Congestion Status Conmunity.

Solution Alternative 1: Extended Comunity

As described in [ RFC4360], the extended comrunity attribute is an
8-octet value with the first one or two octets to indicate the type
of this attribute. Since congestion status conmmunity needs to be
delivered fromon AS to other ASes, and used by the BGP speakers both
in other ASes and within the sane AS as the sender, it MJST be a
transitive extended community, i.e. the T bit in the first octet MJST
be zero.

We only define the congestion status comunity for four-octet AS

nunber [ RFC6793], since all the BGP speakers can handl e four-octet AS
nunber now and the two-octet AS nunbers can be mapped to four-octet
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AS nunmbers by setting the two high-order octets of the four-octet
field to zero, as per [RFC6793].

Congestion status comunity is a sub-type allocated from Transitive
Four-Cctet AS-Specific Extended Conmmunity Sub-Types defined in
section 5.2.4 of [RFC7153]. |Its format is as Figure 1.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Type =0x02 | Sub- Type | Sender AS Nunber |
B E e r e s i s i o T T s S S S S 2

| Sender AS Nunber (cont.) | Bandwi dt h | Utilization
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 1: Congestion status extended conmunity

Type: 1 octet. This field MIUST be 0x02 to indicate this is a
Transitive Four-Cctet AS-Specific Extended Community.

Sub-Type: 1 octet. It is used to indicate this is a Congestion
Status Extended Community. |Its value is to be assigned by | ANA

Sender AS Nunber: 4 octets. |Its value is the AS nunber of the BGP
speaker who generates this congestion status extended conmmunity.

If the generator has 2-octct AS nunber, it MJST encode its AS
nunber in the last (low order) two bytes and set the first (high
order) two bytes to zero, as per [RFC6793].

Bandwi dth: 1 octet. Its value is the bandwidth of the exit |ink
inunit of 10 gbps (gigabits per second). The link with bandw dth
| ess than 10 gbps is not suitable to use this feature. To reflect
the practice that sonetines the traffic is rate linted to a
capacity smaller than the physical |ink, the value of the

bandwi dth can be the configured capacity of the link. The
avai l abl e configured capacity can be calculated fromthis field
together with Uilization field. Zero neans the bandwidth is
unknown or is not advertised to other peers.

Uilization: 1 octet. |Its value is the utilization of the exit
link in unit of percent. A value bigger than 100 neans the
inconming traffic is higher than the Iink capacity. W can use the
"Utilization" field together with the "Bandwi dth" field to
calculate the traffic |oad that we can further steer to this exit
I'ink.
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5. Solution Alternative 2: Large Community

As described in [ RFC8092], the BGP large comunity attribute is an
optional transitive path attribute of variable length, consisting of
12-octet values. The BGP large conmunity attribute is nainly used to
extend the size of BGP Conmunity [ RFC1997] and Extened Conmunity

[ RFC4360], thus to acconmobdate at | east two four-octet ASNs

[ RFC6793]. As shown in the following figure, the format of the
12-octet BGP Large Conmunity value is not suitable to be used to
define new type for congestion status comrunity.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| A obal Admi ni strator |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Local Data Part 1 |
B E e r e s i s i o T T s S S S S 2
[ Local Data Part 2 [
B T T i I T T o S S S e b S S S

Figure 2

d obal Administrator: A four-octet nanmespace identifier

Local Data Part 1: A four-octet operator-defined val ue.

Local Data Part 2: A four-octet operator-defined val ue.

6. Solution Alternative 3: Comunity Container

As described in [I-D.ietf-idr-w de-bgp-comunities], the BGP
Conmuni ty Cont ai ner has flexible encoding format, which we can use to
define the congestion status conmmunity.
A new type of the BGP Community Container is defined for the

congestion status community, which has the same conmon header as the
BGP Community Container with the follow ng encoding format.
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Flags | QT Reserved [
T T e s i i s S S SR S S
[ Lengt h [ Sender AS Number [
T T e e e i e S S e R Tk o S
| Sender AS Nunber (cont.) | Bandwi dt h |
B i S S T s i S T st i S S S S S S S S i
[ Bandwi dth (cont.) | Uilization | Reserved [

B R e i s T e S T S S N e i i i S S S e T S
Fi gure 3

Type: 2 octets. Its value is to be assigned by IANA fromthe
registry "BGP Community Container Types" to indicate this is the
Congestion Status Community.

Flags: 1 octet. Cand T bits MIJST be set to indicate the
Congestion Status Conmmunity is transitive across confederation and
AS boundaries. The other bits in Flags field MIJST be set to zero
when origi nated and SHOULD be i gnored upon receipt.

Reserved: Reserved fields are reserved for future definition
whi ch MUST be set to zero when origi nated and SHOULD be i gnored
upon receipt.

Length: 2 octets. This field represents the total length of a
given container’'s contents in octets.

Sender AS Nunber: 4 octets. |Its value is the AS nunber of the BGP
speaker who generates this congestion status comunity. |f the
generator has 2-octct AS nunber, it MJST encode its AS nunber in
the last (low order) two bytes and set the first (high order) two
bytes to zero, as per [RFC6793].

Bandwi dth: 4 octets. |Its value is the bandwidth of the exit Iink
in |EEE floating point format (see [|EEE. 754.1985]), expressed in
bytes per second. Zero means the bandwi dth is unknown or is not
advertised to other peers. Appendix A lists sone typica
bandwi dt h val ues, nost of which are extracted from Section 3.1.2
of [RFC3471].

To reflect the practice that sonmetinmes the traffic is rate linited
to a capacity smaller than the physical |ink, the value of the
bandwi dth can be the configured capacity of the link. The
avai |l abl e configured capacity can be calculated fromthis field
together with Utilization field.
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Uilization: 1 octet. |Its value is the utilization of the exit
link in unit of percent. A value bigger than 100 nmeans the
incomng traffic is higher than the |ink capacity. W can use the
"Utilization" field together with the "Bandwi dth" field to
calculate the traffic load that we can further steer to this exit
l'i nk.

Depl oynment Consi der ati ons

To

To

avoid route oscillation

The exit router SHOULD set a threshold. When the utilization
change reaches the threshold, the exit router SHOULD generate a
BGP updat e nmessage with congestion status conmunity.

| mpl enent ati ons SHOULD further reduce the BGP updat e nessages
trigered by link utilization change using the method simlar to
BGP Route Flap Danping [ RFC2439]. When link utilization change
by small anmpunts that fall under thresholds that woul d cause

t he announcenment of BGP update nmessage, inpl enentations SHOULD
suppress the announcenent and set the penalty val ue

accordi ngly.

To reduce the update churn introduced, when one BGP router
needs to re-advertise a BGP path due to attribute changes, it
SHOULD update its Congestion Status Conmunity at the sane tine.
Supposing there are N ASes on the way fromthe far end egress
BGP speaker to the final ingress BGP speaker, this allows
reduci ng the update churn as the final ingress BGP speaker will
receive a single UPDATE refreshing the N conmunities, rather
than N UPDATEs, each refreshing one conmunity.

avoid traffic oscillation

Traffic oscillation neans nore traffic than expected is
attracted to the low utilized link, and sonme traffic has to be
steered back to other Iinks.

Route policy is RECOWENDED to be set at the exit router
Congestion status community is only conveyed for sone specific
routes or only for some specific BGP peers.

Congestion status community can al so be used in a SDN net worKk.
The SDN controller uses the exit link utilization informtion
to steer the Internet access traffic anmong all the exit |inks
fromthe perspective of the whol e network.

O her Conserns
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To avoid forwarding | oops increnmental deploynment issues,
complications in error handling, the reception of such
community over |BGP session SHOULD NOT influence routing
deci sion unless tunneling is used to reach the BGP Next-Hop

Security Considerations

Thi s docunment defines a new BGP comunity to carry the congestion
status of the exit link. It is up to the BGP receiver to trust the
congestion status conmmunities or not. Follow ng depl oynent nodel s
can be consi der ed.

The BGP receiver may choose to only trust the congestion status
comruni ties generated by sone specific ASes or containing
bandwi dth greater than a specific val ue.

You can filter the congestion status communities at the border of
your trust/adm nistrative domain. Hence all the ones you receive
are trusted.

You can record the comunities received over time, nonitor the
congestion e.g. via probing, detect inconsistency and choose to
not trust anynore the ASes which advertise fake news.

| ANA Consi der ati ons

For solution alternative 1, one sub-type is solicited to be assigned
from T Transitive Four-Cctet AS-Specific Extended Conmunity Sub-Types

registry to indicate the Congestion Status Community defined in this
docunent .

For solution alternative 3, one conmunity value is solicited to be
assigned fromthe registry "Registered Type 1 BGP Wde Community
Conmunity Types" to indicate the Congestion Status Community defined
in this document.
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Appendi x A, Bandw dth Val ues

Some typical bandw dth values encoded in 32-bit |EEE floating point
format are enunerated bel ow
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Bit-rate

(Mops) (32-bit

2. 048 0x487A0000
10. 00 0x49989680
100. 00 0x4B3EBC20
155. 52 0x4B9450C0
622. 08 0x4C9450C0
1000. 00 0x4CEE6B28
2488. 32 0x4D9450C0
9953. 28 0x4E9450C0
10000. 00 0x4E9502F9
39813. 12 0x4F9450Q0
100000. 00 0x503A43B7
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