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Abst r act

The SOCKS protocol is used primarily to proxy TCP connections to
arbitrary destinations via the use of a proxy server. Under the

| atest version of the protocol (version 5), it takes 2 RTTs (or 3, if
aut hentication is used) before data can fl ow between the client and
the server.

Thi s neno proposes SOCKS version 6, which reduces the nunber of RTTs
used, takes full advantage of TCP Fast Open, and adds support for
0- RTT aut henti cati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Versions 4 and 5 [ RFC1928] of the SOCKS protocol were devel oped two
decades ago and are in w despread use for circuit |evel gateways or
as circunvention tools, and enjoy w de support and usage from vari ous
software, such as web browsers, SSH clients, and proxifiers.

However, their design needs an update in order to take advantage of
the new features of transport protocols, such as TCP Fast Open

[ RFC7413], or to better assist newer transport protocols, such as
MPTCP [ RFC6824] .

One of the main issues faced by SOCKS version 5 is that, when taking

into account the TCP handshake, nethod negoti ation, authentication
connection request and grant, it may take up to 5 RTTs for a data
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exchange to take place at the application layer. This is especially
costly in networks with a large delay at the access |layer, such as
3G 4G or satelite

The desire to reduce the nunber of RTTs manifests itself in the
design of newer security protocols. TLS version 1.3
[I-D.ietf-tls-tlsl13] defines a zero round trip (0-RTT) handshake node
for connections if the client and server had previously conmuni cat ed.

TCP Fast Qpen [RFC7413] is a TCP option that allows TCP to send data
in the SYN and receive a response in the first ACK, and ains at
obtaining a data response in one RTT. The SOCKS protocol needs to
concern itself with at | east two TFO depl oynent scenarios: First,
when TFO is avail able end-to-end (at the client, at the proxy, and at
the server); second, when TFO is active between the client and the
proxy, but not at the server

Thi s docunment describes the SOCKS protocol version 6. The key
i nprovenents over SOCKS version 5 are:

o0 The client sends as much information upfront as possible, and does
not wait for the authentication process to conclude before
requesting the creation of a socket.

0 The connection request also nminmcs the semantics of TCP Fast Open
[ RFC7413]. As part of the connection request, the client can
supply the payload for the initial SYNthat is sent out to the
server.

0 The protocol can be extended via options wthout breaking
backwar d- conpati bility

o The protocol can |everage the aforenentioned options to support
0- RTT aut henticati on schenes.

1.1. Revision |og
draft-01
0 Added this section
0 Support for idenpotent commands.
0 Renoved version nunbers from operation replies.

0 Request port nunber for SOCKS over TLS. Deprecate encryption/
encapsul ati on wi thi n SOCKS
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0 Added Version M smatch Replies.
0 Renanmed the AUTH command to NOOP.

o Shifted sone fields to nake requests and operation replies easier
to parse.

2. Requirenents | anguage

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. Mode of operation

CLI ENT PROXY
T +
| Authentication nmethods | Request
———————— > Conmmand code S e LR TR
| TFO [
| Address |
| Port |
| Options |
| I'nitial data |
e e e e e e e e oo +
S +
Aut hentication reply | Type |
O e T + Met hod <-----
| Options |
o e e e e e e e e e e e oo n +
S LR T (Aut hentication protocol)------------------ >
T T +
Qperation reply | Reply code |
S LR + Bi nd address L R T T
| Bind port [
| Options |
| Initial data of fset |
T +

Figure 1: The SOCKS version 6 protocol nessage exchange
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When a TCP-based client wishes to establish a connection to a server
it must open a TCP connection to the appropriate SOCKS port on the
SOCKS proxy. The client then enters a negotiation phase, by sending
the request in figure Figure 1, that contains, in addition to fields
present in SOCKS 5 [RFC1928], fields that facilitate | ow RTT usage
and faster authentication negotiation.

Next, the server sends an authentication reply. |If the request did
not contain the necessary authentication information, the proxy

i ndi cates an authentication nethod that nust proceed. This may
trigger a longer authentication sequence that could include tokens
for ulterior faster authentications. The part |abeled

"Aut hentication protocol"” is specific to the authentication nmethod
enpl oyed and is not expected to be enployed for every connection
between a client and its proxy server. The authentication protoco
typically takes up 1 RTT or nore.

If the authentication is successful, an operation reply is generated
by the proxy. It indicates whether the proxy was successful in
creating the requested socket or not.
In the fast case, when authentication is properly set up, the proxy
attenpts to create the socket immediately after the receipt of the
request, thus achieving an operational conection in one RTT (provided
TFO functionality is available at the client, proxy, and server).

4. Connection Requests

The client starts by sending a request to the proxy.
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I Fommemeeeas e +
| Ver si on | Nunmber of | Methods |

| Major | Mnor | Methods | |

Fom oo - Fom oo - [ S Fom e o - +

| 1 | 1 | 1 | Variable |

N N N N T +

I e I e e +

| Cormand | TFO | Address | Port | Address |

| Code | | Type | | |
Fomm e - +-- - - - Fomm e - Homm - - - Fom e o - +

| 1 | 1 | 1 | 2 | Variable |

N N N Femmans N T +
Fommemeeeas e I I +
| Nunber of | Options | Initial Data | Initial Data |
| Options | | Si ze | |
[ S Fom e o - S S +
| 1 | Variable | 2 | Vari abl e |
N N T . . +

Figure 2: SOCKS 6 Request

0 Version: The major byte MJST be set to 0x06, and the m nor byte
MUST be set to 0x00.

0 Nunber of Methods: The number of supported authentication nethods
that the client wishes to adverti se.

0 Methods: One byte per advertised nethod. Method nunbers are
assi gned by | ANA

0 Command Code:
* 0x00 NOOP: authenticate the client and do not hi ng.
* 0x01 CONNECT: requests the establishment of a TCP connecti on.
* 0x02 BIND: requests the establishment of a TCP port bi nding.
*  0x03 UDP ASSCCI ATE: requests a UDP port associ ation.

o TFO
* 0x00 indicates that the proxy MJST NOT attenpt to use TFO in

case of a CONNECT conmmand, or accept TFO in case of a BIND

command. | n case of an AUTH or UDP ASSOCI ATE command, this
field MUST be set to 0x00.
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* 0x01 indicates that the proxy SHOULD attenpt to use TFO in case
of a CONNECT command, or accept TFO in case of a BIND conmand.
0 Address Type:
*  0x01: IPv4
* 0x03: Domain Name
* 0x04: |Pve

0 Address:
* | Pv4:

*  Dommi

this field s format depends on the address type:
a 4-byte | Pv4 address

n Nane: one byte that contains the length of the FQDN,

followed by the FQDN itself. The string is not NUL-term nated.

* | Pv6:

a 16-byte | Pv6 address

o Port: the port in network byte order.

0 Nunber of Options: the nunber of SOCKS options that appear in the

Options field.

0 Options: see section Section 8.

0o Initial Data Size: A two-byte nunber in network byte order. In
case of AUTH, BIND or UDP ASSCCI ATE, this field MUST be set to O.
In case of CONNECT, this is the nunber of bytes of initial data

that are supplied in the following field.

o Initial

Data: The first octets of the data stream

Clients MJST support the "No authentication required" nethod.
Clients MAY onit advertising the "No authentication required" option.

Clients SHOULD NOT issue AUTH commands unl ess they adverti se
aut henti cation methods with support for O-RTT authentication.

The server MAY truncate the initial data to an arbitrary size and
disregard the rest. This is will be comunicated later to the
client, should the authentication process be successful (see section
Section 7). As such, server inplenentations do not have to buffer
the initial data while waiting for the (potentially malicious) client
to authenticate.
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5. Version Msmatch Replies

Upon receipt of a request starting with a version nunber other than
6.0, the proxy sends the follow ng response:

Fommmmmeeaaaaas +
[ Ver si on [
| Major | Mnor |
Fom e - Fom e - +
I 1 1 |
R R +

Figure 3: SOCKS 6 Version Msmatch Reply

o0 Version: The major byte MJST be set to 0x06, and the m nor byte
MUST be set to 0x00.

A client MJUST close the connection after receiving such a reply.
6. Authentication Replies

Upon receipt of a valid request, the proxy sends an Authentication
Repl y:

B oo - [ S, B T S +
| Ver si on | Type | Method | Number of | Options |
| Major | Mnor | [ | Options | [
S RS S RS e S NIy Fomm e eaaan Fomm e +
[ 1 [ 1 | 1 [ 1 [ 1 | Variable |
[ - [ - R e, IR R R Hommmmm +

Figure 4: SOCKS 6 Authentication Reply

0 Version: The major byte MJST be set to 0x06, and the m nor byte
MUST be set to 0x00.

o Type:

* 0x00: authentication successful.

* 0x01l: further authentication needed.
0 Method: The chosen authentication nethod.

0 Nunber of Options: the nunber of SOCKS options that appear in the
Options field.
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0 Options: see section Section 8.

Mul ti homed clients SHOULD cache the chosen nmethod on a per-interface
basis and SHOULD NOT include authentication options related to any
other nethods in further requests originating fromthe sane

i nterface.

If the server signals that further authentication is needed and
sel ects "No Acceptable Methods", the client MJST cl ose the
connecti on.

The client and proxy begin a nethod-specific negotiation. During
such negotiations, the proxy MAY supply information that allows the
client to authenticate a future request using an authentication
option. Descriptions of such negotiations are beyond the scope of
thi s nmeno.

If the cliend i ssued an AUTH comrmand, the client MJST cl ose the
connection after the negociation is conplete.

7. Operation Replies

After the authentication negotiations are conplete, the server sends
an Operation Reply:

o m oo - [ oo - S B T +
| Reply | Address | Bind | Bi nd | I'nitial Data

| Code | Type | Port | Address | O fset [
Fom e e TS Homm e [ SR o +
[ 1 | 1 | 2 | Variable | 2 |
[ R, T [ S, [ R oo +
B T S +

| Nunber of | Options

| Options | [

R [ SR +

| 1 | Variable |

R [ R +

Figure 5: SOCKS 6 Operation Reply
0 Reply Code:
* 0x00: Succes
* 0x01: Ceneral SOCKS server failure

* 0x02: Connection not allowed by rul eset
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* 0x03: Network unreachabl e

* 0x04: Host unreachabl e

* 0x05: Connection refused

*  0x06: TTL expired

* 0x07: Conmand not supported

* 0x08: Address type not supported
0 Address Type:

*  0x01: |Pv4

* 0x03: Donmi n Name

*  0x04: |Pv6
0 Bind Address: the proxy bound address in the follow ng format:

* | Pv4: a 4-byte | Pv4 address

* Domain Name: one byte that contains the I ength of the FQDN
followed by the FQDN itself. The string is not NUL-term nated.

* | Pv6: a 16-byte | Pv6 address
o0 Bind Port: the proxy bound port in network byte order

0 Number of Options: the nunber of SOCKS options that appear in the
Options field.

0 Options: see section Section 8.

o Initial Data Ofset: A two-byte nunber in network byte order. In
case of BIND or UDP ASSCClI ATE, this field MIST be set to 0. In
case of CONNECT, it represents the offset in the plain data stream
fromwhich the client is expected to continue sending data.

If the proxy returns a reply code other than "Success", the client
MUST cl ose the connecti on.

Oteanu & Nicul escu Expires May 3, 2018 [ Page 10]



Internet-Draft SOCKS 6 Cct ober 2017

7.1. Handl i ng CONNECT
In case the client has issued a CONNECT request, data can now pass.
The client MUST resune the data stream at the offset indicated by the
Initial Data Ofset field.

7.2. Handling BIND
In case the client has issued a BIND request, it nust wait for a
second Operation reply fromthe proxy, which signifies that a host
has connected to the bound port. The Bind Address and Bind Port
fields contain the address and port of the connecting host.
Afterwards, application data nay pass.

7.3. Handling UDP ASSCClI ATE
The relay of UDP packets is handl ed exactly as in SOCKS 5 [ RFC1928].

8. SOCKS Options

SOCKS options have the foll owing format:

. . +
| Kind | Length | Option Data |
e I . +
| 1 | 1 | Variable |
Homm - - Fom e e e - - TSRS +

Fi gure 6: SOCKS 6 Option
0 Kind: MJST be allocated by | ANA. (See section Section 10.)
0 Length: The I ength of the option.
0 Option Data: The contents are specific to each option kind.
8.1. Authentication options

Aut henti cation options carry nethod-specific authentication data.
They can be part of SOCKS Requests and Authentication Replies.

Aut henti cati on options have the follow ng fornat:
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I oo T +
| Kind | Length | Method | Authentication Data

Homm - - Fom e e e - - Fom e e e - - e e e e e e e e o +
| 1 [ 1 [ 1 [ Vari abl e [
. Fommnaann Fommnaann . +

Figure 7: Authentication Option
0 Kind: MJUST be allocated by | ANA. (See section Section 10.)
0 Length: The length of the option.

o Method: The nunber of the authentication nethod. These nunbers
are assigned by | ANA

0 Authentication Data: The contents are specific to each nethod.

Al'l proxy inplenmentations MJUST support authentication nethod options.
Clients MAY omit advertising authentication nmethods for which they
have included at |east an authentication option.

8.2. Ildenpotence options

To protect against duplicate SOCKS Requests, authenticated clients
can request, and then spend, idenpotence tokens. A token can only be
spent on a single SOCKS request.

Tokens are 4-byte unsigned integers in a nodular 4-byte space.
Therefore, if x and y are tokens, x is smaller thany if (y - x) <
27231 in unsigned 32-bit arithmetic.

Proxi es grant contiguous ranges of tokens called token w ndows.
Token wi ndows are defined by their base (the first token in the
range) and size. Wndows can be shifted (i. e. have their base
increased, while retaining their size) unilaterally by the proxy.

Requesting and spendi ng tokens is done via |denpotence options:

Fom e e e oo Homm - - - e e e - +
| Kind | Length | Type | Option Data
Fom e e o m e e oo Fom e e S +
| 1 | 1 | 1 [ Vari abl e
Fomm - - - Fomm e - - Fomm - - - o m e e oo o - +

Fi gure 8: |denpotence Option
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2

0 Kind: MJST be allocated by | ANA. (See section Section 10.)
0 Length: The length of the option
o Type:
* 0x00: Token Request
* 0x01l: Token W ndow Adverti senent
*  0x02: Token Expenditure
* 0x03: Token Expenditure Reply
0 Option Data: The contents are specific to each type.
1. Requesting a fresh token w ndow

A client can obtain a fresh wi ndow of tokens by sending a Token
Request option as part of a SOCKS Request:

Fom e e e oo Homm - - - e e e - +
| Kind | Length | Type | Wndow Size

Fom e e o m e e oo Fom e e S +
1 | 1 |1 | 4 I
Fomm - - - Fomm e - - Fomm - - - o m e e oo o - +

Fi gure 9: Token Request
0 Kind: MJST be allocated by | ANA. (See section Section 10.)
0o Length: 7
0 Type: 0x00 (Token Request)

0 Wndow Size: The requested w ndow si ze.

2017

The proxy then includes a Token W ndow Advertisenment option in the

correspondi ng Operation Reply:
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I e . . +
| Kind | Length | Type | Wndow Base | Wndow Size

Homm - - Fom e e e - - Homm - - TSRS TSRS +
1 | 1 1 4 I 4 I
. Fommnaann . . . +

Fi gure 10: Token W ndow Adverti senent
0 Kind: MJUST be allocated by | ANA. (See section Section 10.)
0 Length: 11
o Type: 0x01 (Token Grant)
0 Wndow Base: The first token in the w ndow.

0 Wndow Size: The wi ndow size. This value SHOULD be | ower or equa
to the requested w ndow si ze

8.2.2. Spending a token

The client can attenpt to spend a token by including a Token
Expendi ture option in its SOCKS request:

B oo - o m oo - +
| Kind | Length | Type | Token
- - - - - [ S - - - - - E SR +
1 | 1 1 | 4 |
e Ty e Hommma- +

Figure 11: Token Expenditure
0 Kind: MJUST be allocated by | ANA. (See section Section 10.)
0o Length: 7
o Type: 0x02 (Token Expenditure)
0 Token: The token being spent.
Clients SHOULD prioritize spending the smaller tokens.

The server responds by sending a Token Expenditure Reply option as
part of the Operation Reply:
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I e I +
| Kind | Length | Type | Response Code |
Homm - - Fom e e e - - Homm - - e e e o +
1 | 1 1 1 I
. Fommnaann . . +

Figure 12: Token Expenditure Response
0 Kind: MJUST be allocated by | ANA. (See section Section 10.)
0 Length: 4
0 Type: 0x03 (Token Expenditure Response)
0 Response Code
* 0x00: Success: The token was spent successfully.

* 0x01: No Wndow The proxy does not have a token w ndow
associ ated with the client.

*  0x02: Qut of Wndow. The token is not within the w ndow

* 0x03: Duplicate: The token has already been spent.
If eligible, the token is spent as soon as the client authenticates.
If the token is not eligible for spending, the proxy MJST NOT attenpt
to honor the client’s SOCKS Request; further, it MJST indicate a
General SOCKS server failure in the Operation Reply.

Proxy i npl ementati ons SHOULD al so send a Token W ndow Adverti senent
if:

o the token is out of w ndow, or

o0 by the proxy's internal |ogic, successfully spending the token
caused the wi ndow to shift.

Proxy inplenmentati ons SHOULD NOT shift the wi ndow s base beyond the
hi ghest unspent token.

Proxy inplementations MAY include a Token Wndow Advertisenent in any
Operation Reply.
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8.2.3. Handling Token W ndow Advertisements
Even though the proxy increases the wi ndow s base nonotonically,
there is no nechani sm whereby a SOCKS client can receive the Token
W ndow Advertisenents in order. As such, clients SHOULD di sregard
unsol licited Token W ndow Adverti senents with a Wndow Base | ess than
t he previously known val ue.

9. Security Considerations

9.1. Large requests
G ven the format of the request nessage, a malicious client could
craft a request that is in excess of 100 KB and proxi es could be
prone to DDoS attacks.
To mitigate such attacks, proxy inplenentati ons SHOULD be able to
incremental |y parse the requests. Proxies MAY close the connection
to the client if:
o the request is not fully received after a certain tinmeout, or
o the nunber of options exceeds an inposed hard cap, or
o the total size of the options exceeds an inposed hard cap, or
o the size of the initial data excedes a hard cap

Further, the server MAY choose not to buffer any initial data beyond
what woul d be expected to fit in a TFO SYN s payl oad.

9.2. Replay attacks

In TLS 1.3, early data (which is likely to contain a full SOCKS
request) is prone to replay attacks.

Whi | e Token Expenditure options can be used to nmtigate replay
attacks, the initial Token Request is still vulnerable. As such,
client inplenentations SHOULD NOT nmeke use of TLS early data when
sendi ng a Token Request.

10. | ANA Consi derati ons
Thi s docunment requests that | ANA all ocate option codes for SOCKS 6

options. Further, this document requests option codes for
aut henti cation and i denpotence options.
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This docunment al so requests that | ANA allocate a port for SOCKS over
TLS.
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