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Abst ract

Thi s docunment describes a robust nmethod for Path MIU Di scovery
(PMTuD) for datagram packetization layers. It allows these layers to
probe an Internet path with progressively |larger packets to determ ne
a maxi mum packet size This nethod is described as an extension to RFC
1191 and RFC 8201, which specify | CMP-based Path MIU Di scovery for |IP
versions 4 and 6. The docunent provides functionally for datagram
transports that is equivalent to the packetization |ayer PMIuD
specification for TCP, specified in RFC4821
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The | ETF has specified datagramtransport using UDP, SCTP, SCTP/ UDP
DCCP, and DCCP/UDP, as well as protocols layered on top of these
transports.

Cl assical Path Maxi mum Transm ssion Unit Di scovery (PMIUD) can be
used with any transport that is able to process | CMP Packet Too Big
(PTB) nmessages (e.g., [RFC1191] and [RFCB201]). It adjusts the
effective Path MU (PMIU), based on reception of ICWMP Path too Big
(PTB) nessages to decrease the PMIU when a packet is sent with a size
| arger than the val ue supported along a path, and a nethod that from
time-to-tinme increases the packet size in attenpt to discover an
increase in the supported PMIU

However, C assical PMIUD is subject to protocol failures. One
failure arises when traffic using a packet size larger than the
actual supported PMIU i s bl ackhol ed (silently discarded). This may
happen when | CMP PTB nessages are not delivered back to the sender
for sone reason [ RFC2923]). For exanple, |CMP nessages are
increasingly filtered by m ddl eboxes (including Firewalls) [RFC4890],
and may not be correctly processed by tunnel endpoints.

Another failure could result if a systemnot on the path sends a PTB
that attenpts to force the sender to change the effective PMIU

[ RFC8201]. A sender could protect itself by using the quoted packet
within the PTB nessage payload to verify that the received PTB
message was generated in response to a packet that had actually been
sent. However, there are situations where a sender is unable to
provide this verification (e.g., when the PTB nessage does not
include sufficient information, often the case for |Pv4; or where the
i nformati on corresponds to an encrypted packet). At the network | ayer
there also could be insufficient context to performthis
verification, which depends on information about the active transport
flows (e.g., the socket/address pairs being used, and other protoco
header information). This verification is nore straight forward at a
the Packetization Layer (PL) or a higher |ayer.

The term Packetization Layer has been introduced to describe the

| ayer that is responsible for placing data blocks into the payl oad of
packets and sel ecting an appropriate maxi num packet size. This
function is often perforned by a transport protocol, but can also be
perfornmed by other encapsul ati on net hods worki ng bel ow t he
appl i cation.

In contrast to PMIUD, Packetization Layer Path MIU Di scovery
(PLPMTUD) [ RFC4821] does not rely upon reception and verification of
PTB nessages. It is therefore nore robust than O assical PMIUD. This
has becone the recommended approach for inplenenting PMIU di scovery
with TCP. It uses a general strategy where the PL searches for an
appropriate PMIU by sendi ng probe packets along the network path with
a progressively larger packet size. |If a probe packet is
successfully delivered (as determined by the PL), then the effective
Path MU is raised to the probe size
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PLPMTUD i ntroduces flexibility in the inplenentation of PMIU

di scovery. At one extreme, it can be configured to only perform PTB
bl ack hol e recovery to increase the robustness of O assical PMIUD, or
at the other extrene, all PTB processing can be di sabl ed and PLPMIuD
can conpletely replace Cassical PMIUD. PLPMIUD can al so include
addi ti onal consistency checks without increasing the risk of

bl ackhol i ng.

The UDP- Gui del i nes [ RFC8085] state "an application SHOULD either use
the path MIU information provided by the I P layer or inplenent Path
MIU Di scovery (PMIuD)", but does not provide a nechani sm for

di scovering the largest size of unfragnented datagram than can be
used on a path. PLPMIUD has not currently been specified for UDP
whil e Section 10.2 of [RFC4821] recomends a PLPMIUD probi ng net hod
for SCTP that utilises heartbeat nessages as packet probes, but does
not provide a conplete specification. This docunment provides the
details to conplete that specification. Sinmilarly, the nethod
defined in this specification could be used with the Datagram
Congestion Control Protocol (DCCP) [RFC4340] requires inplenentations
to support C assical PMIUD and states that a DCCP sender "MJST

mai ntai n the maxi num packet size (MPS) allowed for each active DCCP
session". It also defines the current congestion control maxi nmum
packet size (CCWPS) supported by a path. This recomends use of
PMIUD, and suggests use of control packets (DCCP-Sync) as path probe
packets, because they do not risk application data | oss. The
docunent al so contains information that enables the inplementation of
PLPMIUD wi t h ot her datagramtransports

Section Section 4 of this docunent presents a set of algorithns for
dat agram protocols to di scover a naxi mum size for the effective PMIU
across a path. The nethods described rely on features of the PL
Section 3 and apply to transport protocols over IPv4 and I Pv6. It
does not require cooperation fromthe |ower |ayers (except that they
are consi stent about which packet sizes are acceptable). It can
utilise PTB nessages when these are avail abl e.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

O her terminology is directly copied from[RFC4821], and the
definitions in [RFC1122].

Bl ack- Hol ed: When the sender is unaware that packets are not
delivered to the destination endpoint (e.g., when the sender is
unaware of a change in the path to one with a smaller PMIU)

Cl assical Path MIU Di scovery: O assical PMIUD is a process described
in [RFC1191] and [ RFC3201], in which nodes rely on PTB nessages to
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|l earn the | argest size of unfragnmented datagramthan can be used
across a path.

Datagram A datagramis a transport-|ayer protocol data unit,
transmitted in the payl oad of an | P packet.

Ef fective PMIU. The current estimated value for PMIU used by a
Packeti zati on Layer.

EMIU S: The Effective MIU for sending (EMIU S) is defined in
[ RFC1122] as "the maxi mum | P datagram size that may be sent, for a
particul ar conbination of |IP source and destination addresses...".

EMIU_R The Effective MIU for receiving (EMIUR) is designated in
[ RFC1122] as "the | argest datagram size that can be reassenbl ed by
EMIU R ("Effective MIU to receive")".

Li nk: A communi cation facility or nedi um over whi ch nodes can

conmuni cate at the link layer, i.e., a layer belowthe |IP |ayer
Exanpl es are Ethernet LANs and Internet (or higher) layer and
tunnel s.

Li nk MTU. The Maxi mum Transm ssion Unit (MIU) is the size in bytes of
the | argest | P packet, including the | P header and payl oad, that
can be transnitted over a link. Note that this could nore
properly be called the IP MU, to be consistent with how ot her
standards organi zati ons use the acronym MIU. This includes the IP
header, but excludes link | ayer headers and other framing that is
not part of IP or the IP payload. O her standards organi zations
generally define Iink MU to include the |ink | ayer headers.

MPS: The Maxi num Packet Size (MPS), the |l argest size of application
data bl ock that may be sent unfragnmented across a path. In
PLPMIUD this quantity is derived fromEffective PMIU by taking
into consideration the size of the application and | ower protoco
| ayer headers, and nay be linmted by the application protocol

Packet: An | P header plus the |P payl oad.

Packeti zation Layer (PL): The layer of the network stack that places
data into packets and perforns transport protocol functions.

Pat h: The set of link and routers traversed by a packet between a
source node and a destination node.
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Path MIU (PMIU): The minimum of the link MU of all the links formng
a path between a source node and a destinati on node.

PLPMIUD: Packetization Layer Path MIU Di scovery, the method descri bed
in this docunent for datagram PLs, which is an extension to
Cl assi cal PMIU Di scovery.

3. Features required to provide PLPMIUD at the Transport Layer

TCP PLPMIUD has been defined using standard TCP protocol mechani sns.
Al of the requirenents in [ RFC4821] al so apply to use of the
technique with a datagram PL. Unli ke TCP, sonme datagram PLs require
addi ti onal mechani snms to inplenent PLPMIUD.

There are ten requirenents for perform ng the datagram PLPMIUD net hod
described in this specification:

1. PMIU paraneters: A PLPMIUD sender is REQU RED to provide
i nformati on about the maxi mum si ze of packet that can be
transmtted by the sender on the local link (the Link MU and MAY
utilize simlar information about the receiver when this is
supplied (note this may be | ess than EMIU R). Sone applications
al so have a nmaxi mumtransport protocol data unit (PDU) size, in
whi ch case there may be no benefit fromprobing for a size |arger
than this (unless a transport allows nultiplexing multiple
applications PDUs into the same datagram)

2. FEffective PMIU A datagram application MIST be able to choose the
size of datagranms sent to the network, up to the effective PMIU
or a snmaller value (such as the MPS) derived fromthis. This
val ue i s managed by the PMIUD net hod. The effective PMIU
(specified in Section 1 of [RFC1191]) is equivalent to the EMIU S
(specified in [ RFC1122]).

3. Probe packets: On request, a PLPMIUD sender is REQUI RED to be
able to transnit a packet larger than the current effective PMIU
(but always with a total size less than the Iink MIU), which the
met hod can use as a probe packet. In IPv4, a probe packet is
al ways sent with the Don’t Fragnent (DF) bit set and wi thout
networ k | ayer endpoint fragnmentation

4. Processing PTB nessages: A PLPMIUD sender MAY optionally utilize
PTB nessages received fromthe network |ayer to help identify
when a path does not support the current size of packet probe.
Any recei ved PTB message SHOULD/ MUST be verified before it is
used to update the PMIU di scovery information [ RFC8201]. This
verification confirns that the PTB nessage was sent in response
to a packet originating by the sender, and needs to be perforned
before the PMIU di scovery nethod reacts to the PTB nessage. Wen
the router link MU is indicated in the PTB nessage this MAY be
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used by datagram PLPMIUD to reduce the size of a probe, but MJST
NOT be used increase the effective PMIU

Recepti on feedback: The destination PL endpoint is REQU RED to
provi de a feedback nethod that indicates when a probe packet has
been received by the destination endpoint. The local PL endpoint
is REQU RED to pass this feedback to the sender PLPMIUD net hod

Probi ng and congestion control: The isolated | oss of a probe
packet SHOULD NOT be treated as an indication of congestion and
its loss not directly trigger a congestion control reaction

Probe | oss recovery: If the data block carried by a probe nessage
needs to be sent reliably, the PL (or |ayers above) MJST arrange
retransm ssion/repair of any resulting loss. This nmethod MJST be
robust in the case where paket probes are | ost due to other
reasons (including link transm ssion error, congestion). The
PLPMIUD nethod treats isolated | oss of a probe packet (with or

wi t hout an PTB nessage) as a potential indication of a PMIU |imit
on the path. The PL is pernitted to retransnmt any data included
in a lost probe packet without adjusting its congestion w ndow.

Cached effective PMIU. The sender MJST cache the effective PMIU
val ue between probes and needs also to consider the disruption
that could be incurred by an unsuccessful probe - both upon the
flow that incurs a probe loss, and other flows that experience
the effect of additional probe traffic.

Shared effective PMIU state: The specification of PLPMIUD

[ RFC4821] states: "If PLPMIUD updates the MIU for a particul ar
path, all Packetization Layer sessions that share the path
representation (as described in Section 5.2 of [RFC4821]) SHOULD
be notified to nake use of the new MIU and nmake the required
congestion control adjustnments”. Such methods need to robust to
the wide variety of underlying network forwardi ng behaviours.
Consi derati ons about cachi ng have been noted [ RFC8201].

In addition the foll owi ng design principles are stated:

(0]

Suitable MPS: The PLPMIUD nmet hod SHOULD avoi d forcing an
application to use an arbitrary snmall MPS (effective PMIU) for
transm ssion while the nethod is searching for the currently
supported PMIU. Datagram PLs do not necessarily support
fragmentation of PDUs | arger than the PMIU A reduced MPS can
adversely inpact the performance of a datagram application

Pat h validation: The PLPMIUD net hod MJUST be robust to path changes
that could have occurred since the path characteristics were |ast
confirned.

Dat agram reordering: A nethod MJST be robust to the possibility
that a fl ow encounters reordering, or has the traffic (inlcuding
probe packets) is divided over nore than one network path.
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0 \When to probe: The PLPMIUD net hod SHOULD det ermi ne whet her the
pat h capacity has increased since it |last nmeasured the path. This
det erm nes when the path shoul d agai n be probed.

PMIU Pr obe Packets

PMIU di scovery relies upon the sender being able to generate probe
messages with a specific size. TCP is able to generate probe packets
by choosing to appropriately segnent data being sent [RFC4821].

In contrast, datagram PLs either have to request an application to
send a data block with a specified size, or to utilise padding
functions to extend the datagram beyond the size of the application
data bl ock. Protocols that permt exchange of control nessages

(wi thout an application data block) could alternatively prefer to
generate a probe packet by extending a control nmessage with padding
dat a.

When the nmethod fails to validate the PMIU for the path, the required
size of probe packet can need to be less than the size of the data

bl ock generated by an application. 1In this case, the PL could
provide a wat to fragment a datagramat the PL, or could instead
utilise a control packet with padding.

A receiver needs to be able to be able to distinguish in-band data
from any added paddi ng, and ensure that any added padding is not
passed to an application at the receiver.

This results in three ways that a sender can create a probe packet:

Probi ng using appi cation data: A probe packet that contains a data
bl ock supplied by an application that matches the size required
for the probe. This requires a nethod to request the application
to issue a data bl ock of the desired probe size. |If the
application/transport needs protection fromthe |oss of this probe
packet, the application/transport may performtransport-I|ayer
retransm ssion/repair of the data block (e.g., by retransnission
after loss is detected or by duplicating the data block in a
dat agram wi t hout the paddi ng data).

Probi ng using appication data: A probe packet that contains a data
bl ock supplied by an application that is conbined with padding to
inflate the length of the datagramto the size required for the
probe. If the application/transport needs protection fromthe
| oss of this probe packet, the application/transport may perform
transport-layer retransm ssion/repair of the data bl ock (e.g., by
retransm ssion after loss is detected or by duplicating the data
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3.

3.

2

3.

bl ock in a datagram wi t hout the paddi ng data).

Probi ng using appication data: A probe packet that contains only
control information and padding to inflate the packet to the size
required for the probe. Since these probe packets do not carry
any application-supplied data bl ock,they do not typically require
retransm ssion, although they do still consume network capacity.

Validation of the current effective PMIU

The PL needs a nethod to determ ne when packet probes have been
successfully received end-to-end across a network path.

Transport protocols can include end-to-end nethods that detect and
report reception of specific datagrans that they send (e.g., DCCP and
SCTP provi de keep-alive/heartbeat features). This can al so be used by
PLPMIUD t o acknow edge reception of a probe packet.

A PL that does not acknow edge data reception (e.g., UDP and UDP-
Lite) is unable to detect when the packets it sends are discarded
because their size is greater than the actual PMIUD. These PLs need
to either reply on application protocol to detect this, or use of an
additional transport method such as UDP-Options [I-D.ietf-tsvwg-udp-
options], and then need to send a reachability probe (e.qg.
periodically solicit a response) to determine if the current
effective PMIU is still supported by the network path.

PMIU di scovery can also utilise PTB nessages to detect when the
actual PMIU supported by a network path is I ess than the current size
of datagrams that are being sent.

Reducti on of the effective PMIU

When the current effective PMIU is no | onger supported by the network
path, the transport needs to detect this and reduce the effective
PMTU.

0o A PL that sends a datagram |l arger than the actual PMIU t hat
i ncludes no application data bl ock, or one that does not attenpt
to provide any retransni ssion, can send a new probe packet with an
updat ed probe si ze.

0o A PL that wishes to resend the application data bl ock, nmay need to
re-fragnent the data block to a smaller datagramsize. This could
utilise network-1ayer or PL fragnmentation when these are
avai | abl e.

Dat agr am PLPMIUD

This section specifies Datagram PLPMIub
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The central idea of PLPMIU di scovery is probing by a sender. Probe
packets of increasing size are sent to find out the maxi mum size of a
user message that is conpletely transferred across the network path
fromthe sender to the destination. |If a PTB nessage is received
froma router or mddlebox, this information ought to be verified and
SHOULD used. The PTB nessages can inprove perfornmance conpared to
one that relies solely on probing.

4.1. Probing

The PLPMIUD nethod utilises a tiner to trigger the generation of
probe packets. The probe tiner is started each tine a probe packet
is sent to the destination and is cancell ed when recei pt of the probe
packet is acknowl edged. Each time the probe_timer expires, the
probe_error_counter is increnented, and the probe packet is
retransmtted. The counter is initialised to zero when a probe
packet is first sent with a particular size. The nmaxi num nunber of
retransm ssions per probing size is configured (MAX_PROBES). |f the
val ue of the PROBE_COUNT exceeds MAX PROBES, probing will be stopped
and the last successfully probed PMIU is set as the effective PMIU

Once probing is conpleted, the sender continues to use the effective
PMIU until either a PTB nessage is received or the PMIU RAlI SE TI MER
expires. |If the PL is unable to verify reachability to the
destination endpoint after probing has conpleted, the nmethod uses a
REACHABI LI TY_TIMER to periodically repeat a probe packet for the
current effective PMIU size, while the PMIU RAI SE TIMER i s running.
If the resulting probe packet is not acknow edged (i.e. the
PROBE_TI MER expires), the nethod re-starts probing for the PMIU

4.2. Tinmers
This nmethod utilises three tiners:

PROBE_TI MER: Configured to expire after a period |onger than the
maxi mumtine to receive an acknow edgnent to a probe packet.

PMIU_RAI SE_TI MER: Configured to the period a sender ought to continue
use the current effective PMIU, after which it re-comrences
probing for a higher PMIU. This timer has a period of 600 secs, as
recomended by [ RFC4821].

REACHABI LI TY_TI MER Configured to the period a sender ought to wait
before confirmng the current effective PMIU is still supported.
This is |l ess than the PMIU_RAI SE Tl MER

An inmpl enentation could inplenent the various tinmers using a single
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timer process.

4.3. Constants
The follow ng constants are defi ned:
MAX_PROBES: The naxi num val ue of the PROBE_ERROR_COUNTER.

M N_PMIU. The smal |l est allowed probe packet size. This value is 1280
bytes as specified in [ RFC2460] .

BASE PMIU: The BASE PMIU is a considered a size that should work in
nost cases. The size equal to or larger than the mini mum
permitted and snaller than the maxi mumallowed. In the case of
I Pv6, this value is 1280 bytes as specified in [ RFC2460]. Wen
using I Pv4, a size of 1200 i s RECOMVENDED.

MAX_PMTU:. This is the largest size of PMIU that is probed. It nust
be less than or equal to the mninumof the |ocal MIU of the
outgoing interface and the destination effective MIU for
recei vi ng.

4.4, Variabl es
This nmethod utilises a set of variabl es:

effective PMIU. The effective PMIU is the maxi num size of datagram
that the method has currently determ ned can be supported al ong
the entire path.

PROBED_SI ZE: The PROBED _SI ZE is the size of the current probe packet.
This is a tentative value for the effective PMIU, which is
awai ting confirmati on by an acknow edgnent.

PROBE _COUNT: This is a count of the nunber of unsuccessful probe
packets that have been sent with size PROBED SIZE. The value is
initialised to zero when a particul ar size of PROBED SIZE is first
att enpt ed.

PTB_SI ZE: The PTB_Si zde is value returned by a verified PTB nessage
i ndicating the |ocal MIU size of a router along the path.

4.5. State Machine

A state machi ne for Datagram PLPMIUD is depicted in Figure 1. If

mul ti homi ng i s supported, a state machine is needed for each active
pat h.

Fai rhurst, Jones, Tuexen &Expiresl May 01, 2018 [ Page 11]



Internet-Draft Dat agr am PLPMTUD Cct ober 2017

S +
| PROBE_NONE |
Fom e e o +
| Connectivity confirnmed
%
—————————— +------------+ -- PROBE_TI MER expiry
MAX_PMIU acked [ | PROBE_BASE | | (PROBE_COUNT < MAX_ PROBES)
PTB (>= BASE_PMIU)|  ----- T + <
———————————————— [ / [
[ | PTB
PMTU_RAI SE_TI MER| | (PTB_SIZE < BASE_PMIU)
or reachability | | or
( PROBE_COUNT [ PROBE_TI MER expiry
= MAX_PROBES) | | (PROBE_COUNT = MAX_PROBES)
PTB \

| PROBE_DONE [<-------------- | PROBE_SEARCH [ <------- | PROBE_ERRCR |
R + MAX_PMIU acked +-------------- + acked +------------- +
or I\

PROBE_TI MER expiry |

( PROBE_COUNT = MAX_PROBES) |
I

Reachabi l ity probe acked PROBE_TI MER expiry
or PROBE Tl MER expiry ( PROBE_COUNT < MAX_ PROBES)
( PROBE_COUNT < NAX_PROBES)

The following states are defined to reflect the probing process.

PROBE_NONE: The PROBE_NONE state is the initial state before probing
has started. PLPMIUD is not performed in this state. The state
transitions to PROBE BASE, when a path has been confirned, i.e.
when a packet has arrived on this path. The effective PMIU is set
to the BASE PMIU size. Probing ought to start inmediately after
connection setup to prevent the |oss of user data.

PROBE_BASE: The PROBE_BASE state is the starting point for datagram

PLPMIUD, and used to confirm whether the BASE PMIU size is
supported by the network path. On entry, the PROBED SIZE is set
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to the BASE PMIU size and the PROBE COUNT is set to zero. A probe
packet is sent, and the PROBE TIMER is started. The state is left
when t he PROBE_COUNT reaches MAX PROBES; a PTB nessage is

recei ved, or a probe packet is acknow edged.

PROBE_SEARCH: The PROBE_SEARCH state is the nmain probing state. This
state is entered either when probing for the BASE PMIU was
successful or when there is a successful reachability test in the
PROBE_ERROR state. On entry, the effective PMIU is set to the
| ast acknow edged PROBED SI ZE.

On the first probe packet for each probed size, the PROBE COUNT is
set to zero. Each tinme a probe packet is acknow edged, the
effective PMIU is set to the PROBED SIZE, and then the PROBED_SI ZE
is increased. Wen a probe packet is not acknow edged within the
period of the PROBE TIMER, the PROBE_COUNT is increnented and the
probe packet is retransnitted. The state is exited when the
PROBE_COUNT reaches MAX PROBES; a PTB nessage is verified; or a
probe of size PMIU MAX is acknow edged.

PROBE_ERROR: The PROBE_ERROR state represents the case where the
network path is not known to support an effective PMIU of at | east
the BASE PMIU size. It is entered when either a probe of size
BASE PMIU has not been acknow edged or a verified PTB nessage
indicates a smaller |ink MU than the BASE PMIU. On entry, the
PROBE_COUNT is set to zero and the PROBED SIZE is set to the
M N _PMIU si ze, and the effective PMIU is reset to M N PMIU si ze.
In this state, a probe packet is sent, and the PROBE TIMER is
started. The state transitions to the PROBE _SEARCH state when a
probe packet is acknow edged.

PROBE_DONE: The PROBE_DONE state indicates a successful end to a
probi ng phase. Datagram PLPMIUD remains in this state until
either the PMIU RAI SE Tl MER expires or a PTB nessage is verified.

When PLPMTUD uses an unacknow edged PL and is in the PROBE DONE
state, a REACHABI LI TY_TI MER periodically resets the PROBE_COUNT
and schedul es a probe packet with the size of the effective PMIU.
If the probe packet fails to be acknow edged after MAX PROBES
attenpts, the nethod enters the PROBE BASE state. An acknow edged
PL SHOULD NOT continue to probe in this state.

Appendi x Appendi x A contains an infornmative description of key
event s:

5. Specification of Protocol -Specific Methods

This section specifies protocol-specific details for datagram PLPMIUD
for I ETF-specified transport protocols.

5. 1. UDP and UDP-Lite
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The current specifications of UDP and UDP-LIte [ RFC3828] do not
define a nethod in the RFC-series that supports PLPMIUD. In
particul ar, these transport do not provide the transport |ayer
features needed to inplenent datagram PLPMIUD.

5.1.1. UDP Options

UDP- Options [I-D.ietf-tsvwg-udp-options] supply the additiona
functionality required to inplenment datagram PLPMIUD. This enabl es
padding to be added to UDP datagrans and can be used to provide

f eedback acknow edgenent of received probe packets.

5.1.2. UDP Options required for PLPMIUD

Thi s subsection proposes two new UDP-Options that add support for
requesting a datagram response be sent and to mark this datagramas a
response to a request.

<< W may define a paraneter in an Option to indicate the EMIU R to
t he peer.>>

5.1.2.1. Echo Request Option

The Echo Request Option allows a sending endpoint to solicit a
response froma destination endpoint. The Echo Request carries a
four byte token set by the sender.

1 byte 1 byte 4 bytes
5.1.2.2. Echo Response Option

The Echo Response Option is generated by the PL in response to
reception of a previously received Echo Request. The Token field is
associ ates the response with the Token value carried in the nost
recently-received Echo Request. The rate of generation of UDP
packets carrying an Echo Response Option MAY be rate-limted.

1 byte 1 byte 4 bytes
5.1.3. Sending UDP-Option Probe Packets

This method specifies a probe packet that does not carry an
application data block. The probe packet consists of a UDP datagram
header followed by a UDP Option containing the ECHOREQ opti on, which
is followed by NOP Options to pad the renai nder of the datagram

payl oad. The NOP padding is used to control the Iength of the probe
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packet .

A UDP Option carrying the ECHORES option is used to provide feedback
when the probe packet is received at the destination endpoint.

5.1.4. Validating the Path with UDP Options

Since UDP is an unacknow edged PL, a sender that does not have

hi gher -1 ayer information confirm ng correct delivery of datagrans
SHOULD i mpl enent the REACHABI LI TY_TIMER to periodically send probe
packets while in the PROBE DONE state.

5.1.5. Handling of PTB Messages by UDP

Normal | CMP verification MJST be perforned as specified in Section
5.2 of [RFC8085]. This requires that the PL verifies each received
PTB nessages to verify these are received in response to transmitted
traffic. A verified PTB nessage MAY be used as input to the PLPMIUD
al gorithm

5.2. SCTP

Section 10.2 of [RFC4821] specifies a recommended PLPMIUD probi ng

met hod for SCTP. It recommends the use of the PAD chunk, defined in

[ RFC4820] to be attached to a mini mum | ength HEARTBEAT chunk to build
a probe packet. This enables probing without affecting the transfer
of user nessages and without interfering with congestion control

This is preferred to the use of DATA chunks (w th paddi ng as
required) to serve as path probes

<< W& might define a paraneter contained in the INNT and INT ACK
chunk to indicate the MIU to the peer. However, multihoning nakes
this a bit conplex, so it mght not be worth doing.>>

5.2.1. SCTP/I P4 and SCTP/| Pv6
The base protocol is specified in [ RFC4960].
5.2.1.1. Sending SCTP Probe Packets

Pr obe packets consist of an SCTP common header followed by a
HEARTBEAT chunk and a PAD chunk. The PAD chunk is used to contro
the length of the probe packet. The HEARTBEAT chunk is used to
trigger the sending of a HEARTBEAT ACK chunk. The reception of the
HEARTBEAT ACK chunk acknow edges reception of a successful probe.

The HEARTBEAT chunk carries a Heartbeat |nformation paraneter which
shoul d i nclude, besides the information suggested in [ RFC4960], the
probing size, which is the MIU size the conplete datagramw || add up
to. The size of the PAD chunk is therefore conmputed by reducing the
probing size by the IPv4 or | Pv6 header size, the SCTP conmon header,
t he HEARTBEAT request and the PAD chunk header. The payl oad of the
PAD chunk contains arbitrary data.
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To avoid the fragnentation of retransmtted data, probing starts
right after the handshake before data is sent. Assuning nornal
behaviour (i.e., the PMIU is smaller than or equal to the interface
MIU), this process will take a few RTTs dependi ng on the nunber of
PMIU si zes probed. The Heartbeat tiner can be used to inplenent the
PROBE_TI MER

5.2.1.2. Validating the Path with SCTP

Si nce SCTP provides an acknowl edged PL, a sender does MUST NOT
i mpl ement the REACHABILITY_TIMER while in the PROBE DONE state.

5.2.1.3. PTB Message Handling by SCTP

Normal | CMP verification MIST be perforned as specified in Appendix C
of [RFC4960]. This requires that the first 8 bytes of the SCTP
common header are quoted in the payload of the PTB nessage , which
can be the case for ICWv4 and is normally the case for | CMPv6. Wen
the verification is conpleted, the router Link MIU indicated in the
PTB nmessage SHOULD be used with the PLPMIUD al gorithm

5.2.2. SCTP/ UDP
The UDP encapsul ation of SCTP is specified in [ RFC6951].
5.2.2.1. Sending SCTP/ UDP Probe Packets

Packet probing can be perforned as specified in Section 5.2.1.1. The
maxi mum payl oad i s reduced by 8 bytes, which has to be considered
when filling the PAD chunk.

5.2.2.2. Validating the Path with SCTP/ UDP

Si nce SCTP provides an acknowl edged PL, a sender does MUST NOT
i mpl ement the REACHABILITY_TIMER while in the PROBE DONE state.

5.2.2.3. Handling of PTB Messages by SCTP/ UDP

Normal | CMP verification MIST be perforned for PTB nmessages as
specified in Appendix C of [ RFC4960]. This requires that the first 8
bytes of the SCTP common header are contained in the PTB nessage,

whi ch can be the case for |CWPv4 (but note the UDP header al so
consunmes a part of the quoted packet header) and is normally the case
for 1CvWv6. When the verification is conpleted, the router Link MIU
size indicated in the PTB nmessage SHOULD be used with the PLPMIUD

al gorithm

5.2.3. SCTP/DTLS
The DTLS encapsul ation of SCTP is specified in [I-D.ietf-tsvwg-sctp-

dtls-encaps]. It is used for data channels in WbRTC
i mpl enent ati ons.
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5.

9.

9.

2.3.1. Sending SCTP/DTLS Probe Packets

Packet probing can be done as specified in Section 5.2.1.1

.2.3.2. Validating the Path with SCTP/ DTLS

Since SCTP provi des an acknow edged PL, a sender does MJST NOT
i mpl ement the REACHABILITY_TIMER while in the PROBE DONE state.

2.3.3. Handling of PTB Messages by SCTP/ DTLS

It is not possible to performnormal |1 CWP verification as specified
in [ RFC4960], since even if the |ICMP contains enough information, the
refl ected SCTP comon header would be encrypted. Therefore it is not
possi ble to process PTB nessages at the PL.

.3. Oher IETF Transports

QUICis a UDP-based transport that provides reception feedback [I-D
.ietf-quic-transport].

<< This section will be conpleted in a future revision of this ID >>
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Security Considerations

The security considerations for the use of UDP and SCTP are provided
in the references RFCs. Security guidance for applications using UDP
is provided in the UDP-CGuidelines [ RFC8085].

PTB nessages could potentially be used to cause a node to

i nappropriately reduce the effective PMIU. A node supporting PLPMIUD
SHOULD appropriately verify the payl oad of PTB nessages to ensure
these are received in response to transnmitted traffic (i.e., a
reported error condition that corresponds to a datagram actually sent
by the path | ayer
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Appendi x A,  Event-driven state changes

Thi s appendi x contains an informative description of key events:

Path Setup: When a new path is initiated, the state is set to
PROBE_NONE. As soon as the path is confirned, the state changes to
PROBE_BASE and the probing nmechanismfor this path is started. A
probe packet with the size of the BASE PMIU is sent.

Arrival of an Acknow edgnent: Depending on the probing state, the

reaction differs according to Figure 4, which is just a
simplification of Figure 1 focusing on this event.
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Fommmmm e eaaaa +
| PROBE_ NONE | --------------
[ + \
\
S S + \
| PROBE ERROR | --------------- \
Fommmmm e eaaaa + o\
o\
[ + \ \ [ +
[ PROBE_BASE | --1---------- L > | PROBE_BASE |
S S + --2----- \ \ S S +
\ \ \
Fommmmm e eaaaa + \ \'  meeeeeeeeaa- > de-mmmmmmmeaaaa +
| PROBE SEARCH | --2--- L S > | PROBE_SEARCH |
[ S e S D +
\ \
S S + \ \ S S +
| PROBE_DONE | L > | PROBE_DONE |
Fommmmm e eaaaa e > de-mmmmmmmeaaaa +

Condition 1: The maxi num PMIU si ze has not yet been reached.
Condition 2: The nmaxi nrum PMIU si ze has been reached.

Probing tinmeout: The PROBE_COUNT is initialised to zero each tine the
val ue of PROBED SI ZE is changed. The PROBE TIMER is started each
time a probe packet is sent. It is stopped when an acknow edgnent
arrives that confirns delivery of a probe packet. |If the probe
packet is not acknow edged before,the PROBE Tl MER expires, the
PROBE_ERROR_COUNTER i s increnented. Wen the PROBE _COUNT equal s
the val ue MAX PROBES, the state is changed, otherw se a new probe
packet of the same size (PROBED SIZE) is resent. The state
transitions are illustrated in Figure 5. This shows a
simplification of Figure 1 with a focus only on this event.
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Fommmmm e eaaaa +

| PROBE_NONE |

S +

S S + S S +
| PROBE ERROR |  emmmmmmme e oo > | PROBE_ERROR
Fommmmm e eaaaa + / Fommmmm e eaaaa +

/
[ + -2 e e oo - - / [ +
[ PROBE BASE | --l1---------mmmmmm i oo > | PROBE_BASE |
S S + S S +
Fommmmm e eaaaa + Fommmmm e eaaaa +
| PROBE SEARCH | --1----------mmmmmmm oo o > | PROBE_SEARCH |
S + -- 2 e S +
\

S S + \ S S +
| PROBE DONE | = mmmmmmmmmmm e oo > | PROBE_DONE
Fommmmm e eaaaa + Fommmmm e eaaaa +

Condition 1: The maxi mum nunber of probe packets has not been
reached. Condition 2: The maxi mrum nunber of probe packets has been
r eached.

PMIU raise tiner timeout: The path through the network can change
over time. It inpossible to discover whether a path change has
increased in the actual PMIU by exchangi ng packets | ess than or
equal to the effective PMIU. This requires PLPMIUD to periodically
send a probe packet to detect whether a |larger PMIU i s possi bl e.
Thi s probe packet is generated by the PMIU RAI SE_TI MER  \Wen the
timer expires, probing is restarted with the BASE PMIU and the
state is changed to PROBE_BASE

Arrival of an |ICWMP nessage: The active probing of the path can be
supported by the arrival of PTB nessages sent by routers or
m ddl eboxes with a link MU that is smaller than the probe packet
size. |If the PTB message includes the router |ink MU, three
cases can be distingui shed:

1. The indicated link MU in the PTB nmessage i s between the
al ready probed and effective MIU and the probe that triggered
the PTB nessage.

2. The indicated Iink MU in the PTB nessage is snaller than the
ef fective PMIU

3. The indicated link MU in the PTB nessage is equal to the
BASE_PMTU.
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In first case, the PROBE BASE state transitions to the PROBE_ERROR
state. |In the PROBE_SEARCH state, a new probe packet is sent with
the sized reported by the PTB nmessage. |Its result is handl ed
according to the fornmer events.

The second case could be a result of a network re-configuration.

If the reported link MU in the PTB nessage is greater than the

BASE MIU, the probing starts again with a val ue of PROBE_BASE.

O herwi se, the nmethod enters the state PROBE_ERRCOR

In the third case, the nmaxi mum possi bl e PMIU has been reached.

This is probed again, because there could be a link further along

the path with a still smaller MU

Note: Not all routers include the Iink MIU size when they send a

PTB nessage. |f the PTB nessage does not indicate the |ink MU

the probe is handled in the same way as condition 2 of Figure 5.
Appendi x B. Revision Notes

Note to RFC-Editor: please renove this entire section prior to
publi cati on.

I ndi vi dual draft -00:

o0 Comments and corrections are welconme directly to the authors or
via the | ETF TSVW5 working group mailing |ist.

0 This update is proposed for WG conments.
I ndi vi dual draft -01

0 Contains the first representation of the algorithm show ng the
states and tiners

0 The text describing when to set the effective PMIU has not yet
been verified by the authors

0 The text describing how to handle a PTB nessage indicating a |link
MIU | arger than the probe has yet not been verified by the authors

0 No text currently describes how to handle inconsistent results
fromarbitrary re-routing along different parallel paths

o Some m ddl eboxes |ie about the MIU they report in PTB nessages.

0 Sone constants and tines do not yet have recomended val ues

0 To determine security to off-path-attacks: We need to decide
whet her a received PTB nessage SHOULD be verified or MIUST be
verified?

0 This update is proposed for WG conments.
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