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Abst r act

Thi s docunment describes an optional extension for Two-VWay Active
Measur ement Protocol (TWAMP) allow ng direct |oss neasurenent of |IP
traffic with the TWAMP- Test protocol.
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1. I nt roducti on

The Two-Way Active Measurenent Protocol (TWAMP) [ RFC5357] is an
extension of the One-Way Active Measurenent Protocol (OMM)

[ RFC4656]. The TWAMP is a well-defined protocol which is w dely used
for measurenent of two-way or round-trip nmetrics, in addition to the
one-way mnetrics of ONMP.

Wien TWAMP or OMAMP is used for neasurenent of netric loss, it
actually neasures the | oss of test packets, so it’'s a kind of
"synthetic" |oss measurement. In some cases, considering the IP
traffic |l oss characteristics of short-tine burst loss, it’'s expected
to get nore accurate | oss neasurenent results when nmeasuring the
direct loss of IP traffic instead of test packets.
To address this, this docunent describes an optional and sinple
feature for TWAMP, which all ows TWAMP-Test protocol to be used for
direct loss nmeasurenent of IP traffic.

1.1. Conventions Used in This Docunent

1.1.1. Term nol ogy
DSCP: Differentiated Services Code Point
| PPM | P Performance Metrics

TWAMP: Two-Way Active Measurenent Protoco
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OMMP:  One-Vay Active Measurenent Protocol
UDP: User Datagram Prot ocol
1.1.2. Requirenents Language

The key words "MJST", "MJST NOT"', "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here.

2. TWAMP- Control Extension

TWAMP connection establishnent follows the procedure defined in
Section 3.1 of [RFC4656] and Section 3.1 of [RFC5357] where the Mbdes
field is used to identify and sel ect specific conmunication
capabilities. At the same time, the Mdes field is recognized and
used as an extension nmechani sm [ RFC6038]. The new feature requires a
new flag, Direct Loss Measurenment flag, to identify the ability of
bot h Sessi on- Sender and Session-Reflector to performdirect |oss
measur enent, and to support the new Session-Sender packet format and
the new Sessi on- Refl ector packet format in the TWAMP- Test protocol.
See Section 6 for details on the assigned bit position.

2.1. Connection Setup with Direct Loss Measurenment Mde

The Server sets the Direct Loss Measurenent flag in the Mddes field
of the Server Greeting nessage to indicate its capability and
willingness to performit. |If the Control-Cient agrees to perform
direct | oss nmeasurenent on some or all test sessions invoked with
this control connection, it MJST set the Direct Loss Measurenent flag
in the Mbdes field in the Setup Response nessage.

3. TWAMP- Test Extensions

The TWAMP- Test protocol is simlar to the OMM [ RFC4656] test
protocol with the exception that the Session-Reflector transmts test
packets to the Session-Sender in response to each test packet it
receives. TWAMP, see Section 4 of [RFC5357], defines two additional
test packet formats for packets transnmitted by the Session-Reflector.
The appropriate fornat depends on the security node chosen. The new
nmode specified in this docunent adds counter(s) of IP traffic packets
into each test packet format.

When the Server and Control-Cient have agreed to use the direct |oss
measur enent node during control connection setup, then the Session-
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Sender and the Session-Reflector SHOULD all conformto the
requirenents of that node, as identified bel ow.

3.1. Sender Test Packet Format and Content

Formats of the test packet transmitted by the Session-Sender in

unaut henti cated, authenticated, and encrypted nodes have been defined
in Section 4.1.2 of [RFC4656] (as indicated in Section 4.1.2 of

[ RFC5357]). For the Session-Sender that supports direct |oss
measurenent, these formats are displayed in Figures 1 and 2

For unaut henti cat ed node:

0 1 2 3
01234567890123456789012345678901
e T R e b e i T e
| Sequence Nunber |
T e e b ok S T o T e e et
Ti mest anp |
|

I

L- B T T e T i S S e e i S e o
| Error Estimate | vBZ |
B E e r e s i s i o T T s S S S S 2
| Sender Tx Couter (S_TxC) |
B i s T T S T et S S T S I T s sl s ol ST S S S

Packet Paddi ng
R R e R e s s e o S S e R e o o
Fi gure 1: Session-Sender Test Packet Format with direct |oss

measur enent i n Unaut henticated Mode

For authenticated and encrypted nodes:
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0 1 2 3

01234567890123456789012345678901
B S T S T S i i S s S S S S
[ Sequence Nunber |
B i I S i i S S i S S e

MBZ (12 octets)

B i i S Tk sl o S S S S S i S S S i e o
Ti nest anp

i T T e S e e T Sl R e S e  te T S RPN S e
Error Estimte |
B s a T o ST S o S S S S S S S i
MBZ (6 octets)
e T o e e O ek s o S i it NIE TN R R e S S e e e
Sender Tx Counter (S TxC)
i T T e S e e T Sl R e S e  te T S RPN S e

MBZ (12 octets)
e T o e e O ek s o S i it NIE TN R R e S S e e e

HVAC (16 octets)

B T A T i wi S S S S T T S A

T+t +— +— +— +— +
T+ +— +— +— +

Packet Paddi ng

B S T i S S e e s 2 st Sl S S S S S S S S

Fi gure 2: Session-Sender Test Packet Format with Direct Loss
Measurement in Authenticated and Encrypted Mdes

The Sender Tx Counter (S _TxC) is set to the number of |IP packets of
the particular nonitored flow transntted towards the Reflector
Section 4 provides operational guide on how to deternine the scope of
I P traffic packets that need to be counted. Note that the Sender
test packets are not counted.

In authenticated and encrypted nodes, the S TxCis followed by a new

12 octets MBZ (MJUST be zero) field to nake it 16-octet aligned, which
is required for authentication and encryption
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The intention of enbedding S TxC in the Sessi on-Sender test packets
is for the Session-Sender to calculate direct loss of IPtraffic, and
the |l oss calculation algorithmis described in Section 3.3.

The new direct | oss neasurenent node defined in this docunent and the
two extended TWAMP nodes defined in [ RFC6038] can be sel ected
si nul t aneousl y.

When the Synmetrical Size node defined in [ RFC6038] is al so sel ected,
S TxC SHOULD be enbedded in the Session-Sender Packet formatted in
Section 5.1.4 of [RFC6038], with the sane position as depicted in

Fi gure 1.

When the Reflect Octets node defined in [ RFC6038] is al so sel ected,
S TxC SHOULD be enbedded in the Session-Sender Packet formatted in
Section 5.1.2 of [RFC6038], with the sane position as depicted in
Fi gure 1.

When both the Symmetrical Size node and the Reflect Cctets node are
al so selected, S TxC SHOULD be enbedded in the Session-Sender Packet
formatted in Section 5.1.5 of [RFC6038], with the sanme position as
depicted in Figure 1.

3.2. Reflector Test Packet Format and Content
Formats of the test packet transmitted by the Session-Reflector in
unaut henti cated, authenticated, and encrypted nodes have been defined
in Section 4.2.1 of [ RFC5357]. For the Session-Reflector that
supports direct |oss neasurenent, these fornmats are displayed in
Fi gures 3 and 4.

For unaut henti cated node:
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+or
To'\’
1

+ow

-II-H
-II-I\)
-II-UJ
-II-P
-II-U'I
-II-CD
-II-\I
-II-CD
1

+ ©

+ P
+|\>

123456789 1
B S S i o S

Sqec

=

34 89
- - - - - -
equ unbe
s i e S S o ol o s i e S S o ol o

Ti nrest anp

i i e S T e ol s i ST S SR e S S e e e e e S i sl it S
Error Estimate | vVBZ
B i e i S e el i s el S S S e S S e s aath S
Recei ve Ti nestanp

+
I
+
I
I
+
I
+
I
I
Bl o Tk e e e L s e i s s i R R S e S S
Sender Sequence Number |

B T i S S I el s S P S S S S S S N e S
Sender Ti nmest anp [

I

+

I

+

I

I

I

I

I

I

I

I

[
+

B s e S e e sl T R S e et (R S S R S ot I NI S
Sender Error Estimate [ MBZ
B i e S T i S S I i sk (g T S S S S S S T S
Sender TTL | vVBZ
B e St i S S S S S S T S S
Sender Tx couter (S _TxC)
i T T e S e e T Sl R e S e  te T S RPN S e
Refl ect or Rx couter (R_RxC)
B i e S T i S S I i sk (g T S S S S S S T S
Refl ector Tx couter (R _TxC
e e S e S e e S i e T S S S B e i it i sl ol H

B i S e

+_+_+_+_+_+__+_+__+_+__+_+ oo

Packet Paddi ng
B i S S T s i S T st i S S S S S S S S i
Fi gure 3: Session-Reflector Test Packet Format with direct |oss

nmeasurenent in Unaut henticated Mode

For authenticated and encrypted nodes:

-II-OI\)
+O(JQ

1
123456789012 123456789 1
B S N S S i S S i it S O

z+\|

89
- - -
urber
s I TR S R e S e
MBZ (12 octets)

Sequenc

3456
+- - - -
equence
+- - - -

B e o T e e

__+_-II-OO

__+_+
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B R R il ik i I N TR R TR S R T S R ik e SR TR R S R T e e
Ti mest anp

S e e i S S S S S S e
Error Estimte |
T T S S e e
MBZ (6 octets)
B T i S S e I  Th s i S S S S S T S S S S
Recei ve Ti nestanp

B i T i T e S e e S e e =
MBZ (8 octets)

B T i S S e I  Th s i S S S S S T S S S S
Sender Sequence Nunber
B i T o e e e i i S e R S S e e e e
MBZ (12 octets)

B T i S S e I  Th s i S S S S S T S S S S
Sender Ti nmest anp

Sender Error Estimate [
B T I i s s T S S S
MBZ (6 octets)
B o T T S S S e ot ST S i el TR TR T S S S e o
Sender TTL |
+- - - - - - -+

MBZ (15 octets)
B o T T S S S e ot ST S i el TR TR T S S S e o
Sender Tx Counter (S TxC)
B i T i T e S e e S e e =

MBZ (12 octets)
B o T T S S S e ot ST S i el TR TR T S S S e o
Refl ect or Rx Counter (R _RxC)

S S T S T S s S g S

MBZ (12 octets)

-+ "+ "+ -+ "+ +—+—— +———+— +—— +—— +— +— + 7

B s T e e e i T e s i sl sl S S S S S S S S
Refl ector Tx Counter (R _TxC) |

I
+-
I

I
+-
I
+-
I
+-
I

I
+-
I

I
+-
I
+-
I

I

I
+-
I

I
e S e T
I
+-
I
+-
I
+-
I

I

I
+-
I
+-
I

I

I
+-
I
+-
I

I

I
+-
I
I T T T S T S T
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I MBZ (12 octets) I
L+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++L
| HVAC (16 octets) |
I I
I I
I I
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- +- +- +- +- +- +—|

Packet Paddi ng
B i s T T S T et S S T S I T s sl s ol ST S S S

Fi gure 4: Session-Reflector Test Packet Format with Direct Loss
Measurenment in Authenticated and Encrypted Modes

The Sender Tx Counter (S _TxC) is copied fromthe received Sender Test
Packet .

The Reflector Rx Counter (R RXC) is set to the nunmber of IP traffic
packets received by the Reflector. Section 4 provides operationa
gui de on how to determine the scope of IP traffic packets that need
to be counted. Note that the Sender test packets are not counted.

The Reflector Tx Counter (R TxC) is set to the nunber of IP traffic
packets transmtted towards the Sender. Section 4 provides
operational guide on how to deternine the scope of IP traffic packets
that need to be counted. Note that the Reflector test packets are
not counted.

In authenticated and encrypted nodes, the S TxC, R RxC and R TxC are
respectively followed by a new 12 octets MBZ (MUST be zero) field to
make it 16-octet aligned, which is required for authentication and
encryption.

The intention of enmbedding S TxC, R RxC and R _TxC in the Session-
Refl ector test packets is for the Session-Sender to cal culate direct
loss of IP traffic, and the loss calculation algorithmis described
in Section 3.3.

When the Synmetrical Size node defined in [ RFC6038] is al so sel ected,

basing on what’s specified in Section 5.2.2 of [RFC6038], the
Sessi on- Ref | ect or packet format would follow Figure 3.
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When the Reflect Octets node defined in [ RFC6038] is al so sel ected,
S T™XxC, R RXC and R _TxC SHOULD be enbedded in the Session-Refl ector
Packet formatted in Section 5.2.1 of [RFC6038], with the sane
position as depicted in Figure 3.

When both the Symmetrical Size node and the Reflect Cctets node are
al so selected, S TxC, R RxC and R _TxC SHOULD be enbedded in the
Session- Reflector Packet formatted in Section 5.2.1 of [RFC6038],
with the sane position as depicted in Figure 3.

3.3. Traffic Loss Cal cul ation

Upon receiving a Reflector Test Packet, the Session-Sender uses the
foll owi ng values to nmake | oss cal cul ati on:

0 Received S TxC, R RxC and R TxC val ues enbedded in Reflector Test
Packet and | ocal counter S RXC value at the tine this Reflector Test
Packet was received. These values are represented as S_Tx(C n],

R RxC[n], RTxCn], and S_ RxC[n], where n is the reception time of
the current Reflector Test Packet.

0 Previous Received S TxC, R RxC and R TxC val ues enbedded in

Refl ector Test Packet and |ocal counter S RxC value at the tine the
previous Reflector Test Packet was received. These values are
represented as S Tx([n-1], R Rx([n-1], R Tx(n-1], and S Rx(n-1],
where n-1 is the reception tine of the previous Reflector Test
Packet .

The formulas for calculating the far-end | oss, near-end | oss, far-end
loss rate and near-end loss rate are as foll ow ng:

o Far-end loss: F_Loss[n-1,n] = (S Tx(n]-S Tx(n-1])-(R_RxC n] -
R RxC[ n-1])

0 Near-end loss: N Loss[n-1,n] = (R.Tx(n]-R Tx(n-1])-(S_Rxdn] -
S Rx([ n-1])

o Far-end loss rate: F_LossRate[n-1,n] = F_Loss[n-1,n]/(S_Tx(n]-
S Tx( n-1])

0 Near-end loss rate: N LossRate[n-1,n] = N Loss[n-1,n]/(R Tx{n]-
R TxC n-1])

Here far-end neans the direction fromthe Session-Sender to the

Sessi on- Refl ector and near-end neans the direction fromthe Session-
Refl ector to the Session-Sender.
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4.

Qper ati onal Guide

In order to make neani ngful |oss nmeasurenment, in general, the scope
of IP traffic packets that need to be counted, i.e. the IP traffic
packets counting rules, should be provisioned before starting Test
Sessions, and the provisioned arguments usual ly include ingress port,
source | P address, destination |IP address, |P DSCP and UDP port
nunmber. For the scenarios where the exact source/destination |P
address and I P DSCP of IP traffic can be known, such as nobile
backhaul , the Test Packets should use the same source/destination IP
address and |P DSCP as IP traffic, and it shall result in nore

accur ate neasurenents

Security Considerations

Use of direct |oss neasurenent in a test session does not appear to

i ntroduce any additional security threat to hosts that conmunicate
with TWAMP as defined in [RFC5357]. The security considerations that
apply to any active neasurenent of |live networks are rel evant here as
well. See the Security Considerations sections in [RFC4656] and

[ RFC5357] .

| ANA Consi der ati ons

In the TWAMP- Mbdes registry defined in [ RFC5618], a new Direct Loss
Measurement Capability is requested fromI|ANA as foll ows:

Hom e e oo - o e e e e e e e oo e e e e oo oo Fom e e o +
| Bit | Description | Semantics | Reference |
| Pos I | Definition | |
oo - T T - +
| 10 | Direct Loss Measurenent | Section 2 | This |
| | Capability | | Document |
Hom e e oo - o e e e e e e e oo e e e e oo oo Fom e e o +

Table 1: New Direct Loss Measurenent Capability
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