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Abst r act

Thi s docunment describes a proposal which partitions an in-situ OAM
(iCAM domain into nultiple segnents in order to control the i OAM
data overhead, adapt to the path MU linmitations, and enabl e new
applications. W discuss several use cases to notivate our proposal
and base the necessary nodifications on the current in-situ OAM
header fornmat specification.
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1. Introduction

In-situ OAM (i QAM [ I -D. brockner s-i nband- oam requi renents] records
CAM i nformation within user packets while the packets traverse a
network. The data types and data formats for in-situ OAM data
records have been defined in [I-D.ietf-ippmioamdata].

i OAM may incur significant overhead on user packets. The overhead
i ncl udes the i OAM header and the node data |list for each network
el enent.

The total size of data is linmted by the MU When the nunber of
required data types is large and the forwarding path length is |ong,
it is possible that there is not enough space in the user packets to
hol d the i OAM header and data. The current proposal is to | abel the
overfl ow status and stop addi ng new node data to the packet, |eading
to the loss of information.

Even if the header has enough space to hold the i OAM data, the
overhead nay be too | arge and consunes too nuch bandw dth. For
exanple, if we assune noderate 20 bytes of data per node, a path with
Il ength of 10 will need 200 bytes to hold the data. This will inflate
smal | 64-byte packets by nore than four times. Even for the |argest
packet size (e.g., 1500 bytes), the overhead (>10% is not
negligible. Therefore, we need to linit the i OAM data over head

wi t hout sacrificing the data collection capability.

Here we have another interesting related issue. Packets can be

dropped anywhere in a network for various reasons. |f we can only
collect iOAM data at the path end, we lose all data fromthe dropped
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packets and have no i dea where the packets are dropped. This defies
the purpose of i OAM and nakes those i OAM enabl ed nodes work in vain.

2. Segnent In-situ OAM

Based on the observation in Section 1, we propose a nethod to linmt
the size of the node data list.

2.1. Segnment and Hops

A hop is a node on a flow s forwarding path which is capabl e of
processing i OAM data. A segnent is a fixed nunber hops on a flow s
forwarding path. Wile working in the "per hop" trace node, the
segnment size (SSize) and the remaining hops (RHop), is added to the

i OAM header at the edge. Initially, RHop is equal to SSize. At each
hop, if RHis not zero, the node data is added to the node data |i st
at the corresponding location and then RH is decrenented by 1. If RH
is equal to O when receiving the packet, the node needs to renove (in
incremental trace option) or clear (in pre-allocated trace option)
the i OAM node data list and reset RHop to SSize. Then the node wll
add its data to the node data list as if it is the edge node.

The stripped i OAM data at the segenent edge can be immedi ately
exported to a collector.

Figure 1 shows the proposed in-situ OAM header format. The bit 23 in
the Flags field is used to indicate the current header is a segnent

i OAM header. In this context, the last octet in the i OAM header is
partitioned into two 4-bit nibbles. The first nibble (SSize) is used
to save the segnent size and the second nibble (RHop) is used to save
the remaining hops. This linmits the naxi num segnent size to 15.

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
Base OAM Trace Type | NodeLen| Fl ags| 1] SSize | RHop |
B T T S T T i i S o T sl i S S I S

I
+-
| , |
[ Node Data List [] [
I I
B E e r e s i s i o T T s S S S S 2

Figure 1: Segnent i OAM Header For nmat

In the special case when SSize is set to 0, no data will be recorded
in the node data list. The requested data listed in the OAM Trace
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Type will be inmredi ately exported to the collector. This way the
i OAM overhead is mnimzed.

2.2. Considerations for Data Handling

At any hop when RHop is equal to O, the node data list is copied from
the i OAM header. The data can be encapsul ated and reported to the
controller or the edge node as configured. The encapsul ati on and
report nethod is beyond the scope of this draft but should be conply
with the nmethod used by the i OAM edge node

The actual size of the last segment nmay not be equal to SSize but
this is not a problem

2.3. Use Cases
Segnent i OAM i s necessary in the followi ng exanpl e scenari os:

0 Segnent i OAM can be used to detect at which segnent the flow
packet is dropped. |If the SSize is set to 1, then the exact drop
node can be identified. The i OAM data before the droppi ng point
is also retained

0 The path MIU allows to add at nost k node data in the list to
avoi d fragnentation. Therefore SSize is set to k and at each hop
where RHop is 0, the node data list is retrieved and sent in a
st andal one packet.

o Aflowcontains nmainly short packets and travels a long path. It
woul d be inefficient to keep a large node data list in the packet
so the network bandwi dth utilization rate is low In this case

segrment i OAM can be used to linit the ratio of the i CAM data to
the fl ow packet payl oad.

o0 The network allows at nost n bytes budget for the i OAM dat a.
There is a tradeoff between the nunber of data types that can be
coll ected and the nunber of hops for data collecting. The segnent
size is therefore necessary to nmeet the application’s data
requirenent (i.e., SSize * Node Data Size < n).

3. Security Considerations

There is no extra security considerations beyond those have been
identified by in-situ OQAM prot ocol
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