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Abst ract

This neno explains the notivation and describes the re-assi gnnent of
wel | - known ports for the OMMP and TWAMP protocols for control and
measurenent, and clarifies the nmeani ng and conposition of these
standards track protocol nanes for the industry.

The meno updates RFC 4656 and RFC 5357, in terns of the UDP well -
known port assignments.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 17, 2018.
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Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The 1 ETF I P Performance Metrics (1 PPM working group first devel oped
the One-Way Active Measurenment Protocol, OMM, specified in

[ RFC4656]. Further protocol devel opnent to support testing resulted
in the Two-Way Active Measurenent Protocol, TWAMP, specified in

[ RFC5357] .

Both OMMP and TWAMP require the inplenmentation of a control and node
negoti ati on protocol (OMMP-Control and TWAMP- Control) which enpl oys
the reliable transport services of TCP (including security
configuration and key derivation). The control protocols arrange for
the configuration and managenent of test sessions using the
associ ated test protocol (OMMP-Test or TWAMP-Test) on UDP transport.

This meno recogni zes the val ue of assigning a well-known UDP port to
the *-Test protocols, and that this goal can easily be arranged
t hrough port re-assignnents.
2. Requirenents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
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[ RFC2119] [RFC8174] when, and only when, they appear in all capitals,
as shown here.

3. Scope
The scope of this meno is to re-allocate well-known ports for the UDP
Test protocols that conpose necessary parts of their respective
standards track protocols, OMM and TWAMP, along with clarifications

of the conplete protocol conposition for the industry.

The meno updates [ RFC4656] and [ RFC5357], in terns of the UDP well -
known port assignments.

4. Definitions

This section defines key terns and clarifies the required conposition
of the OMMP and TWAMP st andards-track protocols.

OMMP- Control is the protocol defined in Section 3 of [RFC4656].
OMMP-Test is the protocol defined in Section 4 of [RFC4656].

OMMP is described in a direct quote from Section 1.1 of [ RFC4656]:
"OMMP actually consists of two inter-related protocols: OMNM-

Control and OMMP-Test." A similar sentence appears in Section 2 of
[ RFC4A656]. Since the consensus of many dictionary definitions of
"consist" is "conposed or nmade up of", inplenmentation of both OMNMP-

Control and OMMP-Test are REQUI RED for standards-track OMNMP
specified in [ RFC4656] .

TWAMP- Control is the protocol defined in Section 3 of [RFC5357].
TWAMP- Test is the protocol defined in Section 4 of [RFC5357].

TWAMP is described in a direct quote from Section 1.1 of [RFC5357]:
"Simlar to OMMP [ RFC4656], TWAMP consists of two inter-rel ated
protocol s: TWAMP-Control and TWAMP-Test." Since the consensus of
many dictionary definitions of "consist" is "conposed or nade up of",
i npl ement ati on of both TWAMP-Control and TWAMP-Test are REQUI RED f or
standards-track TWAMP specified in [ RFC5357].

TWAMP Light is an idea described in Informative Appendix | of

[ RFC5357], and includes an un-specified control protocol (possibly
communi cati ng through non-standard neans) comnbined with the TWAMP-
Test protocol. The TWAMP Light idea was relegated to the

Appendi x because it failed to neet the requirenents for |ETF
protocols (there are no specifications for negotiating this form of
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operation, and no specifications for mandatory-to-inplement security
features), as described in the references bel ow

0 Lars Eggert’'s Area Director review [LarsAD], where he pointed out
that having two variants of TWAMP, Light and Conplete (called
standards track TWAMP here), required a protocol mechanismto
negoti ate which variant will be used. See Lars’ conmment on Sec
5.2. The working group consensus was to place the TWAMP Li ght
description in Appendix |, and to refer to the Appendix only as an
"increnmental path to adopting TWAMP, by inplenenting the TWAMP-
Test protocol first".

o TimPolk’s DI SCUSS Bal |l ot, which points out that TWAMP Li ght was
an inconpl ete specification because the key required for
aut henti cated and encrypted nodes depended on t he TWAMP- Cont r ol
Session key. See Tinis DI SCUSS on 2008-07-16 [ Ti nDI SCUSS] .
Addi tional requirement statenents were added in the Appendix to
address Tinis DI SCUSS Ball ot (see the |ast three paragraphs of
Appendi x | in [RFC5357]).

Since the idea of TWAMP Light clearly includes the TWAMP- Test
conponent of TWAMP, it is considered reasonable for future systens to
use the TWAMP- Test wel | - known UDP port (whose re-allocated assignnent
is requested here). Cearly, the TWAMP Li ght idea envisions many
conmponents and conmuni cation capabilities beyond TWAMP- Test
(inplenmenting the security requirements, for exanple), otherw se the
Appendi x woul d be one sentence |ong (equivocating TWAMP Light with
TWAMP- Test only).

5. New Wl | - Known Ports

Oiginally, both TCP and UDP wel | - known ports were assigned to the
control protocols that are essential conmponents of standards track
OMMP and TWAWP

Si nce OMMP- Control and TWAMP- Control require TCP transport, they
cannot make use of the UDP ports which were originally assigned.
However, test sessions using OMMP-Test or TWAMP- Test operate on UDP
transport.

This meno requests re-assignnment of the UDP wel |l -known port fromthe
Control protocol to the Test protocol (see the | ANA Consi derations
Section 7). Use of this UDP port is OPTIONAL in standards-track
OMMP and TWAMP. It may sinplify some operations to have a well -
known port available for the Test protocols, or for future
specifications involving TWAMP-Test to use this port as a default
port.
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5.1. Inpact on TWAMP-Control Protocol

Section 3.5 [ RFC5357] describes the detail ed process of negotiating
t he Receiver Port nunmber, on which the TWAMP Session-Reflector w |
send and recei ve TWAMP-Test packets. The Control-Cient, acting on
behal f of the Session-Sender, proposes the Receiver port nunber from
the Dynamic Port range [ RFC6335]:

"The Receiver Port is the desired UDP port to which TWAMP- Test
packets will be sent by the Session-Sender (the port where the
Session-Refl ector is asked to receive test packets). The Receiver
Port is also the UDP port from which TWAMP- Test packets will be
sent by the Session-Reflector (the Session-Reflector will use the
same UDP port to send and receive packets)."

It is possible that the proposed Receiver Port nay be not avail abl e,
e.g., the port is in use by another test session or another
application. In this case:

" the Server at the Session-Reflector MAY suggest an alternate
and available port for this session in the Port field. The
Control-Client either accepts the alternate port, or conposes a
new Sessi on- Request nessage with suitable paraneters. O herw se,
the Server uses the Accept field to convey other forms of session
rejection or failure to the Control Cient and MJST NOT suggest an
alternate port; in this case, the Port field MIST be set to zero."

A Control Cdient that supports use of the allocated TWAMP- Test

Recei ver Port Section 7 MAY request to use that port nunber in the
Request - TW Sessi on Conmand. |f the Server does not support the

al | ocated TWAMP- Test Receiver Port, then it sends an alternate port
nunber in the Accept-Session nmessage with Accept field = 0. Thus the
depl oynent of the allocated TWAMP Recei ver Port nunber is backward
conpatible with existing TWAMP-Control solutions that are based on

[ RFC5357]. O course, use of a UDP port nunber chosen fromthe
Dynamic Port range [ RFC6335] will help to avoid the situation when
the Control-Client or Server finds the proposed port being already in
use.

5.2. Inpact on OMMP-Control Protocol

As descri bed above, an OMMP Control dient that supports use of the
al | ocated OMNMMP- Test Receiver Port Section 7 MAY request to use that
port nunber in the Request-Session Command. |f the Server does not
support the all ocated OMMP-Test Receiver Port (or does not have the
port available), then it sends an alternate port nunber in the
Accept - Sessi on nessage with Accept field = 0. Further exchanges
proceed as al ready specified.
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5.3. Inpact on OMM/ TWAMP- Test Protocol s

ONMMP/ TWAMP- Test may be used to neasure | P performance nmetrics in an
Equal Cost Multipath (ECVMP) environnent. Though algorithns to

bal ance I P fl ows anpbng avail abl e pat hs have not been standardi zed,
the nmost conmmon is the five-tuple that uses destination |IP address,
source | P address, protocol type, destination port nunber, and source
port nunber. \When attenpting to nonitor different paths in ECWP
network, it is sufficient to vary only one of five parameters, e.g.
the source port nunmber. Thus, there will be no negative inpact on
ability to arrange concurrent OMM/ TWAMP test sessions between the
same test points to nonitor different paths in the ECMP network when
using the re-allocated UDP port nunber as the Receiver Port, as use
of the port is optional

6. Security Considerations

The security considerations that apply to any active neasurenent of
live paths are relevant here as well (see [RFC4656] and [ RFC5357]).

When consi dering privacy of those involved in measurenent or those
whose traffic is neasured, the sensitive information available to
potential observers is greatly reduced when using active techniques
which are within this scope of work. Passive observations of user
traffic for measurenent purposes raise many privacy issues. W refer
the reader to the security and privacy considerations described in
the Large Scal e Measurenent of Broadband Perfornmance (LMAP) Franework
[ RFC7594], which covers both active and passive techni ques.

The registered UDP port as the Receiver Port for OMM/ TWAMP- Test
coul d beconme a target of denial-of-service (DoS) or used to aid man-
in-the-mddle (MTM attacks. To inprove protection fromthe DoS
foll owi ng nmet hods are recomended:

o filtering access to the OMM/ TWAMP Recei ver Port by access list;

0 using a non-globally routable I P address for the OMM/ TWAMP
Sessi on- Ref | ect or address.

A MTM attack may try to nodify the content of the OMMP/ TWAMP- Test
packets in order to alter the neasurenent results. However, an

i mpl ementation can use authenticated node to detect nodification of
data. In addition, use encrypted node to prevent eavesdroppi ng and
un-det ected nodification of the OMM/ TWAMP- Test packets.
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7.

10.

10.

| ANA Consi der ati ons

This meno requests re-allocation of two UDP port numbers fromthe
System Ports range [ RFC6335]. Specifically, this neno requests that
| ANA re-allocate UDP ports 861 and 862 as shown bel ow, |eaving the
TCP port assignnments as-is:

B RS o m oo - [ B B TS +
| Service | Port | Transpo | Description | Reference |
| Nane | Nunbe | rt Prot | [ [
I | r | ocol I I I
TS Fom e e TR o e e e e e e aa oo S +
| owanp- | 861 | tcp | OWAMP- Cont r ol | [ RFC4656] |
| control | | | | |
| owanp-test | 861 | udp | OWNAMP- Test | [ RFCXXXX] |
I I I I I I
| twanp- | 861 | tcp | TWAMP- Contr ol | [ RFC5357] |
| control | | | | |
| twanp-test | 862 | udp | TWAMP- Test Receiver | [RFCXXXX] |
I I I | Port I I
S [ SR Fomm - oo - - o e e e e e e e oo oo o m e e e oo - +

Table 1 Re-allocated OMMP and TWAMP Ports
where RFCXXXX is this meno when published.
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