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I nt roducti on

The Two-Way Active Measurenent Protocol (TWAMP) [ RFC5357] is used to
measur e networ k performance paraneters such as | atency, bandw dth

and packet |oss by sending probe packets and neasuring their
experience in the network. To date, TWAMP inpl ementations do not
cone with a standard managenment framework, and, as such, inplenenters
have no choice except to provide a proprietary nmechanism This
docunent addresses this gap by defining the nodel using UML [ UM]
class diagrans, and formally specifying a NVDA-conpl ai nt [ RFC8342]
TWAMP data nodel using YANG 1.1 [ RFC7950].

Mot i vati on

In current TWAMP depl oynents the | ack of a standardi zed data node
limts the flexibility to dynamically instantiate TWAMP- based
measur enents across equi pnent fromdifferent vendors. |In |large,
virtualized, and dynamically instantiated infrastructures where
networ k functions are placed according to orchestration al gorithns,
proprietary nechanisns for managi ng TWAMP nmeasur enents pose severe
limtations with respect to programability.

Two major trends call for standardizing TWAMP nanagenent aspects.
First, it is expected that in the com ng years |arge-scale and nulti-
vendor TWAMP depl oynents will beconme the norm From an operations
perspective, using several vendor-specific TWAMP configuration
mechani sms when one standard mechani smcould provide an alternative
is expensive and inefficient. Second, the increasingly software-
defined and virtualized nature of network infrastructures, based on
dynani ¢ service chains [NSC] and programabl e control and nanagenent
pl anes Sof t war e- Defi ned Networking (SDN): Layers and Architecture
Term nol ogy [ RFC7426] requires a well-defined data nodel for TWAMP

i npl ementations. This docunment defines such a TWAMP data nodel and
specifies it formally using the YANG 1.1 [ RFC7950] data nodeling

| anguage.

Note to RFC Editor:

Pl ease repl ace the date 2018-07-02 in Section 5.2 of the draft wth
the date of publication of this draft as a RFC. Al so, repl ace
reference to RFC XXXX, and draft-ietf-ippmport-twanp-test with the
RFC numbers assigned to the drafts.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
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14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

1.3. Docunent Organization

The rest of this docunent is organized as follows. Section 2
presents the scope and applicability of this docunent. Section 3
provi des a high-1evel overview of the TWAMP data nodel. Section 4
details the configuration paraneters of the data nodel and Section 5
specifies in YANG the TWAMP data nodel. Section 6 lists illustrative
exanpl es which conformto the YANG data nodel specified in this
docunent. Appendix A el aborates these exanpl es further

2. Scope, Mdel, and Applicability

The purpose of this docunent is the specification of a vendor-
i ndependent data nodel for TWAMP i npl enent ati ons.

Figure 1 illustrates a redrawn version of the TWAMP | ogi cal node
found in Section 1.2 of TWAMP [ RFC5357]. The figure is annotated
with pointers to the UM [UM.] diagrans provided in this docunment and
associated with the data nodel of the four logical entities in a
TWAMP depl oynent, nanely the TWAMP Control -Client, Server, Session-
Sender and Session-Reflector. A UM [UM.] Notation Guide is

avail able in Section 5 of the said document.

As per TWAMP [ RFC5357], unlabeled links in Figure 1 are left
unspecified and nay be proprietary protocols.

[Fig. 3] [Fig. 4]
I + oo +
| Control-Cient | <-- TWAMP-Control --> | Server
S + Fom e e e - - +
AN AN
I I
Y Y
T + T +
| Session-Sender | <-- TWAMP-Test --> | Session-Reflector |
S + B +
[Fig. 5] [Fig. 6]

Fi gure 1: Annotated TWAMP | ogi cal nodel

As per TWAMP [ RFC5357], a TWAMP i npl enentation may foll ow a
simplified | ogical nodel, in which the same node acts both as
Control -Client and Session-Sender, while another node acts at the
same time as TWAMP Server and Session-Reflector. Figure 2
illustrates this sinplified | ogical nodel and indicates the
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i nteracti on between the TWAMP configuration client and server using,
for instance, NETCONF [ RFC6241] or RESTCONF [ RFC8040].

O--------mmmmm - 0 O--------mmmmm - 0

| Config client | | Config client |

O------mmmmmm - 0 O------mmmmmm - 0
| | | |

NETCONF || RESTCONF NETCONF || RESTCONF

N N

O--------mmmmm - 0 O--------mmmmm - 0

| Config server | | Config server |

[ [Fig. 3, 5] [ [ [Fig. 4, 6] [

Fom e e e e oo + Fom e e e e oo +

| Control-Cient | <-- TWAMP-Control --> | Server |

| |

[ Sessi on- Sender | <-- TWAMP-Test --> | Session-Refl ector

e e e e o n + e e e e o n +

Figure 2: Sinplified TWAMP nodel and protocols

The data nodel defined in this docunment is orthogonal to the specific
protocol used between the Config client and Config server to
communi cate the TWAMP configuration paraneters

Oper ational actions such as how TWAMP- Test sessions are started and
st opped, how performance neasurenent results are retrieved, or how
stored results are cleared, and so on, are not addressed by the
configuration nodel defined in this docunent. As noted above, such
operational actions are not part of the TWAMP specificati on TWAMP

[ RFC5357] and hence are out of scope of this docunment. See also
Appendix B. In addition, for operational state, current work in

Regi stry for Performance Metrics [I-D.ietf-ippmmetric-registry], can
be used to devel op an i ndependent nodel for the perfornmance netrics
that need to be captured and retrieved.

3. Data Mdel Overview
The TWAMP dat a nodel includes four categories of configuration itens.
First, global configuration itens relate to paraneters that are set
on a per device level. For exanple, the adninistrative status of the
device with respect to whether it allows TWAMP sessions and, if so,
in what capacity (e.g. Control-Cient, Server or both), is a typica
i nstance of a global configuration item

A second category includes attributes that can be configured on a per
TWAMP- Cont rol connection basis, such as the Server |P address.
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A third category includes attributes related to per TWAMP- Test
session attributes, for instance setting different values in the
Differentiated Services Code Point (DSCP) field.

Finally, the data nodel includes attributes that relate to the
operational state of the TWAMP i npl ement ati on

As the TWAMP data nodel is described in the remaining sections of
this docunment, readers should keep in mind the functional entity
grouping illustrated in Figure 1.

Control -d i ent

A TWAMP Control-Client has an adm nistrative status field set at the
device level that indicates whether the node is enabled to function
as such.

Each TWAMP Control-Client is associated with zero or nore TWAMP-
Control connections. The main configuration paraneters of each
control connection are:

0 A nanme which can be used to uniquely identify at the Control -
Client a particular control connection. This name is necessary
for programmebility reasons because at the tine of creation of a
TWAMP- Cont rol connection not all I P and TCP port nunber
i nformati on needed to uniquely identify the connection is
avail abl e.

o The I P address of the interface the Control-Client will use for
connecti ons.

o The | P address of the renote TWAMP Ser ver.

0 Authentication and encryption attributes such as Keyl D, Token and
the Client Initialization Vector (Cient-1V); see also Section 3.1
in OMM [ RFC4656] and Randonmess Requirenents for Security
[ RFC4086] .

Each TWAMP- Control connection, in turn, is associated with zero or
nmore TWAMP- Test sessions. For each test session, the follow ng
configuration itens should be noted:

0 The test session nane uniquely identifies a particular test
session at the Control-Cient and Session-Sender. Simlar to the
control connections above, this unique test session nane is needed
because at the tinme of creation of a TWAMP-Test session, for
exanpl e, the source UDP port nunmber is not known to uniquely
identify the test session
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o0 The I P address and UDP port nunber of the Session-Sender on the
pat h under test by TWAMP

o0 The I P address and UDP port nunber of the Session-Reflector on
sai d path.

o Information pertaining to the test packet stream such as the test
starting time, which performance netric is to be used, as defined
in Registry for Performance Metrics
[I-Dietf-ippmnetric-registry], or whether the test should be
r epeat ed.

3. 2. Server

Each TWAMP Server has an adm nistrative status field set at the
device level to indicate whether the node is enabled to function as a
TWAMP Server.

Each Server is associated with zero or nore TWAMP- Contr ol

connections. Each control connection is uniquely identified by the
4-tuple {Control-Client |IP address, Control-Cient TCP port numnber,
Server | P address, Server TCP port}. Control connection configuration
items on a TWAMP Server are read-only.

3. 3. Session- Sender

A TWAMP Sessi on-Sender has an adm nistrative status field set at the
device level that indicates whether the node is enabled to function
as such.

There is one Session-Sender instance for each TWAMP- Test session that
is initiated fromthe sending device. Primary configuration fields
i ncl ude:

0 The test session nane MJST be identical to the corresponding test
session nane on the TWAMP Control-Cient (Section 3.1).

o The control connection nanme, which along with the test session
nane uniquely identify the TWAMP Sessi on- Sender instance.

o Information pertaining to the test packet stream such as, the
nunber of test packets and the packet distribution to be enpl oyed;
see al so Network performance nmeasurenment with periodic streans
[ RFC3432] .
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3.4. Session-Reflector

Each TWAMP Session-Refl ector has an adm nistrative status field set
at the device |level to indicate whether the node is enabled to
function as such.

Each Session-Reflector is associated with zero or nore TWAMP- Test
sessions. For each test session, the REFWAIT tineout paraneter,

whi ch determ nes whether to discontinue the session if no packets
have been received (TWAVP [ RFC5357], Section 4.2), can be configured.

Read-only access to other data nodel paraneters, such as the Sender
| P address, is foreseen. Each test session can be uniquely
identified by the 4-tuple nentioned in Section 3.2.

4., Data Mdel Paraneters

This section defines the TWAMP data nodel using UML [UM.] and

i ntroduces sel ected paraneters associated with the four TWAMP | ogi cal
entities. The conplete TWAMP data nodel specification is provided in
the YANG nodul e presented in Section 5. 2.

4.1. Control-dient
The client container (see Figure 3) holds itens that are related to
the configuration of the TWAMP Control-Cient logical entity (recall
Figure 1).
The client container includes an adninistrative configuration

paranmeter (client/adnin-state) that indicates whether the device is
allowed to initiate TWAMP- Control connecti ons.
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. +
| client |
TSRS + 0 +
| admin-state |<>---------------------- | node-preference-chain |
| | e e e ee e aaaaas +
| I T e + | priority |
[ | <>----- | key-chain | | node [
o m e e oo o - + s + ) +
A | key-id [
Y | secret-key
| o mmm e o +
| 0..*
T +
| ctrl-connection |
e e e e e e e e oo +
| nane [
| client-ip |
| server-ip |
| server-tcp-port | 0. . % e +
| control -packet-dscp | <>------- | test-session-request |
| key-id [ o +
| max-count [ | nane [
| client-tcp-port {ro} | | sender-ip |
| server-start-tinme {ro} | | sender-udp- port |
| state {ro} | | reflector-ip |
| sel ected-node {ro} | | reflector-udp-port |
| token {ro} | | timeout |
| client-iv {ro} | | paddi ng-1ength [
R e R + | test-packet-dscp |
| start-tine |
R LT + 1 | repeat |
| pmreg-list |------ <>| repeat-interval |
LT + | state {ro} |
| pmindex [ | sid {ro} |
. + O +

Figure 3: TWAMP Control-dient UM. class di agram

The client container holds a |ist (node-preference-chain) which
specifies the Mbde val ues according to their preferred order of use
by the operator of this Control-dient, including the authentication
and encryption Mddes. Specifically, node-preference-chain lists the
nmode and its corresponding priority, as a 16-bit unsigned integer
Values for the priority start with zero, the highest priority, and
decreasing priority value is indicated by every increase in value by
one.
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Dependi ng on the Mddes available in the Server Geeting, the Control -
Client MUST choose the highest priority Mdde fromthe configured
nmode- pr ef erence-chain |ist.

Note that the list of preferred Modes nmay set multiple bit positions
i ndependently, such as when referring to the extended TWAMP features
in Mxed Security Mdde for TWAMP [ RFC5618], I ndividual Session
Control Feature for TWAMP [ RFC5938], TWAMP Refl ect Cctets and
Synmetrical Size Features [RFC6038], and | KEv2-Derived Shared Secret
Key for OMMP and TWAMP [ RFC7717]. If the Control-dient cannot
determi ne an acceptabl e Mbde, or when the bit conbinations do not
make sense, e.g., both authenticated and unauthenticated bit are set,
it MJUST respond with zero Mode bits set in the Set-up Response
message, indicating it will not continue with the control connection

In addition, the client container holds a |ist nanmed key-chain which
relates key-id with the respective secret-key. Both the Server and
the Control-Client use the sane nappings fromkey-id to secret-key
(in Figure 3); in order for this to work properly, key-id nust be
uni que across all systens in the adm nistrative domain. The Server,
bei ng prepared to conduct sessions with nore than one Control -Cient,
uses key-id to choose the appropriate secret-key; a Control-Cient
woul d typically have different secret keys for different Servers.
The secret-key is the shared secret, of type binary and the |length
SHOULD contain at |east 128 bits of entropy. The key-id and secret-
key encodi ng SHOULD fol |l ow Section 9.8 of YANG [ RFC7950]. The
derived key length (dkLen in PKCS #5: Password-Based Cryptography
Specification Version 2.1 [RFC8018]) MJST be 16 octets for the AES
Sessi on-key used for encryption and 32 octets for the HVAC SHAL
Sessi on-key used for authentication; see also Section 6.10 of OMM
[ RFC4656] .

Each client container also holds a |list of control connections, where
each itemin the |ist describes a TWAMP control connection initiated
by this Control-Cient. There SHALL be one ctrl-connection per
TWAMP- Control (TCP) connection that is to be initiated fromthis

devi ce.

In turn, each ctrl-connection holds a test-session-request |ist.
Each test-session-request holds informati on associated with the
Control-Client for this test session. This includes information
associ ated with the Request-TW Sessi on/ Accept - Sessi on nessage
exchange (see Section 3.5 of TWAMP [ RFC5357]).

There SHALL be one instance of test-session-request for each TWAMP-

Test session that is to be negotiated by this TWAMP-Contro
connection via a Request-TW Sessi on/ Accept - Sessi on exchange
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The Control-Client is also responsible for scheduling TWAWMP- Test
sessions, therefore test-session-request holds information related to
these actions (e.g. pmindex, repeat-interval).

4.2. Server

The server container (see Figure 4) holds itens that are related to
the configuration of the TWAMP Server |ogical entity (recal
Figure 1).

The server container includes an adninistrative configuration
paraneter (server/adm n-state) that indicates whether the device is
all owed to recei ve TWAMP- Control connecti ons.

A device operating in the Server role cannot configure attributes on
a per TWAMP- Control connection basis, as it has no foreknow edge of
the i ncom ng TWAMP- Control connections to be received. Consequently,
any paraneter that the Server m ght want to apply to an inconing
control connection nust be configured at the overall Server |evel and
applied to all incom ng TWAMP- Cont rol connecti ons.
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e e +

| server |

e e e e e e e e o +

| adm n-state [ T +

| server-tcp-port | <>------ | key-chain

| servwait | R +

| control -packet-dscp | | key-id |

| count | | secret-key |

| max-count | R +

| nodes [

| | 0 T +

| [ <>------ | ctrl-connection |

e e + o e +
| client-ip {ro} |
| client-tcp-port {ro} |
| server-ip {ro} |
| server-tcp-port {ro} |
| state {ro} |
| control -packet-dscp {ro} |
| sel ected-node {ro} |
| key-id {ro} |
| count {ro} |
| max-count {ro} |
| salt {ro} |
| server-iv {ro} |
| chall enge {ro} |
o e e e e e e e e e +

Figure 4: TWAMP Server UM cl ass di agram

Each server container holds a list nanmed key-chain which rel ates key-
idwith the respective secret-key. As nentioned in Section 4.1, both
the Server and the Control -Client use the same mapping fromkey-id to
shared secret-key; in order for this to work properly, key-id nust be
uni que across all the systens in the adnministrative domain. The
Server, being prepared to conduct sessions with nore than one
Control-Client, uses key-id to choose the appropriate secret-key; a
Control-Client would typically have different secret keys for
different Servers. The key-id tells the Server which shared secret-
key the Control-Client wishes to use for authentication or

encryption.

Each inconming control connection active on the Server is represented
by a ctrl-connection. There SHALL be one ctrl-connection per

i ncom ng TWAMP-Control (TCP) connection that is received and active
on the Server. Each ctrl-connection can be uniquely identified by
the 4-tuple {client-ip, client-tcp-port, server-ip, server-tcp-port}.
Al itens in the ctrl-connection list are read-only.
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4.3. Session-Sender

The session-sender container, illustrated in Figure 5, holds itens
that are related to the configuration of the TWAMP Sessi on- Sender
| ogi cal entity.

The session-sender container includes an adninistrative paraneter
(session-sender/adni n-state) that controls whether the device is
allowed to initiate TWAMP- Test sessi ons.

o e e oo +
| session-sender |
o e oo T ) +
| adm n-state | <>----- | test-session |
S + o m e e e e e e e e e aa oo +
| nane [
| ctrl-connection-nane {ro} |
| fill-node |
| nunber - of - packet s |
| state {ro} |
| sent-packets {ro} |
| rcv-packets {ro} |
| last-sent-seq {ro} |
| last-rcv-seq {ro} |
oo e e e e e i +
N
Y
| 1
oo +
| packet-distribution |
Fom e e e oo +
| periodic / poisson |
e e e e e e e e o +
I I
oo +
| periodic-interval | |
R +
I
S +
| Ianbda [
| max-interval |
o +

Figure 5: TWAMP Sessi on- Sender UM. cl ass di agram

Each TWAMP- Test session initiated by the Session-Sender will be
represented by an instance of a test-session object. There SHALL be
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one instance of test-session for each TWAMP- Test session for which
packets are being sent.

4.4, Session-Reflector

The session-reflector container, illustrated in Figure 6, holds itens
that are related to the configuration of the TWAMP Sessi on- Ref | ect or
| ogi cal entity.

The session-reflector container includes an adninistrative paraneter
(session-reflector/adm n-state) that controls whether the device is
all owed to respond to inconing TWAMP- Test sessi ons.

A device operating in the Session-Reflector role cannot configure
attributes on a per-session basis, as it has no foreknow edge of what
incom ng sessions it will receive. As such, any paraneter that the
Sessi on-Refl ector nmight want to apply to an incomi ng TWAMP- Test
session nmust be configured at the overall Session-Reflector |evel and
are applied to all incom ng sessions.
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Fom e e e e oo +
| session-reflector |
B +
| adm n-state [
| refwait |
e e e e oo +

N

Vv

|

| O..*
oo e e e e e e e e e e e e e e e e eeeooo oo +
| test-session |
oo m e e e e e e e e e e e e e e e me— oo - +
| sid {ro} |
| sender-ip {ro} |
| sender-udp-port {ro} |
| reflector-ip {ro} |
| reflector-udp-port {ro} |
| parent-connection-client-ip {ro} |
| parent-connection-client-tcp-port {ro} |
| parent-connection-server-ip {ro} |
| parent-connection-server-tcp-port {ro} |
| test-packet-dscp {ro} |
| sent-packets {ro} |
| rcv-packets {ro} |
| last-sent-seq {ro} |
| last-rcv-seq {ro}
o e m e e e e e e e e e e e e e e e e e ao oo +

Fi gure 6: TWAMP Session-Reflector UML cl ass di agram

Each i ncom ng TWAMP- Test session that is active on the Session-
Refl ector SHALL be represented by an instance of a test-session
object. Al itenms in the test-session object are read-only.

I nstances of test-session are indexed by a session identifier (sid).
This value is auto-allocated by the TWAMP Server as test session
requests are received, and comuni cated back to the Control-Client in
the SID field of the Accept-Session nessage; see Section 4.3 of TWAWP
Refl ect Cctets and Synmetrical Size Features [ RFC6038].

When attenpting to retrieve operational data for active test sessions
froma Session-Reflector device, the user will not know what sessions
are currently active on that device, or what SIDs have been auto-

all ocated for these test sessions. |f the user has network access to
the Control-Client device, then it is possible to read the data for
this session under client/ctrl-connection/test-session-request/sid
and obtain the SID (see Figure 3). The user may then use this SID
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5.

5.

value as an index to retrieve an individual session-reflector/test-
sessi on instance on the Session-Refl ector device.

If the user has no network access to the Control-Client device, then
the only option is to retrieve all test-session instances fromthe
Sessi on- Ref | ect or devi ce, and then pick out specific test-session

i nstances of interest to the user. This could be problematic if a

| arge number of test sessions are currently active on that device.

Each Session-Refl ector TWAMP- Test session contains the foll ow ng
4-tuple: {parent-connection-client-ip, parent-connection-client-tcp-
port, parent-connection-server-ip, parent-connection-server-tcp-
port}. This 4-tuple MJST correspond to the equivalent 4-tuple
{client-ip, client-tcp-port, server-ip, server-tcp-port} in server/
ctrl-connection. This 4-tuple allows the user to trace back fromthe
TWAMP- Test session to the (parent) TWAMP-Control connection that
negotiated this test session

Dat a Model
This section formally specifies the TWAMP data nodel using YANG
1. YANG Tree D agram

This section presents a sinplified graphical representation of the
TWAMP data nodel using a YANG tree diagram Readers should keep in
mnd that the limt of 72 characters per line forces us to introduce
artificial line breaks in sonme tree diagram nodes. Tree di agrans
used in this docunment follow the notation defined in YANG Tree

Di agranms [ RFC8340].

nmodul e: ietf-twanp

+--rw t wanp
+-rwclient {control-client}?

| +--rw admn-state? bool ean
+--rw node-preference-chain* [priority]
| +--rwopriority ui nt 16
| +--rw node? t wanp- nodes
+--rw key-chai n* [key-id]
| +--rw key-id string

I
I
I
|
I
| | +--rw secret-key? bi nary
| +--rwctrl-connection* [nane]
I
I
|
I
I
I

+--rw name string
+-rwclient-ip? i net:ip-address
+--rw server-ip i net:ip-address
+--rw server-tcp-port? i net: port-nunber
+--rw control - packet - dscp? i net:dscp

+--rw key-id? string
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ui nt 8
i net: port-nunber
ui nt 64
ui nt 64

control -client-connection-state

t wanp- nodes

bi nary
bi nary

string

+--rw max- count - exponent ?
+--ro client-tcp-port?
+--ro server-start-tinme?
+--ro repeat-count?
+--ro state?
I
+--ro sel ect ed- node?
+--ro token?
+--ro client-iv?
+--rw test-session-request* [nane]
+--rw name
+--rw sender-ip?

+--rw sender - udp- port?
+-rwreflector-ip

+--rw refl ector-udp-port?
+--rw tinmeout?

+--rw paddi ng- | engt h?
+--rw test-packet-dscp?
+--rw start-tine?

+--rw repeat?

+--rw repeat-interval ?
+-rw pmreg-list* [ pmindex]

+--rw pmindex

+--ro state?
+--ro sid?
server {server}?

rw
rw
rw
rw
rw
rw
rw

adm n-state?
server-tcp-port?
servwait?
control - packet - dscp?
count ?

max- count - exponent ?
nodes?

rw key-chai n* [key-id]

+--TwW
- T W

key-id
secret-key?

ro ctrl-connection*
[client-ip client-tcp-port server-ip server-tcp-port]

+-T0
+-r0
+-T0
+--T0
+--T0
+-T0
+-T0
+-r0
+-T0
+--T0

client-ip
client-tcp-port
server-ip
server-tcp-port
state?

control - packet -dscp?

sel ect ed- node?
key-id?

count ?

mex- count - exponent ?

ui nt 16

string
bi nary

i net:ip-address
uni on

i net:ip-address
i net: port-nunber
ui nt 64

ui nt 32

i net:dscp

ui nt 64

ui nt 32

ui nt 32

test-session-state
string

bool ean

i net: port-nunber
ui nt 32

i net:dscp

uint8

uint8

t wanp- nodes

i net:ip-address
i net: port-nunber
i net:ip-address
i net: port-nunber
server-ctrl-connection-state
i net:dscp

t wanp- nodes
string
uint8

uint8
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I
I
+--rw
|+
|+
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+--rw
+- -
+- -
+- -
-port]
r
r
r
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+--ro salt? bi nary
+--ro server-iv? bi nary
+--ro chal |l enge? bi nary
sessi on-sender {session-sender}?

rw adnmi n-state? bool ean

rw test-session* [nane]

+--rw name string

+--ro ctrl-connecti on-nanme? string
+-rw fill-node?
+--rw nunber - of - packet s ui nt 32
+--rw (packet-distribution)?

| +--:(periodic)

paddi ng-fill-node

July 2018

| | +--rw periodic-interval deci mal 64
| +--:(poisson)

| +--rw | anbda deci mal 64
[ +--rw max-interval ? deci mal 64
+--ro state? sender -session-state
+--ro sent-packets? ui nt 32

+--ro rcv-packets? ui nt 32

+--ro | ast-sent-seq? ui nt 32

+--ro |last-rcv-seq? ui nt 32
session-reflector {session-reflector}?

rw adnmi n-state? bool ean

rw refwait? ui nt 32

ro test-session*

[ sender-ip sender-udp-port reflector-ip reflector-udp

+--ro sid?

+--ro sender-ip

+--ro sender-udp- port

[ dynani c- port - nunber
+--ro reflector-ip

+--ro refl ector-udp-port

+--ro parent-connection-client-ip?
+--ro parent-connection-client-tcp-port?

+--ro parent-connection-server-ip?
+--ro parent-connection-server-tcp-port?

+--ro test-packet-dscp?
+--ro sent-packets?
+--ro rcv-packets?
+--ro | ast-sent-seq?
+--ro |last-rcv-seq?

Figure 7: YANG Tree Di agram
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string
i net:ip-address

ui nt3

net:
net:

net:
net:

net

net:

i p-address
port - nunbe

i p-addr ess
port - nunbe

:i p-address
net :

port - nunbe

dscp

ui nt 32
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5.2. YANG Modul e

This section presents the YANG nodul e for the TWAMP data nodel
defined in this docunment. The nodul e inports definitions from Conmon
YANG Dat a Types [ RFC6991], and references NTPv4 Specification

[ RFC5905], Framework for | P Performance Metrics [ RFC2330], Randommess
Requirements for Security [ RFC4086], OMMP [ RFC4656], TWAMP

[ RFC5357], More Features for TWAMP [ RFC5618], Individual Session
Control Feature [RFC5938], TWAMP Reflect Cctets and Synmetrical Size
Feat ures [ RFC6038], Advances Stream and Sanpling Framework [RFC7312],
| KEv2- Derived Shared Secret Key for OMM and TWAMP [ RFC7717], and
OMMP and TWAMP Wl | - Known Port Assignnents
[I-D.ietf-ippmport-twanp-test].

<CODE BEGA NS> file "ietf-twanp@018-07-02. yang"

nmodul e ietf-twanp {
yang-version 1.1;
nanespace urn:ietf:parans: xm :ns:yang:ietf-twanp;
prefix ietf-twanp;

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Types.";

}

organi zati on
"I ETF I PPM (1 P Performance Metrics) Wrking G oup”;

cont act
"W5 Web: http://tools.ietf.org/wy/ippm
WG List: ippm@etf.org

Editor: Ruth G vil
gcivil @i ena. com
Editor: Al Mrton
acnorton@tt.com
Edi tor: Reshad Rehman
rrahman@i sco. com
Edi t or: Mahesh Jet hanandani
nj et hanandani @nuai |l . com
Editor: Kostas Penti kousis
k. penti kousi s@r avel pi ng. cont';

description
"Thi s YANG nodul e specifies a vendor-independent data
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nodel for the Two-Way Active Measurement Protocol (TWAMP)

The data nodel covers four TWAMP | ogical entities, nanely,
Control-Client, Server, Session-Sender, and Session-Refl ector
as illustrated in the annotated TWAMP | ogi cal nodel (Fig. 1
of RFC XXXX) .

This YANG nodul e uses features to indicate which of the four
| ogical entities are supported by a TWAMP i npl ement ati on

Copyright (c) 2018 | ETF Trust and the persons identified as
t he document authors. Al rights reserved.

Redi stribution and use in source and binary fornms, with or
wi t hout nodification, is pernmtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.”

revision 2018-07-02 {
description
"Initial Revision.

Covers RFC 5357, RFC 5618, RFC 5938, RFC 6038, RFC 7717, and
draft-ietf-ippmnmetric-registry”

ref erence
"RFC XXXX: TWAMP YANG Dat a Model . ";

/*
* Typedefs
*/

typedef twanp-nodes {
type bits {
bit unaut henticated {

position O;

description
"Unaut henti cated node, in which no encryption or
aut hentication is applied in TWAMP- Control and
TWAMP- Test. Keyl D, Token, and Client-1V are not used in
t he Set - Up- Response nessage. See Section 3.1 of
RFC 4656.";

Cvil, et al. Expi res January 3, 2019 [ Page 20]



Internet-Draft TWAMP YANG Dat a Model July 2018

reference
"RFC 4656: A One-way Active Measurenent Protoco
(ONAMP) ™ ;

bit authenticated {
position 1;
description
"Aut henti cated node, in which the Control-dient and
Server possess a shared secret thus prohibiting
"theft of service'. As per Section 6 of RFC 4656
in "authenticated node, the tinestanp is in the clear
and is not protected cryptographically in any way,
while the rest of the nmessage has the sane protection
as in encrypted node. This node allows one to trade off
cryptographi c protection agai nst accuracy of
ti mestanps.’";
ref erence
"RFC 4656: A One-way Active Measurenent Protoco
(ONAMP) " ;
}
bit encrypted {
position 2;
description
"Encrypted node 'makes it inpossible to alter
ti mestanps undetectably’ [Section 6 of RFC 4656].
See also Section 4 of RFC 7717.";
ref erence
"RFC 4656: A One-way Active Measurenent Protoco
( OMAMP) "

bit unauth-test-encrpyt-control {
position 3;
description
"When using the M xed Security Mdde, the TWAMP- Test
protocol follows the Unauthenticated node and the
TWAMP- Control protocol the Encrypted node.";
ref erence
"RFC 5618: M xed Security Mde for the Two-Way Active
Measur enment Protocol (TWAMP)";

bit individual -session-control {
position 4;
description
"Thi s node enabl es individual test sessions using
Session ldentifiers.”
ref erence
"RFC 5938: I ndividual Session Control Feature
for the Two-Way Active Measurenent Protocol (TWAMP)"
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}

bit reflect-octets {
position 5;
description
"This node indicates the reflect octets capability."
reference
"RFC 6038: Two-Way Active Measurenent Protocol (TWAWP)
Refl ect Cctets and Synmmetrical Size Features”;
}
bit symetrical -size {
position 6;
description
"This node indicates support for the symmetrical size
sender test packet format.";
ref erence
"RFC 6038: Two-Way Active Measurenent Protocol (TWAMP)
Refl ect Cctets and Symmetrical Size Features”

}
bit | KEv2Derived {
position 7;
description
"In this node the the shared key is derived
froman | KEv2 security association (SA).";
reference
"RFC 7717: |KEv2-Derived Shared Secret Key for
the One-Way Active Measurenment Protocol (ONM)
and Two-Way Active Measurenent Protocol (TWAMP)"

}
}

description
"Specifies the configurable TWAMP- Mbdes supported during a
TWAMP- Cont rol Connection setup between a Control -dient
and a Server. Section 7 of RFC 7717 sunmarizes the
TWAMP- Mbdes registry and points to their fornal
specification.";

}

typedef control-client-connection-state {
type enuneration {
enum active {
description
"I ndi cates an active TWAMP-Control connection to
Server.";

enumidle {

description
"I ndi cates an idle TWAMP-Control connection to Server.";
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}

description
"I ndi cates the Control-Cient TWAMP-Control connection
state.";

}

typedef test-session-state {
type enuneration {
enum accepted {
val ue 0;
description
"Indi cates an accepted TWAMP- Test session request.”

enum failed {
val ue 1;
description
"I ndi cates a TWAMP-Test session failure due to
sone unspecified reason (catch-all).";
}
enuminternal -error {
val ue 2;
description
"I ndi cates a TWAMP-Test session failure due to
an internal error.";
}
enum not - supported {
val ue 3;
description
"I ndi cates a TWAMP- Test session failure because
some aspect of the TWAMP- Test session request
is not supported.”;
}
enum permanent-resource-limt {
val ue 4;
description
"I ndi cates a TWAMP-Test session failure due to

per manent resource limtations.";
}
enum tenp-resource-limt {
val ue 5;
description
"I ndi cates a TWAMP- Test session failure due to
tenporary resource limtations.";
}
}
description
"Indicates the Control-Cdient TWAMP-Test session state.”
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typedef server-ctrl-connection-state {
type enuneration {
enum active {
description
"I ndi cates an active TWAMP-Control connection
to the Control-Cient."
}
enum servwai t {
description
"I ndicates that the TWAMP-Control connection to the
Control-Client is in SERWAIT as per the definition of
Section 3.1 of RFC 5357.";
}
}

description
"I ndi cates the Server TWAMP-Control connection state.”;

}

typedef sender-session-state {
type enuneration {
enum active {
description
"Indi cates that the TWAMP- Test session is active.";

enum failure {
description
"I ndi cates that the TWAMP- Test session has failed."
}
}

description
"I ndi cates the Session-Sender TWAMP- Test session state.";

}

typedef paddi ng-fill-node {
type enuneration {
enum zero {
description
"TWAMP- Test packets are padded with all zeros.";

enum r andom {
description
"TWAMP- Test packets are padded with pseudo-random
nunbers.";
}
}

description
"I ndi cates what type of packet padding is used in the
TWAMP- Test packets.";
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}

typedef dynam c-port-nunber {
type inet:port-nunber {
range 49152..65535;
}

description "Dynamic range for port nunbers.";

}

/*
* Features
* [

feature control-client {
description
"Indi cates that the device supports configuration of the
TWAMP Control -Client logical entity."

}

feature server {
description
"Indi cates that the device supports configuration of the
TWAMP Server logical entity.";

}

feature session-sender {
description
"Indi cates that the device supports configuration of the
TWAMP Sessi on- Sender |ogical entity.";

}

feature session-reflector {
description
"Indi cates that the device supports configuration of the
TWAMP Session-Reflector |logical entity.";

/*
* Reusabl e node groups
*/

groupi ng key-managenent {
Iist key-chain {
key key-id;
| eaf key-id {
type string {
I ength 1..80;
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}

description
"Keyl D used for a TWAMP-Control connection. As per
Section 3.1 of RFC 4656, KeylDis "a UTF-8 string, up to
80 octets in length’ and is used to select which 'shared
shared secret the [Control-Cient] wishes to use to
aut henticate or encrypt’.";

}
| eaf secret-key {
type binary;
description
"The secret key corresponding to the KeylD for this
TWAMP- Cont rol connection.";
}

description
"Rel ates KeylDs with their respective secret keys
in a TWAMP- Control connection.";
}
description
"Used by the Control-dient and Server for TWAMP-Contr ol
key managenent.”

}

groupi ng mai nt enance-statistics {
| eaf sent-packets {
type uint32;
config fal se
description
"I'ndi cates the nunber of packets sent.";

}

| eaf rcv-packets {
type uint32;
config fal se
description
"I ndi cates the nunber of packets received.";

}

| eaf | ast-sent-seq {
type uint32;
config fal se
description
"Indicates the | ast sent sequence nunber.";

}

| eaf last-rcv-seq {
type uint32;
config fal se
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description
"Indicates the | ast received sequence nunber.";
}

description
"Used for TWAMP-Test mmi ntenance statistics."”;

}

groupi ng count {
| eaf count {
type uint8 {
range "10..31";

}
default 15;
description
"Parameter comunicated to the Control-Client as part of
the Server Greeting nessage and used for deriving a key
froma shared secret as per Section 3.1 of RFC 4656
MUST be a power of 2 and at |east 1024. It is configured
by providi ng said power. For exanple, configuring 20 here
means count 2720 = 1048576. The default is 15,
meani ng 2"15 = 32768."
}
description
"Reusabl e data structure for count, which is used both in the
Server and the Control-dient.";

}

groupi ng max-count - exponent {
| eaf max-count - exponent {
type uint8 {
range 10.. 31;

}

default 20;

description
"This paraneter linmts the nmaxi mum Count val ue, which MJST
be a power of 2 and at |east 1024 as per RFC 5357. It is
configured by providing said power. For exanpl e,
configuring 10 here nmeans max count 2710 = 1024.
The default is 20, neaning 2720 = 1048576

A TWAMP Server uses this configured value in the
Server-Geeting nessage sent to the Control-dient.

A TWAMP Control-Cient uses this configured value to
prevent denial -of-service (DOS) attacks by closing the
control connection to the Server if it 'receives a
Server-Greeting nessage with Count greater that its
maxi mum confi gured value’, as per Section 6 of RFC 5357
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Further, note that according to Section 6 of RFC 5357

"If an attacking systemsets the nmaxi mum val ue in
Count (2**32), then the system under attack woul d stal
for a significant period of time while it attenpts to
gener ate keys.

TWAMP- conpl i ant systens SHOULD have a configuration
control to limt the maxi mum count value. The default
max- count - exponent val ue SHOULD be 15 whi ch corresponds
to a maxi num val ue of 2**15 or 32768.°

RFC 5357 does not qualify ’"significant period in terms of
time, but it is clear that this depends on the processing
capacity avail able and operators need to pay attention to
this security consideration.";

description
"Reusabl e data structure for nmax-count which is used both at
the Control-Client and the Server containers."

/*
* Configuration data nodes
*/

contai ner twanp {
description
"TWAMP | ogical entity configuration grouping of four nodels
whi ch correspond to the four TWAMP | ogi cal entities
Control-Client, Server, Session-Sender, and Session-Refl ector
as illustrated in Fig. 1 of RFC XXXX.";

container client {
if-feature control-client;
description
"Configuration of the TWAMP Control -Client |ogica
entity.";

| eaf adm n-state {
type bool ean;
default true;
description
"I ndi cates whether the device is allowed to operate as a
TWAMP Control-Client.";
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i st node-preference-chain {
key priority;
uni que node
| eaf priority {
type uint 16;
description
"Indicates the Control-Client Mdde preference priority
expressed as a 16-bit unsigned integer. Values for the
priority start with zero, the highest priority, and
decreasing priority value is indicated by every increase
in value by one.";
}
| eaf node {
type twanp-nodes;
description
"The supported TWAMP Mbde nmat chi ng the correspondi ng
priority.";

}

description
"Indicates the Control-Client preferred order of use of
t he supported TWAMP Modes.

Dependi ng on the Mddes avail able in the TWAMP Server
Greeting nmessage (see Fig. 2 of RFC 7717), the
Control -Client MJUST choose the highest priority
Mode fromthe configured node-preference-chain list.”

}
uses key-managenent;

list ctrl-connection {
key nane;
description
"List of TWAMP Control-Client control connections.
Each itemin the list describes a control connection
that will be initiated by this Control-dient";

| eaf nane {
type string;
description
"A uni que nane used as a key to identify this
i ndi vi dual TWAMP- Control connection on the
Control-Client device.";

leaf client-ip {

type inet:ip-address;
description
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"The | P address of the |ocal Control-dient device,
to be placed in the source I P address field of the
| P header in TWAMP-Control (TCP) packets bel ongi ng
to this control connection. |If not configured, the
devi ce SHALL choose its own source | P address.";

}

| eaf server-ip {
type inet:ip-address;
mandat ory true
description

"The I P address of the renote Server device, which the
TWAMP- Control connection will be initiated to.";

}

| eaf server-tcp-port {
type inet: port-nunber;
default 862;
description
"Thi s paraneter defines the TCP port nunber that is
to be used by this outgoing TWAMP- Control connection
Typically, this is the well-known TWAMP-Contro
port nunber (862) as per RFC 5357 However, there are
known realizations of TWAMP in the field that were
i mpl emrent ed before this well-known port nunber was
al l ocated. These early inplenmentations all owed the
port nunber to be configured. This paranmeter is
therefore provided for backward conpatibility
reasons.";

}

| eaf control -packet-dscp {
type inet:dscp
default O;
description
"The DSCP value to be placed in the | P header of
TWAMP- Control (TCP) packets generated by this
Control-dient.";

}

| eaf key-id {
type string {
I ength 1..80;
}
description
"Indicates the KeylD val ue selected for this
TWAMP- Control connection.";
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uses max-count - exponent;

| eaf client-tcp-port {
type inet: port-nunber;
config fal se
description
"Indi cates the source TCP port nunber used in the
TWAMP- Cont rol packets belonging to this contro
connection.";

}

| eaf server-start-tine {
type uint 64;
config fal se
description
"Indicates the Start-Tinme advertised by the Server in
the Server-Start nmessage (RFC 4656, Section 3.1),
representing the tine when the current
instantiation of the Server started operating.
The tinmestanp format foll ows RFC 5905
according to Section 4.1.2 of RFC 4656.";
ref erence
"RFC 4656: OMMP, Section 3.1 and 4.1. 2,
RFC 5905: NTPv4 Specification."

}

| eaf repeat-count {
type uint 64;
config fal se
description
"Indi cates how many tines the test session has been
repeated. When a test is running, this value will be
greater than 0. If the repeat paraneter is non-zero
this value is snmaller than or equal to the repeat
parameter.";

| eaf state {
type control -client-connection-state;
config fal se
description
"Indicates the current state of the TWAMP-Contro
connection state.";

}

| eaf sel ect ed-node {
type twanp-nodes
config fal se
description
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Guvil,

"The TWAMP Mode that the Control-dient has chosen for
this control connection as set in the Mde field of
t he Set - Up- Response message”
ref erence
"RFC 4656, Section 3.1.";

}

| eaf token {
type binary {
| ength 64;

config fal se
description
"This parameter holds the 64 octets containing the
concatenati on of a 16-octet Challenge, a 16-octet AES
Sessi on-key used for encryption, and a 32-octet
HVAC- SHA1 Sessi on-key used for authentication; see
al so the | ast paragraph of Section 6 in RFC 4656

If the Mbde defined in RFC 7717 is sel ected
(sel ected-node), Token is limted to 16 octets.”
ref erence
"RFC 4086: Randomess Requirenents for Security

RFC 7717: | KEv2-Derived Shared Secret Key for the
One-\Way Active Measurenent Protocol (OMM) and
Two- Wy Active Measurenent Protocol (TWAMP)"

}

leaf client-iv {
type binary {
| ength 16;

config fal se
description
"Indicates the Control-Client Initialization Vector
(dient-1V), that is generated randomy by the
Control-Client. As per RFC 4656

Client-1V nerely needs to be unique (i.e., it MJST
never be repeated for different sessions using the
same secret key; a sinple way to achieve that w thout
the use of cunbersone state is to generate the
Client-1V values using a cryptographically secure
pseudo-r andom numnber sour ce.

If the Mbde defined in RFC 7717 is sel ected
(selected-node), dient-I1Vis limted to 12 octets."”;
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reference
"RFC 4656: A One-way Active Measurenent Protoco
(ONAMP) .

RFC 7717: | KEv2-Derived Shared Secret Key for the
One-\Way Active Measurenent Protocol (OMM) and
Two- Wy Active Measurenment Protocol (TWAMP)"

}

|ist test-session-request {
key nane;
description
"I nformati on associated with the Control-Cient
for this test session";

| eaf nane {
type string;
description
"A unique nanme to be used for identification of
this TWAMP- Test session on the Control-Cient.";

}

| eaf sender-ip {

type inet:ip-address;

description
"The | P address of the Session-Sender device,
which is to be placed in the source | P address
field of the IP header in TWAMP- Test (UDP) packets
belonging to this test session. This value will be
used to popul ate the sender address field of the
Request - TW Sessi on nessage

If not configured, the device SHALL choose its own
source | P address.";

}

| eaf sender-udp-port {
type union {
type dynam c- port-nunber;
type enuneration {
enum aut oal | ocate {
description

"Indi cates that the Contol-Client wll
aut o-al | ocate the TWAMP- Test (UDP) port nunber
fromthe dynam c port range.”
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default autoal |l ocat e;
description
"The UDP port nunmber that is to be used by
t he Session-Sender for this TWAMP-Test session
The nunber is restricted to the dynamic port range.

By default the Control-Cient SHALL auto-allocate a
UDP port nunber for this TWAMP- Test session

The configured (or auto-allocated) value is
advertised in the Sender Port field of the
Request - TW sessi on nmessage (see Section 3.5 of

RFC 5357). Note that in the scenario where a device
aut o-al l ocates a UDP port nunber for a session, and
the repeat paraneter for that session indicates that
it should be repeated, the device is free to
auto-all ocate a different UDP port nunmber when it
negoti ates the next (repeated) iteration of this
session.";

}

| eaf reflector-ip {

type inet:ip-address;

mandat ory true

description

"The | P address belonging to the renote

Sessi on- Ref | ect or device to which the TWAMP- Test
session will be initiated. This value will be
used to popul ate the receiver address field of
t he Request-TW Sessi on nessage.";

}

| eaf reflector-udp-port {
type inet:port-nunber {
range "862 | 49152..65535";
}

description
"This parameter defines the UDP port nunber that
will be used by the Session-Reflector for
this TWAMP- Test session. The default nunber is
within the dynamc port range and is to be placed
in the Receiver Port field of the Request-TW Session
message. The wel | -known port (862) MAY be
used. ";
ref erence
"draft-ietf-ippmport-twanp-test: OMM and TWAMP
Wel | - Known Port Assignnments.”;
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| eaf tineout {

type uint 64;

units seconds;

defaul t 2;

description

"The length of tine (in seconds) that the

Sessi on- Refl ect or shoul d continue to respond to
packets belonging to this TWAMP- Test session after
a Stop-Sessi ons TWAMP- Control nessage has been
received.

This value will be placed in the Timeout field of
t he Request-TW Sessi on nessage.";
ref erence
"RFC 5357: TWAMP, Section 3.5."
}

| eaf padding-1ength {
type uint32 {
range 64..4096;
}
description
"The nunber of padding bytes to be added to the
TWAMP- Test (UDP) packets generated by the
Sessi on- Sender .

This value will be placed in the Padding Length
field of the Request-TW Sessi on nessage. "
ref erence
"RFC 4656, Section 3.5.";
}

| eaf test-packet-dscp {
type inet:dscp;
defaul t O;
description
"The DSCP value to be placed in the | P header
of TWAMP- Test packets generated by the
Sessi on- Sender, and in the UDP header of the
TWAMP- Test response packets generated by the
Session-Reflector for this test session.

This value will be placed in the Type-P Descri ptor
field of the Request-TW Sessi on nessage”

ref erence
"RFC 5357.";
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| eaf start-time {

}

| eaf
type uint32 {

}

| eaf
when "../repeat!="0"" {

Cvil, et al.

type uint 64;
default O;
description

"Time when the session is to be started
(but not before the TWAMP Start- Sessions comand
i s issued; see Section 3.4 of RFC 5357).

The start-time value is placed in the Start Time
field of the Request-TW Sessi on nessage

The timestanp format follows RFC 5905 as per
Section 3.5 of RFC 4656.

The default value of 0 indicates that the session
will be started as soon as the Start-Sessions
message i s received.";

repeat {

range 0..4294967295;

default O;
description

"This value deternines if the TWAMP-Test sessi on nust
be repeated. Wen a test session has conpl eted, the
repeat paraneter is checked.

The default value of 0 indicates that the session
MUST NOT be repeat ed.

If the repeat value is 1 through 4,294,967, 294
then the test session SHALL be repeated using the
information in repeat-interval paraneter, and the
parent TWAMP- Control connection for this test
session is restarted to negotiate a new i nstance
of this TWAMP- Test session.

A val ue of 4,294,967,295 indicates that the test
session SHALL be repeated *forever* using the
information in repeat-interval paraneter, and SHALL
NOT decrenent the value.";

repeat-interval {

description
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"This parameter determines the timng of repeated
TWAMP- Test sessions when repeat is nore than O.

When the value of repeat-interval is 0, the
negoti ati on of a new test session SHALL begin
i medi ately after the previous test session
completes. Otherwise, the Control-Cient wll
wait for the nunber of seconds specified in the
repeat-interval paraneter before negotiating the
new i nstance of this TWAMP- Test session.";

}

type uint 32;

units seconds;

default O;

description

"Repeat interval (in seconds).";
}

list pmreg-list {
key pm i ndex;
| eaf pmindex {
type uint 16;
description
"Nurrerical index value of a Registered Metric
in the Performance Metric Registry
(see ietf-ippmnetric-registry). Qutput statistics
are specified in the correspondi ng Registry
entry.";
}
description
"Alist of one or nore Performance Metric Registry
I ndex val ues, which comuni cate packet stream
characteristics along with one or nore netrics
to be measured.

Al menbers of the pmreg-list MIST have the sane
stream characteristics, such that they conbine
to specify all nmetrics that shall be neasured on
a single stream"”;

reference
"ietf-ippmnetric-registry: Registry for
Perf or mance Metrics";

}

| eaf state {
type test-session-state,;
config fal se;
description
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"Indi cates the TWAMP- Test session state, accepted or
i ndication of an error.";
reference
"Section 3.5 of RFC 5357.";
}

| eaf sid {
type string;
config fal se
description
"The SID allocated by the Server for this TWAMP- Test
session, and communi cated back to the Control-dient
inthe SID field of the Accept-Session nessage"”
ref erence
"Section 4.3 of RFC 6038.";
}

}
}
}

cont ai ner server {
if-feature server;
description
"Configuration of the TWAMP Server |ogical entity."

| eaf adm n-state {
type bool ean;
default true;
description
"I ndi cates whether the device is allowed to operate
as a TWAMP Server.";

}

| eaf server-tcp-port {

type inet: port-nunber;

default 862;

description
"Thi s paraneter defines the well known TCP port nunber
that is used by TWAMP-Control. The Server will listen
on this port nunmber for incom ng TWAMP- Contro
connections. Although this is defined as a fixed val ue
(862) in RFC 5357, there are several realizations of
TWAMP in the field that were inplenented before this
wel | - known port nunber was all ocated. These early
i mpl ement ations all owed the port nunber to be
configured. This paraneter is therefore provided for
backward conpatibility reasons.";
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| eaf servwait {
type uint32 {
range 1..604800;
}

uni ts seconds;

default 900;

description
"TWAMP- Control (TCP) session timeout, in seconds.
According to Section 3.1 of RFC 5357,

Server MAY di scontinue any established contro
connecti on when no packet associated with that
connection has been received within SERMWAIT seconds.";

}

| eaf control -packet-dscp {
type inet:dscp;
description
"The DSCP value to be placed in the | P header of
TWAMP- Cont rol (TCP) packets generated by the Server.

Section 3.1 of RFC 5357 specifies that the server
SHOULD use the DSCP val ue fromthe Control-Cients

TCP SYN. However, for practical purposes TWAMP wi | |
typically be inplenmented using a general purpose TCP
stack provided by the underlying operating system

and such a stack may not provide this information to the
user. Consequently, it is not always possible to

i mpl ement t he behavi or described in RFC 5357 in an

OS- portabl e versi on of TWAMWP

The default behavior if this itemis not set is to use
the DSCP value fromthe Control-Clients TCP SYN ";
ref erence
"Section 3.1 of RFC 5357.";
}

uses count;
uses max-count - exponent;

| eaf nodes {
type twanp-nodes
description
"The bit mask of TWAMP Modes this Server instance
is willing to support; see | ANA TWAMP Mbdes Registry.";
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uses key-managenent;

list ctrl-connection {
key "client-ip client-tcp-port server-ip server-tcp-port";
config fal se
description
"List of all incomng TWAMP-Control (TCP) connections."

leaf client-ip {
type inet:ip-address;
description
"The | P address on the renpte Control-Client device,
which is the source | P address used in the
TWAMP- Control (TCP) packets belonging to this contro
connection.";

}

| eaf client-tcp-port {
type inet: port-numnber;
description
"The source TCP port number used in the TWAMP-Contro
(TCP) packets belonging to this control connection."”;

| eaf server-ip {
type inet:ip-address;
description
"The | P address of the local Server device, which is
the destination | P address used in the
TWAMP- Control (TCP) packets belonging to this contro
connection.";

}

| eaf server-tcp-port {

type inet: port-nunber;

description
"The destination TCP port number used in the
TWAMP- Cont rol (TCP) packets belonging to this
control connection. This will usually be the
same val ue as the server-tcp-port configured
under twanp/server. However, in the event that
the user re-configured server/server-tcp-port
after this control connection was initiated, this
value will indicate the server-tcp-port that is
actually in use for this control connection.”

}

| eaf state {
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type server-ctrl-connection-state,;
description
"I ndicates the Server TWAMP- Control connection state.”
}

| eaf control-packet-dscp {

type inet:dscp;

description
"The DSCP val ue used in the I P header of the
TWAMP- Control (TCP) packets sent by the Server
for this control connection. This will usually
be the same value as is configured in the
control - packet -dscp paraneter under the twanp/server
container. However, in the event that the user
re-configures server/dscp after this contro
connection is already in progress, this read-only
value will show the actual dscp value in use by this
TWAMP- Cont rol connection.";

}

| eaf sel ect ed-node {
type twanp-nodes
description
"The Mode that was chosen for this TWAMP-Contro
connection as set in the Mode field of the
Set - Up- Response nessage. ";

}

| eaf key-id {
type string {
I ength 1..80;
}
description
"The Keyl D value that is in use by this TWAMP-Contro
connection as selected by Control-dient.";

}

uses count {
description

"The count value that is in use by this TWAMP-Contro
connection. This will usually be the sane val ue
as is configured under twanp/server. However, in the
event that the user re-configured server/count
after this control connection is already in progress,
this read-only value will show the actual count that
is in use for this TWAMP-Control connection.";
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uses max-count - exponent {
description
"This read-only value indicates the actual nmax-count in
use for this control connection. Usually this would be
the sane val ue as configured under twanp/server.";

}

| eaf salt {
type binary {
| ength 16;
}

description
"A paraneter used in deriving a key froma
shared secret as described in Section 3.1 of RFC 4656
It is conmunicated to the Control-Client as part of
the Server Greeting nessage."”

}

| eaf server-iv {
type binary {
| ength 16;
}
description
"The Server Initialization Vector
(I'V) generated randomy by the Server.";

| eaf chall enge {
type binary {
| ength 16;
}
description
"A random sequence of octets generated by the Server
As described in client/token, Challenge is used
by the Control-Client to prove possession of a
shared secret.";
}
}
}

cont ai ner sessi on-sender {
i f-feature session-sender;
description
"Configuration of the TWAMP Sessi on- Sender | ogical entity";
| eaf adm n-state {
type bool ean;
default true;
description

Cvil, et al. Expi res January 3, 2019 [ Page 42]



Internet-Draft TWAMP YANG Dat a Model July 2018

"I ndi cates whether the device is allowed to operate
as a TWAMP Sessi on- Sender. ";

}

list test-session{
key nane;
description
"Li st of TWAMP Sessi on- Sender test sessions.";

| eaf nane {
type string;
description
"A uni que name for this TWAMP- Test session to be used
for identifying this test session by the
Sessi on- Sender | ogical entity.";

}

| eaf ctrl-connection-nane {
type string;
config fal se
description
"The name of the parent TWAMP- Control connection that
is responsible for negotiating this TWAMP- Test
session.";

}

leaf fill-node {

type paddi ng-fill-node;

default zero

description
"I ndi cat es whether the padding added to the
TWAMP- Test (UDP) packets will contain pseudo-random
nunbers, or whether it should consist of all zeroes,
as per Section 4.2.1 of RFC 5357."

}

| eaf nunber - of - packets {
type uint32;
mandat ory true
description
"The overall nunber of TWAMP-Test (UDP) packets to be
transmtted by the Session-Sender for this test
session.";

}

choi ce packet-distribution {
description
"Indicates the distribution to be used for transnmitting
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the TWAMP- Test (UDP) packets.";
case periodic {
| eaf periodic-interval {
type deci mal 64 {
fraction-digits 5;
}
units seconds;
mandat ory true;
description
"Indicates the tine to wait (in seconds) between
the first bits of TWAMP-Test (UDP) packet
transm ssions for this test session.”
ref erence
"RFC 3432: Network perfornmance nmeasurenent
with periodic streans”;

}
}
case poisson {
| eaf | anbda {
type deci mal 64 {
fraction-digits 5;
}
units seconds;
mandat ory true
description
"Indicates the average tine interval (in seconds)
bet ween packets in the Poisson distribution
The packet is cal culated using the reciprocal of
| anbda and the TWAMP- Test packet size (which
depends on the sel ected Mbde and t he packet
paddi ng) . ";
ref erence
"RFC 2330: Franework for |IP Performance Metrics";
}
| eaf max-interval {
type deci mal 64 {
fraction-digits 5;
}
units seconds;
description
"Indicates the maximumtinme (in seconds)
bet ween packet transm ssions.";
reference
"RFC 7312: Advanced Stream and Sanpling Franework
for 1P Performance Metrics (I PPM";
}
}
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| eaf state {
type sender-session-state;
config fal se;
description
"I ndi cates the Session-Sender test session state."”;
}

uses mai nt enance-statistics;

}
}

cont ai ner session-reflector {
if-feature session-reflector;
description
"Configuration of the TWAMP Sessi on- Refl ector | ogi cal
entity";

| eaf adm n-state {
type bool ean;
default true;
description
"I ndi cates whether the device is allowed to operate
as a TWAMP Session-Reflector.";

}

| eaf refwait ({

type uint32 {
range 1..604800;

}

units seconds;

default 900;

description
"The Session-Reflector MAY di scontinue any session that
has been started when no packet associated with that
session has been received for REFWAIT seconds. As per
Section 3.1 of RFC 5357, this tinmeout allows a
Session-Refl ector to free up resources in case of
failure.";

}

list test-session {
key
"sender-ip sender-udp-port
reflector-ip reflector-udp-port";
config fal se;
description
"TWAMP Sessi on-Refl ectortest sessions.";

Cvil, et al. Expi res January 3, 2019 [ Page 45]



Internet-Draft TWAMP YANG Dat a Model July 2018

leaf sid {

type string;

description
"An auto-allocated identifier for this TWAMP- Test
session that is unique within the context of this
Server/ Sessi on- Ref| ector device only. This val ue
is communi cated to the Control-Cient that
requested the test session in the SID field of the
Accept - Sessi on nessage.";

}

| eaf sender-ip {
type inet:ip-address;
description
"The | P address on the renote device, which is the
source | P address used in the TWAMP-Test (UDP) packets
belonging to this test session.";

}

| eaf sender-udp-port {
type dynam c- port-nunber;
description
"The source UDP port used in the TWAMP-Test packets
bel onging to this test session.";

}

| eaf reflector-ip {
type inet:ip-address;
description
"The | P address of the | ocal Session-Reflector
device, which is the destination |IP address used
in the TWAMP-Test (UDP) packets belonging to this test
session.”;

}

| eaf reflector-udp-port {
type inet:port-nunber {
range "862 | 49152..65535";

description
"The destination UDP port nunmber used in the
TWAMP- Test (UDP) test packets belonging to this
test session."”;

| eaf parent-connection-client-ip {
type inet:ip-address;
description
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"The | P address on the Control -Cient device, which
is the source | P address used in the TWAMP- Cont r ol
(TCP) packets belonging to the parent contro
connection that negotiated this test session."”;

}

| eaf parent-connection-client-tcp-port {
type inet: port-numnber;
description
"The source TCP port nunber used in the TWAMP-Contro
(TCP) packets belonging to the parent contro
connection that negotiated this test session."”;

}

| eaf parent-connection-server-ip {
type inet:ip-address;
description
"The | P address of the Server device, which is the
destination | P address used in the TWAMP-Contro
(TCP) packets belonging to the parent contro
connection that negotiated this test session.”

}

| eaf parent-connection-server-tcp-port {
type inet: port-numnber;
description
"The destination TCP port number used in the
TWAMP- Control (TCP) packets bel onging to the parent
control connection that negotiated this test
session.";

}

| eaf test-packet-dscp {
type inet:dscp;
description
"The DSCP value present in the |IP header of
TWAMP- Test (UDP) packets belonging to this session.";

}

uses nmi ntenance-stati stics;

}
}
}
}

<CODE ENDS>
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6. Data Mddel Exanples

This section presents a sinple but conplete exanple of configuring
all four entities in Figure 1, based on the YANG nodul e specified in
Section 5. The exanple is illustrative in nature, but ains to be
self-contained, i.e. were it to be executed in a real TWAMP
implementation it would lead to a correctly configured test session.
For compl et eness, exanples are provided for both | Pv4 and | Pv6.

A nore el aborated exanpl e, which also includes authentication
paraneters, is provided in Appendix A

6.1. Control-dient

Figure 8 shows a configuration exanple for a Control-Client with
client/adm n-state enabled. In a real inplenentation follow ng
Figure 2 this would pernmt the initiation of TWAMP-Contro
connections and TWAMP- Test sessi ons.

<?xm version="1.0" encodi ng="utf-8""?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanp">
<client>
<adm n- st at e>t r ue</ adni n- st at e>
</client>
</ t wanp>
</ config>

Figure 8. XM instance enabling Control-Client operation

The followi ng exanple shows a Control-Client with two instances of
client/ctrl-connection, one called "RouterA" and anot her cal |l ed
"RouterB". Each TWAMP-Control connection is to a different Server
The control connection naned "Router A" has two test session requests.
The TWAMP- Control connection nanmed "RouterB" has no TWAMP- Test
sessi on requests.

<?xm version="1.0" encodi ng="utf-8""?>
<config xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanp">
<client>
<admi n- st at e>t rue</ admi n- st at e>
<ctrl-connection>
<name>Rout er A</ name>
<client-ip>203.0.113. 1</client-ip>
<server-ip>203.0.113. 2</server-i p>
<t est - sessi on-request >
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<name>Test 1</ nane>
<sender-i p>203. 0. 113. 3</ sender -i p>
<sender - udp- port >54001</ sender - udp- port >
<reflector-ip>203.0.113.4</reflector-ip>
<refl ector-udp-port >50001</refl ector-udp-port>
<start-time>0</start-tine>
</t est-session-request >
<t est - sessi on-r equest >
<name>Test 2</ nane>
<sender-i p>203. 0. 113. 1</ sender -i p>
<sender - udp- port >54001</ sender - udp- port >
<reflector-ip>203.0.113. 2</refl ector-ip>
<refl ect or-udp-port >50001</refl ector-udp-port>
<start-tine>0</start-tine>
</t est-session-request >
</ctrl-connection>
<ctrl-connection>
<name>Rout er B</ nanme>
<client-ip>203.0.113.1</client-ip>
<server-ip>203. 0. 113. 3</ server-ip>
</ctrl-connection>
</client>
</t wanp>
</ config>

<?xm version="1.0" encodi ng="utf-8""?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanp">
<client>
<adm n- st at e>t r ue</ adni n- st at e>
<ctrl-connection>
<name>Rout er A</ name>
<client-ip>2001: DB8: 203: 0: 113:: 1</client-i p>
<server-i p>2001: DB8: 203: 0: 113: : 2</ server-i p>
<t est - sessi on-r equest >
<nane>Test 1</ nane>
<sender-i p>2001: DB8: 203: 1: 113: : 3</ sender-i p>
<sender - udp- por t >54000</ sender - udp- port >
<refl ector-ip>2001: DB8: 203: 1: 113: : 4</refl ector-i p>
<refl ector-udp-port >55000</refl ector-udp-port>
<start-tinme>0</start-tine>
</t est-session-request >
<t est - sessi on-r equest >
<name>Test 2</ nane>
<sender-i p>2001: DB8: 203: 0: 113: : 1</ sender -i p>
<sender - udp- port >54001</ sender - udp- port >
<refl ector-ip>2001: DB8: 203: 0: 113: : 2</refl ector-i p>
<refl ector-udp- port>55001</refl ector-udp-port>
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<start-tinme>0</start-tinme>
</t est-session-request >
</ctrl-connection>
<ctrl-connection>
<nane>Rout er B</ nane>
<client-ip>2001: DB8: 203: 0: 113:: 1</client-ip>
<server-i p>2001: DB8: 203: 0: 113: : 3</server-i p>
</ctrl-connecti on>
</client>
</ t wanp>
</ config>

6. 2. Server

Figure 9 shows a configuration exanple for a Server with server/
adm n-state enabl ed, which pernits a device following Figure 2 to
respond to TWAMP- Control connections and TWAMP- Test sessi ons.

<?xm version="1.0" encodi ng="utf-8""?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanp">
<server>
<adm n- st at e>t r ue</ adni n- st at e>
</ server>
</ t wanp>
</ config>

Figure 9: XM instance enabling Server operation
The followi ng exanple presents a Server with the TWAMP- Cont r ol

connection corresponding to the control connection nane (client/ctrl -
connection/ nane) "RouterA" presented in Section 6.1
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<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-twanmp">
<server>
<adm n- st at e>t rue</ adni n- st at e>
<ctrl-connection>
<client-ip>203.0.113.1</client-ip>
<client-tcp-port>16341</client-tcp-port>
<server-ip>203.0.113. 2</server-i p>
<server-tcp-port>862</server-tcp-port>
<state>active</state>
</ctrl-connection>
</ server>
</ t wanp>
</ dat a>

<?xm version="1.0" encodi ng="utf-8"?>
<data xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<twanp xm ns="urn:ietf:parans: xm :ns:yang:ietf-twanp">
<server>
<admi n- st at e>t r ue</ adm n- st at e>
<ctrl-connection>
<client-ip>2001: DB8: 203: 0: 113:: 1</client-i p>
<client-tcp-port>16341</client-tcp-port>
<server-i p>2001: DB8: 203: 0: 113: : 2</ server-i p>
<server-tcp-port>862</server-tcp-port>
<state>active</state>
</ctrl-connection>
</ server>
</ t wanp>
</ dat a>

6.3. Session- Sender
Fi gure 10 shows a configuration exanple for a Session-Sender with

sessi on-sender/ admi n-state enabl ed, which pernits a device follow ng
Figure 2 to initiate TWAMP-Test sessi ons.
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<?xm version="1.0" encodi ng="utf-8""?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-twanmp">
<sessi on- sender >
<adni n- st at e>t r ue</ adni n- st at e>
</ sessi on- sender >
</ t wanp>
</ config>

Fi gure 10: XM instance enabling Session-Sender operation.

The followi ng configuration exanple shows a Session-Sender with the
two TWAMP- Test sessions presented in Section 6.1

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<twanp xm ns="urn:ietf:parans: xm :ns:yang:ietf-twanp">
<sessi on- sender >
<adni n- st at e>t r ue</ adm n- st at e>
<t est - sessi on>
<nane>Test 1</ nane>
<ctrl -connecti on- nane>Rout er A</ ctrl - connecti on- nane>
<nunber - of - packet s>900</ nunber - of - packet s>
<peri odi c-interval >1</peri odi c-i nterval >
</t est-session>
<t est - sessi on>
<nane>Test 2</ nane>
<ctrl -connecti on- nane>Rout er A</ ctrl - connecti on- nane>
<nunber - of - packet s>900</ nunber - of - packet s>
<l anbda>1</| anbda>
<max-i nt erval >2</ max-i nt erval >
</t est-session>
</ sessi on- sender >
</t wanp>
</ dat a>

6.4. Session-Reflector
This configuration exanple shows a Session-Reflector with session-

reflector/adnin-state enabl ed, which pernits a device follow ng
Figure 2 to respond to TWAMP- Test sessi ons.

Cvil, et al. Expi res January 3, 2019 [ Page 52]



Internet-Draft TWAMP YANG Dat a Model July 2018

<?xm version="1.0" encodi ng="utf-8""?>
<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnm :ns:yang:ietf-twanmp">
<session-refl ector>
<adm n- st at e>t rue</ adni n- st at e>
</ session-reflector>
</ t wanp>
</ config>

Figure 11: XM instance enabling Session-Reflector operation

The foll owi ng exanpl e shows the two Session-Refl ector TWAMP- Test
sessions corresponding to the test sessions presented in Section 6. 3.

[note: "\’ line wapping is for formatting only]

<?xm version="1.0" encodi ng="utf-8"?>
<data xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<twanp xm ns="urn:ietf:parans: xnl :ns:yang:ietf-twanmp">
<session-refl ector>
<adm n- st at e>t rue</ admi n- st at e>
<t est - sessi on>
<sender-i p>203. 0. 113. 3</ sender -i p>
<sender - udp- port >54000</ sender - udp- port >
<refl ector-ip>203.0.113.4</refl ector-ip>
<refl ect or-udp-port >50001</refl ect or-udp- port >
<si d>1232</ si d>
<par ent -connection-client-ip>203.0.113. 1</ parent - connecti on-\
client-ip>
<par ent - connection-client-tcp-port>16341</parent - connecti on-\
client-tcp-port>
<par ent - connecti on-server-i p>203. 0. 113. 2</ par ent - connecti on-\
server-ip>
<par ent - connecti on-server -t cp- port>862</ parent - connecti on-se\
rver-tcp-port>
<sent - packet s>2</ sent - packet s>
<rcv- packet s>2</rcv- packet s>
<l ast-sent-seq>1</I ast - sent - seq>
<l ast-rcv-seq>1</| ast-rcv-seqg>
</test-session>
<t est - sessi on>
<sender-i p>203. 0. 113. 1</ sender -i p>
<sender - udp- por t >54001</ sender - udp- port >
<reflector-ip>192.0.2.2</reflector-ip>
<refl ector-udp-port >50001</refl ector-udp-port>
<si d>178943</ si d>
<par ent - connection-client-ip>203. 0. 113. 1</ par ent - connecti on-\
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client-ip>

<par ent - connection-client-tcp-port>16341</ parent - connecti on-\
client-tcp-port>

<par ent - connecti on-server-i p>203. 0. 113. 2</ par ent - connecti on-\
server-ip>

<par ent - connecti on-server -t cp- port>862</ parent - connecti on-se\
rver-tcp-port>

<sent - packet s>21</ sent - packet s>

<rcv- packet s>21</rcv- packet s>

<| ast - sent - seq>20</ | ast - sent - seq>

<l ast-rcv-seq>20</Il ast-rcv-seq>

</test-session>
</ session-reflector>
</ t wanp>

</ dat a>

[note: "\’ line wapping is for formatting only]

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm :ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl :ns:yang:ietf-twanmp">
<session-refl ector>
<adm n- st at e>t rue</ adni n- st at e>
<t est - sessi on>
<sender-i p>203. 0. 113. 3</ sender -i p>
<sender - udp- por t >54000</ sender - udp- port >
<reflector-ip>203.0.113.4</refl ector-ip>
<refl ector-udp-port >54001</refl ector-udp-port>
<si d>1232</ si d>
<par ent - connection-client-ip>203. 0. 113. 1</ par ent - connecti on-\
client-ip>
<par ent - connection-client-tcp-port>16341</ parent - connecti on-\
client-tcp-port>
<par ent - connecti on-server-i p>203. 0. 113. 2</ par ent - connecti on-\
server-ip>
<par ent - connecti on-server -t cp- port >862</ parent - connecti on-se\
rver-tcp-port>
<sent - packet s>2</ sent - packet s>
<rcv- packet s>2</r cv- packet s>
<l ast-sent-seq>1</I ast - sent -seq>
<l ast-rcv-seq>1</| ast-rcv-seqg>
</test-session>
<t est - sessi on>
<sender-i p>203. 0. 113. 1</ sender -i p>
<sender - udp- port >54001</ sender - udp- port >
<reflector-ip>192.0.2.2</reflector-ip>
<refl ector-udp-port >55001</refl ector-udp-port>
<si d>178943</ si d>
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<par ent - connection-client-ip>203. 0. 113. 1</ par ent - connecti on-\
client-ip>

<par ent - connection-client-tcp-port>16341</ parent - connecti on-\
client-tcp-port>

<par ent - connecti on-server-i p>203. 0. 113. 2</ par ent - connecti on-\
server-ip>

<par ent - connecti on-server -t cp- port >862</ par ent - connecti on-se\
rver-tcp-port>

<sent - packet s>21</ sent - packet s>

<rcv- packet s>21</rcv- packet s>

<l ast-sent - seq>20</| ast - sent - seq>

<l ast-rcv-seq>20</l ast-rcv-seq>

</test-session>
</ session-refl ector>
</ t wanp>

</ dat a>

7. Security Considerations

Virtually all existing nmeasurenment systens using TWAMP [ RFC5357] are
adm ni stered by the sane network operator. Attacks on the

measur enent infrastructure could be |aunched by third-parties to
commandeer the packet generation capability, corrupt the

measur enents, or other exanples of nefarious acts.

The YANG nodul e specified in Section 5 of this docunent defines a
schena for data that is designed to be accessed via network
managenent protocols such as NETCONF [ RFC6241] or RESTCONF [ RFC8040].
The | owest NETCONF [ RFC6241] |ayer is the secure transport |ayer, and
the mandat ory-to-i npl ement secure transport is Secure Shell (SSH)

[ RFC6242]. The | owest RESTCONF | ayer is HITPS, and the mandatory-to-
i npl ement secure transport is TLS [ RFC5246].

The NETCONF Access Control Mdul e (NACM [RFC8341] provides the neans
to restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all availabl e NETCONF or RESTCONF protoco
operations and content.

There are a nunber of nodes defined in this YANG nodul e which are
witeable. These data nodes may be considered sensitive and

vul nerable to attacks in sone network environnents. Ability to wite
into these nodes without proper protection can have a negative effect
on the devices that support this feature.

If witten, the "adm n-state’ node can cause uni ntended test sessions

to be created. |If the node 'nunber-of-packets’ that dictates how
many packets are sent in any particular test session is witten with
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a large value, it can cause a test session to run |onger than
expected. Nodes that are particularly vul nerable include severa

ti meout values put in the protocol to protect against sessions that
are not active but are consumi ng resources. These are the REFWAIT

ti meout paraneter which determ ne whether to di scontinue the session
if no packets are received, and nodes ’'count’ and ' nax-count-
exponent’ which can cause a long tine to be spent on PBKDF2
iterations. In addition, 'dscp’ node marked with di fferent DSCP
mar ki ngs, can cause the test traffic on the network to be skewed, and
the result nanipulated. Finally, nodes w thin 'node-preference-
chain’ which specify the 'node’ and 'priority’ values and indicate
the preferred order of use by an operator, can be nanipulated to send
unaut henti cated or non-encrypted traffic, enabling a MTM attack
Limting access to these nodes will limt the ability to | aunch an
attack in network environnents.

The 'token’ node defined in the nodel, containing a concatenation of
a Chal | enge, AES Session-key used for encryption, and HVAC SHA1l
Sessi on-key used for authentication, is sensitive froma privacy
perspective, and can be used to disrupt a test session. The ability
to read the field should be limted to the adnmi nistrator of the test
net wor k.

8. | ANA Consi derati ons
This docunment registers a URI in the |ETF XM registry [ RFC3688].
Following the format in I ETF XM. Regi stry [ RFC3688], the follow ng
registration is requested to be nmde.
URI: urn:ietf:parans:xm:ns:yang:ietf-twanp
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace

Thi s docunent registers a YANG nodul e in the YANG Modul e Names
regi stry YANG [ RFC6020] .

nane: ietf-twanp
nanespace: urn:ietf:parans: xnl:ns:yang:ietf-twanp
prefix: twanp

ref erence: RFC XXXX
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Appendi x A.  Detail ed Data Mddel Exanples

Thi s appendi x extends the exanple presented in Section 6 by
configuring nore fields such as authentication paraneters, DSCP
val ues and so on.

A.1l. Control-dient

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm :ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanp">
<client>
<adm n- st at e>t r ue</ adni n- st at e>
<nmode- pr ef er ence- chai n>
<priority>0</priority>
<node>aut hent i cat ed</ node>
</ node- pr ef er ence- chai n>
<node- pr ef er ence- chai n>
<priority>l</priority>
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<node>unaut henti cat ed</ node>
</ node- pr ef er ence- chai n>
<key- chai n>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<secret - key>c2Vj cmVOMXE=</ secr et - key>
</ key- chai n>
<key- chai n>
<key- i d>KeyFor Rout er B</ key-i d>
<secr et - key>c2Vj cmVOMJOK</ secr et - key>
</ key- chai n>
<ctrl-connection>
<nane>Rout er A</ name>
<client-ip>203.0.113.1</client-ip>
<server-ip>203. 0. 113. 2</ server-i p>
<control - packet - dscp>32</ contr ol - packet - dscp>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<t est - sessi on-request >
<nane>Test 1</ nane>
<sender-i p>203. 0. 113. 3</ sender -i p>
<sender - udp- por t >54000</ sender - udp- port >
<reflector-ip>203.0.113.4</refl ector-ip>
<refl ector-udp-port >55000</refl ector-udp-port>
<paddi ng- | engt h>64</ paddi ng- | engt h>
<start-time>0</start-tine>
</t est-session-request >
<t est - sessi on-r equest >
<name>Test 2</ nane>
<sender-i p>203. 0. 113. 1</ sender -i p>
<sender - udp- port >54001</ sender - udp- port >
<reflector-ip>203.0.113. 2</refl ector-ip>
<refl ect or-udp-port >55001</refl ector-udp-port >
<paddi ng- | engt h>128</ paddi ng- | engt h>
<start-time>0</start-tine>
</t est-session-request >
</ctrl-connection>

</client>
</ t wanp>
</ dat a>

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<twanp xm ns="urn:ietf:parans: xm :ns:yang:ietf-twanp">
<client>
<admi n- st at e>t rue</ admi n- st at e>
<node- pr ef er ence- chai n>
<priority>0</priority>
<node>aut hent i cat ed</ node>
</ node- pr ef er ence- chai n>

Cvil, et al. Expi res January 3, 2019 [ Page 61]



Internet-Draft TWAMP YANG Dat a Model July 2018

<nmode- pr ef er ence- chai n>
<priority>l</priority>
<npde>unaut hent i cat ed</ node>
</ node- pr ef er ence- chai n>
<key- chai n>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<secret - key>c2Vj cmVOMXE=</ secr et - key>
</ key- chai n>
<key- chai n>
<key- i d>KeyFor Rout er B</ key-i d>
<secr et - key>c2Vj cmVOMJOK</ secr et - key>
</ key- chai n>
<ctrl-connection>
<name>Rout er A</ name>
<client-ip>2001: DB3: 203: 0: 113:: 1</client-i p>
<server-i p>2001: DB8: 203: 0: 113: : 2</ server-i p>
<control - packet - dscp>32</ cont r ol - packet - dscp>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<t est - sessi on-r equest >
<name>Test 1</ nane>
<sender-i p>2001: DB8: 10: 1: 1:: 1</ sender-i p>
<sender - udp- por t >54000</ sender - udp- port >
<reflector-ip>2001: DB8: 10: 1: 1:: 2</refl ector-ip>
<refl ect or-udp-port >55000</refl ector-udp-port>
<paddi ng- | engt h>64</ paddi ng- | engt h>
<start-tine>0</start-tinme>
</t est-session-request >
<t est - sessi on-r equest >
<nane>Test 2</ nane>
<sender-i p>2001: DB8: 203: 0: 113: : 1</ sender-i p>
<sender - udp- port >54001</ sender - udp- port >
<refl ector-ip>2001: DB8: 203: 0: 113: : 2</refl ector-i p>
<refl ect or-udp-port >55001</refl ect or-udp-port >
<paddi ng- | engt h>128</ paddi ng- | engt h>
<start-tinme>0</start-tine>
</t est-session-request >
</ctrl-connection>
</client>
</ t wanp>
</ dat a>

A 2. Server
<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >

<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanmp">
<server>
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<adm n- st at e>t r ue</ adni n- st at e>

<servwai t >1800</ servwai t >

<control - packet - dscp>32</ contr ol - packet - dscp>

<nodes>aut henti cat ed unaut henti cat ed</ nodes>

<count >15</ count >

<key- chai n>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<secr et - key>c2Vj cnVOMXx=</ secr et - key>

</ key- chai n>

<key- chai n>
<key-i d>Keyd i ent 10ToRout er A</ key-i d>
<secr et - key>c2Vj cnWVOMIANCg==</ secr et - key>

</ key- chai n>

<ctrl-connection>
<client-ip>203.0.113. 1</client-ip>
<client-tcp-port>16341</client-tcp-port>
<server-ip>203.0.113. 2</server-i p>
<server-tcp-port>862</server-tcp-port>
<control - packet - dscp>32</ cont r ol - packet - dscp>
<sel ect ed- node>unaut hent i cat ed</ sel ect ed- node>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<count >15</ count >

</ctrl-connection>

</ server>
</ t wanp>
</ dat a>

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<twanp xm ns="urn:ietf:parans: xm :ns:yang:ietf-twanp">
<server>

<admi n- st at e>t rue</ admi n- st at e>

<servwai t >1800</ servwai t >

<control - packet - dscp>32</ contr ol - packet - dscp>

<nodes>aut henti cat ed unaut henti cat ed</ nodes>

<count >15</ count >

<key- chai n>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<secret - key>c2Vj cmVOMXE=</ secr et - key>

</ key- chai n>

<key- chai n>
<key-i d>Keyd i ent 10ToRout er A</ key-i d>
<secr et - key>c2Vj cnWVOMIANCg==</ secr et - key>

</ key- chai n>

<ctrl -connecti on>
<client-ip>2001: DB8: 203: 0: 113:: 1</client-i p>
<client-tcp-port>16341</client-tcp-port>
<server-i p>2001: DB8: 203: 0: 113: : 2</ server-i p>
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<server-tcp-port>862</server-tcp-port>
<control - packet - dscp>32</ cont r ol - packet - dscp>
<sel ect ed- nnde>unaut hent i cat ed</ sel ect ed- node>
<key-i d>Keyd i ent 1ToRout er A</ key-i d>
<count >15</ count >

</ctrl-connection>

</ server>
</ t wanp>
</ dat a>

A. 3. Sessi on- Sender

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanp">
<sessi on- sender >
<adm n- st at e>t r ue</ adni n- st at e>
<t est - sessi on>
<nane>Test 1</ nane>
<ctrl -connecti on- nanme>Rout er A</ ctrl - connecti on- nane>
<fill-nmode>zero</fill-node>
<nunber - of - packet s>900</ nunber - of - packet s>
<peri odi c-interval >1</peri odi c-i nterval >
<sent - packet s>2</ sent - packet s>
<rcv- packet s>2</rcv- packet s>
<l ast-sent-seq>1</I ast - sent - seq>
<l ast-rcv-seq>1</| ast-rcv-seqg>
</test-session>
<t est - sessi on>
<name>Test 2</ nane>
<ctrl-connecti on- name>Rout er A</ ctrl - connecti on- nane>
<fill-nmode>randonx/fill-node>
<nunber - of - packet s>900</ nunber - of - packet s>
<l anbda>1</ | anbda>
<max- i nt erval >2</ max-i nt erval >
<sent - packet s>21</ sent - packet s>
<rcv- packet s>21</rcv- packet s>
<l ast-sent - seq>20</| ast - sent - seq>
<l ast-rcv-seq>20</Il ast-rcv-seq>
</test-session>
</ sessi on- sender >
</ t wanp>
</ dat a>
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A 4. Sessi

on- Ref | ect or

[note: "\’ line wapping is for formatting only]

<?xm version="1.0" encodi ng="utf-8"?>
<data xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<twanp xm ns="urn:ietf:parans: xm :ns:yang:ietf-twanp">
<session-refl ector>
<admi n- st at e>t rue</ adm n- st at e>
<t est - sessi on>

client-i

<sender-i p>203. 0. 113. 3</ sender -i p>

<sender - udp- port >54000</ sender - udp- port >

<refl ector-ip>203.0.113.4</reflector-ip>

<refl ect or - udp- port>55000</refl ect or-udp-port>

<si d>1232</ si d>

<par ent-connection-client-ip>203.0.113. 1</ parent -connecti on-\
p>

<par ent -connection-client-tcp-port>16341</parent-connection-\

client-tcp-port>

server-i

<par ent - connecti on-server-i p>203. 0. 113. 2</ par ent - connecti on-\
p>
<par ent - connecti on-server -t cp- port>862</ parent -connecti on-se\

rver-tcp-port>

<t est - packet - dscp>32</t est - packet - dscp>
<sent - packet s>2</ sent - packet s>

<rcv- packet s>2</rcv- packet s>

<l ast-sent-seq>1</I ast - sent - seq>

<l ast-rcv-seq>1</| ast-rcv-seqg>

</t est-session>
<t est - sessi on>

client-i

<sender-i p>203. 0. 113. 1</ sender - i p>

<sender - udp- por t >54001</ sender - udp- port >
<reflector-ip>192.0.2.2</reflector-ip>

<refl ector-udp-port >55001</refl ector-udp-port>

<si d>178943</ si d>

<par ent - connection-client-ip>203. 0. 113. 1</ par ent - connecti on-\
p>

<par ent - connection-client-tcp-port>16341</ parent - connecti on-\

client-tcp-port>

server-i

<par ent - connecti on-server-i p>203. 0. 113. 2</ par ent - connecti on-\
p>
<par ent - connecti on-server -t cp- port>862</ parent - connecti on-se\

rver-tcp-port>

<t est - packet - dscp>32</t est - packet - dscp>
<sent - packet s>21</ sent - packet s>

<rcv- packet s>21</rcv- packet s>

<l ast-sent - seq>20</| ast - sent - seq>

<l ast-rcv-seq>20</l ast-rcv-seq>
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</t est-session>
</ session-refl ector>
</ t wanp>
</ dat a>

[note: "\’ line wapping is for formatting only]

<?xm version="1.0" encodi ng="utf-8""?>
<data xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<twanp xm ns="urn:ietf:parans: xnl:ns:yang:ietf-twanp">
<session-refl ector>
<adm n- st at e>t r ue</ adni n- st at e>
<t est - sessi on>
<sender-i p>2001: DB8: 10: 1: 1: : 1</ sender-i p>
<sender - udp- por t >54000</ sender - udp- port >
<reflector-ip>2001:DB8: 10: 1: 1:: 2</refl ector-i p>
<refl ect or-udp-port >55000</refl ector-udp-port>
<si d>1232</ si d>
<par ent - connection-client-ip>2001: DB8: 203: 0: 113: : 1</ par ent - c\
onnection-client-ip>
<par ent - connection-client-tcp-port>16341</ parent - connecti on-\
client-tcp-port>
<par ent - connecti on-server-i p>2001: DB8: 203: 0: 113: : 2</ parent - c\
onnection-server-ip>
<par ent - connecti on-server -t cp- port >862</ par ent - connecti on-se\
rver-tcp-port>
<t est - packet - dscp>32</t est - packet - dscp>
<sent - packet s>2</ sent - packet s>
<rcv- packet s>2</r cv- packet s>
<l ast-sent-seq>1</I| ast-sent-seq>
<l ast-rcv-seq>1</| ast-rcv-seqg>
</test-session>
<t est - sessi on>
<sender-i p>2001: DB8: 203: 0: 113: : 1</ sender-i p>
<sender - udp- port >54001</ sender - udp- port >
<refl ector-ip>2001: DB8: 192: 68: : 2</refl ector-i p>
<refl ect or-udp-port >55001</refl ector-udp-port >
<si d>178943</ si d>
<par ent - connection-client-ip>2001: DB8: 203: 0: 113: : 1</ parent - c\
onnection-client-ip>
<par ent -connection-client-tcp-port>16341</parent-connection-\
client-tcp-port>
<par ent - connecti on-server-i p>2001: DB8: 203: 0: 113: : 2</ par ent - c\
onnecti on-server-ip>
<par ent - connecti on-server -t cp- port >862</ par ent - connecti on-se\
rver-tcp-port>
<t est - packet - dscp>32</t est - packet - dscp>
<sent - packet s>21</ sent - packet s>
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<rcv- packet s>21</r cv- packet s>
<l ast-sent - seq>20</| ast - sent - seq>
<l ast-rcv-seq>20</Il ast-rcv-seqg>
</test-session>
</ session-refl ector>
</ t wanp>
</ dat a>

Appendi x B. TWAMP Oper ati onal Conmands

TWAMP oper ati onal commands coul d be perforned programmatically or
manual |y, e.g. using a conmand-line interface (CLI).

Wth respect to programmability, YANG can be used to define NETCONF
Renote Procedure Calls (RPC), therefore it would be, in principle,
possi ble to define TWAMP RPC operations for actions such as starting
or stopping control connections or test sessions or groups of
sessions; retrieving results; clearing stored results, and so on.

However, TWAMP [ RFC5357] does not attenpt to describe such
operational actions. Refer also to Section 2 and the unl abel ed |inks
in Figure 1. |In actual deploynents different TWAMP i npl enent ati ons
may support different sets of operational comrands, with different
restrictions. Therefore, this docunent considers it the
responsibility of the individual inplenentation to define its
correspondi ng TWAMP oper ati onal commands data nodel
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