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Abst r act

Thi s docunment describes several potential performance scalability and
capability issues when inplenenting in-situ OQAM on het er ogenous
target network el ements. The docunent proposes the correspondi ng
solutions and nodifications to the current in-situ OAM specification
to mtigate the issues. Specifically, in-situ OAMis extended with
data validation fields to cope with the node processing capability.
We provide use cases to notivate our proposal and base the

nodi fications on the current in-situ OAM header format specification
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1. Introduction

In-situ OAM (i QAM [ I -D. brockner s-i nband- oam requi renents] records
CAM i nformation within user packets while the packets traverse a
network. The data types and data formats for in-situ OAM data
records have been defined in [I-D.ietf-ippmioamdata]. W identify
several scalability issues for inplenmenting the current i QAM

speci fication and propose solutions in this draft.

i OAM can designate the flow to add the i OAM header and col |l ect data
on the flow forwarding path. The flow can have arbitrary
granularity. However, processing the data can be a heavy burden for
t he network nodes, especially when sone data needs to be cal cul at ed
by the node (e.g., the transit delay). |If the flowtraffic is heavy,
the node may not be able to handle the i OAM processi ng so nmany
performance i ssues may occur, such as long | atency and packet drop

Al though it is good for the OAM applications to gain the detailed
informati on on every packet at every node, in many cases, such
information is often repetitive and redundant. The large quantity of
data woul d al so burden the managenent plane which needs to coll ect
and streamthe data for analytics. It is also possible that sone
nodes cannot provide the requested data at all or are unwilling to
provi de sone data for security or privacy concerns. So a trade-off
is needed to bal ance the perfornmance inpact and the data availability
and conpl et eness.

We provide several notivating exanples. To minimnze the network

i mpact, a network operator decides to collect the i OAM data only for
initial and | ast flow packets (e.g., TCP packets with SYN, FIN, and
RST fl ags).
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I n another exanple, a head node alternates two i OAM headers with each
requesting a subset of i OAM data. Hence, each node on the flow path
only needs to handle partial data. The requests can be bal anced

wi t hout exhausting the network nodes.

The above two cases can be realized by manipul ati ng the i OAM header

at the domain edge. It is also possible that a node is tenporarily
under heavy traffic load. It is in danger of dropping packets if it
tries to satisfy all the i OAM data requests. It is also possible
that, due to the privacy concern or capability issues, a node cannot
satisfy the data request indicated in the i OAM header. In these
cases, it would rather deny sone requests than drop user traffic.

This case can be realized by adding some auxiliary fields in the i OAM
header .

More exanples are listed in Section 2.2.
2. In-situ OAM Sanpling and Data Validation

Based on the observation in Section 1, the source edge node should be
able to define either the period or the probability to add the i OAM
header to the selected flow packet. 1In this way, only a subset of
the fl ow sec packets would carry the OAM data, which not only reduces
the overall i OAM data quantity but al so reduces the processing work

| oad of the network nodes.

Different data type bitmap tenpl ates can al so be defined and used

sel ectively. For exanple, tenplate A includes a subset of data and
tenpl ate B includes another subset of data. The two tenplates can be
used in the i OAM header for a flow alternately or in any predefined
pattern. This is also an effective way to reduce the node processing
| oad.

2.1. Valid Node Bitmap and Valid Data Bitmap

It is possible that even an i OAM capable node will not add data to

the node data list as requested. In sone cases, a node can be too

busy to handl e the data request or sonme types of the requested data
is not available due to privacy and capability reasons. Therefore,
we propose to add two bitmaps, a valid node bitmap and a valid data
bitmap, to the i OAM specifi cation

The Node Valid Bitmap (NVB) is inserted before the Node Data List as
shown in Figure 1. Each bit in the NVB corresponds to a hop on the
packet’s forwarding path. The bits are listed in the sanme order as
the hop on the packet’'s forwarding path. The bitnmap is set to al

one at first. |If a hop cannot add data to the Node Data List, the
corresponding bit in the NVBis cleared to 0. The bit location for a
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hop can be calculated fromthe length field (e.g, the bit index is
equal to SSize-RHop).The valid node data itens in the node data I|ist
is equal to the nunmber of 1's in the NVB

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Base OAM Trace Type | NodeLen| Flags | Cctets-left
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Node Valid Bitnmap (NVB)
e s o I e B s st e e S st s SR S S S S S S B o

I
+
| _ |
| Node Data List [] |
| |
+- +

B S i S S ity SR S S il SR NP S o

Figure 1: i OAM Header Format with Node Valid Bitmap (NVB)

NVB al | ows the head node to invalidate sonme nodes in advance. For
exanple, if the head node wants to exclude the odd-nunbered nodes
fromadding i OAM data, it can set all the corresponding bits to O.
Then at each node, if it finds its corresponding bit in the NVBis O,
it will sinply skip the i OAM processi ng.

In addition to NVB, for each node data in the node data list, a Data
Valid Bitmap (DVB) is added before the node data. The nunber of bits
inthe DVB is equal to the nunber of 1's in the OAM Trace Type

bi t maps (excluding the next trace type bitmap indicator bits). Wen
the bit is set, the corresponding data is valid in the node;

otherw se, the corresponding data is invalid so the managenent pl ane
should ignore it after the data is coll ected.

The size of the DVB can be padded to two or four bytes, which all ow

up to 16 or 32 types of data to be included in a node. The node data
list format with the enhanced DVB is shown in Figure 2
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Figure 2: i OAM Node Data with Data Valid Bitnmap (DVB)
2.2. Use Cases

We give sone exanples to show the useful ness of in-situ OAM sanpling
and data validation features

0 An application needs to track a flow s forwardi ng path and knows

the path will not change frequently, so it sets a | ow sanmpling
rate to periodically insert the i OAM header to request the node
| D.

0 |In a heterogeneous data pl ane, some nodes support to provide data
X but the other nodes do not support it. However, an application
is still interested in collecting data x if available. 1In this
case, i OAM header can still be configured to ask for data x but
the nodes that cannot provide the data sinply invalidates it by
resetting the corresponding bit in the valid data bitnap.

o Miltiple sanpling rate and nultiple data request schema can be
defined for a fl ow based on applications requirenents and the data
property, so for a flow packet, there can be no i OAM header or
different i OAM headers. The node does not need to process al
data all the time.

o For security reason, a node decides to not participate in the i OAM
data collection. Wile it processes the other i OAM header fields
as usual, it does not set the node valid bit in the Node Valid
Bitmap and add node data to the Node Data List.

0 To reduce the node processing |oad, the head node alternately uses
two NVBs with one of theminvalidating all the even-nunbered nodes
and the other invalidating all the odd-nunbered nodes. Therefore,
a node only needs to process the i CAM for every two packets of the
flow.
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3.

Security Considerations

There is no extra security considerations beyond those have been
identified by in-situ OAM prot ocol

I ANA Consi derations
This meno includes no request to | ANA
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