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Abstract

Thi s docunent describes the conventions for using 2 one-way
hash functions called SHAKE128 and SHAKE256 in the SHA3 fanmily with
the Cryptographi c Message Syntax (CWMVS).
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1. Introduction

The Cryptographic Message Syntax (CM5) [CMS] is used to digitally
sign, digest, authenticate, or encrypt arbitrary message contents.
This specification describes the use of the SHAKE128 and SHAKE256
specified in [SHA3] as 2 new hash funcitons with the CVMS. In addition,
this specification describes the use of these 2 one-way hash functions
with the RSASSA PKCS#1 version 1.5 signature al gorithm[PKCS1] and the
Elliptic Curve Digital Signature Al gorithm (ECDSA) [DSS] with the CM5
si gned-data content type.

1.1. ASN 1

CMB val ues are generated using ASN. 1 [ ASNLl-B], using the Basic
Encodi ng Rul es (BER) and the Di stingui shed Encodi ng Rul es (DER)
[ ASN1- E] .

1.2. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

2. Message Digest Al gorithns

One-way hash functions are also referred to as nessage di gest
algorithms. This section specifies the conventions enployed by CVMS
i npl ement ati ons that support SHAKE128 and SHAKE256 [ SHA3].

Digest algorithmidentifiers are located in the SignedData
digestAlgorithns field, the Signerinfo digestAlgorithmfield, the
Di gestedData di gestAlgorithmfield, and the AuthenticatedData

di gest Al gorithmfi el d.

Di gest values are located in the DigestedData digest field and the
Message Digest authenticated attribute. In addition, digest val ues
are input to signature algorithns.

CQut put | engths of SHAKE128 and SHAKE256 are al ways 256 and 512 bits
respectively in this specification. The object identifiers
for these 2 one-way hash functions are as foll ows:

hashAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAlgorithm(4) 2}

i d- SHAKE128 OBJECT | DENTIFIER ::= { hashAlgs 11 }
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i d- SHAKE256 OBJECT | DENTIFIER ::= { hashAlgs 12 }

When using the id-SHAKE128 or id-SHAKE256 al gorithmidentifier, the
paraneters field MJUST be absent; not NULL but absent. Again, the output
lengths are fixed as 256 and 512 bits respectively.

3. Signature Al gorithns

This section specifies the conventions enpl oyed by CVB

i mpl enment ations that support 2 SHAKE one-way hash functions

with the RSASSA PKCS#1 version 1.5 signature al gorithm[PKCS1] and
the Elliptic Curve Digital Signature Al gorithm (ECDSA) [DSS] with the
CMB signed-data content type.

Signature algorithmidentifiers are located in the Signerlnfo
signatureAl gorithmfield of SignedData. Al so, signature al gorithm
identifiers are located in the Signerlnfo signatureAl gorithmfield of
countersignature attributes.

Signature values are located in the Signerlinfo signature field of
Si gnedData. Al so, signature values are located in the Signerlnfo
signature field of countersignature attributes.

3.1. RSASSA PKCS#1 v1.5 with SHAKEs

The RSASSA PKCS#1 v1.5 is defined in [PKCS1l]. Wen RSASSA PKCS#1
v1l.5 is used in conjunction with one of the SHAKEs one-way hash
functions, the object identifiers are:

si gAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAlgorithm4) 3}

i d-rsassa-pkcsl-vl 5-with-SHAKE128 ::= { sigAlgs x }

i d-rsassa- pkcsl-v1_5-w t h- SHAKE256 :

{ sigAlgs y }
Note: x and y will be specified by N ST.

The algorithmidentifier for RSASSA PKCS#1 vl1.5 subject public keys
in certificates is specified in [PKIXALG, and it is repeated here
for conveni ence:
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rsaEncryption OBJECT I DENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 1}

When the rsaEncryption id-rsassa-pkcsl-vl 5-with-SHAKEL28 or id-
rsassa- pkcsl-vl 5-with- SHAKE256 al gorithmidentifier is used,
Al gorithm dentifier paraneters field MJUST contain NULL.

When the rsaEncryption algorithmidentifier is used, the RSA public
key, which is conmposed of a nodulus and a public exponent, MJST be
encoded using the RSAPublicKey type as specified in [PKIXALG. The
output of this encoding is carried in the certificate subject public
key. The definition of RSAPublicKey is repeated here for

conveni ence:

RSAPubl i cKey ::= SEQUENCE {
nmodul us | NTEGER, --n
publ i cExponent | NTECER } -- e

When si gni ng, the RSASSA PKCS#1 v1.5 signature al gorithm generates a
single value, and that value is used directly as the signature val ue.

3.2. ECDSA with SHAKEs

The Elliptic Curve Digital Signature Algorithm (ECDSA) is defined in
[DSS]. When ECDSA is used in conjunction with one of the SHAKE one-
way hash functions, the object identifiers are:

sigAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organi zation(1l) gov(101) csor(3) nistAlgorithm(4) 3}

i d-ecdsa-w t h- SHAKE128 ::= { sigAlgs x }

i d-ecdsa-with-SHAKE256 ::= { sigAlgs vy }

Note: x and y will be specified by N ST.

When using the id-ecdsa-w th-SHAKE128 or id-ecdsa-w t h- SHAKE256

algorithmidentifier, the paraneters field MUST be absent; not NULL but
absent .

The conventions for ECDSA public keys is as specified in [PKIXECC .
The ECParaneters associated with the ECDSA public key in the signers
certificate SHALL apply to the verification of the signature.
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When signing, the ECDSA al gorithm generates two val ues. These val ues
are comonly referred to as r and s. To easily transfer these two
val ues as one signature, they MJST be ASN. 1 encoded using the ECDSA-
Si g-Val ue defined in [PKIXALG and repeated here for conveni ence:

ECDSA- Si g- Val ue :: = SEQUENCE ({
r | NTEGER
s | NTEGER }

4. Message Aut hentication Codes w th SHAKEs
This section specifies the conventions enpl oyed by CVB
i mpl erent ations that support the KMAC specified in [ KMAC]
as aut hentication code (MAC).

KMAC al gorithmidentifiers are |ocated in the AuthenticatedData
macAl gorithm field.

MAC values are located in the AuthenticatedData nmac fiel d.
The object identifiers for KMACs with SHAKE128 and SHAKE256 are:

hashAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16)
us(840) organization(1l) gov(101) csor(3) nistAlgorithm4) 2}

i d- KmacW t hSHAKE128 OBJECT | DENTIFIER ::= { hashAlgs x }

i d- KmacW t hSHAKE256 OBJECT | DENTI FI ER : :

{ hashAlgs y }
Note: x and y will be specified by N ST.

The variables Nand S in this specification for KMAC are enply strings.
L, an integer representing the requested output length in bits, is

256 or 512 for KmacWt hSHAKE128 or KnacW t hSHAKE256 respectively

in this specification.

When the id-KmacWt hSHAKE128 or i d- KmacW t hSHAKE256 al gorithmidentifier
is used, the paraneters field MIST be absent; not NULL but absent.
5. Security Considerations

| mpl enent ati ons nust protect the signer’s private key. Conprom se of
the signer’s private key pernmits masquerade.

When nore than two parties share the sane nessage-aut hentication key,
data origin authentication is not provided. Any party that knows the
message- aut hentication key can conpute a valid MAC, therefore the
content could originate fromany one of the parties.
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| mpl enent ati ons nust randomy generate nessage-authentication keys
and one-time val ues, such as the k val ue when generating a ECDSA
signature. In addition, the generation of public/private key pairs
relies on random nunbers. The use of inadequate pseudo-random

nunber generators (PRNGs) to generate such cryptographic val ues can
result inlittle or no security. The generation of quality random
numbers is difficult. RFC 4086 [ RANDOM offers inportant guidance in
this area, and NI ST SP 800-90 [ SP800-90s] series provide acceptable
PRNGs.

| npl enenters should be aware that cryptographic algorithns rmay becone
weaker with tinme. As new cryptanal ysis techni ques are devel oped and
computing performance i nproves, the work factor to break a particul ar
cryptographic algorithmw |l reduce. Therefore, cryptographic

al gorithminpl ementations should be nodul ar all owi ng new al gorithns
to be readily inserted. That is, inplenmenters should be prepared to
regularly update the set of algorithns in their inplenentations.
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