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Abst ract

Thi s docunent specifies an extension to the use of Map-Request to
enabl e Publ i sh/ Subscri be (PubSub) operation for LISP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 21, 2018.
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Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Locator/1D Separation Protocol (LISP) [RFC6830] splits current IP
addresses in two different nanmespaces, Endpoint Identifiers (ElIDs)
and Routing Locators (RLOCs). LISP uses a nmap-and-encap approach
that relies on (1) a Mapping System (basically a distributed

dat abase) that stores and di sseninates ElD-RLOC mappi ngs and on (2)

LI SP tunnel routers (XxTRs) that encapsul ate and decapsul ate data
packets based on the content of those nmappi ngs.

| TRs/ RTRs/ PI TRs pull EID-to-RLOC mapping information fromthe Mapping
System by neans of an explicit request nmessage. [RFC6830] indicates
how ETRs can tell |TRs/RTRs/ Pl TRs about mappi ng changes. This
docunent presents a Publish/ Subscribe (PubSub) extension in which the
Mappi hg System can notify | TRs/ RTRs/ Pl TRs about mappi ng changes.

When this mechani smis used, mapping changes can be notified faster
and can be managed in the Mapping System versus the LISP sites.
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In general, when an I TR RTR/ PI TR wants to be notified for mapping
changes for a given EIDprefix, the follow ng steps occur:

(1) The ITRRRTR PITR sends a Map- Request for that EID prefix.

(2) The I TR RTRFPITR sets the Notification-Requested bit (N-bit) on
t he Map- Request and includes its xTR-ID.

(3) The Map-Request is forwarded to one of the Map-Servers that the
EID-prefix is registered to.

(4) The Map-Server creates subscription state for the | TR RTR/ PI TR
on the ElD prefix.

(5) The Map-Server sends a Map-Notify to the I TRRTR PITR to
acknow edge t he successful subscription.

(6) Wen there is an RLOC-set change for the EID-prefix, the Mp-
Server sends a Map-Notify message to each I TR RTRRPITR in the
subscription list.

(7) Each I TRRRTR/ PI TR sends a Map-Notify-Ack to acknow edge the
recei ved Map-Notify.

This operation is repeated for all EID prefixes for which | TR RTR/
PITR want to be notified. The ITRRTR PITR can set the N-bit for
several EID-prefixes within a single Mp-Request

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Depl oynent Assunptions

The specification described in this document nakes the follow ng
depl oynent assunpti ons:

(1) A unique 128-bit xTR-ID identifier is assigned to each xTR
(2) Map-Servers are configured in proxy-reply node, i.e., they are
solicited to generate and send Map-Reply nmessages for the

mappi ngs they are serving.

(3) There can be either a soft-state or hard-state security
associ ation between the xTRs and t he Map-Servers.
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The distribution of xTRIDs and t he managenent of security
associ ations are out of the scope of this docunent.

Map- Request Additions

Figure 1 shows the format of the updated Map- Request
[I-D.ietf-l1isp-rfc6833bis] to support the PubSub functionality.
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Figure 1: Map-Request with N-bit and xTR-ID
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The meaning of the fields is exactly the same as defined in
[I-D.ietf-1isp-rfc6833bis]. The only addition is a flag bit in the
El D-Record field. The neaning of this flag bit is as foll ows:

Notification-Requested bit (N-bit): the first bit in the El D
Record section of a Map-Request nmessage. The N-bit of an ElD
record is set to 1 to specify that the xTR wants to be notified of
updates for that mapping record.

The PubSub functionality requires to include an XTR-ID in the Map-
Request. This is done by setting the xTR-ID bit (I-bit) defined in
[I-Dietf-lisp-rfc6833bis]. Wen the I-bit of a Map- Request nessage
is set, a 128-bit xTR-ID field is appended to the end of the Map-
Request, imrediately followi ng the last EID Record (or the Map-Reply
Record, if present). The xTR-ID field uniquely identifies each xTR
of a given LISP deploynent. Provisioning of unique XxTR-IDs is out of
the scope of this docunent.

5.  Mappi ng Request Subscribe Procedures

The xTR subscribes for RLOC-set changes for a given EID-prefix by
sendi ng a Map- Request to the Mapping Systemwith the NNbit set on the
El D- Record. The XTR builds a Map- Request according to [ RFC6830] but
al so does the follow ng:

(1) The xTR MJST set the I-bit of the Map- Request nessage to 1, to
specify the presence of an xTR-ID field that uniquely identifies
the xTR

(2) The xTR MJST set the N-bit to 1 for each EID-Record to which the
XTR wants to subscri be.

The Map- Request is forwarded to the appropriate Map-Server through
the Mapping System This docunent does not assune that a Map- Server
is pre-assigned to handle the subscription state for a given xTR
The Map- Server that receives the Map- Request will be the Map-Server
responsible to notify that specific xXxTR about future mappi ng changes
for the subscribed mappi ng records.

Upon reception of the Map- Request, the Map-Server processes it as
described in [RFC6830]. Upon processing, for each ElI D Record that
has the N-bit set to 1, the Map-Server proceeds adding the xTR-I1D
contai ned in the Map- Request to the list of xTR that have requested
to be subscribed to that mapping record.

If the xTR-ID is added to the list, the Map-Server MJST send a Map-

Notify message back to the xTR to acknow edge the successful
subscription. The Map-Server MJST follow the specification in
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Section 6.1.7 of [RFC6830] to build the Map-Notify with the follow ng
consi derati ons.

(1) The Map-Server MJUST use the nonce fromthe Map- Request as the
nonce for the Map-Notify.

(2) The Map-Server MUST use its security association with the xTR
(see Section 3) to compute the authentication data of the Map-
Notify.

(3) The Map-Server MJST send the Map-Notify to one of the | TR-RLOCs
received in the Map- Request.

When the XTR receives a Map-Notify with a nonce that nmatches one in
the list of outstandi ng Map- Request nessages sent with an N-bit set,
it knows that the Map-Notify is to acknow edge a successful
subscription. The xTR processes this Map-Notify as described in

[ RFC6830] with the follow ng considerations. The xTR MJST use its
security association with the Map-Server (see Section 3) to validate
the authentication data on the Map-Notify. The XxTR MJST use the Map-
Notify to populate its map-cache with the returned El D-prefix and
RLOC- set .

The subscription of an xTR-ID to the |list of subscribers for the EI D
Record may fail for a nunber of reasons. For exanple, because of

| ocal configuration policies (such as white/black lists of

subscri bers), or because the Map-Server has exhausted the resources

to dedicate to the subscription of that EID Record (e.g., the nunber
of subscribers excess the capacity of the Map-Server).

If the subscription fails, the Map-Server MJST send a Map-Reply to
the originator of the Map-Request, as described in [RFC6830]. This
is also the case when the Map-Server does not support PubSub
operation. The xTR processes the Map-Reply as specified in

[ RFC6830] .

If an XTR-ID is successfully added to the list of subscribers for an
El D- Record, the Map-Server MJST extract the | TR-RLOCs present in the
Map- Request, and store the association between the xTR-1D and those
RLOCs. Any already present state regarding | TRRRLOCs for the sane
XTR-1 D MUST be overwritten.

I f the Map- Request only has one I TRRRLOC with AFl = 0 (i.e. Unknown
Address), the Map-Server MJST renpve the subscription state for that
XTR-1D. In this case, the Map-Server MJST send the Map-Notify to the
source RLOC of the Map-Request. Wen the TTL for the EIDrecord
expires, the EID-prefix is removed fromthe Map-Server’s subscription
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cache. On ElID-Record renoval, the Map-Server notifies the
subscribers via a Map-Notify with TTL equal O.

6. Mapping Notification Publish Procedures

The publish procedure is inplenmented via Map-Notify nessages that the
Map- Server sends to xTRs. The xTRs acknow edge the reception of Mp-
Notifies via sending Map-Notify-Ack nessages back to the Mp-Server.
The conpl ete mechani smworks as fol |l ows.

When a napping stored in a Map-Server is updated (e.g. via a Map-
Regi ster froman ETR), the Map-Server MJST notify the subscribers of
that mapping via sending Map-Notify nmessages with the nmost updated
mappi ng i nformati on. The Map-Notify nmessage sent to each of the
subscribers as a result of an update event MJST fol |l ow t he exact
encoding and logic defined in [ RFC6830] for Map-Notify, except for
the foll ow ng:

(1) The Map-Notify MJST be sent to one of the | TR-RLOCs associ at ed
with the xTR-I D of the subscri ber.

(2) The nonce of the Map-Notify MJST be randomy generated by the
Map- Ser ver .

(3) The Map-Server MUST use its security association with the xTR to
comput e the authentication data of the Map-Notify.

When the XTR receives a Map-Notify with a nonce not present in any
list of previously sent nonces, and an EID not |ocal to the xTR, the
XTR knows that the Map-Notify has been received due to an update on
the RLOC-set of a cached nappi ng.

The xTR processes the received Map-Notify as specified in [ RFC6830],
with the followi ng considerations. The XTR MJST use its security
association with the Map-Server (see Section 3) to validate the

aut hentication data on the Map-Notify. The xTR MJST use the nmapping
information carried in the Map-Notify to update its internal map-
cache. The xTR MJST acknow edge the Map-Notify by sendi ng back a
Map- Noti fy-Ack (specified in [I-D.ietf-lisp-rfc6833bis]), with the
nonce fromthe Map-Notify, to the Map-Server. |If after a
configurable tinmeout, the Map-Server has not received back the Map-
Notify-Ack, it CANtry to send the Map-Notify to a different | TR-RLOC
for that xTR-1D.
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7. Security Considerations

The way to provide a security association between the ITRs and the
Map- Servers nust be eval uated according to the size of the

depl oynent. For snmll deploynents, it is possible to have a shared
key (or set of keys) between the ITRs and the Map-Servers. For

| arger and Internet-scal e deploynents, scalability is a concern and
further study is needed.
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