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the Trust Legal Provisions and are provided without warranty as
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1. Introduction

Thi s docunent describes "XMPP-Gid": a nmethod for using the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP) [RFC6120] as a
transport for collecting and distributing security-rel evant

i nformati on anong network platforns, endpoints, and any other
net wor k- connect ed devi ce. Anobng ot her services, XMPP provides a
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publ i sh-subscri be service that acts as a broker, providing control -

pl ane functions by which entities can di scover avail able information
to be published or consuned. Although such information can take the
formof any structured data (XM., JSON, etc.), this docunent uses the
I nci dent bj ect Description Exchange Format (1 CODEF) [ RFC7970] to
illustrate the principles of XMPP-Gid.

2. Term nol ogy

Thi s docunent uses XMPP terninology defined in [ RFC6120] and

[ XEP-0060] as well as Security Automation and Conti nuous Monitoring
(SACM terminology defined in [I-D.ietf-sacmtermni nol ogy]. Because
the intended audi ence for this docunent consists of those who

i mpl ement and depl oy security reporting systens, in general the SACM
terns are used here (however, mappings are provided for the benefit
of XMPP devel opers and operators).

Broker: As defined in [I-D.ietf-sacmtermnology], a Broker is a
specific type of controller containing control plane functions; as
used here, the termrefers to an XMPP publi sh-subscribe service.

Broker Flow. A nethod by which security-related information is
publ i shed and consuned in a nediated fashion through a Broker. In
this flow, the Broker handl es authorization of Subscribers and
Publ i shers to Topics, receives nessages from Publishers, and
delivers published nessages to Subscri bers.

Consuner: As defined in [I-D.ietf-sacmterm nology], a Consuner is a
conmponent that contains functions to receive information from
ot her conponents; as used here, the termrefers to an XMPP
publ i sh-subscri be Subscri ber

Controller: As defined in [I-D.ietf-sacmtermnology], a controller
is a "conponent containing control plane functions that nmanage and
facilitate information sharing or execute on security functions";
as used here, the termrefers to either an XMPP server, which
provi des both core nessage delivery [ RFC6120] used by publish-
subscri be entities.

Node: The termused in the XMPP publi sh-subscribe specification
[ XEP- 0060] for a Topic.

Platform Any entity that inplements connects to the XMPP-G'id in
order to publisher or consune security-related data.

Provider: As defined in[I-D.ietf-sacmterm nology], a Provider is a
conmponent that contains functions to provide information to other
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conponents; as used here, the termrefers to an XMPP publi sh-
subscri be Publi sher.

Publisher: The termused in the XMPP publish-subscribe specification
[ XEP-0060] for a Provider.

Publ i sh- Subscri be Service: A Broker that inplenents the XWPP
publ i sh-subscri be extensi on [ XEP-0060].

Subscriber: The termused in the XMPP publish-subscribe
specification [ XEP-0060] for a Consuner.

Topic: A contextual information channel created on a Broker at which
messages generated by a Publisher will be propagated by XWMPP in
real tine to one or nore Subscribers. Each Topic is limted to a
type and format of security data (e.g., IODEF) that a platform
wants to share with other platforn(s) and a specified interface by
whi ch the data can be obtai ned.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Architecture

The following figure illustrates the architecture of XMPP-Gid.
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Figure 1: XMPP-Gid Architecture

Pl atforms connect to the Controller (XMPP server) to authenticate and
and then establish appropriate authorizations and rel ationships
(e.g., Publisher or Subscriber) at the Broker (XMPP publish-subscribe
service). The control plane nmessaging is established through XMPP
and shown as "A" (control plane interface) in Figure 1. Authorized
nodes may then share data either thru the Broker (shown as "B" in
Figure 1) or in sone cases directly (showm as "C' in Figure 1). This
docunent focuses primarily on the Broker Flow for information sharing
(al though "direct flow' interactions can be used for specialized
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pur poses such as bulk data transfer, nmethods for doing so are outside
the scope of this document).

4. Workfl ow
A typical XMPP-Gid workflowis as follows:

a. APlatformwith a source of security data requests connection to
the XMPP-G'id via a Controller (XMPP server).

b. The Controller authenticates the Pl atform

c. The Platform establishes authorized privileges (e.g. privilege to
publ i sh and/ or subscribe to security data Topics) with a Broker.

d. The Platform nmay publish security-related data to a Topic,
subscribe to a Topic, query a Topic, or any conbination of these
operations.

e. A Publisher unicasts its Topic updates to the Gid in real time
through a Broker. The Broker handl es replication and
distribution of the Topic to Subscribers. A Publisher may
publish the same or different data to nultiple Topics.

f. Any Platformon the Gid may subscribe to any Topics published to
the Gid (as permtted by authorization policy), and (as
Subscribers) will then receive a continuous, real-tine stream of
updates fromthe Topics to which they are subscri bed.

5. Service Discovery

Usi ng the XMPP service discovery extension [XEP-0030], a Controller
enables Platfornms to discover what information may be consuned

t hrough the Broker (publish-subscribe service). For instance, the
Controller might provide a Broker at ’'broker.security-grid.exanple’,
where ’'security-grid.exanple’ is the Controller host. Belowis an
exanple for how a Platform can query for available information from
the XMPP-Controller:

<iq type= get
from=" xnpp-grid-client@rle-host.exanpl e/ postures
t o=" broker. security-grid. exanpl e’
i d="di scol’ >
<query xm ns="http://jabber.org/protocol/disco#itens’/>
</ig>

The XMPP-Controller responds with the different types of infornmation
it can publish:
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<iqg type='result’
from=" broker.security-grid. exanpl e’
to=" xnpp-grid-client@nle-host. exanpl e/ postures’
i d="di scol’ >
<query xm ns="http://jabber.org/protocol/di sco#itens’
node=" seci nfo’ >
<i tem node=" NEAl’
nane=' endpoi nt - post ure
jid="broker.security-grid.exanple />
<i tem node=" M LEHost
name="1i odef-1. 0’
jid="broker.security-grid. exanple/>
</ query>
</ig>

6. | ODEF Exanpl e
A Platformfollows the standard XMPP workfl ow for connecting to the
Controller as well as using the XMPP di scovery nechani sns to di scover

the availability to consume | ODEF i nformati on. The general workfl ow
is summarized in the figure bel ow
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Figure 2: | ODEF Exanpl e Workfl ow

An exanpl e XMPP di scovery request for an |ODEF 1.0 topic is shown
bel ow

<iq type= get
from=" i odef cli entabc@onpany. exanpl e’
t o=" pubsub. conpany. exanpl €’
i d=" nodesl’ >
<query xm ns="http://jabber.org/protocol/disco#itens'/>
</ig>

An exanpl e XMPP di scovery response for an IODEF 1.0 topic is shown
bel ow.
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<iqg type='result’
from=’ pubsub. conpany. exanpl e’
to="i odef cl i ent abc@onpany. exanpl e’
i d=" nodes1’ >
<query xm ns="http://jabber.org/protocol/di sco#itens’ >
<item jid=" pubsub. conpany. exanpl e’
node="i nci dent’
nane='| ODEF i nci dent report’/>
</ query>
<lig>

7. | ANA Consi derations
Thi s docunment has no actions for | ANA
8. Security Considerations

An XMPP-Gid Controller serves as an controlling broker for XMPP-G'id
Pl atforms such as Enforcenment Points, Policy Servers, CMDBs, and
Sensors, using a publish-subscribe-search nodel of information
exchange and | ookup. By increasing the ability of XMPP-Gid
Platforms to | earn about and respond to security-relevant events and
data, XMPP-Gid can inprove the tineliness and utility of the
security system However, this integrated security system can al so
be exploited by attackers if they can conpronise it. Therefore,
strong security protections for XMPP-Gid are essenti al

This section provides a security analysis of the XMPP-Gid transport
protocol and the architectural elements that enploy it, specifically
with respect to their use of this protocol. Three subsections define
the trust nodel (which elenments are trusted to do what), the threat
nmodel (attacks that nmay be nounted on the systen), and the

count ermeasures (ways to address or mitigate the threats previously

i dentified).

8.1. Trust Mbdel

The first step in analyzing the security of the XMPP-Grid transport
protocol is to describe the trust nodel, |isting what each
architectural element is trusted to do. The itens |listed here are
assunptions, but provisions are made in the Threat Mdel and

Count erneasures sections for elenents that fail to perform as they
were trusted to do.
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8.1.1. Network
The network used to carry XMPP-Grid nessages is trusted to:
o0 Performbest effort delivery of network traffic

The network used to carry XWPP-Gid nessages i s not expected
(trusted) to:

o0 Provide confidentiality or integrity protection for nessages sent
over it

0 Provide tinmely or reliable service
8.1.2. XWPP-Gid Platforns
Aut hori zed XMPP-Gid Platforns are trusted to:

0 Preserve the confidentiality of sensitive data retrieved via the
XMPP-Gid Controller

8.1.3. XMPP-Gid Controller
The XMPP-Gid Controller is trusted to:

0o Broker requests for data and enforce authorization of access to
this data throughout its lifecycle

o Performservice requests in a tinely and accurate nanner
0 Create and naintain accurate operational attributes

0 Only reveal data to and accept service requests from authorized
parties

The XMPP-Gid Controller is not expected (trusted) to:
o Verify the truth (correctness) of data
8.1.4. Certification Authority
The Certification Authority (CA) that issues certificates for the
XMPP-Gid Controller and/or XMPP-Gid Platforns (or each CA if there

are several) is trusted to:

0 Ensure that only proper certificates are issued and that all
certificates are issued in accordance with the CA's policies
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0 Revoke certificates previously issued when necessary

0 Regularly and securely distribute certificate revocation
i nformation

0 Pronptly detect and report any violations of this trust so that
they can be handl ed

The CA is not expected (trusted) to:

0 |Issue certificates that go beyond the XMPP-Gid needs or other
constraints inmposed by a relying party.

8.2. Threat Mbodel

To secure the XMPP-Grid transport protocol and the architectural
el ements that inplenent it, this section identifies the attacks that
can be nounted agai nst the protocol and el enents.

8.2.1. Net wor k Att acks

A variety of attacks can be nounted using the network. For the
purposes of this subsection the phrase "network traffic" should be
taken to nmean nessages and/or parts of nmessages. Any of these
attacks may be mounted by network el ements, by parties who contro
network el enments, and (in many cases) by parties who control network-
attached devi ces.

0 Network traffic may be passively nonitored to glean information
fromany unencrypted traffic

o Even if all traffic is encrypted, valuable information can be
gained by traffic analysis (volunme, timng, source and destination
addresses, etc.)

0 Network traffic may be nodified in transit

o0 Previously transmtted network traffic may be replayed

0 New network traffic may be added

o Network traffic may be bl ocked, perhaps selectively

o A"Man In The Mddle" (MTM attack rmay be nmounted where an
attacker interposes itself between two communicating parties and

poses as the other end to either party or inpersonates the other
end to either or both parties
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8.

2

0 Resist attacks (including denial of service and other attacks from
XMPP-G i d Pl at f or ns)

0 Undesired network traffic may be sent in an effort to overload an
architectural conmponent, thus nounting a denial of service attack

2. XWMPP-Gid Platforns

An unaut horized XMPP-G'id Platfornms (one which is not recognized by
the XMPP-Grid Controller or is recognized but not authorized to
perform any actions) cannot nount any attacks other than those listed
in the Network Attacks section above.

An aut horized XMPP-Gid Platform on the other hand, can nount many
attacks. These attacks m ght occur because the XMPP-Gid Platformis
controlled by a malicious, careless, or inconpetent party (whether
because its owner is nalicious, careless, or inconpetent or because
the XMPP-Gid Pl atform has been conpromi sed and is now controlled by
a party other than its owner). They might also occur because the
XMPP-Gid Platformis running nalicious software; because the XMPP-
Gid Platformis running buggy software (which may fail in a state
that floods the network with traffic); or because the XMPP-Gid

Pl at f orm has been configured inproperly. Froma security standpoint,
it generally makes no difference why an attack is initiated. The
same count erneasures can be enployed in any case.

Here is a list of attacks that nmay be nounted by an authorized XMPP-
Gid Platform

0 Cause nany false alarnms or otherwi se overload the XMPP-G'i d
Controller or other elenents in the network security system
(including human administrators) |leading to a denial of service or
di sabling parts of the network security system

0o Onit inportant actions (such as posting incrimnating data),
resulting in incorrect access

0 Use confidential information obtained fromthe XWPP-Gid
Controller to enable further attacks (such as using endpoint
health check results to exploit vul nerabl e endpoints)

0 Advertise data crafted to exploit vulnerabilities in the XMPP-Gi d
Controller or in other XMPP-Gid Platforms, with a goal of
conprom sing those systens

0 |ssue a search request or set up a subscription that matches an
enornous result, leading to resource exhaustion on the XMPP-Gi d
Controller, the publishing XMPP-Grid Platform and/or the network
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o Establish a comunication channel using another XWPP-Gid
Platform s session-id

Dependenci es of or vulnerabilities of authorized XMPP-Gid Pl atforns
may be exploited to effect these attacks. Another way to effect
these attacks is to gain the ability to inpersonate an XMPP-G'i d
Platform (through theft of the XMPP-Gid Platfornis identity
credentials or through other neans). Even a clock skew between the
XMPP-Gid Platformand XMPP-G'id Controller can cause problens if the
XMPP-Gid Platformassunmes that old XMPP-Gid Pl atform data shoul d be
i gnor ed.

8.2.3. XWPP-Gid Controllers

An unaut horized XMPP-G'id Controller (one which is not trusted by
XMPP-Grid Platforns) cannot nount any attacks other than those |listed
in the Network Attacks section above.

An aut horized XMPP-Grid Controller can nmount many attacks. Sinilar
to the XMPP-Grid Pl atform case descri bed above, these attacks mi ght
occur because the XMPP-G'id Controller is controlled by a malicious,
carel ess, or inconpetent party (either an XMPP-Grid Controller

admi ni strator or an attacker who has seized control of the XMPP-G'id
Controller). They might also occur because the XMPP-Gid Controller
is running nalicious software, because the XMPP-Gid Controller is
runni ng buggy software (which may fail in a state that corrupts data
or floods the network with traffic), or because the XWPP-Gid
Control |l er has been configured inproperly.

Al of the attacks listed for XMPP-Grid Pl atform above can be nount ed
by the XMPP-Gid Controller. Detection of these attacks will be nore
difficult since the XMPP-Gid Controller can create fal se operational
attributes and/or logs that inply some other party created any bad
dat a.

Additional XMPP-Gid Controller attacks nay incl ude:

0 Expose different data to different XMPP-Gid Platforms to m sl ead
i nvestigators or cause inconsistent behavior

o Munt an even nore effective denial of service attack than a
single XMPP-Grid Platform coul d

0 Obtain and cache XMPP-Gid Platformcredentials so they can be

used to inpersonate XMPP-Gid Platfornms even after a breach of the
XMPP-Grid Controller is repaired
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(o]

ot ain and cache XMPP-Gid Controller adninistrator credentials so
they can be used to regain control of the XMPP-Gid Controller
after the breach of the XMPP-Gid Controller is repaired

Dependenci es of or vulnerabilities of the XMPP-Grid Controller nmay be
exploited to obtain control of the XMPP-Grid Controller and effect
t hese attacks.

8.2. 4.

Certification Authority

A Certification Authority trusted to issue certificates for the XMPP-
Gid Controller and/or XMPP-G'id Platforns can nount several attacks:

0

I ssue certificates for unauthorized parties, enabling themto

i npersonate authorized parties such as the XMPP-Gid Controller or
an XMPP-Gid Platform This can lead to all the threats that can
be nounted by the certificate s subject.

I ssue certificates without followi ng all of the CA s policies.
Because this can result in issuing certificates that may be used
to inmpersonate authorized parties, this can lead to all the
threats that can be nounted by the certificate s subject.

Fail to revoke previously issued certificates that need to be
revoked. This can lead to undetected inpersonation of the
certificate's subject or failure to revoke authorization of the
subject, and therefore can lead to all of the threats that can be
nmount ed by that subject.

Fail to regularly and securely distribute certificate revocation
information. This rmay cause a relying party to accept a revoked
certificate, leading to undetected inpersonation of the
certificate’'s subject or failure to revoke authorization of the
subject, and therefore can lead to all of the threats that can be
mounted by that subject. It can also cause a relying party to
refuse to proceed with a transacti on because tinely revocation
information is not avail able, even though the transaction should
be permitted to proceed.

Allow the CA's private key to be reveal ed to an unauthori zed
party. This can lead to all the threats above. Even worse, the
actions taken with the private key will not be known to the CA.

Fail to pronptly detect and report errors and viol ations of trust
so that relying parties can be pronptly notified. This can cause
the threats listed earlier in this section to persist |onger than
necessary, |eading to many knock-on effects.
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8.3. Count erneasures

Bel ow are counterneasures for specific attack scenarios to the XMPP-
Gid infrastructure.

8.3.1. Securing the XMPP-Gid Transport Protocol

To address network attacks, the XMPP-Gid transport protocol
described in this docunent requires that the XMPP-Gid nmessages MJST
be carried over TLS (mnimally TLS 1.2 [RFC5246]) as described in

[ RFC6120] and updated by [ RFC7590]. The XMPP-Gid Pl atform MJST
verify the XMPP-Gid Controller’s certificate and determ ne whether
the XMPP-Gid Controller is trusted by this XMPP-Grid Pl atform before
compl eting the TLS handshake. The XMPP-Gid Controller MJST
authenticate the XMPP-Gid Platformeither using nmutual certificate-
based authentication in the TLS handshake or using Basic

Aut hentication as described in | ETF RFC 2617. XMPP-Gid Controller
MUST use Sinple Authentication and Security Layer (SASL), described
in [ RFC4422], to support the aforesaid authentication nmechani sns.
SASL of fers authenticati on nechani sm negoti ati ons between the XMPP-
Gid Controller and XMPP-G'id node during the connection

establ i shnent phase. XMPP-Gid Platforns and XMPP-Grid Controllers
usi ng nmutual certificate-based authenticati on SHOULD each verify the
revocation status of the other party's certificate. Al XWP-Gid
Controllers and XMPP-G'id Platforns MJST inplenent both rutual
certificate-based authentication and Basic Authentication. The

sel ection of which XMPP-Gid Platform authentication technique to use
in any particular deploynent is left to the adm nistrator.

An XMPP-Gid Controller MAY al so support a |l ocal, configurable set of
Basi ¢ Aut hentication userid-password pairs. |If so, it is

i mpl enent ati on dependent whether an XMPP-Gid Controller ends a

sessi on when an adm ni strator changes the configured password. Since
Basi ¢ Aut hentication has many security di sadvantages (especially the
transm ssion of reusable XMPP-Gid Platform passwords to the XMPP-
Gid Controller), it SHOULD only be used when absol utely necessary.
Per the HTTP specification, when basic authentication is in use, an
XMPP-Gid Controller MAY respond to any request that |acks
credentials with an error code sinmlar to HITTP code 401. An XWPP-
Gid Platform SHOULD avoid this code by submitting basic auth
credentials with every request when basic authentication is in use.
If it does not do so, an XMPP-Gid Platform MJIST respond to this code
by resubmitting the same request with credentials (unless the XMPP-
Gid Platformis shutting down).

Best practices for the use of TLS in XMPP are defined in [ RFC7590].
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These protocol security neasures provide protection against all the
network attacks listed in the above docunment section except denial of
service attacks. |If protection against these denial of service
attacks is desired, ingress filtering, rate linmting per source IP
address, and other denial of service mtigation neasures nmay be
enployed. In addition, an XMPP-Gid Controller MAY autonmatically

di sabl e a m sbehaving XMPP-Gid Pl atform

8.3.2. Securing XMPP-G'id Platforns

XMPP-Grid Platforns may be deployed in locations that are susceptible
to physical attacks. Physical security nmeasures may be taken to

avoi d conproni se of XMPP-Gid Platforms, but these nay not al ways be
practical or conpletely effective. An alternative neasure is to
configure the XMPP-Gid Controller to provide read-only access for
such systens. The XMPP-Gid Controller SHOULD al so include a full

aut hori zati on nodel so that individual XMPP-Grid Platforns nay be
configured to have only the privileges that they need. The XMPP-Gid
Control |l er MAY provide functional tenplates so that the admi nistrator
can configure a specific XMPP-Gid Platformas a DHCP server and

aut hori ze only the operations and netadata types needed by a DHCP
server to be permitted for that XMPP-Gid Platform These techniques
can reduce the negative inpacts of a conpronised XMPP-Grid Platform
wi thout diminishing the utility of the overall system

To handl e attacks within the bounds of this authorization nodel, the
XMPP-Gid Controller MAY also include rate limts and alerts for
unusual XMPP-Grid Pl atform behavior. XWMPP-Gid Controllers SHOULD
make it easy to revoke an XMPP-Grid Platform s authorization when
necessary. Another way to detect attacks from XMPP-Gid Platfornms is
to create fake entries in the avail able data (honeytokens) which
normal XMPP-Gid Platfornms will not attenpt to access. The XWP-Gid
Controll er SHOULD i nclude auditable |ogs of XMPP-Gid Platform
activities.

To avoid conpromise of XMPP-Gid Platform XWMPP-Gid Platform SHOULD
be hardened against attack and ninim zed to reduce their attack
surface. They should be well nanaged to mnimze vulnerabilities in
the underlying platformand in systens upon which the XMPP-Gi d

Pl at f orm depends. Personnel with adm nistrative access shoul d be
carefully screened and nonitored to detect problens as soon as

possi bl e.

8.3.3. Securing XMPP-G'id Controllers
Because of the serious consequences of XMPP-Gid Controller

conprom se, XMPP-Gid Controllers SHOULD be especially well hardened
agai nst attack and nmininized to reduce their attack surface. They
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shoul d be well managed to minimze vulnerabilities in the underlying
platformand in systenms upon which the XMPP-G'id Controll er depends.
Net wor k security measures such as firewalls or intrusion detection
systens may be used to nonitor and limt traffic to and fromthe
XMPP-Gid Controller. Personnel with adnministrative access should be
carefully screened and nonitored to detect problens as soon as

possi ble. Administrators should not use password-based

aut henti cation but should i nstead use non-reusable credentials and
mul ti-factor authentication (where available). Physical security
measures SHOULD be enpl oyed to prevent physical attacks on XMPP-Gid
Controllers.

To ease detection of XMPP-Gid Controller conpromise should it occur,
XMPP-Gid Controll er behavior should be nonitored to detect unusual
behavi or (such as a reboot, a large increase in traffic, or different
views of an information repository for simlar XWPP-Gid Pl atforns).
XMPP-Grid Platforns should | og and/or notify administrators when
peculiar XWMPP-Gid Controller behavior is detected. To aid forensic
i nvestigation, permanent read-only audit |ogs of security-rel evant

i nformati on (especially admnistrative actions) should be mnaintai ned.
If XMPP-Gid Controller conpromse is detected, a careful analysis
shoul d be performed of the inpact of this conprom se. Any reusable
credentials that nay have been conprom sed shoul d be reissued.

8.3.4. Limt on search result size

VWhile XMPP-Grid is designed for high scalability to 100, 000s of
Platforms, an XMPP-Gid Controller MAY establish a limt to the
anount of data it is willing to return in search or subscription
results. This nmtigates the threat of an XMPP-Gid Pl atform causing
resource exhaustion by issuing a search or subscription that leads to
an enornous result.

8.3.5. Cryptographically random session-id and authentication checks
for ARC

An XMPP-Gid Controller SHOULD ensure that the XMPP-Gid Platform
est ablishing an Authenticated Results Chain (ARC) is the sane XMPP-
Gid Platformas the XMPP-Gid Platformthat established the
correspondi ng Synchroni zation Source ldentifier (SSRC). The XWPP-
Gid Controller SHOULD enpl oy both of the follow ng strategies:

0 session-ids SHOULD be cryptographically random
0 The HITPS transport for the SSRC and the ARC SHOULD be

aut henticated using the sane credentials. SSL session resunption
MAY be used to establish the ARC based on the SSRC SSL sessi on.
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8.3.6. Securing the Certification Authority

As noted above, conpronise of a Certification Authority (CA) trusted
to issue certificates for the XMPP-Grid Controller and/or XMPP-G'id
Platforms is a major security breach. Mny guidelines for proper CA
security have been devel oped: the CA/Browser Forunis Baseline

Requi rements, the AICPA/ClI CA Trust Service Principles, etc. The CA
operator and relying parties should agree on an appropriately
rigorous security practices to be used.

Even with the nost rigorous security practices, a CA nmay be

compromi sed. |If this conprom se is detected quickly, relying parties
can renove the CA fromtheir list of trusted CAs, and other CAs can
revoke any certificates issued to the CA. However, CA conprom se may
go undetected for sonme tinme, and there’s always the possibility that
a CAis being operated inproperly or in a manner that is not in the
interests of the relying parties. For this reason, relying parties
may wish to "pin" a small nunber of particularly critical
certificates (such as the certificate for the XMPP-Gid Controller).
Once a certificate has been pinned, the relying party will not accept
anot her certificate in its place unless the Admnistrator explicitly
commands it to do so. This does not nean that the relying party wll
not check the revocation status of pinned certificates. However, the

Adnministrator may still be consulted if a pinned certificate is
revoked, since the CA and revocation process are not conpletely
trust ed.

8.4. Summary

XMPP-Grid’s considerable value as a broker for security-sensitive
dat a exchange distribution al so makes the protocol and the network
security elenments that inplement it a target for attack. Therefore,
strong security has been included as a basic design principle within
the XMPP-Gid design process.

The XMPP-Grid transport protocol provides strong protection against a
variety of different attacks. |In the event that an XMPP-Gid
Platformor XMPP-Gid Controller is conpronised, the effects of this
conprom se have been reduced and limted with the reconmended rol e-
based aut horizati on nbdel and ot her provisions, and best practices
for managi ng and protecting XMPP-G'id systens have been descri bed.
Taken together, these neasures shoul d provide protection comrensurate
with the threat to XMPP-Gid systenms, thus ensuring that they fulfill
their prom se as a network security cl earing-house.
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9.

10.

11.

11.

Privacy Considerations

XMPP-Gid Platforns may publish information about endpoint health,
networ k access, events (which may include information about what
services an endpoint is accessing), roles and capabilities, and the
identity of the end user operating the endpoint. Any of this

publi shed informati on may be queried by other XMPP-Gid Platforms and
could potentially be used to correlate network activity to a

particul ar end user.

Dynamic and static information brokered by an XMPP-Gid Controller,
ostensi bly for purposes of correlation by XMPP-Gid Platforns for

i ntrusion detection, could be m sused by a broader set of XMPP-Gid
Pl atforms which hitherto have been performng specific roles with
strict well-defined separation of duties.

Care shoul d be taken by deployers of XMPP-Grid to ensure that the

i nformation published by XMPP-Gid Platfornms does not violate
agreenments with end users or local and regional |aws and regul ati ons.
This can be acconplished either by configuring XMPP-Gid Platfornms to
not publish certain information or by restricting access to sensitive
data to trusted XMPP-G'id Platforns. That is, the easiest nmeans to
ensure privacy or protect sensitive data, is to onmit or not share it
at all.

Anot her consi deration for deployers is to enabl e end-to-end
encryption to ensure the data is protected fromthe data |layer to
data layer and thus protect it fromthe transport |ayer.

Acknow edgenent s

The authors would like to acknow edge the contributions, authoring
and/ or editing of the follow ng people: Joseph Sal owey, Lisa
Lorenzin, difford Kahn, Henk Birkholz, Jessica Fitzgeral d- McKay,
Steve Hanna, and Steve Venema. In addition, we want to thank Takeshi
Takahashi, Panos Kanpanakis, Adam Montville, Chris |nacio, and Dave
Cridland for review ng and providing val uabl e conments.

Ref er ences
1. Normative References

[I-D.ietf-sacmterm nol ogy]
Bi rkhol z, H, Lu, J., Strassner, J., and N. Cam W nget,
"Secure Automation and Conti nuous Monitoring (SACM
Term nol ogy", draft-ietf-sacmterm nology-13 (work in
progress), July 2017.

Cam W nget, et al. Expires May 3, 2018 [ Page 19]



Internet-Draft XMPP Gid Cct ober 2017

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997, <https://ww.rfc-
editor.org/info/rfc2119>.

[ RFC4422] Melnikov, A, Ed. and K Zeilenga, Ed., "Sinple
Aut hentication and Security Layer (SASL)", RFC 4422,
DO 10.17487/ RFC4422, June 2006, <https://ww.rfc-
editor.org/infolrfcd4d22>.

[ RFC6120] Saint-Andre, P., "Extensible Messaging and Presence
Protocol (XWMPP): Core", RFC 6120, DO 10.17487/ RFC6120,
March 2011, <https://wwv. rfc-editor.org/info/rfc6120>.

[ RFC7590] Saint-Andre, P. and T. Al kemade, "Use of Transport Layer
Security (TLS) in the Extensible Messagi ng and Presence
Protocol (XMPP)", RFC 7590, DA 10.17487/RFC7590, June
2015, <https://www.rfc-editor.org/info/rfc7590>.

[ XEP- 0030]
H | debrand, J., MIllard, P., Eatnmon, R, and P. Saint-
Andre, "Service Discovery", XSF XEP 0030, July 2010.

[ XEP- 0060]
Mllard, P. and P. Saint-Andre, "Publish-Subscribe",
XSF XEP 0060, Decenber 2016.

11.2. Informative References

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,
DO 10.17487/ RFC5246, August 2008, <https://wwrfc-
editor.org/infol/rfc5246>.

[ RFC7970] Danyliw, R, "The Incident Object Description Exchange
Format Version 2", RFC 7970, DO 10.17487/ RFC7970,
Novenber 2016, <https://wwwrfc-editor.org/info/rfc7970>.

Aut hors’ Addr esses

Nancy Cam W nget (editor)
Cisco Systens
3550 Cisco Way

San Jose, CA 95134
USA
Enmai | : ncamm ng@i sco. com

Cam W nget, et al. Expires May 3, 2018 [ Page 20]



Internet-Draft XMPP Gid

Syam Appal a

Ci sco Systens

3550 Cisco Way

San Jose, CA 95134

USA
Emai | : syaml@i sco. com
Scott Pope

Cisco Systens
5400 Meadows Road

Suite 300

Lake Gswego, OR 97035
USA

Enmai | : scottp@i sco.com

Pet er Sai nt-Andre
Jabber . org

P. 0. Box 787
Parker, CO 80134
USA

Emai | : st peter @abber.org

Cam W nget, et al. Expires May 3, 2018

Cct ober 2017

[ Page 21]



