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1. Introduction

RFC 7970 [ RFC7970] defines an data nodel for sharing incident
information. It facilitates autonmated exchange of information anong
parties over networks. The data nobdel can be inplenented in a form
of XM., but it is not always suitable for inplenentation. JSON based
representation is often useful

Therefore, in this docunment, we provide a neans to represent | CODEF
data nodel in JSON

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. | ODEF Data Types

The | ODEF Data Types, defined in RFC 7970 [ RFC7970]are used for the
JSON | ODEF, with sone syntax changes for some of the types.

2.1. Integers

An integer is represented in the information nodel by the | NTEGER
data type. Integer data MJST be encoded in Base 10, and is
i mpl emented as an "integer" type per JSON schema [jsonscheng].

2.2. Real Nunbers

A real (floating-point) nunber is represented in the information
nmodel by the REAL data type. Real data MJST be encoded in Base 10
and is inplenented in the data nodel as an "nunber" type per JSON
schema [j sonschens].

2.3. Characters and Strings

A single character is represented in the information nodel by the
CHARACTER data type. A string is represented by the STRI NG data
type. Special characters MJST be encoded using entity references. The
CHARACTER and STRING data types are inplenented in the data nodel as
an "string" type per JSON schena [jsonscheng].
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2.4. Miltilingual Strings

A string that needs to be represented in a human-readabl e | anguage
different than the default encoding of the docunent is represented in
the informati on nodel by the M._STRING data type. This data type is
i mpl emented as an object with "value", "lang", and "translation-id"
elements as defined in Section 6. Exanples are shown bel ow.

"M.StringType": {

"value": "free-formtext", /1 STRI NG
"l ang": "en", / 1 ENUM
"translation-id": "jp2en0023" /1 STRI NG

}
2.5. Binary Strings

2.5.1. Base64 Bytes

A binary octet encoded with base64 is represented in the information
nmodel by the BYTE data type. A sequence of these octets is of the
BYTE[] data type. The BYTE and BYTE[] data types are inplenented in
the data nodel as an "string" type per JSON schema [j sonschems].

2.5.2. Hexadecinmal Bytes

A binary octet encoded as a character tuple consistent of two
hexadecimal digits is represented in the information nodel by the
HEXBI N data type. A sequence of these octets is of the HEXBIN ] data
type. The HEXBIN and HEXBIN] data types are inplenented in the data
nmodel as an "string" type per JSON schema [j sonschens].

2.6. Enunerated Types

An enunerated type is represented in the infornmation nodel by the
ENUM data type. It is an ordered |ist of acceptable string val ues.
Each val ue has a representative keyword. The ENUM data type is

i mpl emented in the data nodel as values of an enum array per JSON
schema [j sonscheng] .

2.7. Date-Tinme String
A date-time string that describes a particular instant intinmeis
represented in the informati on nodel by the DATETI ME data type.

Ranges are not supported. The DATETI ME data type is inplenmented in
the data nodel as an "string" type per JSON schema [j sonschems].
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2.8. Timezone String

A timezone offset fromUTC is represented in the information nodel by
the TIMEZONE data type. It is formatted according to the follow ng
regul ar expression: "Z|[\+\-](0[0-9]]1[0-4]):[0-5][0-9]". The

TI MEZONE data type is inplenented in the data nodel as an "string"
type per JSON schera [jsonschena].

2.9. Port Lists

A list of network ports is represented in the information nodel by
the PORTLI ST data type. A PORTLI ST consists of a coma-separated
list of nunbers and ranges (N-M neans ports N through M inclusive).
It is formatted according to the follow ng regul ar expression
"\d+(\-\d+)?(,\d+(\-\d+)?)*". For exanple,
"2,5-15, 30, 32, 40- 50, 55-60". The PORTLI ST data type is inplenented in
the data nodel as an "string" type per JSON schena [jsonscheng]

2.10. Postal Address

A postal address is represented in the information nodel by the
PCSTAL data type. The format of the POSTAL data type is docunented
in Section 2.23 of [RFC4519] as a free-formnulti-line string
separated by the "$" character. The POSTAL data type is inplenented
in the data nodel as the aforenenti oned M._STRI NG type.

2.11. Tel ephone Nunber

A tel ephone nunber is represented in the infornmation nodel by the
PHONE data type. The format of the PHONE data type is docunented in
[E.164]. The PHONE data type is inmplenented in the data nodel as an
"string" type per JSON schenma [jsonscheng].

2.12. Emmil String

An ermail address is represented in the information nodel by the EMAIL
data type. The format of the EMAIL data type is docunented in
Section 3.4.1 of [RFC5322] and Section 3.3 of [RFC6531]. The EMAIL
data type is inplemented in the data nodel as an "string" type per
JSON schema [j sonschens] .

2.13. Uniform Resource Locator Strings
A uniformresource locator (URL) is represented in the information

nmodel by the URL data type. The format of the URL data type is
docunented in [ RFC3986] .
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The URL data type is inplenented as an "string" type per JSON schenma
[j sonschems] .

2.14. ldentifiers and lIdentifier References

An identifier unique to the | ODEF docunent is represented in the

i nformati on nodel by the ID data type. A reference to this
identifier is represented by the | DREF data type. These data types
are inplenented in the nodel as an "string" type per JSON schema

[] sonschems] .

2.15. Software
A particular version of software is represented in the information

nmodel by the SOFTWARE data type. This software can be described by
using a reference, a URL, or with free-formtext. The SOFTWARE dat a

type is inplenented as an object with "SoftwareReference", "URL", and
"Description" elements as defined in Section 6. Exanples are shown
bel ow.

" Sof t war eType": {
" Sof t war eRef erence": {...}, / I Sof t war eRef er ence
"Description": {"value":"M5s Wndows"}, /1 ML_STRI NG

}

2.16. Structuredinfo

Information provided in a formof structured string, such as ID, or
structured information, such as XM. docunents, is represented in the
i nformati on nodel by the Structuredinfo data type. Note that this
type was originally specified in RFC7203. The Structuredl nfo data
type is inplenmented as an object with "SpeclD', "ext-SpeclD',
"Contentl D', "RawData", "Reference" elements. An exanple for
enbedding a structured IDis shown bel ow.

"Structuredl nformation": {
"Specl D': "cve", [ 1 ENUM
"Content!| D': "CVE-2007-5000", /| STRI NG

}

When enbeddi ng the raw data, base64 conversi on should be used for
encodi ng the data, as shown bel ow.

"Structuredl nformation": {
"Specl D': "oval ", / 1 ENUM
"RawDat a": "<<<strings encoded with base64>>>", /I STRI NG

}
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3. The I ODEF Informati on Model in JSON

The data nodel of I ODEF is defined in RFC 7970 [ RFC7970], and this
section illustrates their representations in JSON. Note that the
conmpl ete JSON schenma is defined in Section 6.

3.1. | ODEF- Docunment d ass
This class is the top level class in the | ODEF data nodel. [Its class
el ements and an exanple are shown bel ow. See Section 3.1 of RFC 7970
[ RFC7970] for the intended nmeani ngs of these el enents.

Cl ass el enents:

version, lang?, format-id?, private-enum nanme?, private-enumid?,
I nci dent +, Addi ti onal Dat a*

Exanpl e:

" | ODEF- Docunent ": {
"version": "2.1", /1 STRI NG
"l ang": "en", /1 ENUM
"format-id": "RFC7970-json", /I STRI NG
"Incident": [ ... ] //'1 nci dent

}

3.2. Incident d ass

The Incident class describes comonly exchanged i nfornati on when
reporting or sharing derived analysis fromsecurity incidents. |Its
cl ass el enents and an exanple are shown below. See Section 3.2 of
RFC 7970 [RFC7970] for the intended nmeani ngs of these el ements.

Cl ass el enents:

pur pose, ext-purpose?, status?, ext-status?, lang?, restriction?,
ext-restriction?, observable-id?, IncidentlD, Alternativel D?,

Rel at edActivity*, DetectTine?, StartTinme?, EndTi me?, RecoveryTi ne?,
Report Ti me?, GenrationTi me?, Description*, Discovery*, Assessment?*,
Met hod*, Contact+, EventData*, |IndicatorData?, Hi story?,

Addi ti onal Dat a*

Exanpl e:
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"Incident": {

"purpose": "reporting", /1 ENUM
"lang": "en", I/ STRI NG
"restriction": "green", /1 ENUM
"IncidentID": { ... }, /1l ncident|ID d ass
"Rel at edActivity": R I /I Rel at edActivity C ass
"GenerationTine": "2015-10-02T11: 18: 00- 05: 00", /| Dat eTi me
"Description": [{"value":"Incident in the HQ'}], /1 ML_STRI NG
"Assessment”: [ ... ], /I Assessnent
“Method": [ ... ], /' / Met hod
"Contact": [ ... ] /I Cont act
"EventData": [ ... ], / | Event Dat a
"IndicatorData": { ... } / /'l ndi cat or Dat a
"History": { ... }, [l History
"Additional Data": [ ... ], /1 Addi ti onal Dat a

}

3.3. Common Attributes

There are a nunber of recurring attributes used in the information
nmodel . They are docunmented in this section.

3.3.1. restriction Attribute

RFC 7970 [ RFC7970] defines the restriction Attribute as one of common

attributes. It is defined as bel ow
"restriction":{"enunt: ["public", "partner", "need-to-know', "private",
"default", "white", "green", "anber", "red", "ext-value"]}

Note that you nust use "ext-restriction" field (STRING type) when the
val ue of "restriction" field is set to "ext-val ue".

3.3.2. observable-id Attribute
RFC 7970 [ RFC7970] defines the observable-id attribute as one of
common attributes. The value of this attribute is a unique
identifier, in string type, in the scope of the docunent.It is
defined as bel ow

3.4. IncidentlD d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.4
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el enents:

id, name, instance?, restriction?, ext-restriction?
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Exanpl e:

"IncidentI D': {
"id": "nict20150518-0001", /'l STRI NG
"name": "NICT _cert", /1 STRI NG
"instance": "cyberl ab" /'l STRI NG
"restriction": "ext-value" /1 ENUM
"ext-restriction": "registration required" /1 STRI NG

}

3.5. AlternativelD d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.5
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el enents:

restriction?, ext-restriction?, |ncidentlD+

Exanpl e:

"Altervativel D': {
"restriction": "private", / 1 ENUM
"IncidentI D': [<<<onitted>>>] //1ncidentlD

}
3.6. RelatedActivity C ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.6
of RFC 7970 [RFC7970] for the intended neanings of these el ements.

Cl ass el enents:

restriction?, ext-restriction?, IncidentlD*, URL*, ThreatActor?*,
Canpai gn*, |ndicatorlD*, Confidence?, Description*, Additional Data*

Exanpl e:

"Rel atedActivity": {
"restriction": "private", /1 ENUM
"Threat Actor": [{...}], /I Threat Actor cl ass
"Canpaign": [{...}] /| Canpai gn cl ass
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3.7. ThreatActor d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.7
of RFC 7970 [ RFC7970] for the intended neani ngs of these el enents.

Cl ass el enents:

restriction?, ext-restriction?, ThreatActorlD*, URL*, Description*,
Addi ti onal Dat a*

Exanpl e:

"Threat Actor": {
"Threat Actor|I D': "TA-12- AGGRESSI VE- BUTTERFLY", /| STRI NG
"Description": {"value":"Aggressive Butterfly"} /1 ML_STRI NG

}
3.8. Canpaign d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.8
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el enents:

restriction?, ext-restriction?, CanpaignlD*, URL*, Description*,
Addi ti onal Dat a*

Exanpl e:
" Canpai gn": {
"Canpai gnl D': "C-2015-59405", /' STRI NG
"Description": {"value":"Orange Graffe"} /1 ML_STRI NG
}

3.9. Contact C ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.9
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el ements:

role, ext-role?, type, ext-type?, restriction?, ext-restriction?,
Cont act Name*, ContactTitle*, Description*, RegistryHandl e*,

Post al Address*, Email*, Tel ephone*, Tinmezone?, Contact?*,

Addi ti onal Dat a*

Exanpl e:
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"Contact": {
"role": "creator", /1 ENUM
"type": "organization", /1 ENUM
"Cont act Nane": {"value":"CSIRT for exanple.conl}, /1 ML_STRI NG
"ContactTitle": {"value":"Senior Research Engineer"} //M_STRI NG
"emai l": {...}, /1 Email O ass
"Tel ephone": {...}, /I Tel ephone O ass
"Ti mezone": "+09: 00" /1 TI MEZONE

}
3.9.1. RegistryHandle d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.9.1
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el enents:

handl e, registry, ext-registry?

Exanpl e:

"Regi stryHandl e": {
“handl e": "M/APNI C', /' STRI NG
"registry": "apnic", / | ENUM

}
3.9.2. Post al Address C ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.9.2
of RFC 7970 [RFC7970] for the intended neanings of these el ements.

Cl ass el enents:

type?, ext-type?, PAddress, Description*

Exanpl e:

" Post al Address": {
"type": "mailing", /1 ENUM
"PAddress": "1-2-3 Kitamachi Koganei Tokyo, Japan", / I POSTAL
"Description": {"value":"Ofice address"} /1 ML_STRI NG

} il
3.9.3. Email d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.9.3
of RFC 7970 [ RFC7970] for the intended neani ngs of these el enents.
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Cl ass el enents:

type?, ext-type?, Email To, Description*

Exanpl e:

"Bmai " {
"type": "direct", /1 ENUM
"email To": "contact@sirt.exanple.cont, /[ ENMAI L

"Description": {"value":"Adm nistrator’s address"} /1 ML_STRI NG
} il

3.9.4. Tel ephone d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.9.4
of RFC 7970 [ RFC7970] for the intended neani ngs of these el enents.

Cl ass el enents:

type?, ext-type?, Tel ephoneNunber, Description*

Exanpl e:

"Tel ephone": {
"type": "wired", [ 1 ENUM
"Tel ephoneNunber": "+818012345678", / | PHONE
"Description": {"value":"Adm n’s nobl e"} /1 ML_STRI NG

} 1
3.10. Discovery d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.10
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el enents:

source?, ext-source?, restriction?, ext-restriction?, Description*,
Contact*, DetectionPattern*

Exanpl e:
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"Di scovery": {

"source": "nidps", /1 ENUM
"restriction": "need-to-know /1 ENUM
"Contact": {...}, /I Contact cl ass
"DetectionPattern": {...}, /I DetectionPattern class
"Description":{"value":"IDS provided an alert"} /1 ML_STRI NG

}
}

3.10.1. DetectionPattern d ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.10.1 of RFC 7970 [ RFC7970] for the intended neani ngs of
t hese el enents.

Cl ass el enents:

restriction?, ext-restriction?, observable-id?, Application,
Descri ption*, DetectionConfiguration*

Exanpl e:
"DetectionPattern": {
"Application": {...}, /| SOFTWARE
"Description": {"value":"The specified application
needs to be reviewed"}, /1 ML_STRI NG
}

}
3.11. Method d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.11
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el enents:

restriction?, ext-restriction?, Reference*, Description*,
AttackPattern*, Vul nerability*, Wakness*

Exanpl e:
"Met hod": {
"AttackPattern": {...} /] Structuredl nfo
"Vul nerability": {...} /] Structuredlnfo
}
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3.11.1. Reference O ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.11.1 of RFC 7970 [ RFC7970] for the intended neani ngs of
t hese el enents.
Cl ass el ements:
observabl e-i d?, ReferenceNane?, URL*, Description*

Exanpl e:

"Reference": {
"URL":"http://ww.nict.go.jp" /1 URL

}

3.12. Assessnent d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.12
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el ements:

occurence?, restriction?, ext-restriction?, observable-id?,

I nci dent Cat egory*, Systenl npact*, Businesslnpact*, Ti nel npact*,
Monet aryl npact *, | ntendedl npact*, Counter*, MtigationFactor?*,
Cause*, Confidence?, Additional Data*

Exanpl e:

"Assessnent": {
"System npact": {...}, /] System nmpact cl ass

"Busi nesslmpact™: {...}, /I Busi nessl npact cl ass
"Tinmelnpact": {...}, /I Ti mel npact cl ass
"Monetaryl nmpact": {...}, /I Monet aryl npact cl ass
"I ntendedl npact": {...}, /1l nt endedl npact cl ass
"Counter": "5", /| Counter class
"MtigationFactor": {"value":"Rebooting is required"}//M_STRI NG
"Cause": {"value":"Mal ware Infection"} /1 ML_STRI NG

}
}

3.12.1. System npact d ass
The cl ass el enents and an exanpl e are shown bel ow. See

Section 3.12.1 of RFC 7970 [ RFC7970] for the intended neani ngs of
t hese el enents.
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Cl ass el enents:

severity?, conpletion?, type, ext-type?, Description*

Exanpl e:

" System npact " : {
"severity":"high", /1 ENUM
"conpletion": "successful" /1 ENUM
"type":"integrity-data" /1 ENUM

"Description":{"value":"The web page was falsified"'} //M_STRI NG
}1

3.12.2. Businesslnmpact d ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.12.2 of RFC 7970 [ RFC7970] for the intended neani ngs of
t hese el enents.

Cl ass el enents:

severity?, ext-severity?, type, ext-type?, Description*

Exanpl e:

" Busi nessl nmpact": {
"severity":"medi unt, /1 ENUM
"conpletion": "successful" /1 ENUM
"type": "degraded-reputation” / 1 ENUM

"Description":{"value":"The web page was falsified"'} //M_STRI NG
}

3.12.3. Tinelnpact C ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.12.3 of RFC 7970 [ RFC7970] for the intended neani ngs of
t hese el enents.
Cl ass el enents:

val ue, severity?, nmetric, ext-metric?, duration?, ext-duration?

Exanpl e:
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"Ti mel npact ": {

"time": "240" / | REAL
"metric": "el apsed” /1 ENUM
“duration": "mnutes" / 1 ENUM

}

3.12. 4. Mnetaryl npact d ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.12.4 of RFC 7970 [ RFC7970] for the intended neani ngs of
t hese el enents.
Cl ass el ements:

val ue, severity?, currency?

Exanpl e:

"Monet aryl mpact ": {
"money": "10000", / | REAL
"severity": "mediunt, /1 ENUM
"currency": "USD', /I STRI NG

}

3.12.5. Confidence O ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.12.5 of RFC 7970 [ RFC7970] for the intended neani ngs of
t hese el enents.
Cl ass el ements:

val ue, rating, ext-rating?

Exanpl e:

"Confidence": {
"val ue": "5" / | REAL
"rating": "nmediun /1 ENUM

}
3.13. History dass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.13
of RFC 7970 [ RFC7970] for the intended meani ngs of these el ements.

Cl ass el enents:
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restriction?, ext-restriction?, Historyltemt

Exanpl e:
"History": {
"restriction": "need-to-know' [ 1 ENUM
"Hi storyltem': { ... } [l H storyltem cl ass
}l

3.13.1. Historyltem d ass

The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.13.1 of RFC 7970 [ RFC7970] for the intended neani ngs of
these el ements.

Cl ass el enents:
action, ext-action?, restriction?, ext-restriction?, observable-id?,

Dat eTi me, Incidentl D?, Contact?, Description*, DefinedCOA*,
Addi ti onal Dat a*

Exanpl e:

"Historylten: ({
"action": "investigate" [ 1 ENUM
"restriction": "need-to-know' [ | ENUM
"DateTime": "2015-10-15T11: 18: 00- 05: 00", /| Dat eTi ne
"IncidentI D' { ...}, /[llncidentlD class

}
3.14. EventData C ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.14
of RFC 7970 [ RFC7970] for the intended neani ngs of these el enents.

Cl ass el ements:

restriction?, ext-restriction?, observable-id?, Description*,
Detect Tine?, StartTi me?, EndTi ne?, RecoveryTi me?, ReportTi ne?,
Contact*, Discovery*, Assessnent?, Method*, Flow", Expectation*,
Record?, EventData*, Additional Data*

Exanpl e:
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"BEventData": {
"ReportTine": "2016-06-01 18: 05: 33",

"Contact": { ...}, /] Contact cl ass
"Assessnment": { ...}, /I Assessnent cl ass
"Method": { ...}, /1 Met hod cl ass
"Systenmt': { ... }, /] System cl ass
"Expectation": { ...}, / | Expect ati on cl ass

3.15. Expectation d ass

The class el enents and an exanpl e are shown bel ow. See Section 3.15
of RFC 7970 [RFC7970] for the intended neanings of these el ements.

Cl ass el enents:

action?, ext-action?, severity?, restriction?, ext-restriction?,
Description*, DefinedCOA*, StartTine?, EndTine?, Contact?

Exanpl e:

"Expectation": {
"action": "investigate" /1 ENUM
"severity": "nmedi unt / 1 ENUM
"restriction": "need-to-know' [ 1 ENUM

}1
3.16. System d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.17
of RFC 7970 [RFC7970] for the intended neanings of these el ements.

Cl ass el enents:

category?, ext-category?, interface?, spoofed?, virtual?, ownership?,
ext -ownershi p?, restriction?, ext-restriction?, Node, NodeRol e*,
Servi ce*, QOperatingSystent, Counter*, Assetl|lD+, Description*,

Addi ti onal Dat a*

Exanpl e:

"Systent': {
"category": "source", [ 1 ENUM
"Node": { ... }, /I Node cl ass
"Service": { ... }, /] Service cl ass

}l
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3.17. Node d ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.18
of RFC 7970 [ RFC7970] for the intended neani ngs of these el enents.

Cl ass el enents:

Domai nDat a*, Address*, Postal Address?, Location*, Counter*

Exanpl e:
"Node": {
"Address": { ... }, /| Address cl ass
"Location": {"value":"OglD=7"} /1 ML_STRI NG
}

3.17.1. Address d ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.18.1 of RFC 7970 [ RFC7970] for the intended neani ngs of
these el ements.
Cl ass el ements:

val ue, category, ext-category?, vlan-nanme?, vlan-nunf?, observable-id?

Exanpl e:

"Address": {
"val ue": """192.228.139.118", /| STRI NG
"category": "ipv4-addr", [ 1 ENUM

3.17.2. NodeRol e d ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.18.2 of RFC 7970 [ RFC7970] for the intended neani ngs of
these el enents
Cl ass el ements:

category, ext-category?, Description*

Exanpl e:
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"NodeRol e": {
"category": "client" /1 ENUM
"Description": {"value":"The computer at room A"} /1 ML_STRI NG
} 1

3.17.3. Counter d ass
The cl ass el enents and an exanpl e are shown bel ow. See
Section 3.18.3 of RFC 7970 [ RFC7970] for the intended neani ngs of
these el ements.
Cl ass el ements:

val ue, type, ext-type?, unit, ext-unit?, meaning?, duration?, ext-

duration?
Exanpl e:
"Counter": {
"val ue": "3", / | REAL
"type": "count", /1 ENUM
"unit": "packet" /1 ENUM
"meani ng": {"val ue":"The nunber of scan packets
are counted"}, /1 ML_STRI NG
}

3. 18. Domai nDat a C ass

The cl ass el enents and an exanpl e are shown bel ow. See Section 3.19
of RFC 7970 [RFC7970] for the intended neanings of these el ements.

Cl ass el enents:

system status, ext-systemstatus?, domain-status, ext-donain-status?,
observabl e-i d?, Nane, DateDonmai nWAsChecked?, Regi strationDate?,
Expirati onDat e?, Rel at edDNS*, Naneservers*, Domai nContacts?

Exanpl e:

"Dormai nData": {
"systemstatus": "innocent-hacked", /1 ENUM
"domai n-status": "assi gnedAndl nactive", /I STRI NG
"Name": "tenpl.nict.go.jp" /1 STRI NG

b
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3.18.1. Naneserver C ass

This class is defined in Section 3.19.1 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

Server, Address*

Exanpl e:
"NameServers": {
"Server": "vgw. nict.go.jp", /| STRI NG
"Address": {
" AddressVal ue": "133.243.18.5", I/ STRI NG
"category": "ipv4-addr" /1 ENUM
}

}

3.18. 2. Domai nCont acts C ass

This class is defined in Section 3.19.2 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

SaneDomai nCont act ?, Cont act +

Exanpl e:
"Domai nCont acts": {
"Contact": {
"role": "user", /1 ENUM
"type": "organization" /1 ENUM
}

}

3.19. Service d ass

This class is defined in Section 3.20 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el ements:
i p-protocol ?, observabl e-id?, ServiceNanme?, Port?, Portlist?,

Pr ot 0Code?, ProtoType?, ProtoField?, ApplicationHeader?, Enmail Data?,
Appl i cation?
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Exanpl e:

"Service": {
"Servi ceNane": {

"Description": "It seens to be a scan from an infected machi ne."
}1
"i p-protocol ": 6, /11 NTEGER
"Port": 49183 / /I NTEGER

}
3.19.1. ServiceNane d ass

This class is defined in Section 3.20.1 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSO\

Cl ass el enents:

| ANAServi ce?, URL*, Description*

Exanpl e:
"Servi ceNane": {
"1 ANAService": "telnet" /1 STRI NG
"URL": "https://en.w ki pedia.org/w ki/Tel net" /| STRI NG
"Description": "It seens to be a scan froman infected machine." //STRI NG

}l
3.19.2. ApplicationHeader d ass

This class is defined in Section 3.20.2 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:
Appl i cati onHeader Fi el d+
Exanpl e:

"ApplicationHeader": {
"ApplicationHeaderField": {}

}
3.20. Enmmil Data d ass

This class is defined in Section 3.21 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

Takahashi & Suzuki Expires May 14, 2018 [ Page 23]



Internet-Draft JSON- | ODEF Novenmber 2017

observabl e-id?, Email To*, Enumil Fron?, Email Subject?, Email X-Miler?,

Emai | Header Fi el d*, Emai | Headers?, Email Body?, Enail Message?,
HashDat a*, Si gnat ur eDat a*

Exanpl e:

"Emai | Dat a": {
"Emai | To": "userl@xanple.org"

"Emai | Froni': "user2@xanpl e. cont

"Emai | Subj ect": "exanple enmil"

"Emai | X-Mailer": "exanple nailer vi.1.0"
"Emai | Body": "exanple email"

3.21. Record C ass

This class is defined in Section 3.22 of RFC 7970 [ RFC7970].
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

restriction?, ext-restriction?, RecordData+
Exanpl e:

"Record": {
"RecordData": {
"RecordPattern": {
"type": "regex",
"value": "[0-9][A-Z]"
}
1
"Recordltent: {}
b

3.21.1. RecordbData C ass

This class is defined in Section 3.22.1 of RFC 7970 [ RFC7970].

exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

restriction?, ext-restriction?, observable-id?, DateTine?,
Description*, Application?, RecordPattern*, Recordltent, URL*,
Fi | eDat a*, W ndowsRegi stryKeyshbdi fi ed*, CertificateData*,
Addi ti onal Dat a*

Exanpl e:

/ | ENAI L
/ | ENAI L
I/ STRI NG
/' STRI NG
/' STRI NG

The

/| ENUM

The
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"RecordData": {
"RecordPattern": {
"type": "regex",
"value": "[0-9][A-Z]"
}
},

3.21. 2. RecordPattern C ass

This class is defined in Section 3.22.2 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

type, ext-type?, offset?, offsetunit?, ext-offsetunit?, instance?,
val ue

Exanpl e:
"RecordPattern": {
"type": "regex",
"value": "[0-9][A-Z]"
}1
3.22. WndowsRegi stryKeyshbdi fied C ass

This class is defined in Section 3.23 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

observabl e-i d?, Key+

Exanpl e:
"W ndowsRegi stryKeyshModi fied": {
" Keyll : {
"KeyVal ue": " XXXXXXXXXXXXXXXXXXXXXXX", /1 STRI NG
"KeyNane": " HKEY_LOCAL_MACHI NEXXXXXXX", I/ STRI NG

}
}

3.22.1. Key dass

This class is defined in Section 3.23.1 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:
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regi stryaction?, ext-registryaction?, observable-id?, KeyNane,

KeyVal ue?
Exanpl e:
"Key": {
"KeyVal ue": " XXXXXXXXXXXXXXXXXXXXXXX", /'] STRI NG
"KeyNanme": " HKEY_LOCAL_MACHI NEXXXXXXX", /1 STRI NG
}

3.23. CertificateData C ass

This class is defined in Section 3.24 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSO\

Cl ass el ements:
restriction?, ext-restriction?, observable-id?, Certificate+
Exanpl e:
"CertificateData": {
"Certificate": {

"X509Dat a": " XXXXXXXX" /] STRI NG

}
}

3.23.1. Certificate d ass
This class is defined in Section 3.24.1 of RFC 7970 [ RFC7970]. The
X509Dat a cl ass contai ns base64 encoded form of X 509 certificate or
chain as described in Section 4.4.4 of [WBC. XM_.SI G . The exanple
bel ow represents how to describe this class in JSON.
Cl ass el ements:
observabl e-i d?, X509Data, Description*
Exanpl e:
"Certificate": {

"X509Dat a": " XXXXXXXX" [/ STRI NG
}
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3.24. FileData d ass

This class is defined in Section 3.25 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el ements:

restriction?, ext-restriction?, observable-id?, File+
Exanpl e:

"FileData": {

"File": {
"Fil eName": "dummy. exe" /1 STRI NG
}

}1
3.24.1. File dass

This class is defined in Section 3.25.1 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

observabl e-id?, FileNane?, FileSize?, FileType?, URL*, HashData?,
Si gnat ur eDat a?, Associ at edSoftware?, Fil eProperties*

Exanpl e:
"File": {

"Fil eName": "dummy. exe" /| STRI NG
}

3.25. HashData d ass

This class is defined in Section 3.26 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:
scope, HashTargetlD?, Hash*, FuzzyHash*

Exanpl e:
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"HashDat a": {
"scope": "file-contents", /1 ENUM
"Hash": {
"Di gest Met hod": "http://ww. w3. org/ 2000/ 09/ xm dsi g#shal", //STRI NG
"Di gest Val ue": "XXXXXXXXXXX" /I STRI NG
}

}
3.25. 1. Hash C ass

This class is defined in Section 3.26.1 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

Di gest Met hod, Di gestVal ue, Canoni calizati onMet hod?, Application?

Exanpl e:

"Hash": {
"Di gest Met hod": "http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal”, //STRI NG
"Di gest Val ue": "XXXXXXXXXXX" /I STRI NG

}

3.25.2. FuzzyHash d ass

This class is defined in Section 3.26.2 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enments:

FuzzyHashVal ue+, Application?, Additional Data?
Exanpl e:

"FuzzyHash": {

"FuzzyHashVval ue": {}
}

3.26. SignaturebData d ass
This class is defined in Section 3.27 of RFC 7970 [ RFC7970]. The
Si gnature class contains base64 encoded form of signature as
described in Section 4.2 of [WBC. XMLSI G. The exanpl e bel ow
represents how to describe this class in JSON

Cl ass el enents:
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Si gnat ur e+
Exanpl e:

"Si gnaturebData": {
"Signature": "XXXXXXXX"

}

3. 27. I ndi cat or C ass

Novenmber 2017

/' STRI NG

This class is defined in Section 3.29 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

restriction?, ext-restriction?, IndicatorlD, Alternativelndicatorl D,

Description*, StartTine?, EndTine?, Confidence?,

Cont act *,

bservabl e?, Cbservabl eRef erence?, | ndicat or Expressi on?,

| ndi cat or Ref erence?, NodeRol e*, AttackPhase*,

Addi ti onal Dat a*
Exanpl e:
"I'ndicator": {

"Indicatorl D': {
"id": "(G90823490",

"name": "csirt.exanple.cont,
"version": "1"

}1

"Description": "C2 domai ns",

"StartTinme": "2014-12-02T11:18: 00- 05: 00",
"Cbservabl e": {
"Bul kQbservabl e": {
"type": "fqgdn"
}

"Bul kCbservabl eList": [

"kj 290023j 09r 34. exanpl e. cont',
"09i j k23j fj Ok8. exanpl e. net",

"KI knj wfjiow efr923. exanpl e. org”,
"oi mrei k79nmsd. exanpl e. org"
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3.27.1. Indicatorl D C ass

This class is defined in Section 3.29.1 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

id, name, version

Exanpl e:

"Indicatorl D': {
"id": "G90823490", /' STRI NG
"name": "csirt.exanple.cont, /1 STRI NG
"version": "1" I/ STRI NG

}

3.27.2. A ternativelndicatorl D O ass

This class is defined in Section 3.29.2 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el ements:

restriction?, ext-restriction?, |IndicatorReference+
Exanpl e:

"AlternativelndicatorlD': {

"I ndi cat or Ref erence": {
"uid-ref": "xxxxx"
}

}l
3.27.3. (bservable d ass

This class is defined in Section 3.29.3 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSO\

Cl ass el enents:

restriction?, ext-restriction?, Systenf, Address?, Donmi nData?,
Servi ce?, Enumil Data?, W ndowsRegi stryKeyshMdified?, FileData?,
CertificateData?, RegistryHandl e?, RecordData?, EventData?,

I nci dent?, Expectation?, Reference?, Assessnent?, DetectionPattern?,
Hi storylten?, Bul kOCbservabl e?, Additional Dat a*

Exanpl e:
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"Cbservabl e": {
"Bul kQbservabl e": {

"type": "fqdn" /| ENUM
1
"Bul kQbservabl eList": |
"kj 290023j 09r 34. exanpl e. cont', /| STRI NG
"09i j k23j fj Ok8. exanpl e. net", /1 STRI NG
"KI knj wfjiow efr923. exanpl e. org", /1 STRI NG
"oi mrei k79msd. exanpl e. or g" /1 STRI NG

]
}

3.27.4. Bul kCbservabl e d ass

This class is defined in Section 3.29.3.1 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

type?, ext-type?, Bul kObservabl eFormat?, Bul kCbservabl eLi st
Addi ti onal Dat a*

Exanpl e:
"Bul kCbservabl e": {
"type": "fqdn" /1 ENUM
"Bul kQbser vabl eLi st": [
"kj 290023j 09r 34. exanpl e. cont', /I STRI NG
"09i j k23j fj Ok8. exanpl e. net", /I STRI NG
"kl knj wfjiow efr923. exanpl e. org", /| STRI NG
"oi mrei k79msd. exanpl e. org" /1 STRI NG

]
3.27.5. Bul kQbservabl eFormat d ass

This class is defined in Section 3.29.3.1.1 of RFC 7970 [ RFC7970].
The exanpl e bel ow represents how to describe this class in JSON.

Cl ass el enents:
Hash?, Additi onal Dat a*

Exanpl e:
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"Bul kQbservabl eFormat": {

"Hash": {
"Di gest Met hod": "http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal”, // STRI NG
"Di gest Val ue": "XXXXXXXXXXX" /I STRI NG

}

}

3.27.6. IndicatorExpression dass

This class is defined in Section 3.29.4 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el ements:

operator?, ext-operator?, |ndicatorExpression*, Cbservable*,
observabl eRef erence*, |ndicator Ref erence*, Confidence?,

Addi ti onal Dat a*

Exanpl e:

"I ndi cat or Expression": {

"Cbservabl eRef erence": {
"uid-ref": "xxxxx"
}

}
3.27.7. (bservabl eRef erence d ass

This class is defined in Section 3.29.6 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

ui d-r ef
Exanpl e:
"(bservabl eRef erence": {
"uid-ref": "xxxxx"
}1
3.27.8. IndicatorReference O ass

This class is defined in Section 3.29.7 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:
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uid-ref?, euid-ref?, version?
Exanpl e:

"I ndi cat or Ref erence": {
"uid-ref": "xxxxx"

}
3.27.9. AttackPhase d ass

This class is defined in Section 3.29.8 of RFC 7970 [ RFC7970]. The
exanpl e bel ow represents how to describe this class in JSON

Cl ass el enents:

At t ackPhasel D*, URL*, Description*, Additional Data*

Exanpl e:
"AttackPhase": {
"Description": "Currently, the infected host is scanning arbitrary hosts to fi
nd next targets." //M_STRI NG

}

4. Notable differences fromRFC 7970 (to be del et ed)
0 This docunent treats attributes and el enments of each class defined
in RFC 7970 [ RFC7970] equally and is agnostic on the order of
t hei r appearances.

o Flowclass is deleted, and EventData cl ass now has the instance of
System cl ass.

0 Record class is deleted, and the link to the Record class are
directly connected to RecordData class, which is then renaned to
Record cl ass

5. Exampl es

This section provides exanple of | ODEF docunents. These exanples do

not represent the full capabilities of the data nodel or the the only

way to encode particular information.

5.1. Mniml Exanple

A docunent containing only the mandatory el ements and attri butes.
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"version": "2.0",
"l ang": "en",
"Incident": [
{
"purpose": "reporting",
"restriction": "private",
"IncidentI D': {
"id": 492382,
"nanme": "csirt.exanple.conf
},
"GenerationTine": "2015-07-18T09: 00: 00- 05: 00",
"Contact": |
{
"type": "organization",
"role": "creator",
"emai | " {
"emai | To": "contact @sirt.exanple.cont
}
}

5.2. Indicators froma Camnpaign

An exanpl e of C2 donmains froma given canpaign.

"version": "2.0",
"l ang": "en",
"Incidents": [
{
"purpose": "watch",
"restriction": "green",
"IncidentI D': {
"id": "897923",
"nanme": "csirt.exanple.cont

}1
"Rel atedActivity": [

"Threat Actor": [

Novenmber 2017

"Threat Actorl D': "TA-12- AGGRESSI VE- BUTTERFLY",

"Description": "Aggressive Butterfly"

}
1

Takahashi & Suzuki Expires May 14, 2018

[ Page 34]



Internet-Draft JSON- | ODEF Novenmber 2017

"Campai gn": [
{
"Canpai gnl D': "C-2015-59405"
"Description": "Orange Graffe"
}
]
| }
"CenerationTinme": "2015-10-02T11: 18: 00- 05: 00"
"Description": [
"Sumari zes the Indicators of Conpromise for the Orange G raffe canpaign
of the Aggressive Butterfly crine gang."

],
"Assessment": [
"Busi nessl npact": {
"type": "breach-proprietary"
}
}
1,
"Contacts": [
{ o
"type": "organi zation",
"role": "creator",
"Cont act Nane": "CSIRT for exanple.cont,
"BEmai l " {
"email To": "contact @sirt.exanple.cont
}
}
]

ndi catorList": [

"Indicatorl D': {
"id": "(G90823490",

"name": "csirt.exanpl e.cont,
"version": "1"

} il

"Description": "C2 domai ns"

"StartTi me": "2014-12-02T11:18: 00- 05: 00"
"Cbservabl e": {
"Bul kQbservabl e": {
"type": "fqdn"

1

"Bul kQbservabl eList": [
"kj 290023j 09r 34. exanpl e. cont',
"09i j k23j fj Ok8. exanpl e. net",
"kl knj wfjiow efr923. exanpl e. org",
"oi mrei k79msd. exanpl e. org"
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6. The | ODEF Data Mbydel (JSON Schemm)

{ "$schema": "http://json-schena. org/draft-04/schema#",
"definitions": {

"action": {"enunm: ["nothing","contact-source-site","contact-target-site",
"contact-sender", "investigate","block-host","bl ock-network",
"bl ock-port","rate-limt-host","rate-limt-network",
"rate-limt-port","redirect-traffic", "honeypot",
"upgrade-sof tware", "rebui | d-asset", "harden-asset",
"renmedi ate-ot her","status-triage", "status-newinfo",
"wat ch-and-report", "training", "defi ned-coa", "ext-val ue"]},

"duration": {"enum': ["second","mi nute","hour","day", "nonth","quarter",

"year", "ext-value"]},

"lang": {"enum': ["en","jp"]},

"purpose": {"enumt: ["traceback","mtigation","reporting","watch","other",
"ext-val ue"]},

"restriction": {"enunm: ["public","partner", "need-to-know', "private",

"default","white","green", "anber", "red", "ext-val ue"]},

"status": {"enum: ["new',"in-progress","forwarded", "resolved", "future"
"ext-val ue"]},

"DATETI ME": {"type": "string"},

"PORTLI ST": {"type": "string"},

"URLtype": {"type": "string"},

"IDtype": {"type": "string"},

"Ext ensi onType": {

"type": "object",
"properties": {

"name": {"type": "string"},

"dtype": {"enuni: ["bool ean", "byte", "bytes","character","date-tine",
"nt pstanmp","integer”,"portlist","real","string","file",
"path","frame", "packet","i pv4- packet","i pv6- packet”,"url"
"csv',"winreg","xm", "ext-value"]},

"ext-dtype": {"type": "string"},
"meani ng": {"type": "string"},
"formatid": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"}}},
"Ext ensi onTypeList": {
"type": "array",
"itens": {"$ref": "#/definitions/ExtensionType"}},
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" Sof t war eType": {
"type": "object",
"properties": {
"Softwar eReference": {"$ref": "#/definitions/SoftwareReference"},
"URL": {"$ref": "#/ definitions/URLtype"},
"Description": {"type": "string"}},
"required": [],
"additional Properties": false},
" Sof t war eRef erence": {
"type": "object",
"properties": {
"value": {"type": "string"},
"spec-nanme": {"type": "string"},
"ext-spec-nane": {"type": "string"},
"dtype": {"type": "string"},
"ext-dtype": {"type": "string"}},
"required": ["spec-nane"],
"addi tional Properties": false},
"Structuredlnfo": {
"type": "object",
"properties": {
"specl D': {"type": "string"},
"ext-speclD': {"type": "string"},
"content| D': {"type": "string"},
"RawbData": {"type": "string"},
"URL": {"$ref": "#/definitions/URLtype"}},
"required": ["speclD'],
"addi tional Properties": false},
"Incident": {
"title": "Incident",
"description": "JSON schema for Incident class",
"type": "object",
"properties": {

"purpose": {"$ref": "#/ definitions/purpose"},
"ext - purpose": {"type": "string"},
"status": {"$ref": "#/definitions/status"},

"ext-status": {"type": "string"},
"lang": {"$ref": "#/definitions/lang"},

"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|IDtype"},
"IncidentID': {"$ref": "#/definitions/IncidentlD'},
"AlternativelD': {"$ref": "#/definitions/AternativelD'},
"Rel atedActivity": {
"type": "array","itens": {"$ref": "#/definitions/RelatedActivity"}},

"DetectTine": {"type": "string"},
"StartTinme": {"type": "string"},
"EndTine": {"type": "string"},
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"RecoveryTime": {"type": "string"},

"ReportTine": {"type": "string"},

"CGenerationTinme": {"type": "string"},

"Description": {"type": "array","itens": {"type": "string"}},
"Di scovery": {

"type": "array","itens": {"$ref": "#/definitions/Discovery"}},
"Assessnent": {

"type": "array","itens": {"$ref": "#/definitions/Assessnent"}},
"Met hods": {

"type": "array","itenms": {"$ref": "#/definitions/Mthod"}},

{

"Contacts": {

"type": "array","itens": {"$ref": "#/definitions/Contact"}},

"BEventData": {

"type": "array","items": {

"IndicatorList": {

"type": "array‘, |tens" {"$ref": "#/definitions/Indicator"}},

"History": {"$ref": #/def|n|t|ons/H|story },

"Addi ti onal Dat a": { $ref":"#/definitions/Extensi onTypelList"}},
"required": ["InC|dentID' "GEneratlonTlne" "Cont act s", "purpose"],
"additional Properties": false},
ncident|I D': {

"title": "Incidentl D",
"description": "JSON schenma for IncidentlD class",
"type": object",
propertles {
"id" { type "string"},
"nane {"type": "string"},

"$ref": "#/definitions/EventData"}},

"instance": {"type": "string"},
"restriction": {"$ref": "#/ definitions/restriction"},
"ext-restriction": {"type": "string"}},

"required": ["nanme"],
"additional Properties": false},
"Alternativel D': {
"title": "Alternativel D',
"description": "JSON schena for Alternativel D class",
"type": "object",
"properties": {
"IncidentI D': {

"type": "array","itenms":{"$ref": "#/definitions/IncidentlD'}},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"}},

"required": ["IncidentID'],
"addi tional Properties": false},
"Rel atedActivity": {
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"IncidentI D': {
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"type": "array",
"URL": {
"type": "array","itens": {"$ref": "#/definitions/URLtype"}},
"Threat Actor": {
"type": "array","itens": {"$ref": "#/definitions/ ThreatActor"}},
" Canpai gn": {
"type": "array","
"IndicatorI D': {
"type": "array","items": {"$ref": "#/definitions/IndicatorlD'}},
"Confidence": {"$ref": "#/definitions/Confidence"},
"Description": { "type": "array","itens": {"type": "string"}},
"Additional Data": {"$ref":"#/definitions/ExtensionTypeList"}},
"additional Properties": false},
"Threat Actor": {
"properties": {

items": {"$ref": "#/definitions/IncidentlD'}},

items": {"$ref": "#/definitions/Canpaign"}},

"restriction": {"$ref": "#/ definitions/restriction"},
"ext-restriction": {"type": "string"},

"Threat ActorI D': {"type": "array", "itens": {"type": "string"}},
"Description": {"type": "array", "items": {"type": "string"}},

"URL": {"type": "array", "items": {"S$ref": "#/definitions/URLtype"}},

"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"addi tional Properties": false},

"Canpai gn": {
"properties": {

"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"CanpaignlD': {"type": "array", "items": {"type": "string"}},
"URL": {"type": "array", "itens": {"$ref": "#/definitions/URLtype"}},
"Description": {"type": "array", "itens": {"type": "string"}},
"Additional Data": {"$ref":"#/definitions/ExtensionTypeList"}}},

"Contact": {

"type": "object",
"properties": {
"role": {
"enuni: ["creator","reporter"”,"adm n","tech", "provider", "user",
"billing","legal","irt","abuse","cc","cc-irt","l eo",
"vendor", "vendor-support”,"victim,"victimnotified",
"ext-val ue"]},
"ext-role": {"type": "string"},
"type": {"enunt: ["person","organization","ext-value"]},
"ext-type": {"type": "string"},

"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"Cont act Name": {"type": "array", "items": {"type": "string"}},
"ContactTitle": {"type": "array", "items": {"type": "string"}},
"Description": {"type": "array", "items": {"type": "string"}},
"Regi stryHandl e": {

"type": "array", "items": {"$ref": "#/definitions/RegistryHandle"}},
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" Post al Address": {

"type": "array", "itens": {"$ref": "#/ definitions/Postal Address"}},
"Emai l": {"type": "array", "items": {"S$ref": "#/definitions/Email"}},
"Tel ephone": {

"type": "array", "items": {"$ref": "#/definitions/Tel ephone"}},
"Timezone": {"type": "string"},

"Contact": {
"type": "array", "itens": {"$ref": "#/definitions/Contact"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": ["role","type"],
"addi tional Properties": false},
"Regi stryHandl e": {
"type": "object",
"properties": {
"handl e": {"type": "string"},
"registry": {
"enuni: ["internic","apnic","arin","lacnic","ripe","afrinic","local"
"ext-val ue"]},
"ext-registry": {"type": "string"}},
"required": ["registry"],
"additional Properties”: false},
" Post al Address": {
"type": "object",
"properties": {
"type": {"type": "string"},
"ext-type": {"type": "string"},
"PAddress”: {"type": "string"},
"Description": {"type": "array", "items": {"type": "string"}}},
"required": ["PAddress"],
"addi tional Properties": false},
"Email " {
"type": "object",
"properties": {
"type": {
"enuni:["direct","hotline","ext-value"]},
"ext-type": {"type": "string"},
"Email To": {"type": "string"},
"Description": {"type": "array", "items": {"type": "string"}}},
"required": ["Email To"],
"addi tional Properties": false},
"Tel ephone": {
"type": "object",
"properties": {
"type": {

"enuni: ["wired", "nobile","fax","hotline", "ext-value"]},

"ext-type": {"type": "string"},
"Tel ephoneNunber”: {"type": "string"},
"Description": {"type": "array", "items": {"type": "string"}}},
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"required": ["Tel ephoneNunber”],
"additional Properties": false},
"Di scovery": {
"type": "object",
"properties": {
"source": {
"enunt': ["nidps","hips","sien,"av", "third-party-nonitoring"
"incident","os-1o0g", "application-Iog", "device-Iog"

"networ k-fl ow', "passi ve-dns","investigation”,"audit",
"internal -notification","external -notification","leo"
"partner","actor", "unknown", "ext-val ue"]},
"ext-source": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"Description": {"type": "array", "items": {"type": "string"}},
"Contact": {
"type": "array", "items": {"$ref": "#/definitions/Contact"}},
"DetectionPattern": {
"type": "array", "items":{"$ref":"#/ definitions/DetectionPattern"}}},

"required": [],
"additional Properties”: false},
"DetectionPattern": {

"type": "object",

"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"Application": {"$ref": "#/definitions/SoftwareType"},

"Description": {"type": "array", "itens": {"type": "string"}},
"Det ectionConfiguration": {
"type": "array", "items": {"type": "string"}}},

"required": ["Application"],

"additional Properties”: false},
"Met hod": {

"type": "object",

"properties": {

"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"References": {

"type": "array","itens": {"$ref": "#/definitions/Reference"}},
"Description": {"type": "array", "itens": {"type": "string"}},
"AttackPattern": {

"type": "array", "items": {"$ref": "#/definitions/Structuredlnfo"}},
"Vul nerability": {

"type": "array", "itens": {"$ref": "#/definitions/Structuredlnfo"}},
"Weakness": {

"type": "array", "items": {"$ref": "#/definitions/Structuredl nfo"}},

"Additional Data": {"$ref":"#/definitions/ExtensionTypeList"}},
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"required": [],
"additional Properties": false},
"Reference": {
"type": "object",
"properties": {
"observable-id": {"$ref": "#/definitions/IDtype"},
"ReferenceNane": {"type": "string"},

"URL": {"type": "array", "itenms": {"$ref": "#/definitions/URLtype"}},
"Description": {"type": "array", "items": {"type": "string"}}},
"required": [],

"addi tional Properties": false},
"Assessnent": {

"type": "object",

"properties": {

"occurrence": {"enunm:["actual","potential"]},
"restriction": {"$ref": "#/ definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/IDtype"},
"Incident Category": {"type": "array", "items": {"type": "string"}},
"System nmpact": {

"type": "array", "itens": {"$ref": "#/ definitions/System mpact"}},
"Busi nessl npact": {

"type": "array", "items": {"$ref": "#/definitions/Businesslnpact"}},
"Ti mel npact": {

"type": "array", "items": {"$ref": "#/definitions/Tinelnpact"}},
"Monet aryl mpact": {

"type": "array", "itens": {"$ref": "#/ definitions/Mnetarylnpact"}},
"I ntendedl npact": {

"type": "array", "items": {"$ref": "#/definitions/Businesslnpact"}},
"Counter": {

"type": "array", "items": {"$ref": "#/definitions/Counter"}},
"MtigatingFactor": {
"type": "array", "itens": {"$type": "string"}},
"Cause": {"type": "array", "itens": {"$type": "string"}},
"Confidence": {"$ref": "#/definitions/Confidence"},
"Additional Data": {"$ref":"#/definitions/ExtensionTypeList"}},
"required": [],
"additional Properties": false},
"System npact": {
"type": "object",
"properties": {
"severity": {
"enunt': ["] ow', "medi unt, "hi gh"]},
"conmpletion": {"enum':["failed", "succeeded"]},
"type": {
"enuni:["takeover-account", "t akeover-service", "takeover-systent,
"cps-mani pul ati on", "cps-danmage", "avail ability-data",
"availability-account", "avail ability-service"
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"avail ability-systent, "damaged-systent, "damged- dat a",
"breach-proprietary", "breach-privacy", "breach-credential "
"breach-configuration”,"integrity-data"
"integrity-configuration","integrity-hardware",
"traffic-redirection","nonitoring-traffic","nonitoring-host",
"policy", "unknown", "ext-val ue"]},
"ext-type": {"type": "string"},
"Description": {"type": "array","items": {"type": "string"}}},
"required": ["type"],
"addi tional Properties": false},
"Busi nessl npact": {
"type": "object",
"properties": {
"severity": {

"enuni:["none", "l ow', "nediunt, "high", "unknown", "ext -val ue"]},
"ext-severity": {"type":"string"},
"type": {

"enuni': ["breach-proprietary", "breach-privacy", "breach-credential "
"l oss-of-integrity","l oss-of-service","theft-financial"
"theft-service", "degraded-reputation", "asset-damage"
"asset-mani pul ation", "l egal ", "extortion","unknown",

"ext-val ue"]},
"ext-type": {"type": "string"},
"Description": {"type": "array","itenms": {"type": "string"}}},
"required": ["type"],
"additional Properties": false},
"Ti mel npact": {
"type": "object",
"properties": {
"val ue": {"type": "nunber"},
"severity": {"enum: ["low',"mediunt, "high"]},
"metric": {"enum: ["labor","el apsed", "downtine", "ext-value"]},
"ext-metric": {"type": "string"},
"duration": {"$ref":"#/definitions/duration"},
"ext-duration": {"type": "string"}},
"required": ["netric"],
"additional Properties": false},
"Monet aryl mpact": {
"type": "object",
"properties": {
"val ue": {"type": "number"},
"severity": {"enum':["low', "medi unt, "high"]},
"currency": {"type": "string"}},
"required": [],
"additional Properties”: false},
"Confidence": {
"type": "object",
"properties": {
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"value": {"type": "nunber"},
"rating": {
"enuni': ["low', "mediun, "high", "nuneric"”, "unknown", "ext-val ue"]},
"ext-rating": {"type":"string"}},
"required": ["rating"],
"addi tional Properties": false},
"History": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/ definitions/restriction"},
"ext-restriction": {"type": "string"},
"Historylten: ({
"type": "array","itens": {"$ref": "#/definitions/H storyltem'}}},
"required": ["Hi storylten'],
"additional Properties”: false},
"Historyltent: {
"type": "object",
"properties": {
"action": {"S$ref": "#/definitions/action"},
"ext-action": {"type": "string"},
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"DateTime": {"$ref": "#/ definitions/DATETI ME"}
"IncidentID': {"$ref": "#/definitions/IncidentlD'},
"Contact": {"$ref": "#/ definitions/Contact"},
"Description": {"type": "array","items": {"type": "string"}},
"DefinedCOA": {"type": "array","itens": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": ["DateTinme","action"],
"additional Properties": false},
"BEventData": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/ definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|IDtype"},
"Description": {"type": "array","items": {"type": "string"}},
"DetectTine": {"type": "string"},
"StartTine": {"type": "string"},
"EndTine": {"type": "string"},
"RecoveryTinme": {"type": "string"},
"ReportTime": {"type": "string"},

"Contact": {

"type": "array","itens": {"$ref": "#/definitions/Contact"}},
"Di scovery": {

"type": "array","items": {"$ref": "#/ definitions/Discovery"}},
"Assessnent": {"$ref": "#/definitions/Assessnent"},
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"Met hod": {
"type": "array","itens": {"$ref": "#/definitions/Mthod"}},
"Systent: {

"type": "array","itens": {"$ref": "#/ definitions/Systeni}},
"Expectation": {

"type": "array","itens": {"$ref": "#/definitions/Expectation"}},
"Record": {"S$ref": "#/definitions/Record"},

"BEventData": {
"type": "array","itenms": {"$ref": "#/definitions/EventData"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},

"required": ["ReportTine"],
"addi tional Properties": false},

"Expect ati

"type":
"propert

on": {
"obj ect",
ies": {

"action": {"$ref":"#/definitions/action"},
"ext-action": {"type": "string"},

"sever
"restr
"ext-r
"obser
"Descr

ity": {"enunt: ["low',"nediunt, "high"]},

iction": {"$ref": "#/definitions/restriction"},
estriction": {"type": "string"},

vable-id": {"$ref": "#/definitions/IDtype"},

iption": {"type": "array","items": {"type": "string"}},

"DefinedCOA": {"type": "array","itens": {"type": "string"}},

"Start
"EndTi

Time": {"type": "string"},
me": {"type": "string"},

"Contact": {"$ref": "#/ definitions/Contact"}},
"required": [],
"addi tional Properties": false},

"Systemnt':

"type":
"propert

L
"obj ect",
ies": {

"category": {
"enuni: ["source","target","internediate","sensor","infrastructure”

"ext-val ue"]},

"ext-category": {"type": "string"},

"interface": {"type": "string"},

"spoofed": {"enum': ["unknown","yes","no"]},

"virtual": {"enum': ["yes","no","unknown"]},

"ownership": {

"enuni:["organi zation", "personal ", "partner", "custoner",

"no-rel ationshi p", "unknown", "ext -val ue"]},

"ext-ownership": {"type": "string"},

"restriction": {"$ref": "#/definitions/restriction"},

"ext-restriction": {"type": "string"},

"observable-id": {"$ref": "#/definitions/|Dtype"},

"Node": {"$ref": "#/ definitions/Node"},

"NodeRol e": {

"type": "array","itens": {"$ref": "#/definitions/NodeRole"}},
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"Service": {

"type": "array","itens": {"$ref": "#/definitions/Service"}},
"QOperatingSystent: {

"type": "array","itens": {"$ref": "#/definitions/SoftwareType"}},
"Counter": {

"type": "array","itens": {"$ref": "#/definitions/Counter"}},

"AssetID': {"type": "array","itens": {"type": "string"}},
"Description": {"type": "array","items": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},

"required": ["Node"],

"addi tional Properties": false},

"Node": {

"type": "object",

"properties": {
"Domai nData": {

"type": "array","itens": {"$ref": "#/definitions/DonmainData"}},
"Address": {
"type": "array","itens": {"$ref": "#/definitions/Address"}},

"Post al Address": {"type": "string"},
"Location": {"type": "array","items": {"type": "string"}},
"Counter": {"type": "array","itens":{"$ref":"#/definitions/Counter"}}},

"required": [],
"addi tional Properties": false},
"Address": {

"type": "object",
"properties": {
"value": {"type": "string"},
"category": {

"enuni: ["asn","atnl,"e-mail","ipv4-addr","ipv4-net",
"i pv4- net - masked", "i pv4- net - mask", "i pv6-addr", "i pv6- net",
"i pv6- net - masked", "mac", "site-url", "ext-value"]},
"ext-category": {"type": "string"},
"vl an-nane": {"type": "string"},
"vlan-nunt': {"type": "integer"},

"observable-id": {"$ref": "#/definitions/IDtype"}},
"required": ["category"],
"additional Properties": false},
"NodeRol e": {
"type": "object",
"properties": {
"category": {
"enunmt':["client","client-enterprise","clent-partner","client-renote",

"client-kiosk","client-nobile","server-internal"

"server-public","ww', "mail","webmail", "nessagi ng",
"stream ng","voice","file","ftp","p2p", "nane","directory”
"credential","print","application", "database", "backup",
"dhcp", "assessnent", "source-control ", "confi g- managenent ",
"monitoring","infra","infra-firewall","infra-router",
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"infra-switch", "canmera", "proxy","renote-access", "l og"
"virtualization","pos", "scada", "scada-supervisory",
"si nkhol e", "honeypot ", "anonyzation", "c2-server",
"mal war e-di stribution","drop-server","hot-point","reflector",
"phi shing-site", "spear-phishing-site","recruiting-site",
"fraudul ent-site", "ext-value"]},
"ext-category": {"type": "string"},
"Description": {"type": "array","items": {"type": "string"}}},
"required": ["category"],
"addi tional Properties": false},
"Counter": {
"type": "object",
"properties": {
"value": {"type": "string"},
"type": {"enunm: ["count", "peak", "average", "ext-value"]},
"ext-type": {"type": "string"},
"unit": {"enunt: ["byte","nbit","packet","flow', "session","alert",
"nmessage", "event","host","site", "organi zati on", "ext-val ue"]},
"ext-unit": {"type": "string"},
"meani ng": {"type": "string"},
“duration": {"$ref":"#/ definitions/duration"},
"ext-duration": {"type": "string"}},
"required": ["type","unit"],
"addi tional Properties": false},
"Domai nData": {
"type": "object",
"properties": {
"systemstatus": {

"enuni: ["spoofed","fraudul ent","innocent-hacked"
"innocent-hijacked", "unknown", "ext-val ue"]},
"ext-systemstatus": {"type": "string"},
"domai n-status": {
"enuni: |

"reservedDel egation", "assi gnedAndActi ve", "assi gnedAndl nacti ve"
"assi gnedAndOnHol d", "revoked", "t ransf er Pendi ng", "regi st ryLock"
"registrarLock", "other", "unknown", "ext-val ue"]},

"ext-domai n-status": {"type": "string"},

"observable-id": {"$ref": "#/definitions/|Dtype"},

"Name": {"type": "string"},

" Dat eDomai nWasChecked": {"$ref": "#/ definitions/DATETI ME"}

"RegistrationDate": {"$ref": "#/ definitions/DATETI ME"}

"ExpirationDate": {"$ref": "#/ definitions/DATETI ME"}

"Rel at edDNS": {

"type": "array","itens": {"$ref": "#/definitions/ExtensionType"}},
"NameServers": {

"type": "array","itenms": {"$ref": "#/definitions/NaneServers"}},
"Domai nCont acts": {
"type": "array","itens": {"$ref": "#/definitions/Domai nContacts"}}},
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"required": ["Nanme","system status","domain-status"],
"additional Properties": false},
"NameServers": {
"type": "object",
"properties": {
"Server": {"type": "string"},
"Address": {"type": "array","itens":{"$ref":"#/ definitions/Address"}}},
"required": ["Server","Address"],
"additional Properties”: false},
"Domai nCont acts": {
"type": "object",
"properties": {
" SameDomai nContact": {"type": "string"},
"Contact": {"type": "array","items":{"$ref":"#/definitions/Contact"}}},
"required": ["Contact"],
"addi tional Properties": false},
"Service": {
"type": "object",
"properties": {

"ip-protocol": {"type": "integer"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"ServiceNane": {"$ref": "#/ definitions/ServiceNane"},

"Port": {"type": "integer"},
"Portlist": {"$ref": "#/ definitions/PORTLIST"},
"ProtoCode": {"type": "integer"},
"ProtoType": {"type": "integer"},
"ProtoField": {"type": "integer"},
"ApplicationHeader": {"$ref": "#/definitions/ApplicationHeader"},
"Emai |l Data": {"$ref": "#/definitions/EnailData"},
"Application": {"$ref": "#/definitions/SoftwareType"}},
"required": [],
"additional Properties": false},
"Servi ceNanme": {
"type": "object",
"properties": {
"I ANAService": {"type": "string"},
"URL": {"type": "array","itens": {"$ref": "#/definitions/URLtype"}},
"Description": {"type": "array","items": {"type": "string"}}},
"required": [],
"addi tional Properties": false},
"ApplicationHeader": {
"type": "object",
"properties": {
"ApplicationHeaderField": {
"type": "array","itens": {"$ref": "#/ definitions/ExtensionType"}}},
"required": ["ApplicationHeaderField"],
"addi tional Properties": false},
"Emai | Data": {
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"type": "object"
"properties": {
"observable-id": {"$ref": "#/definitions/|Dtype"},
"Emai |l To": {"type": "array","itens": {"type": "string"}},
"Emai |l Fron': {"type": "string"},
"Emai |l Subj ect”: {"type": "string"},
"Emai |l X-Mailer": {"type": "string"},
"Emai | Header Fi el d": {
"type": "array","itens": {"$ref": "#/definitions/ExtensionType"}},
"Emai | Headers": {"type": "string"},
"Emai | Body": {"type": "string"},
"Emai | Message": {"type": "string"},
"HashDat a": {
"type": "array","itenms": {"$ref": "#/definitions/HashData"}},
"Si gnatureData": {

"type": "array","itens": {"$ref": "#/ definitions/SignaturebData"}}},
"required": [],
"addi tional Properties": false},
"Record": {

"type": "object",

"properties”:{
"restriction": {"$ref": "#/ definitions/restriction"},
"ext-restriction": {"type": "string"},
"RecordData {

"type": "array","itens": {"$ref": "#/definitions/RecordData"}}},
"required":["Recordbata"],
"additional Properties”: false},
"RecordData": {

"type": "object",

"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"DateTime": {"$ref": "#/ definitions/DATETI ME"}
"Description": {"type": "array","itens": {"type": "string"}},
"Applicadtion": {"$ref": "#/definitions/SoftwareType"},
"RecordPattern": {

"type": "array","itens": {"$ref": "#/definitions/RecordPattern"}},
"Recordltent: {

"type": "array","itens": {"$ref": "#/definitions/ExtensionType"}},
"URL": {

"type": "array","itens": {"$ref": "#/definitions/URLtype"}},
"FiIeData"' {

"type": "array","items": {"$ref": "#/definitions/FileData"}},
VVndomsReglstryKeysNbdlfled {

"type": "array",

"itens": {"$ref": "#/definitions/ WndowsRegi stryKeyshMdified"}},
"CertificateData": {
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"type": "array","itens": {"$ref": "#/definitions/CertificatebData"}},
"Addi tional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],
"additional Properties": fal se

}

RecordPattern": {
"type": "object",
"properties": {
"value": {"type": "string"},
"type": {"enunt: ["regex","binary","xpath", "ext-value"]},
"ext-type": {"type": "string"},
"offset": {"type": "integer"},
"of fsetunit": {"enum':["line","byte", "ext-value"]},
"ext-of fsetunit": {"type": "string"},
"instance": {"type": "integer"}},
"required": ["type"],
"addi tional Properties": false},
"W ndowsRegi stryKeyshodi fied": {
"type": "object",
"properties": {
"observabile-id": {"$ref": "#/ definitions/|Dtype"},
"Key": {"type": "array","itens": {"$ref": "#/definitions/Key"}}},
"required": ["Key"],
"addi tional Properties": false},
"Key": {
"type": "object",
"properties": {
"registryaction": {"enunt: ["add-key", "add-val ue", "del et e-key",
"del et e-val ue", "nodi fy-key", "nodi fy-val ue"
"ext-val ue"]},
"ext-registryaction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|Dtype"},
"KeyNane": {"type":"string"},
"KeyVal ue": {"type": "string"}},
"required": ["KeyNane"],
"addi tional Properties": false},
"CertificateData": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/|IDtype"},
"Certificate": {
"type": "array","itens": {"$ref": "#/definitions/Certificate"}}},
"required": ["Certificate"],
"addi tional Properties": false},
"Certificate": {
"type": "object",
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"properties": {
"observable-id": {"$ref": "#/definitions/|Dtype"},
" X509Dat a": {type: "string"},
"Description": {"type": "array","itens": {"type": "string"}}},
"required": ["X509Data"],
"addi tional Properties": false},
"FileData": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/ definitions/restriction"},
"ext-restriction": {"type": "string"},
"observable-id": {"$ref": "#/definitions/IDtype"},
"File": {"type": "array","itens": {"$ref": "#/definitions/File"}}},
"required": ["File"],
"additional Properties”: false},
"File": {
"type": "object",
"properties": {
"FileName": {"type": "string"},
"FileSize": {"type": "integer"},
"Fil eType": {"type": "string"},
"URL": {"type": "array","itens": {"$ref": "#/definitions/URLtype"}},
"HashData": {"$ref": "#/ definitions/HashData"},
"SignaturebData": {"$ref": "#/definitions/SignaturebData"},
"Associ atedSof tware": {"$ref": "#/definitions/SoftwareType"},
"FileProperties": {
"type": "array","itens": {"$ref": "#/ definitions/ExtensionType"}}},
"required": [],
"addi tional Properties": false},
"HashData": {
"type": "object",
"properties": {
"scope": {"enuni: ["file-contents","file-pe-section","file-pe-iat",
"file-pe-resource","fil e-pdf-object”,"ennil-hash",
"emai | - hash- header", "enui | - hash- body"]},
"HashTargetI D': {"type": "string"},
"Hash": {"type": "array","items": {"$ref": "#/definitions/Hash"}},
"FuzzyHash": {
"type": "array","itens": {"$ref": "#/definitions/FuzzyHash"}}},
"required": ["scope"],
"addi tional Properties": false},
"Hash":
"type": "object",
"properties": {
"Di gest Met hod": {"type": "string"},
"Di gestVal ue": {"type": "string"},
"Canoni cal i zati onMet hod": {},
"Application": {"$ref": "#/definitions/SoftwareType"}},

Takahashi & Suzuki Expires May 14, 2018 [ Page 51]



Internet-Draft JSON- | ODEF Novenmber 2017

"required": ["Di gestMethod", "D gestVal ue"],
"additional Properties": false},
"FuzzyHash": {
"type": "object",
"properties": {
"FuzzyHashVal ue": ({

"type": "array","itens": {"$ref": "#/definitions/ExtensionType"}},
"Application": {"$ref": "#/definitions/SoftwareType"},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},

"required": ["FuzzyHashVal ue"],

"addi tional Properties": false},
"SignaturebData": {

"type": "object",

"properties": {

"Signature": {"type": "array","items": {"type": "string"}}},
"required": ["Signature"],
"addi tional Properties": false},

"I'ndicator": {
"type": "object",
"properties": {

"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"IndicatorID': {"$ref": "#/ definitions/IndicatorlD'},

"AlternativelndicatorlD': {

Iltypell: n a.r.r.a.yll,

"itens": {"$ref": "#/definitions/AternativelndicatorlD'}},
"Description": {"type": "array","items": {"type": "string"}},
"StartTinme": {"$ref": "#/definitions/DATETI ME"}

"EndTinme": {"$ref": "#/ definitions/DATETI ME"}
"Confidence": {"$ref": "#/definitions/Confidence"},

"Contact": {

"type": "array","itens": {"$ref": "#/definitions/Contact"}},
"Qoservable": {"$ref": "#/definitions/Cbservable"},
"Cbservabl eRef erence": {"$ref": "#/ definitions/Observabl eReference"},
"I ndi cat or Expression": {"$ref": "#/ definitions/I|ndicatorExpression"},
"I ndi catorReference": {"$ref": "#/definitions/IndicatorReference"},
"NodeRol e": {

"type": "array","itens": {"$ref": "#/definitions/NodeRole"}},
"AttackPhase": {

"type": "array","itenms": {"$ref": "#/definitions/AttackPhase"}},
"Reference": {
"type": "array","itens": {"$ref": "#/definitions/Reference"}},

"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": ["IndicatorlD'],
"additional Properties”: false},
"IndicatorI D': {
"type": "object",
"properties": {
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"id": {"type": "string"},
"name": {"type": "string"},
"version": {"type": "string"}},
"required": ["nanme","version"],
"addi tional Properties": false},
"AlternativelndicatorlD': {
"type": "object",
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"I ndi cat or Ref erence": {
"type": "array",
"itens": {"$ref": "#/definitions/IndicatorReference"}}},
"required": ["IndicatorReference"],
"additional Properties”: false},
"Cbservabl e": {
"type": "object",
"properties": {
"restriction": {"$ref": "#/definitions/restriction"},
"ext-restriction": {"type": "string"},
"Systeni: {"$ref": "#/ definitions/Systeni},
"Address": {"$ref": "#/ definitions/Address"},

"Domai nData": {"$ref": "#/definitions/DomainData"},
"Emai | Data": {"$ref": "#/definitions/EmailData"},
"Service": {"$ref": "#/definitions/Service"},

"W ndowsRegi stryKeyshodi fied": {

"$ref": "#/ definitions/WndowsRegi stryKeyshbdi fied"},
"FileData": {"$ref": "#/definitions/FileData"},
"CertificateData": {"$ref": "#/ definitions/CertificateData"},
"Regi stryHandl e": {"$ref": "#/ definitions/RegistryHandl e"},
"Record": {"S$ref": "#/definitions/Record"},

"EventData": {"$ref": "#/definitions/EventData"},
"Incident": {"$ref": "#/definitions/Incident"},
"Expectation": {"$ref": "#/ definitions/Expectation"},
"Reference": {"$ref": "#/definitions/Reference"},
"Assessnent": {"$ref": "#/definitions/Assessnent"},
"DetectionPattern": {"$ref": "#/ definitions/DetectionPattern"},
"Historyltem': {"$ref": "#/definitions/H storylten'},
"Bul kQbservable": {"type": "string"},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},

"required": [],

"addi tional Properties": false},

"Bul kCbservabl e": {
"type": "object",
"properties": {

"type": {"enunt: ["asn","atnl,"e-mail","ipv4-addr","ipv4-net",
"i pv4- net - mask", "i pv6-addr","i pv6-net","i pv6- net - mask", " nac",
"site-url","domai n-nane", "domai n-to-i pv4", "domai n-t o-i pv6"
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"domai n-to-i pv4-tinmestanmp", "domai n-to-i pv6-tinestanp"”,

"ipv4-port","ipve-port","w ndows-reg-key","fil e-hash"
"email -x-mailer”,"email - subj ect”, "http-user-agent",
"http-request-url","nmutex","file-path", "user-nane",

"ext-val ue"]},
"ext-type": {"type": "string"},
"Bul kCbservabl eFormant": {"$ref": "#/ defi nitions/Bul kCbservabl eFormat"},
"Bul kQbservabl eList": {"type": "string"},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],
"addi tional Properties": false},
"Bul kQbservabl eFormat": {
"type": "object",
"properties": {
"Hash": {"$ref": "#/definitions/Hash"},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],
"addi tional Properties": false},
"I ndi cat or Expression": {
"type": "object",
"properties": {
"operator": {"enuni: ["not","and","or","xor"]},
"ext-operator": {"type": "string"},
"I ndi cat or Expression": {
"type": "array",

"itens": {"$ref": "#/definitions/lndicatorExpression"}},
"Cbservabl e": {
"type": "array","itens": {"$ref": "#/definitions/Cbservable"}},

"Cbservabl eRef erence": {

"type": "array",

"itens": {"$ref": "#/definitions/ Cbservabl eReference"}},
"I ndi cat or Ref erence": {

"type": "array",

"items": {"$ref": "#/definitions/IndicatorReference"}},
"Addi tional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": [],

"additional Properties": false},
"(bservabl eRef erence": {
"type": "object",
"properties": {"uid-ref": {"type": "string"}},
"required": ["uid-ref"],
"addi tional Properties": false},
"I ndi cat or Ref erence": {
"type": "object",
"properties": {
"uid-ref": {"type": "string"},
"euid-ref": {"type": "string"},
"version": {"type": "string"}},
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"required": [],
"additional Properties": false},
"AttackPhase": {

"type": "object",

"properties": {
"AttackPhasel D': {"type": "array","itens": {"type": "string"}},
"URL": {"type": "array","itens": {"$ref": "#/definitions/URLtype"}},
"Description": {"type": "array","items": {"type": "string"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},

"required": [],
"addi tional Properties": false}},
“title": "1 ODEF-Docunent",

"description": "JSON schenma for | ODEF-Docunment class",
"type": "object",
"properties": {

"version": {"type": "string"},

"lang": {"$ref": "#/ definitions/lang"},

"format-id": {"type": "string"},

"private-enum nane": {"type": "string"},
"private-enumid": {"type": "string"},
"Incident”: {
"type": "array","itenms": {"$ref": "#/definitions/Incident"}},
"Additional Data": {"$ref":"#/ definitions/ExtensionTypeList"}},
"required": ["version","lIncident"],

"addi tional Properties": false}
Figure 1: JSON schema
7. Acknow edgenents
TBD.
8. | ANA Consi derati ons
This meno includes no request to | ANA
9. Security Considerations

This meno does not provide any further security considerations than
the one described in RFC 7970 [ RFC7970].
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