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Abst ract

Thi s docunent describes a YANG library that provides infornmation
about the YANG nodul es, datastores, and datastore schemas used by a
net wor k managenent server. Sinple caching nechanisns are provided to
allowclients to minimze retrieval of this information. This
version of the YANG library supports the Network Managenent Datastore
Architecture by listing all datastores supported by a network
managenment server and the schema that is used by each of these

dat ast or es.

Thi s docunent obsol etes RFC 7895.
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 20, 2019.
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Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

There is a need for a standard mechanismto expose whi ch YANG nodul es
[ RFC7950], datastores and datastore schemas [ RFC8342] are in use by a
net wor K nmanagenent server

Thi s docunent defines the YANG nodul e "ietf-yang-library" that
provides this information. This version of the YANG library is
conpatible with the Network Managenent Datastore Architecture (NVDA)
[ RFC8342]. The previous version of the YANG library, defined in

[ RFC7895], is not conpatible with the NVDA since it assumes that al
dat astores have exactly the sane schema. This is not necessarily
true in the NVDA since dynam c configuration datastores nmay have
their own datastore schenma. Furthernore, the operational state
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dat astore may support non-configurabl e YANG nodules in addition to
t he YANG nodul es supported by conventional configuration datastores.

The old YANG library definitions have been retained (for backwards
conpatibility reasons) but the definitions have been nmarked as
deprecated. For backwards conpatibility, an NVDA-supporting server
SHOULD popul ate the deprecated "/nodul es-state" tree in a backwards-
compati bl e manner. The new "/yang-library" tree would be ignored by
| egacy clients, while providing all the data needed for NVDA-aware
clients, which would thensel ves ignore the "/nodul es-state" tree.
The recomended approach to popul ate "/ nodul es-state" is to report
the schema for YANG nodul es that are configurable via conventiona
configuration datastores and for which config fal se data nodes are
returned via a NETCONF <get > operation, or equivalent.

The YANG library information can be different on every server and it
can change at runtime or across a server reboot. |If a server

i mpl ements nultiple network management protocols to access the
server’'s datastores, then each such protocol may have its own
conceptual instantiation of the YANG library.

If a large nunber of YANG nodules are utilized by a server, then the
YANG library contents can be relatively large. Since the YANG
library contents changes very infrequently, it is inportant that
clients be able to cache the YANG |library contents and easily
identify whether their cache is out of date.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
The following terns are defined in [ RFC7950] :
o nodul e
0 subnodul e
o data node

Thi s docunment uses the phrase "inplenenting a nodul e" as defined in
[ RFC7950] Section 5.6.5.

The following terns are defined in [ RFC8342]:
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0o datastore

0 datastore schema

o configuration

o configuration datastore

0 conventional configuration

o0 conventional configuration datastore
0 operational state

0 operational state datastore

o dynam c configuration datastore

o client and server

The following terms are used within this docunent:

0 YANG library: A collection of YANG nodul es, subnodul es,
dat astores, and datastore schenas used by a server

0 YANG library content identifier: A server-generated identifier of
the contents of the YANG |library.

Tree diagrans used in this docunent use the notation defined in
[ RFC8340] .

bj ecti ves

The following information is needed by a client application (for each

YANG nodule in the library) to fully utilize the YANG data nodeling
| anguage:

o nane: The nane of the YANG nodul e.

o revision: If defined in the YANG nodul e or subnodul e, the revision

is derived fromthe nbst recent revision statenent within the
nodul e or subnodul e.

o subnodule list: The nanme, and if defined, revision of each
subnodul e used by the nodul e nust be identified

o feature list: The nanme of each YANG feature supported by the
server, in a given datastore schemn, nust be identified.
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0o deviation list: The nane of each YANG nodul e with deviation
statenments affecting a given YANG nodule, in a given datastore
schemn, nust be identified.

In addition, the following information is needed by a client
application for each datastore supported by a server:

o identity: The YANG identity for the datastore.

o schema: The schema (i.e., the set of nodul es) inplenented by the
dat ast or e.

In order to select one out of several possible data nodel designs,
the following criteria were used:

1. The information nust be efficient for a client to consune. Since
the size of the YANG |ibrary can be quite large, it should be
possible for clients to cache the YANG library information.

2. A dynanic configuration datastore nust be able to inplenent a
nmodul e or feature that is not inplenmented in the conventiona
configuration datastores.

3. It must be possible to not inplenment a nodule or feature in
<operational > even if it is inplenmented in sone other datastore.
This is required for transition purposes; a server that wants to
i npl ement <operational > should not have to inplenent all nodul es
at once.

4. A given nodule can only be inplemented in one revision in al
datastores. |If a nodule is inplenmented in nore than one
datastore, the sane revision is inplenented in all these
dat ast ores.

5. Multiple revisions can be used for inport, if inport-by revision
is used.

6. It nust be possible to use the YANG library by schema nount
[1-D.ietf-netnod-schema-nount].

3. YANG Library Data Mdel
The "ietf-yang-library" YANG nodul e provi des information about the
nmodul es, subnodul es, datastores, and datastore schemas supported by a

server. Al data nodes in "ietf-yang-library" are "config fal se”
and thus only accessible in the operational state datastore.
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Figure 1

The conceptual nodel of the YANG library is depicted in Figure 1.

Fol  owi ng the NVDA, every datastore has an associ ated datastore
schena. A datastore schema is a union of nodule sets and every
nmodul e set is a collection of nodul es and subnodul es, including the
nodul es and subnodul es used for inports. Note that multiple
datastores may refer to the sane datastore schema. Furthernore, it
is possible that individual datastore schemas share nodul e sets. A
comon use case is the operational state datastore schema which is a
superset of the schema used by conventional configuration datastores.

Below is the YANG Tree Diagramfor the "ietf-yang-Ilibrary" nodul e,
excl udi ng the deprecated "nodul es-state" tree:
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nodul e: ietf-yang-library
+--ro yang-library
+--ro nodul e-set* [nane]
| +--ro nane string
| +--ro nodul e* [nane]
| | +--ro nane yang: yang-i dentifier
| | +--ro revision? revision-identifier
| | +--ro namespace inet:uri
| | +--ro location* inet:uri
| | +--ro subnodul e* [nane]
| | | +--ro nane yang: yang-identifier
| | | +--ro revision? revision-identifier
| | | +--ro location* inet:uri
| | +--ro feature* yang: yang-identifier
| | +--ro deviation* -> ../../nodul e/ name
| +--ro inport-only-nodul e* [nane revision]
| +--ro0 hane yang: yang-identifier
[ +--ro revision uni on
| +--ro0 hanmespace i net:uri
| +--ro | ocation* inet:uri
| +--ro subnodul e* [ nane]
[ +--ro nane yang: yang-identifier
| +--ro0 revision? revision-identifier
[ +--ro |l ocation* inet:uri
+--ro schema* [ nane]
| +--ro name string
| +--ro nodul e-set* -> ../../nodul e-set/nane
+--ro datastore* [nane]
| +--ro name ds: dat astore-ref
| +--ro schenma -> ../../schenma/ nanme
+--ro content-id string
notifications:
+---n yang-library-update
+--ro content-id -> /yang-library/content-id
The "/yang-library" container holds the entire YANG library. The

o The "/yang-library/ nodul e-set" contains entries representing

nmodul e sets. The list "/yang-|ibrary/nodul e-set/ nodul e"
enuner ates the nodul es that belong to the nodul e set.
listed together with its submodules (if any),

A nodule is
a set of features,

and any devi ation nodul es. The |i st
i mport-only-nodul e |ists al
only for inports.
at the server’s discretion.

Bi erman, et al

The assignment of a nodule to a nodul e-set

Expi res Apri

"/yang-I|ibrary/ nmodul e-set/
nmodul es (and their subnodul es) used
is
This revision of the YANG library
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attaches no semantics as to which nodul e-set a nodule is |listed

in.

o The "/yang-library/schema" |ist contains an entry for each
dat astore schenma supported by the server. Al conventiona
configuration datastores use the same "schema" list entry. A

dynani c configuration datastore may use a different datastore
schema fromthe conventional configuration datastores, and hence
may require a separate "schemn" entry. A "schema" entry has a
leaf-l1ist of references to entries in the "nmodul e-set” list. The
schena consists of the union of all nodules in all referenced
nodul e sets.

o The "/yang-library/datastore"” list contains one entry for each
dat astore supported by the server, and it identifies the datastore
schena associated with a datastore via a reference to an entry in

the "schema" list. Each supported conventional configuration
datastore has a separate entry, pointing to the sane "schema" |ist
el ement .

o The "/yang-library/content-id" |eaf contains the YANG |library
content identifier, which is an inplenentation-specific identifier
representing the current information in the YANG |ibrary on a
specific server. The value of this |eaf MJST change whenever the
information in the YANG library changes. There is no requirenent
that the sane information always results in the sane "content-id"
value. This leaf allows a client to fetch all schema information
once, cache it, and only refetch it if the value of this |eaf has
been changed. |If the value of this |eaf changes, the server also
generates a "yang-library-update" notification

Note that for a NETCONF server inplenenting the NETCONF extensions to
support the NVDA [I-D.ietf-netconf-nnda-netconf], a change of the
YANG library content identifier results in a new value for the :yang-
library:1.1 capability defined in [I-D.ietf-netconf-nnda-netconf].
Thus, if such a server inplements NETCONF notifications [ RFC5277],
and the notification "netconf-capability-change" [RFC6470], a

"net conf -capability-change" notification is generated whenever the
YANG library content identifier changes.

4. YANG Li brary YANG Modul e

The "ietf-yang-library" YANG nodul e inports definitions from
"ietf-yang-types" and "ietf-inet-types" defined in [RFC6991] and from
"ietf-datastores" defined in [RFC8342]. Wile the YANG nodule is
defined using YANG version 1.1, the YANG |ibrary supports the YANG
nmodul es witten in any version of YANG
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RFC Ed.: update the date below with the date of RFC publication and
renove this note.

<CODE BEG NS> file "ietf-yang-library@018-10-16. yang"

nmodul e ietf-yang-library {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm:ns:yang:ietf-yang-library";
prefix "yanglib";

i mport ietf-yang-types {

prefix yang;

reference "RFC 6991: Conmon YANG Data Types.";
}
inmport ietf-inet-types {

prefix inet;

reference "RFC 6991: Conmon YANG Data Types.";

}
import ietf-datastores {

prefix ds;

reference "RFC 8342: Network Managenent Datastore Architecture.”;
}

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>

Aut hor : Andy Bi erman
<mai | t 0: andy @ unmawor ks. cone

Aut hor : Martin Bjorkl und
<mailto: nmbj @ail-f.conp

Aut hor : Juer gen Schoenwael der
<mai |t o:j . schoenwael der @ acobs- uni versity. de>

Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >

Aut hor : Rob W ton
<mai lto:rwilton@i sco. conp";

description

"This nodul e provides information about the YANG nodul es,
dat astores, and datastore schenas used by a network
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managenent server.

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

/1l RFC Ed.: update the date below with the date of RFC publication
/1 and renove this note.
/'l RFC Ed.: replace XXXX with actual RFC nunber and renmove this
/1 note.
revi sion 2018-10-16 {
description
"Added support for nultiple datastores according to the
Net wor k Managenent Datastore Architecture (NVDA).";
ref erence
"RFC XXXX: YANG Library.";
}

revisi on 2016-04-09 {
description
"Initial revision.";
ref erence
"RFC 7895: YANG Modul e Library.";
}

/*
* Typedefs
*/

typedef revision-identifier {

type string {
pattern '\d{4}-\d{2}-\d{2}";
}

description
"Represents a specific date in YYYY-MWDD format.";
}

/*
* & oupi ngs
*/
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groupi ng nmodul e-identification-leafs {
description
"Parameters for identifying YANG nodul es and subnodul es. ™

| eaf nane {
type yang:yang-identifier;
mandat ory true
description
"The YANG nodul e or submodul e nane.";
}
| eaf revision {
type revision-identifier
description
"The YANG nodul e or subnodul e revision date. |f no revision
statement is present in the YANG nodul e or subnodule, this
leaf is not instantiated.";
}
}

groupi ng |l ocation-leaf-list {
description
"Common | ocation |eaf |ist paranmeter for nodul es and
subnodul es. ";

| eaf-1ist location {
type inet:uri;
description
"Contains a URL that represents the YANG schema
resource for this nodul e or subnodul e.

This leaf will only be present if there is a URL
available for retrieval of the schema for this entry.";
}
}

groupi ng nodul e-i npl enent ati on- parameters {
description
"Parameters for describing the inplementation of a nodule."”;

leaf-list feature {
type yang: yang-identifier;
description
"List of all YANG feature nanmes fromthis nodule that are
supported by the server, regardl ess whether they are defined
in the nodule or any included subnodul e.”

| eaf-1ist deviation {
type leafref {

Bi erman, et al. Expires April 20, 2019 [ Page 11]



Internet-Draft YANG Li brary Cct ober 2018

path "../../nodul e/ nane";
}
description
"List of all YANG deviation nodul es used by this server to
nmodi fy the conformance of the nodul e associated with this
entry. Note that the sane nodul e can be used for deviations
for multiple nodules, so the same entry MAY appear w thin
multiple 'nmodul e’ entries.

This reference MUST NOT (directly or indirectly)
refer to the nodul e bei ng devi at ed.

Robust clients may want to nmake sure that they handle a
situation where a nodul e deviates itself (directly or
indirectly) gracefully.”
}
}

groupi ng nodul e-set-paraneters {
description
"A set of paraneters that describe a nodule set.”

| eaf nane {
type string;
description
"An arbitrary name of the nodule set.";

list nodule {

key "nane";

description
"An entry in this list represents a nodul e i npl enented by the
server, as per RFC 7950 section 5.6.5, with a particul ar set
of supported features and deviations.”

ref erence
"RFC 7950: The YANG 1.1 Data Mbddel i ng Language.";

uses nodul e-identification-I|eafs;
| eaf nanespace {
type inet:uri;
mandat ory true
description
"The XML nanespace identifier for this nodule.";

}

uses |location-leaf-Ilist;

list subnodul e {
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key "nane";
description
"Each entry represents one subnodule within the
parent nodule.";
uses nodul e-identification-Ieafs;
uses location-leaf-1list;

}

uses nodul e-i npl ement ati on- par anet ers;
}
list inmport-only-nodule {
key "nane revi sion"
description
"An entry in this list indicates that the server inports
reusabl e definitions fromthe specified revision of the
nmodul e, but does not inplenment any protocol accessible
objects fromthis revision

Multiple entries for the same nodul e nane MAY exist. This
can occur if multiple nodules inmport the sane nodul e, but
specify different revision-dates in the inport statements.”

| eaf nane {
type yang: yang-identifier;
description
"The YANG nodul e nane.";
}
| eaf revision {
type union {
type revision-identifier
type string {
| ength O;
}
}

description
"The YANG nodul e revision date.
A zero-length string is used if no revision statenent
is present in the YANG nodule.”
}
| eaf nanespace {
type inet:uri;
mandat ory true
description
"The XML nanespace identifier for this nodule.";

}

uses location-leaf-I|ist;
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list subnmodul e {
key "nane";
description
"Each entry represents one subnodule within the
parent nodule.";

uses nodul e-identification-I|eafs;
uses |location-leaf-1list;
}
}
}

groupi ng yang-library-paraneters {
description
"The YANG library data structure is represented as a groupi ng
so it can be reused in configuration or another nonitoring
data structure.";

l'ist nmodul e-set {
key nane;
description
"A set of nodul es that may be used by one or nore schensas.

A nodul e set does not have to be referentially conplete,
i.e., it may define nodules that contain inport statenents
for other nodul es not included in the nodule set."

uses nodul e-set - par anet ers;

}

list schema {
key "nane";
description
"A datastore schena that nay be used by one or nore
dat ast or es.

The schema nust be valid and referentially conplete, i.e.
it must contain nmodules to satisfy all used inport
statements for all nodul es specified in the schema.”;

| eaf nane {
type string;
description
"An arbitrary name of the schema.";

| eaf -1ist nodul e-set {

type leafref {
path "../../nodul e-set/nane";
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}

description
"A set of npdul e-sets that are included in this schenn.
If a non inport-only nodule appears in nultiple nodule
sets, then the nodul e revision and the associ ated features
and devi ati ons nust be identical.";

}

}

list datastore {
key "nane";

description
"A datastore supported by this server

Each datastore indicates which schema it supports.

The server MUST instantiate one entry in this list per
specific datastore it supports.

Each datstore entry with the sane datastore schema SHOULD
reference the same schenma.”;

| eaf nane {
type ds: datastore-ref;
description
"The identity of the datastore.";

| eaf schema {
type leafref {
path "../../schema/ nanme";

mandat ory true;

description
"A reference to the schema supported by this datastore.
Al'l non inport-only nodul es of the schema are inplenented
with their associated features and deviations.";

}
}
}

/*
* Top-|evel container
*/

contai ner yang-library {
config fal se
description
"Cont ai ner holding the entire YANG |ibrary of this server."
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uses yang-library-paraneters;

| eaf content-id {
type string;
mandat ory true
description
"A server-generated identifier of the contents of the
"yang-library’ tree. The server MIJST change the val ue of
this leaf if the information represented by the
"yang-library’ tree, except 'yang-library/content-id , has

changed. ";
}
}
/*
* Notifications
*/

notification yang-Ilibrary-update {
description
"CGenerated when any YANG library information on the
server has changed.";

| eaf content-id {
type leafref {
path "/yanglib:yang-library/yanglib:content-id";

mandat ory true
description
"Contains the YANG |ibrary content identifier for the updated
YANG library at the tine the notification is generated.";
}
}

/*
* Legacy groupi ngs
*/

groupi ng nodul e-1ist {
status deprecated;
description
"The nmodul e data structure is represented as a grouping
so it can be reused in configuration or another nonitoring
data structure.";

groupi ng comon- | eafs {

status deprecated;
description
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"Common paraneters for YANG nodul es and subnodul es. ™

| eaf nane {
type yang:yang-identifier;
status deprecated;
description
"The YANG nodul e or submodul e nane.";
}
| eaf revision {
type union {
type revision-identifier
type string {
| ength O;
}
}

status deprecated;
description
"The YANG nodul e or subnodul e revision date.
A zero-length string is used if no revision statenent
is present in the YANG nodul e or subnodule.”;

}
}
groupi ng schena-1|eaf {
status deprecated;
description
"Common schema | eaf paraneter for nodul es and subnodul es.”
| eaf schema {
type inet:uri;
description
"Contains a URL that represents the YANG schema
resource for this nodul e or subnodul e.

This leaf will only be present if there is a URL
available for retrieval of the schenma for this entry.";

}
}

list nodule {
key "nane revision";
status deprecated;
description
"Each entry represents one revision of one nodul e
currently supported by the server.";

uses conmon-| eafs {
status deprecated;
}

uses schema-| eaf {

Bi erman, et al. Expires April 20, 2019 [ Page 17]



Internet-Draft YANG Li brary Cct ober 2018

status deprecated;

}

| eaf nanespace {
type inet:uri;
mandat ory true
status deprecated;
description
"The XML nanespace identifier for this nodule.”

leaf-list feature {
type yang:yang-identifier;
status deprecated;
description
"List of YANG feature names fromthis nodule that are
supported by the server, regardl ess whether they are
defined in the nodule or any included subnodule."”;

list deviation {
key "nane revi sion"
status deprecated;
description
"Li st of YANG devi ation nodul e names and revi si ons
used by this server to nodify the conformance of
the nmodul e associated with this entry. Note that
the sane nodul e can be used for deviations for
mul ti ple nodul es, so the sanme entry MAY appear
within nmultiple 'nodule’ entries.

The devi ation nodul e MIST be present in the 'nodul e’
list, with the sane nane and revision val ues.
The ' confornmance-type’ value will be ’inplement’ for
the deviation nodule.”
uses common-| eafs {
st at us deprecat ed;
}
}
| eaf conformance-type {
type enuneration {
enum i npl enent {
description
"Indicates that the server inplenents one or nore
prot ocol - accessi bl e obj ects defined in the YANG nodul e
identified in this entry. This includes deviation
statements defined in the nodul e.

For YANG version 1.1 nodules, there is at npst one
nodul e entry with conformance type 'inplenment’ for a
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particul ar nodul e name, since YANG 1.1 requires that
at nost one revision of a nodule is inplemented.

For YANG version 1 nodul es, there SHOULD NOT be nore
than one nodule entry for a particular nodul e nane.";
}
enum i nport {
description
"Indicates that the server inports reusable definitions
fromthe specified revision of the nodule, but does
not inplenment any protocol accessible objects from
this revision.

Multiple nodule entries for the sane nodul e nanme MAY
exist. This can occur if nultiple nodules inport the
same nodul e, but specify different revision-dates in
the inport statenents.";

}
}

mandat ory true;

status deprecated;

description
"Indicates the type of conformance the server is claimng
for the YANG nodule identified by this entry.";

list subnmodul e {
key "nane revision";
status deprecated;
description
"Each entry represents one subnodule within the
parent nodule.";
uses conmon-| eafs {
status deprecated;
}
uses schema-| eaf {
st at us deprecat ed;

}
}
}
}

/*
* Legacy operational state data nodes
*/

cont ai ner nodul es-state {

config fal se
status deprecated;
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description
"Cont ai ns YANG nmodul e nonitoring information.";

| eaf nodul e-set-id {
type string;
mandat ory true
status deprecated;
description
"Contains a server-specific identifier representing
the current set of nodul es and subnodul es. The
server MJST change the value of this leaf if the
information represented by the 'nmodul e’ list instances
has changed.";

}

uses nodul e-list {
status deprecated;
}

}

/*
* Legacy notifications
*/

notification yang-Ilibrary-change {
status deprecated;
description
"CGener at ed when the set of nodul es and subnodul es supported
by the server has changed.";
| eaf nodul e-set-id {
type leafref {
pat h "/yangli b: nodul es-stat e/yanglib: nodul e-set-id";

mandat ory true

status deprecated;

description
"Contai ns the nodul e-set-id value representing the
set of nodul es and subnodul es supported at the server
at the tine the notification is generated.”

}
<CODE ENDS>
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5.

| ANA Consi derati ons
RFC 7895 previously registered one URI in the | ETF XM registry
[ RFC3688]. This docunment takes over this registration entry nmade by
RFC 7895 and changes the Registrant to the | ESG according to
Section 4 in [ RFC3688].
URI: urn:ietf:parans: xm :ns:yang:ietf-yang-library
Regi strant Contact: The | ESG
XM.: N A the requested URI is an XML nanmespace

RFC 7895 previously registered one YANG nodul e in the "YANG Mdul e
Nanes" registry [ RFC6020] as foll ows:

nane: ietf-yang-library

namespace: urn:ietf:parans: xm:ns:yang:ietf-yang-library
prefix: yanglib

r ef erence: RFC 7895

This docunent takes over this registration entry nade by RFC 7895.
Security Considerations

The YANG nodul e specified in this docunment defines a schema for data
that is accessed by network managenent protocols such as NETCONF

[ RFC6241] or RESTCONF [ RFCB8040]. The |owest NETCONF | ayer is the
secure transport |ayer, and the mandatory-to-inplenent secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The NETCONF access control nodel [RFC8341] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

The "/yang-library" subtree of the YANG library may help an attacker
identify the server capabilities and server inplenentations wth
known bugs since the set of YANG nodul es supported by a server nmay
reveal the kind of device and the manufacturer of the device.
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8.

8.

Al 't hough sonme of this information may be available to all NETCONF
users via the NETCONF <hel |l o> nmessage (or sinilar messages in other
managenent protocols), this YANG nodul e potentially exposes

addi tional details that could be of sone assistance to an attacker.
Server vulnerabilities nmay be specific to particular nodul es, nodul e
revisions, nodule features, or even nodul e deviations. For exanple,
if a particular operation on a particular data node is known to cause
a server to crash or significantly degrade device performance, then
the module list information will help an attacker identify server

i npl ementations with such a defect, in order to |launch a denial -of -
service attack on the device
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Sunmary of Changes from RFC 7895

Thi s docunment updates [RFC7895] in the follow ng ways:

0 Renanmed document title from"YANG Mdul e Library" to "YANG
Li brary".
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0 Added a new top-level "/yang-library" container to hold the entire
YANG | i brary providing informati on about nodul e sets, schemas, and
dat ast or es.

0o Refactored the "/nodul es-state" container into a new

"/yang-library/ modul e-set" |ist.
0 Added a new "/yang-library/schema" list and a new "/yang-library/
datastore” |ist.

0 Added a set of new groupings as replacenents for the deprecated
groupi ngs.

0 Added a "yang-library-update" notification as a replacenent for
the deprecated "yang-1library-change"” notification

0 Deprecated the "/nodul es-state" tree.

0 Deprecated the "/nodule-list" grouping.

0 Deprecated the "/yang-Ilibrary-change"” notification
Appendi x B. Exanple YANG Library Instance for a Basic Server

The foll owi ng exanpl e shows the YANG Li brary of a basic server

i npl ementing the "ietf-interfaces" [RFC3343] and "ietf-ip" [ RFC8344]
nmodul es in the <running> <startup> and <operational > datastores and
the "ietf-hardware" [RFC8348] nodule in the <operational > datastore.

Newl ines in | eaf values are added for formatti ng reasons.

<yang-library
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-yang-Ilibrary”
xm ns:ds="urn:ietf:parans: xnl :ns:yang:ietf-datastores">

<modul e- set >

<name>confi g- nodul es</ nanme>

<nodul e>
<name>i et f-i nt er f aces</ nane>
<revi si on>2018-01-09</revi sion> <! -- RFC Ed. update this -->
<nanespace>

urn:ietf:parans: xm :ns:yang:ietf-interfaces

</ nanespace>

</ modul e>

<nmodul e>
<nane>i et f - i p</ nane>
<revi si on>2018-01-09</revision> <!-- RFC Ed. update this -->
<nanespace>
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urn:ietf:paranms:xm:ns:yang:ietf-ip
</ nanespace>

</ nodul e>
<i nport-only-nodul e>

<nane>i et f - yang-t ypes</ nane>

<revi si on>2013- 07- 15</ revi si on>

<nanespace>
urn:ietf:parans: xm :ns:yang:ietf-yang-types

</ nanespace>

</ i nport-onl y-nodul e>
<i nport-only-nodul e>

<nane>i etf-i net-types</nane>

<revi si on>2013- 07- 15</ revi si on>

<nanespace>
urn:ietf:paranms: xm :ns:yang:ietf-inet-types

</ nanespace>

</ i nport-onl y- nodul e>
</ nodul e- set >

<nodul e-set >
<nane>st at e- nodul es</ nane>
<nodul e>

<nane>i et f - har dwar e</ nane>
<revi si on>2018- 12- 18</revi sion> <! -- RFC Ed. update this -->
<nanespace>
urn:ietf:params: xm:ns:yang:ietf-hardware
</ nanespace>

</ modul e>
<i nport-only-nodul e>

<nane>i etf-i net-types</nane>
<revi si on>2013- 07- 15</ revi si on>
<nanespace>
urn:ietf:paranms: xm:ns:yang:ietf-inet-types
</ nanespace>

</ i nport-onl y- nodul e>
<i mport - onl y- nodul e>

<name>i et f - yang-t ypes</ nanme>

<revi si on>2013- 07- 15</ revi si on>

<nanespace>
urn:ietf:parans: xn :ns:yang:ietf-yang-types

</ nanespace>

</i mport-onl y- nodul e>
<i mport - onl y- nodul e>

Bi er man,

<name>i ana- har dwar e</ nane>
<revi sion>2017-12-18</revision> <l-- RFC Ed. update this -->
<nanespace>
urn:ietf:paranms: xm :ns:yang: i ana- hardwar e
</ nanespace>
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</ i mport-onl y-nodul e>
</ nodul e- set >

<schema>
<nanme>confi g- schema</ nane>
<nmodul e- set >conf i g- nodul es</ nodul e- set >
</ schema>
<schena>
<nane>st at e- schema</ nane>
<nmodul e- set >conf i g- nodul es</ nodul e- set >
<nmodul e- set >st at e- nodul es</ nodul e- set >
</ schema>

<dat ast ore>
<name>ds: st art up</ nane>
<schema>confi g- schema</ schema>

</ dat ast or e>

<dat ast or e>
<nane>ds: r unni ng</ name>
<schema>conf i g- schenma</ schena>

</ dat ast or e>

<dat ast or e>
<nane>ds: oper at i onal </ nane>
<schenma>st at e- schenma</ schenma>

</ dat ast or e>

<cont ent -i d>75a43df 9bd56b92aacc156a2958f bel12312f b285</ cont ent-i d>

</yang-library>

Appendi x C. Exanple YANG Li brary Instance for an Advanced Server

The foll owi ng exanpl e extends the precedi ng Basic Server YANG Library
exanpl e, by using nodul es from[RFC8345] and [ RFC8349], to illustrate
a slightly nore advanced server that:

(0]

Has a nodule with features only enabled in <operational>; the
"ietf-routing nodule" is supported in <running> <startup> and
<operational > but the "multiple-ribs" and "router-id" features
are only enabled in <operational>  Hence the "router-id" |eaf may
be read but not configured.

Supports a dynanic configuration datastore "exanpl e-ds-epheneral ",
with only the "ietf-network"” and "ietf-network-topol ogy" nodul es
configurable via a notional dynam c configuration protocol

Shows an exanpl e of datastore specific deviations. The nodule
"exanpl e- vendor - har dwar e- devi ati ons" is included in the schenma for
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<operational > to renove data nodes that cannot be supported by the
server.

0 Shows how nodul e-sets can be used to organi ze rel ated nodul es
t oget her.

<yang-library
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-yang-Ilibrary"
xm ns:ds="urn:ietf:parans: xnm : ns: yang: i etf-dat ast ores”
xm ns: ex- ds- eph="ur n: exanpl e: ds- epheneral ">

<nmodul e- set >
<name>confi g- st at e- nodul es</ nanme>
<nodul e>
<name>i et f-i nt er f aces</ nane>
<revi si on>2018-01-09</revi sion> <! -- RFC Ed. update this -->
<nanespace>
urn:ietf:parans: xm:ns:yang:ietf-interfaces
</ nanespace>
</ nodul e>
<nmodul e>
<nane>i et f - i p</ nane>
<revi si on>2018-01-09</revision> <!-- RFC Ed. update this -->
<nanespace>
urn:ietf:paranms: xm:ns:yang:ietf-ip
</ nanespace>
</ nodul e>
<nmodul e>
<nane>i et f - rout i ng</ nane>
<revi si on>2018- 01- 25</revi sion> <! -- RFC Ed. update this -->
<nanespace>
urn:ietf:params: xm:ns:yang:ietf-routing
</ nanespace>
</ modul e>
<i nport-only-nodul e>
<name>i et f - yang-t ypes</ nane>
<revi si on>2013- 07- 15</ revi si on>
<nanespace>
urn:ietf:parans: xm :ns:yang:ietf-yang-types
</ nanespace>
</ i nport-onl y- nodul e>
<i nport-only-nodul e>
<name>i etf-i net-types</nanme>
<revi si on>2013- 07- 15</ revi si on>
<nanespace>
urn:ietf:parans: xm:ns:yang:ietf-inet-types
</ nanespace>
</i mport-onl y- nodul e>
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</ nodul e- set >

<nmodul e- set >
<nane>confi g- onl y- nodul es</ nane>
<modul e>
<nane>i et f - rout i ng</ name>
<revi si on>2018- 01- 25</revi sion> <l -- RFC Ed. update this -->
<nanespace>
urn:ietf:params: xm :ns:yang:ietf-routing
</ nanespace>
</ modul e>
</ modul e-set >

<nmodul e- set >
<name>dynani c- confi g- st at e- nodul es</ nanme>
<nmodul e>
<nane>i et f - net wor k</ name>
<revi sion>2017-12-18</revision> <l-- RFC Ed. update this -->
<nanespace>
urn:ietf:paramnms: xm :ns:yang:ietf-network
</ nanespace>
</ modul e>
<modul e>
<nane>i et f - net wor k-t opol ogy</ nane>
<revi sion>2017-12-18</revision> <l-- RFC Ed. update this -->
<nanespace>
urn:ietf:parans: xm :ns:yang:ietf-network-topol ogy
</ nanespace>
</ modul e>
<i nport-only-nodul e>
<name>i etf-i net-types</nanme>
<revi si on>2013- 07- 15</ revi si on>
<nanespace>
urn:ietf:parans: xm :ns:yang:ietf-inet-types
</ nanespace>
</i mport-onl y- nodul e>
</ modul e- set >

<nmodul e- set >

<nane>st at e- onl y- nodul es</ nane>

<modul e>
<name>i et f - har dwar e</ nane>
<revi si on>2018- 12- 18</revi sion> <l -- RFC Ed. update this -->
<nanespace>

urn:ietf:params: xm :ns:yang:ietf-hardware

</ nanespace>
<devi at i on>exanpl e- vendor - har dwar e- devi at i ons</ devi ati on>

</ modul e>
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<nmodul e>
<nane>i et f - r out i ng</ name>
<revi si on>2018- 01- 25</revi sion> <l -- RFC Ed. update
<nanespace>
urn:ietf:paranms: xm:ns:yang:ietf-routing
</ nanespace>
<feature>mul tiple-ribs</feature>
<f eature>router-id</feature>
</ nodul e>
<nmodul e>
<nanme>exanpl e- vendor - har dwar e- devi at i ons</ nane>
<revi si on>2018- 01- 31</revi si on>
<nanespace>
ur n: exanpl e: exanpl e- vendor - har dwar e- devi at i ons
</ nanespace>
</ modul e>
<i nport-only-nodul e>
<nane>i etf-i net-types</nane>
<revi si on>2013- 07- 15</ revi si on>
<nanespace>
urn:ietf:paranms: xm:ns:yang:ietf-inet-types
</ nanespace>
</ i nport-onl y- nodul e>
<i nport-only-nodul e>
<name>i et f - yang-t ypes</ nanme>
<revi si on>2013- 07- 15</ revi si on>
<nanespace>
urn:ietf:parans: xn :ns:yang:ietf-yang-types
</ nanespace>
</i mport-onl y- nodul e>
<i nport-only-nodul e>
<name>i ana- har dwar e</ nane>
<revi si on>2017-12-18</revi sion> <l -- RFC Ed. update
<nanespace>
urn:ietf:parans: xm :ns:yang: i ana- hardwar e
</ nanespace>
</ i mport-onl y- nodul e>
</ nodul e- set >

<schema>
<nanme>confi g- schema</ nane>
<nmodul e- set >conf i g- st at e- nodul es</ nodul e- set >
<rmodul e- set >confi g- onl y- nodul es</ nodul e- set >
</ schenma>
<schenma>
<nane>dynani c- conf i g- schema</ nane>
<nmodul e- set >dynani c- confi g- st at e- nodul es</ nodul e- set >
</ schema>
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<schema>
<name>st at e- schema</ name>
<nmodul e- set >conf i g- st at e- nodul es</ nodul e- set >
<nmodul e- set >dynani c- confi g- st at e- nodul es</ nodul e- set >
<nmodul e- set >st at e- onl y- nodul es</ nodul e- set >
</ schema>

<dat ast or e>
<name>ds: st art up</ nane>
<schema>confi g- schema</ schema>

</ dat ast or e>

<dat ast or e>
<nane>ds: r unni ng</ name>
<schema>conf i g- schenma</ schena>

</ dat ast or e>

<dat ast or e>
<nane>ex- ds- eph: ds- ephener al </ nane>
<schema>dynam c- confi g- schema</ schema>

</ dat ast or e>

<dat ast ore>
<name>ds: oper at i onal </ name>
<schenma>st at e- schema</ schema>

</ dat ast or e>

<content-i d>14782ab9bd56b92aacc156a2958f be12312f b285</ content-i d>
</yang-|ibrary>
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