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Abst ract

Thi s docunment defines a capability that allows to report

di screpanci es between nanagenent datastores in Netconf or Restconf
servers that comply with the NVDA architecture. The capability is
based on a set of RPCs that are defined as part of a YANG data nodel
and that are intended to be used in conjunction with Netconf and
Rest conf .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
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This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The revi sed Network Managenent Datastore Architecture (NVDA) [ NVDA]

i ntroduces a set of new datastores that each hold YANG defi ned data
[ RFC7950] and represent a different "viewpoint" on the data that is
mai nt ai ned by a server. New YANG datastores that are introduced

i ncl ude <i ntended>, which contains validated configuration data that
a client application intends to be in effect, and <operational >,

whi ch contains at |east conceptually operational state data (such as
statistics) as well as configuration data that is actually in effect.

NVDA introduces in effect a concept of "lifecycle" for nanagenent
data, allowing to clearly distinguish between data that is part of a
configuration that was supplied by a user, configuration data that
has actually been successfully applied and that is part of the
operational state, and overall operational state that includes both
applied configuration data as well as status and statistics.

As a result, data fromthe sane nanagenent nodel can be reflected in
multiple datastores. Cdients need to specify the target datastore to
be specific about which viewpoint of the data they want to access.
This way, an application can differentiate whether they are (for
exanple) interested in the configuration that has been applied and is
actually in effect, or in the configuration that was supplied by a
client and that is supposed to be in effect.

Due to the fact that data can propagate from one datastore to
another, it is possibly for discrepancies to occur. Sone of this is
entirely expected, as there may be a tine |ag between when a
configuration is given to the device and reflected in <intended>
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3.

until when it actually takes effect and is reflected in

<operational >. However, there may be cases when a configuration item
that was to be applied may not actually take effect at all or needs
an unusually long time to do so. This can be the case due to certain
conditions not being nmet, resource dependenci es not being resolved,

or even inplenmentation errors in corner conditions.

When configuration that is in effect is different from configuration
that was applied, many issues can result. It becones nore difficult
to operate the network properly due to limted visibility of actua
status which nakes it nore difficult to analyze and understand what
is going on in the network. Services may be negatively affected (for
exanpl e, breaking a service instance resulting in service is not
properly delivered to a customer) and network resources be

m sal | ocat ed.

Applications can potentially analyze any di screpanci es between two
datastores by retrieving the contents from both datastores and
conmparing them However, in many cases this will be at the same tine
costly and extrenmely wasteful. It will also not be an effective
approach to di scover changes that are only "fleeting", or for that
matter to distinguish between changes that are only fleeting from
ones that are not and that nay represent a real operational issue and
i nconsi stency within the device.

Thi s docunent introduces a YANG data nodel which defines RPCs,

i ntended to be used in conjunction with NETCONF [ RFC6241] or RESTCONF
[ RFC8040], that allow a client to request a server to conpare two
NVDA dat astores and report any discepancies. It also features a
danmpening option that allows to exclude di screpancies that are only
fleeting fromthe report.

Key Words
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Definitions and Acronyns

NVDA: Net wor k Managenent Datastore Architecture

RPC. Renpte Procedure Cal
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4. Data Mbdel Overview

At the core of the solution is a new nanagenent operation, <conpare>
that allows to conpare two datastores for the sane data. The
operation checks whether there are any discrepancies in values or in
objects that are contained in either datastore, and returns any

di screpanci es as output. The output is returned in the format
specified in YANG Pat ch [ RFC8072].

The YANG data nodel defines the <conpare> operation as a new RPC
The operation takes the followi ng input paraneters:

0 source: The source identifies the datastore that will serve as
reference for the conparison, for exanple <intended>

o target: The target identifies the datastore to conpare agai nst the
sour ce.

o filter-spec: This is a choice between different filter constructs
to identify the portions of the datastore to be retrieved. It
acts as a node selector that specifies which data nodes are within
the scope of the conparison and which nodes are outside the scope.
This allows a conparison operation to be applied only to a
specific portion of the datastore that is of interest, such as a
particul ar subtree. (The filter dow not contain expressions that
woul d match val ues data nodes, as this is not required by nost use
cases and would conmplicate the schene, frominplenentation to
dealing with race conditions.)

o danpening: ldentifies the minimumtine period for which a
di screpancy nust persist for it to be reported. The reporting of
the out put MAY correspondi ngly del ayed by the danpeni ng peri od.
| mpl enent ati ons MAY thus run a conparison when the RPCis first
i nvoked, then wait until after the danpening period to check
whet her any differences still persist. This paraneter is
conditional of a danpening being supported as a feature.

The operation provides the foll owi ng output paraneter:

o differences: This paraneter contains the list of differences,
encoded per RFC8072, i.e. specifying which patches would need to
be applied to the source to produce the target.

As part of the differences, it will be useful to include "origin"

met adat a where applicable, specifically when the target datastore is
<operational > This can help explain the cause of a discrepancy, for
exanpl e when a data itemis part of <intended> but the origin in
<operational > is reported as "systenm'. How to best report "origin"
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nmetadata is an itemfor further study, specifically whether it should
be automatically returned per default or whether its reporting should

be control |l ed using anot her RPC paraneter.

The data nodel is defined in the ietf-nnda-conpare YANG nodul e.
structure is showmn in the following figure. The notation syntax
follows [I-D.draft-ietf-netnod-yang-tree-di agrans].

nmodul e: i etf-nnda-conpare

rpcs:
+---X conpare
+---w i nput
| +---w source i dentityref
| +---wtarget i dentityref
| +---w (filter-spec)?
| | +--:(subtree-filter)
| | | +---wsubtree-filter? <anydat a>
| | +--:(xpath-filter)
| +---w xpath-filter? yang: xpat hl. 0 {nc: xpat h}?
| +---w dampeni ng? yang: timeticks {cnp-danpening}?
+--ro out put
+--ro differences

Structure of ietf-nnda-conpare
5. YANG Dat a Mbddel

<CODE BEG NS> file "ietf-nnda-conpare@017-10-30. yang"
nodul e ietf-nnda-conpare {

yang-version 1.1;
nanespace "urn:ietf:parans: xm:ns:yang:ietf-nnda-conpare"”;

prefix cp;

i mport ietf-yang-types {
prefix yang;

import ietf-datastores {
prefix ds;

}

i mport ietf-yang-patch {
prefix ypatch;

i mport ietf-netconf {
prefix nc;
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}

organi zation "I ETF";

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hor: Al exander C emm
<mui | to: | udwi g@l enm or g>

Aut hor: Yi ngzhen Qu
<mai | t 0: yi ngzhen. qu@uawei . conp

Aut hor: Jeff Tantsura
<mailto:jefftant.ietf@mil.conp";

description
"The YANG data nodel defines a new operation, <conpare>, that
can be used to conpare NVDA datastores.";

revision 2017-10-30 {
description
“Initial revision";
reference
"RFC XXXX: Discrepancy detection between NMDA dat ast ores”
}

feature cnp-danpening {
description
"This feature indicates that the ability to only report
differences that pertain for a certain amount of tine,
as indicated through a danpening period, is supported.”

}

/* RPC */
rpc conpare {
description
"NMDA conpare operation.”;
i nput {
| eaf source {
type identityref {
base ds: dat astore;

mandat ory true;
description
"The source datastore to be conpared.”;

| eaf target {
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type identityref {
base ds: datastore

mandat ory true
description
"The target datastore to be conpared.”

choice filter-spec {
description
"Identifies the portions of the datastores to be
conpared. ";

anydata subtree-filter {
description
"This parameter identifies the portions of the
target datastore to retrieve.";
reference "RFC 6241, Section 6.";

| eaf xpath-filter {
i f-feature nc: xpath;
type yang: xpat hl. 0;
description
"This paraneter contains an XPath expression
identifying the portions of the target
datastore to retrieve.";

}

}
| eaf danpening {
i f-feature cnp-danpeni ng;
type yang:timeticks
default "0";
description
"The danpeni ng period, in hundredths of a second, for the
reporting of differences. Only differences that pertain
for at least the danpening tine are reported. Reporting
of differences may be deferred by the danpening tine.
A value of 0 or omission of the |eaf indicates no
dampeni ng. ";
}
}
out put {
contai ner differences {
uses ypat ch: yang- pat ch
description
"The list of differences, encoded per RFC3072."
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}
<CODE ENDS>
6. | ANA Consi derations
6.1. Updates to the IETF XM. Regi stry
This docunment registers one URI in the | ETF XM registry [ RFC3688].
Following the format in [RFC3688], the followi ng registration is
r equest ed:
URI: urn:ietf:parans: xm:ns:yang:ietf-nnda-conpare
Regi strant Contact: The | ESG
XM.: NA, the requested URI is an XM. nanespace
6.2. Updates to the YANG Modul e Nanes Registry
This docunment registers a YANG nodul e in the YANG Modul e Nanes
registry [RFC6020]. Following the format in [RFC6020], the foll ow ng
registration is requested:
nane: ietf-nnda-conpare
nanespace: urn:ietf:parans: xm :ns:yang:ietf-nnda-conpare
prefix: cp
reference: RFC XXXX
7. Security Considerations
Conparing di screpanci es between datastores requires a certain anount
of processing resources at the server. An attacker could attenpt to
attack a server by naking a high volunme of discrepancy detection
requests. Server inplenentations can guard agai nst such scenarios in
several ways. For one, they can inplenent NACMin order to require
proper authorization for requests to be nmade. Second, server
i npl ementations can limt the nunber of requests that they serve in
any one tinme interval, potentially rejecting requests nade at a
hi gher frequency than the inpl enentati on can reasonably sustain.
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