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Abstract

Thi s docunent provides a problem statenent, derives an initial gap
analysis and illustrates a first set of solution approaches in regard
to augnenting YANG data stores based on the CoAP Managenent Interface
wi th YANG Push capabilities. A binary transfer mechani smfor YANG
Subscribed Notifications addresses both the requirenents of
const rai ned- node networks and the need for semantic interoperability
via sel f-descriptiveness of the corresponding data in notion.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 21, 2018.

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents

Bi rkhol z, et al. Expires April 21, 2018 [ Page 1]



Internet-Draft CoM Push Cct ober 2017

(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Context of the Problem .
1 Bi nary YANG transfer protoco
2. Device-Type Scope . . . .
.3. Subscriptions via CoAP . . .
4 Confi gured Subscriptions and Call—kbne
5. Bootstrappi ng of Drop-Shipped Pledges
2. Summary of the Problem Statenent
3. Potential Approaches and Sol utions
YANG subscription variants
YANG Push vi a CoAP
Dynam ¢ Subscri ptions
3.1. YANG Push via GET . .
3.2. YANG Push via FETCH .
Configured Subscriptions . .
4.1. Retaining the Content of a GET Cperatlon as
Configuration . . Ce e Coe e
3.4.2. Call Home via CDAP
3.4.3. Dynanic Hone Discovery

PRPRRR

wWww

WhwwwNE
NNNNOOOUTS D WWWN

4 | ANA consi derations
5. Security Considerations
6. Acknow edgenents
7 Change Log

8. Normative References

Aut hor s’ Addr esses

O 00 00 00 000000~

=

1. Context of the Probl em

A binary transfer capability for YANG Subscribed Notifications
[I-D.ietf-netconf-subscribed-notifications] based on YANG Push
[I-D.ietf-netconf-yang-push] can be realized by using existing RFC
and |-D work as building blocks. This section is intended to provide
a correspondi ng overvi ew of the existing ecosystemin order to
identify gaps and therefore provide a probl em statenent.
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1. Binary YANG transfer protoco

The CoAP Managenent Interface |-D (CoM [I-D.ietf-core-com]) defines
operations for a YANG data store based on the Constrained Application
Prot ocol (CoAP [ RFC7252]). CoAP uses a request/response interaction
nodel that is based on HTTP (similar to RESTCONF [ RFC8040]) and
allows for nmultiple transports, including UDP or TCP (see
[I-D.ietf-core-coap-tcp-tls]). The Concise Binary Object
Representati on (CBOR [ RFC7049]) is used for the serialization of data
in notion in respect to CoAP operations and the data nodeled with
YANG [I-D.ietf-core-yang-chor].

2. Device-Type Scope

[I-D.ietf-core-com] states that CoAP "is designed for Machine to
Machi ne (M2M applications such as smart energy, snart city and

buil ding control. Constrained devices need to be nmanaged in an
automatic fashion to handle the large quantities of devices that are
expected in future installations. Messages between devices need to
be as snmall and infrequent as possible. The inplenentation
complexity and runtime resources need to be as small as possible.”

In addition, [I-D.ietf-core-coni] highlights that "CoM and RESTCONF
are intended to work in a statel ess client-server fashion. They use
a single round-trip to conplete a single editing transaction, where
NETCONF needs up to 10 round trips. To pronote small nmessages, CoM
uses a YANG to CBOR nmapping [I-D.ietf-core-yang-cbor] and numeric
identifiers [I-D.ietf-core-sid] to mnimze CBOR payl oads and UR

| ength. "

In essence, via CoM, a small sensor can enit a set of neasurenents

as binary encoded YANG notifications, which would only add a m ni nal
overhead to the data in notion, but would increase interoperability

significantly due to the powerful and wi dely used semantics enabl ed

by YANG (in contrast to a set of raw values that always require

addi tional context information and inperative guidance to be nanaged
and post-processed appropriately).

3. Subscriptions via CoAP

The CoAP pub/sub |-D defines a CoAP Subscri be operation
[I-D.ietf-core-coap-pubsub] that is based on observing resources via
the Cbserve option for the GET operation as defined in [ RFC7641].
The CoAP pub/sub draft is intended to provide the capabilities and
characteristics of MJIT via a CoAP based protocol. The only other
CoAP operation that supports the Chserve option is the FETCH
operation defined in [ RFC8132].
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The Qbserve option creates a small corresponding state on the server
side that elinminates the need for continuous polling of a resource
vi a subsequent requests. Instead, subsequent responses including
both the Cbserve option and using the token of the request that
initiated the observation are returned when the observed resource
changes. A subscription (i.e. the observe state retained on the
server) can be discarded by the client by sending a correspond CoAP
GET with Cbserve using an Observe paraneter of 1 or sinply by
"forgeting” the observation and return a CoAP Reset after receiving a
notification in the context of the subscription. A subscription can
al so be discarded by the server by sending a correspondi ng response
that does not contain an Cbserve option

The subscription used in CoAP pub/sub are used to subscribe to a
topic provided by a CoAP broker REST API. YANG Push
[1-D.ietf-netconf-yang-push] and correspondi ng YANG Subscri bed
Notifications are used to subscribe to data node updates provi ded by
a YANG managenent interface. YANG subscriptions can include a filter
expression (either a subtree expression or an XPATH expression). The
encodi ng rul es of XPATH expressions in CBOR are covered by
[I-D.ietf-core-yang-cbor].

1.4. Configured Subscriptions and Cal |l - Hone

Confi gured subscriptions are basically static configuration that
creates subscription state on the YANG data store when it is started
and persists between boot-cycles without the need of a client to
create that subscription state. |In consequence, a configured
subscription can result in unsolicited pushed notifications in
respect to a YANG client.

A popul ar variant of the configured subscription as defined in
[I-D.ietf-netconf-yang-push] is the Call Hone procedure defined in

[ RFC8071]. In this approach, a Transport Layer application
association with the YANG client is initiated by the YANG data store.
After this "initial phase, in which the YANG server is acting like a
client", the existing Transport Layer connection (or session, in case
of, for exanple, TLS) is then used to the YANG client to initiate a
subscription (i.e. the YANG client is initiating a dynanic
subscription based on a pre-configured request retained and i ssued by
the YANG data store).

1.5. Bootstrappi ng of Drop-Shipped Pl edges
[1-D.ietf-ani ma-bootstrappi ng-keyinfra] highlights that effectively
"to literally '"pull yourself up by the bootstraps’ is an inpossible

action. Simlarly, the secure establishnent of a key infrastructure
wit hout external help is also an inpossibility."
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According to [I-D.ietf-ani ma-bootstrappi ng-keyinfra] the
boot st rappi ng approach Cal |l -Hone has problens and limnitations, which
(anongst others) the draft itself is trying to address:

o the pledge requires realtinme connectivity to the vendor service

o the domain identity is exposed to the vendor service (this is a
privacy concern)

o the vendor is responsible for nmaki ng the authorization decisions
(this is a liability concern)

A Pledge in the context of [I-D.ietf-anim-bootstrapping-keyinfra] is
"the prospective device, which has an identity installed by a third-
party (e.g., vendor, manufacturer or integrator).”

A Pl edge can be "drop-shi pped", which refers to "the physica

di stribution of equi pment containing the 'factory default’
configuration to a final destination. 1In zero-touch scenarios there
is no staging or pre-configuration during drop-ship."

In the scope of Call-Hone as a part of YANG Push, either the factory
default configuration of a drop-shipped Pledge that is a YANG data
store would require to include the "hone to Call Home" configuration
or it has to be configured locally.

[I-D.ietf-netconf-zerotouch] is intended to provide nore flexibility
to the Call-Hone procedure already - by allowing to stage connection
attenpts to a locally administered network and if that fails fal
back to connecting to a renotely adm nistered network. Al as,
[I-D.ietf-netconf-zerotouch] is either prone to the same linmitations
as cited above or requires local configuration in order to find the
hone to Call - Hone.

The "Join Registrar" defined by

[I-D.ietf-anima-bootstrappi ng-keyinfra] mitigates the cited probl ens
and limtation by introducing "a representative of the domain that is
configured, perhaps autonomically, to decide whether a new device is
allowed to join the domain. The adm nistrator of the domain
interfaces with a Join Registrar (and Coordinator) to control this
process. Typically a Join Registrar is "inside" its domain."

2. Summary of the Problem Statenent
Currently, the followi ng gaps are identified:

0 no CoAP Subscribe procedure for dynanmi c YANG subscriptions is
standardi zed that is able to convey a filter expression and
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potentially other nmetadata required in the context of a YANG
Subscri bed Notifications application association. Anal ogously,
new payl oad types (e.g. a FETCH payl oad nedi a-type) have to be
defi ned.

0 no CoAP Call Honme feature is standardized to support a popul ar
vari ant of configured YANG subscriptions.

0 no general Call Home mechanismis standardi zed that enables the
di scovery of "a hone to Call Honme" or that would be able to dea
wi th "changi ng homes" in a dynami c but secure manner.

In addition to the identified gaps, the semantics of nmetadata - if
there are any - that have to be conveyed to or froma YANG data store
in order to subscribe to a (filtered) YANG nodul e or data node are
not identified.

The probl em statenent could be summari zed as foll ows:

"There is no conplete solution based on CoAP to enable a freshly
unpacked YANG data store ("drop-shipped pledge”, e.g. the cliche
light bulb) to discover an appropriate hone it can than Call-Hone to
in a secure and trusted nmanner in order to push (un-)solicited
subscri bed notifications.”

3. Potential Approaches and Sol utions

There are multiple approaches that could lead to viable solutions
that address the identified gaps. The follow ng sections illustrate
the general solution context and sonme of the npbst pronising

appr oaches.

3.1. YANG subscription variants

A YANG Push update subscription service both provides support for
dynani ¢ subscription (i.e. subscription state created by a client
request, allowing for solicited push notifications in the context of
an up-tinme cycle of the server) and configured subscription (i.e.
subscription configuration retained on the server, allow ng for
unsolicited push notifications across up-tine cycles of the server).

3.2.  YANG Push via CoAP
The two CoAP operations that enabl e a subscription nmechanismare GET
and FETCH (i.e. by supporting the Cbserve option). Both operations

are viabl e candidates for creating a CoAP-based YANG Push nmechani sm
for CoM.
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3.3. Dynanic Subscriptions

Usi ng CoAP, the client issuing the initial subscription request
creates the subscription state. Exanples are the CGET or FETCH
operation including an Ghserve option using an Cbserve paranmeter of 0
(zero).

3.3.1. YANG Push via GET

Thi s usage scenario requires two consecutive operations. It is not
possible to transfer a filter expression included in a GET operation
I n consequence, a POST operation on a collection resource has to be
conducted in order to convey a filter expression to the YANG data
store, allowing it to return an URl that contains the data node
information filtered in respect to the posted filter expression
(encoded in CBOR).

This variant allows for nultiple clients to observe a specific
filtered data node without conducting a POST operation, if the
corresponding URI is rmade known to other clients that did not conduct
the POST operation or, for exanple, is canonically Iinked to/
derivable froma filter expression.

3.3.2. YANG Push via FETCH

Thi s usage scenario requires only one operation. A FETCH operation
can include a body that is capable to contain a filter expression and
potentially other nmetadata that m ght be required to establish a

sui tabl e subscription state on the YANG data store.

I't might be possible that this variant could introduce a slight delay
in respect to response tine if providing a filtered resource requires
a lot of conputation time on a constrained device. |.e. the resource
cannot be prepared "beforehand".

3.4. Configured Subscriptions

Usi ng CoAP, the server retains configuration that creates
subscription state when the YANG data store is started. The client
has to have or gain know edge of the CoAP tokens that are included in
the responses created in the context of the subscription state create
fromserver configuration.

3.4.1. Retaining the Content of a GET Operation as Configuration
This usage scenario "mmcs" the receiving of a subscription request

by storing the corresponding information that are rel evant for
creating a subscription state as configuration on the YANG data
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store. |.e. the configuration would be including the YANG client IP
address and the CoAP token to be used in the responses that convey
the subscribed notifications.
This variant requires that the client also knows or gains know edge
of the correspondi ng CoAP token in order to not discard the inconing
responses.

3.4.2. Call Home via CoAP
This usage scenario defines the Call Home procedure standardized in
[ RFCB8071] as an additional capability of CoAP. DTLS or TLS state is
initiated by the YANG data store and triggers a dynam c subscription
procedure of the YANG client using the session initiated by the YANG
data store

3.4.3. Dynanic Hone Di scovery
This usage scenario is based on the Bootstrappi ng Renote Secure Key
Infrastructures I-D [I-D.ietf-ani ma-bootstrappi ng-keyinfra] and EST
over secure CoAP |-D [I-D.vander st ok-ace-coap-est] and requires the
standardi zati on of a general use of Join Registrars in the context of
YANG data stores that support YANG Push via static subscriptions.

4. | ANA consi derations

Thi s docunment includes no requests to I ANA, but solutions drafts
i ncubated via this docunent night.

5. Security Considerations

Thi s docunment includes no security considerations, but solution
drafts incubated via this docunent wll.
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