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Abst ract

Thi s docunent describes the objective of the YANG PUSH based
general i zed network control automation frameworKk.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 19, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

YANG " Cust om Subscription to Event Notifications" node
[I-D.ietf-netconf-subscribed-notifications] allows for a network
client automation of network renote nonitoring. Specifically, using
this nodel, a network client can subscribe on and receive one or nore
data streans, each associated with one or nore events defined by YANG
nmodel (s) governing the network’s YANG data store(s). The client can
also tailor said streans to its needs by specifying filters on the
streans contents, but, otherwi se, the client has no control on the
streamcontents. For exanple, the client has no way of expanding a
streamto carry additional information that was not defined to be a
part of said stream

YANG " Subscri bing to YANG dat ast ore push updates" node
[I-D.ietf-netconf-yang-push], which is an augnentation of the "Custom
Subscription to Event Notifications" nodel, defines a higher |evel of
network renote nonitoring automation - it allows for the client

itself to define the origins, trigger/naintain conditions and
contents of data streans to be sent by the network to the client.
This capability is nodeled via target-trigger-notify constructs,
which allow for the client to specify data store nodes of interest
and, possibly, sub-trees rooted by them (targets), conditions to
trigger and nmmintain associated with themstreans (e.g. particul ar
change(s) in one or nore of the nodes attributes), the contents of
the streans and filters to further fine-tune the streanms according to
the client’s needs.

It could be observed that the notify part of the target-trigger-

notify construct stands for "send nme notification’, which is one of,
general |y speaking, many actions the client might want the network to
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perform provided that the target-trigger condition holds. For
exanpl e, instead of sending a notification with some pre-denied
content, the client mght want the network to perform

a. imediate network re-configuration (e.g. nodification of one or
nmore attributes of one or nore CONFI GG=TRUE data store nodes);

b. scheduling one time or periodic such reconfigurations in the
future;

c. calling an RPC defined by one of the YANG nodel s supported by the
network ( e.g. calling network’s path conputer to evaluate
whet her an alternative/nore optimal path is available for a given
connecti on);

d. Dynamic linking/unlinking parent and child data stores supported
by the network;

e. etc.

It could al so be observed that "periodic" and "on-change" are two of
the conditions that the client might want. The conditions can be
expanded to be a | ogical expression of other event states and sone
operational data states of the network., as well, as outputs of RPCs.

2. (Objective

The mai n objective of the YANG PUSH Based Generalized Network Contro
Automation framework is to generalize the target-trigger-notify
construct into event-condition-action construct, where:

event
a particular change in the network state explicitly defined by one
of the YANG nodels supported by the network or inplicitly defined
by the client, which is constantly nonitored by the network;

condi tion
a |l ogical expression that is evaluated only once after the
associ ated event is detected,;

action
an operation (non-exhaustive list of which is described above) to
be carried out by the network when the associated event is
detected and the associated condition is net.

The client will be able to describe the desired network behavior by

configuring with the network event-condition-action triplets as rules
prior to any services provided by the network to the client. Such an
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approach will take the client out of the network control |oop, thus,
changing the client’s role frombeing network’s "m cro-manager" to
bei ng network’s "police officer", which interferes into network
operations only in exceptional/unpredicted situations.

There are nunmerous benefits to such paradi gm including:

o lower |atency, faster responsiveness of the network to various
event s/ condi ti ons;

0 better scale (e.g. the client may control nore networks because it
does not have to nonitor/mcro-mnage any of them;

0 CPU and bandwi dth savings due to the reduced amount of
conmuni cati on between the client and the network.

It is envisioned that the YANG PUSH Based Generalized Network Contro
Automation framework will fit well w thin "SUPA Policy-based
Managenent Framewor k"
[1-D.ietf-supa-policy-based-nmanagenent -framework], which will

i nherently provide a higher |evel of automation, for exanple, by:

a. conbining nultiple mcro-conditions into a single nmacro-condition
via a nunber of |ogical operations;

b. conbining multiple mcro-actions into a single transaction with a
possibility of specifying policies with respect to handling
errors/exceptions of each of the transaction conponents.

3. | ANA Consi derati ons
Thi s docunment has no actions for | ANA

4. Security Considerations

Thi s docunent does not define networking protocols and data, hence
are not directly responsible for security risks.

5.  Acknow edgenent s
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