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Abstract

Thi s docunent describes a data nodel of Access Control List (ACL)
basi ¢ buil di ng bl ocks.

Editorial Note (To be removed by RFC Editor)

This draft contains nmany pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note

summari zes all of the substitutions that are needed. Please note
that no other RFC Editor instructions are specified anywhere else in
thi s docunent.

Artwork in this docunent contains shorthand references to drafts in
progress. Please apply the follow ng replacenents

0 "XXXX' --> the assigned RFC value for this draft both in this
draft and in the YANG nodel s under the revision statenent.

0 Revision date in nodel needs to get updated with the date the
draft gets approved. The date also needs to get reflected on the
line with <CODE BEG NS>.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 6, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Access Control List (ACL) is one of the basic elenents used to
configure device forwardi ng behavior. It is used in many networking
technol ogi es such as Policy Based Routing, Firewalls etc.

An ACL is an ordered set of rules that is used to filter traffic on a
net wor ki ng device. FEach rule is represented by an Access Control

Entry (ACE)

Each ACE has a group of match criteria and a group of action
criteria.

The match criteria consist of a tuple of packet header match criteria
and can have netadata match criteria as well.

0 Packet header natches apply to fields visible in the packet such
as address or class of service or port numbers.

0 |In case vendor supports it, metadata matches apply to fields
associated with the packet but not in the packet header such as
input interface or overall packet |ength

The actions specify what to do with the packet when the matching
criteria is met. These actions are any operations that would apply
to the packet, such as counting, policing, or sinply forwarding. The
list of potential actions is endl ess depending on the capabilities of
t he networked devi ces.

Access Control List is also widely knowns as ACL (pronounce as [ak-uh
1) or Access List. |In this docunent, Access Control List, ACL and
Access List are used interchangeably.

The matching of filters and actions in an ACE/ ACL are triggered only
after application/attachnent of the ACL to an interface, VRF, vty/tty
session, QoS policy, routing protocols anbngst various other config
attachnent points. Once attached, it is used for filtering traffic
using the match criteria in the ACE s and taking appropriate
action(s) that have been configured against that ACEE In order to
apply an ACL to any attachnent point, vendors woul d have to augnent
the ACL YANG nodel .

1.1. Definitions and Acronyns
ACE: Access Control Entry

ACL: Access Control List
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DSCP: Differentiated Services Code Poi nt
| CMP: Internet Control Message Protoco
| P: Internet Protoco
| Pv4: Internet Protocol version 4
| Pv6: Internet Protocol version 6
MAC. Medi a Access Control
TCP: Transm ssion Control Protoco
2. Probl em St at enent

Thi s docunent defines a YANG [ RFC6020] data nodel for the
configuration of ACLs. It is very inportant that nodel can be easily
used by applications/attachnments.

ACL inplementations in every device nmay vary greatly in ternms of the
filter constructs and actions that they support. Therefore this
draft proposes a nodel that can be augnented by standard extensions
and vendor proprietary nodels.

3. Understanding ACL's Filters and Actions

Al t hough different vendors have different ACL data nodels, there is a
common under st andi ng of what access control list (ACL) is. A network
systemusually have a |ist of ACLs, and each ACL contains an ordered
list of rules, also known as access list entries - ACEs. Each ACE
has a group of match criteria and a group of action criteria. The
match criteria consist of packet header matching. It as also

possi ble for ACE to match on netadata, if supported by the vendor
Packet header matching applies to fields visible in the packet such
as address or class of service or port numbers. Metadata matching
applies to fields associated with the packet, but not in the packet
header such as input interface, packet |ength, or source or
destination prefix length. The actions can be any sort of operation
fromlogging to rate limting or dropping to sinply forwardi ng.
Actions on the first matching ACE are applied with no processing of
subsequent ACEs.

The nmodel al so includes a container to hold overall operational state
for each ACL and operational state for each ACE. One ACL can be
applied to nultiple targets within the device, such as interfaces of
a networ ked devi ce, applications or features running in the device,
etc. Wien applied to interfaces of a networked device, the ACL is
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applied in a direction which indicates if it should be applied to
packet entering (input) or |leaving the device (output). An exanple
in the appendi x shows how to express it in YANG nodel

This draft tries to address the commonalities between all vendors and
create a common nodel, which can be augnented with proprietary
nmodel s. The base nodel is sinple and with this design we hope to
achi eve enough flexibility for each vendor to extend the base nodel
The use of feature statenents in the document allows vendors to
advertise match rul es they support.

3.1. ACL Modul es

There are two YANG nodules in the nodel. The first nodule, "ietf-
access-control -list", defines generic ACL aspects which are common to
all ACLs regardless of their type or vendor. 1In effect, the nodul e
can be viewed as providing a generic ACL "superclass". It inports
the second nodule, "ietf-packet-fields". The nmatch container in
"ietf-access-control-list" uses groupings in "ietf-packet-fields"

The conbination of if-feature checks and nmust statenments allow for
the selection of relevant match fields that a user can define rules
for.

If there is a need to define new "matches" choice, such as | PFI X
[ RFC5101], the container "matches" can be augnented.

For a reference to the annotations used in the di agram bel ow, see
YANG Tree Diagrans [|-D.ietf-netnod-yang-tree-di agrans].

nodul e: ietf-access-control-Ilist
+--rw access-lists
+--rw acl* [acl -type acl - nane]
| +--rw acl-nane string
| +--rw acl-type acl -type
| +--rw aces
| +--rw ace* [rul e- nane]
| +--rw rul e-nane string
| +--rw mat ches
| | +--rwl2-acl {l2-acl}?
I

| | +--rw destination-nmac-address? yang: mac- ad

dress
| | | +--rw destination-nac-address-nmask? yang: mac- ad

dress
| | | +--rw source-nmac-address? yang: mac- ad

dress
[ | | +--rw source-nmac-address-mask? yang: mac- ad

dress
| | | +--rw ethertype? eth:etherty
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+--rw dscp? i net:dscp
+--rw ecn? uint8
+--rw | ength? uintl6
+--rwttl? uint8
+--rw protocol ? uint8
+--rw source-port-range!

| +--rw | ower-port i net: port-nunber
| +--rw upper-port? i net: port-nunber
| +--rw operation? oper at or

+--rw destination-port-range!

| +--rwlower-port i net: port-nunber
| +--rw upper-port? i net: port-nunber
| +--rw operations? oper at or
+--rwihl? uint8
+-rw flags? bits
+--rw of fset? ui nt 16
+--rwidentification? uint16

+--rw destination-i pv4-network?
+--rw source-i pv4- net wor k?

rw ipve-acl {ipv6-acl}?

i net:ipva-prefi

i net:ipva-prefi

+--rw dscp? i net:dscp
+--rw ecn? uint8
+--rw | engt h? uint16
+-rwittl? uint8
+--rw protocol ? uint8
+--rw source-port-range!

| +--rwlower-port i net: port-nunber

| +--rw upper-port? i net: port - nunber

| +--rw operation? oper at or

+--rw destination-port-range!

| +--rw | ower-port i net: port-nunber

| +--rw upper-port? i net: port-numnber

| +--rw operations? operator

+--rw next - header ? uint8

+--rw destination-i pv6-network?
+--rw source-i pv6-net wor k?

+--rw fl ow | abel ?

inet:ipv6-prefi
i net:ipv6-prefi

i net:ipv6-flow

rwl2-13-ipv4-acl {m xed-ipv4-acl}?

+--rw desti nati on- mac- addr ess?

yang: mac- ad

+--rw desti nati on- mac- addr ess- nask? yang: mac- ad
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yang: mac- ad
yang: mac- ad

eth:etherty

rw dscp? i net:dscp
rw ecn? ui nt8

rw | engt h? uintl16
rwttl? ui nt 8

rw protocol ? uint8

rw source-port-range

+--rw | ower - port i net: port-nunber

+--rw upper-port? i net: port-nunber

+--rw operation? oper at or

rw destination-port-range!

+--rw | ower - port i net: port-numnber

+--rw upper-port? i net: port-nunber

+--rw operations? operator

rwihl? ui nt 8

rw flags? bits

rw of fset? ui nt 16

rw identification? ui nt 16

rw destination-ipv4-network? inet:ipvad-p
rw source-ipv4- net work? inet:ipvéd-p

| 2-13-ipv6-acl {m xed-ipv6-acl}?
rw destinati on-mac- addr ess?

rw destinati on- mac- addr ess- mask?
rw sour ce- nac- addr ess?
rw sour ce- nac- addr ess- mask?

rw et hertype?

yang: mac- ad
yang: mac- ad
yang: mac- ad
yang: mac- ad

eth:etherty

rw dscp? i net:dscp
rw ecn? uint8

rw | engt h? ui nt 16
rwittl? ui nt8

rw protocol ? uint8

rw source-port-range

+--rw | ower - port i net: port-nunber

+--rw upper-port? i net: port-nunber

+--rw operation? oper at or
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+--rw desti nation-port-range!

| +--rw | ower-port i net: port-nunber

| +--rw upper-port? i net: port-nunber

| +--rw operations? oper at or

+--rw next - header ? ui nt 8

+--rw destination-ipv6-network? inet:ipv6-p
+--rw source-i pv6-net wor k? inet:ipv6-p

+--rw flowl abel ?

i net:ipv6-flowl abel
rwl2-13-ipv4-ipv6e-acl {I2-13-ipv4-ipv6e-acl}?
+--rw desti nati on- mac- addr ess? yang: mac- ad

+--rw desti nati on- mac- addr ess- mask? yang: mac- ad

+--rw source-nac- addr ess? yang: mac- ad
+--rw sour ce- mac- addr ess- mask? yang: mac- ad
+--rw et hertype? eth:etherty
+--rw dscp? i net:dscp
+--rw ecn? uint8

+--rw | engt h? ui nt 16
+-rwittl? uint8

+--rw protocol ? uint8
+--rw source-port-range

| +--rw | ower-port i net: port-nunber

| +--rw upper-port? i net: port-numnber

| +--rw operation? oper at or

+--rw destination-port-range!

| +--rw | ower-port i net: port-nunber

| +--rw upper-port? i net: port-nunber

| +--rw operations? oper at or

+--rwihl? uint8

+--rw flags? bits

+--rw of fset? uint16
+--rwidentification? uint16
+--rw destination-i pv4-network? inet:ipvéd-p
+--rw source-i pv4- net wor k? inet:ipvad-p
+--rw next - header ? uint8

+--rw destination-i pv6-network? inet:ipv6-p
+--rw source-i pv6-net wor k? inet:ipv6-p
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| +--rw flowlabel?

+--rw tcp-acl {tcp-acl}?
+--rw sequence- nunber ?

+--rw dat a- of fset ?
+--rw reserved?
+--rw flags?

+--rw wi ndow- si ze?
+--rw urgent-pointer?
+--rw options?

[

+--rw any-acl! {any-acl}?
+--rw interface?
-rw actions

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
+-
|

| +--rw forwarding i dentityref
| +--rwlogging? i dentityref
| +--rwicnp-off? bool ean

+--ro mat ched- packets?
+--ro matched-octets?
i nterfaces
rwinterface* [interface-id]
+--rwinterface-id
+--rw ingress
| +--rw acl-sets
| +--rw acl -set* [set-nane type]
[ +--rw set - nane

| +--rw type

| +--rw ace* [rul e- nane]
| {interface-stats or

| +--rw rul e- nane
| +--ro mat ched- packet s?
| +--ro matched-octets?
+--rw egress
+--rw acl -sets
+--rw acl -set* [set-nane type]
+--rw set - nane

et al. Expires April 6, 2018

| i net:ipv6-flowl abel

+--rw acknowl edgenent - nunber ?

-> ]
-> ).

-> ..
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nt 32
nt 32
nt8
nt8
ts
nt 16
nt 16
nt 32

ui
ui
ui
ui
bi
ui
ui
ui

rw udp-acl {udp-acl}?

+--rw | engt h? ui nt 16
--rwicnp-acl {icnp-acl}?

+--rw type? uint8

+--rw code? ui nt8

+--rw rest-of - header? ui nt 32

if:interface-ref

{acl -aggregate-stats or interface-acl-aggregate

yang: count er 64
yang: count er 64

if:interface-ref

.ol .. lacl/acl-na
Aol . Tacllacl -ty
i nterface-acl - aggrega
| eaf r ef

yang: count er 64
yang: count er 64

... ... lacl/acl-na
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4.

4.

+--rw type -> /o oo o Tacl facl -ty
pe
+--rw ace* [rul e-nane]
{interface-stats or interface-acl-aggrega
te}?
+--rw rul e-nane | eaf r ef
+--ro mat ched- packets? yang: count er 64
+--ro mat ched-octets? yang: count er 64
ACL YANG Mbdel s

1. | ETF Access Control List npdul e

"ietf-access-control-list" is the standard top | evel nodule for
access lists. The "access-lists" container stores a list of "acl
Each "acl" has information identifying the access list by a
nane("acl -nane") and a list("access-list-entries") of rules
associated with the "acl-nane". Each of the entries in the
list("access-list-entries"), indexed by the string "rul e-nane", has
contai ners defining "matches" and "actions".

The nodel uses defines several ACL types in the formof identities
and features. Features are used by inplenmentors to select the ACL
types the systemcan support. These types are inplicitly inherited
by the "ace", thus safeguardi ng agai nst mi sconfiguration of "ace"
types in an "acl".

The "matches" define criteria used to identify patterns in "ietf-
packet-fields". The "actions" define behavior to undertake once a
"mat ch" has been identified. In addition to permt and deny for
actions, a logging option allows for a match to be I ogged that can be
used to determ ne which rule was nmatched upon. The nodel al so
defines the ability for ACL’s to be attached to a particul ar

i nterface.

Statistics in the ACL can be collected for an "ace" or for an
"interface". The feature statenents defined for statistics can be
used to determ ne whether statistics are being collected per "ace"
per "interface" or both.

<CODE BEG NS> file "ietf-access-control-1ist@017-10-03. yang"

nmodul e ietf-access-control-list {
yang-version 1.1;
nanespace "urn:ietf:params:xm :ns:yang:ietf-access-control-list";
prefix acl;

import ietf-yang-types {
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prefix yang;

}

i mport ietf-packet-fields {
prefix packet-fields;
}

inmport ietf-interfaces {
prefix if;
}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language)
Wor ki ng Group”;

cont act
"WG Web: http://tools.ietf.org/wy/ netnod/
WG List: netnod@etf.org

Edi tor: Mahesh Jet hanandani

nj et hanandani @nuai | . com
Editor: Lisa Huang

| yi huanglé@nuail . com
Editor: Sonal Agarwal

sagarwal 12@i sco. com
Editor: Dana Blair

dbl ai r @i sco. cont';

description
"Thi s YANG nodul e defines a conponent that describe the
configuration of Access Control Lists (ACLs).

Copyright (c) 2017 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision 2017-10-03 {
description
"Added feature and identity statenents for different types
of rule matches. Split the matching rules based on the
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feature statenment and added a nust statement within
each container.";
ref erence
"RFC XXX: Network Access Control List (ACL) YANG Data Model ."

}

/*
* |dentities
* [

/*
* Forwarding actions for a packet
*/
identity forwardi ng-action {
description
"Base identity for actions in the forwarding category";
}

identity accept {
base forwarding-action;
description
"Accept the packet";
}

identity drop {
base forwarding-action;
description
"Drop packet w thout sending any | CVMP error nessage"
}

identity reject {
base forwarding-action;
description
"Drop the packet and send an | CMP error nessage to the source”
}

/*
* Loggi ng actions for a packet
*/
identity log-action {
description
"Base identity for defining the destination for |ogging actions";
}

identity |og-syslog {
base | og-action;
description
"Systemlog (syslog) the information for the packet";

Jet hanandani, et al. Expires April 6, 2018 [ Page 12]



Internet-Draft ACL YANG nodel Cct ober 2017

}

identity |og-none {
base | og-action;
description
"No | ogging for the packet";
}

identity acl-base {
description
"Base Access Control List type for all Access Control List type
identifiers.";

}

identity ipv4-acl {
base acl: acl - base;
description
"ACL that primarily matches on fields fromthe | Pv4 header
(e.g. IPv4 destination address) and | ayer 4 headers (e.g. TCP
destination port). An acl of type ipv4-acl does not contain
mat ches on fields in the ethernet header or the |Pv6 header.”

}

identity ipv6-acl {
base acl: acl - base;
description
"ACL that primarily matches on fields fromthe | Pv6 header
(e.g. IPv6 destination address) and | ayer 4 headers (e.g. TCP
destination port). An acl of type ipv6-acl does not contain
mat ches on fields in the ethernet header or the | Pv4 header.";

}

identity eth-acl {
base acl: acl - base;
description
"ACL that primarily matches on fields in the ethernet header
I i ke 10/ 100/ 1000baseT or WFi Access Control List. An acl of
type eth-acl does not contain matches on fields in the |Pv4
header, 1Pv6 header or |ayer 4 headers.”

}

identity mixed-I|2-13-ipv4d-acl {
base "acl : acl - base";

description
"ACL that contains a mix of entries that
primarily match on fields in ethernet headers,
entries that primarily match on | Pv4 headers
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Mat ching on |layer 4 header fields nay also exist in the
list.";

}

identity mxed-I2-13-ipv6-acl {
base "acl : acl - base";

description
"ACL that contains a mx of entries that
primarily match on fields in ethernet headers, entries
that primarily match on fields in | Pv6 headers. Matching on
| ayer 4 header fields may also exist in the list."

}

identity mxed-I2-13-ipv4-ipv6-acl {
base "acl : acl - base";

description
"ACL that contains a mix of entries that
primarily match on fields in ethernet headers, entries
that primarily match on fields in I Pv4 headers, and entries
that primarily match on fields in | Pv6 headers. Matching on
| ayer 4 header fields may also exist inthe list."

}

identity any-acl {
base "acl : acl - base";

description
"ACL that can contain any pattern to match upon"

}

/*
* Features
*/
feature | 2-acl {
description
"Layer 2 ACL supported"

}

feature ipvé4-acl {
description
"Layer 3 I Pv4 ACL supported”

}

feature ipv6-acl {
description
"Layer 3 I Pv6 ACL supported"
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}

feature m xed-i pv4-acl {
description
"Layer 2 and Layer 3 |Pv4 ACL supported"
}

feature m xed-i pv6-acl {
description
"Layer 2 and Layer 3 | Pv6 ACL supported"
}

feature | 2-13-ipv4-ipv6-acl {
description
"Layer 2 and any Layer 3 ACL supported.”
}

feature tcp-acl {
description
"TCP header ACL supported."”
}

feature udp-acl {
description
"UDP header ACL supported.";
}

feature icnp-acl {
description
"I CMP header ACL supported.”
}

feature any-acl {
description
"ACL for any pattern.";
}

/*
* Stats Features
*/
feature interface-stats {
description
"ACL counters are avail able and reported only per interface"
}

feature acl-aggregate-stats {
description
"ACL counters are aggregated over all interfaces, and reported
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only per ACL entry";
}

feature interface-acl-aggregate {
description
"ACL counters are reported per interface, and al so aggregated
and reported per ACL entry";

}

/*
* Typedefs
*/
typedef acl-type {
type identityref {
base acl - base
}

description
"This type is used to refer to an Access Control List
(ACL) type";
}

typedef acl-ref {
type leafref {
path "/access-1lists/acl/acl-nane";
}

description
"This type is used by data nodels that need to reference an
Access Control List";

}

grouping interface-acl {
description
"Grouping for per-interface ingress ACL data"

contai ner acl-sets {
description
"Encl osi ng container the list of ingress ACLs on the
i nterface";

list acl-set {
key "set-nane type";
order ed- by user;
description
"List of ingress ACLs on the interface";

| eaf set-nane {

type leafref {
path “../../..[..[..]..lacl/acl-nane";
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}

description
"Reference to the ACL set name applied on ingress”

}

| eaf type {
type leafref {
path “../../../..[..]..lacl/acl-type"
}
description
"Reference to the ACL set type applied on ingress"

}

list ace {
if-feature "interface-stats or interface-acl-aggregate”
key "rul e-nane";
description
"List of access list entries(ACE)";
| eaf rul e-nane {
type leafref {
path *../../..[..[..[../..lacl/aces/ace/rul e-nane”;
}
description
"The ace rul e- nane";
}

uses acl -counters;
}
}
}
}

groupi ng acl -counters {
description
"Common grouping for ACL counters"”

| eaf mat ched- packets {
type yang: count er 64;
config fal se
description
"Count of the nunber of packets matching the current ACL
entry.

An inplementation should provide this counter on a
per-interface per-ACL-entry if possible.

If an inplenmentation only supports ACL counters per entry

(i.e., not broken out per interface), then the val ue
shoul d be equal to the aggregate count across all interfaces.
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An inplenentation that provides counters per entry per
interface is not required to al so provide an aggregate count,
e.g., per entry -- the user is expected to be able inpl enent
the required aggregation if such a count is needed.";

}

| eaf mat ched-octets {
type yang: count er 64;
config fal se
description
"Count of the nunber of octets (bytes) matching the current
ACL entry.

An i nmpl enentation should provide this counter on a
per-interface per-ACL-entry if possible.

If an inplenmentation only supports ACL counters per entry
(i.e., not broken out per interface), then the val ue
shoul d be equal to the aggregate count across all interfaces.

An inmplenentation that provides counters per entry per
interface is not required to al so provide an aggregate count,
e.g., per entry -- the user is expected to be able inpl enent
the required aggregation if such a count is needed.";
}
}

/*
* Configuration data nodes
*/
cont ai ner access-lists {
description
"This is a top |l evel container for Access Control Lists.
It can have one or nore Access Control Lists.";
list acl {
key "acl -type acl -nane";
description
"An Access Control List(ACL) is an ordered |ist of
Access List Entries (ACE). Each Access Control Entry has a
list of match criteria and a list of actions.
Since there are several kinds of Access Control Lists
implemented with different attributes for
different vendors, this
nmodel acconmodat es customni zi ng Access Control Lists for
each kind and for each vendor."
| eaf acl -nane {

type string {
length "1..64";
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}

description
"The name of access-list. A device MAY restrict the length
and val ue of this name, possibly space and specia
characters are not allowed.";

| eaf acl-type {
type acl-type
description
"Type of access control list. Indicates the prinmary intended
type of match criteria (e.g. ethernet, |Pv4, |1Pv6, nixed
etc) used in the list instance.";
}
cont ai ner aces {
description
"The access-list-entries container contains
a list of access-list-entries(ACE).";
list ace {
key "rul e-name";
or der ed- by user;
description
"List of access list entries(ACE)";
| eaf rul e-nane {

type string {
length "1..64";
}

description
"A uni que nane identifying this Access List
Entry(ACE).";
}

cont ai ner mat ches {
description
"The rules in this set determ ne what fields will be
mat ched upon before any action is taken on them
The rules are sel ected based on the feature set
defined by the server and the acl-type defined.";

container |2-acl {
if-feature | 2-acl
must "derived-fron(../../../../lacl-type, "acl:eth-acl’)";
uses packet-fields:acl-eth-header-fields;
description
"Rule set for L2 ACL."

}

contai ner ipv4-acl {
i f-feature ipv4-acl
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must “derived-fronm(../../../../acl-type, " +
""acl:ipvd-acl’)";
uses packet-fields:acl-ip-header-fields;

uses packet-fields:acl-ipv4-header-fields;
description
"Rul e set that supports |Pv4 headers.";

}

cont ai ner ipv6-acl {
if-feature ipv6-acl
must "derived-fron(../../../../acl-type, " +
"*acl:ipv6-acl’')";
uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv6-header-fields;
description
"Rul e set that supports |IPv6 headers.";
}

contai ner |2-13-ipv4d-acl {
i f-feature m xed-ipv4-acl
must “derived-fron(../../../../acl-type, " +
"*acl:mxed-I2-13-ipvd-acl’)";
uses packet-fields:acl-eth-header-fields;
uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv4d-header-fields;
description
"Rule set that is a logical AND (&&) of |2
and i pv4 headers.";

}

contai ner |2-13-ipv6-acl {
i f-feature m xed-ipv6-acl
must “derived-fron(../../../../acl-type, " +
"*acl:mxed-I2-13-ipv6-acl’)";
uses packet-fields:acl-eth-header-fields;
uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv6-header-fields;
description
"Rule set that is a |logical AND (&&) of L2
&& |1 Pv6 headers.";

}

contai ner |2-13-ipv4-ipv6e-acl {
if-feature |2-13-ipv4-ipv6-acl
must “derived-fron(../../../../acl-type, " +
"*acl:mxed-I2-13-ipvéd-ipve-acl’)";
uses packet-fields:acl-eth-header-fields;
uses packet-fields:acl-ip-header-fields;
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uses packet-fields:acl-ipv4d-header-fields;
uses packet-fields:acl-ipv6-header-fields;
description
"Rule set that is a logical AND (&&) of L2
&& 1 Pv4 && | Pv6 headers.";

}

cont ai ner tcp-acl {
if-feature tcp-acl
uses packet-fields:acl-tcp-header-fields;
description
"Rul e set that defines TCP headers.";
}

cont ai ner udp-acl {
i f-feature udp-acl
uses packet-fields: acl -udp-header-fields;
description
"Rul e set that defines UDP headers.";
}

contai ner icnp-acl {
if-feature icnp-acl;
uses packet-fields:acl-icnp-header-fields;
description
"Rul e set that defines | CVP headers.";
}

contai ner any-acl {
i f-feature any-acl
must “"derived-from(../../../../acl-type, '"acl:any-acl’)";
presence "Matches any";
description
"Rule set that allows for a any ACL.";
}

| eaf interface {
type if:interface-ref;
description
"Interface nane that is specified to
mat ch upon.";
}
}

cont ai ner actions {
if-feature "acl -aggregate-stats or interface-acl-aggregate";
description
"Definitions of action criteria for this ace entry";
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| eaf forwarding {
type identityref {
base forwarding-action;
}
mandatory true
description
"Specifies the forwarding action per ace entry";
}

| eaf 1ogging {
type identityref {
base | og-action;

default | o0g-none;

description

"Specifies the I og action and destination for
mat ched packets. Default value is not to log the
packet.";

}

| eaf icnp-off {
type bool ean;
default "fal se";
description
"true indicates ICMP errors will never be generated
in response to an I CWMP error message. fal se indicates
ICVMP error will be generated.”
}
}
uses acl -counters;
}
}
}
contai ner interfaces {
description

"Encl osi ng container for the list of interfaces on which
ACLs are set";

list interface {
key "interface-id";
description
"List of interfaces on which ACLs are set";

| eaf interface-id {
type if:interface-ref;
description
"Reference to the interface id list key";
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cont ai ner ingress {
uses interface-acl
description
"The ACL's applied to ingress interface";
}
cont ai ner egress {
uses interface-acl;
description
"The ACL’s applied to egress interface"”

<CCDE ENDS>
4.2. | ETF Packet Fields npdul e

The packet fields nodul e defines the necessary groups for matching on
fields in the packet including ethernet, ipv4, ipv6, and transport

| ayer fields. The "acl-type’ node determ nes which of these fields
get included for any given ACL with the exception of TCP, UDP and

| CMP header fields. Those fields can be used in conjunction with any
of the above layer 2 or layer 3 fields.

Since the nunber of match criteria is very large, the base draft does
not include these directly but references themby "uses" to keep the

base nodule sinple. 1In case nore match conditions are needed, those
can be added by augnenting choices within container "matches" in
i etf-access-control-list.yang nodel .

<CODE BEG@ NS> file "ietf-packet-fields@017-10-03.yang"

nmodul e ietf-packet-fields {
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-packet-fields";
prefix packet-fields;

inmport ietf-inet-types {
prefix inet;

}

i mport ietf-yang-types {
prefix yang;

}

import ietf-ethertypes {
prefix eth;
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}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng
G oup”;

cont act
"WG Web: http://tools.ietf.org/wgy/ netnod/
W5 List: netnod@etf.org

Editor: Mahesh Jet hanandani

nj et hanandani @nuai |l . com
Editor: Lisa Huang

| yi huangl6@nuail . com
Editor: Sonal Agarwal

agarwaso@i sco. com
Editor: Dana Blair

dbl ai r @i sco. cont';

description
"Thi s YANG nodul e defines groupings that are used by
i etf-access-control-list YANG nodul e. Their usage is not
limted to ietf-access-control-list and can be
used anywhere as applicable.
Copyright (c) 2017 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.
Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject

to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the I|ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision 2017-10-03 {
description
"Added header fields for TCP, UDP, and | CWP.";
ref erence
"RFC XXX: Network Access Control List (ACL) YANG Data Model .";
}

/*

* Typedefs

*/

typedef operator {
type enuneration {
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enum |t {
description
"Less than.";
}
enum gt {

description
"Greater than.";

}
enum eq {
description
"Equal to.";
}

enum neq {
description
"Not equal to.";

}
}

description
"The source and destination port range definitions
can be further qualified using an operator. An
operator is needed only if lower-port is specified
and upper-port is not specified. The operator
therefore further qualifies |lower-port only."

}

groupi ng acl -transport-header-fields {
description
"Transport header fields"
cont ai ner source-port-range {
presence "Enabl es setting source port range"
description
"I'nclusive range representing source ports to be used.
When only lower-port is present, it represents a single
port and eq operator is assuned to be default.

When both | ower-port and upper-port are specified,
it inplies a range inclusive of both val ues.

If no port is specified, "any’ (wldcard) is assuned.”

| eaf | ower-port {

type inet: port-nunber;

mandat ory true

description

"Lower boundary for port.";

}
| eaf upper-port {

type inet: port-nunber;
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must ". >= ../lower-port" {
error-nessage
"The upper-port nust be greater than or equa
to | ower-port";

}

description
"Upper boundary for port. If it exists, the upper port
must be greater or equal to |ower-port.";
}
| eaf operation {
type operator;
must “(../lower-port and not(../upper-port))" {

error-nessage
"I'f lower-port is specified, and an operator is also

speci fied, then upper-port should not be specified.”
description
"I'f lower-port is specified, and an operator is also
speci fied, then upper-port should not be specified."
}
default eq;
description
"Operator to be applied on the | ower-port.";

}
}

cont ai ner destination-port-range {
presence "Enabl es setting destination port range”
description
"I'nclusive range representing destination ports to be used.
When only lower-port is present, it represents a single
port and eq operator is assuned to be default.

When both | ower-port and upper-port are specified,
it inplies a range inclusive of both val ues.

If no port is specified, "any’ (wldcard) is assumed. ";

| eaf | ower-port {
type inet: port-numnber;
mandat ory true
description
"Lower boundary for port.";
}

| eaf upper-port {
type inet: port-numnber;
must ". >= ../lower-port" {
error-nessage
"The upper-port nust be greater than or equa
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to | ower-port";

}

description
"Upper boundary for port. If existing, the upper port nust
be greater or equal to |ower-port";

}

| eaf operations {
type operator;
must " (../lower-port and not(../upper-port))" {

error-nessage
is specified, and an operator is also

"I'f | ower-port
speci fied, then upper-port should not be specified."

description
"I'f lower-port is specified, and an operator is also

speci fied, then upper-port should not be specified.”

}

default eq;
description
"Operator to be applied on the | ower-port.";
}
}
}

groupi ng acl -i p- header-fields {

description

"I P header fields comon to ipv4 and ipv6";
reference

"RFC 791.";

| eaf dscp {
type inet:dscp;
description
"Differentiated Services Code Point."

ref erence
"RFC 2474: Definition of Differentiated services field

(Ds field) in the IPv4 and | Pv6 headers.";
}

| eaf ecn {
type uint8 {
range O0.. 3;
}

description
"Explicit Congestion Notification."
reference
"RFC 3168.";
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| eaf length {

type uint 16;

description
"I'n 1 Pv4 header field, this field is known as the Total Length.

Total Length is the length of the datagram neasured in octets,
i ncluding internet header and dat a.

In I Pv6 header field, this field is known as the Payl oad
Length, the length of the |IPv6 payload, i.e. the rest of

the packet followi ng the | Pv6 header, in octets.";
ref erence

"RFC 719, RFC 2460";
}

leaf ttl {
type uint8;
description
"This field indicates the maxinumtinme the datagramis all owed
to remain in the internet system |If this field contains the
val ue zero, then the datagram nust be destroyed.

In IPv6, this field is known as the Hop Linmt.";
reference "RFC 719, RFC 2460";

}

| eaf protocol {
type uint8;
description
"I nternet Protocol nunber.";
}

uses acl -transport-header-fields;

}

groupi ng acl -i pv4-header-fields {
description
"Fields in | Pv4 header.";

leaf ihl {

type uint8 {
range "5..60";

}

description
"An | Pv4 header field, the Internet Header Length (IHL) is
the length of the internet header in 32 bit words, and
thus points to the beginning of the data. Note that the
m ni mum val ue for a correct header is 5.";
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| eaf flags {
type bits {
bit reserved {
position O;
description
"Reserved. Miust be zero."

bit fragment ({
position 1;
description
"Setting value to 0 indicates nay fragnent, while setting
the value to 1 indicates do not fragment.";

bit nore {
position 2;
description
"Setting the value to O indicates this is the | ast fragnent,
and setting the value to 1 indicates nore fragnents are
com ng.";
}
}
description
"Bit definitions for the flags field in | Pv4 header."
}

| eaf offset {
type uint16 {
range "20..65535";
}

description

"The fragnent offset is measured in units of 8 octets (64 bits).

The first fragnent has offset zero. The length is 13 bits";
}

| eaf identification {
type uint 16;
description
"An identifying value assigned by the sender to aid in
assenbling the fragnents of a datagram"”;

}

| eaf destination-ipv4-network {
type inet:ipvé4-prefix;
description
"Destination | Pv4 address prefix."
}

| eaf source-ipv4-network {
type inet:ipv4-prefix;
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description
"Source | Pv4 address prefix.";
}
}

groupi ng acl -i pv6- header-fields {
description
"Fields in | Pv6 header";

| eaf next-header {

type uint8;

description
"Identifies the type of header inmmediately follow ng the
| Pv6 header. Uses the sane values as the | Pv4 Protoco
field.";

ref erence
"RFC 2460";

}

| eaf destination-ipv6-network {
type inet:ipv6-prefix;
description
"Destination | Pv6 address prefix.";

}

| eaf source-ipv6-network {
type inet:ipv6-prefix;
description
"Source | Pv6 address prefix.";

}

| eaf flowlabel {
type inet:ipv6e-flowl abel
description
"I Pv6 Flow | abel .";
}
ref erence
"RFC 4291: |IP Version 6 Addressing Architecture
RFC 4007: | Pv6 Scoped Address Architecture
RFC 5952: A Recommendation for | Pv6 Address Text
Represent ati on";

}

groupi ng acl -et h-header-fields {
description
"Fields in Ethernet header."

| eaf destination-nmac-address {
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type yang: mac- addr ess;
description
"Destination | EEE 802 MAC address.”

| eaf destination-nac-address-nmask {
type yang: mac- addr ess;
description
"Destination | EEE 802 MAC address mask."
}
| eaf source-nmac-address {
type yang: mac- addr ess;
description
"Source | EEE 802 MAC address.";
}
| eaf source-nac-address-mask {
type yang: mac- addr ess;
description
"Source | EEE 802 MAC address mask.";
}
| eaf ethertype {
type eth:ethertype;
description
"The Ethernet Type (or Length) val ue represented
in the canonical order defined by | EEE 802
The canoni cal representation uses |owercase
characters.”;
ref erence
"| EEE 802-2014 Cl ause 9.2";
}
ref erence
"I EEE 802: | EEE Standard for Local and Metropolitan
Area Networks: Overview and Architecture.";

}

groupi ng acl -tcp-header-fields {
description
"Col l ection of TCP header fields that can be used to
setup a match filter.";

| eaf sequence-nunber {
type uint32;
description
"Sequence nunber that appears in the packet.";

}

| eaf acknow edgenent - nunber {
type uint32;
description
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"The acknow edgenent number that appears in the
packet.";

}

| eaf data-of fset {

type uint8 {
range "5..15";

}

description
"Specifies the size of the TCP header in 32-bit
words. The mini mum size header is 5 words and
the maxi mumis 15 words thus giving the mini mum
size of 20 bytes and naxi num of 60 bytes,
allowing for up to 40 bytes of options in the
header.";

}

| eaf reserved {
type uint8;
description
"Reserved for future use."

}

| eaf flags {
type bits {
bit ns {
position O;
description
"ECN- nonce conceal nent protection”
ref erence "RFC 3540).";

bit cw {
position 1;
description
"Congestion Wndow Reduced (CWR) flag is set by
the sending host to indicate that it received
a TCP segnment with the ECE flag set and had
responded in congestion control mechanism?";
reference "RFC 3168"
}
bit ece {
position 2;
description
"ECN- Echo has a dual role, depending on the val ue
of the SYN flag. It indicates:
If the SYNflag is set (1), that the TCP peer is ECN
capable. If the SYNflag is clear (0), that a packet
wi th Congestion Experienced flag set (ECN=11) in IP
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header was received during normal transmi ssion
(added to header by RFC 3168). This serves as an
i ndi cation of network congestion (or inpending
congestion) to the TCP sender.";
}
bit urg {
position 3;
description
"Indicates that the Urgent pointer field is significant."

}
bit ack {
position 4;
description
"Indi cates that the Acknow edgnent field is significant.
Al'l packets after the initial SYN packet sent by the
client should have this flag set."

}
bit psh {
position 5;
description
"Push function. Asks to push the buffered data to the
receiving application.";
}
bit rst {
position 6;
description
"Reset the connection.”

}
bit syn {
position 7;
description
"Synchroni ze sequence nunmbers. Only the first packet
sent from each end should have this flag set. Sone
other flags and fields change neani ng based on this
flag, and sone are only valid for when it is set,
and others when it is clear.";
}
bit fin {
position 8;
description
"Last package from sender.";
}

}

description
"Also known as Control Bits. Contains 9 1-bit flags."

}

| eaf wi ndow si ze {
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type uint 16;

description
"The size of the receive wi ndow, which specifies
the nunber of wi ndow size units (by default,
byt es) (beyond the segnent identified by the
sequence nunber in the acknow edgnent fi el d)
that the sender of this segnment is currently

willing to receive.";
}
| eaf urgent-pointer {
type uint 16;

description
"This field is an offset fromthe sequence nunber
indicating the |ast urgent data byte."

}

| eaf options {
type uint32;
description
"The length of this field is determ ned by the
data offset field. Options have up to three
fields: Option-Kind (1 byte), Option-Length
(1 byte), Option-Data (variable). The Option-Kind
field indicates the type of option, and is the
only field that is not optional. Depending on
what kind of option we are dealing wth,
the next two fields nmay be set: the Option-Length
field indicates the total length of the option
and the Option-Data field contains the val ue of
the option, if applicable.";
}
}

groupi ng acl - udp- header-fields {
description
"Col l ection of UDP header fields that can be used
to setup a match filter.";

| eaf length {

type uint16;

description
"Afield that specifies the Iength in bytes of
the UDP header and UDP data. The nini num
length is 8 bytes because that is the | ength of
the header. The field size sets a theoretica
limt of 65,535 bytes (8 byte header + 65,527
bytes of data) for a UDP datagram However the
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actual limt for the data |l ength, which is

i mposed by the underlying I Pv4 protocol, is
65, 507 bytes (65,535 m nus 8 byte UDP header
m nus 20 byte | P header).

In IPv6 junbograns it is possible to have

UDP packets of size greater than 65,535 bytes.
RFC 2675 specifies that the length field is set
to zero if the length of the UDP header plus
UDP data is greater than 65,535."

}
}

groupi ng acl -i cnp-header-fields {
description
"Col l ection of |ICVMP header fields that can be
used to setup a match filter."

| eaf type {
type uint8;
description
"Al so known as Control nessages.";
reference "RFC 792";

}
| eaf code {
type uint8;
description
"I CVP subtype. Al so known as Control nessages.";
}
| eaf rest-of-header {
type uint32;
description
"Four-bytes field, contents vary based on the
| CMP type and code.";
}
}
}
<CODE ENDS>

4.3. An ACL Exanpl e

Requirement: Deny tcp traffic from 10.10.10.1/24, destined to
11.11.11. 1/ 24.

Here is the acl configuration xm for this Access Control List:
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<?xm version="1.0" encodi ng=" UTF-8" ?>
<data xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0" >
<access-lists xm ns="urn:ietf:parans: xn : ns: yang:
ietf-access-control-list">
<acl >
<acl - nane>sanpl e-i pv4- acl </ acl - nane>
<acl -type>i pv4- acl </ acl -type>
<aces>
<ace>
<rul e- name>r ul el</rul e- name>
<mat ches>
<i pv4- acl >
<pr ot ocol >t cp</ pr ot ocol >
<desti nati on-i pv4- net wor k>
11.11.11.1/24
</ destination-i pv4- net wor k>
<sour ce-i pv4- net wor k>
10.10.10.1/ 24
</ sour ce-i pv4- net wor k>
</i pv4-acl >
</ mat ches>
<actions>
<packet - handl i ng>deny</ packet - handl i ng>
</ actions>
</ ace>
</ aces>
</ acl >
</ access-lists>
</ dat a>

The acl and aces can be described in CLI as the foll ow ng:

access-list ipv4d sanple-ipvéa-acl
deny tcp 10.10.10.1/24 11.11.11.1/24

4.4. Port Range Usage Exanple

When a | ower-port and an upper-port are both present, it represents a
range between | ower-port and upper-port with both the | ower-port and
upper-port are included. Wen only a |ower-port presents, it
represents a single port.

Wth the follow XM. sni ppet:
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<sour ce-port-range>
<l ower - port >16384</ | ower - port >
<upper - port >16387</ upper - port >
</ sour ce- port-range>

This represents source ports 16384, 16385, 16386, and 16387
Wth the follow XM. sni ppet:

<sour ce-port-range>
<l ower - port >16384</| ower - port >
<upper - port >65535</ upper - port >
</ sour ce-port-range>

This represents source ports greater than/equal to 16384 and | ess
than equal to 65535.

Wth the foll ow XM. sni ppet:

<sour ce-port-range>
<l ower - port >21</| ower - port >
</ sour ce- port-range>

This represents port 21.

Wth the following XM snippet, the configuration is specifying all
ports that are not equal to 21

<sour ce-port-range>
<l ower - port >21</| ower - port >
<oper ati ons>neq</ oper ati ons>
</ sour ce- port-range>

5. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF [ RFC6241]. The | owest NETCONF | ayer is the secure
transport |layer and the nandatory-to-inplenent secure transport is
SSH [ RFC6242] . The NETCONF Access Control Mddel ( NACM [ RFC6536])
provides the nmeans to restrict access for particular NETCONF users to
a pre-configured subset of all avail abl e NETCONF protocol operations
and content.

There are a nunber of data nodes defined in the YANG nodul e which are
writable/creatabl e/deletable (i.e., config true, which is the

default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., <edit-config>)
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to these data nodes wi thout proper protection can have a negative
ef fect on network operations.

These are the subtrees and data nodes and their sensitivity/
vul nerability:

/access-lists/acl/access-list-entries: This list specifies all the
configured access list entries on the device. Unauthorized wite
access to this list can allow intruders to access and control the
system Unauthorized read access to this list can allow intruders to
spoof packets with authorized addresses thereby conprom sing the
system

6. | ANA Consi der ati ons

This docunent registers a URl in the |ETF XM. registry [ RFC3688].
Following the format in RFC 3688, the following registration is
requested to be nmde:

URI: urn:ietf:parans: xm :ns:yang:ietf-access-control-1ist
URI: urn:ietf:parans:xn:ns:yang:ietf-packet-fields

Regi strant Contact: The | ESG

XM.: NA, the requested URI is an XM. nanespace

This docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020].

nane: ietf-access-control-list nanespace:
urn:ietf:paramnms: xm:ns:yang:ietf-access-control-list prefix: ietf-ac
reference: RFC XXXX

nane: ietf-packet-fields namespace: urn:ietf:parans:xm:ns:yang:ietf-
packet-fields prefix: ietf-packet-fields reference: RFC XXXX
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Appendi x A. Extending ACL nodel exanples
A.1. Exanpl e of extending existing nodel for route filtering

Wth proposed nodul ar design, it is easy to extend the nodel with

ot her features. Those features can be standard features, |ike route
filters. Route filters match on specific | P addresses or ranges of
prefixes. Mich like ACLs, they include some match criteria and
correspondi ng match action(s). For that reason, it is very sinple to
extend existing ACL nodel with route filtering. The conbination of a
route prefix and prefix length along with the type of natch
determines how route filters are eval uated agai nst inconing routes.

D fferent vendors have different match types and in this nodel we are
using only ones that are common across all vendors participating in
this draft. As in this exanple, the base ACL nodel can be extended
with conpany proprietary extensions, described in the next section.

nmodul e: exanpl e-ext-route-filter
augrment /ietf-acl:access-lists/ietf-acl:acl/ietf-acl:aces/ietf-acl:ac
elietf-acl:matches:
+--rw (route-prefix)?
+--:(range)
+--rw (i pvé4-range)?
| +--:(v4-1ower-bound)

| | +--rw v4-1ower-bound? i net:ipva-prefix
| +--:(v4-upper-bound)
| +--rw v4- upper - bound? inet:ipvéd-prefix

+--rw (i pv6-range)?
+--:(v6-1 ower - bound)

| +--rw v6-I|ower-bound? i net:ipv6-prefix
+--: (v6- upper - bound)
+--rw Vv6- upper - bound? inet:ipv6-prefix

file "exanpl e-ext-route-filter@017-10-03. yang"
nmodul e exanpl e-ext-route-filter {
namespace "urn:ietf:paranms: xm : ns: yang: exanpl e-ext-route-filter";
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prefix exanpl e-ext-route-filter

inmport ietf-inet-types {
prefix "inet";
}

import ietf-access-control-list {
prefix "ietf-acl";
}

organi zati on
"Rout e nodel group.";

cont act
"abc@bc. cont;
description "
Thi s nodul e describes route filter as a collection of
mat ch prefixes. Wen specifying a match prefix, you
can specify an exact match with a particular route or
a |l ess precise match. You can configure either a
comon action that applies to the entire list or an
action associated with each prefix.
revision 2017-10-03 {
description
"Creating Route-Filter extension nodel based on
i etf-access-control-list nodel”
reference "Exanple route filter";

}

augrment "/ietf-acl:access-lists/ietf-acl:acl/" +
"ietf-acl:aces/ietf-acl:ace/ietf-acl:mtches" {
description "
Thi s nodul e augnents the matches container in the ietf-ac
module with route filter specific actions"

choi ce route-prefix{
description "Define route filter match criteria";
case range {
description
"Route falls between the |ower prefix/prefix-length
and t he upperprefix/prefix-length.";
choi ce i pv4-range {
description "Defines the I Pv4 prefix range";
| eaf v4-1ower-bound {
type inet:ipvéd-prefix;
description
"Defines the lower |IPv4 prefix/prefix |ength"
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}
| eaf v4-upper-bound {

type inet:ipvé4-prefix;
description
"Defines the upper IPv4 prefix/prefix Iength"
}
}

choi ce i pv6-range {
description "Defines the I Pv6 prefix/prefix range”
| eaf v6-1ower-bound {
type inet:ipv6-prefix;
description
"Defines the lower |IPv6 prefix/prefix |ength"

| eaf v6-upper-bound {
type inet:ipv6e-prefix;
description
"Defines the upper I1Pv6 prefix/prefix |ength"

}
}
}
}
}
}
A.2. A conpany proprietary nodul e exanpl e
Modul e "exanpl e-newco-acl"” is an exanpl e of conpany proprietary nodel
that augnents "ietf-acl" nodule. It shows how to use "augnent’ with

an XPath expression to add additional match criteria, action
criteria, and default actions when no ACE matches found. All these
are conpany proprietary extensions or system feature extensions.
"exanpl e-newco-acl” is just an exanple and it is expected from
vendors to create their own proprietary nodels.

The following figure is the tree structure of exanple-newco-acl. In
this exanple, /ietf-acl:access-lists/ietf-acl:acl/ietf-acl:aces/ietf-
acl :acel/ietf-acl: mtches are augnented with two new choi ces,

pr ot ocol - payl oad- choi ce and netadata. The protocol - payl oad-choi ce
uses a grouping with an enuneration of all supported protocol val ues.
Met adata nmat ches apply to fields associated with the packet but not
in the packet header such as overall packet length. |n other
exanple, /ietf-acl:access-lists/ietf-acl:acl/ietf-acl:aces/ietf-
acl :acel/ietf-acl:actions are augnmented with new choice of actions.
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nmodul e: exanpl e- newco- acl
augrment /ietf-acl:access-lists/ietf-acl:acl/ietf-acl:aces/ietf-acl:ac
e/ietf-acl: matches:
+--rw (protocol - payl oad- choi ce) ?
| +--:(protocol -payl oad)
| +--rw protocol - payl oad* [val ue-keyword]
| +--rw val ue- keyword enumrer ati on
+--rw (netadata)?
+--: (packet - | engt h)
+--rw packet -1 engt h? uintl16
augnment /ietf-acl:access-lists/ietf-acl:acl/ietf-acl:aces/ietf-acl:ac
elietf-acl:actions:
+--rw (action)?
+--:(count)

| +--rw count? string
+--:(policer)
| +--rw policer? string

+--: (hiearchical -policer)
+--rw hierarchitacl-policer? string
augrment /ietf-acl:access-lists/ietf-acl:acl
+--rw defaul t-actions
+--rw deny? enpty

nodul e exanpl e- newco-acl {
yang-version 1.1;
nanespace "urn: newco: parans: xnl : ns: yang: exanpl e- newco- acl "
prefix exanpl e- newco- acl
import ietf-access-control-1list {

prefix "ietf-acl";

}

organi zati on
"Newco nodel group.";

cont act
"abc@ewco. cont';
description
"Thi s YANG nodul e augnents | ETF ACL Yang.";

revision 2017-10-03 {
description
"Creating NewCo proprietary extensions to ietf-acl nodel";

ref erence
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"RFC XXXX: Network Access Control List (ACL)
YANG Data Model "

}

augrment "/ietf-acl:access-lists/ietf-acl:acl/" +
"ietf-acl:aces/ietf-acl:ace/" +
"ietf-acl:mtches" {

description "Newco proprietary sinple filter matches"
choi ce protocol - payl oad- choi ce {
description "Newo proprietary payl oad match condition";
|ist protocol-payl oad {
key val ue- keywor d;
or der ed- by user;
description "Mtch protocol payl oad";
uses mat ch-si npl e- payl oad- pr ot ocol - val ue;
}
}

choi ce netadata {
description "Newco proprietary interface match condition"
| eaf packet-length {
type uint 16;
description "Match on packet |ength";
}
}
}

augrment "/ietf-acl:access-lists/ietf-acl:acl/" +
"ietf-acl:aces/ietf-acl:ace/" +
"ietf-acl:actions" {

description "Newco proprietary sinple filter actions";
choi ce action {
description "";
case count {
description "Count the packet in the nanmed counter”;
| eaf count {
type string;

description ;

}
}

case policer {
description "Name of policer to use to rate-linit traffic";
| eaf policer {
type string;
description "";
}

}

case hiearchical -policer {
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description "Name of hierarchical policer to use to
rate-limt traffic";

| eaf hierarchitacl-policer {
type string;
description "";

}

}
}
}

augrment "/ietf-acl:access-lists/ietf-acl:acl" {
description "Newco proprietary default action";
cont ai ner default-actions {
description
"Actions that occur if no access-list entry is matched.”
| eaf deny {
type enpty;
description "";
}
}
}

groupi ng mat ch-si npl e- payl oad- pr ot ocol -val ue {
description "Newco proprietary payl oad";
| eaf val ue-keyword {
type enuneration {
enumicnp {
description "Internet Control Message Protocol"

enum i cnp6 {
description "lInternet Control Message Protocol Version 6";
}

enum range {
description "Range of val ues”;
}

}
description "(null)";
}
}
}

Draft authors expect that different vendors will provide their own
yang nodel s as in the exampl e above, which is the augnentation of the
base nodel
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A. 3. Linux nftabl es

As Linux platformis becom ng nore popul ar as networking platform
the Linux data nodel is changing. Previously ACLs in Linux were

hi ghly protocol specific and different utilities were used (i ptables,
i p6t abl es, arptables, ebtables), so each one had separate data nodel .
Recently, this has changed and a single utility, nftables, has been
devel oped. Wth a single application, it has a single data nodel for
filewall filters and it follows very simlarly to the ietf-access-

control list nodule proposed in this draft. The nftables support
i nput and output ACEs and each ACE can be defined with match and
action.

The exanple in Section 4.3 can be configured using nftable tool as
bel ow.

nft add table ip filter

nft add chain filter input

nft add rule ip filter input ip protocol tcp ip saddr \
10. 10. 10. 1/ 24 drop

The configuration entries added in nftable would be.

table ip filter {
chain input {
ip protocol tcp ip saddr 10.10.10.1/24 drop
}

}

We can see that there are many sinmilarities between Linux nftables
and | ETF ACL YANG data nodels and its extension nodels. It should be
fairly easy to do translation between ACL YANG nodel described in
this draft and Linux nftabl es.

A. 4. Ethertypes

The ACL nodul e is dependent on the definition of ethertypes. |EEE
owns the allocation of those ethertypes. This nodel is being

i ncluded here to enable definition of those types till such tine that
| EEE takes up the task of publication of the nodel that defines those
ethertypes. At that time, this nodel can be deprecated.

<CODE BEG@ NS> file "ietf-ethertypes@017-10-03. yang"
nmodul e ietf-ethertypes {

nanespace "urn:ietf:parans: xnl:ns:yang:ietf-ethertypes"
prefix ie;
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organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language)”;

cont act
"WG Web: <http://tools.ietf.org/ wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

Edi t or: Mahesh Jet hanandani
<nj et hanandani @nmai | . con>";

description
"Thi s nodul e contains the common definitions for the
Et hertype used by different nodules. It is a
pl acehol der nodule, till such time that |EEE
starts a project to define these Ethertypes
and publishes a standard.

At that time this nodul e can be deprecated."”;

revision 2017-10-03 {
description
“Initial revision.";
ref erence
"RFC XXXX: | ETF Et hertype YANG Data Modul e.";

}

typedef ethertype {
type union {
type uint 16;
type enuneration {
enum i pv4 {
val ue 2048;
description
"Internet Protocol version 4 (IPv4) with a
hex val ue of 0x0800."
ref erence
"RFC 791, Internet Protocol.";
}
enum arp {
val ue 2054;
description
"Address Resolution Protocol (ARP) with a
hex val ue of 0x0806."
reference
"RFC 826 An Et hernet Address Resolution Protocol."

enum w an {
val ue 2114;
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description
"Wake- on- LAN. Hex val ue of 0x0842.";

enumtrill {
val ue 8947;
description
"Transparent |nterconnection of Lots of Links.
Hex val ue of O0x22F3."
reference
"RFC 6325 Routing Bridges (RBridges): Base Protoco
Speci fication.";
}
enum srp {
val ue 8938;
description
"Stream Reservation Protocol. Hex val ue of
Ox22EA. ";
ref erence
"I EEE 801. 1Q 2011.";

enum decnet {
val ue 24579;
description
"DECnet Phase |V. Hex val ue of 0x6003.";
}

enumrarp {
val ue 32821;
description
"Rever se Address Resol ution Protocol
Hex val ue 0x8035.";
ref erence
"RFC 903. A Reverse Address Resol ution Protocol.";
}
enum appl etal k {
val ue 32923;
description
"Appl etalk (Ethertal k). Hex val ue 0x809B."
}

enum aarp {
val ue 33011;
description
"Appl etal k Address Resol ution Protocol. Hex val ue
of Ox80F3.";
}
enum vl an {
val ue 33024;
description
"VLAN-t agged frame (802.1Q and Shortest Path
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Bridgi ng | EEE 802.1aq with NNI conpatibility.
Hex val ue 0x8100.";
ref erence
"802.1Q";

}
enum i px {
val ue 33079;
description
"Internetwork Packet Exchange (1PX). Hex val ue
of 0x8137.";
}
enum gnx {
val ue 33284;
description
"ONX Qnet. Hex val ue of 0x8204.";

enum i pv6 {
val ue 34525;
description
"Internet Protocol Version 6 (IPv6). Hex val ue
of 0x86DD. ";
reference
"RFC 8200, 8201.";

enum efc {
val ue 34824;
description
"Ethernet flow control using pause franes.
Hex val ue of 0x8808"
ref erence
"I EEE Std. 802.1Qbb."
}
enum esp {
val ue 34825;
description
"Et hernet Sl ow Protocol. Hex val ue of 0x8809.";
ref erence
"| EEE Std. 802.3-2015";
}
enum cobranet {
val ue 34841;
description
"CobraNet. Hex val ue of O0x";
}
enum npl s-uni cast {
val ue 34887;
description
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"Mul ti Protocol Labe
Hex val ue of 0x8847.
ref erence
"RFC 3031.";
}

enum npl s-nul ticast {
val ue 34888;
description
"Mul ti Protocol Labe
Hex val ue of 0x8848.
ref erence
"RFC 3031.";
}

enum pppoe-di scovery {
val ue 34915
description

"Poi nt -t o- Poi nt Protocol
t he di scovery process.

ref erence
"RFC 2516.";
}

enum pppoe-sessi on {
val ue 34916;
description

"Poi nt -t o- Poi nt Protocol
Hex val ue of 0x8864."

sessi on st age.
reference
"RFC 2516.";

enumintel -ans {
val ue 34925;
description
"I ntel
0x886D. ";
}
enum j unbo-franes {
val ue 34928;
description
"Junbo franes or

1500 bytes of payl oad,

}

enum honepl ug {
val ue 34939;
description
"Fami |y name for the
communi cati ons. Hex

}

enum eap {

Jet hanandani, et al
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Advanced Networ ki ng Servi ces.

Expi res Apri

Cct ober 2017

Switch (MPLS) unicast traffic.

Switch (MPLS) nmulticast traffic

over Ethernet. Used during
Hex val ue of 0x8863."

over Ethernet. Used during

Hex val ue of

Et hernet franmes with nore than

upt o 9000 bytes.";

various power |ine
val ue of 0x887B.";
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val ue 34958;
description
"Et hernet Access Protocol (EAP) over LAN. Hex val ue
of Ox888E.";
ref erence
"1 EEE 802. 1X"
}
enum profinet {
val ue 34962;
description
"PRCcess Fleld Net (PROFINET). Hex val ue of 0x8892.";
}
enum hyperscsi {
val ue 34970;
description
"SCSlI over Ethernet. Hex val ue of Ox889A"
}
enum aoe {
val ue 34978;
description
"Advanced Technol ogy Advancenent (ATA) over Ethernet.
Hex val ue of 0x88A2."
}
enum et hercat {
val ue 34980;
description
"Ethernet for Control Automation Technol ogy (Ether CAT).
Hex val ue of 0Ox88A4."
}
enum provi der-bridging {
val ue 34984;
description
"Provider Bridging (802.1ad) and Shortest Path Bridging
(801. 1aq). Hex val ue of 0x88A8.";
ref erence
"| EEE 802. 1ad, | EEE 802.laq)."
}
enum et hernet - power | i nk {
val ue 34987;
description
"Et hernet Powerlink. Hex val ue of Ox88AB.";
}

enum goose {
val ue 35000;
description
"Generic Object Oriented Substation Event (GOOSE)
Hex val ue of 0x88B8."
ref erence
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"] EC/ | SO 8802-2 and 8802-3.";
}
enum gse {
val ue 35001;
description
"CGeneric Substation Events. Hex value of 88B9.";
ref erence
"] EC 61850.";
}
enum sv {
val ue 35002;
description
"Sanpl ed Val ue Transni ssion. Hex val ue of Ox88BA.";
ref erence
"] EC 61850.";

enum | I dp {
val ue 35020;
description
"Li nk Layer Discovery Protocol (LLDP). Hex val ue of
0x88CC. ";
ref erence
"| EEE 802. 1AB. ";
}
enum sercos {
val ue 35021;
description
"Sercos Interface. Hex val ue of 0x88CD.";
}

enum wsnp {
val ue 35036;
description
"WAVE Short Message Protocl (WSMP). Hex val ue of
0x88DC. *;
}
enum homepl ug- av- me {
val ue 35041;
description
"HomePl ug AV MME. Hex val ue of 88E1l."
}

enum nrp {
val ue 35043;
description
"Medi a Redundancy Protocol (MRP). Hex val ue of
Ox88E3. ";
reference
"1 EC62439-2.";
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enum nmacsec {
val ue 35045;

description
"MAC Security. Hex value of Ox88E5.";
ref erence
"1 EEE 802. 1AE. ";

}
enum pbb {
val ue 35047;
description
"Provi der Backbone Bridges (PBB)
Ox88E7.";
ref erence
"| EEE 802. lah.";

Hex val ue of

enum cfm {
val ue 35074;

description
"Connectivity Fault Managenent (CFM . Hex val ue of

0x8902. ";

ref erence
"| EEE 802. 1lag.";

}

enum fcoe {
val ue 35078;

description
"Fi ber Channel over

0x8906. ";

ref erence
"T11 FC-BB-5.";

Et hernet (FCoE). Hex val ue of

}

enum fcoe-ip {
val ue 35092;
description
"FCoE Initialization Protocol. Hex val ue of 0x8914.";

}

enum roce {
val ue 35093;
description
"RDVA over Converged Ethernet (RoCE). Hex val ue of

0x8915. ";

enumtte {
val ue 35101;
description
"TTEt hernet Protocol Control Franme (TTE). Hex val ue

of 0x891D.";
ref erence

Jet hanandani, et al. Expires April 6, 2018 [ Page 53]



Internet-Draft ACL YANG nodel Cct ober

"SAE AS6802.";

enum hsr {
val ue 35119;
description
"Hi gh-availability Seam ess Redundancy (HSR). Hex
val ue of 0x892F.";
reference
"I EC 62439-3: 2016. "
}

enum ctp {
val ue 36864;
description
"Et hernet Configuration Test Protocol (CTP). Hex
val ue of 0x9000.";
}
enum vl an-doubl e-t agged {
val ue 37120;
description
"VLAN-t agged frame with doubl e taggi ng. Hex val ue
of 0x9100.";

}
}
}
description
"The uint16 type placehol der type is defined to enable
users to manage their own ethertypes not

covered by the nodule. Otherw se the nodul e contains
enum definitions for the nore comonly used ethertypes.";

}
}
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