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Abst ract

Thi s docunent defines a header conpanion for the Generic Protocol
Extension for Virtual eXtensible Local Area Network (VXLAN-GPE) that
is used to carry a Goup Policy ldentifier for the purposes of policy
enf or cenent .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 3, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.
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1. Introduction

Thi s docunment defines the group-based policy (GBP) sub-header for
VXLAN-GPE [I-D.ietf-nvo3-vxlan-gpe]. The GBP sub-header carries a
16-bit group policy ID that is semantically equivalent to the 16-bit
group policy ID defined in [I-D.snith-vxl an-group-policy].

1.1. Conventions

The key words "MJST", "MJIST NOT", "REQU RED',
"SHOULD', "SHOULD NOT", "RECOMVENDED', " NAY",

"SHALL", "SHALL NOT",
and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Abbreviations used in this docunent

GBP: G oup-Based Policy

VXLAN- GPE: Virtual eXtensible Local Area Network, Generic Protocol

Extension [I-D.ietf-nvo3-vxl an-gpe]

2. Goup Based Policy Sub-header

8

OB BRANDNMNDNNDN

The Group-Based Policy (GBP) Sub-header foll ows the VXLAN- GPE header,

or anot her VXLAN- GPE subheader.

2.1. Header Fornat

The format of the GBP sub-header is as shown bel ow
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Goup Policy ID: 16 bit identifier that indicates the Goup Policy
I D being encapsul ated by this GBP sub-header. The allocation of
Goup Policy ID values is outside the scope of this docunent.

Reserved (Res): the 3 bit field MJST be set to zero on
transm ssion and ignored on receipt.

End Destination bit (E bit): The E bit is set to 0 to represent
the Group Policy ID associated with the source of the packet. The
E bit is set to 1 to represent the Group Policy ID associated with
the end destination of the packet. Note that if the packet
carryies a destination group sub-header, it MJST also carry a
source group sub-header.

Policy Applied bit (A bit): The A bit is set to 0 to indicate that
the group policy has not (yet) been applied to this packet. G oup
policies MIUST be applied by devices when the A bit is set to 0 and
the destination Goup has been determined. Devices that apply the
group policy MIST set the A bit to 1 after the policy has been
applied. The A bit is set to 1 to indicate that the group policy
has al ready been applied to this packet. Policies that redirect
the packet MUST NOT be applied by devices when the A bit is set.
Pol i ci es that cause the packet to be dropped MAY be appli ed.

Don't Learn bit (D bit): The D bit is set to 1 to indicate that
the egress VITEP MUST NOT | earn the source address of the
encapsul ated frane.

Version (Ver): indicates the Version of the Goup Policy VXLAN-GPE
sub-header. The initial version is O.

Next Protocol: This 8 bit field indicates the protocol header
i Mmedi ately following this VXLAN GPE sub-header. Next Protocol
types are encoded as specified in [I-D.ietf-nvo3-vxlan-gpe].

exanple frame format is as shown bel ow
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Next Protocol

3. | ANA Consi derati ons

I ANA is requested to add a new value to registry of "Next Protocol",
which is defined in [I-D.ietf-nvo3-vxlan-gpe]. The new value of 6
will signify a GBP sub-header as the next protocol.

4. Security Considerations

The same security considerations applied to [I-D.ietf-nvo3-vxl an-gpe]
and to [I-D.smith-vxlan-group-policy] apply to this docunent.

Additionally, the security policy value carried in the GBP header

i mpacts security directly. There is arisk that this identifier
could be altered. Accordingly, the network shoul d be designed such
that this header can be inserted only by trusted entities, and can
not be altered before reaching the destination. This can be
mtigated through physical security of the network and/or by
encryption or validation of the entire packet, including the GBP
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