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Abst ract

Thi s docunent defines a YANG nodul e for the Network Address
Transl ati on (NAT) function.

Net wor k Address Translation fromIPv4d to | Pv4 (NAT44), Network
Address and Protocol Translation fromIPv6 Clients to | Pv4d Servers
(NAT64), Customer-side transLATor (CLAT), Stateless |P/|CW
Translation (SIIT), Explicit Address Mappings for Stateless |P/ICW
Translation (SIIT EAM, [Pv6 Network Prefix Translation (NPTv6), and
Destination NAT are covered in this docunent.

Edi

torial Note (To be renobved by RFC Editor)

Pl ease update these statements within the docunent with the RFC
nunber to be assigned to this docunent:

"This version of this YANG nodule is part of RFC XXXX;"

"RFC XXXX: A YANG Modul e for Network Address Translation (NAT) and
Network Prefix Translation (NPT)"

"reference: RFC XXXX'
Pl ease update the "revision" date of the YANG nodul e.
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Boucadair, et al. Expi res March 31, 2019 [ Page 1]



Internet-Draft YANG Modul e for NAT Sept enber 2018

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 31, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines a data nodel for Network Address Transl ation
(NAT) and Network Prefix Translation (NPT) capabilities using the
YANG dat a nodel i ng | anguage [ RFC7950].

Traditional NAT is defined in [ RFC2663], while Carrier G ade NAT
(CA) is defined in [ RFC6888]. Unlike traditional NAT, the CGNis
used to optim ze the usage of global |IP address space at the scal e of
a domain: a CGN is not nmanaged by end users, but by service providers
instead. This docunent covers both traditional NATs and CGNs.

Thi s docunment al so covers NAT64 [ RFC6146], custoner-side translator
(CLAT) [ RFC6877], Stateless IP/ICVMP Translation (SIIT) [RFC7915],
Explicit Address Mappings for Stateless IP/ICVMP Translation (EAM

[ RFC7757], 1Pv6 Network Prefix Translation (NPTv6) [RFC6296], and
Destination NAT. The full set of translation schemes that are in
scope is included in Section 2.2.

Sampl e exanpl es are provided in Appendix A These exanples are not
i ntended to be exhausti ve.

1.1. Termnol ogy
Thi s docunent nakes use of the follow ng terns:
0 Basic Network Address Translation fromlIPv4 to | Pv4 (NAT44):

translation is limted to | P addresses al one (Section 2.1 of
[ RFC3022]) .
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0 Network Address/Port Translator (NAPT): translation in NAPT is
extended to include I P addresses and transport identifiers (such
as a TCP/UDP port or ICMP query ID); refer to Section 2.2 of
[ RFC3022]. A NAPT nmy use an extra identifier, in addition to the
five transport tuple, to di sanbi guate bindings [ RFC6619].

0 Destination NAT: is a translation that acts on the destination IP
address and/ or destination port nunber. This flavor is usually
depl oyed in | oad bal ancers or at devices in front of public
servers.

0 Port-restricted | Pv4 address: An IPv4 address with a restricted
port set. Miltiple hosts may share the same | Pv4 address;
however, their port sets nust not overlap [ RFC7596].

0 Restricted port set: A non-overlapping range of allowed externa
ports to use for NAT operation. Source ports of |Pv4 packets
transl ated by a NAT nust belong to the assigned port set. The
port set is used for all port-aware |IP protocols [RFC7596].

0 Internal Host: A host that nmay need to use a translation
capability to send to and receive traffic fromthe Internet.

0 Internal Address/prefix: The |IP address/prefix of an interna
host .

0 External Address: The I P address/prefix assigned by a transl ator
to an internal host; this is the address that will be seen by a
renmote host on the Internet.

o Mapping: denotes a state at the translator that is necessary for
net wor k address and/or port translation

0 Dynamic inplicit mapping: is created inplicitly as a side effect
of processing a packet (e.g., an initial TCP SYN packet) that
requires a new mapping. A validity lifetime is associated with
t hi s mappi ng.

o Dynamic explicit mapping: is created as a result of an explicit
request, e.g., PCP nessage [RFC6887]. A validity lifetine is
associated with this mapping.

0 Static explicit mapping: is created using, e.g., a CLI interface.
This mapping is likely to be maintained by the NAT function til
an explicit action is executed to remove it.

The usage of the term NAT in this docunent refers to any translation
flavor (NAT44, NAT64, etc.) indifferently.
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2

2

Thi s docunment uses the term "session" as defined in [ RFC2663] and
[ RFC6146] for NAT64.

This docunent follows the guidelines of [RFC6087], uses the common
YANG types defined in [ RFC6991], and adopts the Network Managenent
Dat astore Architecture (NVDA). The neaning of the synbols in tree
diagrans is defined in [ RFC8340].

Overvi ew of the NAT YANG Dat a Model
1. Overview

The NAT YANG nodul e is designed to cover dynam c inplicit nmappings
and static explicit mappings. The required functionality to instruct
dynamic explicit mappings is defined in separate docunents such as
[1-D. boucadair-pcp-yang]. Considerations about instructing by
explicit dynanm c neans (e.g., [RFC6887], [RFC6736], or [RFC8045]) are
out of scope. As a rem nder, REQ 9 of [RFC6888] requires that a CGN
must i npl enent a protocol giving subscribers explicit control over
NAT mappi ngs; that protocol should be the Port Control Protoco

[ RFC6887] .

A single NAT device can have nultiple NAT instances; each of these

i nstances can be provided with its own policies (e.g., be responsible
for serving a group of hosts). This docunent does not make any
assunpti on about how internal hosts or flows are associated with a

gi ven NAT i nstance.

The NAT YANG nodul e assunmes that each NAT instance can be enabl ed/
di sabl ed, be provisioned with a specific set of configuration data,
and maintains its own napping tables.

The NAT YANG nodul e allows for a NAT instance to be provided with

mul tiple NAT policies (/nat/instances/instance/policy). The docunent
does not nake any assunption about how flows are associated with a

gi ven NAT policy of a given NAT instance. Cassification filters are
out of scope.

Defining multiple NAT instances or configuring nultiple NAT policies
within one single NAT instance is inplenentation- and depl oynent -
speci fic.

Thi s YANG nodul e does not provide any nmethod to instruct a NAT
function to enable the logging feature or to specify the information
to be logged for administrative or regulatory reasons (Section 2.3 of
[ RFC6908] and REQ 12 of [RFC6888]). Those considerations are out of
the scope of this docunent.
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2.2. Various Transl ation Flavors

The follow ng translati on nodes are supported:

0 Basic NAT44

o NAPT

o0 Destination NAT

0o Port-restricted NAT

o Stateful NAT64 (including with destination-based Pref64::/n
[ RFC7050])

o ST

o CLAT

o EAM

o NPTv6

o Conbination of Basic NAT/ NAPT and Destinati on NAT

0 Conbination of port-restricted and Destination NAT

o0 Conbi nation of NAT64 and EAM

o Stateful and Statel ess NAT64

[I-D.ietf-softwire-dslite-yang] specifies an extension to the NAT
YANG nodul e to support DS-Lite.

The YANG "feature" statenent is used to indicate which of the
different translation nodes is relevant for a specific data node.
Table 1 lists defined features:

o e e e e e e e e e e e e e e e e aa o - S +
[ Transl ation Mode | YANG Feature
oo e e e e e e e e e eeeo oo o +
Basi ¢ NAT44 | basic-nat44
NAPT napt 44

I I
I I I
| Destinati on NAT | dst-nat |
| Stateful NAT64 | nat 64 |
| Stateless IPv4/1Pv6 translation | siit [
I I I
I I
I I

CLAT | clat
EAM | eam
NPTV6 | nptv6
Fom e e e e e e e e m e e B +

Tabl e 1: YANG NAT Feat ures

The followi ng translati on nodes do not require defining dedicated
features:

0 Port-restricted NAT: This node corresponds to supplying port
restriction policies to a NAPT or NAT64 (port-set-restrict).

0 Conbi nati on of Basic NAT/NAPT and Destination NAT: This node
corresponds to setting 'dst-nat-enable’ for Basic NAT44 or NAPT.
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0 Conbination of port-restricted and Destinati on NAT: This node can
be achi eved by configuring a NAPT with port restriction policies
(port-set-restrict) together with a destination |IP address poo
(dst-i p-address-pool).

0 Conbi nation of NAT64 and EAM This node corresponds to configuring
static mappi ngs for NAT64.

o Stateful and statel ess NAT64: A NAT64 inpl enentati on can be
instructed to behave in the statel ess node for a given prefix by
setting the paraneter (nat64-prefixes/statel ess-enable). A NAT64
i npl ementati on nay behave in both stateful and statel ess nodes if,
in addition to appropriately setting the paraneter (nat64-
prefi xes/ statel ess-enable), an external |Pv4 address pool is
confi gured.

The NAT YANG nodul e provides a nmethod to retrieve the capabilities of
a NAT instance (including, list of supported translation nodes, |ist
of supported protocols, port restriction support status, supported
NAT mapping types, supported NAT filtering types, port range

al | ocation support status, port parity preservation support status,
port preservation support status, the behavior for handling fragments
(all, out-of-order, in-order)).

2.3. TCP/ UDP/| CMP NAT Behavi oral Requirenents

Thi s docunent assunes NAT behavi oral recommendati ons for UDP
[ RFCAT787], TCP [ RFC5382], and | CMP [ RFC5508] are enabl ed by default.

Furt hernore, the NAT YANG nodul e relies upon the recommendati ons
detailed in [ RFC6888] and [ RFC7857].

2.4. Oher Transport Protocols

The nmodul e is structured to support protocols other than UDP, TCP
and | CMP. Concretely, the nodule allows the operator to enable
translation for other transport protocols when required

(/' nat/instances/instance/ policy/transport-protocols). Moreover, the
mappi ng table is designed so that it can indicate any transport
protocol. For exanple, this nmodul e nmay be used to manage a DCCP-
capabl e NAT that adheres to [ RFC5597].

Future extensions may be needed to cover NAT-rel ated consi derations
that are specific to other transport protocols such as SCTP
[I-D.ietf-tsvwg-natsupp]. Typically, the mapping entry can be
extended to record two optional SCTP-specific paraneters: Interna
Verification Tag (Int-VTag) and External Verification Tag (Ext-VTag).

This docunment only specifies transport protocol specific tinmers for
UDP, TCP, and ICWP. Wile sonme tiners could potentially be
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general i zed for other connection-oriented protocols, this docunent
does not follow such an approach because there is no standard
docunent specifying such generic behavior. Future docunents may be
edited to clarify how to reuse TCP-specific tinmers when needed.

2.5. | P Addresses Used for Translation

The NAT YANG nodul e assunes that bl ocks of | P external addresses
(external -i p-address-pool) can be provisioned to the NAT function
These bl ocks may be conti guous or not.

This behavior is aligned with [ RFC6888] which specifies that a NAT
function should not have any limitations on the size or the
contiguity of the external address pool. |In particular, the NAT
function nmust be configurable with contiguous or non-contiguous
external |Pv4 address ranges. To acconmobdate traditional NAT, the
nmodul e allows for a single |P address to be configured for external -
i p- addr ess- pool

Li kewi se, one or multiple |IP address pools may be configured for
Destinati on NAT (dst-ip-address-pool).

2.6. Port Set Assignnent

Port nunmbers can be assigned by a NAT individually (that is, a single
port is assigned on a per session basis), but this port allocation
schene may not be optinmal for |ogging purposes (Section 12 of

[ RFC6269]). A NAT function should be able to assign port sets (e.g.

[ RFC7753]) to optinize the volune of the |ogging data (REQ 14 of

[ RFC6888]). Both allocation schemes are supported in the NAT YANG
nodul e.

When port set assignment is activated (i.e., port-allocation-
type==port-range-all ocation), the NAT can be provided with the size
of the port set to be assigned (port-set-size).

2.7. Port-Restricted I P Addresses
Sone NATs restrict the source port nunbers (e.g., Lightweight 4over6
[ RFC7596], MAP-E [ RFC7597]). Two schenes of port set assignnents
(port-set-restrict) are supported in this docunent:

o Sinple port range: is defined by two port values, the start and
the end of the port range [ RFC8045].

0 Algorithmic: an algorithmis defined in [ RFC7597] to characteri ze
the set of ports that can be used.
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2.8. NAT Mapping Entries

A TCP/ UDP mappi ng entry naintains an associ ati on between the
followi ng information:

(internal -src-address, internal-src-port) (internal-dst-address,
internal -dst-port) <=> (external -src-address, external-src-port)
(ext ernal -dst-address, external-dst-port)

An | CVP mappi ng entry nmaintains an associ ati on between the foll ow ng
i nformation:

(internal -src-address, internal-dst-address, internal |CwW/ | CMPV6
identifier) <=> (external -src-address, external-dst-address,
external ICWP/ICVMPVv6E identifier)

As a renminder, all the |CMP Query nessages contain an 'ldentifier’
field, which is referred to in this docunent as the '| CW
Identifier’.

To cover TCP, UDP, and I CWMP, the NAT YANG nodul e assunes the
followi ng structure of a mapping entry:

type: I ndi cates how the nmapping was instantiated. For exanple, it
may i ndicate whether a mapping is dynamically instantiated by a
packet or statically configured.

transport-protocol: Indicates the transport protocol (e.g., UDP
TCP, ICWP) of a given mapping.

internal -src-address: Indicates the source |IP address/prefix as used
by an internal host.

internal -src-port: Indicates the source port nunber (or |CWP
identifier) as used by an internal host.

ext ernal - src-address: I ndi cates the source | P address/prefix as
assigned by the NAT.

external -src-port: I ndi cates the source port nunber (or |CWP
identifier) as assigned by the NAT.

i nternal -dst-address: Indicates the destination |IP address/prefix as
used by an internal host when sending a packet to a renote host.

i nternal -dst-port: I ndi cates the destination port nunmber as used by
an internal host when sending a packet to a renote host.
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external -dst-address: Indicates the destination |P address/prefix
used by a NAT when processing a packet issued by an internal host
towards a renote host.

external -dst-port: I ndi cates the destination port nunber used by a
NAT when processing a packet issued by an internal host towards a
renote host.

In order to cover both NAT64 and NAT44 fl avors, the NAT mappi ng
structure allows for the inclusion of an IPv4 or an | Pv6 address as
an internal |IP address. Renmaining fields are comobn to both NAT
schenes.

For exanple, the mapping that will be created by a NAT64 upon receipt
of a TCP SYN from source address 2001: db8: aaaa::1 and source port
nunmber 25636 to destination |P address 2001: db8: 1234::198. 51. 100. 1
and destination port nunmber 8080 is shown in Table 2. This exanple
assunmes EDM ( Endpoi nt - Dependent Mappi ng) .

) ) +
| Mappi ng Entry | Val ue |
[ Attribute | [
o m e e e e oo o o e e e e e e e e e e e e e e e e e e e eeao o +
[ type | dynanmic inplicit mapping |
| transport-protocol | 6 (TCP) |
| internal-src-address | 2001: db8: aaaa::1 |
| internal -src-port | 25636 |
| external-src-address | T (an | Pv4 address configured on the [
I | NAT64) I
| external -src-port | t (a port nunber that is chosen by the |
I | NAT64) I
| internal-dst-address | 2001: db8:1234::198.51.100.1 |
| internal -dst-port | 8080 |
| external-dst-address | 198.51.100.1 [
| external -dst-port | 8080 |
o e e e e e aa oo oo m e e e e e e e e e e e e e e e e e eaao o +

Tabl e 2: Exanpl e of an EDM NAT64 Mappi ng

The mappings that will be created by a NAT44 upon receipt of an | CWP
request from source address 198.51.100.1 and ICMP identifier (1Dl) to
destination | P address 198.51.100.11 is depicted in Table 3. This
exanpl e assunmes EI M (Endpoi nt - | ndependent Mappi ng) .

Boucadair, et al. Expi res March 31, 2019 [ Page 10]



Internet-Draft YANG Modul e for NAT Sept enber 2018

e e o m e e e +
| Mappi ng Entry | Val ue |
| Attribute | |
Fom e e e e oo o mm o e e e e e e e e e e e e e e e e e e e eo— - +
type dynanmic inplicit nmapping
t ransport - prot ocol 1 (1CwP)
i nternal -src-address 198. 51.100. 1
i nternal -src-port | D1

I I I
I I I
I I I
I I I
| external-src-address | T (an | Pv4 address configured on the |
I I I
I I I
I I I

NAT44)
external -src-port ID2 (an ICMP identifier that is chosen by
t he NAT44)
oo e e e a oo oo o +

Tabl e 3: Exanple of an EI M NAT44 Mapping Entry

The mapping that will be created by a NAT64 (El M node) upon receipt
of an | CWP request from source address 2001: db8: aaaa::1 and | CWMP
identifier (1Dl) to destination |IP address

2001: db8:1234::198.51.100.1 is shown in Table 4.

Fom e e e e oo o mm o e e e e e e e e e e e e e e e e e e e eo— - +

| Mappi ng Entry | Val ue |

| Attribute | |

T R ' +
type dynanmic inplicit mapping

I I I
| transport-protocol | 58 (1 CWVPv6) |
| internal-src-address | 2001: db8: aaaa:: 1 [
| internal -src-port | ID1 |
| external-src-address | T (an | Pv4 address configured on the |
I I I
I I I
I I I

NAT64)
ext ernal -src-port ID2 (an ICWMP identifier that is chosen by
t he NAT64)
Fom e e e e oo o mm o e e e e e e e e e e e e e e e e e e e eo— - +

Tabl e 4: Exanpl e of an EI M NAT64 Mapping Entry

Note that a mapping table is maintained only for stateful NAT
functions. Particularly:

0 No mapping table is maintained for NPTv6 given that it is
statel ess and transport-agnosti c.

0o The double translations are stateless in CLAT if a dedicated | Pv6
prefix is provided for CLAT. |If not, a stateful NAT44 will be
required.

0 No per-flow mapping is nmaintained for EAM [ RFC7757] .
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0 No mapping table is maintained for Stateless | Pv4/IlPv6
translation. As a rem nder, in such deploynents internal |Pv6
nodes are addressed using |IPv4-transl atable | Pv6 addresses, which
enable themto be accessed by | Pv4 nodes [ RFC6052].

Resource Limts

In order to conply with CGN depl oynents in particular, the NAT YANG
modul e allows limting the nunber of external ports per subscriber
(port-quota) and the anmpbunt of state nenory allocated per napping and
per subscriber (mapping-limts and connection-limts). According to
[ RFC6888], the nodule is designed to allow for the foll ow ng:

0 Per-subscriber limts are configurable by the NAT adm ni strator.

0 Per-subscriber limts are configurable independently per transport
pr ot ocol

0 Administrator-adjustable thresholds to prevent a single subscriber
from consum ng excessive CPU resources fromthe NAT (e.g., rate-
limt the subscriber’s creation of new mappi ngs) can be
confi gured.

Table 5 lists the various limts that can be set using the NAT YANG
nmodule. Once a limit is reached, packets that would normally trigger
new port mappi ngs or be transl ated because they match existing

mappi ngs, are dropped by the transl ator

Boucadair, et al. Expi res March 31, 2019 [ Page 12]



Internet-Draft

mappi ng-limts

connection-limts

YANG Modul e for NAT

Specifies a port quota to be assigned per
subscriber. It corresponds to the maxi num
nunber of ports to be used by a subscri ber
The port quota can be configured to apply to
all protocols or to a specific protocol

Di stinct port quota may be configured per

pr ot ocol

In order to prevent denial of service attacks
that can be caused by fragnents, this
paraneter is used to limt the nunber of out-
of -order fragnents that can be handl ed by a
transl ator.

Thi s paraneter can be used to control the
maxi mum nurmber of subscribers that can be
serviced by a NAT instance (limt-subscriber)
and t he maxi mum nunber of address and/or port
mappi ngs that can be nmmintained by a NAT
instance (limt-address-nmappings and limnt-
port-nmappings). Also, linmts specific to
protocols (e.g., TCP, UDP, ICW) can al so be
specified (limt-per-protocol).

In order to prevent exhausting the resources
of a NAT inplenentation and to ensure
fairness usage anobng subscribers, various
rate-limts can be specified. Rate-liniting
can be enforced per subscriber ((limt-
subscriber), per NAT instance (limt-per-

i nstance), and/or be specified for each
supported protocol (linit-per-protocol).

Table 5: NAT Limts

Table 6 describes linmts, that once exceeded, wll trigger
notifications to be generated:

Boucadai r,

et al.

Sept enber 2018

Expi res March 31, 2019 [ Page 13]



Internet-Draft YANG Modul e for NAT Sept enber 2018

| Used to notify high address [
| utilization of a given pool. Wen |
| exceeded, a nat-pool -event |
| notification will be generated. |
| owt hreshol d | Used to notify |ow address utilization |
| of a given pool. An administrator is

| supposed to configure | owthreshold so

| that it can reflect an abnormal usage
| of NAT resources. \Wen exceeded, a [
| nat-pool-event notification will be |
| generat ed. |

| Used to notify high address |
| utilization of all pools configured to

| a NAT instance. When exceeded, a nat-

| instance-event will be generated. |

| Used to notify high port allocation [
| taking into account all pools |
| configured to a NAT instance. Wen |
| exceeded, a nat-instance-event [
| notification will be generated. |

| Used to notify a high nunber of active

| subscribers that are serviced by a NAT |
| instance. \Wen exceeded, a nat- |
| instance-event notification will be [
| generat ed. |

Tabl e 6: Notification Threshol ds

In order to prevent a NAT inplenmentation from generating frequent
notifications, the NAT YANG nodul e supports the following limts
(Table 7) used to control how frequent notifications can be
generated. That is, notifications are subject to rate-linmting

i nposed by these intervals.
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| I'ndicates the m ninum

| nunber of seconds between
| successive notifications
| for a given address pool

| I'ndicates the mininmum

| nunber of seconds between
| successive notifications
| for a NAT instance.

Table 7: Notification Intervals
2.10. Binding the NAT Function to an External Interface

The modul e is designed to specify an external real mon which the NAT
function nmust be applied (external-realmj. The nodul e supports
indicating an interface as an external real m[RFC8343], but the
nmodul e is extensible so that other choices can be indicated in the
future (e.g., Virtual Routing and Forwardi ng (VRF) instance).

Di stinct external realns can be provided as a function of the NAT
policy (see for exanple, Section 4 of [RFC7289]).

If no external realmis provided, this assunes that the systemis
able to deternmine the external interface (VRF instance, etc.) on
which the NAT will be applied. Typically, the WAN and LAN interfaces
of a CPE are determ ned by the CPE

2.11. Relationship to NATV2-M B

Section of 5.1 of [RFC7659] indicates that the NATV2-M B assunes t hat

the following information is configured on the NAT by some neans, not

specified in [ RFC7659]:

o0 The set of address realns to which the device connect.

0 For the CGN case, per-subscriber information including subscriber
i ndex, address realm assigned prefix or address, and (possibly)
policies regarding address pool selection in the various possible
address realns to which the subscriber may connect.

0 The set of NAT instances running on the device, identified by NAT
i nstance index and nane.
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o The port mapping, filtering, pooling, and fragnment behaviors for
each NAT i nstance.
0 The set of protocols supported by each NAT instance.

0 Address pools for each NAT instance, including for each pool the
pool index, address realm and m ni num and maxi num port numnber.

0 Static address and port nmapping entries.

Al'l the above paraneters can be configured by neans of the NAT YANG
nodul e.

Unl i ke the NATV2-M B, the NAT YANG nodul e all ows to configure
mul tiple policies per NAT instance.

2.12. Tree Structure
The tree structure of the NAT YANG nodul e is provided bel ow
nodul e: ietf-nat
+--rw nat

+--rw i nstances
+--rw instance* [id]

+--rwid ui nt 32
+--rw nanme? string
+--rw enabl e? bool ean

+--ro capabilities
+--ro nat-flavor*
[ i dentityref
+--ro per-interface-bindi ng*
| enumer ati on
+--ro transport-protocol s* [protocol-id]
| +--ro protocol-id uint8
| +--ro protocol - nane? string
+--ro restricted-port-support?

| bool ean

+--ro static-mappi ng-support?

+--ro port-random zation-support?

| bool ean

+--ro port-range-allocation-support?

| bool ean

+--ro0 port-preservation-suport?

| bool ean

+--ro port-parity-preservation-support?
| bool ean

I
I
I
I
I
I
I
I
I
I
| | bool ean
I
I
I
I
I
I
I
I
I

+--ro address-roundrobi n-support?
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| bool ean
+--ro paired-address-pooling-support?
| bool ean
+--ro endpoi nt -i ndependent - mappi ng- support?
| bool ean
+--ro address-dependent - mappi ng- support ?
| bool ean
+--ro address-and- port-dependent - mappi ng- support ?
| bool ean
+--ro endpoi nt-i ndependent-filtering-support?
| bool ean
+--ro address-dependent-filtering?
| bool ean
+--ro address-and-port-dependent-filtering?
| bool ean

+--ro fragnent-behavi or?
enurer ation

+--rw type? i dentityref
+--rw per-interface-binding? enuneration
+--rw nat - pass-through* [id]

{basi c-nat44 or napt44 or dst-nat}?

+-rwid ui nt 32
+-rw prefix inet:ip-prefix
+--rw port? i net: port-numnber

+--rw policy* [id]

+-rwid ui nt 32
+--rw cl at-parameters {clat}?
| +--rwclat-ipv6-prefixes* [ipv6-prefix]

| | +--rwipv6e-prefix i net:ipv6-prefix

|  +--rwipva-prefixes* [ipva-prefix]

| +--rw ipvé4-prefix i net:ipva-prefix

+--rw nptv6-prefixes* [internal-ipv6-prefix] {nptv6}
| +--rwinternal-ipv6-prefix inet:ipv6-prefix

| +--rw external-ipv6-prefix inet:ipv6-prefix
+--rw eant [ipv4d-prefix] {ean}?

|  +--rwipvd-prefix i net:ipva-prefix

| +--rwipv6e-prefix i net:ipv6-prefix

+--rw nat 64- prefixes* [nat 64-prefix]
| {siit or nat64 or clat}?

+--rw nat 64-prefix inet:ipv6-prefix
+--rw destination-ipvd-prefix* [ipv4-prefix]

|  +--rwipvd-prefix i net:ipva-prefix

+--rw st at el ess- enabl e? bool ean

{basi c-nat 44 or napt44 or nat64}?
+--rw pool -id ui nt 32
+--rw external -i p-pool i net:ipva-prefix

I

I

I

I

+--rw external -i p-address-pool * [pool -id]

I

I

I

+--rw port-set-restrict {napt44 or nat64}?

2018

?
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+--rw (port-type)?
+--:(port-range)

| {napt44 or nat64}?
+--rw port-quota* [quota-type] {napt44 or nat64}?
| +-rwport-limt? ui nt 16

| +--rw quota-type uint8
+--rw port-set {napt44 or nat64}?
| +--rw port-set-size uint16

| +--rw port-set-tineout? ui nt 32
+--rw tinmers {napt44 or nat64}?

||
|
| | +--rw start-port-nunber? i net: port-nunber
| | +--rw end-port-nunber? i net: port - nunber
| +--:(port-set-al go)
| ] +--rw psid-offset? uint8
[ +--rw psid-Ilen ui nt8
| +--rw psid uint16
| +--rw dst-nat-enabl e? bool ean
| {basi c-nat44 or napt44}~?
| +--rw dst-ip-address-pool* [pool-id] {dst-nat}?
| | +--rw pool-id ui nt 32
| | +--rwdst-in-ip-pool? inet:ip-prefix
| | +--rwdst-out-ip-pool inet:ip-prefix
| +--rw transport-protocol s* [protocol-id]
| {napt44 or nat64 or dst-nat}?
| | +--rwprotocol-id uint8
| | +--rw protocol-name? string
| +--rw subscri ber-mask-v6? uint8
| +--rw subscriber-match* [match-id]
| {basi c-nat44 or napt44 or dst-nat}?
| | +--rwmatch-id ui nt 32
| | +--rw subnet inet:ip-prefix
| +--rw address-allocation-type? enurer ation
| +--rw port-allocation-type? enumrer ati on
| {napt44 or nat64}?
| +--rw mapping-type? enumner ati on
| {napt44 or nat64}?
| +--rwfiltering-type? enurer ation
| {napt 44 or nat64}?
| +--rw fragnent-behavior? enunerati on
I
|
I
I
I
I
I
|
| | +--rw udp-tinmeout? ui nt 32

| | +--rwtcp-idle-tineout? ui nt 32

| | +--rwtcp-trans-open-tinmeout? ui nt 32

| | +--rwtcp-trans-close-tinmeout? ui nt 32

| | +--rwtcp-in-syn-timeout? ui nt 32

| | +--rwfragnment-mnn-timeout? ui nt 32

| | +--rwicnp-tineout? ui nt 32

| | +--rw per-port-tineout* [port-nunber]

| | | +--rw port-nunber i net: port-nunber
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| | | +--rwprotocol? ui nt 32

| | | +--rwtimeout ui nt 32

| | +--rw hol d-down-tinmeout? ui nt 32

| | +--rw hol d-down- max? ui nt 32

| +--rwfragnents-limt? ui nt 32

| +--rw algs* [nane]

| | +--rw nane string

| | +--rwtransport-protocol ? ui nt 32

| | +--rwdst-transport-port

| | | +--rwstart-port-nunber? i net: port - nunber
| | | +--rw end-port-nunber? i net: port-nunber
| | +--rwsrc-transport-port

| | | +--rwstart-port-nunber? i net: port-nunber
| | | +--rw end-port-nunber? i net: port-nunber
| | +--rw status? bool ean

| +--rw all-al gs-enable? bool ean

| +--rw notify-pool -usage

| {basi c-nat44 or napt44 or nat64}?

| | +--rw pool-id? ui nt 32

| | +--rwlowthreshol d? per cent

| | +--rw high-threshol d? per cent

| | +--rwnotify-interval? ui nt 32

| +--rwexternal-realm

| +-rw (real mtype)?

| +--:(interface)

| +--rw external -interface? if:interface-ref
+--rw mapping-limts {napt44 or nat64}?

| +--rwlimt-subscribers? ui nt 32

| +--rw limt-address-nmappi ngs? ui nt 32

| +--rwlimt-port-nmappings? ui nt 32

| +--rwlimt-per-protocol* [protocol-id]

| {napt44 or nat64 or dst-nat}?

| +--rw protocol -id uint8

[ +--rwlimt? ui nt 32

+--rw connection-limts

| {basi c-nat44 or napt44 or nat64}?

| +--rwlimt-per-subscriber? ui nt 32

| +--rwlimt-per-instance? ui nt 32

| +--rwlimt-per-protocol* [protocol-id]

[ {napt 44 or nat64}?

| +--rw protocol -id uint8

| +--rwlimt? ui nt 32

+--rw notification-limts

| +--rwnotify-interval? ui nt 32

| {basi c-nat 44 or napt44 or nat64}?

| +--rwnotify-addresses-usage? per cent

| {basi c-nat44 or napt44 or nat64}?

| +--rwnotify-ports-usage? per cent
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[ {napt 44 or nat64}?
+--rw notify-subscribers-limt? ui nt 32
{basi c-nat44 or napt44 or nat64}?

I
I
|
+--rw mappi ng-tabl e
| |{basic-nat44 or napt44 or nat64 or clat or dst-nat}?
| +--rw mappi ng-entry* [index]
| +--rw i ndex ui nt 32
| +--rw type? enumer ati on
| +--rw transport-protocol ? uint8
[ +--rw internal -src-address? inet:ip-prefix
| +--rw internal -src-port
| | +--rw start-port-nurber? i net: port-numnber
| | +--rw end-port-nunber? i net: port-nunber
| +--rw external -src-address? inet:ip-prefix
| +--rw external -src-port
[ | +--rwstart-port-nunber? i net: port - nunber
| | +--rw end-port-nunber? i net: port-nunber
| +--rw internal -dst-address? inet:ip-prefix
| +--rw internal -dst-port
| | +--rw start-port-nunber? i net: port-nunber
| | +--rw end-port-nunber? i net: port-nunber
[ +--rw external -dst-address? inet:ip-prefix
| +--rw external -dst - port
| | +--rwstart-port-number? i net: port-numnber
| | +--rw end-port-nunber? i net: port-nunber
| +-rwlifetinme? ui nt 32
+--ro statistics

+--ro discontinuity-tine yang: dat e-and-ti ne

+--ro traffic-statistics

| +--ro sent-packets?

| yang: zer o- based- count er 64
| +--ro sent-bytes?

| yang: zer o- based- count er 64
| +--ro rcvd-packets?

| yang: zer o- based- count er 64
| +--ro rcvd-bytes?

| yang: zer o- based- count er 64
| +--ro dropped-packets?

| yang: zer o- based- count er 64

| +--ro dropped-bytes?

| yang: zer o- based- count er 64

| +--ro dropped-fragnents?

| yang: zer o- based- count er 64

| {napt44 or nat64}?

| +--ro dropped-address-lint-packets?

| yang: zer o- based- count er 64

| {basi c-nat44 or napt44 or nat64}?
| +--ro dropped-address-linit-bytes?
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yang: zer o- based- count er 64
{basi c-nat44 or napt44 or
dr opped- addr ess- packet s?
yang: zer o- based- count er 64
{basi c-nat44 or napt44 or
dr opped- addr ess- byt es?
yang: zer o- based- count er 64
{basi c-nat44 or napt44 or
dr opped-port-1limt-packets?
yang: zer o- based- count er 64
{napt44 or nat64}?
dropped-port-limt-bytes?
yang: zer o- based- count er 64
{napt44 or nat64}?
dr opped- port - packet s?
yang: zer o- based- count er 64
{napt44 or nat64}?
dr opped- port - byt es?
yang: zer o- based- count er 64
{napt44 or nat64}?

Sept enber 2018

nat 64} ?

nat 64} ?

nat 64} ?

dr opped- subscri ber-1limt-packets?

yang: zer o- based- count er 64
{basi c-nat44 or napt44 or

nat 64} ?

+--ro dropped-subscriber-linit-bytes?

yang: zer o- based- count er 64
{basi c-nat44 or napt44 or

+--ro0 mappi ngs-statistics

+-r0

+--ro0

total -active-subscribers?
{basi c-nat44 or napt44 or
t ot al - addr ess- mappi ngs?

nat 64} ?

yang: gauge32
nat 64} ?
yang: gauge32

| {basi c-nat44 or napt44 or nat64 or clat or dst-nat}?

+--10

total - port - mappi ngs?
{napt 44 or nat64}?

yang: gauge32

+--ro total -per-protocol* [protocol-id]

{napt 44 or nat64}?

+--ro protocol-id uint8

+--ro total ?

yang: gauge32

+--ro pool s-stats {basic-nat44 or napt44 or nat64}?

et al.

+-T0
+-r0

addr esses-al | ocat ed? yang:
addr esses-free? yang:

gauge32
gauge32

+--ro ports-stats {napt44 or nat64}?

| +--ro ports-allocated?
| +--ro ports-free?

+--10

+--ro pool-id
+--ro discontinuity-tine

per - pool - stat s* [ pool -id]
{basi c-nat44 or napt44 or

+--ro pool -stats

Expi res March 31, 2019
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| +--ro addresses-allocated? yang: gauge32
| +--ro addresses-free? yang: gauge32
+--ro port-stats {napt44 or nat64}?
+--ro ports-allocated? yang: gauge32
+--ro ports-free? yang: gauge32

notifications:
+---n nat-pool -event {basic-nat44 or napt44 or nat64}?
| +--roid -> /nat/instances/instance/id
| +--ro policy-id?
| -> |/ nat/instances/instance/policy/id
| +--ro pool-id
| ] -> /[ nat/instances/instance/policy/
| ext ernal -i p- addr ess- pool / pool -i d
L

+--ro notify-pool -threshold per cent
---n nat-instance-event {basic-nat44 or napt44 or nat64}?
+--roid

[ -> /nat/instances/instance/id

+--ro notify-subscribers-threshol d? ui nt 32
+--ro notify-addresses-threshol d? per cent
+--ro notify-ports-threshol d? per cent

3. NAT YANG Modul e
<CODE BEG@ NS> file "ietf-nat @018-09-27.yang"

nmodul e ietf-nat {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-nat";
prefix "nat";

inmport ietf-inet-types {
prefix inet;
ref erence
"Section 4 of RFC 6991";
}

i mport ietf-yang-types {
prefix yang;
ref erence
"Section 3 of RFC 6991";
}

inmport ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Mddel for Interface Managenment";
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}

organi zati on
"I ETF OPSAWG ( Oper ati ons and Managenent Area Wrking G oup)”;

cont act

"W Web: <https://datatracker.ietf.org/wg/ opsanwg/ >
W5 List: <mailto: opsawg@etf.org>

Editor: Mhanmed Boucadair
<mai | t o: nohaned. boucadai r @r ange. con®

Aut hor: Senthil Sivakunar
<mai | to: ssenthi |l @i sco. conp

Aut hor: Christian Jacquenet
<mai | to: christian.jacquenet @range. con

Aut hor: Suresh Vi napanul a
<mai | t 0: sureshk@ uni per. net >

Author: Qn W
<mai | to: bill.w@wuawei.con>";

description
"This nodule is a YANG nodul e for NAT i npl enentati ons.

NAT44, Network Address and Protocol Translation froml|Pv6
Clients to | Pv4 Servers (NAT64), Custoner-side transLATor (CLAT),
Stateless IP/ICWP Translation (SIIT), Explicit Address Mppi ngs
for Stateless IP/1CVWP Translation (SIIT EAM, |Pv6 Network
Prefix Translation (NPTv6), and Destinati on NAT are cover ed.

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision 2018-09-27 {
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description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Mbdul e for Network Address Transl ation
(NAT) and Network Prefix Translation (NPT)";

}

/*
* Definitions
* [

typedef percent {
type uint8 {
range "0 .. 100";
}

description
" Per cent age";
}

/*
* Features
* [

feature basic-nat 44{
description
"Basi ¢ NAT44 translation is limted to | P addresses al one.";
ref erence
"RFC 3022: Traditional |IP Network Address Transl ator
(Tradi tional NAT)";

}

feature napt44 {
description
"Networ k Address/Port Translator (NAPT): translation is
extended to include I P addresses and transport identifiers
(such as a TCP/UDP port or |ICWP query ID).

If the internal IP address is not sufficient to uniquely
di sanbi guat e NAPT44 mappi ngs, an additional attribute is
required. For exanple, that additional attribute may
be an | Pv6 address (a.k.a., DS-Lite) or
a Layer 2 identifier (a.k.a., Per-Interface NAT)";

ref erence
"RFC 3022: Traditional |IP Network Address Transl ator

(Traditional NAT)";

}

feature dst-nat {
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description
"Destination NAT is a translation that acts on the destination
| P address and/or destination port nunmber. This flavor is
usual |y deployed in | oad bal ancers or at devices
in front of public servers.";

}

feature nat64 {
description
"NAT64 translation allows |IPv6-only clients to contact |Pv4
servers using, e.g., UDP, TCP, or |ICMP. One or nore
public | Pv4 addresses assigned to a NAT64 transl ator are
shared anong several |Pv6-only clients.";
reference
"RFC 6146: Stateful NAT64: Network Address and Protoco
Translation fromIPve Clients to | Pv4 Servers"

}

feature siit {
description
"The Stateless IP/I1CW Translation Algorithm (SIIT), which
transl ates between |1 Pv4 and | Pv6 packet headers (i ncluding
| CMP headers).

In the statel ess node, an | P/1CWP transl ator converts |Pv4
addresses to | Pv6 and vice versa solely based on the
configuration of the stateless IP/ICVW translator and

i nformati on contained within the packet being transl ated.

The translator nust support the statel ess address mappi ng

al gorithm defined in RFC6052, which is the default behavior."
ref erence

"RFC 7915: P/ ICWP Translation Al gorithni;

}

feature clat {
description
"CLAT is custoner-side translator that algorithmically
translates 1:1 private | Pv4 addresses to gl obal |1Pv6 addresses,
and vice versa

When a dedicated /64 prefix is not available for translation
from DHCPv6- PD, the CLAT nmay perform NAT44 for all |Pv4 LAN
packets so that all the LAN-originated | Pv4 packets appear
froma single I Pv4 address and are then statelessly translated
to one interface I Pv6 address that is clained by the CLAT via
t he Nei ghbor Di scovery Protocol (NDP) and defended with
Duplicate Address Detection.";
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ref erence
"RFC 6877: 464XLAT: Conbination of Stateful and Statel ess
Transl ati on";

}

feature eam {
description
"Explicit Address Mapping (EAM is a bidirectional coupling
between an I Pv4 Prefix and an | Pv6 Prefix."
ref erence
"RFC 7757: Explicit Address Mappings for Stateless |P/ICW
Transl ation";

}

feature nptv6 {
description
"NPTv6 is a stateless transport-agnostic |IPv6-to-1Pv6
prefix translation.";
ref erence
"RFC 6296: | Pv6-to-1Pv6 Network Prefix Translation";
}

/*
* |dentities
*/

identity nat-type {
description
"Base identity for nat type.";
}

identity basic-nat44 {
base nat: nat-type
description
"Identity for Basic NAT support."”;
reference
"RFC 3022: Traditional |IP Network Address Transl ator
(Traditional NAT)";

}

identity napt44 {
base nat: nat-type
description
"Identity for NAPT support."”;
ref erence
"RFC 3022: Traditional |IP Network Address Transl ator
(Tradi tional NAT)";
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identity dst-nat {
base nat:nat-type
description
"Identity for Destination NAT support."”;
}

identity nat64 {
base nat:nat-type
description
"Identity for NAT64 support."”;
ref erence
"RFC 6146: Stateful NAT64: Network Address and Protoco
Translation fromIPv6e Cients to | Pv4 Servers"

}

identity siit {
base nat:nat-type
description
"ldentity for SIIT support."”;
ref erence
"RFC 7915: [P/ ICWP Translation Al gorithni;
}

identity clat {
base nat: nat-type
description
"ldentity for CLAT support.”;
ref erence
"RFC 6877: 464XLAT: Conbination of Stateful and Stateless
Transl ation";

}

identity eam {
base nat: nat-type
description
"ldentity for EAM support."”;
ref erence
"RFC 7757: Explicit Address Mappings for Stateless |P/ICW
Transl ati on”;

}

identity nptv6 {
base nat:nat-type
description
"lIdentity for NPTv6 support.";
ref erence
"RFC 6296: |Pv6-to-1Pv6 Network Prefix Translation";
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/*
* ouping
*/

groupi ng port-nunber {
description
"An individual port nunber or a range of ports.
When only start-port-nunber is present,
it represents a single port nunber.”

| eaf start-port-nunber {
type inet: port-nunber;
description
"Begi nning of the port range.";
ref erence
"Section 3.2.9 of RFC 8045.";

}

| eaf end-port-nunber {
type inet: port-numnber;

nust
{
error-nessage
"The end-port-nunber nust be greater than or
equal to start-port-nunber.”

>= . ./start-port-nunber"

description
"End of the port range."
ref erence
"Section 3.2.10 of RFC 8045.";

}
}

groupi ng port-set {
description
"Indi cates a set of port nunbers.

It may be a sinple port range, or use the Port Set |ID (PSID)
algorithmto represent a range of transport |ayer
port nunbers which will be used by a NAPT.";

choi ce port-type {
default port-range;
description
"Port type: port-range or port-set-algo.";
case port-range {
uses port-nunber;
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}

case port-set-algo {
| eaf psid-offset {
type uint8 {
range O0..15;
}

description
"The nunber of offset bits (a.k.a., 'a bits).

Specifies the numeric value for the excluded port
range/ of fset bits.

Al |l oned val ues are between 0 and 15."

ref erence
"Section 5.1 of RFC 7597";
}

| eaf psid-len {
type uint8 {
range O0..15;

mandat ory true

description
"The length of PSID, representing the sharing
ratio for an | Pv4 address.

(al so known as "k’).

The address-sharing ratio would be 27k."
ref erence
"Section 5.1 of RFC 7597";
}

| eaf psid {
type uint 16;
mandat ory true
description
"Port Set Ildentifier (PSID) value, which
identifies a set of ports algorithmically.";
ref erence
"Section 5.1 of RFC 7597";
}

}

ref erence
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"Section 7597: Mapping of Address and Port with
Encapsul ati on (MAP-E)"
}
}

groupi ng mappi ng-entry {
description
"NAT mappi ng entry.

If an attribute is not stored in the mappi ng/ session table,
this means the corresponding field of a packet that

matches this entry is not rewitten by the NAT or this
information is not required for NAT filtering purposes."”

| eaf index {
type uint32;
description
"A unique identifier of a mapping entry. This identifier can be
automatically assigned by the NAT instance or be explicitly
configured.";

}

| eaf type {
type enuneration {
enum "static" {
description
"The mapping entry is explicitly configured
(e.g., via command-line interface)."

enum "dynami c-inmplicit" {
description
"This mapping is created inplicitly as a side effect
of processing a packet that requires a new mappi ng.";

}

enum "dynam c-explicit" {
description
"This mapping is created as a result of an explicit
request, e.g., a PCP nmessage.";

}
}

description
"Indicates the type of a napping entry. E. g.
a mapping can be: static, inplicit dynanic,
or explicit dynamc.";

Boucadair, et al. Expi res March 31, 2019 [ Page 30]



Internet-Draft YANG Modul e for NAT Sept enber 2018

}
| eaf transport-protocol {
type uint8;
description
"Upper -l ayer protocol associated with this napping.
Val ues are taken fromthe | ANA protocol registry::
https://ww. i ana. or g/ assi gnment s/ pr ot ocol - nunber s/
pr ot ocol - nunber s. xht n
For exanple, this field contains 6 for TCP
17 for UDP, 33 for DCCP, or 132 for SCTP.
If this leaf is not instantiated, then the mapping
applies to any protocol.";
}

| eaf internal-src-address {
type inet:ip-prefix;
description
"Corresponds to the source | Pv4/IPv6 address/prefix
of the packet received on an internal interface.";

}

contai ner internal-src-port {
description
"Corresponds to the source port of the packet received
on an internal interface.

It is used also to indicate the internal source | CVMP
identifier.

As a reminder, all the ICMP Query nessages contain
an 'ldentifier’ field, whichis referred to in this
docunent as the "ICMP ldentifier’'.";

uses port-nunber;

}

| eaf external -src-address {
type inet:ip-prefix;
description
"Source | P address/prefix of the packet sent on an
external interface of the NAT.";

}

cont ai ner external -src-port {
description
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"Source port of the packet sent on an externa
interface of the NAT.

It is used also to indicate the external source | CVP
identifier.";

uses port-nunber;

}

| eaf internal-dst-address {
type inet:ip-prefix;
description
"Corresponds to the destination |P address/prefix
of the packet received on an internal interface
of the NAT.

For exanpl e, sone NAT inplenentations support
the translation of both source and destination
addresses and port nunbers, sonetimes referred to
as 'Twice NAT .";

}

contai ner internal-dst-port {
description
"Corresponds to the destination port of the
| P packet received on the internal interface.

It is used also to include the interna
destination ICVP identifier.";

uses port-nunber;

}

| eaf external -dst-address {
type inet:ip-prefix;
description
"Corresponds to the destination |P address/prefix
of the packet sent on an external interface
of the NAT.";

}

cont ai ner external -dst-port {
description
"Corresponds to the destination port number of
the packet sent on the external interface
of the NAT.

It is used also to include the externa
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destination ICVWP identifier.";

uses port-nunber;

}

leaf lifetinme {

type uint32;

units "seconds";

description
"When specified, it is used to track the connection that is
fully-formed (e.g., once the three-way handshake
TCP is conpleted) or the duration for naintaining
an explicit mapping alive. The mapping entry will be
renoved by the NAT instance once this lifetine is expired.

When reported in a get operation, the lifetinme indicates
the remaining validity lifetine.

Static nmappings may not be associated with a
lifetime. If no lifetime is associated with a
static mapping, an explicit action is required to
renove that mapping.";
}
}

/*
* NAT Modul e
*/

contai ner nat {
description
"NAT nodul e";

cont ai ner instances {
description
"NAT i nstances";

list instance {
key "id";

description
"A NAT instance. This identifier can be automatically assigned
or explicitly configured.";

leaf id {
type uint32;
must ". >= 1",

description
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"NAT instance identifier.

The identifier nust be greater than zero."
ref erence
"RFC 7659: Definitions of Managed (bjects for Network
Address Transl ators (NATs)";

}
| eaf nane {
type string;
description
"A name associated with the NAT instance.”
ref erence
"RFC 7659: Definitions of Managed hjects for Network
Address Transl ators (NATs)";
}

| eaf enable {
type bool ean;
description
"Status of the NAT instance.”

}

contai ner capabilities {
config fal se

description
"NAT capabilities";

leaf-list nat-flavor {
type identityref {
base nat-type
}
description
"Supported translation type(s).";

| eaf-1ist per-interface-binding {
type enuneration {
enum "unsupported" {
description
"No capability to associate a NAT binding with
an extra identifier.";

}

enum "l ayer-2" {
description
"The NAT instance is able to associate a mapping with
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a layer-2 identifier.";

}

enum "dslite" {
description
"The NAT instance is able to associate a mapping with
an | Pv6 address (a.k.a., DS-Lite).";
}
}
description
"Indicates the capability of a NAT to associate a particul ar
NAT session not only with the five tuples used for the
transport connection on both sides of the NAT but also with
the internal interface on which the user device is
connected to the NAT.";
ref erence
"Section 4 of RFC 6619";

}

list transport-protocols {
key protocol-id;

description
"Li st of supported protocols.";

| eaf protocol-id {
type uint8;
mandat ory true
description
"Upper -1 ayer protocol associated with a nmapping.

Val ues are taken fromthe | ANA protocol registry.

For exanple, this field contains 6 for TCP
17 for UDP, 33 for DCCP, or 132 for SCTP.";

}

| eaf protocol -name {
type string;
description
"The name of the Upper-layer protocol associated
with this mapping.

For exanple, TCP, UDP, DCCP, and SCTP.";

}
}

| eaf restricted-port-support {
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type bool ean;
description
"Indi cates source port NAT restriction support.”;
ref erence
"RFC 7596: Lightwei ght 4over6: An Extension to
the Dual -Stack Lite Architecture."”;

}

| eaf static-nmappi ng-support {
type bool ean;
description
"I ndi cat es whether static nmappings are supported.”;
}

| eaf port-random zati on-support {
type bool ean;
description
"I ndi cat es whet her port random zation is supported.”;
ref erence
"Section 4.2.1 of RFC 4787.";
}

| eaf port-range-allocation-support {
type bool ean;
description
"I ndi cates whether port range allocation is supported.”;
ref erence
"Section 1.1 of RFC 7753.";
}

| eaf port-preservation-suport {
type bool ean;
description
"I ndi cat es whether port preservation is supported.”;
ref erence
"Section 4.2.1 of RFC 4787.";
}

| eaf port-parity-preservation-support {
type bool ean;
description
"Indi cates whether port parity preservation is
supported.";
ref erence
"Section 8 of RFC 7857.";

}

| eaf address-roundrobin-support {
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type bool ean;

description

"I ndi cates whet her address allocation round robin is
supported.”;

| eaf paired-address-pooling-support {
type bool ean;
description
"I ndi cat es whet her paired-address-pooling is
supported";
reference
"REQ 2 of RFC 4787.";

}

| eaf endpoi nt-i ndependent - mappi ng- support {
type bool ean;
description
"I ndi cat es whet her endpoi nt -i ndependent -
mappi ng i s supported.”;
ref erence
"Section 4 of RFC 4787.";

}

| eaf addr ess-dependent - nappi ng- support {
type bool ean;
description
"I ndi cat es whet her address-dependent-mapping is
supported.”;
ref erence
"Section 4 of RFC 4787.";

}

| eaf address-and- port-dependent - mappi ng- support {
type bool ean;
description
"I ndi cat es whet her address-and-port-dependent - mapping is
supported.";
ref erence
"Section 4 of RFC 4787.";

}

| eaf endpoint-independent-filtering-support {
type bool ean;
description
"I ndi cat es whet her endpoi nt-i ndependent-filtering is
supported.”;
ref erence
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}

"Section 5 of RFC 4787.";

| eaf address-dependent-filtering {

}

type bool ean;
description

"I ndi cat es whet her address-dependent-filtering is
supported.”;

ref erence

"Section 5 of RFC 4787.";

| eaf address-and-port-dependent-filtering {

}

type bool ean;
description

"I ndi cat es whet her address-and-port-dependent is
supported.”;

ref erence

"Section 5 of RFC 4787.";

| eaf fragnent-behavior {

Boucadai r,

}

type enuneration {

enum "unsupported" {
description
"No capability to translate incom ng fragments.
Al'l received fragments are dropped.”

}

enum "in-order" {
description
"The NAT instance is able to translate fragnents only if
they are received in order. That is, in particular the
header is in the first packet. Fragnments received

out of order are dropped.

}

enum "out - of -order" {
description
"The NAT instance is able to translate a fragnent even
if it is received out of order.

This behavior is reconmended.”;
ref erence
"REQ 14 of RFC 4787";
}

description
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}
}

"The fragnent behavior is the NAT instance’ s capability to
translate fragnents received on the external interface of
the NAT.";

| eaf type {
type identityref {

}

base nat-type

description

}

"Specify the translation type. Particularly useful when
multiple translation flavors are support ed.

If one type is supported by a NAT, this paraneter is by
default set to that type.";

| eaf per-interface-binding {
type enuneration {

}

enum "di sabl ed" {
description
"Di sable the capability to associate an extra identifier
wi t h NAT nmappings.";
}

enum "l ayer-2" {
description
"The NAT instance is able to associate a napping with
a layer-2 identifier.";

}

enum "dslite" {
description
"The NAT instance is able to associate a napping with
an | Pv6 address (a.k.a., DS-Lite).";

}

description

Boucadai r,

"A NAT that associates a particular NAT session not only with
the five tuples used for the transport connection on both
sides of the NAT but also with the internal interface on
whi ch the user device is connected to the NAT.

If supported, this node of operation should be configurable,

and it should be disabled by default in general -purpose NAT
devi ces.
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If one single per-interface binding behavior is supported by
a NAT, this paraneter is by default set to that behavior.";
ref erence
"Section 4 of RFC 6619";
}

list nat-pass-through {
i f-feature "basic-nat44 or napt44 or dst-nat";
key id;

description
"I P prefix NAT pass through.";

leaf id {
type uint32;
description
"An identifier of the IP prefix pass through.";
}

| eaf prefix {
type inet:ip-prefix;
mandat ory true
description
"The | P addresses that match shoul d not be transl ated.

It nmust be possible to administratively turn
off translation for specific destination addresses
and/ or ports.";
reference
"REQ#6 of RFC 6888.";

}

| eaf port {
type inet: port-nunber;
description
"I't nust be possible to adnministratively turn off
translation for specific destination addresses
and/ or ports.

If no prefix is defined, the NAT pass through bound
to a given port applies for any destination address.";
ref erence
"REQ#6 of RFC 6888.";
}
}

list policy {
key id;
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description
"NAT paraneters for a given instance"

leaf id {
type uint32;
description
"An identifier of the NAT policy. It nust be unique
wi thin the NAT instance.";

}

contai ner clat-paraneters {
if-feature clat;
description
"CLAT paraneters."”

list clat-ipv6-prefixes {
key ipv6-prefix;
description
"464XLAT double translation treatnent is statel ess when a
dedicated /64 is available for translation on the CLAT.
G herwi se, the CLAT will have both stateful and stateless
since it requires NAT44 fromthe LANto a single |IPv4d
address and then stateless translation to a single
| Pv6 address.";
ref erence
"RFC 6877: 464XLAT: Conbination of Stateful and Stateless
Transl ati on";

| eaf ipv6-prefix {
type inet:ipv6-prefix;
description
"An | Pv6 prefix used for CLAT.";
}

}

list ipvad-prefixes {
key ipv4-prefix;
description
"Pool of |Pv4 addresses used for CLAT.
192.0.0.0/29 is the IPv4 service continuity prefix.";
ref erence
"RFC 7335: | Pv4 Service Continuity Prefix";

| eaf ipvéd-prefix {
type inet:ipvé4-prefix;
description
"464XLAT double translation treatnent is
statel ess when a dedicated /64 is avail abl e
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for translation on the CLAT. O herw se,

since it requires NAT44 fromthe LAN to
a single | Pv4 address and then statel ess
translation to a single | Pv6 address.
The CLAT perfornms NAT44 for all |1Pv4 LAN

Sept enber 2018

t he
CLAT will have both stateful and stateless

packets so that all the LAN-originated |Pv4

packets appear froma single | Pv4 address
and are then statelessly translated to one
interface I Pv6 address that is clainmed by

t he CLAT.

An | Pv4 address fromthis pool is also
provided to an application that makes
use of literals.";

ref erence
"RFC 6877: 464XLAT: Conbi nati on of Stat eful
Transl ati on";
}
}
}

list nptve-prefixes {
i f-feature nptvé
key internal -ipv6-prefix ;
description

and St atel ess

"Provides one or a list of (internal |Pv6 prefix,

external IPv6 prefix) required for NPTV6.

Inits sinplest form NPTv6 interconnects two network
links, one of which is an "internal’ network |ink

attached to a | eaf network within a single

adm nistrative donmain and the other of which is an
"external’ network with connectivity to the gl oba

Internet.";
ref erence

"RFC 6296: | Pv6-to-1Pv6 Network Prefix Transl ation";

| eaf internal-ipv6-prefix {
type inet:ipv6-prefix;
mandat ory true
description

"An I Pv6 prefix used by an internal interface of NPTv6.";

ref erence

"RFC 6296: | Pv6-to-1Pv6 Network Prefix Transl ation”;
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| eaf external -ipv6-prefix {
type inet:ipv6-prefix;
mandat ory true
description
"An |1 Pv6 prefix used by the external interface of NPTv6."
reference
"RFC 6296: | Pv6-to-1Pv6 Network Prefix Transl ation";
}
}

list eam{
if-feature eam
key ipv4-prefix;
description
"The Explicit Address Mapping Table, a conceptua
table in which each row represents an EAM

Each EAM descri bes a nappi ng between |IPv4 and | Pv6
prefi xes/addresses.";
reference
"Section 3.1 of RFC 7757.";

| eaf ipvéd-prefix {
type inet:ipv4-prefix;
mandat ory true
description
"The |1 Pv4 prefix of an EAM ",
ref erence
"Section 3.2 of RFC 7757.";
}

| eaf ipv6-prefix {
type inet:ipv6-prefix;
mandat ory true
description
"The I Pv6 prefix of an EAM";
ref erence
"Section 3.2 of RFC 7757.";
}

}

list nat64-prefixes {
if-feature "siit or nat64 or clat";
key nat 64-prefix;
description
"Provides one or a |list of NAT64 prefixes
with or without a list of destination |IPv4 prefixes.
It allows mapping | Pv4 address ranges to | Pv6 prefixes.
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For exanpl e:
192.0.2.0/24 is mapped to 2001: db8: 122: 300:: /56
198.51.100.0/ 24 is mapped to 2001: db8: 122::/48."
reference
"Section 5.1 of RFC 7050.";

| eaf nat64-prefix {
type inet:ipv6-prefix;
mandat ory true
description
"A NAT64 prefix. Can be Network-Specific Prefix (NSP) or
Wl | - Known Prefix (VKP).

Organi zati ons deploying stateless | Pv4/1Pv6 translation
shoul d assign a Network-Specific Prefix to their
| Pv4/ 1 Pv6 translation service.

For statel ess NAT64, |Pv4-transl atable | Pv6 addresses
nmust use the sel ected Network-Specific Prefix.

Both | Pv4-transl atable | Pv6 addresses and | Pv4-converted
| Pv6 addresses shoul d use the sane prefix.";
ref erence
"Sections 3.3 and 3.4 of RFC 6052.";
}

list destination-ipv4-prefix {
key ipv4-prefix;
description
"An | Pv4 prefix/address.";

| eaf ipvéd-prefix {
type inet:ipvé4-prefix;
description
"An | Pv4 address/prefix.";
}

}

| eaf statel ess-enable {
type bool ean;
default false
description
"Enabl e explicitly statel ess NAT64.";
}
}

|ist external-ip-address-pool {
i f-feature "basic-nat44 or napt44 or nat64";
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key pool -i d;

description
"Pool of external |P addresses used to service interna
host s.

A pool is a set of IP prefixes.";

| eaf pool-id {
type uint32;
must ". >= 1";
description
"An identifier that uniquely identifies the address poo
wi thin a NAT instance.

The identifier nust be greater than zero.";
ref erence
"RFC 7659: Definitions of Managed (bjects for
Net wor k Address Transl ators (NATs)";

}

| eaf external-ip-pool {
type inet:ipva-prefix;
mandat ory true
description
"An |1 Pv4 prefix used for NAT purposes.";
}
}

contai ner port-set-restrict {
i f-feature "napt44 or nat64";
description
"Configures contiguous and non-contiguous port ranges.

The port set is used to restrict the external source
port nunbers used by the translator.";

uses port-set;

}

| eaf dst-nat-enable {
i f-feature "basic-nat44 or napt44";
type bool ean;
default false
description
"Enabl e/ Di sabl e destination NAT

A NAT44 may be configured to enabl e Destination
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NAT, too.";
}

|ist dst-ip-address-pool {
if-feature dst-nat;
key pool -i d;
description
"Pool of | P addresses used for destination NAT.";

| eaf pool-id {

type uint32;

description
"An identifier of the address pool.";

}

| eaf dst-in-ip-pool {
type inet:ip-prefix;
description
"I's used to identify an internal destination
I P prefix/address to be translated.";

}

| eaf dst-out-ip-pool {
type inet:ip-prefix;
mandat ory true
description
"I P address/prefix used for destination NAT.";
}
}

list transport-protocols {
if-feature "napt44 or nat64 or dst-nat";
key protocol-id;

description
"Configure the transport protocols to be handl ed by
the transl ator.

TCP and UDP are supported by default."”;
| eaf protocol-id {
type uint8;
mandat ory true
description
"Upper -l ayer protocol associated with this nmapping.

Val ues are taken fromthe | ANA protocol registry.
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For exanple, this field contains 6 for TCP
17 for UDP, 33 for DCCP, or 132 for SCTP.";

}

| eaf protocol -name {
type string;
description
"The name of the Upper-layer protocol associated
with this mapping.

For exanple, TCP, UDP, DCCP, and SCTP.";

}
}

| eaf subscriber-mask-v6 {
type uint8 {
range "0 .. 128";
}

description
"The subscriber mask is an integer that indicates
the length of significant bits to be applied on
the source | Pv6 address (internal side) to
unanbi guously identify a user device (e.g., CPE)

Subscriber mask is a systemw de configuration
paraneter that is used to enforce generic
per-subscriber policies (e.g., port-quota).

The enforcenent of these generic policies does not
requi re the configuration of every subscriber’s
prefi x.

Exanpl e: suppose the 2001: db8: 100: 100:: /56 prefix
is assigned to a NAT64 serviced CPE. Suppose al so
that 2001: db8: 100: 100::1 is the | Pv6 address used
by the client that resides in that CPE. When the
NAT64 receives a packet fromthis client,

it applies the subscriber-msk-v6 (e.g., 56) on
the source | Pv6 address to conpute the associ ated
prefix for this client (2001:db8:100:100::/56).
Then, the NAT64 enforces policies based on that
prefix (2001: db8:100:100::/56), not on the exact
source | Pv6 address.";

}

|ist subscriber-match {
i f-feature "basic-nat44 or napt44 or dst-nat";
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key match-id;

description
"I P prefix match.
A subscriber is identified by a subnet.”

| eaf match-id {
type uint32;
description
"An identifier of the subscriber match.";
}

| eaf subnet {
type inet:ip-prefix;
mandat ory true
description
"The | P address subnets that match
shoul d be translated. E. g., all addresses
that belong to the 192.0.2.0/24 prefix nust
be processed by the NAT.";
}
}

| eaf address-allocation-type {
type enuneration {
enum "arbitrary" {

i f-feature "basic-nat44 or napt44 or nat64";

description
"Arbitrary pooling behavior nmeans that the NAT
i nstance may create the new port nappi ng using any
address in the pool that has a free port for the
prot ocol concerned.";

}

enum "roundrobin" {
i f-feature "basic-nat44 or napt44 or nat64";
description
"Round robin allocation."
}

enum "paired" {

if-feature "napt44 or nat64";

description
"Paired address pooling infornms the NAT
that all the flows froman internal IP
address nust be assigned the sane externa
address. This is the recommended behavi or for
NAPT/ NAT64. " ;
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ref erence
"RFC 4787: Network Address Transl ation (NAT)
Behavi oral Requirenents for Unicast UDP";
}
}

description
"Specifies how external |P addresses are allocated.";
}

| eaf port-allocation-type {
i f-feature "napt44 or nat64";
type enuneration {
enum "randoni’ {
description
"Port randomi zation is enabled. A NAT port allocation
schene should nmake it hard for attackers to guess
port nunbers";
reference
"REQ 15 of RFC 6888"

}

enum "port-preservation" {
description
"I ndi cat es whether the NAT should preserve the interna
port nunber.";

}

enum "port-parity-preservation" {
description
"I ndi cat es whether the NAT shoul d preserve the port
parity of the internal port nunber.";

}

enum "port-range-allocation" {
description
"I ndi cat es whether the NAT assigns a range of ports
for an internal host. This schene allows to mninze
| og vol unme.";
ref erence
"REQ 14 of RFC 6888";
}
}

description
"Indicates the type of port allocation.";

}

| eaf mappi ng-type {
if-feature "napt44 or nat64";
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type enuneration {
enum "eim' {
description
"endpoi nt - i ndependent - mappi ng. ";
ref erence
"Section 4 of RFC 4787.";
}

enum "adm' {
description
"addr ess- dependent - mappi ng. ";
ref erence
"Section 4 of RFC 4787.";
}

enum "ednm' {
description
"addr ess- and- port - dependent - mappi ng. ";
ref erence
"Section 4 of RFC 4787.";
}
}

description
"Indicates the type of a NAT mapping.";
}

leaf filtering-type {
if-feature "napt44 or nat64";
type enuneration {
enum "ei f" {
description
"endpoi nt -i ndependent-filtering.";
ref erence
"Section 5 of RFC 4787.";
}

enum "adf" {
description
"addr ess-dependent-filtering."
ref erence
"Section 5 of RFC 4787.";
}

enum "edf" {
description
"addr ess- and- port-dependent-filtering"
ref erence
"Section 5 of RFC 4787.";
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}

description
"Indicates the type of a NAT filtering.";

}

}

| eaf fragnent-behavior {
i f-feature "napt44 or nat64";
type enuneration {
enum "drop-al " {
description
"Al'l received fragnents are dropped."”

}

enum "in-order"” {
description
"Transl ate fragnments only if they are received
in order.";

}

enum "out - of -order" {
description

"Translate a fragnent even if it is received out
of order.

Thi s behavior is recommended. ";
ref erence

"REQ 14 of RFC 4787";
}
}

description
"The fragnent behavior instructs the NAT about the
behavior to follow to translate fragnents received
on the external interface of the NAT.";

}

list port-quota {
i f-feature "napt44 or nat64";
key quot a-type;
description
"Configures a port quota to be assigned per subscriber
It corresponds to the maxi mum nunber of ports to be
used by a subscriber.";

| eaf port-limt {
type uint 16;
description

"Configures a port quota to be assigned per subscriber
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It corresponds to the maxi mum nunber of ports to be
used by a subscriber."
reference
"REQ 4 of RFC 6888.";

}
| eaf quota-type {
type uint8;
description
"I ndi cates whether the port quota applies to
all protocols (0) or to a specific protocol.";
}

}

cont ai ner port-set {
when "../port-allocation-type = 'port-range-allocation "

i f-feature "napt44 or nat64";
description
"Manages port-set assignnments.”

| eaf port-set-size {
type uint 16;
mandat ory true
description
"Indicates the size of assigned port sets.”
}

| eaf port-set-timeout {
type uint32;
units "seconds";
description
"inactivity tineout for port sets.";
}

}

container tinmers {
if-feature "napt44 or nat64";
description
"Configure values of various tineouts."

| eaf udp-tinmeout {

type uint32;
units "seconds"
defaul t 300;

description
"UDP inactivity tineout. That is the time a mapping
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will stay active without packets traversing the NAT.";
ref erence
"RFC 4787: Network Address Transl ation (NAT)
Behavi oral Requirenents for Unicast UDP";

}

| eaf tcp-idle-timeout {
type uint32;
units "seconds”
defaul t 7440;
description
"TCP Idle timout should be 2 hours and 4 minutes."
ref erence
"RFC 5382: NAT Behavi oral Requirenments for TCP";

}

| eaf tcp-trans-open-tineout ({
type uint32;
units "seconds";
default 240;
description
"The value of the transitory open connection
idle-tineout.

A NAT shoul d provide different configurable
paraneters for configuring the open and
closing idle timeouts.

To accommodat e depl oynents that consider

a partially open tinmeout of 4 mnutes as being
excessive froma security standpoint, a NAT may
all ow the configured timeout to be | ess than

4 m nutes.

However, a mininmumdefault transitory connection
idl e-tineout of 4 mnutes is recoomended. ";
ref erence
"Section 2.1 of RFC 7857.";

}

| eaf tcp-trans-close-tineout {
type uint32;
units "seconds";
default 240;
description
"The value of the transitory close connection
idle-tineout.
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A NAT shoul d provide different configurable
paraneters for configuring the open and
closing idle timeouts."

reference
"Section 2.1 of RFC 7857.";

}

| eaf tcp-in-syn-tinmeout {
type uint32;
units "seconds";
defaul t 6;
description
"A NAT must not respond to an unsolicited
i nbound SYN packet for at |east 6 seconds
after the packet is received. |If during
this interval the NAT receives and transl ates
an out bound SYN for the connection the NAT
must silently drop the original unsolicited
i nbound SYN packet.";
ref erence
"RFC 5382 NAT Behavi oral Requirenments for TCP"

}
| eaf fragment-mn-timeout {
when "../../fragnent-behavi or="out-of -order’"
type uint32;
units "seconds”
defaul t 2;
description
"As long as the NAT has avail abl e resources,
the NAT allows the fragnments to arrive
over fragnent-m n-timeout interval
The default value is inspired from RFC6146. "
}
| eaf icnp-tineout {
type uint32;
units "seconds";
default 60;
description
"An | CMP Query session tiner nmust not expire
in less than 60 seconds. It is recomended
that the I CVMP Query session tinmer be nade
confi gurabl e";
ref erence
"RFC 5508: NAT Behavi oral Requirenents for | CW"
}
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list per-port-tinmeout {

}

key port-nunber;
description

"Some NATs are configurable with short timeouts
for sone ports, e.g., as 10 seconds on

port 53 (DNS) and 123 (NTP) and | onger timeouts
on other ports.";

| eaf port-nunber {

type inet: port-nunber;
description
"A port nunber.";

| eaf protocol {

type uint8;
description
"Upper -1 ayer protocol associated with this port.

Val ues are taken fromthe | ANA protocol registry.

If no protocol is indicated, this neans
protocol ' .";

any

| eaf tineout {

type uint32;
units "seconds";
mandat ory true;
description
"Timeout for this port nunber";

| eaf hol d-down-ti neout {

type uint32;
units "seconds";
default 120;

description

"Hol d down tiner.

Ports in the hold down pool are not reassigned until
hol d- down-ti neout expires.

The length of tine and the maxi mum nunber of ports in
this state nust be configurable by the administrator.

This is necessary in order to prevent collisions
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bet ween ol d and new nappi hgs and sessions. It ensures
that all established sessions are broken instead of
redirected to a different peer.”
ref erence
"REQ#8 of RFC 6888.";
}

| eaf hol d- down- max {
type uint32;
description
"Maxi mum ports in the hold down port pool.";
reference
"REQ#8 of RFC 6888.";
}

}

| eaf fragnents-limt{
when "../fragnent-behavi or =" out-of -order’"
type uint32;
description
"Limts the nunber of out of order fragments that can
be handl ed. ";
ref erence
"Section 11 of RFC 4787.";

}

list algs {
key nane;
description
"ALG rel ated features.";

| eaf nane {
type string;
description
"The name of the ALG";
}

| eaf transport-protocol {
type uint32;
description
"The transport protocol used by the ALG
(e.g., TCP, UWDP).";

cont ai ner dst-transport-port {
uses port-nunber;
description
"The destination port nunber(s) used by the ALG
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For exanpl e,
- 21 for the FTP ALG
- 53 for the DNS ALG “;
}

contai ner src-transport-port {
uses port-nunber;
description
"The source port nunber(s) used by the ALG";
}

| eaf status {
type bool ean;
description
"Enabl e/ di sable the ALG ";
}

}

| eaf all-al gs-enable {
type bool ean;
description
"Di sabl e/ enabl e all ALGs.

When specified, this paranmeter overrides the one
that may be indicated, eventually, by the 'status
of an individual ALG";

}

cont ai ner notify-pool -usage {
i f-feature "basic-nat44 or napt44 or nat64";
description
"Notification of pool usage when certain criteria
are net.";

| eaf pool-id {
type uint32;
description
"Pool -1 D for which the notification criteria
is defined";

}

| eaf Iowthreshold {
type percent;
description
"Notification nust be generated when the defined | ow
threshold is reached.

For exanple, if a notification is required when the
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Boucadai r,

pool utilization reaches below 10% this
configuration parameter nmust be set to 10

0% i ndi cates that |lowthreshold notification is
di sabl ed. ";

}

| eaf high-threshold {
type percent;
must ". >= ../lowthreshol d" {
error-nessage
"The high threshold nust be greater than or equa
to the low threshold.";
}
description
"Notification nust be generated when the defined high
threshol d i s reached.

For exanple, if a notification is required when the
pool utilization reaches 90% this configuration
paraneter nust be set to 90.

Setting the sanme value as | owthreshold is equival ent
to disabling high-threshold notification."
}

| eaf notify-interval {
type uint32 {
range "1 .. 3600";

}
units "seconds";
defaul t ' 20’

description
"M ni mum nunber of seconds between successive
notifications for this pool."

ref erence
"RFC 7659: Definitions of Managed (bjects for
Net wor k Address Transl ators (NATs)";
}
}

cont ai ner external -realm{
description
"ldentifies the external real mof the NAT instance."

choice real mtype {
description
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"Can be an interface, VRF instance, etc.

case interface {
description
"External interface.";

| eaf external-interface {
type if:interface-ref;
description
"Name of the external interface.";

contai ner mapping-limts {
if-feature "napt44 or nat64";
description
"Informati on about the configuration paraneters that
limts the mappi ngs based upon various criteria.”

leaf Iimt-subscribers {
type uint32;
description
"Maxi mum nunber of subscribers that can be serviced
by a NAT instance.

A subscriber is identified by a given prefix.";
reference
"RFC 7659: Definitions of Managed (bjects for
Net wor k Address Transl ators (NATs)";

}
| eaf |imt-address-mappings {
type uint32;
description
" Maxi mum nunmber of address mappi ngs that can be
handl ed by a NAT instance.
When this linmt is reached, packets that woul d
normal ly trigger translation, will be dropped.”;
reference
"RFC 7659: Definitions of Managed (bjects
for Network Address Transl ators
(NATs) ";
}
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leaf limt-port-mappings {
type uint32;
description
" Maxi mum nunber of port mappings that can be handl ed
by a NAT instance.

When this limt is reached, packets that woul d
normal ly trigger translation, will be dropped.”;
ref erence
"RFC 7659: Definitions of Managed (bjects for
Net wor k Address Transl ators (NATs)";

}

list Iimt-per-protocol {
if-feature "napt44 or nat64 or dst-nat"”;
key protocol-id;

description
"Configure linmits per transport protocol"”

| eaf protocol-id {
type uint8;
mandat ory true
description
"Upper -1 ayer protocol.

Val ues are taken fromthe | ANA protocol registry.

For exanple, this field contains 6 for TCP
17 for UDP, 33 for DCCP, or 132 for SCTP.";

}

leaf limt {
type uint32;
description
" Maxi mum nunber of protocol-specific NAT mappi ngs
per instance.";
}
}
}

cont ai ner connection-limts {
i f-feature "basic-nat44 or napt44 or nat64";
description
"Informati on about the configuration paraneters that
rate limt the translation based upon various criteria.";

| eaf Iimt-per-subscriber {
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type uint32;
units "bits/second";
description
"Rate-limt the nunber of new mappi ngs and sessions
per subscriber.";

}

leaf limt-per-instance {
type uint32;
units "bits/second"
description
"Rate-limt the nunber of new nmappings and sessions
per instance.";

}

list Iimt-per-protocol {
i f-feature "napt44 or nat64";
key protocol-id;
description
"Configure linmts per transport protocol”

| eaf protocol-id {
type uint8;
mandat ory true
description
"Upper -1 ayer protocol.

Val ues are taken fromthe | ANA protocol registry.

For exanple, this field contains 6 for TCP
17 for UDP, 33 for DCCP, or 132 for SCTP.";

}

leaf limt {
type uint32;
description
"Limt the nunber of protocol-specific mappings
and sessions per instance.";
}
}
}

container notification-linmts {
description "Sets notification limts.";

| eaf notify-interval {

i f-feature "basic-nat44 or napt44 or nat64";
type uint32 {
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range "1 .. 3600";

}
units "seconds"
default ' 10’

description
"M ni rum nunber of seconds between successive
notifications for this NAT instance."
ref erence
"RFC 7659: Definitions of Managed (bjects
for Network Address Translators (NATs)";
}

| eaf notify-addresses-usage {
i f-feature "basic-nat44 or napt44 or nat64";
type percent;
description
"Notification of address nmappi ngs usage over
t he whol e NAT i nstance.

Notification nust be generated when the defined
threshol d i s reached.

For exanple, if a notification is required when
the address mappings utilization reaches 90%
this configuration paraneter nust be set

to 90.";

}

| eaf notify-ports-usage {
if-feature "napt44 or nat64";
type percent;
description
"Notification of port nmappings usage over the
whol e NAT i nstance.

Notification nust be generated when the defined
threshold is reached.

For exanple, if a notification is required when
the port mappings utilization reaches 90% this
configuration paraneter nust be set to 90."

}

| eaf notify-subscribers-limt {
i f-feature "basic-nat44 or napt44 or nat64";
type uint32;
description
"Notification of active subscribers per NAT
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i nst ance.

Notification nust be generated when the defined
threshold is reached.";

}

}

cont ai ner mappi ng-table {
if-feature "basic-nat44 or napt44 " +
"or nat64 or clat or dst-nat";
description
"NAT mapping table. Applicable for functions which naintain
static and/or dynam c mappings, such as NAT44, Destination
NAT, NAT64, or CLAT.";

list mapping-entry {
key "index";
description "NAT nmapping entry.";
uses mappi ng-entry;
}
}

contai ner statistics {
config fal se

description
"Statistics related to the NAT instance."

| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true
description
"The time on the nbst recent occasion at which the NAT
i nstance suffered a discontinuity. This nust be
initialized when the NAT instance is configured
or rebooted.";

}

container traffic-statistics {
description
"Ceneric traffic statistics.";

| eaf sent-packets {
type yang: zer o- based- count er 64;
description
"Nurmber of packets sent.";
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| eaf sent-bytes {
type yang: zer o- based- count er 64;
units ’'bytes’;
description
"Counter for sent traffic in bytes.";
}

| eaf rcvd-packets {
type yang: zer o- based- count er 64;
description
"Nurmber of received packets.";
}

| eaf rcvd-bytes {
type yang: zer o- based- count er 64;
units 'bytes’;
description
"Counter for received traffic in bytes."
}

| eaf dropped-packets {
type yang: zer o- based- count er 64;
description
"Nurmber of dropped packets.";
}

| eaf dropped-bytes {
type yang: zer o- based- count er 64;
units 'bytes’;
description
"Counter for dropped traffic in bytes.";
}

| eaf dropped-fragnents {
i f-feature "napt44 or nat64";
type yang: zer o- based- count er 64;
description
"Nurmber of dropped fragnments on the external realm?";
}

| eaf dropped-address-linit-packets {
i f-feature "basic-nat44 or napt44 or nat64";
type yang: zer o- based- count er 64;
description
"Nurmber of dropped packets because an address limt
is reached.";
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| eaf dropped-address-linmit-bytes {
i f-feature "basic-nat44 or napt44 or nat64";
type yang: zer o- based- count er 64;
units 'bytes’;
description
"Count er of dropped packets because an address linit
is reached, in bytes.";

}

| eaf dropped-address-packets {
i f-feature "basic-nat44 or napt44 or nat64";
type yang: zer o- based- count er 64;
description
"Nurmber of dropped packets because no address is
avail able for allocation.”

}

| eaf dropped-address-bytes {
i f-feature "basic-nat44 or napt44 or nat64";
type yang: zer o- based- count er 64;
units ’'bytes’;
description
"Count er of dropped packets because no address is
available for allocation, in bytes.";

}

| eaf dropped-port-limt-packets {
if-feature "napt44 or nat64";
type yang: zer o- based- count er 64;
description
"Nurmber of dropped packets because a port limt
is reached.";

}

| eaf dropped-port-limt-bytes {
if-feature "napt44 or nat64";
type yang: zer o- based- count er 64;
units ’'bytes’;
description
"Count er of dropped packets because a port limt
is reached, in bytes.";

}

| eaf dropped-port-packets {
if-feature "napt44 or nat64";
type yang: zer o- based- count er 64;
description
"Nurmber of dropped packets because no port is
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avail able for allocation.";

}

| eaf dropped-port-bytes {
i f-feature "napt44 or nat64";
type yang: zer o- based- count er 64;
units 'bytes’;
description
"Count er of dropped packets because no port is
available for allocation, in bytes.";

}

| eaf dropped-subscriber-limt-packets {
i f-feature "basic-nat44 or napt44 or nat64";
type yang: zer o- based- count er 64;
description
"Nurmber of dropped packets because the subscriber
limt per instance is reached.”

}

| eaf dropped-subscriber-limt-bytes {
i f-feature "basic-nat44 or napt44 or nat64";
type yang: zer o- based- count er 64;
units 'bytes’;
description
"Count er of dropped packets because the subscri ber
limt per instance is reached, in bytes.”

}
}

cont ai ner mappi ngs-statistics {
description
"Mappi ngs statistics.";

| eaf total-active-subscribers {
i f-feature "basic-nat44 or napt44 or nat64";
type yang: gauge32;
description
"Total nunber of active subscribers (that is,
subscribers for which the NAT naintains active
mappi ngs.

A subscriber is identified by a subnet,
subscri ber-mask, etc.";

}

| eaf total-address-mappi ngs {
if-feature "basic-nat44 or napt44 " +
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Boucadai r,

"or nat64 or clat or dst-nat";
type yang: gauge32;
description
"Total nunber of address nappings present at a given
time. It includes both static and dynani c nappings."
ref erence
"Section 3.3.8 of RFC 7659";
}

| eaf total-port-mappings {
i f-feature "napt44 or nat64";
type yang: gauge32;
description
"Total nunber of NAT port mappings present at
a given time. It includes both static and dynanic
mappi ngs. ";
ref erence
"Section 3.3.9 of RFC 7659";
}

list total -per-protocol {
if-feature "napt44 or nat64";
key protocol-id;
description
"Total mappi ngs for each enabl ed/ supported protocol.";

| eaf protocol-id {
type uint8;
mandat ory true
description
"Upper -1 ayer protocol.
For exanple, this field contains 6 for TCP
17 for UDP, 33 for DCCP, or 132 for SCTP."

}

| eaf total {
type yang: gauge32;
description
"Total nunber of a protocol-specific mappings present
at a given tine. The protocol is identified by
protocol-id.";
}
}
}

cont ai ner pool s-stats {
i f-feature "basic-nat44 or napt44 or nat64";
description
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"Statistics related to address/prefix pools
usage";

| eaf addresses-allocated {
type yang: gauge32;
description
"Nurmber of all allocated addresses.";
}

| eaf addresses-free {
type yang: gauge32;
description
"Nurmber of unall ocated addresses of all pools at
a given time. The sum of unallocated and all ocated
addresses is the total nunber of addresses of
the pools.";

}

contai ner ports-stats {
i f-feature "napt44 or nat64";

description
"Statistics related to port nunbers usage."

| eaf ports-allocated {
type yang: gauge32;
description
"Nurmber of allocated ports fromall pools."

}

| eaf ports-free {
type yang: gauge32;
description
"Nurmber of unall ocated addresses fromall pools.";

}
}

list per-pool-stats {
i f-feature "basic-nat44 or napt44 or nat64";
key "pool -id";
description
"Statistics related to address/prefix pool usage"

| eaf pool-id {
type uint32;
description
"Unique lIdentifier that represents a pool of
addr esses/ prefi xes.";
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}

| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true
description
"The time on the nost recent occasion at which this
pool counters suffered a discontinuity. This nust
be initialized when the address pool is
configured.";

}

cont ai ner pool -stats {
description
"Statistics related to address/prefix pool usage”

| eaf addresses-allocated {
type yang: gauge32;
description
"Nurmber of allocated addresses fromthis pool.";
}

| eaf addresses-free {
type yang: gauge32;
description
"Number of unall ocated addresses in this pool.";
}

}

contai ner port-stats {
i f-feature "napt44 or nat64";
description
"Statistics related to port nunbers usage.”

| eaf ports-allocated {
type yang: gauge32;
description
"Number of allocated ports fromthis pool."
}

| eaf ports-free {
type yang: gauge32;
description
"Number of unall ocated addresses fromthis pool.";

Boucadair, et al. Expi res March 31, 2019 [ Page 69]



Internet-Draft YANG Modul e for NAT Sept enber 2018

}
}
}
}

/*
* Notifications
*/

notification nat-pool -event {
i f-feature "basic-nat44 or napt44 or nat64";
description
"Notifications nust be generated when the defined high/l ow
threshold is reached. Rel ated configuration parameters
must be provided to trigger the notifications.”

leaf id {
type leafref {
path "/nat/instances/instance/id";

mandat ory true
description
"NAT instance ldentifier.";

}

| eaf policy-id {
type leafref {
path "/nat/instances/instance/ policy/id";

}

description
"Policy ldentifier.";

}

| eaf pool-id {
type leafref {
path "/nat/instances/instance/policy/" +
"ext ernal -i p-address-pool / pool -id";

mandat ory true
description
"Pool ldentifier.";

}

| eaf notify-pool-threshold {
type percent;
mandat ory true
description

Boucadair, et al. Expi res March 31, 2019 [ Page 70]



Internet-Draft YANG Modul e for NAT Sept enber 2018

"A threshold (high-threshold or |owthreshold) has
been fired.";

}
}

notification nat-instance-event {
i f-feature "basic-nat44 or napt44 or nat64";
description
"Notifications nmust be generated when notify-addresses-usage
and/ or notify-ports-usage threshold are reached.";

leaf id {
type leafref {
path "/nat/instances/instance/id";
}
mandat ory true
description
"NAT instance ldentifier.";

}
| eaf notify-subscribers-threshold {
type uint32;
description
"The notify-subscribers-linmt threshold has been fired."
}

| eaf notify-addresses-threshold {
type percent;
description
"The notify-addresses-usage threshold has been fired.";

}

| eaf notify-ports-threshold {
type percent;
description
"The notify-ports-usage threshold has been fired."
}
}

}
<CODE ENDS>
4. Security Considerations
Security considerations related to address and prefix translation are

di scussed in [ RFC6888], [RFC6146], [RFC6877], [RFC6296], and
[ RFC7757] .
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The YANG nodul e defined in this docunment is designed to be accessed
vi a networ k managenment protocols such as NETCONF [ RFC6241] or
RESTCONF [ RFC8040]. The | owest NETCONF | ayer is the secure transport
| ayer, and the nandatory-to-inplenent secure transport is Secure
Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer is HTTPS, and the
mandat ory-t o-i npl enent secure transport is TLS [ RFC5246].

The NETCONF access control nodel [RFC8341] provides the means to
restrict access for particular NETCONF or RESTCONF users to a
preconfi gured subset of all available NETCONF or RESTCONF protoco
operations and content.

Al'l data nodes defined in the YANG nodul e which can be created,
nmodi fi ed and deleted (i.e., config true, which is the default) are
consi dered sensitive. Wite operations (e.g., edit-config) applied
to these data nodes w thout proper protection can negatively affect
net wor k operations. The NAT YANG nodul e provides a nethod to set
paraneters to prevent a user from aggressively using NAT resources
(port-quota), rate-limt connections as a guard agai nst Deni al - of -
Service, or to enable notifications so that appropriate neasures are
enforced to anticipate traffic drops. Nevertheless, an attacker who
is able to access the NAT can undertake various attacks, such as:
0 Set a high or lowresource limt to cause a DoS attack

* [nat/instances/instance/policy/port-quota

* [nat/instances/instance/policy/fragnents-linmt

* [nat/instances/instance/ mapping-linits

* [nat/instances/instance/ connection-linits

0 Set alownotification threshold to cause useless notifications to
be generated:

* [nat/instances/instance/policy/notify-pool-usage/hi gh-threshol d

* [nat/instances/instance/notification-limts/notify-addresses-
usage

* [nat/instances/instance/notification-limts/notify-ports-usage

* [nat/instances/instance/notification-limts/notify-subscribers-
limt

0 Set an arbitrarily high threshold, which may |l ead to the
deactivation of notifications:
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5.

* [nat/instances/instance/policy/notify-pool -usage/ high-threshold

* [nat/instances/instance/notification-limts/notify-addresses-
usage

* [nat/instances/instance/notification-limts/notify-ports-usage

* [nat/instances/instance/notification-limts/notify-subscribers-
limt

0 Set alownotification interval and a | ow notification threshold
to induce useless notifications to be generated:

* [nat/instances/instance/policy/notify-pool -usage/notify-
i nterval

* [nat/instances/instance/notification-limts/notify-interva

0 Access to privacy data nmaintained in the mapping table. Such data
can be msused to track the activity of a host:

* [nat/instances/instance/ mappi ng-tabl e
| ANA Consi derations

Thi s docunment requests |ANA to register the following URI in the
"I ETF XML Regi stry" [RFC3688]:

URI: urn:ietf:parans: xnl:ns:yang:ietf-nat
Regi strant Contact: The | ESG
XML: N A the requested URI is an XML nanmespace

This docunent requests |ANA to register the follow ng YANG nodule in
the "YANG Modul e Nanes" registry [ RFC7950].

name: ietf-nat

nanespace: urn:ietf:parans: xm :ns:yang:ietf-nat
prefix: nat

reference: RFC XXXX
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Sampl e Exanpl es

This section provides a non-exhaustive set of exanples to illustrate
the use of the NAT YANG nodul e.
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A.1. Traditional NAT44

Tradi tional NAT44 is a Basic NAT44 or NAPT that is used to share the
same | Pv4 address anong hosts that are owned by the same subscri ber
This is typically the NAT that is enbedded in CPE devices

This NAT is usually provided with one single external |Pv4 address;
di sanbi guati ng connections is achieved by rewiting the source port
nunber. The XM snippet to configure the external |Pv4 address in
such case together with a nmapping entry is depicted bel ow

<i nst ances>
<i nst ance>
<id>1</id>
<nane>NAT_Subscri ber A</ nane>

<ext ernal -i p- addr ess- pool >
<pool -i d>1</ pool -i d>
<external -i p- pool >
198.51.100. 1/ 32
</ external -i p- pool >
</ external -i p-addr ess- pool >

<nﬁbbing—table>

%ékiernal-src-address>
198. 51. 100. 1/ 32
</ ext er nal - src- addr ess>

</ mappi ng-t abl e>
</instance>
</ i nst ances>

The following shows the XML excerpt depicting a dynam ¢ UDP mappi ng
entry maintained by a traditional NAPT44. |In reference to this
exanpl e, the UDP packet received with a source |Pv4 address
(192.0.2.1) and source port number (1568) is translated into a UDP
packet having a source |Pv4 address (198.51.100.1) and source port
(15000). The remmining lifetime of this mapping is 300 seconds.
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<mappi ng-ent ry>
<i ndex>15</i ndex>
<type>
dynami c-explicit
</type>
<transport - pr ot ocol >

</transport-protocol >

<i nternal -src-address>
192.0.2.1/32

</internal -src-address>

<internal -src-port>
<start-port - nunber>

1568

</start-port-nunber>

</internal -src-port>

<ext ernal - src- addr ess>
198.51.100. 1/ 32

</ ext ernal - src- addr ess>

<ext ernal -src-port>
<start-port - nunber >

15000

</start-port-nunber>

</ external -src-port>

<lifetine>
300

</lifetime>

</ mappi ng-entry>

A 2. Carrier Gade NAT (CQN)

The following XM sni ppet shows the exanple of the capabilities
supported by a CGN as retrieved usi ng NETCONF.

<capabilities
<nat - f | avor >napt 44</ nat-f | avor >
<transport - prot ocol s>
<protocol -i d>1</prot ocol -i d>
</transport - prot ocol s>
<transport - prot ocol s>
<prot ocol -i d>6</ prot ocol -i d>
</transport - protocol s>
<t ransport - pr ot ocol s>
<protocol -i d>17</ protocol -i d>
</transport - prot ocol s>
<restricted-port-support>
fal se
</restricted-port-support>
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<st ati c- mappi ng- support >
true
</ stati c- mappi ng- support >
<port-randoni zati on- support >
true
</ port-random zati on-support >
<port-range-all ocation-support>
true
</ port-range-al |l ocati on-support>
<port-preservation-suport>
true
</ port-preservation-suport>
<port-parity-preservation-support>
fal se
</ port-parity-preservation-support>
<addr ess- roundr obi n- support >
true
</ addr ess- r oundr obi n- support >
<pai r ed- addr ess- pool i ng- support >
true
</ pai r ed- addr ess- pool i ng- support >
<endpoi nt - i ndependent - mappi ng- support >
true
</ endpoi nt - i ndependent - nappi ng- support >
<addr ess- dependent - mappi ng- support >
true
</ addr ess- dependent - mappi ng- support >
<addr ess- and- port - dependent - nappi ng- support >
true
</ addr ess- and- port - dependent - mappi ng- support >
<endpoi nt -i ndependent-filtering-support>
true
</ endpoi nt -i ndependent -filtering-support>
<addr ess- dependent-filtering>
true
</ addr ess- dependent-filtering>
<addr ess- and- port - dependent-filtering>
true
</ addr ess- and- port-dependent-filtering>
</capabilities>

The followi ng XM_ sni ppet shows the exanple of a CGNthat is
provi sioned with one contiguous pool of external |Pv4 addresses
(198.51.100.0/24). Further, the CGNis instructed to limt the
nunber of allocated ports per subscriber to 1024. Ports can be
al | ocated by the CGN by assigning ranges of 256 ports (that is, a
subscri ber can be allocated up to four port ranges of 256 ports
each).
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<i nst ances>
<i nst ance>
<id>1</id>
<nanme>ny CG\</ nane>

<ext ernal -i p- addr ess- pool >
<pool -i d>1</ pool -i d>
<external -i p- pool >
198.51. 100. 0/ 24
</ external -i p-pool >
</ external -i p- addr ess- pool >
<port - quot a>
<port-limt>
1024
</port-limt>
<guot a-type >
al |
</ quota-type >
</ port - quot a>
<port-allocation-type>
port-range-all ocation
</ port-allocation-type>
<port-set>
<port-set-size>
256
</ port-set-size>
</ port-set>

</instance>
</instances>

An admi ni strator may decide to allocate one single port range per
subscriber (e.g., port range of 1024 ports) as shown bel ow
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<i nst ances>
<i nst ance>
<id>1</id>
<nanme>ny CG\</ nane>

<ext ernal -i p- addr ess- pool >
<pool -i d>1</ pool -i d>
<external -i p- pool >
198.51. 100. 0/ 24
</ external -i p-pool >
</ external -i p- addr ess- pool >
<port - quot a>
<port-limt>
1024
</port-limt>
<guot a-type >
al |
</ quota-type >
</ port - quot a>
<port-allocation-type>
port-range-all ocation
</ port-allocation-type>
<port-set>
<port-set-size>
1024
</ port-set-size>
</ port-set>

</instance>
</instances>

A. 3. CCGN Pass- Through

Figure 1 illustrates an exanple of the CGN pass-through feature.
X1: x1 X1 x1’ X2: x2
+---+from X1:x1 +---+from X1:x1 +---+
| C| to X2:x2 | | to X2:x2 | S
| | |>>>>>>>>>>>>| C |>>>>>>>>>>>>>>| e |
| ] | G| | r |
| e | <<<<<<<<c<cg| N | <<<<<<gc<<| v |
| n |fromX2:x2 | | from X2: x2 | e |
| t ] to Xl:x1 | | to X1:x1 | r |
- -+ - -+ - -+

Fi gure 1: CGN Pass- Through
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For exanple, in order to disable NAT for communications issued by the
client (192.0.2.1), the follow ng configuration paraneter nust be
set:

<nat - pass-t hr ough>
<prefix>192.0.2. 1/ 32</ prefi x>
</hé£—pass—through>
A 4. NAT64

Let’s consider the exanple of a NAT64 that should use

2001: db8:122: 300:: /56 to perform | Pv6 address synthesis [ RFC6052].
The XML snippet to configure the NAT64 prefix in such case is
depi ct ed bel ow.

<nat 64- pr ef i xes>

<nat 64- prefi x>
2001: db8: 122: 300: : / 56

</ nat 64- prefi x>

</ nat 64- prefi xes>

Let’s now consi der the exanple of a NAT64 that should use

2001: db8:122::/48 to perform | Pv6 address synthesis [ RFC6052] only if
the destinati on address matches 198.51.100.0/24. The XM snippet to
configure the NAT64 prefix in such case is shown bel ow

<nat 64- pr ef i xes>
<nat 64- prefi x>
2001: db8: 122::/ 48
</ nat 64-prefix>
<desti nation-i pv4-prefix>
<i pv4- prefix>
198. 51. 100. 0/ 24
</ipv4-prefix>
</ destination-ipv4-prefix>
</ nat 64- prefi xes>

A.5. Stateless IP/ICVWP Translation (SIIT)
Let's consider the exanple of a stateless translator that is
configured with 2001: db8: 100::/40 to perform | Pv6 address synthesis

[ RFC6052]. Similar to the NAT64 case, the XM snippet to configure
the NAT64 prefix in such case is depicted bel ow
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<nat 64- pr ef i xes>

<nat 64- prefi x>
2001: db8: 100: : /40

</ nat 64- prefi x>

</ nat 64- prefi xes>

When the translator receives an | Pv6 packet, for exanple, with a
source address (2001:db8:1c0:2:21::) and destinati on address
(2001: db8: 1c6:3364:2::), it extracts enbedded | Pv4 addresses
foll owi ng RFC6052 rules with 2001: db8: 100::/40 as the NSP

0 192.0.2.33 is extracted from 2001: db8: 1c0: 2: 21:
0o 198.51.100.2 is extracted from 2001: db8: 1c6: 3364: 2:

The translator transforns the I Pv6 header into an | Pv4 header using
the IP/I1CVMP Translation Algorithm[RFC7915]. The | Pv4 packets will
i nclude 192.0.2.33 as the source address and 198.51.100.2 as the
destination address.

Al so, a NAT64 can be instructed to behave in the statel ess node by
providing the follow ng configuration. The sanme NAT64 prefix is used
for constructing both IPv4-transl atable | Pv6 addresses and

| Pv4-converted | Pv6 addresses (Section 3.3 of [RFC6052]).

<nat 64- pr ef i xes>
<nat 64- prefi x>
2001: db8: 122: 300: : /56
</ nat 64- prefi x>
<st at el ess- enabl e>
true
</ st at el ess-enabl e>
</ nat 64- prefi xes>

A.6. Explicit Address Mappings for Stateless |P/ICMP Translation (EAM
ST

As specified in [ RFC7757], an EAM consists of an | Pv4 prefix and an
I Pv6 prefix. Let’s consider the set of EAM exanples in Table 8.
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T - +
| 1Pvd Prefix | | Pv6 Prefix |
S e e e e e e e e +
| 192.0.2.1 | 2001: db8: aaaa: : [
| 192.0.2.2/32 | 2001: db8: bbbb: : b/ 128
| 192.0.2.16/28 | 2001:db8:cccc::/124
| 192.0.2.128/26 | 2001: db8: dddd: : / 64
| 192.0.2.192/29 | 2001: db8: eeee: 8::/62
| 192.0.2.224/31 | 64:ff9b::/127 [
e e e e Fom e e e e oo +
Tabl e 8: EAM Exanpl es (RFC7757)
The following XML excerpt illustrates how these EAMs can be

configured using the YANG NAT nodul e:
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<eane
<i pv4- prefix>
192.0.2.1/32
</lipva-prefix>
<i pv6- prefi x>
2001: db8: aaaa: : /128
</ipv6-prefix>
</ eanr
<eanp
<i pv4- prefix>
192.0.2.2/32
</ipv4-prefix>
<i pv6- prefix>
2001: db8: bbbb: : b/ 128
</ipv6-prefix>
</ eanv
<eane
<i pv4-prefix>
192. 0. 2. 16/ 28
</ipva-prefix>
<i pv6- prefix>
2001: db8: cccc:: /124
</ipv6-prefix>
</ eanr
<eane
<i pv4- prefix>
192.0.2.128/ 26
</lipva-prefix>
<i pv6- prefi x>
2001: db8: dddd: : / 64
</ipv6-prefix>
</ eanr
<eanp
<i pv4- prefix>
192.0.2.192/ 29
</ipv4-prefix>
<i pv6- prefix>
2001: db8: eeee: 8::/62
</ipv6-prefix>
</ eanv
<eane
<i pv4-prefix>
192. 0. 2. 224/ 31
</ipva-prefix>
<i pv6- prefix>
64: ff9b:: /127
</ipv6-prefix>
</ eanr
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EAMs may be enabled jointly with stateful NAT64. This exanple shows
a NAT64 function that supports static mappings:

<capabilities
<nat-fl avor>
nat 64
</ nat-flavor>
<st ati c- mappi ng- support >
true
</ static-mappi ng- support >
<port-randoni zati on- support >
true
</ port-random zati on-support >
<port-range-all ocation-support >
true
</ port-range-al |l ocati on-support>
<port-preservation-suport>
true
</ port-preservation-suport>
<addr ess- r oundr obi n- support >
true
</ addr ess- r oundr obi n- support >
<pai r ed- addr ess- pool i ng- support >
true
</ pai r ed- addr ess- pool i ng- support >
<endpoi nt - i ndependent - mappi ng- support >
true
</ endpoi nt - i ndependent - nappi ng- support >
<endpoi nt -i ndependent-filtering-support>
true
</ endpoi nt -i ndependent -filtering-support>
</ capabilities>

A 7. Static Mappings with Port Ranges
The followi ng exanple shows a static nmapping that instructs a NAT to

transl ate packets issued from192.0.2.1 and with source ports in the
100-500 range to 198.51.100. 1: 1100- 1500.
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<mappi ng-ent ry>
<i ndex>1</i ndex>
<type>
static
</type>
<transport - protocol >

</transport-protocol >
<i nternal -src-address>
192.0.2.1/32
</internal -src-address>
<internal -src-port>
<start-port - nunber>
100
</start-port-nunber>
<end- port - nunber >
500
</ end- port - nunber >
</internal -dst-port>
<external - src-address>
198.51.100. 1/ 32
</ ext ernal - src- addr ess>
<ext ernal -src-port>
<start-port - nunber>
1100
</start-port-nunber >
<end- port - nunber >
1500
</ end- port - nunber >
</ external -src-port>

</ﬁﬁbping-entry>
A.8. Static Mappings with IP Prefixes

The followi ng exanple shows a static nmapping that instructs a NAT to
transl ate TCP packets issued from192.0.2.0/24 to 198.51.100. 0/ 24.
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<mappi ng-ent ry>
<i ndex>1</i ndex>
<type>
static
</type>
<transport - protocol >

</transport-protocol >

<i nternal -src-address>
192.0.2.0/ 24

</internal -src-address>

<ext ernal - src-address>
198.51. 100. 0/ 24

</ ext ernal - src-address>

</ mappi ng-entry>
Desti nation NAT

The following XM. sni ppet shows an exanple of a destination NAT that
is instructed to translate all packets having 192.0.2.1 as a
destination I P address to 198.51.100.1

<dst -i p- addr ess- pool >
<pool -i d>1</ pool -i d>
<dst-in-ip-pool >
192.0.2.1/32
</ dst-in-ip-pool >
<dst - out - i p- pool >
198. 51. 100. 1/ 32
</ dst-out-i p-pool >
</ dst-i p- addr ess- pool >

In order to instruct a NAT to translate TCP packets destined to

'192.0.2.1:80" to '198.51.100.1:8080", the followi ng XM. sni ppet
shows the static nmapping configured on the NAT
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<mappi ng-ent ry>
<i ndex>1568</i ndex>
<type>
static
</type>
<transport - protocol >

</transport-protocol >
<i nt er nal - dst - addr ess>
192.0.2.1/32
</internal -dst-address>
<internal -dst-port>
<start-port - nunber>
80
</start-port-nunber>
</internal -dst-port>
<ext er nal - dst - addr ess>
198.51.100. 1/ 32
</ ext er nal - dst - addr ess>
<ext er nal -dst-port>
<start-port - nunber >
8080
</start-port-nunber>
</ ext ernal -dst - port >
</ mappi ng-ent ry>

NAT

Sept enber 2018

In order to instruct a NAT to translate TCP packets destined to
’192.0.2.1:80" (http traffic) to 198.51.100.1 and ' 192.0.2.1:22" (ssh
traffic) to 198.51.100.2, the following XM. sni ppet shows the static

mappi ngs configured on the NAT:
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<mappi ng-ent ry>
<i ndex>123</i ndex>
<type>
static
</type>
<transport - protocol >

</transport-protocol >
<i nt ernal - dst - addr ess>
192.0.2.1/32
</internal -dst-address>
<internal -dst-port>
<start-port - nunber>
80
</start-port-nunber>
</internal -dst-port>
<ext er nal - dst - addr ess>
198. 51.100. 1/ 32
</ ext er nal - dst - addr ess>

</ mappi ng-entry>
<mappi ng-entry>
<i ndex>1236</i ndex>
<type>
static
</type>
<transport - pr ot ocol >

</transport - protocol >
<i nt er nal - dst - addr ess>
192.0.2.1/32
</internal -dst-address>
<i nternal -dst-port>
<start-port-nunber>
22
</start-port-nunber>
</internal -dst-port>
<ext ernal - dst - addr ess>
198. 51. 100. 2/ 32
</ ext er nal - dst - addr ess>

</ mappi ng-ent ry>
The NAT may al so be instructed to proceed with both source and
destination NAT. To do so, in addition to the above sanple to

configure destination NAT, the NAT nay be provided, for exanple with
a pool of external |P addresses (198.51.100.0/24) to use for source
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address translation. An exanple of the corresponding XM snippet is
provi ded hereafter:

<ext ernal -i p- addr ess- pool >
<pool -i d>1</ pool -i d>
<external -i p- pool >
198. 51. 100. 0/ 24
</ ext ernal -i p- pool >
</ ext ernal -i p-addr ess- pool >

I nstead of providing an external |P address to share, the NAT may be
configured with static mapping entries that nodify the internal IP
address and/ or port nunber.

A.10. Customer-side Transl ator (CLAT)

The following XM. sni ppet shows the exanple of a CLAT that is
configured with 2001: db8: 1234::/96 as PLAT-side |Pv6 prefix and
2001: db8: aaaa:: /96 as CLAT-side | Pv6e prefix. The CLAT is al so
provided with 192.0.0.1/32 (which is selected fromthe | Pv4d service
continuity prefix defined in [ RFC7335]).

<cl at-ipv6-prefixes>
<i pv6-prefix>
2001: db8: aaaa: : / 96
</ipv6-prefix>
</clat-ipv6-prefixes>
<cl at-ipv4-prefixes>
<i pv4- prefix>
192.0.0.1/32
</ipv4-prefix>
</clat-ipv4-prefixes>
<nat 64- pr ef i xes>
<nat 64- prefi x>
2001: db8: 1234::/ 96
</ nat 64-prefi x>
</ nat 64- prefi xes>

A.11. 1Pv6e Network Prefix Translation (NPTv6)
Let’'s consider the exanple of an NPTv6 translator that should rewite
packets with the source prefix (fd03:c03a:ecab::/48) with the

external prefix (2001:db8:1::/48). The internal interface is "ethO"
while the external interface is "ethl" (Figure 2).
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Ext ernal Net work: Prefix = 2001: db8: 1::/48

| ethl
. +
et h4| NPTv6 | et h2
..... | [------
o m e e oo o - +
| et hO

Internal Network: Prefix = fd03:c03a: ecab::/48
Figure 2: Exanpl e of NPTv6

The XM. snippet to configure NPTv6 prefixes in such case is depicted
bel ow

<npt v6- prefi xes>
<internal -i pv6-prefix>
f d03: c03a: ecab: : /48
</internal-ipv6-prefix>
<external -i pv6-prefix>
2001: db8:1::/48
</ external -i pv6-prefix>
</ nptv6- prefi xes>

<ext ernal -real n»
<external -interface>
ethl
</ external -i nterface>
</ external -real n»

Fi gure 3 shows an exanple of an NPTv6 translator that interconnects
two internal networks (fd03:c03a:ecab::/48 and fda8: d5ch: 14f3::/48);
each is translated using a dedicated prefix (2001:db8:1::/48 and
2001: db8: 6666: : / 48, respectively).
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Internal Prefix = fda8:d5ch: 14f 3::/48

\Y External Prefix
Y | ethl 2001: db8:1::/48
\Y Foemmmmaas + N
Y |  NPTv6 | A
\ I I n
\Y [ + N
External Prefix | et hO n
AN

2001: db8: 6666: : / 48 [
Internal Prefix = fd03:c03a: ecab::/48
Fi gure 3: Connecting two Peer Networks

To that aim the following configuration is provided to the NPTv6
transl ator:
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<policy>
<i d>1</i d>
<npt v6- prefi xes>
<internal -i pv6-prefix>
fd03: c03a: ecab: : /48
</internal -ipv6-prefix>
<external -i pv6-prefix>
2001: db8: 1::/48
</ external -i pv6-prefix>
</ nptv6- prefi xes>
<external -real n»
<external -interface>
ethl
</external -interface>
</ external -real n»

</ policy>
<pol i cy>
<i d>2</id>

<npt v6- prefi xes>
<internal -i pv6-prefix>
fda8: d5cb: 14f 3::/48
</internal-ipv6-prefix>
<external -i pv6-prefix>
2001: db8: 6666: : /48
</ external -i pv6-prefix>
</ nptv6- prefi xes>
<ext ernal -real n»
<external -interface>
et hO
</ external -i nterface>
</ external -real np
</ policy>
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