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Abst ract

Thi s docunent describes use cases that denonstrate the applicability
of network data to evaluate the perfornmance of wavel ength division
service. The objective of this draft is not to cover the wavel ength
division service in detail. Rather, the intention is to illustrate
the requirenments of network data used to eval uate the perfornance of
wavel engt h divi si on service.

General characteristics of network data and two typical use cases are
presented in this docunent to denonstrate the different application
scenarios of network data in wavel ength division service.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on May 3, 2018.
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(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Wavel engt h-di vision multiplexing (WOM is a method of combi ni ng
multiple signals on | aser beanms at various infrared (IR wavel engt hs
for transm ssion along fiber optic nmedia. A WDM system uses a

mul tiplexer at the transnmitter to join the several signals together
and a denultiplexer at the receiver to split themapart. During the
wavel engt h divi sion service running, network data is consistently
generated from wavel ength di vision devices and it can reflect the
process of service running.

In the case of wavel ength division service, custoner is accustoned to
handl e the network failure after the service interruption. Such
passive strategy is inefficient, and easily leads to |long service
interruption. Network data collected fromdevice is real and
reliable, and can help custoner to predict the trend of wavel ength
division optical performance. Statistical characteristics of network
data can hel p operator to judge the tine point at which the service
is abnormal or normal, or the service is risky or healthy .

This docunment attenpts to describe the detail ed use cases that |ead
to the requirenents to support wavel ength division performance

eval uation. The objective of this draft is not to cover the

wavel ength division service in detail. Rather, the intention is to
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illustrate the requirenments of network data used to evaluate the
performance of wavel ength divi sion service.

General characteristics of network data and two typical use cases are
presented in this docunent to denonstrate the different application
scenarios of network data in wavel ength division service. Mreover
the question of howto integrate network data collected from
different tine periods is raised.

2. Conventions used in this docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

KPI: Key Performance Indicator. Network KPlI represents the
operational state of a network device, link or network protocol in
the network. KPI data is usually represented to users as a set of
time series

(e.g., KPI = x_i, i=1..1),

each time series is corresponding to one network KPI indicator val ue
at different time point during specific tine period.

3. Characteristics of network data

Net wor k data describes the process that information collected from
various data sources and transnitted to one or nore receiving

equi prent for analysis tasks [I-D.ietf-wu-t2trg-network-tel emetry].
Anal ysi s tasks may include event correlation, anomaly detection, risk
detection, performance nmonitoring, trend analysis, and other related
processes.

Network data is a series of data points indexed in tinme order. It
taken over tine may have an internal structure (such as, trend,
seasonal variation, or outliers). Trend nmeans that, on average, the
measurenents tend to increase (or decrease) over tine. Seasonality
means that, there is a regularly repeating pattern of highs and | ows
related to cal endar tinme such as seasons, quarters, nonths, days of

the week, and so on. 1In regression, outliers are far away fromthe
line. Wth tinme series data, outliers are far away fromthe other
dat a.

Network tine series data anal ysis conprises nethods for anal yzing
time series data in order to extract neaningful statistics and other
characteristics of the data.
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Net work data nmainly consists several major characteristics

0 Subject: The subject is the object to be nmeasured, and it has
multiple properties fromdifferent dinmensions. An exanple of a
wavel engt h divi sion service performance nonitoring scenario is
that the subject of the nmeasurenent is the ' optical nodule’
whose attributes may include board nane, device nane, and so on

0 Measured val ues: A subject may have one or nore neasured val ues,
and each neasurenent corresponds to a specific indicator. Take
the server status nonitoring scenario exanple, the neasured
i ndi cators nmay have FEC bef (Forward Error Correction coding
before error correction), FEC aft (Forward Error Correction coding
after error correction), input optical power, output optica
power, etc.

o Tinmestanp: Each report of the nmeasured value will have a tinestanp
attribute to indicate its tine.

4, Use cases

The follow ng sections highlight sonme of the nbst comopn wavel ength
di vi sion use case scenarios and are in no way exhaustive.

4.1. Anomaly detection

In Data Anal ytics Engine, anomaly detection is the identification of
itens, events or observations which do not conformto an expected
pattern or other itens in data. Typically the anonmalous itens wll
translate to some kind of problem such as optical |ayer problem

For network equi prrent performance anomalies, multiple features are
usual ly extracted fromKPI data, such as tinme, value, frequency,
etc., and used as the key factors for anomaly anal ysis.

Take wavel ength division service as an exanple, collection

i nformati on such as FEC bef, input optical power, |aser bias current
and ot her key factors can be selected to keep track of wavel ength

di vision service over tinme and cal cul ate the device statistics data
in a specific tinme period such as average device downtinme in the
specified tinme window. These statistics data can be further used to
det ect wavel ength division service anonaly or inprove the accuracy
rate for wavel ength division KPI anomaly detection. |In this
scenario, we do not rely on the manual preconfigured threshold to
trigger alarm instead, we automatically detect KPlI anonmaly in
advance and raise alarm as seen in figure 1.
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Figure 1: anomaly detection
4.2. Risk assessnent

In Data Anal ytics Engine, risk assessnent is a conponent aimng at
providing an estimation of the overall network risk condition

Unl i ke the anomaly detection conponent that copes with network faults
and failure that already happened, risk assessnment nodule’'s goal is
to antici pant network event, forecast short termchange and risk in
the network based on the trends of network data (e.g., fast grow ng,
fast dropping, slowy increasing, and slowy decreasing of KPlI data).
Thi s opens up a channel to reveal potential network problens or

| ocate the need for network optinization and upgrade.

Net wor k KPI's provide fine-grained understandi ng of network
performance, which bring nore value to network maintenance and
operation, including identifying possible bottlenecks, dinensioning

i ssues, and locating the need to performnetwork optinization. Based
on the various nonitor mechanisnms, if any high risk is occurred in
the network, administrators could be inforned at a very early stage.
The ability to handle | arge anount of noisy KPI data properly is
vital to gain these desired insights.

G ven hundreds of thousands of KPI data, it is a challenging issue to
assess network risk. Good network risk assessnent criteria should be
i ndi cative of |ocal network-I|evel problens, and hence be able to
provi de pronpt warnings and hel p | ocate potential problenms when
trivial but persisting anonalies are observed. Meanwhile, it nust

al so describe system performance in a gl obal sense by aggregating
multi-faceted information with | arge nunber of KPls across the
network infrastructure. There are two strategies to design such KP
network risk, as shown in figure 2
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Figure 2: risk assessnent

1) Single KPI scoring: The scoring strategy for single KPI. In this
case, different dinensions of a KPI should be exanmined to score a
KPI ;

2) Multi-KPlI scoring: The scoring strategy for assessing the network
ri sk using values of many KPIs. |f a device or a service is

moni tored by several key KPlIs, the risk should be analyzed by the
integration of these KPlI scores.

5. Data Issues
5.1. Merge data fromdifferent tine periods

In the process of data collection, the collection period of the same
KPI nmay be different fromeach other. For exanple, for a nulti-
domai n depl oynent service, there are many different collection

peri ods for network devices, such as 30s, 5min, 15m n, and so on

KPI data collected fromdifferent domains is need to be anal yzed for
correlation. For exanple, anomaly detection of wavel ength division
service data fromdifferent donmains is perforned, and conparison is
perfornmed anong different donains. So we need to nerge data sets
fromdifferent periods into a integrated data set using netrics in
the period, such as nmean val ue, peak value or nmedia value. It then
rai ses a question that how these data sets are stored and assessed
with high efficiency.

6. Security Considerations

TBD.
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7. Concl usi ons
TBD.
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