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Abst ract

Secure transport protocols often consist of three logically distinct
components: transport, control (handshake), and record protection
Typically, such a protocol contains a single nodule that is
responsible for all three functions. However, in nmany cases, this
coupling is unnecessary. For exanple, while cryptographic context
and endpoi nt capabilities need to be known before encrypted
application data can be sent on a specific transport connection
there is otherwi se no technical constraint that a cryptographic
handshake nust be perforned on said connection. This docunent
recomends a | ogi cal separation between transport, control, and
record conponents of secure transport protocols. W conpare existing
protocol s such as Transport Layer Security, QU C, and | KEV2+ESP in
the context of this |ogical separation

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 1, 2019.
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Secure transport protocols are generally conposed of three pieces:

1.

2

A transport protocol to handle the transfer of data.

A record protocol to frane, encrypt and/or authenticate data

A control protocol to performcryptographi c handshakes,

negoti at e

shared secrets, and nmaintain state during the lifetine of
crypt ographi ¢ session including session resunption and key
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refreshnent. (In the context of TLS, the control protocol is
cal l ed t he handshake protocol.)

For ease of deploynent and standardi zati on, anong ot her reasons,
these constituents are often tightly coupled. For exanple, in TLS
[ RFC5246], the control protocol depends on the record protocol, and
vice versa. However, nore recent transport protocols such as QU C
[I-D.ietf-quic-tls] keep these pieces separate. For exanple, QUC
uses TLS to negotiate secrets, and exports those secrets to encrypt
packets i ndependent of TLS

Separating these pieces is inportant, as new secure transport
protocol s increasingly rely on session resunption nmechani snms where
cryptographi c context can be resuned to transnmt application data
with the first packet w thout delay for connection setup and
negotiation. In the case where there is no cryptographi c context
avai | abl e when an application expresses the need to transmt data to
a certain endpoint, it nmust first run the control protocol on a
transport connection before being able to transmit application data.
If the control protocol can be separated fromthe other conponents,
then it can use another transport connection to establish secrets

wi t hout bl ocking the application’s main transport connection. This
al so opens up the possibility to run the control protocol well in
advance of the need to send application data, to avoi d unnecessary
del ays. For exanple, a client systemcould maintain a database of
endpoints it is likely to comrunicate with, and establish keying
material with a control protocol at periodic intervals to ensure
fresh keys for new transport connections.

[1-D. noskowitz-sse] proposes a sinilar approach. However while

[1-D. moskowi t z- sse] proposes a new protocol to negotiate and maintain
| ong-term crypt ographi c sessions, this docunent relies on the use of

exi sting protocols and only di scusses requirenents for the evolution

of these protocols and exchange of information wthin one endpoint

| ocal ly.

Ter i nol ogy

o Transport Protocol: A protocol that can transport nessages between
two endpoints. This may represent the service offered to
applications to allow themto send and receive data before
encryption; and al so represent the protocol that can transnit
control data and encrypted records.

o Control Protocol: A protocol that perforns a cryptographic
handshake and, in addition, can validate and authenticate
endpoi nts, encrypt and authenticate its negotiation, and
ultimately generate keying materi al
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Record Protocol: A protocol that can use keying material to
transform messages. A record will generally add a frame around
application data, and authenticate and/or encrypt the data.

Keying Material: A shared secret fromwhich pre-shared keys can be
derived and subsequently used to encrypt and authenticate data,
generated by a control protocol and used by a record protocol
otocol Interfaces

traditional nodels in which the protocols are not separated out

o the three elenments of control, record, and transport protocols,
re are two basic approaches to the interactions:

The transport protocol provides data to the security protocol and
gets back an encrypted version of the data to be sent (contro

and record protocols are conbi ned).

The security protocol provides keying material to the transport
protocol, and the transport protocol is responsible for
encrypting data (transport and record protocols are conbined).
there end

teasing apart all three portions as separate protocols,

up being six interface points:

Application Data
AN

T Y A + (1) . +
| - > |
| Transport | Cont r ol
| Commm e e o - + |
E I Ao + (2) +----- +----- [App—_—

I I I I

I | (6) (3)1 I

I I I | (4)

| | R ] |

| [ —— + <-mm-- + |

| (5) Record |

S > R +

S e +

Figure 1: Secure Transport Protoco

1. A transport protoco
keyi ng materi al
the transport.

depends
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upon a control protocol to establish

to protect application data being sent through
The main interface it

relies upon is starting the
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3.

.1

1.

control channel, or handshake, or ensuring that the material is
ready.

2. A control protocol depends upon a transport protocol in order to
send and receive negotiation nmessages with the renote peer

3. A control protocol sends its keying material and cryptographic
context to the record protocol to use.

4. A record protocol may signal state expiration events to a contro
pr ot ocol

5. A transport protocol uses a record protocol to send and receive
appl i cation data.

6. A record protocol uses a transport protocol to send and receive
encrypted data.

Control -Transport Interface

Note that for the purposes of this interface description, it is
assuned that the application is prinmarily interacting with the
transport protocol, and thus the control protocol interacts with the
application primarily through the abstraction of the transport
protocol. Since security protocol interfaces often require pre-
connection and active behavior on behalf of clients, we further
categorize the following interfaces based on whether they are meant
for passive configuration or active control

1. Passive Configuration Interface

0 Start negotiation: The interface MJST provide an indication to
start the protocol handshake for key negotiation, and have a way
to be notified when the handshake is conplete.

o ldentity constraints: The interface MJUST allow the application to
constrain the identities that it will accept a connection to, such
as the hostnane it expects to be provided in certificate SAN

0 Local identities: The interface MJST allow the local identity to
be set via a raw private key or interface to one to perform
crypt ographi ¢ operations such as signing and decryption.

0 Caching dormain and lifetime: The application SHOULD be able to
specify the instances of the protocol that can share cached keys,
as well as the lifetine of cached resources.
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3. 3.

2

Pre-shared keying material: The application SHOULD be able to
specify pre-share keying material to use to bootstrap connections.
The control protocol can pass this directly to the record protoco
for use.

The protocol SHOULD all ow applications to negotiate application
protocol s and related information.

The protocol SHOULD al |l ow applications to specify negotiabl e
cryptographic al gorithm suites.

Active Control and Introspection Interface

State changes: The interface SHOULD provide a way for the
transport to be notified of inportant state changes during the
protocol execution and session lifetine, e.g., when the handshake
begi ns, ends, or when a key update occurs.

Validation: The interface MJST provide a way for the application
to participate in the endpoint authentication and validation

whi ch can either be specified as paraneters to define how the
peer’s authentication can be validated, or when the protoco
provi des the authentication infornmation for the application to

i nspect directly.

The protocol SHOULD expose the peer’s identity information during
and after connection establishnent.

Control -Record Interface

Key export: The interface MJUST provide a way to export keying
material froma control protocol to a record protocol with well -
defined cryptographic properties, e.g., "forward-secure."

Key lifetine and rotation: The interface MJST provide a way for
the control protocol to define key lifetine bounds in terns of
_time_ or _bytes encrypted_ and, additionally, provide a way to
forcefully update cryptographic session keys at will. The record
prot ocol MJST be able to signal back to the control protocol that
a lifetinme has been reached and that rotation is required. These
val ues SHOULD be configurable by the application

Transport-Record Interface

Transform data: The interface MJST provide a way to send raw

application data fromthe transport protocol to a record protoco
to transformit based on the keying material. This data is then
sent out by the transport protocol. The sane applies for inbound
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4.

data, in which inbound transport data is transformed by the record
protocol into raw application data.

Reliability: The transport MJST specify if nessages are
transmitted reliable and in order.

Maxi mum nessage size (optional): The transport nay specify a
maxi mum nmessage size for the encrypted data if e.g. a datagram
transport is used

Exi sting Mappi ngs

In this section we docunent existing mappi ngs between common
transport security protocols and the three conponents described in
Section I.

(0]

(0]

TLS/ DTLS: TLS [ RFC5246] and DTLS [ RFC6347] is a conbination of a
control (handshake) and record protocol, with a dependency on sone
underlying transport.

Application (configure and 1/0
AN

L V----- R +
Connecti on [
s +
--------- Il I e i
| --TLS- - |
T Y A + . + |
| SREEEEEES > .
| Cont r ol | | Record | |
| (Handshake) <--------- + | |
S + Fomm - oo - - [App—_—
I I I
----------------------------------- [------]--------+
I I
Y +----+
| Transport |
S +

QUIC + TLS: The energing QUIC standard is deconposed into the
three pieces outlined in Section | [I-Dietf-quic-tls]. TLSis
used as the control protocol running on a dedicated QU C stream a
QUI C-specific record protocol encrypts and encapsul ates stream
franmes, and the main QU C conponent handles the transport of these
franes.
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Application (configure and 1/0Q
N

+----- | ----- | ------------------------------------ +
I I I --QUGC- I
I I I I
| +--V----- +---+ R + |
|| QUIC [------------ >| TLS I I
| | (transport)| | (control) | |
|| R + I I
| s S | S S S +---+ |
I I [ I I I
I I [ I I I
I I [ I A -+ I I
| | | | +--> Packet +- -+ | |
| | | | Protection | | |
[ [ | +----- + (record) <---------- + [
I I I Homemimeon + I
I I I I
R e I o m e e e e ee i oaeaooo-- +
I I

E Y A T pepepp—— +

[ Transport [

Fom e e oo eea oo +

0o |IKEv2 + ESP: | KEv2 [RFC7296] is a control protocol comonly used
to establish keys for use in I Psec (often VPN) depl oynents. It is

a

ready a distinct protocol fromits comonly paired record

protocol, which is ESP [ RFC4303]. ESP encrypts and aut henti cates
| P datagrans, and sends them as datagrans over a transport
mechani sm such, e.g., |IP or UDP

Application (configure) Application (1/0
I " I "

B A e + +-- - - - V----t----+
| \SREEEEEEE > |
| | KEv2 [ Record

| EREREEEE + |
Fomm e o - - N o+ Fomm e o - - N o+

I I I I

[ A e e e e oo oo V------ +----+
| (Unreliable) Transport |
oo e e e e e e e e e e e e e e eeem o +

0 OpenVPN [ OpenVPN] : OpenVPN consists of two separate stacks - one
for TLS, which is used for key exchange and derivation, and the
other as an interface to tunnel |P packets over UDP. A commobn
mul tiplexing layer is used to send TLS and OpenVPN franed packets
over an unreliable transport layer. OpenVPN adds a reliability
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layer to TLS to ensure packets are sent and processed in order
Runni ng over TCP naturally provides this reliability. After the
TLS connection finishes, OpenVPN extracts encryption and

aut hentication keys from T TLS, via the PRF, and uses themto
encrypt and authenticate | P packets. Packets are franed using a
sinpl e | engt h-type-val ue envel ope, wherein the type specifies the
contents of the packet, e.g., channel control (TLS ciphertext)

byt es.

Application (configure and 1/ 0
+ N

R +
| OpenVPN | e +
| interface | | TLS |
| + record | | (control) |
N + N +
I I
| +----- V----- +
| |reliability]
[ [ | ayer [
[ [ S +
I I
N + emeeeaas +
SRR
| OpenVPN |
| (multiplexer) |
e +
I
e Veommmm - - +
| (Unreliable) |
| Transport |
S +

0 DTLS-SRTP: DTLS [ RFC5764] is commonly used as a way to perform
nmut ual aut hentication and key agreenent for SRTP [ RFC5763].
(Here, certificates marshal public keys between endpoints. Thus,
self- signed certificates may be used if peers do not nutually
trust one another, as is common on the Internet.) Wen DILS is
used, certificate fingerprints are transmitted out-of-band using
SIP. Peers typically verify that DILS-offered certificates match
that which are offered over SIP. This prevents active attacks on
RTP, but not on the signaling (SIP or WbRTC) channel
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5.

5.

1.

Application (configure and 1/0
N

+
| |
E UL Y U +
| SRTP | Fommmeee - +
| interface | [ DTLS [
| + record | | (control) |
B + B +
| |
Fom oo - + Hom e e oo - +
I
+----V---V------ +
| (Unreliable) |
| Transport |
e e e o +

Benefits of Separation
Reduci ng Connection Latency

One of the clearest benefits of separating the control protocol from
the record protocol is that the cryptographi c handshake can be
perfornmed out-of-band fromthe application's data transfer. This
shoul d essentially reduce the nunber of RTTs required before being
able to send data by the full length of the handshake (which is
commnly 1 or 2 RTTs in the best cases for TLS 1.2 and | KEv2,
potentially nore if cookie challenges or extended authentication are
required).

To avoid long-lived transport connections that wouldn't be actively
used, and thus would be vulnerable to timeouts on NATs or firewalls,
an obvi ous approach to separating the control and record protocols is
to use different transport connections for the early handshake and
the data transfer. However, this approach of using separate
connections will not always save RTTs if the cryptographi c handshake
and data transfer are back-to-back. Each connection may require its
own transport protocol handshake, and if the data transfer nust wait
for two transport protocols to establish and the cryptographic
handshake to be finished before sending, then it may experience

hi gher latency. Inplenentations SHOULD avoid this by either allow ng
the control and record protocols to share a single transport
connection or open two connections in parallel when the contro
protocol has not pre-fetched keys. Latency benefits, however, can
even be achi eved when ensuring that this scenario does not occur by
al ways having the control protocol refresh the keys whenever ol d ones
are near expiry.

Kuehl ewi nd, et al. Expi res January 1, 2019 [ Page 10]



Internet-Draft crypto separation June 2018

5.2. Protocol Flexibility

Separation of the control, record, and transport protocols also

all ows for nore flexible conposition of protocols with one another

If a deploynment uses a control protocol like TLS, which requires a
stream based transport protocol |ike TCP, separation of protocols
will allowit to use the resulting keys for record protocols that run
on datagramtransport protocols |ike UDP

This flexibility may be useful for inplenentations that are

optim zing for packet size by choosing nmininmal/lightweight record
protocols, while being able to use commonly supported contro
protocols like TLS. One exanmple here is the approach of a VPN tunne
that uses ESP or Diet-ESP [I-D.nglt-ipsecne-diet-esp] to encrypt

dat agranms, but uses TLS for establishing keys. This design is
simlar to that used by OpenVPN [ OpenVPN], as described above

5.3. Protocol Capability and Upgrade Negoti ation

Enabling the use of a different transport protocol for the actua
data transm ssion than for the cryptographi c handshakes opens al so
the possibility to negotiate protocol capabilities for the data
transmi ssion. For TLS, usually TCP is the appropriate transport
protocol to use, as it is also wdely supported by endpoints.

Al'l owi ng an endpoint to indicate the support of other, new transport
protocols within the TCP connection that is used for the
crypt ogr aphi ¢ handshake, provides a dynam c transition path to enable
easy depl oynent of new protocols. Another exanple is providing an
upgrade path from TCP+TLS to QUIC. If TLS could negotiate the use of
other transport layers, such as QU C, applications could performan
abbrevi at ed upgrade from TCP+TLS connections to QU C, i.e., wthout
doing a full QU C handshake.

6. Transport Service Architecture Integration

The Transport Services Architecture ([I-D.ietf-taps-arch]) describes
a systemthat can provide transport security functionality behind a
common interface. Such systems and their APlIs provide applications
with the ability to establish connections for sending and receiving
data. The lifetine of a connection is conprised of a pre-
establ i shnent configuration stage, established (connected) stage, and
term nated stage. Pre-establishnent properties configured include:
Local and Renote Endpoint, protocol selection properties, and
specific protocol options. Applications configure security protocols
during pre-establishnment using the passive interfaces described in
Section Section 3.1. Active control interfaces are exercised during
connection establishnment, i.e., frompre-establishnent to established
states. Applications can query connection netadata or state
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10.

information, e.g., peer identity information, during and after
connection establishnent.

| ANA Consi derations
Thi s docunment has on request to | ANA
Security Considerations

(editor’s note: this section will be added |l ater. However, this
docunent di scusses the use of cryptographic context for transport
connections and as such it has security relevant consideration within
t he whol e document.)
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