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Abst r act

Thi s docunent poses open questions in path-aware networking, as a
background for frami ng discussions in the Path Aware Networki ng
proposed Research G oup (PANRG. These are split into making
properties of Internet paths available to endpoints, and all ow ng
endpoints to select paths through the Internet for their traffic.
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1. Introduction to Path-Aware Networking

In the current Internet architecture, the network | ayer provides an
unverifiable, best-effort service: an application can assune that a
packet with a given destination address will eventually be forwarded
toward that destination, but little else. A transport |ayer protoco
such as TCP can provide reliability over this best-effort service,
and a protocol above the network | ayer such as | Psec AH [ RFC4302] or
TLS [ RFC5246] can authenticate the renote endpoint. However, no
explicit information about the path is avail able, and assunptions
about that path sonetines do not hold, sonmetinmes with serious inpacts
on the application, as in the case with BGP hijacking attacks.

By contrast, in a path-aware networking architecture, endpoints have
the ability to select or influence the path through the network used
by any given packet, and the network |layer explicitly exposes

i nformati on about the path or paths avail abl e between two endpoints
to those endpoints so that they can make this selection. Path
control at the packet |evel enables new transport protocols that can
| everage nultipath connectivity even over a single interface.

2. Questions

Real i zi ng pat h-aware networking requires answers to a set of open
research questions. This docunent poses these questions, as a
starting point for discussions about howto realize path awareness in
the Internet, and to direct future research efforts within the Path
Awar e Net wor ki ng Research G oup.

2.1. A Vocabul ary of Path Properties
In order for information about paths to be exposed to the endpoints,

and for those endpoints to be able to use that information, it is
necessary to define a conmon vocabul ary for path properties. The
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el ements of this vocabulary could include relatively static
properties, such as the presence of a given node on the path; as well
as relatively dynam c properties, such as the current val ues of
metrics such as | oss and | atency.

This vocabul ary nust be defined carefully, as its design will have

i mpacts on the expressiveness of a given path-aware internetworking
architecture. This expressiveness also exhibits tradeoffs. For
exanpl e, a systemthat exposes node-level information for the

t opol ogy through each network woul d nmaxi mze information about the

i ndi vi dual conponents of the path at the endpoints at the expense of
maki ng i nternal network topology universally public, which nmay be in
conflict with the business goals of each network’s operator

The first question is therefore: how are path properties defined and
repr esent ed?

2.2. Discovery, Distribution, and Trustworthi ness of Path Properties

Once endpoints and networks have a shared vocabul ary for expressing
path properties, the network nmust have sone nethod for distributing
those path properties to the endpoint. Regardless of how path
property information is distributed to the endpoints, the endpoints
require a nethod to authenticate the properties - to deternine that
they originated fromand pertain to the path that they purport to.
The end goal of authentication is not necessarily to establish that a
given property is actually bound to a given path, but to ensure that
the information is trustworthy, that actions taken based on it wll
have the predicted result.

Choices in an distribution and authentication nmethods will have

i mpacts on the scalability of a path-aware architecture. Possible

di mensions in the space of distribution nethods include in-band
versus out-of -band, push versus pull versus publish-subscribe, and so
on. There are tenporal issues with path property dissem nation as
well, especially with dynam ¢ properties, since the neasurenent or
elicitation of dynam c properties nmay be outdated by the tine that
information is available at the endpoints, and interactions between

t he measurenent and di ssem nati on del ay may exhi bit pathol ogi ca
behavi or for unlucky points in the paraneter space.

The second question: how do endpoints get access to trustworthy path
properties?
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2.3. Supporting Path Sel ection

Access to trustworthy path properties is only half of the challenge
in establishing a path-aware architecture. Endpoints nust be able to
use this information in order to select paths for traffic they send.
As with path property distribution, choices made in path selection
nmet hods will al so have an inpact on the scalability and

expressi veness of a path-aware architecture, and di nensions incl uded
i n-band versus out-of-band, as well. Paths may al so be sel ected on
multiple levels of granularity - per packet, per flow, per aggregate
- and this choice also has inpacts on the scal abilty/expressiveness
tradeof f.

The third question: how can endpoints select paths to use for traffic
in a way that can be trusted by the network?

2.4. Interfaces for Path Awareness

In order for applications to make effective use of a path-aware
net wor ki ng architecture, the interfaces presented by the network and
transport |ayers must al so expose path properties to the application
in a useful way, and provide a useful selection for path selection
Pat h sel ecti on nust be possible based not only on the preferences and
policies of the application devel oper, but of end-users as well

The fourth question: how can interfaces to the transport and
application layers support the use of path awareness?

2.5. Qperating a Path Aware Network

The network operations nodel in the current Internet architecture
assunes that traffic flows are controlled by the decisions and
policies made by network operators, as expressed in interdomain
routing protocols. In a path-aware network with effective path

sel ection, however, this assunption no |onger holds, as endpoints nmay
react to path properties by selecting alternate paths. Conpeting
control inputs from path-aware endpoints and the interdomain routing
control plane may lead to nore difficult traffic engineering or
nonconvergent routing, especially if the endpoints’ and operators

i dea of the "best" path for given traffic differs significantly.

The fifth question: how can a path aware network in a path aware
i nternetwork be effectively operated?

Tramel | Expires April 27, 2018 [ Page 4]



Internet-Draft PAN questi ons Cct ober 2017

3.

Acknowl edgrent s

Many thanks to Adrian Perrig, Jean-Pierre Smth, Mrja Kuehl ewi nd,
and divier Bonaventure, for discussions |leading to questions in this
docunent .

This work is partially supported by the European Conmi ssion under
Hori zon 2020 grant agreenment no. 688421 Measurenent and Architecture
for a Mddl eboxed Internet (MAM), and by the Swiss State Secretariat
for Education, Research, and Innovation under contract no. 15.0268.
This support does not inply endorsenent.

Nor mat i ve Ref erences

[ RFC4302] Kent, S., "IP Authentication Header", RFC 4302,
DO 10.17487/ RFC4302, Decenber 2005,
<https://www. rfc-editor.org/info/rfc4302>.

[ RFC5246] Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246,
DA 10.17487/ RFC5246, August 2008,
<https://ww. rfc-editor.org/info/rfc5246>.

Aut hor’ s Addr ess

Brian Tramel |
ETH Zuri ch

d oriastrasse 35
8092 Zurich
Switzerl and

Emanil: ietf@ramel|l.ch

Tramel | Expires April 27, 2018 [ Page 5]



