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Abst r act

When security risks in web services are discovered by independent
security researchers who understand the severity of the risk, they
often lack the channels to properly disclose them As a result,
security issues may be left unreported. Security.txt defines a
standard to hel p organi zations define the process for security
researchers to securely disclose security vulnerabilities

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction
1.1. Motivation

Many security researchers encounter situations where they are unabl e
to responsi bly disclose security issues to conpani es because there is
no course of action laid out. Security.txt is designed to help

assist in this process by naeking it easier for conpanies to designate
the preferred steps for researchers to take when trying to reach out.

1.2. Termnol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119].

2. The Specification

Security.txt is atext file located in the website's top-Ieve
directory. This text file contains 4 directives with different
values. The "directive" is the first part of a field all the way up
to the colon ("In-scope:"). Directives are case-insensitive. The
"val ue" comes after the directive ("exanple.cont). A "field" always
consists of a directive and a value ("In-scope: exanple.con'). A
security.txt file can have an unlinited nunber of fields. It is
important to note that you need a separate line for every field. One
MUST NOT chain multiple values for a single directive. Everything
MUST be in a separate field.

A security.txt file only applies to the application it is located in.
2.1. Comments
Conments can be added using the # synbol:
<CODE BEG NS>
# This is a coment.
<CODE ENDS>
You MAY use one or nore comments as descriptive text inmmediately
before the field. Parsers can then associate the comments with the
respective field.
2.2. Separate Fields
A separate line is required for every new value and field. You MJST

NOT chain everything in to a single field. Every line nust end with
a line feed character (%0A).
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2.3. Contact:

Add an address that researchers MAY use for reporting security

i ssues. The value can be an emnil|l address, a phone nunber and/or a
security page with nore information. The "Contact:" directive MJST
al ways be present in a security.txt file.

<CODE BEGQ NS>

Contact: security@xanple.com
Contact: +1-201-555-0123

Contact: https://exanple.com security
<CODE ENDS>

2.4. Encryption

This directive allows you to add your key for encrypted

communi cation. You MJUST NOT directly add your PGP key. The val ue
MUST be a link to a page which contains your key. Keys SHOULD be
| oaded over HITPS

<CODE BEG NS>

Encryption: https://exanpl e.com pgp-key. t xt
<CODE ENDS>

2.5. Disclosure:

Speci fy your disclosure policy. This directive MIST be a disclosure
type. The "Full" value stands for full disclosure, "Partial" for
partial disclosure and "None" neans you do not want to discl ose
reports after the issue has been resolved. The presence of a

di sclosure field is NOT permission to disclose vulnerabilities and
explicit pernission MIST be saught where possible.

<CODE BEQ NS>
Di scl osure: Ful
<CODE ENDS>

2.6. Acknow edgenent:

This directive allows you to link to a page where security
researchers are recogni zed for their reports.

Acknow edgenent: https://exanpl e.conif hall-of-fane. htm
2.7. Exanple

<CODE BEGQ NS>
# Qur security address

Contact: security@xanple.com

Encryption: https://exanpl e. com pgp-key. t xt
Di scl osure: Ful

<CODE ENDS>
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3.

File Format Description

The expected file format
encoded in UTF-8.

The following is an ABNF
t he conventions defined i

body
i ne
eol

field

fs =

comment

contact-field
emai |

phone

uri

encryption-field

di scl osure-field
di scl osure

acknow edgenent-field =
Security Considerations
Conpani es creating securi

security-related issues i
of sensitive information
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of the security.txt file is plain text

definition of the security.txt format, using
n [ RFC5234].

*line (contact-field eol) *line
*1(field / coment) eol
*WEP [CR] LF

contact-field /
encryption-field /

di scl osure-field /
acknow edgenent-field

"#" *(WBP / VCHAR / 9%A0- EOO7F)
"Contact" fs SP (emmil / uri / phone)
<Enmi | address as per RFC 5322>

"+ (D@ T /ot ()" 1 SP)
<URI as per RFC 3986>

"Encryption" fs SP uri

"Di scl osure" fs SP discl osure
"Full" [/ "Partial" / "None"

"Acknow edgenent” fs SP uri

ty.txt files will need to take severa
nto consideration. These include exposure
and attacks where linited access to a server

could grant the ability to nodify the contents of the security.txt

file or affect howit is

As stated in Section 2.4,

served.

keys specified using the "Encryption:"

directi ve SHOULD be | oaded over HTTPS
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5.

| ANA Consi der ati ons

exanple.comis used in this docunent follow ng the uses indicated in
[ RFC2606]
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