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Abst ract

Many different attacks have been reported as part of revel ations
associ ated with pervasive surveillance. Sone of the reported attacks
i nvol ved conpronising snart cards, such as attacking SIMcard

manuf acturers and operators in an effort to conproni se shared secrets
stored on these cards. Since the publication of those reports,
manuf act uri ng and provi sioni ng processes have gai ned much scrutiny
and have inproved. However, the danger of resourceful attackers for
these systens is still a concern

This specification is an optional extension to the EAP- AKA

aut henti cati on met hod which was defined in RFC 5448. The extension
provi des Perfect Forward Secrecy for the session key generated as a
part of the authentication run in EAP-AKA'. This prevents an
attacker who has gained access to the long-term pre-shared secret in
a SIMcard fromnerely passively eavesdroppi ng the EAP- AKA" exchanges
and deriving associ ated session keys, forcing attackers to use active
attacks instead.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
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1. Introduction

Many different attacks have been reported as part of revel ations
associ ated with pervasive surveillance. Sone of the reported attacks
i nvol ved conpronising snart cards, such as attacking SIMcard

manuf acturers and operators in an effort to conpromi se shared secrets
stored on these cards. Such attacks are conceivable, for instance,
during the manufacturing process of cards, or the transfer of cards
and associated information to the operator. Since the publication of
reports about such attacks, nmanufacturing and provisioning processes
have gai ned nuch scrutiny and have inproved.

However, the danger of resourceful attackers attenpting to gain

i nformati on about SIMcards is still a concern. They are a high-

val ue target and concern a | arge nunber of people. Note that the
attacks are largely independent of the used authentication

technol ogy; the issue is not vulnerabilities in algorithns or
protocols, but rather the possibility of soneone gaini ng unl awf ul
access to key material. Wiile the better protection of manufacturing
and other processes is essential in protecting against this, there is
one question that we as protocol designs can ask. 1s there sonething
that we can do to linit the consequences of attacks, should they
occur?

This specification is an optional extension to the EAP- AKA

aut henti cation nmethod [ RFC5448]. The extension provides Perfect
Forward Secrecy for the session key generated as a part of the

aut hentication run in EAP-AKA' . This prevents an attacker who has
gai ned access to the long-termpre-shared secret in a SIMcard from
nmerely passively eavesdroppi ng the EAP- AKA' exchanges and deriving
associ at ed session keys, forcing attackers to use active attacks

i nst ead.

Thi s extension specified here re-uses |arge portions of the current
structure of 3GPP interfaces and functions, with the rationale that
this will rmake the construction nore easily adopted. |In particular
the construction maintains the interface between the Universa
Subscriber Identification Mdule (USIM and the nobile term na
intact. As a consequence, there is no need to roll out new
credentials to existing subscribers. The work is based on an earlier
paper [ Trust ConR015], and uses nuch of the sane material, but applied
to EAP rather than the underlying AKA nmethod. This 00 version of the
specification is an initial proposal for ensuring SIMbased
authentication in EAP nakes attacks difficult. Coments and
suggestions are nmuch appreciated, including design inprovenents.

It has been a goal to inplenent this change as an extension of the
wi del y supported EAP- AKA' nethod, rather than a conpletely new
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aut hentication method. The extension is inplenented as a set of new,
optional attributes, that are provided al ongside the base attributes
in EAP-AKA'. dd inplenentations can ignore these attributes, but
their presence will nevertheless be verified as part of base EAP- AKA
integrity verification process, hel ping protect against bidding down
attacks. This extension does not increase the number of rounds
necessary to conpl ete the protocol

The use of this extension is at the discretion of the authenticating
parties. There are currently no requirenents nmandating the use of
this extension from 3GPP or otherw se, but the authors want to
provide a public specification of an extension that hel ps defend
agai nst one aspect of pervasive surveillance. It should be noted
that PFS and defenses agai nst passive attacks are by no neans a
panacea, but they can provide a partial defense that increases the
cost and risk associated with pervasive surveillance.

It should also be noted that the planned 5G network architecture

i ncludes the use of the EAP framework for authentication. The
default authentication nmethod within that context will be EAP-AKA',
but ot her nethods can certainly also be run

2. Background
2.1. AKA

AKA i s based on chal | enge-response nechani sns and symetric
cryptography. AKA typically runs in a UMIS Subscriber ldentity
Module (USIM or a CDVA2000 (Renobvable) User ldentity Mdul e
((RUM. In contrast with its earlier GSMcounterparts, 3rd
generati on AKA provides |long key | engths and rmutual authentication

AKA works in the foll ow ng manner

0 The identity nodul e and the hone environnent have agreed on a
secret key beforehand.

o The actual authentication process starts by having the hone
envi ronnment produce an authentication vector, based on the secret
key and a sequence nunber. The authentication vector contains a
random part RAND, an authenticator part AUTN used for
aut henticating the network to the identity nodule, an expected
result part XRES, a 128-bit session key for integrity check IK
and a 128-bit session key for encryption CK

0 The authentication vector is passed to the serving network, which
uses it to authenticate the device.
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0 The RAND and the AUTN are delivered to the identity nodul e.

0o The identity nodule verifies the AUTN, again based on the secret
key and the sequence nunber. |[|f this process is successful (the
AUTN is valid and the sequence nunber used to generate AUTN i s
within the correct range), the identity nodul e produces an
aut hentication result RES and sends it to the serving network.

o0 The serving network verifies the correct result fromthe identity
module. |If the result is correct, K and CK can be used to
protect further conmunications between the identity nodule and the
hone envi ronnent.

2. 2. EAP- AKA' Prot oco

When AKA (and AKA') are enbedded into EAP, the authentication on the
network side is noved to the home environnent; the serving network
perdorns the role of a pass-through authenticator. Figure 1
describes the basic flowin the EAP- AKA' authentication process. The
definition of the full protocol behaviour, along with the definition
of attributes AT_RAND, AT _AUTN, AT _MAC, and AT_RES can be found in

[ RFC5448] and [ RFC4187].

Peer Server
| EAP- Request /| dentity [

|
| EAP-Response/ldentity
| (I'ncludes user’s Network Access ldentifier, NAl) |

| Server determ nes the network nane and ensures

| that the given access network is authorized to

| use the clainmed nane. The server then runs the

| AKA" algorithms generating RAND and AUTN, |
| derives session keys fromCK and K. RAND and

| AUTN are sent as AT_RAND and AT_AUTN attri butes,
| whereas the network name is transported in the

| AT_KDF_INPUT attribute. AT _KDF signals the used

| key derivation function. The session keys are

| used in creating the AT _MAC attribute. |

EAP- Request / AKA’ - Chal | enge |
(AT_RAND, AT_AUTN, AT_KDF, AT_KDF_I NPUT, AT_MAQ) |

I
| The peer deternines what the network name shoul d be, | |
| based on, e.g., what access technology it is using.| [
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The peer also retrieves the network name sent by |
the network fromthe AT _KDF I NPUT attribute. The |
two nanes are conpared for discrepancies, and if |
necessary, the authentication is aborted. Oherwi se, |
the network name from AT_KDF I NPUT attribute is |
used in running the AKA" algorithns, verifying AUTN |
from AT_AUTN and MAC from AT_MAC attributes. The |
peer then generates RES. The peer al so derives |
session keys fromCK /I K . The AT_RES and AT_MAC |
attributes are constructed. [

| EAP- Response/ AKA' - Chal | enge
| (AT_RES, AT_MAC)

|

[ | Server checks the RES and MAC val ues received [
| | in AT_RES and AT_MAC, respectively. Success |
| | requires both to be found correct. |
I
I
|

Figure 1: EAP-AKA' Authentication Process
2.3. Attacks Against Long-Term Shared Secrets in Snart Cards

Current 3GPP systens use (U)SIM pre-shared key based protocols to

aut henticate subscribers. Since the addition of replay protection
and nutual authentication in the third generation 3GPP systens, there
have been no published attacks that violate the security properties
defined for the Authentication and Key Agreenment (AKA) in, at |east
not within the assunmed trust nodel. (However, there have been
attacks using a different trust nodel [CB2014] [Mr2012]; the protocol
was not designed to counter those situations. There have al so been
attacks agai nst systens where AKA is used in a different setting than
initially intended, e.g. [BT2013].)

Recent reports of conpronised long term pre-shared keys used in AKA
[ Hei st 2015] indicate a need to ook into solutions that allow a
weaker trust nodel, in particular for future 5G systens. It is also
noted in [Heist2015] that, even if the current trust nodel is kept,
some security can be retained in this situation by providing Perfect
Forward Security (PFS) [ DOM992] for the session key. |f AKA would
have provi ded PFS, conprom sing the pre-shared key would not be
sufficient to perform passive attacks; the attacker is, in addition,
forced to be a Man-In-The-Mddle (MTM during the AKA run.

I ntroducing PFS for authentication in 3GPP systens can be achi eved by
adding a Diffie-Hell man (DH) exchange.
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3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

4. Protocol Overview

The enhancenents in the protocol specified here are conpatible with
the signaling flow and other basic structures of both AKA and EAP-
AKA' . The intent is to inplenent the enhancenent as optiona
attributes that |egacy inplenmentations can ignore.

The purpose of the protocol is to achieve nutual authentication

bet ween the EAP server and peer, and to establish keying material for
secure conmmuni cati on between the two. The enhancenents brought in
this docunment change the cal cul ati on of key material, providing new
properties that are not present in key material provided by EAP- AKA
inits original form

Figure 2 bel ow descri bes the overall process. Since our goal has
been to not require new infrastructure or credentials, the flow

di agrans al so show the conceptual interaction with the USIMcard and
the 3GPP authentication server (HSS). The details of those
interactions are outside the scope of this docunment, however, and the
reader is referred to the the 3GPP specifications

usi M Peer Server HSS
I I I

| Server now has an identity for the peer. [
| The server then asks the hel p of |
| HSS to run AKA al gorithms, generating RAND, |
| AUTN, XRES, CK, IK Typically, the HSS perforns |
| the first part of key derivations so that the

| authentication server gets the CK and I K keys

| already tied to a particular network nane. |

ey deriv.
uncti on,

- —
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| network nane|

I

| [EEEEEEFREEPE >]
I I I
| | RAND, AUTN, |
| | XRES, CK, |
I | IK I
| ESEREREEPEREE |
I I I

o m e e e e e e e e e e mmeemmeeao - +

Server now has the needed authentication vector. |
It generates an epheneral DH paraneter G‘X |
and sends the first EAP nethod message. |In the |
message AT_PUB DH represents sender’s generated |
paraneter and AT_KDF_DH carries other DH |
rel ated paraneters. Al these are skippable |
attributes that can be ignored if the peer does |
not support this extension. |

I I
| EAP- Req/ AKA' - Chal | enge |
| AT_RAND, AT_AUTN, AT_KDF, |
| AT_KDF_DH, AT_KDF_| NPUT, |
| AT_PUB_DH, AT_MAC |
I

| The peer checks if it wants to do the PFS extension.|
| I'f yes, it will eventually respond with AT_PUB DH |
| and AT_MAC. If not, it will ignore AT_PUB_DH and [
| AT_KDF _DH and base all cal culations on basic |
| EAP-AKA' attributes, continuing just as in EAP- AKA" |
| per RFC 5448 rules. In any case, the peer needs to |
| query the auth paraneters fromthe USIM card. |

| The peer now has everything to respond. If it wants |
| to participate in the PFS extension, it will then |
| generate Gy, calculate G'xy and derive all keys |
| and construct a full response. |

I I
| | EAP-Resp/ AKA' - Chal | enge |
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| AT_RES, AT_PUB DH, AT _MAC |

The server now has all the necessary val ues. [
It generates the Diffie-Hell man val ue G‘xy |
and checks the RES and MAC val ues received |
in AT_RES and AT_MAC, respectively. Success [
requires both to be found correct. Note that |
keys in this extension are generated based on |
both CK/IK as well as the Diffie-Hellman val ue. |
This inplies that only an active attacker can |
determine the used session keys; in basic |
EAP- AKA' the keys are only based on CK and K. |

Fi gure 2: EAP- AKA' PFS Aut hentication Process

5. Extensions to EAP- AKA
5.1. AT_PUB_DH

The AT_PUB DH carries a Diffie-Hellmn val ue.

The format of the AT PUB DH attribute is shown bel ow.
0 1 2 3
01234567890123456789012345678901
Bl o Tk e e e e L s e e s s i R R S e S

AT_PUB DH | Length | Val ue ... |
B T i S S I el s S P S S S S S S N e S

+— +

The fields are as foll ows:
AT _PUB DH

This is set to TBAL BY | ANA.

Length
The length of the attribute, set as other attributes in EAP- AKA
[ RFC4187] .

Val ue
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5.

2

This value is the sender’s Diffie-Hellman public value. For
Curve25519, the length of this value is 32 bytes, represented as
specified in [ RFC8031] and [ RFC7748].

To retain the security of the keys, the sender SHALL generate a
fresh value for each run of the protocol

AT_KDF_DH

The AT_KDF DH indicates the used or desired key generation function
if the Perfect Forward Secrecy extension is taken into use. It will
also at the sane tinme indicate the used or desired Diffie-Hellnman
group. A new attribute is needed to carry this information, as
AT_KDF carries the | egacy KDF value for those EAP peers that cannot
or do not want to use this extension

The format of the AT _KDF _DH attribute is shown bel ow.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| AT_KDF_DH | Length [ Key Derivation Function [
B i i S S i I e i S S R L e e e e

The fields are as foll ows:
AT_KDF_DH
This is set to TBA2 BY | ANA
Length
The length of the attribute, MJST be set to 1.
Key Derivation Function
An enunerated val ue representing the key derivation function that
the server (or peer) wi shes to use. See Section 5.3 for the
functions specified in this docunent. Note: This field has a
di fferent nane space than the simlar field in the AT_KDF
attribute Key Derivation Function defined in [ RFC5448].
Servers MJST send one or nore AT_KDF DH attributes in the EAP-Request
/ AKA' - Chal | enge nessage. These attributes represent the desired

functions ordered by preference, the nost preferred function being
the first attribute.
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Upon receiving a set of these attributes, if the peer supports and is
willing to use the key derivation function indicated by the first
attribute, and is willing and able to use the extension defined in
this specification, the function is taken into use w thout any
further negotiation. However, if the peer does not support this
function or is unwilling to use it, it responds to the server with an
indication that a different function is needed. Simlarly with the
negoti ati on process defined in [ RFC5448] for AT_KDF, the peer sends
EAP- Response/ AKA' - Chal | enge nessage that contains only one attribute,
AT _KDF DH with the value set to the desired alternative function from
anong the ones suggested by the server earlier. |If there is no
suitable alternative, the peer has a choice of either falling back to
EAP- AKA' or behaving as if AUTN had been incorrect and failing

aut hentication (see Figure 3 of [RFC4187]). The peer MJST fail the
authentication if there are any duplicate values within the list of
AT _KDF DH attributes (except where the duplication is due to a
request to change the key derivation function; see below for further

i nformation).

If the peer does not recogni ze the extension defined in this
specification or is unwilling to use it, it ignores the AT_KDF _DH
attribute.

Upon recei ving an EAP- Response/ AKA' - Chal | enge with AT_KDF_DH fromthe
peer, the server checks that the suggested AT_KDF_DH val ue was one of
the alternatives in its offer. The first AT _KDF DH value in the
message fromthe server is not a valid alternative. |f the peer has
replied with the first AT _KDF DH val ue, the server behaves as if
AT_MAC of the response had been incorrect and fails the

aut hentication. For an overview of the failed authentication process
in the server side, see Section 3 and Figure 2 in [RFC4187].

O herwi se, the server re-sends the EAP-Response/ AKA' - Chal | enge
message, but adds the selected alternative to the beginning of the
list of AT KDF DH attributes, and retains the entire list follow ng
it. Note that this neans that the selected alternative appears tw ce
in the set of AT _KDF values. Responding to the peer’'s request to
change the key derivation function is the only | egal situation where
such duplication may occur.

When t he peer receives the new EAP- Request/ AKA' - Chal | enge nessage, it
MUST check that the requested change, and only the requested change

occurred in the list of AT KDF DH attributes. |If yes, it continues.
If not, it behaves as if AT_MAC had been incorrect and fails the
aut hentication. |If the peer receives nultiple EAP-Request/

AKA' - Chal | enge nessages with differing AT_KDF_DH attri butes without
havi ng requested negotiation, the peer MJST behave as if AT_MAC had
been incorrect and fail the authentication.
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5.3. New Key Derivation Function

A new Key Derivation Function type is defined for "EAP-AKA" with DH
and Curve25519", represented by value 1. It represents a particular
choi ce of key derivation function and at the sane tine selects a
Diffie-Hell man group to be used.

The Key Derivation Function type value is only used in the AT_KDF _DH
attribute, and should not be confused with the different range of key
derivation functions that can be represented in the AT _KDF attribute
as defined in [ RFC5448].

Key derivation in this extension produces exactly the sanme keys for
internal use within one authentication run as RFC 5448 EAP- AKA" di d.
For instance, K aut that is used in AT MAC is still exactly as it was
in EAP-AKA'. The only change to key derivationis in re-

aut henti cation keys and keys exported out of the EAP nethod, MSK and
EMSK. As a result, EAP-AKA attributes such as AT_MAC continue to be
usabl e even when this extension is in use.

When the Key Derivation Function field in the AT _KDF_DH attribute is
set to 1 and the Key Derivation Function field in the AT_KDF
attribute is also set to 1, the Master Key (MK) is derived and as
foll ows bel ow.

MK = PRF (1K | CK', "EAP- AKA "| I dentity)
MK DH = PRF’ (1K | CK | G'xy, "EAP- AKA' PFS'| I dentity)

K encr = MK[O..127]

K aut = MK[128..383]
Kre = M{DHO..255]
MBK = MK_DH[ 256. . 767]
EMBK = MK _DH 768..1279]

The rest of conputation proceeds as defined in Section 3.3 of
[ RFC5448] .

For readability, an explanation of the notation used above is copied
here: [n..n] denotes the substring frombit ntom PRF is a new
pseudo-random function specified in [RFC5448]. K encr is the
encryption key, 128 bits, K aut is the authentication key, 256 bits,
Kre is the re-authentication key, 256 bits, MSK is the Master
Session Key, 512 bits, and EMSK is the Extended Master Session Key,
512 bits. MBK and EMSK are outputs froma successful EAP nethod run
[ RFC3748] .

CK and I K are produced by the AKA algorithm [IK and CK are derived
as specified in [RFC5448] from | K and CK
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The val ue "EAP-AKA'" is an eight-characters-long ASCI|l string. It is
used as is, without any trailing NUL characters. Sinilarly, "EAP-
AKA" PFS" is a twelve-characters-long ASCI| string, also used as is.

Identity is the peer identity as specified in Section 7 of [RFC4187].

5.4. Diffie-Hellman G oups

The selection of suitable groups for the Diffie-Hellman conputation
is necessary. The choice of a group is nmade at the sane tine as
deciding to use of particular key derivation function in AT _KDF_DH.
For "EAP-AKA" with DH and Curve25519" the Diffie-Hellman group is the
Curve25519 group specified in [ RFC8031].

5.5. Message Processing

This section specifies the changes related to nessage processi ng when
this extension is used in EAP-AKA'. It specifies when a nessage may
be transmitted or accepted, which attributes are allowed in a
message, which attributes are required in a nmessage, and ot her
message-specific details, where those details are different for this
extensi on than the base EAP- AKA' or EAP- AKA protocol. Unless
otherw se specified here, the rules from|[RFC5448] or [RFC4187]

apply.

5.5.1. EAP-Request/AKA -ldentity

No changes, except that the AT _KDF DH or AT _PUB DH attributes MJST
NOT be added to this nessage. The appearance of these nessages in a
recei ved nessage MJST be ignored.

5.5.2. EAP-Response/ AKA’ -l dentity

No changes, except that the AT _KDF DH or AT _PUB DH attributes MJST
NOT be added to this nessage. The appearance of these nessages in a
recei ved nessage MJST be ignored.

5.5.3. EAP-Request/ AKA' - Chal | enge

The server sends the EAP-Request/AKA -Chal | enge on ful

aut hentication as specified by [RFC4187] and [ RFC5448]. The
attributes AT_RAND, AT_AUTN, and AT_MAC MUST be included and checked
on reception as specified in in [RFC4187]. They are al so necessary
for backwards conpatibility.

I n EAP- Request/ AKA' - Chal | enge, there is no nessage-specific data

covered by the MAC for the AT _MAC attribute. The AT _KDF _DH and
AT_PUB DH attri butes MJST be included. The AT_PUB DH attribute
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carries the server's public Diffie-Hellman key. [If either AT_KDF_DH
or AT _PUB DH is missing on reception, the peer MIST treat themas if
nei ther one was sent, and the assume that the extension defined in
this specification is not in use.

The AT _RESULT | ND, AT _CHECKCODE, AT |V, AT _ENCR DATA, AT PADDI NG
AT_NEXT_PSEUDONYM AT_NEXT_REAUTH_I D and ot her attributes may be
i ncluded as specified in Section 9.3 of [RFC4187].

When processing this nessage, the peer MJST process AT_RAND, AT_AUTN,
AT_KDF DH, AT PUB DH before processing other attributes. Only if
these attributes are verified to be valid, the peer derives keys and
verifies AT_MAC. If the peer is unable or unwilling to performthe
extension specified in this docunent, it proceeds as defined in

[ RFC5448]. Finally, the operation in case an error occurs is
specified in Section 6.3.1. of [RFC4187].

5.5.4. EAP-Response/ AKA' - Chal | enge

The peer sends EAP- Response/ AKA' -Chal |l enge in response to a valid
EAP- Request / AKA’ - Chal | enge nmessage, as specified by [ RFC4187] and

[ RFC5448]. |If the peer supports and is willing to performthe
extension specified in this protocol, and the server had nade a valid
request involving the attributes specified in Section 5.5.3, the peer
responds per the rules specified below. (Oherw se, the peer responds
as specified in [RFC4187] and [ RFC5448] and ignores the attributes
related to this extension.

The AT_MAC attribute MJUST be included and checked as specified in
[ RFC5448]. I n EAP-Response/ AKA' - Chal | enge, there is no nessage-
specific data covered by the MAC. The AT_PUB DH attribute MJST be
i ncluded, and carries the peer’s public Diffie-Hellnman key.

The AT _RES attribute MJST be included and checked as specified in
[ RFC4187] .

The AT_CHECKCODE, AT_RESULT_IND, AT_IV, AT_ENCR _DATA and ot her
attributes may be included as specified in Section 9.4 of [RFC4187].

5.5.5. EAP-Request/AKA - Reaut hentication
No changes, but note that the re-authentication process uses the keys
generated in the original EAP-AKA' authentication, which, if the
extension specified in this docunents is in use, enploys key materi al
fromthe Diffie-Hellman procedure.

5.5.6. EAP-Response/ AKA' - Reaut henti cati on
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No changes, but as discussed in Section 5.5.5, re-authentication is
based on the key material generated by EAP-AKA' and the extension
defined in this docunent.

5.5.7. EAP-Response/ AKA' - Synchroni zati on-Fai |l ure

No changes, except that the AT_KDF_DH or AT _PUB DH attributes MJST
NOT be added to this nessage. The appearance of these nessages in a
recei ved nmessage MUST be i gnored.

5.5.8. EAP-Response/ AKA' - Aut henti cati on- Rej ect

No changes, except that the AT_KDF_DH or AT _PUB DH attributes MJST
NOT be added to this nessage. The appearance of these nessages in a
recei ved nmessage MUST be i gnored.

5.5.9. EAP-Response/ AKA'-Cient-Error

No changes, except that the AT_KDF_DH or AT _PUB DH attributes MJST
NOT be added to this nessage. The appearance of these nessages in a
recei ved nmessage MUST be i gnored.

5.5.10. EAP-Request/AKA -Notification
No changes.

5.5.11. EAP-Response/ AKA' - Noti fication
No changes.

6. Security Considerations

This section deals only with the changes to security considerations
as they differ from EAP-AKA', or as new i nformati on has been gat hered
since the publication of [ RFC5448].

The possibility of attacks agai nst key storage offered in SIM or
other smart cards has been a known threat. But as the discussion in
Section 2.3 shows, the likelihood of practically feasible attacks has
i ncreased. Many of these attacks can be best dealt with inproved
processes, e.g., limting the access to the key material within the
factory or personnel, etc. But not all attacks can be entirely ruled
out for well-resourced adversaries, irrespective of what the

techni cal algorithms and protection measures are.

Thi s extension can provide assistance in situations where there is a

danger of attacks against the key nmaterial on SIM cards by
adversaries that can not or who are unwilling to nmount active attacks
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agai nst | arge nunmber of sessions. This extension is nost useful when
used in a context where EAP keys are used w thout further mxing that
can provide Perfect Forward Secrecy. For instance, when used with

| KEv2, the session keys produced by I KEv2 have this property, so
better characteristics of EAP keys is not that useful. However,
typical link |ayer usage of EAP does not involve running Diffie-
Hel I man, so using EAP to authenticate access to a network is one
situation where the extension defined in this docunment can be

hel pful .

The followi ng security properties of EAP-AKA are inpacted through
thi s extension:

Protected ci phersuite negotiation

EAP- AKA' has a negotiation nechanismfor selecting the key
derivation functions, and this nechani sm has been extended by the
extension specified in this docunment. The resulting mechani sm
continues to be secure agai nst bidding down attacks.

There are two specific needs in the negotiation nmechani sm
Negoti ati ng key derivation function within the extension

The negoti ati on nechani sm all ows changi ng the of fered key
derivation function, but the change is visible in the fina
EAP- Request/ AKA' - Chal | enge nessage that the server sends to
the peer. This nessage is authenticated via the AT_MAC
attribute, and carries both the chosen alternative and the
initially offered Iist. The peer refuses to accept a change
it did not initiate. As a result, both parties are aware
that a change is being made and what the original offer was.

Negoti ating the use of this extension

This extension is offered by the server through presenting
the AT_KDF_DH and AT_PUB DH attributes in the EAP-Request/
AKA' - Chal | enge nmessage. These attributes are protected by
AT_MAC, so attenpts to change or omt them by an adversary
will be detected. (Except of course, if the adversary holds
the long-termshared secret and is willing to engage in an
active attack, but that is a case that cannot be sol ved by
this protocol, or any protocol for that matter.) However,
as discussed in the introduction, even an attacker wth
access to the long-termkeys is required to be MTM on each
AKA run, which nmakes mass survailance slightly nore

| abor ous.
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Key derivation

This extension provides key material that is based on the Diffie-
Hel | man keys, yet bound to the authentication through the (U) SIM
card. This neans that subsequent payl oad conmuni cati ons between
the parties are protected with keys that are not solely based on
information in the clear (such as the RAND) and information
derivable fromthe | ong-term shared secrets on the (U SIM card.

As a result, if anyone successfully recovers shared secret

i nformati on, they are unable to decrypt conmmunications protected
by the keys generated through this extension. Note that the
recovery of shared secret information could occur either before or
after the tinme that the protected communi cati ons are used. Wen
this extension is used, comunications at time t0 can be protected
if at some later tinme t1 an adversary |earns of |ong-term shared
secret and has access to a recording of the encrypted
conmuni cati ons.

Qobviously, this extension is still vulnerable to attackers that
are willing to performan active attack and who at the time of the
attack have access to the long-term shared secret.

Thi s extension does not change the properties of related to re-
authentication. No new Diffie-Hellman run is performed during the
re-aut hentication all owed by EAP-AKA'. However, if this extension
was in use when the original EAP-AKA authentication was
performed, the keys used for re-authentication (K.re) are based on
the Diffie-Hellman keys, and hence continue to be equally safe
agai nst expose of the long-termsecrets as the origina

aut henti cati on.

7. | ANA Consi der ati ons

This extension of EAP-AKA' shares its attribute space and subtypes
wi th EAP-SIM [ RFC4186], EAP- AKA [ RFC4186], and EAP- AKA' [ RFC5448].

Two new Attribute Type value (TBAl, TBA2) in the skippabl e range need
to be assigned for AT_PUB DH (Section 5.1) and AT_KDF_DH (Section 5.2
in the EAP- AKA and EAP-SI M Paraneters registry under Attribute Types.

Al so, a new registry should be created to represent Diffie-Hellnman
Key Derivation Function types. The "EAP-AKA" with DH and Curve25519"
type (1, see Section 5.3) needs to be assigned, along with one
reserved value. The initial contents of this namespace are therefore
as bel ow, new val ues can be created through the Specification
Required policy [RFC8126].
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Val ue Descri ption Ref er ence

0 Reser ved [TBD BY | ANA: THI S RF(C|
1 EAP- AKA" with DH and Curve25519 [TBD BY | ANA: THI S RF(C|
2- 65535 Unassi gned
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