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Abst ract

M si ssued public-key certificates can prevent TLS clients from
appropriately authenticating the TLS server. Several alternatives
have been proposed to detect this situation and prevent a client from
establishing a TLS session with a TLS end point authenticated with an
illegitimate public-key certificate, but none is currently in wde
use.

Thi s docunment proposes to extend TLS with opaque pinning tickets as a
way to pin the server’s identity. During an initial TLS session, the
server provides an original encrypted pinning ticket. |In subsequent
TLS session establishnent, upon receipt of the pinning ticket, the
server proves its ability to decrypt the pinning ticket and thus the
ownership if the pinning protection key. The client can now safely
conclude that the TLS session is established with the sane TLS server
as the original TLS session. One of the inportant properties of this
proposal is that no nanual managenent actions are required.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 19, 2018.
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1. Introduction

The weaknesses of the global PKI system are by now w dely known.
Essentially, any valid CA may issue a certificate for any

organi zati on without the organization’s approval (a m sissued or
"fake" certificate), and use the certificate to inpersonate the
organi zation. There are many attenpts to resol ve these weaknesses,
including Certificate Transparency (CT) [RFC6962], HTTP Public Key
Pi nning (HPKP) [RFC7469], and TACK [I-D.perrin-tls-tack]. CT
requires cooperation of a |large portion of the hundreds of extant
certificate authorities (CAs) before it can be used "for real”, in
enforcing node. It is noted that the relevant industry forum (CA
Browser Forum is indeed pushing for such extensive adoption. TACK
has sonme sinmilarities to the current proposal, but work on it seens
to have stalled. Section 6.2 conpares our proposal to TACK

HPKP is an | ETF standard, but so far has proven hard to deploy. HPKP
pins (fixes) a public key, one of the public keys listed in the
certificate chain. As a result, HPKP needs to be coordinated with
the certificate nanagenment process. Certificate managenent inpacts
HPKP and thus increases the probability of HPKP failures. This risk
is made even higher given the fact that, even though work has been
done at the ACME WG to autonmate certificate nmanagenent, in nany or
even nost cases, certificates are still managed manually. As a
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result, HPKP cannot be conpletely autonated resulting in error-prone
manual configuration. Such errors could prevent the web server from
bei ng accessed by sone clients. In addition, HPKP uses a HTTP header
whi ch nakes this solution HTTPS specific and not generic to TLS. On
the other hand, the current docunent provides a solution that is

i ndependent of the server’s certificate managenment and that can be
entirely and easily automated. Section 6.1 conpares HPKP to the
current draft in nore detail.

The ticket pinning proposal augnents these nmechanisnms with a nuch
easier to inplement and deploy solution for server identity pinning,
by reusing some of the ideas behind TLS session resunption.

Ticket pinning is a second factor server authentication nmethod and is
not proposed as a substitute of the authentication nethod provided in
the TLS key exchange. More specifically, the client only uses the
pinning identity nethod after the TLS key exchange is successfully
conpleted. In other words, the pinning identity method is only
performed over an authenticated TLS session. Note that Ticket

Pi nning does not pin certificate information and as such should be
considered a "real" independent second factor authentication

Ticket pinning is a Trust On First Use (TOFU) nechanism in that the
first server authentication is only based on PKI certificate
validation, but for any foll ow on sessions, the client is further
ensuring the server’s identity based on the server’s ability to
decrypt the ticket, in addition to normal PKI certificate

aut henti cati on.

During initial TLS session establishnent, the client requests a
pinning ticket fromthe server. Upon receiving the request the
server generates a pinning secret which is expected to be

unpredi ctabl e for peers other than the client or the server. 1In our
case, the pinning secret is generated from paraneters exchanged
during the TLS key exchange, so client and server can generate it

| ocally and independently. The server constructs the pinning ticket
with the necessary information to retrieve the pinning secret. The
server then encrypts the ticket and returns the pinning ticket to the
client with an associated pinning lifetine.

The pinning lifetinme value indicates for how | ong the server proni ses
to retain the server-side ticket-encryption key, which allows it to
compl ete the protocol exchange correctly and prove its identity. The
committed lifetime is typically on the order of weeks or nonths.

Once the key exchange is conpleted and the server is deened
aut henticated, the client generates locally the pinning secret and
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caches the server’s identifiers to index the pinning secret as well
as the pinning ticket and its associated lifetine.

Wien the client re-establishes a new TLS session with the server, it
sends the pinning ticket to the server. Upon receiving it, the
server returns a proof of know edge of the pinning secret. Once the
key exchange is conpleted and the server has been authenticated, the
client checks the pinning proof returned by the server using the
client’s stored pinning secret. |If the proof matches, the client can
conclude that the server it is currently connecting tois in fact the
correct server.

This version of the draft only applies to TLS 1.3. W believe that
the idea can al so be back-fitted into earlier versions of the
pr ot ocol

The mai n advantages of this protocol over earlier pinning solutions
are:

- The protocol is at the TLS level, and as a result is not
restricted to HTTP at the application |evel

- The protocol is robust to server |P, CA and public key changes.
The server is characterized by the ownership of the pinning
protection key, which is never provided to the client. Server
configuration paranmeters such as the CA and the public key may
change without affecting the pinning ticket protocol

- Once a single paraneter is configured (the ticket's lifetine),
operation is fully automated. The server admi nistrator need not
bot her with the managenment of backup certificates or explicit
pi ns.

- For server clusters, we reuse the existing [ RFC5077]
infrastructure where it exists.

- Pinning errors, presumably resulting fromM TM attacks, can be
detected both by the client and the server. This allows for
server-side detection of MTM attacks using | arge-scal e anal ytics,
and with no need to rely on clients to explicitly report the
error.

A note on term nology: unlike other solutions in this space, we do
not do "certificate pinning" (or "public key pinning"), since the
protocol is oblivious to the server’s certificate. W prefer the
term"server identity pinning" for this new solution. In out
solution, the server proves its identity by generating a proof that
it can read and decrypt an encrypted ticket. As a result, the
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identity proof relies on proof of ownership of the pinning protection
key. However, this key is never exchanged with the client or known
by it, and so cannot itself be pinned.

1.1. Conventions used in this docunment

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Protocol Overview

The protocol consists of two phases: the first tinme a particul ar
client connects to a server, and subsequent connecti ons.

This protocol supports full TLS handshakes, as well as O-RTT
handshakes. Below we present it in the context of a full handshake,
but behavior in 0-RTT handshakes shoul d be identical

The docunent presents sone simlarities with the ticket resunption
mechani sm descri bed in [ RFC5077]. However the scope of this docunent
differs fromsession resunpti on nechanisns inplenented with [ RFC5077]
or with other nechanisns. Specifically, the pinning ticket does not
carry any state associated with a TLS session and thus cannot be used

for session resunption, or to authenticate the client. Instead, the
pinning ticket only contains the Pinning Secret used to generate the
pr oof .

Wth TLS 1.3, session resunption is based on a preshared key (PSK)
This is orthogonal to this protocol. Wth TLS 1.3, a TLS session can
be established using PKI and a pinning ticket, and later resumed wth
PSK.

However, the protocol described in this docunent addresses the
probl em of nisissued certificates. Thus, it is not expected to be
used outside a certificate-based TLS key exchange, such as in PSK
As a result, PSK handshakes MJUST NOT include the extension defined
here.

2.1. Initial Connection
When a client first connects to a server, it requests a pinning
ticket by sending an enpty PinningTicket extension, and receives it

as part of the server’s first response, in the returned PinningTicket
ext ensi on.
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dient Server

ClientHello
+ key_share
+ signature_al gorithns*
+ Pi nningTicket — -------- >
ServerHell o
+ key_share
{ Encr ypt edExt ensi ons
+ Pi nni ngTi cket }
{CertificateRequest*}
{Certificate*}
{CertificateVerify*}
<mmmmmm - {Fi ni shed}
{Certificate*}
{CertificateVerify*}
{Finished} -------- >
[ Application Data] <------- > [ Application Data]

* Indicates optional or situation-dependent
messages that are not always sent.

{} I'ndicates nessages protected using keys
derived fromthe epheneral secret.

[T I'ndicates nmessages protected using keys
derived fromthe master secret.

If a client supports the pinning ticket extension and does not have
any pinning ticket associated with the server, the exchange is
considered as an initial connection. Qher reasons the client may
not have a pinning ticket include the client having flushed its
pinning ticket store, or the conmitted lifetinme of the pinning ticket
havi ng expi r ed.

Upon recei pt of the PinningTicket extension, the server conputes a

pi nni ng secret (Section 4.1), and sends the pinning ticket

(Section 4.2) encrypted with the pinning protection key

(Section 4.3). The pinning ticket is associated with a lifetine

val ue by which the server assunes the responsibility of retaining the
pi nni ng protection key and being able to decrypt inconing pinning
tickets during the period indicated by the conmitted lifetine.

Once the pinning ticket has been generated, the server returns the
pinning ticket and the conmtted lifetime in a PinningTicket

ext ensi on enbedded in the EncryptedExtensi ons nessage. W note that
a Pi nni ngTi cket extension MJST NOT be sent as part of a

Hel | oRet r yRequest .
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Upon receiving the pinning ticket, the client MJST NOT accept it
until the key exchange is conpleted and the server authenticated. |If
the key exchange is not conpleted successfully, the client MJST
ignore the received pinning ticket. Oherw se, the client conputes
the pinning secret and SHOULD cache the pinning secret and the
pinning ticket for the duration indicated by the pinning ticket
lifetime. The client SHOULD cl ean up the cached val ues at the end of
the indicated lifetinmne.

2.2. Subsequent Connections

Wien the client initiates a connection to a server it has previously
seen (see Section 2.3 on identifying servers), it SHOULD send the
pinning ticket for that server. The pinning ticket, pinning secret
and pinning ticket lifetine conputed during the establishment of the
previous TLS session are designated in this docunent as the
"original" ones, to distinguish themfroma new ticket that nmay be
generated during the current session.

The server MJST extract the original pinning_secret value fromthe
ticket and MUST respond wi th a PinningTi cket extension, which
i ncl udes:

- A proof that the server can understand the ticket that was sent by
the client; this proof also binds the pinning ticket to the
server’s (current) public key, as well as the ongoing TLS session
The proof is MANDATORY if a pinning ticket was sent by the client.

- A fresh pinning ticket. The main reason for refreshing the ticket
on each connection is privacy: to avoid the ticket serving as a
fixed client identifier. It is RECOMWENDED to include a fresh
ticket with each response.

If the server cannot validate the received ticket, that night
indicate an earlier MTM attack on this client. The server MJST then
abort the connection with a handshake failure alert, and SHOULD | og
this failure.

The client MJST verify the proof, and if it fails to do so, MJST

i ssue a handshake failure alert and abort the connection (see al so
Section 8.5). It is inportant that the client does not attenpt to
"fall back" by onitting the PinningTicket extension

When the connection is successfully set up, i.e. after the Finished

message is verified, the client SHOULD store the new ticket al ong
with the correspondi ng pinning secret, replacing the original ticket.
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Al'though this is an extension, if the client already has a ticket for
a server, the client MIST interpret a nissing PinningTicket extension
in the server’s response as an attack, because of the server’s prior
commitnent to respect the ticket. The client MJST abort the
connection in this case. See also Section 5.5 on ranpi ng down
support for this extension

2.3. Indexing the Pins

Each pin is associated with a host name, protocol (TLS or DTLS) and
port nunber. |In other words, the pin for port TCP/ 443 nay be
different fromthat for DILS or fromthe pin for port TCP/8443. The
host nane MJUST be the val ue sent inside the Server Name Indication
(SNI') extension. This definitionis simlar to a Wb Oigin

[ RFC6454], but does not assune the existence of a URL.

The purpose of ticket pinning is to pin the server identity. As a
result, any information orthogonal to the server’s identity MJST NOT
be considered in indexing. Mrre particularly, |IP addresses are
epheneral and forbidden in SNI and therefore pins MJST NOT be
associated with I P addresses. Sinmilarly, CA names or public keys
associated with server MJUST NOT be used for indexing as they may
change over tine.

3. Message Definitions

This section defines the format of the PinningTicket extension. W
foll ow the nessage notation of [I-D.ietf-tls-tlsl3].

opaque pinning_ticket<0..2"16-1>
opaque pi nni ng_pr oof <0. . 2"8-1>

struct {
sel ect (Role) {
case client:
pi nning_ticket ticket<0..2"16-1>;, //onitted on 1st connection

case server:
pi nni ng_proof proof<0..2"8-1>; //no proof on 1st connection
pinning_ticket ticket<0..2716-1>; //onmitted on ranp down
uint32 lifetinme;

}
} Pinni ngTi cket Ext ensi on;
ticket: a pinning ticket sent by the client or returned by the

server. The ticket is opaque to the client. The extension MJST
contain exactly 0 or 1 tickets.
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pr oof : a denonstration by the server that it understands the
received ticket and therefore that it is in possession of the
secret that was used to generate it originally. The extension
MUST contain exactly O or 1 proofs.

lifetine: the duration (in seconds) that the server comits to
accept offered tickets in the future.

4. Cryptographic Operations

This section provides details on the cryptographi c operations
performed by the protocol peers.

4.1. Pinning Secret

The pinning secret is generated locally by the client and the server
whi ch neans they nust use the sane inputs to generate it. This value
nmust be generated before the ServerHell o nessage is sent, as the
server includes the corresponding pinning ticket in the ServerHello
message. I n addition, the pinning secret must be unpredictable to
any party other than the client and the server

The pinning secret is derived using the Derive-Secret function
provided by TLS 1.3, described in Section "Key Schedul e" of
[1-Dietf-tls-tlsl3].

pi nni ng secret = Derive-Secret(Handshake Secret, "pinning secret”,
ClientHello...ServerHello)

4.2. Pinning Ticket
The pinning ticket contains the pinning secret. The pinning ticket
is provided by the client to the server which decrypts it in order to
extract the pinning secret and responds with a pinning proof. As a
result, the characteristics of the pinning ticket are:

- Pinning tickets MJST be encrypted and integrity-protected using
strong cryptographic al gorithns.

- Pinning tickets MJST be protected with a |ong-term pinning
protection key.

- Pinning tickets MJST include a pinning protection key ID or seria
nunber as to enable the pinning protection key to be refreshed.

- The pinning ticket MAY include other information, in addition to
the pinning secret.
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The pinning ticket’'s format is not specified by this docunent, but we
RECOMVEND a format sinmilar to the one proposed by [ RFC5077].

4.3. Pinning Protection Key

The pinning protection key is only used by the server and so renains
server inplenentation specific. [RFC5077] recommends the use of two
keys, but when using AEAD algorithms only a single key is required.

When a single server termnates TLS for nultiple virtual servers
using the Server Nane Indication (SNI) mechanism we strongly
RECOMMVEND to use a separate protection key for each one of them in
order to allow mgrating virtual servers between different servers
whi | e keepi ng pinning active.

As noted in Section 5.1, if the server is actually a cluster of
machi nes, the protection key MJST be synchroni zed between all the
nodes that accept TLS connections to the same server nanme. Wen
[ RFC5077] is deployed, an easy way to do it is to derive the
protection key fromthe session-ticket protection key, which is
al ready synchroni zed. For exanpl e:

pi nni ng_protection_key = HKDF- Expand(resunption_protection_key,
"pinning protection", L)

4.4. Pinning Proof

The pinning proof is sent by the server to denobnstrate that it has
been able to decrypt the pinning ticket and retrieve the pinning
secret. The proof nust be unpredictable and nmust not be replayed.
Simlarly to the pinning secret, the pinning proof is sent by the
server in the ServerHello nmessage. In addition, it nmust not be
possible for a MTM server with a fake certificate to obtain a

pi nning proof fromthe original server

In order to address these requirenments, the pinning proof is bound to
the TLS session as well as the public key of the server

proof = HVAC(ori gi nal _pinning_secret, "pinning proof" +
Handshake- Secret + Hash(server _public_key))

where HVAC [ RFC2104] uses the Hash algorithmthat was negotiated in

t he handshake, and the sane hash is al so used over the server’s
public key. The original_pinning_secret value refers to the secret
val ue extracted fromthe ticket sent by the client, to distinguish it
froma new pinning secret value that is possibly conputed in the
current exchange. The server_public_key value is the DER
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5.

5.

1.

2

representation of the public key, specifically the
Subj ect Publ i cKeyl nfo structure as-is.

Qper ati onal Consi derations

The main notivation behind the current protocol is to enable identity
pi nning wi thout the need for manual operations. To achieve this goa
operations described in identity pinning are only perforned wthin
the current TLS session, and there is no dependence on any TLS
configuration paraneters such as CA identity or public keys. As a
result, configuration changes are unlikely to | ead to desynchronized
state between the client and the server. Mnual operations are
susceptible to human error and in the case of public key pinning, can
easily result in "server bricking": the server becom ng inaccessible
to sone or all of its users

Protection Key Synchronization

The only operational requirenment when deploying this protocol is that
if the server is part of a cluster, protection keys (the keys used to
encrypt tickets) MJST be synchroni zed between all cluster nenbers.
The protocol is designed so that if resunption ticket protection keys
[ RFC5077] are al ready synchroni zed between cluster nenbers, nothing
nore needs to be done.

Mor eover, synchroni zation does not need to be instantaneous, e.g.
protection keys can be distributed a few m nutes or hours in advance
of their rollover. |In such scenarios, each cluster nmenber MJST be
abl e to accept tickets protected with a new version of the protection
key, even while it is still using an old version to generate keys.
This ensures that a client that receives a "new' ticket does not next
hit a cluster menber that still rejects this ticket.

M sconfiguration can lead to the server’s clock being off by a large
anount of time. Therefore we RECOMMEND never to autonmatically delete
protection keys, even when they are | ong expired.

Ticket Lifetine

The lifetinme of the ticket is a commtnment by the server to retain
the ticket’s correspondi ng protection key for this duration, so that
the server can prove to the client that it knows the secret enbedded
in the ticket. For production systens, the lifetinme SHOULD be
between 7 and 31 days.
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5.3. Certificate Renewal

The protocol ensures that the client will continue speaking to the
correct server even when the server’'s certificate is renewed. In
this sense, we are not "pinning certificates" and the protocol should
nore precisely be called "server identity pinning".

Note that this property is not inpacted by the use of the server’s
public key in the pinning proof, because the scope of the public key
used is only the current TLS session

5.4. Certificate Revocation

The protocol is orthogonal to certificate validation in the sense
that, if the server’s certificate has been revoked or is invalid for
sonme other reason, the client MJUST refuse to connect to it regardl ess
of any ticket-rel ated behavi or

5.5. Disabling Pinning

A server inplenenting this protocol MJST have a "ranp down" node of
operati on where:

- The server continues to accept valid pinning tickets and responds
correctly with a proof.

- The server does not send back a new pinning ticket.

After a while no clients will hold valid tickets any nore and the
feature may be disabled. Note that clients that do not receive a new
pinning ticket do not renmove the original ticket. Instead, the
client keeps on using the ticket until its lifetime expires.

Issuing a new pinning ticket with a shorter lifetine would only del ay
the ranp down process, as the shorter lifetine can only affect
clients that actually initiated a new connection. Gher clients
woul d still see the original lifetinme for their pinning tickets.

5.6. Server Conprom se

If a server conprom se is detected, the pinning protection key MJST
be rotated i nmedi ately, but the server MJST still accept valid
tickets that use the old, conpronm sed key. dients that still hold
old pinning tickets will remain vulnerable to M TM attacks, but those
that connect to the correct server will imediately receive new
tickets protected with the newly generated pinning protection key.
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The same procedure applies if the pinning protection key is
comprom sed directly, e.g. if a backup copy is inadvertently nade
publi c.

5.7. Disaster Recovery

Al'l web servers in production need to be backed up, so that they can
be recovered if a disaster (including a malicious activity) ever

wi pes themout. Backup typically includes the certificate and its
private key, which nust be backed up securely. The pinning secret,
including earlier versions that are still being accepted, nust be
backed up regularly. However since it is only used as an

aut henti cation second factor, it does not require the sane | evel of
confidentiality as the server’s private key.

Readers should note that [RFC5077] session resunption keys are nore

security sensitive, and should nornally not be backed up but rather

treated as epheneral keys. Even when servers derive pinning secrets
fromresunpti on keys (Section 4.1), they MJST NOT back up resunption
keys.

6. Previous Wrk

This section conpares ticket pinning to two earlier proposals, HPKP
and TACK

6.1. Conparison: HPKP

The current | ETF standard for pinning the identity of web servers is
the Public Key Pinning Extension for HTTP, or HPKP [ RFC7469].

The main differences between HPKP and the current docunent are the
fol | owi ng:

- HPKP linmts its scope to HITPS, while the current docunent
considers all application above TLS

- HPKP pins the public key of the server (or another public key
along the certificate chain) and as such is highly dependent on
the managenent of certificates. Such dependency increases the
potential error surface, especially as certificate nanagenent is
not yet largely autonmated. The current proposal, on the other
hand is independent of certificate nanagenent.

- HPKP pins public keys which are public and used for the standard
TLS authentication. |Identity pinning relies on the ownership of
the pinning key which is not disclosed to the public and not
involved in the standard TLS authentication. As a result,
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identity pinning is a conpletely independent second factor
aut henti cati on mechani sm

- HPKP relies on a backup key to recover the m s-issuance of a key.
We bel i eve such backup nmechani sns add excessive conplexity and
cost. Reliability of the current nechanismis primarily based on
its being highly automated.

- HPKP relies on the client to report errors to the report-uri. The
current docunent not need any out-of band nechanism and the
server is informed automatically. This provides an easier and
nore reliable health nonitoring

On the other hand, HPKP shares the followi ng aspects with identity
pi nni ng:

- Both nmechani snms provide hard failure. Wth HPKP only the client
is aware of the failure, while with the current proposal both
client and server are informed of the failure. This provides room
for further mechanisnms to automatically recover such failures

- Both nmechani snms are subject to a server conprom se in which users
are provided with an invalid ticket (e.g. a randomone) or HITP
Header, with a very long lifetime. For identity pinning, this
lifetime cannot be longer than 31 days. |In both cases, clients
will not be able to reconnect the server during this lifetine.
Wth the current proposal, an attacker needs to conprom se the TLS
| ayer, while with HPKP, the attacker needs to conpronise the HITP
server. Arguably, the TLS-level conpronise is typically nore
difficult for the attacker

Unfortunately HPKP has not seen w de depl oynent yet. As of March
2016, the nunber of servers using HPKP was | ess than 3000 [Netcraft].
This may sinply be due to inertia, but we believe the nain reason is
the interactions between HPKP and nmanual certificate nmanagenent which
is needed to inplement HPKP for enterprise servers. The penalty for
maki ng m stakes (e.g. being too early or too late to depl oy new pins)
i s having the server becone unusable for sone of the clients.

To denponstrate this point, we present a list of the steps involved in
depl oyi ng HPKP on a security-sensitive Wb server

1. Generate two public/private key-pairs on a conputer that is not
the Live server. The second one is the "backupl" key-pair.

"openssl genrsa -out "exanpl e.com key" 2048;"

"openssl genrsa -out "exanpl e.com backupl. key" 2048;"
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10.

Generate hashes for both of the public keys. These will be used
in the HPKP header:

"openssl rsa -in "exanple.comkey" -outformder -pubout |
openssl| dgst -sha256 -binary | openssl enc -base64"

"openssl rsa -in "exanpl e.com backupl. key" -outform der
-pubout | openssl dgst -sha256 -binary | openssl enc -base64"

Generate a single CSR (Certificate Signing Request) for the
first key-pair, where you include the domain nane in the CN
(Common Nane) field:

"openssl req -new -subj "/ C=GB/ ST=Area/ L=Town/ O=Conpany/
CN=exanpl e. com' -key "exanpl e.com key" -out "exanple.comcsr"”;"

Send this CSRto the CA (Certificate Authority), and go though
the dance to prove you own the domain. The CAwll give you
back a single certificate that will typically expire within a
year or two.

On the Live server, upload and setup the first key-pair (and its
certificate). At this point you can add the "Public-Key-Pins"
header, using the two hashes you created in step 2

Note that only the first key-pair has been uploaded to the
server so far.

Store the second (backupl) key-pair sonewhere safe, probably
somewhere encrypted |ike a password manager. It won't expire,
as it’'s just a key-pair, it just needs to be ready for when you
need to get your next certificate.

Ti me passes... probably just under a year (if waiting for a
certificate to expire), or nmaybe sooner if you find that your
server has been conpronmi sed and you need to replace the key-pair
and certificate.

Create a new CSR (Certificate Signing Request) using the
"backupl" key-pair, and get a new certificate fromyour CA

Generate a new backup key-pair (backup2), get its hash, and
store it in a safe place (again, not on the Live server).

Repl ace your old certificate and old key-pair, and update the
"Publ i c-Key-Pins" header to renove the old hash, and add the new
"backup2" key-pair.
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Note that in the above steps, both the certificate issuance as well
as the storage of the backup key pair involve manual steps. Even
with an automated CA that runs the ACME protocol, key backup woul d be
a chall enge to autonate.

6.2. Conparison: TACK

Conpared with HPKP, TACK [I-D.perrin-tls-tack] is alot nore simlar

to the current draft. It can even be argued that this docunent is a

symmetric-cryptography variant of TACK. That said, there are still a
few significant differences

- Probably the nost inportant difference is that with TACK
validation of the server certificate is no longer required, and in
fact TACK specifies it as a "MAY" requirenent (Sec. 5.3). Wth
ticket pinning, certificate validation by the client remains a
MUST requirenment, and the ticket acts only as a second factor. |If
the pinning secret is conprom sed, the server’s security is not
i medi ately at risk.

- Both TACK and the current draft are nostly orthogonal to the
server certificate as far as their life cycle, and so both can be
depl oyed wi th no nanual steps.

-  TACK uses ECDSA to sign the server’s public key. This allows
cooperating clients to share server assertions between thensel ves.
This is an optional TACK feature, and one that cannot be done wth
pi nning tickets.

- TACK allows multiple servers to share its public keys. Such
sharing is disallowed by the current docunent.

- TACK does not allow the server to track a particular client, and
so has better privacy properties than the current draft.

- TACK has an interesting way to deternine the pin's lifeting,
setting it to the time period since the pin was first observed,
with a hard upper bound of 30 days. The current draft nakes the
lifetime explicit, which may be nore flexible to deploy. For
exanple, Wb sites which are only visited rarely by users may opt
for a longer period than other sites that expect users to visit on
a daily basis.

7. Inplenentation Status

Note to RFC Editor: please renove this section before publication
including the reference to [ RFC7942].
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenment by the IETF. Furthernore, no effort
has been spent to verify the informati on presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations nmay
exi st.

According to RFC 7942, "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinentation
and feedback that have nmade the inplenented protocols nore nature
It is up to the individual working groups to use this information as
they see fit".

7.1. Mnt Fork

7.1.1. Overview

A fork of the Mnt TLS 1.3 inpl enentation, devel oped by Yaron Sheffer
and available at https://github.com yaronf/nint.

7.1.2. Description
This is a fork of the TLS 1.3 inplenmentation, and includes client and
server code. In addition to the actual protocol, several utilities
are provided all owi ng to nmanage pinning protection keys on the server
side, and pinning tickets on the client side.

7.1.3. Level of Maturity
This is a prototype.

7.1.4. Coverage
The entire protocol is inplenented.

7.1.5. Version Conpatibility

The inplementation is conpatible with draft-sheffer-tls-pinning-
ticket-02.
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7.1.6. Licensing

Mnt itself and this fork are available under an MT |icense.
7.1.7. Contact Information

See aut hor details bel ow
8. Security Considerations

This section reviews several security aspects related to the proposed
ext ensi on.

8.1. Trust on First Use (TOFU) and M TM Att acks

This protocol is a "trust on first use" protocol. |If a client
initially connects to the "right" server, it will be protected
against MTM attackers for the lifetinme of each received ticket. |If
it connects regularly (depending of course on the server-selected
lifetinme), it will stay constantly protected agai nst fake
certificates.

However if it initially connects to an attacker, subsequent
connections to the "right" server will fail. Server operators mnight
want to advise clients on how to renove corrupted pins, once such

| arge scale attacks are detected and renedi at ed.

The protocol is designed so that it is not vulnerable to an active

M TM att acker who has real -time access to the original server. The
pi nni ng proof includes a hash of the server’s public key, to ensure
the client that the proof was in fact generated by the server with

which it is initiating the connection

8.2. Pervasive Mnitoring

Some organi zations, and even sone countries perform pervasive
monitoring on their constituents [ RFC7258]. This often takes the
form of always-active SSL proxies. Because of the TOFU property,
this protocol does not provide any security in such cases.

8.3. Server-Side Error Detection

Uni quely, this protocol allows the server to detect clients that
present incorrect tickets and therefore can be assuned to be victins
of a MTM attack. Server operators can use such cases as indications
of ongoing attacks, sinmlarly to fake certificate attacks that took
place in a few countries in the past.
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8.4. dient Policy and SSL Proxies

Like it or not, sone clients are normally depl oyed behind an SSL
proxy. Simlarly to [RFC7469], it is acceptable to allow pinning to
be di sabl ed for sone hosts according to local policy. For exanple, a
UA MAY di sabl e pinning for hosts whose validated certificate chain
term nates at a user-defined trust anchor, rather than a trust anchor
built-in to the UA (or underlying platforn). Mreover, a client MAY
accept an enpty PinningTi cket extension from such hosts as a valid
response.

8.5. dient-Side Error Behavior

When a client receives a malformed or enpty PinningTi cket extension
froma pinned server, it MJST abort the handshake and MJST NOT retry
with no PinningTicket in the request. Doing otherw se would expose
the client to trivial fallback attacks, sinmlar to those described in
[ RFC7507] .

This rule can however have negative affects on clients that nove from
behind SSL proxies into the open Internet and vice versa, if the
advice in Section 8.4 is not followed. Therefore, we RECOVMMEND t hat
browser and library vendors provide a docunented way to renove stored
pi ns.

8.6. Stolen and Forged Tickets

Stealing pinning tickets even in conjunction with other pinning
paraneters, such as the associated pinning secret, provides no
benefit to the attacker since pinning tickets are used to secure the
client rather than the server. Similarly, it is useless to forge a
ticket for a particular sever.

8.7. dient Privacy

This protocol is designed so that an external attacker cannot
correl ate between different requests of a single client, provided the
client requests and receives a fresh ticket upon each connection

On the other hand, the server to which the client is connecting can
easily track the client. This nmay be an issue when the client
expects to connect to the server (e.g., a nmail server) with nmultiple
identities. |nplenmentations SHOULD all ow the user to opt out of

pi nning, either in general or for particular servers.

Sheffer & M gaul t Expi res March 19, 2018 [ Page 20]



Internet-Draft Pi nni ng Tickets Sept enber 2017

8.8. Ticket Protection Key Managenent

While the ticket format is not mandated by this docunment, we
RECOMMVEND usi ng aut henticated encryption to protect it. Sonme of the
al gorithms commonly used for authenticated encryption, e.g. GCM are
hi ghly vul nerable to nonce reuse, and this problemis magnified in a
cluster setting. Therefore inplenmentations that choose AES-128- GCM
MUST adopt one of these two alternatives:

- Partition the nonce nanespace between cluster nmenbers and use
nmonot oni ¢ counters on each nmenber, e.g. by setting the nonce to
the concatenation of the cluster nmenber ID and an increnental
counter.

- Cenerate random nonces but avoid the so-called birthday bound,
i.e. never generate nore than 2**64 encrypted tickets for the sane
ticket pinning protection Key.

An alternative design which has been attributed to Karthi k Bhargavan
is as follows. Start with a 128-bit master key "K nmaster" and then
for each encryption, generate a 256-bit random nonce and conpute:

K
N

HKDF( K _master, Nonce || "key")
HKDF( K _master, Nonce || "nonce")

And use these values to encrypt the ticket, AES-GCM K, N, <data>).
9. | ANA Consi derations

I ANA is requested to allocate a TicketPinning extension value in the
TLS Ext ensi onType Registry.

No registries are defined by this docunent.
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Appendi x A.  Document Hi story
A 1. draft-sheffer-tls-pinning-ticket-05
- Miltiple coments fromEric Rescorl a.
A. 2. draft-sheffer-tls-pinning-ticket-04
- Editorial changes.
- Two-phase rotation of protection key.
A. 3. draft-sheffer-tls-pinning-ticket-03

- Deleted redundant length fields in the extension's formal
definition.

- Modified cryptographic operations to align with the current state
of TLS 1.3.

- Numerous textual inprovenents.
A. 4. draft-sheffer-tls-pinning-ticket-02
- Added an Inpl enentation Status section
- Added lengths into the extension structure.
- Changed the conputation of the pinning proof to be nore robust.
- Carified requirements on the length of the pinning_secret.

-  Revanmped the HPKP section to be nore in line with current
practices, and added recent statistics on HPKP depl oynent.

A.5. draft-sheffer-tls-pinning-ticket-01
- Corrected the notation for variabl e-sized vectors.
- Added a section on disaster recovery and backup
- Added a section on privacy.

- Cdarified the assunptions behind the HPKP procedure in the
compari son section

- Added a definition of pin indexing (origin).
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- Adjusted to the latest TLS 1.3 notation.
A.6. draft-sheffer-tls-pinning-ticket-00
Initial version.
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