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Abstract

Thi s docunment enabl es OpenPGP (RFC4880) usage in an conpliant manner
with OSCCA regul ations for use within China.

Specifically, it extends OpenPGP to support the usage of SM2, SMB and
SM4 al gorithns, and provides the OSCCA-conpliant CpenPGP profile
" OSCCA- SM234" .
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1. Introduction

SM2 [ GBT. 32918. 1-2016] [I SO | EC. 14888-3] [ GMJI-0003-2012] [ SM?]

[1-D. shen-sn2-ecdsa], SMB [ GBT.32905-2016] [I|SO | EC 10118- 3]

[ GVIT- 0004- 2012] [SMB] [I-D.shen-snB-hash] and SM4 [ GBT. 32907- 2016]
[1SO | EC. 18033-3. AMD2] [ GMT-0002-2012] [SWMA] [I-D.ribose-cfrg-smi]
are cryptographi c standards issued by the Organi zati on of State
Conmrer ci al Admi nistration of China [ OSCCA] as authorized
cryptographic algorithns for use within China. These algorithns are
published in public.

Adoption of this docunent enabl es exchange of QpenPGP-secured enail
[ RFC4880] in a OSCCA-conpliant manner through usage of the authorized
combi nati on of SM2, SM3 and SM4.

SM2 is a set of public key cryptographic al gorithns based on elliptic
curves that include:

o Digital Signature Al gorithm[GBT.32918.2-2016] [| SO | EC. 14888- 3]
[ SMe- 2]

0 Key Exchange Protocol [GBT.32918.3-2016] [SM-3]
0 Public Key Encryption Al gorithm[GBT.32918. 4-2016] [ SM2-4]

SMB [ GBT. 32905-2016] [ISO. I EC. 10118-3] is a hash al gorithm desi gned
for electronic authentication purposes.

SM4 [ GBT. 32907-2016] [ISO I EC 18033-3. AMD2] is a symetric encryption
al gorithm desi gned for data encryption.

Thi s docunment extends OpenPGP [ RFC4880] and its ECC extension
[ RFC6637] to support SM2, SM3 and SM4:

0 support the SMB hash algorithmfor data validation purposes

0 support signhatures utilizing the conbination of SM3 with other
digital signing algorithms, such as RSA, ECDSA and SM2

0 support the SM2 asymretric encryption algorithmfor public key
operations
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0 support usage of SM2 in conbination with supported hash
al gorithms, such as SHA-256 and SM3

0 support the SMA symmetric encryption algorithmfor data protection
pur poses

o defines the QpenPGP profil e "OSCCA- SM234" to enabl e usage of
OpenPGP in an OSCCA- conpl i ant nanner.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Conpliant applications are a subset of the broader set of QpenPGP
applications described in [RFC4880]. Any [RFC2119] keyword within
this docunent applies to conpliant applications only.

2. 1. Definitions

OSCCA- conpl i ant
Al'l cryptographic algorithns used are conpliant with OSCCA [ OSCCA]
regul ati ons.

SM2DSA
The elliptic curve digital signature algorithmdefined in
[ GBT. 32918. 2- 2016]

SM2KEP
The elliptic curve key exchange protocol defined in
[ GBT. 32918. 3-2016]

SM2PKE
The public key encryption algorithmdefined in [ GBT. 32918. 4- 2016]

2.2. Basic Operations

This docunment utilizes definitions of operations from[RFC7253] and
are included here for reference.

CNi
The integer c raised to the i-th power.

S| T
String S concatenated with string T (e.g., 000 || 111 == 000111).
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3. SM2 ECC Al gorithns

SM2 is an elliptic curve based cryptosystem (ECC) [ GBT. 32918. 1-2016]
[ GVIT- 0003-2012] [SM2] [1-D. shen-snR-ecdsa] designed by Xi aoyun Wang
et al. and published by [ CSCCA].

It was first published by the OSCCA in public in 2010 [ SM2], then
standardi zed as [ GMI-0003-2012] in 2012, included in [ISO | EC. 11889]
in 2015, published as a Chinese National Standard as
[ GBT. 32918. 1- 2016], and published in [ISO | EC 14888-3] in 2017.
The SM2 cryptosystemis conposed of three distinct algorithns:
o an elliptical curve digital signature algorithm ("SMDSA")
[ GBT. 32918. 2-2016], [ISO. | EC. 14888-3], [SM2-2], also described in
[1-D. shen-snk-ecdsa] ;
0 a key exchange protocol ("SM2KEP") [ GBT.32918.3-2016] [SM2-3]; and

0 a public key encryption algorithm ("SM2PKE") [ GBT. 32918. 4-2016]
[ SMe-4].

This docunment will refer to all three algorithns for the usage of
OpenPGP [ RFC4880] .

3.1. SM2 Digital Signature Algorithm
The SM2 Digital Signature Algorithmis intended for digital signature
and verifications in comrercial cryptographic applications,
i ncluding, but not linmted to:
o identity authentication
0 protection of data integrity
o verification of data authenticity
The process of digital signature signing and verification along with
their exanples are found in [GBT.32918. 2-2016], [ISO | EC. 14888- 3],
[ SMR-2], and al so described in [I-D.shen-snR-ecdsa].
The SMR2DSA process requires usage of a hash function within. For
OSCCA- conpl i ant usage, a OSCCA-conpliant hash function such as SMB
[ GBT. 32905- 2016] MJST al so be used.
Formal security proofs for SM2 are provided in [ SM2-Si gSecurity]

indicating that it satisfies both EUF-CVA security and security
agai nst generalized strong key substitution attacks.
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The SMPDSA al gorithm has been cryptanal yzed by multiple parties with
the current strongest attack bei ng nonce [ SM2-DSA- Nonces]
[ SM2- DSA- Nonces?2] and lattice attacks [ SM2-DSA-Lattice].

In terms of OpenPGP usage, SMPDSA is an alternative to the ECDSA
al gorithm specified in [ RFC6637] .

For OpenPGP compatibility, these additional requirements MJST be
adhered to:

0 SM2DSA all ows use of an optional "user identity" string which is
hashed into "ZA" (Section 3.5 of [SM2-2] and Section 5.1.4.4 of
[1-D.shen-snR-ecdsal). |In OpenPGP, the user identifier "IDA" MJST
be the enpty string.

o While SM2DSA usually signs "H(ZA || nmsg)" (Section 4.1 [ SM2-2]),
but in CpenPGP, follow ng the convention of [ RFC6637], we do not
directly sign the raw nessage "nsg", but its hash "H(nmsg)".
Theref ore when a nmessage i s signed by SMPDSA in OpenPGP, the
al gorithm MJUST sign the content of "H(ZA || H(nmsg))" instead of
"H(ZA || nsg)”. Both hash algorithns used here MJST be identi cal

3.2. SM2 Key Exchange Protoco

The SM2 Key Exchange Protocol is used for cryptographic key exchange,
all owi ng the negotiation and exchange of a session key within two to
three nessage transfers.

The process of key exchange and verification along with their
exanpl es are found in [ GBT.32918. 3-2016] [SM2-3], and al so descri bed
in [I-D. shen-snk-ecdsa].

SMPKEP is not used with OpenPGP as it is a two- to three- pass key
exchange nechanism while in QpenPGP, public keys of recipients are
available initially.

The SMPKEP is now consi dered insecure due to [ SM2-KEP- Comrent s],
simlar in status to the Unified Mddel and M)/ schenes described in
[ NI ST. SP. 800- 56Ar 2] .

3.3. SM2 Public Key Encryption

The SM2 Public Key Encryption algorithmis an elliptic curve (ECC)
based asymetric encryption algorithm It is used for cryptographic
encryption and decryption, allow ng the nessage sender to utilize the
public key of the message receiver to encrypt the nessage, with the
reci pi ent decrypting the nessaging using his private key.
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The full description of SMPPKE is provided in [GBT.32918. 4-2016] .

It utilizes a public key size of 512 bits and private key size of 256
bits [ GBT.32918. 4-2016] [ GVI-0003-2012].

The process of encryption and decryption, along with their exanples
are found in [ GBT.32918. 4-2016] and [ SM2-4].

The SMPPKE process requires usage of a hash function within. For

OSCCA- conpl i ant usage, a OSCCA-conpliant hash function such as SMB
[ GBT. 32905- 2016] MJST al so be used.

In OpenPGP, SMPPKE is an alternative to RSA specified in [ RFC4880].
3.4. Recommended SM2 Curve

The recomended curve is specified in [ GBT.32918. 5-2017] [SM2-5] and
provided here for reference. SM uses a 256-bit elliptic curve.

3.4.1. Definitions

p

an integer larger than 3
a, b

el ements of F_q, defines an elliptic curve E on F_q
n

Order of base point G(n is a prime factor of E(F_Qq))
x_G

x-coordi nate of generator G
y_G

y-coordi nate of generator G
3.4.2. Elliptic Curve Fornul a
yh2 = x"3 + ax + b

3.4.3. Curve Paraneters
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SMB Hash Al gorithm

The SMB Crypt ographic Hash Al gorithm [ GBT. 32905-2016] is an iterative
hash function designed by Xi aoyun Wang et al., published by [ OSCCA]
as an alternative to SHA-2 [N ST. FI PS. 180- 4] .

It was first published by the OSCCA in public in 2010 [ SM3], then
published in the OSCCA standard [ GMI-0004-2012] in 2012, published as
a Chinese National Standard as [ GBT.32905-2016] in 2016, and incl uded
inthe [I1SOIEC 10118-3] standard in 2017.

The algorithmis designed to be used for commercial cryptographic
applications including, but not limted to:

o digital signatures and their verification

0 nessage authentication code generation and their verification

0 generation of random numnbers

SMB has a Merkl e-Dangard construction and is sinmlar to SHA-2

[ NI ST. FI PS. 180- 4] of the MD4 [RFC6150] family, with the addition of
several strengthening features including a nore conplex step function

and stronger nessage dependency than SHA-256 [ SM3-Boonerang].

SMB produces an out put hash val ue of 256 bits |ong, based on 512-bit
i nput nessage bl ocks [ SMB-Boonerang], on input lengths up to 2*(m.

The specification of SM3 is described in [GBT.32905-2016], [SM3] and
[I-D.shen-snB-hash].
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5.

6.

6.

6.

SMA Symmetric Encryption Al gorithm

SM4 [ GBT. 32907-2016] [I-D.ribose-cfrg-smi] [ISO | EC. 18033- 3. AMD2]

[ GVIT- 0002-2012] [SM4] is a symmetric encryption algorithm designed by
Shuwang Lu et al. originally intended for the usage of wreless |ocal
area network (Wreless LAN) products.

SWMA is a 128-bit bl ockci pher, uses a key size of 128 bits and
internally uses an 8-bit S-box. It perfornms 32 rounds per bl ock.
Decryption is achieved by reversing the order of encryption.

SMB4 was first published in public as part of WAPI (Wred

Aut hentication and Privacy Infrastructure), the Chinese National
Standard for Wreless LAN [ GB. 15629. 11-2003]. It was then published
i ndependently by the OSCCA in 2006 [SM4], formally renamed to SMA in
2012 [ GMT- 0002-2012], published as a Chinese National Standard in
2016 [ GBT. 32907-2016], and included in [I1SQO | EC. 18033-3. AMD2] in
2017.

It is arequired encryption algorithmspecified in WAPI
[ GB. 15629. 11- 2003] .

Supported Al gorithns
1. Public Key Al gorithns
The SM2 algorithmis supported with the foll ow ng extension.

The followi ng public key algorithmIDs are added to expand
Section 9.1 of [RFC4880], "Public-Key Al gorithns":

+----- S +
| ID | Description of Algorithm |
+----- e +
| TBD | Sme |
e T +

Conpl i ant applications MJUST support both usages of SM2 Section 3:
o SM2 Digital Signature Al gorithm (SM2DSA) [ GBT. 32918. 2- 2016]
0 SM Public Key Encryption (SM2PKE) [ GBT.32918. 4-2016]

2. Symetric Key Algorithns

The SM4 algorithmis supported with the foll ow ng extension.
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The followi ng symmetric encryption algorithmID is added to expand
Section 9.2 of [RFC4880], "Symetric-Key Al gorithns":

+-- - - - o e e e e e e e oo +
| ID | Description of Algorithm|
+--- - - oo e e e ia oo - +
| TBD | SMm4 |
+----- Fo e e e e e e eam o +

Conpl i ant applications MJUST support SM4 Section 5.
6.3. Hash Al gorithns
The SMB algorithmis supported with the foll owi ng extension.

The following symetric encryption algorithmI|Ds are added to expand
Section 9.3 of [RFC4880], "Hash Al gorithns":

e T T T +
| ID | Description of Algorithm |
H-- - - - o e e e e e e e e e +
| TBD | SMB [
S S +

Conpl i ant applications MJUST support SM3 Section 4.
7. Conversion Primtives

The encodi ng nethod of [RFC6637] Section 6 MJST be used, and is
conpatible with the definition given in [SEC1].

For clarity, according to the EC curve MPI encodi ng net hod of

[ RFC6637], the exact size of the MPI payload for the "SWM

Recommended" 256-bit curve [ GBT.32918.5-2017], is 515 bits.
8. SM2 Key Derivation Function

A key derivation function (KDF) is necessary to inplenent EC
encryption.

The SMRPPKE KDF is defined in Section 3.4.3 of [GBT.32918. 4-2016] (and
Section 5.4.3 of [I-D. shen-sn2-ecdsa], Section 3.4.3 of [SM2-4]).

For OSCCA- conpliance, it SHOULD be used in conjunction with an OSCCA-
approved hash al gorithm such as SM3 [ GBT. 32905-2016] .

The SMRPKE KDF is equivalent to the KDF2 function defined in
Section 13.2 of [IEEE. 1363a.2004] given the follow ng assi gnments:
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o Paraneter

* v as hBits, the output length of the sel ected hash function
Hash

o | nput
* KEYLEN as oBits
* Z as the plaintext string; and
* PBis set to the enpty bit string.

Pseudocode of the SM2KDF function is provided here for conveni ence.
This function contains edited variable nanmes for clarity.

8.1. Prerequisites

0 Hash(S) is a hash function that outputs a v-bit |ong hash val ue
based on input S

0o WMB(b, S) is a function that outputs the b nost significant bits
of the bitstream S

o Floor(r) and Ceil(r) are the floor and ceiling functions
respectively for the input of real nunber r. Both functions
out puts an integer

8.2. Inputs

KEYLEN
Desired key length. A positive integer less than (2732 - 1) x v.

z
Plaintext. String of any |ength.

8.3. CQutputs

K
Generated key. String of | ength KEYLEN

Kis defined as follows.

Tse, et al. Expi res March 18, 2018 [ Page 11]



Internet-Draft Sept enber 2017

Counter =1 /'l a 32-bit counter
n = KEYLEN / v

for each 1 <= i <= Ceil(n)

Ha i = Hash( Z || Counter )
Counter = Counter + 1
end for

if nis a whole nunber then

Ha! = Ha_{Ceil (n)}
el se

Ha! = MSB(KEYLEN - (v x Floor(n)), Ha_{Ceil(n)})
end if
K=Ha1]||] H2 ][] ... || Ho{Ceil(n)-1} || Ha

9. Encoding of Public and Private Keys

9.1. Public-Key Packet Formats
The follow ng algorithmspecific packets are added to Section 5.5.2
of [ RFC4880], "Public-Key Packet Formats", to support SM2DSA and
SM2PKE.

Thi s docunment extends the algorithmspecific portion with the
followi ng fields.

Al gorithm Specific Fields for SMRDSA keys:

0o a variable-length field containing a curve O D, formatted as
fol | ows:

* a one-octet size of the following field; values 0 and OxFF are
reserved for future extensions

* octets representing a curve O D, described in Section 11
o Ml of an EC point representing a public key
Al gorithm Specific Fields for SMRPKE keys:

0o a variable-length field containing a curve O D, formatted as
fol | ows:

* a one-octet size of the following field; values 0 and OxFF are
reserved for future extensions

* octets representing a curve O D, described in Section 11
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o Ml of an EC point representing a public key

Not e that both SMPDSA and SM2PKE public keys are conposed of the sane
sequence of fields, and use the sane codepoint to identify them
They are distinguished by the key usage fl ags.

9.2. Secret-Key Packet Formats

The follow ng algorithmspecific packets are added to Section 5.5. 3.
of [ RFC4880], "Secret-Key Packet Formats", to support SM2DSA and
SM2PKE.

Thi s docunment extends the algorithmspecific portion with the
followi ng fields.

Al gorithm Specific Fields for SMRDSA or SMRPKE secret keys:

o an MPI of an integer representing the secret key, which is a
scal ar of the public EC point

10. Message Encoding with Public Keys
10.1. Public-Key Encrypted Session Key Packets (Tag 1)

Section 5.1 of [RFC4880], "Public-Key Encrypted Session Key Packets
(Tag 1)" is extended to support SM2PKE using the foll owi ng al gorithm
specific fields for SM2PKE, through applying the KDF described in
Section 8.

Al gorithm Specific Fields for SM2 encrypti on:

o0 The SM2 ciphertext is formatted in the QpenPGP bitstreamas a
single MPI. This consists of:

* "C=(Cl || G || CQ)" (step A8 of Section 4.1 [SM-4]),
fol | owed by

* a single octet giving the code for the hash algorithm used
within the calculation of the KDF mask "t" (step A5 of
Section 4.1 [SM2-4]) and the calculation of "C3" (step A7 of
Section 4.1 [SM2-4]). For OSCCA conpliance, this MJST be an
OSCCA- approved hash function, and in any case, it SHOULD be a
hash which is listed in the receiving keys "Preferred Hash
Al gorithns" list (Section 5.2.3.8 of [RFC4880]).
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10.

10.

10.

11.

12.

2. Signhature Packet (Tag 2)
2.1. Version 3 Signature Packet Format

Section 5.2.2 of [RFC4880] defines the signature format for "Version
3 Signature Packet Format". Sinilar to ECDSA [ RFC6637], no change in
the format is necessary for SM2DSA.

2.2. Version 4 Signature Packet Format

Section 5.2.3 of [RFC4880] defines the signature format for "Version
4 Signature Packet Format". Sinmilar to ECDSA [ RFC6637], no change in
the format is necessary for SM2DSA.

SM2 ECC Curve A D

This section provides the curve O D of the "SM2 Recommended Curve"
[ GBT. 32918. 5-2017] described in Section 3, according to the method of
[ RFC6637] .

We specify the curve O D of the "SM2 Recomrmended Curve" to be the
registered ODentry of "SM2 Elliptic Curve Cryptography" according
to [ GMI- 0006-2012], which is "1.2.156.10197.1.301".

The tabl e bel ow specifies the exact sequence of bytes of the
menti oned curve:

Fom e e e e oo oo Fom oo - o e e e e e e e e ao oo e e e - +
| ASN. 1 Object | OD | Curve AOD bytes in | Curve nane |
| ldentifier | len | hexadeci mal [ |
| | | representation [ [
Fom e e e e e e e e oo Fomm oo - ) o m e e oo o - +
| 1.2.156.10197.1.301 | 8 | 2A 81 1C CF 55 01 82 | Swm |
[ [ | 2D | Recommended

oo Fom e e o m e e e e oo S +

The conplete ASN. 1 DER encoding for the SM2 Recomrended curve O D is
"06 08 2A 81 1C CF 55 01 82 2D', fromwhich the first entry in the
tabl e above is constructed by omitting the first two octets. Only
the truncated sequence of octets is the valid representation of a
curve A D.

Conpatibility Profiles

Tse, et al. Expi res March 18, 2018 [ Page 14]



Internet-Draft Sept enber 2017

12. 1.

OSCCA SM234 Profile

The "OSCCA SM234" profile is designed to be conpliant to OSCCA
regul ations. A conpliant QoenPGP inpl enmentati on MJUST inpl enent the
following itens as described by this docunent:

(0]

(0]

13.

Tse,

SM2 Recommended Curve (Section 11)
SM2 ( SM2DSA and SMPPKE) (Section 3)

* The hash function selected in SMDSA and SMPPKE MJUST al so be
OSCCA- conpl i ant, such as SM3 [ SM3]

SMB (Section 4)
SM4 (Section 5)
Security Considerations

Products and services that utilize cryptography are regul ated by
the OSCCA [ OSCCA]; they nust be explicitly approved or certified
by the OSCCA before being allowed to be sold or used in China.

SM2 [ GBT. 32918. 1-2016] is an elliptic curve cryptosystem ( ECO
publ i shed by the OSCCA [ OSCCA]. |Its security relies on the
assunption that the elliptic curve discrete |ogarithm problem
(ECLP) is conputationally infeasible. Wth advances in

cryptanal ysis, new attack algorithns may reduce the conplexity of
ECLP, making it easier to attack the SM2 cryptosystemthat is
consi dered secure at the time this docunent is published. You
SHOULD check current literature to deternmine if the algorithms in
SM2 have been found vul nerabl e.

SMB [ GBT. 32905-2016] is a cryptographi c hash al gorithm published
by the OSCCA [OSCCA]. No formal proof of security is provided.
As clainmed in [I-D. shen-snB-hash], the security properties of SM3
are under public study. There are no known feasible attacks
against the SM3 algorithmat the tine this docunment is published.

SM4 [ GBT. 32907-2016] is a bl ockci pher certified by the OSCCA
[OsCCA]. No formal proof of security is provided. There are no
known feasible attacks against the SM4 algorithmby the tinme of
publishing this docunent. On the other hand, there are security
concerns with regards to side-channel attacks, when the SM4
algorithmis inplemented in a device [ SM4-Power]. For instance,

[ SMA-Power] illustrated an attack by neasuring the power
consunption of the device. A chosen ciphertext attack, assuming a
fixed correlation between the sub-keys and data mask, is able to
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recover the round key successfully. Wen the SMA algorithmis
i mpl emented in hardware, the paraneters/keys SHOULD be randomy
generated w thout fixed correlation.

0 SM2 has a key length of 512 bits for the public key and 256 bits
for the private key. It is considered an alternative to ECDSA
P-256 [RFC6637]. |Its security strength is conparable to a 128-bit
symretric key strength [I-D.ietf-nmsec-nikey-ecc], e.g., AES-128
[ NI'ST. FI PS. 197] .

0 SMB is a hash function that generates a 256-bit hash value. It is
considered as an alternative to SHA-256 [ RFC6234].

0 SMA is a blockcipher symmetric algorithmwith a key |length of 128
bits. It is considered as an alternative to AES-128
[NI'ST. FI PS. 197] .

0 Security considerations offered in [ RFC6637] and [ RFC4880] al so
apply.

14. | ANA Consi der ations

The 1 ANA "Pretty Good Privacy (PGP)" registry [ RFC8126] has made the
foll owi ng assignments for algorithms described in this docunent,
namel y:

0 |ID XXX of the "Public Key Al gorithnms" nanespace for SM2 Section 3
0 |ID XXX of the "Hash Al gorithns" nanespace for SMB Section 4

0 ID XXX of the "Symetric Key Al gorithnms" nanespace for SM4
Section 5

15. Exanpl es
15.1. Public Key Exanple

----- BEG N PGP PUBLI C KEY BLOCK- - - - -

x| I EWbGKWrM KoEcz1UBgi 0CAWXX 51 UJNWGp01AB7 Yf AyeOoMryl PYe/ c QPVwh8/ 7RCu
ywZLMDDAMZ gn6 TNg Tt dKWH7t LFht OC4yzDVK8Uj N ccaz SBTTTI gM U2LW pdCBr ZXkg
PGohY2t Ab@@j YWkob3NOPsJOBBN aQAnBQIZs Ypf Ahs DB J CAc CBhUI CQoLAgUWAgVB
AAKQC/ UcNWObAZc AAJt 5AP40Xvi 3xI 2RUWAVV] | zXt LL879g6x9c| BS7TEB/ cvAsw78AEA
/' W 6qW BVZ6TYi gNPt 9An/ 4cj KyNpAv7S9u3ne GXWJU=

=RJ3C

————— END PGP PUBLI C KEY BLOCK-----

Tse, et al. Expi res March 18, 2018 [ Page 16]



Internet-Draft Sept enber 2017

15.2. Signature Exanple
Det ached signature of the string "SM2 exanpl e" using the above key:

————— BEG N PGP Sl GNATURE- - - - -

WNTEAGM ABYFAI nxj +c FAWAAAAAJ EAv 1 HDc NGVGXAAB+SQEAY 5AHKgiI RxgQogB/ 2sf ge
JaVoLgpxvDp9yl caLf P++xkBAPGUZ1f 9Fj xVd5j | CGd1j FzAPpt 8N2Lc3FQDqVj gJvV9
=Xbbj

————— END PGP SI GNATURE- - - - -
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