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I nt roducti on
1. bjective

Nowdays network infrastructure devices such as switches, routers, and
firewal |l s are always under the attack of the well-known network
security threats which are samrized in [I-D.ietf-xia-sacmdp-
security-profile]. Hence it is significant to ensure that the
devices in a specific network neet the nmininal security requirenents
according to their intended functions. |In this case, the concept of
security baseline for the network infrastructure device has been
proposed in the above nmentioned draft [I-D.ietf-xia-sacmdp-security-
profile] as well. The security baseline refers to the basic and
compul sory capabilities of identifying the possible threats and
vulnerabilities in the device itself, and enfocing the security
hardeni ng neasurenent. And it could be set to benchmark the security
posture of an individual network device.
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Basically, the overall security baseline of a particular network

i nfrastructure device can be designed and depl oyed into three
different |layers, nanmely the application | ayer, the network |ayer
and the infrastructure layer. Moreover, the network | ayer security
baseline is further classified into data plane, control plane, and
managenent plane. |n this docunent, we focus on the designation of
data nodel for control plane security baseline while the security
basel i ne of other layers and pl anes are proposed in the compani on
docunents.

The control plane security basedline focus on the control signaling
security of the network infrastructure device. The aimis to protect
the normal infornmation exchange between devi ces agai nst vari ous
attcks (i.e. eavesdropping, tanpering, spoofing and fl oodi ng attack)
and restrict the malicious control signaling, for ensuring the
correct network topol ogy and forwadi ng behavi or

1.2. Security Baseline Data Mdel Design

The security baseline of a certain device is dependent on many
factors including but not limted to the different device types
(i.e., router, switch, firewall) and their correspondi ng security
features supported, and the specific security requirenents of network
operators. Oming to such a nunber of variations, it is inpossible
to design a conprehensive set of baseline for all devices. This
docunent and the conpani on ones are going to propose the nost

i mportant and universal points of them Mre points can be added in
future follow ng the data nodel schene specified in this docunent.

[I-D.ietf-birkhol z-sacm yang-content] defines a method of
constructing the YANG data nodel schenme for the security posture
assessnent of the network infrastructure device by brokering of YANG
push telenetry via SACM statements. The basic steps are

0 use YANG push nechanisnil-D.ietf-netconf-yang-push]to collect the
created streanms of notifications (telenetry)
[I-D.ietf-netconf-subscribed-notifications]providing SACM cont ent
on SACM data plane, and the filter expressions used in the context
of YANG subscriptions constitute SACM content that is inperative
gui dance consuned by SACM conponents on SACM managenent pl ane

o then encapsul ate the above YANG push output into a SACM Cont ent
El ement envel ope, which is again encapsulated in a SACM st at enent
envel ope;

o lastly, publish the SACM statenent into a SACM donmi n via xnpp-
grid publisher.
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In this docunment, we follow the sane way as [I|-D.ietf-birkhol z-sacm
yang-content] to define the YANG out put for network infrastructure
devi ce security baseline posture based on the SACM i nformation node
definition [I-D.ietf-sacminfornation-nodel]

1.3. Sunmmary

The follow ng contents propose part of the security baseline YANG

out put for network infrastructure device: control plane security
basel i ne. The conpani on docunents [I-D.ietf- xia-sacmnid-dp-
security-baseline], [I-D.ietf-lin-sacmnid-np-security-baseline], [I-
D.ietf-xia-sacmnid-app-infr-layers-security-baseline] cover other
parts of the security baseline YANG output for network infrastructure
devi ce respectively: control plane security baseline, managenent

pl ane security baseline, application |layer and infrastructure |ayer
security baseline.

2. Term nol ogy

2.1. Key Wrds
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

2. 2. Definition of Terns

This docunent uses the terns defined in [I-D.draft-ietf-sacm
term nol ogy] .

3. Tree Diagrans
A simplified graphical representation of the data nodel is used in
this docunent. The neaning of the synbols in these diagrans is as
fol | ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

o0 Synbols after data node names: "?" neans an optional node and "*"
denotes a "list" and "leaf-list".

o Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").
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4.

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

Data Mbdel Structure

A large anmount of control protocols such as the typical TCP/IP stack
and BGP in the control plane of network infrastructure device provide
many operational services (i.e. farwording behavior control). These
control protocols could be either the target under attack or the
mediumto attack the devices. The security baseline of severa

wi dely used protocols are specified in this section

.1. BGP

In a BGP network, TCP is always selected as the transport |ayer
protocol. Thus it always subject to nost of the attacks that
targeting TCP-based protocols. In order to secure the BGP network
three types of functions, nanely the GTSM the RPKI, and the BGP peer
connection authentication, could be configured in network device.
This section specifies the authentication and RPKI configurations.
The GISMis sunmmarized in another individual section together with
sonme other protocols that all supports GISM

Various kinds of authentication techniques are able to be used for
securing the TCP connections between BGP nei ghbors. They only all ows
the aut horized peers to establish neighbor relationship with |oca
device so that the information exchanged between the BGP nei ghbors
via the TCP connection cannot be altered.

The Resource Public Key Infrastructure (RPKI) is usually applied in a
network equipt with a RPKI server to secure the inter-domin BGP
routing. The device is required to establish a connection to the
RPKI server and then downl oads or updates the Route Oigin

Aut hori zations (ROAs), which links certain IP prefixes or prefix
range with an autononous system (AS), fromthe RPKI server. After
that, the received BGP route information is validated agai nst the
downl oaded/ updat ed ROAs to verify whether the BGP prefixe originates
fromthe expected AS.

nmodul e: bgp-sec-config
+--rw bgp-rpki
+--rw bgp-rpki -sessi on-confi g* [session-ipv4-addr]

I

| | +--rw session-ipv4-addr i pv4- addr ess
| | +--rw port-nunber unitl6

| | +--rw cipher-password? string

| | +--rwaging-tine? uni t 32

| | +--rwrefresh-tinme? unitlé

| | +--rwrpki-limt?

Dong & Xi a Expires March 11, 2018 [ Page 5]



Internet-DraftNetwork Infrastructure Device Control Plane Septenber 2017

| +--rw limt uni t 32
| +--rw (action-type)

| +--:(alert)

[ | +--rw enable bool ean
I

I

I

I

+--:(idle-forever)
| +--rw enable bool ean
+--:(idle-timeout)

+--rw tinmeout uni t 16

+--rw origin-as-validate-utilization
+--rw origi n-val i dati on-enabl e bool ean

+--rw origin-as-validate bool ean
+--rw al l owinvalide bool ean
+--rw (peer-identification-nethod)

+--:(group)

| +--rw peer-group* [group-nane]

[ +--rw group- nane string

| +--rw adverti se-enabl e bool ean

+--:(ip)

+--rw peer-ip* [ipv4-addr]
+--rw i pv4-addr i pv4- addr ess

+--rw adverti se-enabl e bool ean
+--rw bgp-aut henticati on* [bgp-as-nunber]

+--rw bgp- as- nunber unitlé
+--rw (peer-identification-nethod)
+--:(group)
| +--rw peer-group* [group-nane]
+--rw group-nane string
+--rw (aut henti cati on-net hod)
+- - (ndb5)

I

I

I

| | +--rw password-type:{plain|cipher} enuneration
| | +--rw password-text string

| +--: (keychai n)

| +--rw keychai n- nane

+- -

(ip)
+--rw peer-ip* [ipv4-addr]
+--rw i pv4- addr i net-type:ipv4-address
+--rw (aut henti cati on- net hod)
+- -1 (md5)

| +--rw password-type:{plain|cipher} enuneration
| +--rw password-text string
+--: (keychai n)

+--rw keychai n-name string

4.2. OSPF
There are a nunber of ways for spoofing procotol packet to attack

OSPF protocol. One possible scenario is that the rogue device inject
mani pul ated routing information to cause a Deni al -of - Service attack.
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Aut henti cati on has been denmonstrated as a powerful tool to identify
and drop these spoofing packets to protect OSPF protocol and secure
the connection between the OSPF nei ghbors. A w dely range of

aut henti cati on nmet hods can be deployed in a network device such as
MD5, HAMC- MD5, and keychain. As shown in the follow ng tree di agram
the aut hentication can be deployed in either area or interface basis.

nmodul e: ospf -sec-config
+--rw ospf-aut hentication
+--rw area-authentication* [area-id]
| +--rwarea-id unitlé
+--rw (aut henti cati on- net hod)
+--: (si npl e- aut hen)
| +--rw password-type:{plain|cipher} enunmeration
| +--rw password-text string
+--: (md5- hmac- aut hen)
| +--rw sub-node:
| {md5| hmac- md5| hmrac- sha256} enunerati on
| +--rw password-type enumrer ati on
| +--rw password-text string
+--: (keychai n- aut hen)
+--rw keychai n- nane string
+--rw interface-authentication* [interface-nunber]
+-rwinterface-type enurer ation
+--rw interface-nunber uni t 8
+--rw (aut henti cati on-net hod)
+--:(sinpl e- aut hen)
| +--rw password-type enuner ation
| +--rw password-text string
+--: (md5- hrmac- aut hen)
| +--rw sub-node enumrer ati on
| +--rw password-type enumrer ati on
| +--rw password-text string
+- -: (keychai n- aut hen)
+--rw keychai n- nane string

IS 1S

IS-1S optional checksum function adds the a checksum TLV in SNP and
hell o packet. The device firstly check the correctness of checksum
TVL when it receive the packet. It secure the data in data |ink

| ayer.

IS-1S authentication encapsul ate the authentication information in
hel |l o packet, LSP packet, and SNP packet. Only the packets passed
the verification will be further processed. The IS-IS authentication
is mainly used to secure packet in network |ayer
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nodul e: i si s-sec-config
+--rw isis-optional -checksum
| +--rw enable bool ean
+--rw isis-authentication
+--rw area-aut hentication* [process-id]

| +--rw process-id unit 32
+--rw (aut henti cati on- net hod)
+--:(sinple)

| +--rw aut hen- passwor d- node: { op| osi} enunerati on
| +--rw password-type: {pl ain|cipher} enuneration

I

I

|

I

| | +--rw password-text string

I +- -1 (nd5)

| | +--rw aut hen- passwor d- node: { op| osi} enunerati on

| | +--rw password-type:{plain|cipher} enuneration

| | +--rw password-text string

[ +--: (keychai n)

| | +--rw keychai n- nane string

| +--: (hmac- sha256)

| | +--rw key-id uni t 16

| | +--rw password-type:{plain|cipher} enuneration

| | +--rw password-text string

[ +--rw snp-packet:

| | {aut henti cati on-avoi d| send-onl y} enuneration

| +--rw all -send-only? bool ean

+--rw dormi n-aut henti cati on* [process-id]

| +--rw process-id unit 32

| +--rw (authentication-nethod)

[ +--:(sinple)

| | +--rw aut hen- passwor d- node: { op| osi} enunerati on

| | +--rw password-type:{plain|cipher} enuneration

| | +--rw password-text string

| +--: (ndb)

| | +--rw aut hen- passwor d- node: { op| osi} enunerati on

[ | +--rw password-type: {pl ain|cipher} enuneration

| | +--rw password-text string

[ +--: (keychai n)

| | +--rw keychai n-nane string

| +--: (hmac- sha256)

| | +--rw key-id unitil6

[ | +--rw password-type: {pl ain|cipher} enuneration

| | +--rw password-text string

| +--rw snp-packet enurer ation

| +--rw all -send-only? bool ean

+--rw interface-authentication* [interface-nunber]
+--rwinterface-type enumner ati on
+--rw interface-nunber pub-type:ifNum
+--rw (aut henti cati on-net hod)

+--:(sinple)
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+--rw aut hen- passwor d- node: {op| 0si } enuneration
+--rw password-type: {pl ain| ci pher} enuneration

I

I

| +--rw password-text string

+--: (ndb)

| +--rw aut hen- passwor d- node: { op| osi} enunerati on
| +--rw password-type:{plain|cipher} enuneration
| +--rw password-text string

+--: (keychai n)

| +--rw keychai n- nane string

+--: (hmac- sha256)

| +--rw key-id unitlé

| +--rw password-type:{plain|cipher} enuneration
| +--rw password-text string
+--rw aut hen-1evel ?2: {l evel 1| | evel 2} enuneration
+--rw send-onl y? bool ean

4.4. MPLS

RSVP aut hentication is suggested to configure in the device in order
to inmprove the network security and protect the | ocal device against
the malicious attack. It prevent the establishnment of illegal RSVP
peer connection in the follow ng situation

The peer was unaut horized to establish connection with | oca
devi ce;

The attacker establish connection with |ocol device via spoofing
RSVP packet .

Furthernmore, it introduce a few enhancenent to verify the lifetineg,
handshake and message wi ndow size for protection of RSVP agai nst the
pl ayback attack and the term nation of authentication rel ationships
caused by packet out of order problem

As shown in the tree diagram the LDP al so support MD5 and keychain
aut henti cati on.

nmodul e: npl s-sec-config
+--rw rsvp-sec-config
| +--rwrsvp-authentication
+--rw interface-authentication
| +--rwinterface-authen* [interface-nunber]

I

I

| | +-rwinterface-type enumrer ati on

| | +--rw interface-nunber pub-type:ifNum
| | +--rw (aut henti cati on-net hod)

I I +- -1 ()

| | | +--rw password-type:{plain|cipher} enuneration
| | | +--rw password-text string
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+--: (keychai n)

I I

| | | +--rw keychai n- nanme string

| | +-rwlife-tinme? yang-type: ti mestanp
[ [ +--rw handshake- enabl e? bool ean

| | +--rw Wi ndow- si ze? unit8

| +--rw peer-aut hentication

| +--rw peer-aut hen* [ peer-addr]

| +--rw peer-addr i net-type:ip-address
| +--rw (aut henti cati on-net hod)

[ +--: (ndb)

| | +--rw password-type:{plain|cipher} enuneration
| | +--rw password-text string

[ +--: (keychai n)

| | +--rw keychai n- nane string

| +--rw chal | enge- maxi mum m ss-ti nmes? unit8

[ +--rw chal | enge-retrans-interval ? uni t 16

| +-rwlife-tine? yang-type: tinmestanp
| +--rw handshake- enabl e? bool ean

| +--rw wi ndow- si ze? uni t 8

+--rw | dp-sec-config
+--rw | dp-aut hentication
+--rw (aut henti cati on-net hod)
+--: (keychai n)
| +--rw (authen-object)
+--:(peer-single)
| +--rw singl e-peer-authen* [peer-id]

|

| | +--rw peer-id dotted deci mal
[ [ +--rw keychai n- nane string

| +--: (peer-group)

[ | +--rw group-peer-authen* [ip-prefix-nane]

| | +--rw ip-prefix-nane string

| | +--rw keychai n- nane string

| +--:(peer-all)

[ +--rw keychai n- nane string

| +--rw excl ude- peer-id? dotted deci nal
+- -

: (md5)
+--rw (aut hen-obj ect)
+--:(peer-single)
+--rw si ngl e- peer-aut hen* [peer-I|sr-id]

|

[ +--rw peer-lsr-id dotted deci mal
| +--rw password-type: {pl ai n| ci pher} enuneration
| +--rw password-t ext string

+--: (peer-group)

| +--rw group-peer-authen* [ip-prefix-nane]

| +--rw ip-prefix-name string

[ +--rw password-type: {pl ai n| ci pher} enuneration
| +--rw password-t ext string
+--:(peer-all)
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+--rw password-type: {pl ain|ci pher} enuneration
+--rw password-t ext string

4.5, Keychain

Authentication is a widely used technique to ensure the packet

i nformati on are not been changed/altered by attackers. It requires
the informati on sender and receiver to share the authentication

i nformation including the key and algorithm In addition, the key
pairs cannot be delivered in the network (symretric). However, in
order to inprove the its reliability, the encryption algorithm and
the keys have to be renewed dynanically. It is a conplicated and
time consuming process to change the keys and algorithmfor all the
used protocols nmanually. The keychain provide an solution to renew
the aut hentication keys and algorithmperiodically in a dynamc
fashi on.

nodul e: keychai n-config
+--rw keychai n-confi g* [ keychai n- nane]
+--rw keychai n- nane string
+--rw keychai n- node:
[ {absol ut e| peri odi c| dai | y|
| weekl y| nont hl y| year| y} enurer ation
+--rw recei ve-tol erance?
| +-:(finite)

| | +--rwtolerance-val ue unitlé
| +--:(infinite)
[ +--rw infinite-enable bool ean
+--rw tinme-node: {utc|Int} enurer ation
+--rw di gest-1ength? bool ean
+--rw keychai n-i d* [key-id]
+--rw key-id unit8
+--rw keychai n-string-type: {pl ai n| ci pher} enuneration
+--rw keychai n-string-text string

+--rw keychai n-al gorithm

| {hmac- md5| hrmac- sha- 256| hnac- shal_12|

| hmac- shal_ 20| md5| sha- 1| sha- 256} enumnerati on
+--rw defaul t-key-id? unit8

+--rw (send-tine-node)

| +--:(absolute)

| | +--rwstart-tine yang-type: tinmestanp
| | +--rwstart-date yang-type: date-and-ti nme
[ ] +--rw (count-type)

| +--:(duration)

| | +--rw (finite-or-infinite)

| [ +-:(finite)

| | | +--rw duration-value unit32

| | | +--:(infinite)
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[ +--rw infinite-enabl e bool ean
+--:(end)

+-rw (count-type)
+--:(continues)

||
|
| +--rw end-tine yang-type: ti mestanp
| +--rw end-dat e yang-type: date-and-tinme
| +--:(periodic-daily)
| | +--rwstart-tine yang-type: timestanp
| | +--rwend-tine yang-type: timestanp
| +--:(periodic-weekly)
| | +--rw (count-type)
| +--:(continues)
| | +--rw start-day-nanme enuneration
| | | +--rw end-day-nane enuneration
| +--:(discrete)
| +--rw day- nane* enumer ati on
| +--:(periodic-nontly)
| | +--rw (count-type)
| +--:(continues)
| ] | +--rwstart-date yang-type: date-and-ti nme
| | | +--rw end-date yang-type: dat e-and-ti me
| +--:(discrete)
| +--rw dat e* yang-type: dat e-and-ti nme
| +--:(periodic-yearly)
I
I
| | +--rwstart-nmonth enuneration

| | +--rw end-nonth enumer ati on

| +--:(discrete)

[ +--rw nont h* enuneration

+--rw (receive-tine-node)
+--: (absol ute)
| +--rwstart-tinme yang-type: timestanp
+--rw start-date yang-type: dat e-and-ti me
+--rw (count-type)
+--:(duration)
| +--rw (finite-or-infinite)
| +-:(finite)
| | +--rw duration-value unit32
| +--:(infinite)
| +--rw infinite-enabl e bool ean
+- -

: (end)

+-rw end-tine yang-type: tinmestanp
:(periodic-daily)
+--rw start-tine yang-type:ti mestanp
+--rw end-tine yang-type: ti mestanp
: (peri odi c- weekl y)

+-rw (count-type)

I
I
I
I
I
I
I
I
I
I
| +--rw end-date yang-type:date-and-tine
+- -
I
I
+- -
I
| +--:(continues)
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| +--rw start-day-nane enumer ati on

I

| | +--rw end-day-name enumer ati on

| +--:(discrete)

[ +--rw day- nanme* enuneration
+--:(periodic-nontly)

| +--rw (count-type)

| +--:(continues)

| | +--rwstart-date yang-type: date-and-ti me
| | +--rw end-date yang-type: dat e-and-ti nme
[ +--:(discrete)

| +--rw dat e* yang-type: dat e- and-t ype
+--:(periodic-yearly)

+--rw (count-type)
+--:(continues)

| +--rwstart-nonth enumner ati on
| +--rw end-nonth enuneration
+--:(discrete)

+--rw nont h* enuneration

4.6. GISM

Attackers send a | arge anobunt of forging packets to a target network
device. Then the forging packets are delivered to the cpu
straigtforward when the destinations are correctly checked. The CPU
wi Il be overl oaded owning to processing such a nunber of protocol
packets. In order to protect the CPU against the CPU utilization
attack, a GISM (generized TTL security mechanism function is
configured to check the TTL (tinme to live) in the IP head. The
packets will send to cpu for further processing only if the TTL
number is whithin a pre-defined range.

As shown in the three diagramin the followi ng figure, the GISM
function is configured separately for individual procotols. Each of
the protocols, even each list instances in a protocol, has its own
pre-defined TTL range.
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nodul e: gt sm
+--rw gtsmconfig
+--rw defaul t-gtsmaction: {drop| pass}
+--rw bgp-gtsnt [ bgp-as-nunber]

Pl ane Septenber 2017

| +--rw bgp-as-nunber unit 32

| +--rw (peer-identification-nethod)

I +--:(group)

| | +--rw peer-group* [group-nane]

| | +--rw group-nane string

[ [ +--rw valid-ttl-hops uni t 16

I +--:(ip)

| +--rw peer-ip* [ipv4-addr]

| +--rw i pv4- addr i net-type:ipv4-address

| +--rwvalid-ttl-hops unit8

+--rw ospf-gtsnt [vpn-instance-nane]

| +--rw vpn-instance-nane string

| +--rwvalid-ttl-hops unitlé

+--rw npl s-1dp-gtsnt [peer-ip-addr]

| +--rw peer-ip-addr i net-type:ip-address

| +--rwvalid-ttl-hops unitlé

+--rw rip-gtsnt [vpn-instance-nane]
+--rw vpn-instance- nane? string
+--rwvalid-ttl-hops unitlé

5. Network Infrastructure Device Security Baseline Yang Mdul e

TBD
6. | ANA Consi derations

Thi s docunment nmakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an

RFC.

7. Security Considerations
TBD.

8. Acknow edgenents
TBD

9. Ref er ences
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