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I ntroducti on and Overvi ew

This specification defines a "Control Plane" service that defines how
an Event Receiver or its agent nmy provision, nonitor,
configuration of an Event Streamthat delivers Security Event Tokens
(see [I-D.ietf-secevent-token]) using delivery methods such as
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specified in the SET Delivery Using HTTP Specification (see
[I-D.ietf-secevent-delivery]).

The specification defines the commpn netadata Event Transnmitters and
Recei vers use to describe HITP service endpoints, nethods, optiona
signing and encryption nodes, as well as the type and content of SETs
delivered over a Stream The specification defines how the Event
Recei ver parties may review and update the current configuration and
confirm operational delivery status using HITP over TLS

The mandatory part of this specification (see Section 2) uses a
profile of SCIM (see [RFC7643] and [RFC7644]) to inplenent Event
Stream configuration, nmonitoring and retrieval using HTTP GET
Section 4.3.1 [RFC7231]. Additionally, SCIM MAY be used to manage
and update Event Stream configuration and operational state.

The choice os SCI M has been recomended as it is intended as a
general purpose |layer that can be applied to many underlyi ng systens.
SCIM s extensibility mechanisms to define data types (resource types)
enable it to be flexibly used by specifications intenting to profile
SET Tokens and Delivery for use in many ways.

For the purposes of the Control Plane, SCIM Section 2 [ RFC7643]
provides the JSON data definitions that enable the Control Plane to
al | ow service providers and clients to negotiate attributes and
resource types used in different SET Profiles. This includes

decl arations and di scovery of attribute types, nutability,
cardinality, and returnability that MAY differ between depl oynents
and SET Event type profiles. For HTTP protocol handling and error
signaling, the processing rules in [RFC7644] SHALL be appli ed.

1.1. Not at i onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] . These
keywords are capitalized when used to unanbi guously specify

requi renents of the protocol or application features and behavi or
that affect the inter-operability and security of inplenentations.
When these words are not capitalized, they are neant in their

nat ur al -1 anguage sense.

For purposes of readability exanples are not URL encoded.

| mpl enenters MUST percent encode URLs as described in Section 2.1 of
[ RFC3986]. Many exanpl es show only partial response and may use

" " to indicate onmtted data.
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Throughout this docunments all figures MAY contain spaces and extra

i ne-wrapping for readability and space limtations. Simlarly, sone
URI's contained within exanpl es, have been shortened for space and
readability reasons.

1. 2. Definitions

This specification assumes term nol ogy defined in the Security Event
Token specification [I-D.ietf-secevent-token] and SET Token Delivery
specification [I-D.ietf-secevent-delivery].

The followi ng definitions are defined for Security Event
di stribution:

Control Pl ane
A Control Plane represents an service offered by an Event
Transmitter that | ets an Event Receiver query the current
operational and/or error status of an Event Stream The Contro
Pl ane MAY al so be used to retrieve Event Stream and SET
configuration data.

Dat a Pl ane
The Data Pl ane represents the HTTP service offered by an Event
Receiver that allows the Event Transnmitter to deliver multiple
SETs via HITTP PCST as part of an Event Stream

Client A Cient is any actor, typically represented by an
aut hori zation credential, authorized to nake changes to an Event
Stream Verify often this is an actor belonging to the Event
Recei ver organi zation. Actors can be servers, nonitoring
servi ces, and adninistrators.

2. Stream Monitoring and Configuration Retrieva

The Control Plane is an HTTP service associated with an Event
Transmitter that enables the provisioning and nonitoring of Event
Streans by entities such Event Receivers, adninistrators, and

moni toring services. This section describes required functionality
to enabl e Event Receivers to retrieve configuration attributes and to
detect SET delivery problens that nmay occur when an Event Transmitter
fails to deliver SETs.

This specification also defines optional Control Plane services to
create and update streams in sections Section 3 and Section 4.
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2.1. Event Stream Configuration Attributes

An Event Streamis defined by a set of attributes which together
define an Event Streanis operational configuration:

eventUris
A read only array of JSON String values which are the URI s of
events configured for the Event Stream This attribute is
assigned by the Control Plane provider in response to receiving an
Event Stream creation or update request. See "eventUis req".

event Uris_req
An array of JSON String val ues which are the URIs of events
requested by the Event Receiver for the Stream This attribute is
nmodi fi able. An Event Stream provider MAY use this attribute to
request requested Event URIs over tine that nay not be initially
of f er ed.

event Uri s_avai l
A read only array of JSON String val ues which are the URI s of
events that the Event Transmitter is able to support. This
attribute MAY be used by Control Plane clients to discover new
events that nay becone avail abl e over tine.

nmet hodUr i
A REQUI RED JSON String value which represents the nethod used to
transfer SETs to the Event Receiver. See
[I-D.ietf-secevent-delivery].

deliveryUri
A JSON String value containing a URI that describes the |ocation
where SETs are received (e.g. via HTTP PCST). Its format and
usage requirements are defined by the associated "nmet hodUri".

i ss
The URI for the publisher of the SETs that will be issued for the
Event Stream See Section 2.1 [I-D.ietf-secevent-token].

aud
An OPTI ONAL JSON Array of JSON String values which are URIs
representing the audi ence(s) of the Event Stream The val ue SHALL
be the value of SET "aud" claimsent to the Event Receiver.

i ss_jwksUri
An OPTIONAL String that contains the URL of the SET issuers public
JSON Wb Key Set [RFC7517]. This contains the signing key(s) the
Event Receiver uses to validate SET signhatures fromthe Event
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Transmitter that will be used by the Event Receiver to verify the
authenticity of issued SETs.

aud_j wksUri
An OPTI ONAL JSON Web Key Set [ RFC7517] that contains the Event
Recei ver’s encryption keys that MAY be used by the Event
Transmitter to encrypt SET tokens for the specified Event
Recei ver.

status
An OPTI ONAL JSON String keyword that indicates the current state
of an Event Stream More information on the Event Stream state
can be found in Section 2.3. Valid keywords are:

"on" - indicates the Event Stream has been verified and that
the Feed Provider NMAY pass SETs to the Event Receiver

"paused" - indicates the Event Streamis tenporarily suspended.
Whi | e "paused", SETs SHOULD be retained and delivered when
state returns to "on". If delivery is paused for an extended

period defined by the Event Transmitter, the Event Transmitter
MAY change the state to "off" indicating SETs are no | onger
ret ai ned.

"of f" - indicates that the Event Streamis no |onger passing
SETs. Wile in off node, the Event Stream configuration is
mai nt ai ned, but new events are ignored, not delivered or
retained. Before returning to "on", a verification MJST be
per f or ned.

"fail" - indicates that the Event Stream was unable to deliver
SETs to the Event Receiver due an unrecoverable error or for an
extended period of tinme. Unlike paused status, a failed Event
Stream does not retain existing or new SETs that are issued.
Before returning to "on", a verification MJST be perforned.

maxRetri es
An OPTI ONAL JSON nunber indicating the maxi rum nunber of attenpts
to deliver a SET. A value of "0 indicates there is no maxi num
Upon reaching the maxi num the Event Stream "status" attribute is
set to "fail ed".

maxDel i veryTi me
An OPTI ONAL nunber indicating the maxi mum anmount of time in
seconds a SET MAY take for successful delivery per request or
curmul atively across nultiple retries. Upon reaching the maxi mum
the Event Stream "status" is set to "failed". |f undefined, there
is no maxi mumti ne.
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nmi nDel i veryl nterva

An OPTI ONAL JSON integer that represents the nminimuminterval in
seconds between deliveries. A value of 0 indicates delivery
shoul d happen i mmedi ately. Wen delivery is a polling nethod
(e.g. HITP GET), it is the expected tinme between Event Receiver
attenpts. When in push node (e.g. HITP POST), it is the interva

the server will wait before sending a new event or events.

txErr
An OPTI ONAL JSON String keyword val ue. Wen the Event Stream has
"subState" set to "fail", one of the followi ng error keywords is
set:

"connection" indicates an error occurred attenpting to open a
TCP connection with the assigned endpoint.

"tlIs" indicates an error occurred establishing a TLS connection
with the assigned endpoint.

"dnsnane" indicates an error occurred establishing a TLS
connection where the dnsnane was not vali dated

"receiver" indicates an error occurred whereby the Event
Recei ver has indicated an error for which the Event Transnitter
is unable to correct.

t XErr Desc

An OPTIONAL String value that is usually human readabl e that
provi des further diagnostic detail by the indicated "txErr" error
code.

veri fyNonce A String value that when changed or set by a Control

Plane client will cause the Event Transmitter to issue a single
Verify Event based on the nonce val ue provided (see Section 5).
The intent of the value is to allow the Event Receiver to confirm
the Verify Event received matches the value set in the
configuration. While this value MAY be updated (see Section 5),
its value is usually not returned as part of an Event Stream
confi guration.

subj ects

Hunt

An OPTI ONAL conpl ex attribute containing sub objects whose sub-
attributes define subjects against which SETs may be issued. The
foll owi ng sub-attributes are defined:

value A String which uniquely identifies a subject (or set of

subjects) to be included in the Stream The format and type of
value is defined by the 'type’ sub-attribute.
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iss A String which contains the URI of the issuer of the subject
identified in the "value" attribute. When not supplied the
i ssuer is assunmed to be the Event Streamissuer.

type A case-insensitive canonical String value which defines the
contents of the attribute 'value’. Valid type values are:

AODC Is a String value corresponding to an Qpenl D Connect
subject. The corresponding "iss" attribute is set with the
Openl d Connect iss val ue.

SAML A String value that is a URI that represents the subject
of a SAML Identity Provider.

EMAIL A String Value that is the Email addresses for a
subject. The val ue SHOULD be specified according to
[ RFC5321] .

PH ONE Phone nunbers for the user. The value SHOULD be
specified according to the format defined in [ RFC3966],
e.g., 'tel:+1-201-555-0123".

User A SCIM User where value is the 'id of a User resource in
the local SCI M service provider.

Goup A SCIM Goup where the value is the 'id of a Goup
resource in the |l ocal SCI M service provider.

URI A miscellaneous subject that can be identified by a URI.

Addi tional Event Stream configuration (attributes) MAY be defined as
extensions. The nethod for adding new attributes is defined in
Section 3.3 [ RFC7643].

2.2. Checking Stream Configuration and Stream State

An Event Receiver MAY check the current status of a Stream the Event
Transmitter’s Control Plane service by perform ng an HITP GET using
the provided URI fromthe Event Transmitter either through an

adm ni strative process or via the optional Streamcreation response
defined in Section 3.1.

The format of the Stream GET request and response is defined by
Section 3.4 [ RFC7644].

In addition to the basic attributes defined in Section 2 [ RFC7643]

common to all resource types, an "Event Streant resource types uses
the attributes defined in Section 2.1. As with any SCIMresource, an
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"Event Streant resource MJST include the JSON attributes "schemas" and
"id" as defined in [ RFC7643]:

schemas

id

Is an array of Strings with at |east a single val ue of
"urn:ietf:parans:sci mschenas: event: 2. 0: Event Streant'.
Configurati on MAY be extented through the addition of other schema
URI val ues such as in the case where a new delivery nethod or SET
profile needs to define additional attributes.

Is a String which is a pernanent unique identifier for
"Event Stream' resources. The value which is also used to define a
permanent Event Stream Resource UR.

The exanpl e below retrieves a specific "EventStreant' resource whose
"id" is "548b7c3f 77c8bab33a4f ef 40"

GET / Event Streans/ 767aad7853d240debc8e3c962051c1c0
Host: exanpl e. com

Accept: application/json

Aut hori zation: Bearer h480djs93hd8

Hunt

Figure 1: Exanple Event Stream HTTP GET Request
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Bel ow i s an exanpl e response to the "EventStreani retrieval nade in
Fi gure 1.

HTTP/ 1.1 200 OK

Cont ent - Type: application/sci m+json

Locati on:

https://exanpl e. com Event Streans/ 767aad7853d240debc8e3c962051c1cO

"schemas":["urn:ietf:parans:scimschenmas: event: 2. 0: Event Streani'],
"id":"767aad7853d240debc8e3c962051c1cO"
"eventUris req":|

"http://schemas. openi d. net/ event/ backchannel -1 ogout "
1,
"eventUris":[
"http://schemas. openi d. net/ event/ backchannel -1 ogout "
1,
"met hodUri":"urn:ietf:parans: set: nethod: HTTP: webCal | back",
"deliveryUri":"https://notify.exanpl erp. com Events",
"aud":"https://sets. nyexanpl erp. cont',
"status":"fail",
"txErr":"connection",
"txErrDesc":"TCP connect error to notify.exanplerp.com",
"maxDel i veryTi ne": 3600,
"m nDeliverylnterval ": 0
"description":"Logout events from oi dc. exanpl e. cont',
"meta": {

SCIM nmeta attributes ..

}
}
Figure 2: Exanple Stream GET Response
In the above figure, the "EventStreant shows a "status" of "fail" due
to a TCP connection error. |In this case, the Event Receiver is able

to discover that its endpoint was unavail abl e and has been narked
failed by the Event Transmitter (possibly explaining a | ack of
received SETs). Typically, with this type of error, appropriate
operations staff would be alerted and sone corrective action would be
taken to check for a configuration error or service failure.

The frequency with which Event Receivers poll the Event Stream status
depends on factors such as:

o The level of technical fault tolerance and availability of the
recei vi ng endpoi nt.
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0 The anmount of risk that can be tolerated for |ost events. For
exanple, if Security Events are considered informational, then
i nfrequent (hourly or daily) may be sufficient.

o The anmount of buffer recovery offered by an Event Transnmitter
whi ch MAY be mi nutes dependi ng on SET frequency and buffer size.

In many cases Event Stream status nonitoring may be triggered on a

ti meout basis. Event Receivers would typically poll if they have not
received a SET for sone period during which SETs woul d be expected
based on past experience.

Recei vers MAY use the endpoint "/EventStreans" to query and retrieve
avai | abl e Event Streans based on the provided "Authorization" header.

The exanpl e below retrieves any "Event Streant resources based solely
on the requestor’s authorization header

GET / Event Streans/

Host: exanpl e. com

Accept: application/json

Aut hori zation: Bearer h480djs93hd8

Figure 3: Exanple Stream HTTP GET Request From Common Endpoi nt
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HTTP/ 1.1 200 K
Cont ent - Type: application/sci mtjson
Locati on:
htt ps://exanpl e. conl Event St reans/ 767aad7853d240debc8e3¢c962051c1c0

"schemas": ["urn:ietf:paranms:sci mapi:nessages: 2. 0: Li st Response"],
"total Results": 1,

"itensPer Page": 10,

"startlndex":1,

"Resources": [

{

"schemas":["urn:ietf:parans: scimschemas: event: 2. 0: Event Streani'],
"id":"767aad7853d240debc8e3c962051c1c0",
"f eedNanme": " O DCLogout Feed",
"eventUris req":|

"http://schenas. openi d. net/ event/ backchannel -1 ogout "
1,
"eventUris":|

"http://schemas. openi d. net/ event/ backchannel -1 ogout "
1,
"eventUris avail":[

"http://schenas. openi d. net/ event/ backchannel -1 ogout "
1,
"met hodUri":"urn:ietf:parans: set: net hod: HTTP: webCal | back",
"deliveryUri":"https://notify.exanpl erp. com Events",
"aud":"https://sets. nyexanpl erp. cont,
"status":"fail",
"txErr":"connection",
"txErrDesc":"TCP connect error to notify.exanplerp.com",
"maxDel i veryTi ne": 3600,
"m nDel i veryl nterval ": 0,
"description":"Logout events from oi dc. exanpl e. cont',
"meta": {

SCIM neta attributes ...
H

Figure 4: Exanpl e Event Stream List/Query Response Form
2.3. Event Stream State Mdel

The Event Stream configuration attribute "status" reports the current
state of an Event Streamw th regards to whether the streamis
operational or is in a suspended or failed state. Additionally, the
"status" attribute can be used to pause or stop streans using the
stream configuration update functions described in Section 3.
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The following is the state nmachine representati on of a Event Stream
on a Event Transmitter. Note that a Event Stream cannot be made
active until a verification process has been conpleted. As such, a
newly created Event Stream begins with state "on".

+
Create
+------- - + +------ l/ ————— + +------- - +
+-Restart-> +- - Suspend- > [
| fail | | on | | paused |
| <--FError--+ <- - Resune- - + |
IR + LT S Noo L

I I
Di sabl e Enabl e |

HoVeooooa- PR |
| of f <--Linited----- +
[ T +

Figure 5: Event Stream States at Event Transmitter

In Figure 5, the follow ng actions inpact the operational state of an
Event Stream "status" values are shown in the boxes, and change
based on the foll owi ng actions:

Create
A Event Receiver or an adm nistrator creates a new Event Stream as
described in Section 3.1. The initial state is "on".

Error
An Event Transmitter that has not been able to deliver a SET over
one or nore retries which has reached a limt of attenpts
("maxRetries") or tine ("maxDeliveryTinme") MAY set the Event
Stream state to "fail". Wat streamstatus is set to "failed",
the Event Transmitter is indicating that SETs are being | ost and
may not be recoverabl e.

Limted
A paused Event Stream has reached the transmtters ability to

retain SETs for delivery. The Event Transmitter changes the state
to "of f" indicating SET loss is potentially occurring.

Restart
An admi ni strator having corrected the failed delivery condition
nodi fies the Event Stream state to "on" (e.g. see Section 3.2).

Suspend and Resune
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An Event Stream MAY be suspended and resunmed by updating the Event
Stream state to "paused" or "on". For exanple, see see

Section 3.2. \While suspended, the Event Transmitter retains
undel i vered SETs for a period of time and resources specified by
the Event Transmitter (see "Limted").

Enabl e and Di sabl e
A Event Stream MAY be di sabl ed and enabl ed by updating the Event
Stream "state"” to "off" or "on". For exanple, see see
Section 3.2. Wiile the Event Streamis disabled, all SETs that
occur at the Event Transnitter are |ost.

3. Stream Managenent and Provi si oni ng

This section describes optional Stream managenent provisioning
features that allow receivers or provisioning systens to create
streans and update configuration to performactions such as rotation
and operational state (e.g. suspend, stop, or resune) nahagenent.

The operations specified in this section are based on [ RFC7644].

SCI M schema decl arations for the "Event Streant resources are defined
in Appendi x A. HTTP Protocol usage and processing rules are provided
by [ RFC7644].

3.1. Creating An Event Stream

To define an Event Stream the Event Receiver or its adm nistrator
(known as the client) first obtains an authorization credenti al
allowing the ability to define a new Stream Note: the process for
registering to obtain credentials and pernission to register is out-
of -scope of this specification

Upon obt ai ni ng authorization, the client issues an HITP POST request
as defined in Section 3.3 [RFC7644]. To conplete the request, the
adm nistrative entity provides the required Stream configuration
attributes as specified in Section 2.1, the delivery nethod
[I-D.ietf-secevent-delivery] and any additional configuration
specified by the SET Event Specifications that are being used.

The client MAY di scover the Event Transnitter’'s Control Plane service
for the schema requirenents for "EventStreant resource type and any
ot her extensions using SCI M schenma di scovery in Section 4 [ RFC7644].

The process to create an Event Streamis as foll ows:

1. The client initiates an HTTP POST to the Control Pl ane endpoi nt
and provides a JSON docunent defining an Event Stream whi ch
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contains information about the Event Receivers endpoints,
settings, and keys.

2. Upon validating the request, the Event Transmitters control plane
provi sions the stream and updates the Event Stream configuration
with the corresponding Event Transmitter information.

3. The Control Plane responds to the request fromstep 1 and returns
the final representation of the Event Stream configuration al ong
with a pointer to the created Event Streamresource that the
client MAY use to nonitor status and update configuration.

4. Upon receiving the response, the client conpletes the client side
configuration and provisioning based upon the returned
Event St ream confi gurati on.

In the followi ng non-normative exanple, a request to create a new
"Event Stream' is submtted.

POST / Event Streans

Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci m+json
Aut hori zation: Bearer h480djs93hd8

{
"schemas":["urn:ietf:parans: scimschemas: event: 2. 0: Event Streant],
"f eedNanme": " O DCLogout Feed",
"eventUris req":|
"http://schenas. openi d. net/ event/ backchannel -1 ogout "
1,
"met hodUri ":"urn:ietf:parans: set: net hod: HTTP: webCal | back",
"deliveryUri":"https://notify.exanpl erp. com Events",
"aud":"https://sets. nyexanpl erp. cont',
"maxDel i veryTi ne": 3600,
"m nDel i veryl nterval ": 0,
"description":"Logout events from oi dc. exanpl e. cont
}

Figure 6: Exanple Create Event Stream Request
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In follow ng non-nornmati ve response, the Control Plane provider has
automatically assigned an HTTP addressabl e | ocation for the

Event Stream resource as well as an "id". Additionally, the Control
Pl ane response bel ow i ncludes additional configuration data for "iss"
and "iss_jwksUri".

HTTP/ 1.1 201 Created
Cont ent - Type: application/sci mtjson
Locati on:
htt ps://exanpl e. conlf v2/ Event Streans/ 767aad7853d240debc8e3c962051c1c0

"schemas":["urn:ietf:parans: scimschemas: event: 2. 0: Event Streani'],
"id":"767aad7853d240debc8e3c962051c1c0",
"f eedNanme": " O DCLogout Feed",
"eventUris req":|
"http://schenas. openi d. net/ event/ backchannel -1 ogout "
]

" ventUris":[
"http://schemas. openi d. net/ event/backchannel -1 ogout "
]

" ventUris_avail": [
"http://schenas. openi d. net/ event/ backchannel -1 ogout "

1,
"met hodUri":"urn:ietf:parans: set: net hod: HTTP: webCal | back",
"deliveryUri":"https://notify.exanpl erp. com Events",
"aud":"https://sets. nyexanpl erp. cont,
"status":"on",
"maxDel i veryTi ne": 3600,
"m nDel i veryl nterval ": 0,
"iss":"oidc. exanpl e. cont
"iss_jwksUri":"https://exanpl e.conl keys/ oi dc- exanpl e-com j wks"
"description":"Logout events from oi dc. exanpl e. cont',
"meta": {

SCiMneta attributes ...
}

}
Figure 7: Exanpl e Response to Create Event Stream Request
3.2. Updating An Event Stream

Two HTTP net hods are avail able to update an Event Stream
confi guration.

The HTTP PUT operation accepts a JSON Docunent representing an
exi sting EventStream configuration and replaces it.
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An optional HTTP PATCH operation uses a JSON Patch [ RFC6902] style
request format to allow mani pul ati on of specific Event Stream
configuration such as (but not limted to) "status", and
"subj ect s".

3.2.1. Update using HTTP PUT

The HTTP PUT nethod allows a client having previously received the
Event Stream JSON docunent to nodify the docunent and repl ace the
Control Plane provider’s copy. |In using this nethod, the client is
not required to renove data nornally asserted or defined by the Event
Stream Control Plane provider (e.g. attributes that are read only).
The processing rules of [ RFC7/644] enable the client to "put back"
what was previously received allowi ng the Control Plane provider to
figure out what attributes need updating and which attributes are

i gnored. For exanple, while "id" is immutable, the Control Plane
provider will sinply ignore attenpts to replace its value. Wen
processing is conplete the final accepted state is represented in the
HTTP Response
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In the foll owing non-normative exanple, a request to replace the

exi sting EventStream "EventStream is subnmitted. |In this exanple,
the change shown is the status is now set to "off". Note that the
client does not have to renove read-only attributes such as
"eventUris" and "eventUris avail" as these values are ignored as per
Section 3.5.1 [ RFC7644] .

PUT / Event Streans/ 767aad7853d240debc8e3¢c962051c1c0
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci m+json

Aut hori zation: Bearer h480djs93hd8

{
"schemas":["urn:ietf:parans: scimschenmas: event: 2. 0: Event Streant],
"id":"767aad7853d240debc8e3¢c962051c1lcO"

"f eedName": " O DCLogout Feed",
"eventUis_req":[
"http://schemas. openi d. net/ event/ backchannel -1 ogout "
1,
"eventUris":[
"http://schemas. openi d. net/ event / backchannel -1 ogout "
1,
"eventUris avail":[
"http://schemas. openi d. net/ event/ backchannel -1 ogout "
1,
"met hodUri ":"urn:ietf:parans: set: nmet hod: HTTP: webCal | back"
"deliveryUri":"https://notify.exanpl erp. com Events",
"aud":"https://sets. nyexanpl erp. cont,
"status":"of f",
"maxDel i veryTi ne": 3600,
"m nDeliverylnterval ": 0
"iss":"oidc. exanpl e. cont
"iss_jwksUri":"https://exanpl e.conl keys/ oi dc- exanpl e-com j wks"
"description":"Logout events from oi dc. exanpl e. cont',
"meta": {
SCIM neta attributes ..
}
}

Fi gure 8: Exanpl e Replace Event Stream Request
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In followi ng non-normati ve response, the Control Plane provider
responds with the processed final state of the subnmitted Event Stream

HTTP/ 1.1 200 OK

Cont ent - Type: application/sci m+json

Locati on:

https://exanpl e. com v2/ Event Streans/ 767aad7853d240debc8e3c962051c1cO

"schemas":["urn:ietf:parans:scimschenmas: event: 2. 0: Event Streani'],

"id":"767aad7853d240debc8e3c962051c1cO"

"f eedNanme": " O DCLogout Feed",

"eventUis_req":[
"http://schemas. openi d. net/ event/ backchannel -1 ogout "

1,

"eventUris": [

"http://schenas. openi d. net/ event/ backchannel -1 ogout "

]

ventUris_avail":[
"http://schemas. openi d. net/ event/backchannel -1 ogout "
1,
"met hodUri":"urn:ietf:parans: set: nethod: HTTP: webCal | back",
"deliveryUri":"https://notify.exanpl erp. com Events",
"aud":"https://sets. nmyexanpl erp. cont',
"status":"of f",
"maxDel i veryTi ne": 3600,
"m nDel i veryl nterval ": 0,
"iss":"oidc. exanpl e. cont
"iss_jwksUri":"https://exanpl e.conl keys/ oi dc- exanpl e-com j wks"
"description":"Logout events from oidc. exanpl e. cont',
"meta": {

SCIM neta attributes ..
}

}
Fi gure 9: Exanpl e Response to PUT Event Stream Request
3.2.2. Update using HTTP PATCH

Periodi cally, Event Receiver parties MAY have need to update an
Event Stream configuration for the purpose of:

0 Rotating access credentials or keys
0o Updating endpoint configuration

o Maki ng operational changes such as pausing, resetting, or
di sabling an Event Stream
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o0 Oher operations (e.g. such as adding or renopving subjects) as
defined by profiling Event specifications.

As docunented in Section 3.5.2 [ RFC7644], one or nore PATCH
operations (which are based on [RFC6902]) can be nade agai nst a
singl e Event Streamresource. The update is expressed as a JSON
docunment. The JSON docunent contains an attribute "Qperations” which
contains an array of JSON objects each of which each have the
followi ng attributes:

op
A JSON attribute whose value is one of "add", "renove", or
"repl ace".

pat h
A JSON attribute whose value is a docunent attribute path (see
Section 3.5.2 [RFC7644]) describing the attribute or sub-attribute
or value to be updated in the case of nulti-val ued conpl ex
attributes such as "subjects".

val ue
The value to be assigned to the JSON docunent attribute defined in
"pat h".

In the followi ng non-normative exanple, the client requests that the
"status" configuration attribute be changed to "paused" for the
Event Stream whose path is identified by the request URl path.

PATCH / Event St r eans/ 767aad7853d240debc8e3¢c962051c1c0
Host: exanpl e. com

Accept: application/sci mtjson

Cont ent - Type: application/sci mtjson

Aut hori zation: Bearer h480djs93hd8

"schenmas":
["urn:ietf:parans: sci mapi:nmessages: 2. 0: PatchQp"],
"Operations": [{
"op":"repl ace",
"pat h":"status",
"val ue": "paused"
H
}

Fi gure 10: Exanpl e Event Stream PATCH Request
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In the above figure, upon receiving the request, the Event
Transmitter would stop sending Events to the Receiver based on the
requested val ue of "status" being set to "paused”

In the followi ng non-normative exanple, the client requests the
addition and renmpoval of two subjects froman existing EventStream
This operation is discussed further in Section 4. 2.

PATCH / Event St r eans/ 767aad7853d240debc8e3c962051c1c0
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci m+json

Aut hori zati on: Bearer h480dj s93hd8

{

"schemas":
["urn:ietf:parans:scimapi:nessages: 2. 0: PatchQp"],
"Operations": [{
"op":"add",
"pat h":"subjects",
"val ue":{
"type":"EMAIL",
"val ue":"al i ce@xanpl e. conf
}
1
{ n n n
op":renove
"pat h":"subj ects[val ue eq \"bob@xanpl e. com "]
H

Figure 11: Exanpl e Changi ng the Menbers of Event Stream

In the above request, the second operation, the renpve operation

uses a "path" attribute to specify a matching filter the correct
array el enent of "subjects" by matching the appropriate sub-
attributes which are denoted by square brackets (see Figure 1 and 2

[ RFC7644] for other exanples and ABNF for filters). |In this case the
composite filter of the "subjects"” sub-attributes "type" and "val ue"
are used to renove the correct JSON array el ement. Upon receiving
the request, the Event Stream subjects attribute woul d be updated to
refl ect the changes.

4. Model s for Managi ng Stream Subjects
The extensibility of SCI M enabl es many ways to nodel subjects that

are part of an Event Stream This section explores a few
alternatives that profiling specifications could use to nanage the
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contents of an Event Stream These exanpl es include managi ng
subj ect s:

0 As an attribute of an Event Stream configuration (see
Section 4.2);

0 As a nmenber of SCIM Group (see Section 4.3); and,
0 As a specific Subject resource (see Section 4.4).
4.1. General Considerations for Managi ng Subjects

As a privacy and scal ability consideration, profiling specifications
SHOULD consi der that nost depl oynents SHOULD not allow the subjects
that are part of an Event Streamto be enunerated in a single
request. For exanple, in Section 4.2, the Event Stream configuration
attribute "subjects" is typically not returned when querying Event
Stream configurations (see Section 2.2). This is because the numnber
of values may be too large (e.g. great than 100k values or even in
the billions or nore). Further, depending on the Security Event
types bei ng exchanged, Event Receivers MAY confirmthat a subject is
part of a streamfor privacy reasons

The ability to return attributes such as "subjects" is indicated by
Control Plane service providers in schenma di scovery (see Section 4

[ RFC7644]) as the schema attribute "returned". For "subjects" this
attribute SHOULD be set to "request” or "never". In "request"” node,
the client nust specifically request the attribute "subjects" to have
it enunerated. |If the nbde is never , the attribute SHALL NOT be
returned to clients. In all cases however, a client MAY execute a
query to verify the presence of a subject:

4.2. Subjects as Part of Stream Configuration

In this section, exanples are given using the "subjects" attribute of
Event Stream configuration described in Section 2.1

The follow ng sections assune subject menbership within streans is
defined by the "subjects” attribute of the Event Stream
configuration. As defined, subjects can support a nunber of val ue
types including: ODC Connect Subjects, SCIM Users and G oups, e-nail
and tel ephone nunber identifiers, and URI referencable entities.

4.2.1. Checki ng Subject Menbership
Checki ng subj ect nenbership is a matter of performng a query using a

filter to achieve a match based on a val ue of the "subjects"
attribute.
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4.2.1.1. Enmail Based Subjects

In this section, values have been added to the "subjects"” attribute
that are emai|l addresses which clients to the Control Plane woul d
like to verify are present or not. The "subjects" attribute has sub-
attribute "type" set to "EMAIL" and the sub-attribute "val ue"
contains an enmil address.

In the foll owi ng non-normative exanple, a client queries the Control
Plane to see if "alice@xanple.com' is part of any defined stream
configuration. |In the request, only the attribute "id" of the Event
Streamis requested as the client does not need to see the rest of
the Event Stream attributes. Note, for readability, the URL is not
encoded.

GET /Event Streans?filter=(subjects.value eq "alice@xanpl e. cont')
&attributes=id

Host: exanpl e.com

Accept: application/sci mtjson

Aut hori zation: Bearer h480djs93hd8

Figure 12: Determning if an EMail Subject is in an Event Stream

In this non-normative exanpl e response, the subject is confirmed as

not part of any Event Streans associated with the requester. In this
case an enpty list is returned with no values and "total Results" is
e

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+json

"schemas":["urn:ietf:parans: scimapi:nmessages: 2. 0: Li st Response"],
"total Results": 0,
"Resources": []

}
Fi gure 13: Exanpl e Response Wth No Subject Match
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In the response below, a match for subject "alice@xanple.conl is
found and the "id" of the Event Stream configuration that contains
the subject is returned is "767aad7853d240debc8e3c962051c1c0".

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+json

{
"schemas":["urn:ietf:parans: scimapi:nmessages: 2. 0: Li st Response"],
"total Results": 1,
"Resources": [
"id":"767aad7853d240debc8e3c962051c1lc0",
...other nmeta attributes...
}
]
}

Fi gure 14: Exanple Response Wth Single Mtch
4.2.1.2. O DC Based Subjects

In this section, values in the "subjects" attribute are O DC users
which clients would like to verify are present. The attribute

"subj ects" has the sub-attribute "type" set to "ODC' and the sub-
attribute "value" contains an O DC "sub" value and the "iss" sub-
attribute contains the corresponding O DC Provider "iss" value. For
this exanple, the ODC "iss" is "op.exanple.cont and the "sub" is
"123456".

In the followi ng non-normative exanple, a client queries the Control
Plane to see if the above O DC user is part of any defined stream
configuration. 1In the request, only the attribute "id" is requested.
Note, for readability, the URL is not encoded.

GET /Event Streans?filter=(subjects[value eq "123456" and
i ss eq "op.exanple.com])&attributes=id

Host: exanpl e. com

Accept: application/sci mtjson

Aut hori zation: Bearer h480djs93hd8

Figure 15: Determining if an O DC Subject is in an Event Stream

In the above request note that "iss" and "value" are enclosed within
square brackets. This is done, per Figure 1 [RFC7644] to ensure the
mat ching condition within "[" and "]" is matched agai nst the sane
JSON array record. |If the filter was expressed as "(subjects.val ue
eq "123456" and subjects.iss eq "op.exanple.coni)" Then an i nproper
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mat ch may occur because a conposite val ue of "subjects" may have
"123456" whil e another has "op. exanpl e. cont'.

For exanples of responses to Figure 15, see Figure 13 and Figure 14
4.2.2. Adding and Renoving Subjects to a Stream

Addi ng and renoving subjects to an Event Streamis performed using
the HTTP PATCH net hod described in Section 3.2.2. The follow ng
provi des exanpl es of adding and renovi ng subjects based on EMAIL and
O DC subects.

In the following non-normative exanple, the client requests the
addition of a subject identified by an EMAIL address to an existing
Event Stream The conposite value of subjects has the sub-attributes
"type" and "val ue" which are assigned.

PATCH / Event St r eans/ 767aad7853d240debc8e3¢c962051c1c0
Host: exanpl e. com

Accept: application/sci mtjson

Cont ent - Type: application/sci mtjson

Aut hori zation: Bearer h480djs93hd8

"schenas":
["urn:ietf:parans: sci mapi:nmessages: 2. 0: PatchOp"],
"Operations”: [{
"op":"add",
"pat h": "subj ects",
"val ue":{
"type":"EMAIL",
"val ue":"al i ce@xanpl e. cont
}
H
}

Fi gure 16: Adding an EMAIL Subject to a Stream
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In the following non-normative exanple, the client requests the
addition of an O DC subject to an existing EventStream The
conmposite value of "subjects" has the sub-attributes "type"
and "val ue" which are assigned.

i ss",

PATCH / Event St r eans/ 767aad7853d240debc8e3¢c962051c1c0
Host: exanpl e. com

Accept: application/sci mtjson

Cont ent - Type: application/sci mtjson

Aut hori zation: Bearer h480djs93hd8

{
"schemas":
["urn:ietf:parans: sci mapi:messages: 2. 0: Pat chOp"],
"Operations”: [{
"op":"add",
"pat h": "subj ects",
"val ue": {
"type":" QA DC',
"val ue":"123456",
"iss":"op. exanpl e. cont
}
}H
}

Figure 17: Adding an O DC Provider Subject to a Stream

In the followi ng non-normative exanple, the client requests the
renoval of a subject selected by using a filter against the
"subj ects" attribute.

PATCH / Event Streans/ 767aad7853d240debc8e3¢c962051c1c0
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci m+json

Aut hori zation: Bearer h480djs93hd8

"schenas":
["urn:ietf:parans:scimapi:nessages: 2. 0: PatchQp"],
"Operations": [{
"op":"renove",
"pat h":"subj ects[val ue eq \"123456\" and iss eq \"op.exanple.com"]",
H
}

Fi gure 18: Renobving an O DC Connect Subject froma Stream
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4.3. Subjects as Menbers of a Goup

SCl M defines a resource type called a "G oup"” which can be used as a
contai ner to nanage one or nore objects in a collection (See

Section 4.2 of [RFC7643]). G oups work in sinmlar fashion to the
operations described in Section 4.2 except instead of operations
agai nst the '"subjects", the "nenbers" attribute is used. Typically
the value of the menbers attribute is the "id" of a local User or

G oup.

In order to use this nethod, the Stream configuration indicates the
SCI M Group being used by adding Group as a nmenber of the "subjects"
attribute of the Stream configuration and indicating a "type" of

"G oup".

The following is an exanple Streamconfiguration that has a G oup as
a menber of the subjects. In the exanple below, "el8c2dfb5d588" is
the identifier of a SCIM G oup containing a list of menber resources.

{

"schemas":["urn:ietf:parans: scimschemas: event: 2. 0: Event Streant],
"id":"767aad7853d240debc8e3c962051c1lc0",
"f eedNanme": " O DCLogout Feed",
"eventUris":|
"http://schemas. openi d. net/ event/ backchannel -1 ogout "
]

"met hodUri ":"urn:ietf:parans: set: net hod: HTTP: webCal | back",
"deliveryUri":"https://notify.exanpl erp. com Events",
"aud":"https://sets. nyexanpl erp. cont,

"status":"of f",

"maxDel i veryTi ne": 3600,

"m nDel i veryl nterval ": 0,

"iss":"oidc. exanpl e. cont

"subj ects": |

"type":" G oup”
"val ue": "el8c2df b5d588"
}

]
"iss_jwksUri":"https://exanpl e.conl keys/ oi dc- exanpl e-com j wks"
"description":"Logout events from oi dc. exanpl e. cont',
"meta": {
SCIM neta attributes ...
}

}
Figure 19: Event Stream Configured to Use SCI M G oup

Hunt Expires May 2, 2018 [ Page 27]



Internet-Draft draft-hunt-secevent - strean ngnt Cct ober 2017

4.3.1. Checking Menbership

In this section, values have been added to the "nmenbers" attribute
are "id" values of known SCIMresources. These values can be queried
against the Goup to see if the "id" is a nmenber.

If the requester does not know the "id" of the resource for which
they would like to check menbership, a query can be perforned as
described in Section 3.4 [RFC7644].

In the followi ng non-normative exanple, a client queries the Control
Plane to see if a User with "id" value of "413861904646" is a part of
any G oup.

GET /G oups?filter=nmenbers.value eq "413861904646"
&attributes=id

Host: sci m exanpl e.com

Accept: application/sci mtjson

Aut hori zation: Bearer h480djs93hd8

Figure 20: Determining if a SCIM Resource is in a Event Stream
Exanpl e

In this non-normative response, the "id" is confirmed as not part of
the Group queried by the requester. In this case an enpty list is
returned with no values and "total Results” is "0".

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+json

{
"schemas":["urn:ietf:parans: sci mapi: messages: 2. 0: Li st Response"],
"total Results": 0,
"Resources": []

}

Fi gure 21: Exanple Response Wth No Match
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In the response below, a match for resource with an "id" val ue of
"413861904646" is found and the "id" of any matched G oups that
contain the "id" is returned. 1In this case a "G oup” with an "id"
val ue of _el8c2df b5d588_ is returned.

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+json

"schemas":["urn:ietf:parans:scimapi:nmessages: 2. 0: Li st Response"],
"total Results": 1,
"Resources": [

{
"id":"el8c2df b5d588",

}
]
}

Fi gure 22: Exanple Response Wth Single Mtch
4.3.2. Adding and Renoving SCIM Users to a Group
Addi ng and renoving Users to an Event Stream Group is perforned using

the HTTP PATCH net hod described in Section 3.2.2. The follow ng
provi des exanpl es of adding and renoving "Users" to a "G oup"
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In the following non-normative exanple, the client requests the
addition of a User identified by an "id" to an existing "G oup" which
is used by an Event Streamto denote nember subjects.

PATCH / Gr oups/ e18c2df b5d588

Host: exanpl e. com

Accept: application/sci mtjson
Cont ent - Type: application/sci mtjson
Aut hori zation: Bearer h480djs93hd8

"schemas":
["urn:ietf:parans: sci mapi:nmessages: 2. 0: PatchQp"],
"Operations": [{
"op":"add",
"pat h": " nmenbers",
"val ue":{
"type":"User",
"val ue":"8cl16-01f 8el146b87a"
}
}H
}

Fi gure 23: Exanple Adding a User to a Group

In the foll owing non-normative exanple, the client requests the
renoval of a User identified by "id" with value "8cl16-01f 8el46b87a"
The itemto be renpved is selected by using a filter against the
"menmbers" attribute.

PATCH / G oups/ e18c2df b5d588

Host: exanpl e. com

Accept: application/sci mtjson
Cont ent - Type: application/sci m+json
Aut hori zation: Bearer h480djs93hd8

{
"schemas":
["urn:ietf:parans: sci mapi:nmessages: 2. 0: Pat chOp"],
"Operations": [{
"op":"renove",
"pat h": "menbers. val ue eq \"8cl16-01f 8el46b87a\"",
H
}

Fi gure 24: Exanple Renoving a User froma G oup
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4.4. Subjects as a Resource (aka POST Profile)

This section denonstrates how to nodel subject participation in an
Event Stream by treating subjects as a resource (a "Subject"). In
this nodel, a subject is added, renoved, and queried froman Event
Stream by t hrough HTTP POST, DELETE, and GET net hods.

In this nodel, a new SCl Mresource type is defined that describes the
"Subj ect"” resource and its associ ated schena.

The following is a non-normative exanpl e of a Resource Type
definition that is configured in a SCIM service provider. The
Resource Type defines the "Subjects" endpoint as well as a URl for
the schema definition. The Resource Type configuration can be

di scovered by querying the SCI M service provider’s "/ResourceTypes”
endpoi nt (see Section 4 [ RFC7644]).

{
"schemas": ["urn:ietf:paranms:sci mschenas: core:2.0: ResourceType"],
"id": "Subject",
"name": "Subject",
"endpoi nt": "/ Subjects",
"description": "Endpoint nmanagi ng SECEVENT Subjects.",
"schema": "urn:ietf:paranms:sci mschemas: event: 2. 0: Subj ect”,
"schemaExt ensi ons": []

Fi gure 25: Exanple Resource Type Definition for Subjects
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The following is an exanple schema definition for a Subject resource.
This configuration can be retrieved fromthe SCI M Service Provider
usi ng the "/ Schemas" endpoint (see Section 4 [RFC7644]).

{

"id" : "urn:ietf:parans:scimschenmas: event: 2. 0: Subj ect",
"name" : "Subject",
"description" : "Subject stream configuration”,
"attributes" : [
{
"name" : "email",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "The email of the subject being added to Event
Streans. The val ue SHOULD be specfied according to [ RFC5321]."
"required" : true
"caseEkxact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
H
{
"name" : "displayNanme",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "A sinple representation of a Subject’s name
that can be used for display purposes.”
"required" : false
"caseEkxact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
H
{
"name" : "stream d",
"type" : "string",
"mul ti Val ued" : fase,
"description" : "An Event Stream a Subject is part
of as identified by EventStreami d"
"required" : false
"mutability" : "readWite",
"returned" : "default"
}

Fi gure 26: Exanple Schema for Subject Resources
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4.4.1. Adding A Subject to a Stream

To add a Subject to a Stream an HITP POST is used to create a new
Subj ect resource which contains attributes identifying the subject
and the associated Event Stream "id".

The followi ng non-normati ve exanpl e denonstrates addi ng a subject
identified by "exanpl e. user @xanpl e. com’ to an "Event Streant
identified by "id" with value "767aad7853d240debc8e3c962051c1c0".

PCST / Subj ects/ HITP/ 1.1
Host: transmitter.exanple.com
Aut hori zation: Bearer eyJOb2tl bil 6l mfivAYWLwbGUi f Qo=

"schemas":["urn:ietf:parans: sci mschemas: event: 2. 0: Subj ect"],
"emai |l ": "exanpl e. user @xanpl e. cont',

"stream ds": "767aad7853d240debc8e3c962051c1c0",
"schemas":["urn:ietf:paranms: sci mschenas: event: 2. 0: Subj ect"]

}
Figure 27: Adding a Subject to a Stream Usi ng POST

In response the server indicates the record is created and returns a
permanent URI of the entry. This URI can later be used to renove the
subject fromthe identified EventStream

HTTP/ 1.1 201 Created
Cont ent - Type: application/sci m+json
Locati on:
htt ps://exanpl e. conl v2/ Subj ect s/ €3¢962051c1cO

{
"schemas":["urn:ietf:parans: sci mschemas: event: 2. 0: Subj ect"],
"id": "e3c962051clc0",
"emai |l ": "exanpl e. user @xanpl e. cont',
"stream ds": "767aad7853d240debc8e3c962051c1c0",
"meta": {
...SCIM neta data. ..
}
}

Fi gure 28: Response to Adding a Subject to a Stream Usi ng POST
Shoul d the record be a duplicate Subject, the Control Plane

i mpl ement ati on MAY choose to return the original resource
registration and |l ocation with HITP Status 200 (OK).
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4.4.2. Querying for Subject in Event Streans

To query Subjects, SCIMfilters can be used to return matching
resources as per Section 3.4.2 [ RFC7643]

Assuming the "id" of the EventStreamis known, a query can be nade
against that identifier and the subjects identifier - in this case,
an emai |l address.

GET / Subj ects?filter=(stream d eq "e3c962051c1c0" and
emai | eq "exanpl e. user @xanpl e. cont')

Figure 29: Querying if a Subject is in an EventStream

If a match to the request in Figure 29 is nade, the following is a
non- normative exanpl e response showi ng the matched Subject resource.

HTTP/ 1.1 200 K
Cont ent - Type: application/sci m+json

{
"schemas":["urn:ietf:parans:scimapi:nmessages: 2. 0: Li st Response"],
"total Results": 1,
"Resources": [
{
"id":"e3c962051clc0",
"email": "exanpl e. user @xanpl e. cont
"stream ds": "e3c962051clc0",
"schemas":["urn:ietf:parans:sci mschenmas: event: 2. 0: Subj ect"],
...additional neta data...
}
]
}

Fi gure 30: Response to Query

To see if an emai|l address is present in nultiple EventStreans, the
foll owi ng query MAY be used.

GET / Subj ects?filter=(email eq "exanple.user @xanpl e. cont')
Figure 31:. Querying All Event Streams for Subject
Assum ng only one match is found, than a response simlar to
Figure 30 is returned. |If not matches occur, a response is returned

with "total Results" equal to 0. |If nore than one match is returned,
the additional nmatches are returned in the "Resources" array.
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4.4.3. Renoving a Subject froman Event Stream

Assum ng the "id" of the Subject resource is known, HTTP DELETE MAY
be used. If it is not known, the "id" MAY be queried as per
Section 4.4.2.

To renmove a Subject resource performan HTTP DELETE using the
resource’s URI (see Section 3.6 [RFC7644]).

DELETE / Subj ect s/ e3c962051c1cO
Fi gure 32: Renobving a Subject froman Event Stream
5. EBvent Stream Verification

In the verify process, the Event Receiver organization initiates a
request to the Event Transnmitter to verify the Streamis working
correctly. This can be used to both test for configuration errors
(e.g. incorrect keys for signing and/or encryption, endpoints) and to
verify operational state by using a Verify Event as an occasi ona
"ping test.

To initiate a Verify Event, the Event Receiver organization using the
Control Plane to set a nonce value for the Stream Configuration
attribute "verifyConfirm. Once set, the Event Transmitter SHALL
issue a Verify SET the includes the client specified nonce val ue.

In the followi ng non-normative exanple, the client requests a Verify
Event by setting the attribute "verifyNonce" as part of the Event
Stream configuration.

PATCH / Event Streans/ 767aad7853d240debc8e3¢c962051c1c0
Host: exanpl e. com

Accept: application/sci mtj son

Cont ent - Type: application/sci m+json

Aut hori zation: Bearer h480djs93hd8

"schenas":
["urn:ietf:parans:scimapi:nessages: 2. 0: PatchQp"],
"Operations": [{
"op":"replace",
"path":"verifyNonce",
"val ue": " VGhpcyBpcyBhbi "
}H
}

Fi gure 33: Requesting a Verify using PATCH
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Upon the changi ng of the Event Stream configuration attribute
"verifyNonce", the Event Transmitter sends a Verify Event SET to the
Event Receiver using the registered "nethodUri" mechani sm

The Verify SET contains the follow ng attributes:

events
Set with an event attribute of
"urn:ietf:parans: secevent:verification” and contains the sub-
attribute "nonce" which contains the value of "verifyNonce"

i ss
Set to the URI defined in the Event Stream configuration.

aud
MJUST be set to a value that matches the Event Stream "aud" val ue
agreed to.

If the Event Streamis configured to encrypt SETs for the Event

Recei ver, then the SET MIUST be encrypted with the provi ded key.
Successful parsing of the message confirnms that provides confirmation
of correct configuration and possessi on of keys.

The following is a non-normative JSON representation of a Verify

Event issued to an Event Receiver. |Included in the SET is an exanple
nonce val ue "VGhpcyBpcyBhbi "
{

"jti": "123456",

"iss": "https://transmtter.exanple.cont,

"aud": "receiver.exanpl e.cont,

"iat": "1493856000"

"events": [

"urn:ietf:parans: secevent:verification" : {

"nonce": "VGhpcyBpcyBhbi"
}1
]1
}

Fi gure 34: Exanple Verification SET

The above SET is encoded as a JW and transmtted to the Event
Recei ver using the configured delivery nethod.

Upon receiving a verify SET, the Event Receiver SHALL parse the SET
and verify its clains. |In particular, the Event Receiver SHALL
confirmthat the values for "nonce" match the val ue assigned to
"verifyNonce" in the Event Stream Configuration via the Contro
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Plane. |If the values do not match, administrative action should be
taken to address the m s-configuration. Simlarly if the SET is not
received or is unparseable, the Event Receiver organi zation can check
Event Stream configuration and check for errors by review ng the
Stream configuration attributes "status" and "txErr".

6. Privacy Considerations

See Section 7.5 [RFC7644] for protocol specific privacy
consi derati ons.

The Privacy Considerations of SET Token Specification
[I-D.ietf-secevent-token] and the SET Token Delivery specification
[I-D.ietf-secevent-delivery] SHALL apply.

6.1. Subject Managenent

The exact set of subject entities upon which SETs can be issued
SHOULD NOT be made available to any single party. This is because a
subject’s relationship with an Event Transmitter MAY change over time
and may not be known to the Event Receiver. A design consideration
is that an Event Receiver MJST al ready know personal identifiers

bef ore asking an Event Transmitter if there is an existing
relationship by asking if that personal identifier is part of a
stream Accordingly the "subjects" attribute of an Event Stream can
not nornmally be returned. Instead, a Control Plane provider NMAY
confirma subject is part of a stream See Section 4.1 and

Section 4.2.1.

When receiving a request froma Control Plane client to add a

subj ect, the provider SHOULD consider if the subject is appropriate
to the purpose of the Event Stream being nmanaged. For exanple, for
an Openl D Connect Provider, was consent obtained to share security
data with the Relying Party. Such authorization may have been
previously authorized by a user via the Qpenl D consent process.
Havi ng obt ai ned consent, the Control Plane provider SHOULD consi der
if the SET Events being requested to be streamed are appropriate.

7. Security Considerations

This specification depends on the Security Considerations of
[ RFC7644] .

7.1. Milti-Party Access to Streans
| mpl enent ati ons SHOULD support access rol es which enable different

types of access to Event Streans via the Control Plane service. A
nm ni mal suggested set of roles includes:
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Monitor For clients to retrieve Event Stream configuration and
obtain current status. Access is limted to read-only operations.

Control Adds the ability to nodify the "status" attribute to contro
the operational state of the Event Streamin addition to the
rights granted by "Monitor".

Manage Provides the ability to list, create and nanage Event Streans
i ncl udi ng updating and verifying subjects.

Typically these roles are rights or scopes associated with the
security credential presented in the HTTP Authorizati on header of
requests (see Section 7 [RFC7644]). The nethod by which these roles
are inplenented is out of scope of this specification

8. | ANA Consi derations
8.1. Registration of Verify Event UR

I ANA is requested to add an entry to the ' I ETF URN Sub- nanespace for
Regi stered Protocol Paranmeter ldentifiers’ registry and create a sub-
nanespace for the Registered Paraneter ldentifier as per [RFC3553]:
"urn:ietf:parans: secevent:verification"

The identifier is used to indicate a Verify Event as defined in
Section 5 for use in the "events" attribute defined in
[I-D.ietf-secevent-token].

8.2. SCIM Schema Regi stration
As per the "SCIM Schema URI's for Data Resources" registry established

by Section 10.3 [RFC7643], the follow ng defines and registers the
following SCIM URI's and Resource Types for Feeds and Event Streans.

e e eeeeiaeaacciaaaaaeaaaas I . . +
| Schema URI | Nare | ResourceType | Reference |
T N T T e . +
| urn:ietf:params:scim | SET | EventStream | Section 2.1 |
| schemas: event: 2. 0: | Event | | |
| Event Stream | Stream | [ [
. . . . +

Attributes for SET Event Streans are defined in Section 2.1

SCI M Schema and ResourceType definitions are defined in Appendix A
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Appendi x A. Event Stream Resource Type and Scherma Definitions

The "Event Stream' resource type definition is defined as foll ows:
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{
"schemas": ["urn:ietf:paranms:scimschenas: core: 2.0: ResourceType"],
"id": "EventStreant,
"name": "Event Streant,
"endpoint": "/EventStreans",
"description": "Endpoint and event configuration and status for SEC EVENT stre
ans. ",
"schema": "urn:ietf:params:scimschemas: event: 2. 0: Event Streant,
"schemaExt ensi ons": []
}
Fi gure 35: SCI M Event Stream Resource Type Definition
The resource type above is discoverable in the "/ResourceTypes"
endpoi nt of a SCI M service provider and informs SCIM clients about
the endpoint |ocation of EventStreamresources and the SCI M schena
used to define the resource. The correspondi ng schema for the
Event Stream resource MAY be retrieved fromthe SCIM "/ Schemas"
endpoi nt (see Section 3.2 [RFC7644]).
The attributes for the Event Streamresource type are defined in
Section 2.1.
{
"id" : "urn:ietf:params:scimschemas: event: 2. 0: Event Streant,
"name" : "Event Streant,
"description" : "Event Stream Configuration”,
"attributes" : [
{
"name" : "event Uris",
"type" : "string",
"mul tiVal ued" : true,
"description” : "An array of String value containing a |ogical
uni que URI for Events that nmay be issued in the Streant,
"required" : false,
"caseExact" : fal se,
"mutability" : "readOnly",
"returned" : "default",
"uni queness” : "none"
b
{ .
"name" : "eventUris_req",
"type" : "string",
"mul tiVal ued" : true,
"description” : "An array of String value containing a |ogical
unique URI for Events that an Event Receiver is requesting."”,
"required" : true,
"caseExact" : fal se,
"mutability" : "readWite",
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"returned" : "default",
"uni queness" : "none"
H
{
"name" : "eventUris_avail"
"type" : "string",
"mul ti Val ued" : true,
"description" : "An array of String value containing a |ogica
uni que URI for Events that are supported by the Transmitter"”,
"required" : false
"caseEkxact" : false
"mutability" : "readOnly",
"returned" : "default",
"uni queness" : "none"
H
{
"name" : "nmethodUri"
"type" : "string",
"mul tiVal ued" : false,
"description” : "A String value containing the URI for the
met hod used to deliver SET events. The nethod used indicates
the required configuration paraneters for an
operational Event Stream configuration.",
"required" : true
"casekExact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
b
{
"name" : "deliveryUri"
"type" : "string",
"mul tiVal ued" : false,
"description" : "A String value containing the URI for a
feed endpoint used to pick up or deliver SET events based on
a configured nethod. ",
"required" : true
"caseExact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
1
{ " " " "
name" : "iss
"type" : "string",
“mul ti Val ued" : fal se,
"description" : "The URI for the publisher of the SETs that wll

be issued for the Event Stream",
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"required" : true

"casekxact" : false

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

"nane" : "aud",

"type" : "string",

"mul tiVal ued" : true,

"description" : "An OPTIONAL Array of JSON String val ues which

are URI's representing the audience(s) of the Event Stream
Val ues SHALL be the val ue of SET "aud" claimsent to the Event
Recei ver.",

"required" : true
"caseEkxact" : false
"mutability" : "readWite",
"returned" : "default",

"uni queness" : "none"

"name" : "iss_jwksUri"
"type" : "string",

"mul tiVal ued" : false,
"description" : "An OPTI ONAL

String that contains the URL of the SET issuers public JSON
Web Key Set [RFC7517]. This contains the signing key(s) the
Event Receiver uses to validate SET signatures fromthe Event
Transmitter that will be used by the Event Receiver to verify
the authenticity of issued SETs."

"required" : false

"casekxact" : false

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

"name" : "aud_jwksUri"

"type" : "string",

“mul ti Val ued" : fal se,

"description" : "An OPTI ONAL JSON Wb Key Set [RFC7517] that

contains the Event Receiver’'s encryption keys that MAY be used
by the Event Transnitter to encrypt SET tokens for the specified
Event Receiver.",

"required" : false
"caseExact" : false
"mutability" : "readWite",
"returned" : "default",
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"uni queness" : "none"

"nane" . "status",

"type" : "string",

"mul ti Val ued" : fal se,

"description" : "An OPTIONAL JSON String keyword that indicates
the current state of an Event Stream More information on the E
vent Stream state can be found in Section 2.3."

"required" : false
"caseEkxact" : false
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none"
"canoni cal Val ues” : |

"on",

"of f",

"verify"

"paused",

"fail"

]

"name" : "maxRetries",
"type" : "integer",
"mul tiVal ued" : false,
"description"” : "An OPTIONAL JSON nunber indicating the maxi mum

nunber of attenpts to deliver a SET. A value of 0’ indicates
there is no maxi mum Upon reaching the maxi num the Event Stream
"status’ attribute is set to 'failed .",

"required" : false

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

"name" : "maxDeliveryTi nme",

"type" : "integer",

"mul ti Val ued"” : false

"description"” : "An OPTIONAL nunber indicating the naximum

anount of tinme in seconds a SET MAY take for successful delivery
per request or cunulatively across nmultiple retries. Upon
reaching the maxi rum the Event Stream’'status’ is set to

"failed’. |If undefined, there is no nmaxi mumtine.",
"required" : false

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"
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"name” : "mnDeliverylnterval",

"type" : "integer",

"mul ti Val ued" : fal se,

"description" : "An OPTIONAL JSON integer that represents the
m nimuminterval in seconds between deliveries. A value of 'O
i ndi cates delivery should happen i medi ately. Wen delivery is
a polling method (e.g. HITP CGET), it is the expected tine

bet ween Event Receiver attenpts. Wen in push node (e.gqg.

HTTP PCST), it is the interval the server will wait before
sendi ng a new event or events.",

"required" : fal se,

"mutability" : "readWite",

"returned" : "default",

"uni queness" : "none"

"nanme" : "txErr",
"type" : "string",
"mul tiVal ued" : false,
"description” : "An OPTIONAL JSON String keyword val ue. Wen
the Event Streamhas 'status’ set to 'fail’, a keyword condition
is set.",
"required" : fal se,
"casekxact" : fal se,
"mutability" : "readWite",
"returned" : "default",
"uni queness" : "none",
"canoni cal Val ues" : [
"connection",
"tls",
"dnsnane",
“receiver",
"ot her"

"name" : "txErrDesc",

"type" : "string",

"mul ti Val ued" : fal se,

"description' : "An OPTIONAL String value that is usually human
readabl e that provides further diagnostic detail by the
indicated "txErr’ error code.",

"required" : fal se,
"caseExact" : fal se,
"mutability" : "readWite",
"returned" : "default",
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"uni queness" : "none"
b
{
"name" : "verifyNonce",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "An OPTIONAL String value that when changed
or set by a Control Plane client will cause the Event Transnitter
to issue a single Verify Event based on the val ue provided.",
"required" : fal se,
"caseEkxact" : fal se,
"mutability" : "witeOnly",
"returned" : "never",
"uni queness" : "none"
H
{
"name" : "subjects",
"type" : "conpl ex",
"mul ti Val ued" : true,
"description" : "An optional list of subjects that are part of
the Stream",
"required" : fal se,
"subAttributes" : [
{
"name" : "val ue",
"type" : "string",
"mul tiVal ued" : false,
"description" : "ldentifier of the nenmber of this G oup.

The contents of this paraneter are deternined by the val ue
of the sub-attribute "type .",

"required" : fal se,
"caseExact" : fal se,
"mutability” : "inmutable",
"returned" : "default",
"uni queness" : "none"

b

{
"name" : "type",
"type" : "string",
"mul ti Val ued" : fal se,
"description" : "A label indicating the type of resource,

e.g., O DC Connect Subject, SAM. Subject, Enmil address,
Tel ephone Number, SCIM User or SCIM G oup, or the UR
of some other network addressabl e subject.",

"required" : fal se,

"caseEkxact" : fal se,

"canoni cal Val ues" : |
"User",
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"G oup",
"qa DC',
" SAML"
"EM L",
" PHONE",
"URI"
1,
"mutability" : "inmutable",
"returned" : "default",
"uni queness" : "none"
}
1,
"mutability" : "readWite",
"returned" : "request"
}
1.
"meta" : {
"resourceType" : "Schema",
"l ocation"

"/v2/Scheﬁas/urn:ietf:parans:scin1schenas:core:2.0:(}oup"

}
b
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