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Abst ract

Thi s specification defines how a series of security event tokens
(SETs) may be delivered to a previously registered receiver using
HTTP POST over TLS initiated as a push to the receiver, or as a pol
by the receiver. The specification also defines how delivery can be
assured subject to the SET Token Receiver’s need for assurance.
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1. Introduction and Overvi ew

Thi s specification defines how a stream of SETs (see
[I-D.ietf-secevent-token]) can be transmitted to a previously

regi stered Event Receiver using HITP [ RFC7231] over TLS. The
specification defines a nmethod to push SETs via HITTP POST and anot her
met hod to poll for SETs using HTTP POST
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This specification defines two nmethods of SET delivery in what is
known as Event Streans.

This specification does not define the nethod by which Event Streans
are defined, provisioned, nanaged, nonitored, and configured and is
out of scope of this specification

[[This work is TBD by the SECEVENTS WG ]

1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

For purposes of readability exanples are not URL encoded.
| mpl enenters MUST percent encode URLs as described in Section 2.1 of
[ RFC3986]

Thr oughout this docunments all figures MAY contain spaces and extra

I ine-wrapping for readability and space linmtations. Simlarly, sone
URI's contained within exanpl es, have been shortened for space and
readability reasons.

1.2. Definitions

This specification assunmes term nology defined in the Security Event
Token specification[l-D.ietf-secevent-token]

The followi ng definitions are defined for Security Event
di stribution:

Event Transmitter
A service provider that delivers SETs to other providers known as
Event Receivers. An Event Transmitter is responsible for offering
a service that allows the Event Receiver to check the Event Stream
configuration and status known as the "Control Pl ane".

Event Receiver
A service provider that registers to receive SETs from an Event
Transmitter and provi des an endpoint to receive SETs via HTTP
POST. Event Receivers can check current Event Stream
configuration and status by accessing the Event Transmitters
"Control Plane".

Event Stream
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An Event Streamis a defined |ocation, distribution nmethod and
whereby an Event Transmitter and Event Receiver exchange a pre-
defined famly of SETs. A Streamis assuned to have configuration
data such as HTTP endpoints, tinmeouts, public key sets for signing
and encryption, and Event Famli es.

Subj ect
The security subject around which a security event has occurred.
For exanple, a security subject mght per a user, a person, an
emai | address, a service provider entity, an | P address, an QAuth
Client, a nobile device, or any identifiable thing referenced in
security and authorization systens.

Event
An Event is defined to be an event as represented by a security
event token (SET). See [I-D.ietf-secevent-token].

Nurrer i cDat e
A JSON nuneric val ue representing the nunber of seconds from
1970- 01- 01T0O0: 00: 00Z UTC until the specified UTC date/ti e,
ignoring |l eap seconds. This is equivalent to the IEEE Std 1003.1
2013 Edition [PCSI X. 1] definition "Seconds Since the Epoch", in
whi ch each day is accounted for by exactly 86400 seconds, other
than that non-integer values can be represented. See [RFC3339]
for details regarding date/tines in general and UTC in particul ar

2. SET Event Stream Protoco

An Event Streamrepresents the conmmunication channel over which a
series of SETs are delivered to a configured Event Receiver

2.1. Event Delivery Process

When an Event occurs, the Event Transmitter constructs a SET token
[I-D.ietf-secevent-token] that describes the Event. The Event
Transmitter determ nes the Event Streans over which the SET should be
distributed to.

How SETs are defined and the process by which Events are identified
for Event Receivers is out-of-scope of this specification

When a SET is available for an Event Receiver, the Event Transnitter
attenpts to deliver the SET based on the Event Receiver’'s registered
delivery nechani sm

o The Event Transmitter uses an HTTP/ 1.1 POST to the Event Receiver
endpoint to deliver the SET;
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0 The Event Transmitter queues up the SET in a buffer so that an
Event Receiver MAY poll for SETs using HITP/ 1.1 POST

0 O, the Event Transnitter delivers the Event through a different
met hod not defined by this specification

Delivery of SETs MAY be delivered using one of two nodes:

PUSH
In which SETs are delivered one at a tine using HITP POST requests
by an Event Transmitter to an Event Receiver. The HTTP request
body is a JSON Wb Token [ RFC7519] with a "Content-Type" header of
"application/secevent+jw" as defined in Section 2.2 and 6.2 of
[I-D.ietf-secevent-token]. Upon receipt, the Event Receiver
acknow edges receipt with a response with HITP Status 202, as
descri bed below in Section 2.2.

POLLING Where multiple SETs are delivered in a JSON docunent
[ RFC7159] to an Event Receiver in response to an HTTP POST request
to the Event Transmitter. Then in a follow ng request, the Event
Recei ver acknow edges received SETs and MAY poll for nmore. In
POLLI NG node, all requests and responses are JSON docunents and
use a "Content-Type" of "application/json" as described in
Section 2.3.

After successful (acknow edged) SET delivery, Event Transmitters
SHOULD NOT be required to maintain or record SETs for recovery. Once
a SET is acknow edged, the Event Receiver SHALL be responsible for
retention and recovery.

Transmitted SETs SHOULD be self-validating (e.g. signed) if there is
a requirenent to verify they were issued by the Event Transnmitter at
a |later date when de-coupled fromthe original delivery where
authenticity could be checked via the HITP or TLS nutua

aut henti cati on.

Upon receiving a SET, the Event Receiver reads the SET and validates
it. The Event Receiver MJST acknow edge receipt to the Event
Transmitter, using the defined acknow edgenent or error method
dependi ng on the nethod of transfer

The Event Receiver SHALL NOT use the Event acknow edgenent mechani sm

to report Event errors other than relating to the parsing and
val i dation of the SET.
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2.2. Push Delivery using HTTP

This method allows an Event Transmitter to use HITP POST

(Section 4.3.3 [RFC7231]) to deliver SETs to a previously registered
web cal I back URI supplied by the Event Receiver as part of an Event
Stream configuration process (not defined by this docunent).

The SET to be delivered MAY be signed and/or encrypted as defined in
[I-D.ietf-secevent-token].

The Event Stream configuration defines a URI of an Event Receiver
provi ded endpoi nt which accepts HTTP POST requests (e.g.
"https://rp. exanpl e. com Events").

The HTTP Content-Type (see Section 3.1.1.5 [RFC7231]) for the HITP

PCST is "application/secevent+jwt" and SHALL consi st of a single SET
(see [I-D.ietf-secevent-token]). As per Section 5.3.2 [RFC7231], the
expected nedia type ("Accept" header) response is "application/json".

To deliver an Event, the Event Transnmitter generates an event
delivery nessage and uses HITP POST to the configured endpoint with
the appropriate "Accept" and "Content-Type" headers.

POST /Events HITP/ 1.1

Host: notify. exanpl erp. com

Accept: application/json

Aut hori zation: Bearer h480djs93hd8
Cont ent - Type: appli cation/secevent +j wt
eyJhbCci O Jub25I | nO

eyJwdW saXNozXJVenki O JodHRwezovL3N aWuzZXhhbXBsZS5j b20i LCInZW/
kVXJpcyl 6WJodHRwezovL2podW uZXhhbXBsZS5j b20vRmvI ZHMs OThkNTI ONj
FrYTVI YmVANzk1OTNi Nzc1NCI sl mh0dHBz G 8vanhlYi 51 eGFt cGxl Lm\NvbS9&Z
W/kcy81ZDc2VDQLMIZi MAQAVODYOMANEBN] c2ZWU3I | 0sl nJdl ¢291cmNl VXJpcyl 6
WJodHRwczovL3N aWuzZXhhbXBsZS5] b20vVXN ¢cnM/NDRm\j EOMYRNOTZi ZDZ
hYj YxZTc1M FkOSJdLCII dmVudFR5¢cGVvzl j pbl KNSRUFURSIJALCIhdHRyaW 1dG
Vzlj pbl m kliw bnFt ZSI sl nVzZXJOYWLI | i wi cGFzc3dvenmQ LCII bWFpbHM X
Swi dFsdWvzl j p71 nvt YW scyl 6VBsi dH wZSI 61 ndvensi LCI2YWk1ZSI 61 npk
b2VAZXhhbXBsZS5j b20i f VOs| nBhc3N3b3Jkl j oi bmDONHUybnBi LCI1c2Vy TnF
t ZSI 61 mpkb2Ui LCIpZCl 61 ] Q0Zj YXNDIkZj k2YmR YW 2MAUSNTI xZDki LCJuYW
U 1j p7l mdpdmVuTnFt ZSI 61 kpvaGdi LCImMYWLpbH OYWLI | j oi R | n19f Q

Figure 1: Exanple HTTP POST Request

Upon recei pt of the request, the Event Receiver SHALL validate the
JWI structure of the SET as defined in Section 7.2 [RFC7519]. The
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Event Receiver SHALL al so validate the SET infornmation as descri bed
in Section 2 [I-D.ietf-secevent-token].

If the SET is determined to be valid, the Event Receiver SHALL
"acknow edge" successful subm ssion by responding with HTTP Status
202 as "Accepted" (see Section 6.3.3 [RFC7231]).

In order to maintain conpatibility with other methods of

transm ssion, the Event Receiver SHOULD NOT include an HTTP response
body representation of the submtted SET or what the SET's pendi ng
status i s when acknow edgi ng success. |n the case of an error (e.g.
HTTP Status 400), the purpose of the HTITP response body is to

i ndi cate any SET parsing, validation, or cryptographic errors.

The following is a non-normati ve exanple of a successful receipt of a
SET.

HTTP/ 1.1 202 Accepted
Fi gure 2: Exanpl e Successful Delivery Response

Note that the purpose of the "acknow edgenent” response is to let the
Event Transmitter know that a SET has been delivered and the
informati on no | onger needs to be retained by the Event Transnitter
Bef ore acknow edgenent, Event Receivers SHOULD ensure they have
val i dated received SETs and retained themin a manner appropriate to
information retention requirements appropriate to the SET event types
signaled. The level and nethod of retention of SETs by Event
Receivers is out-of-scope of this specification

In the Event of a general HITP error condition, the Event Receiver
MAY respond with an appropriate HITP Status code as defined in
Section 6 [ RFC7231].

When the Event Receiver detects an error parsing or validating a
received SET (as defined by [I-D.ietf-secevent-token]), the Event
Recei ver SHALL indicate an HTTP Status 400 error with an error code
as described in Section 2. 4.
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The following is an exanpl e non-normative error response.

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json

" er r. " : " dupll ,
"description":"SET al ready received. lgnored.”

Figure 3: Exanple HTTP Status 400 Response
Polling Delivery using HITP

This nmethod all ows an Event Receiver to use HTTP POST (Section 4.3.3
[ RFC7231]) to acknow edge SETs and to check for and receive zero or
nmore SETs. Requests MAY be nade at a periodic interval (short
polling) or requests MAY wait pending availability of new SETs using
long polling (see Section 2 [ RFC6202]).

The delivery of SETs in this nethod is facilitated by HTTP POST
requests initiated by the Event Receiver in which:

0 The Event Receiver nakes a request for available SETs using an
HTTP POST to a pre-arranged endpoi nt provided by the Event
Transmtter. O,

0 After validating previously received SETs, the Event Receiver
initiates another poll request using HTTP POST that includes
acknow edgenent of previous SETs, and waits for the next batch of
SETs.

The purpose of the "acknow edgenent” is to informthe Event
Transmitter that has successfully been delivered and attenpts to re-
deliver are no | onger required. Before acknow edgenent, Event

Recei vers SHOULD ensure received SETs have been validated and
retained in a manner appropriate to the receiver’s retention
requirenents. The |level and nethod of retention of SETs by Event
Receivers is out-of-scope of this specification

1. Polling HTTP Request Attributes
When initiating a poll request, the Event Receiver constructs a JSON

docunent that consists of polling request parameters and SET
acknow edgenent paranmeters in the formof JSON attributes
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The request payl oads are delivered in one of two forns as described
in Section 2.3.3 and Section 2.3.4

When maki ng a request, the HITP header "Content-Type" is set to
"application/json".

The following JSON Attributes are used in a polling request:

Request Processing Paraneters

maxEvent s

an OPTI ONAL JSON i nteger val ue indicating the nmaxi num nunber of
unacknowl edged SETs that SHOULD be returned. |If nore than the
maxi mum nunber of SETs are avail able, the ol dest SETs avail abl e
SHOULD be returned first. A value of "0" MAY be used by Event
Receivers that would |ike to perform an acknow edge only
request. This enables the Receiver to use separate HITP
requests for acknow edgenent and reception of SETs. Wen zero
returned events is requested, the value of the attribute
"returnl medi atel y* SHALL be ignored as an i mredi ate response

i s expect ed.

returnl mredi atel y

An OPTI ONAL JSON bool ean val ue that indicates the Event
Transmitter SHOULD return an inmmedi ate response even if no
results are available (short polling). The default value is
"fal se" indicates the request is to be treated as an HITP Long
Poll (see Section 2 [RFC6202]). The tine out for the request
is part of the Stream configuration which is out of scope of
this specification.

SET Acknowl edgnent Parameters

Hunt ,

Which is an array of Strings that each correspond to the "jti"
of a successfully received SET. |If there are no outstanding
SETs to acknow edge, the attribute MAY be omitted. Wen

acknow edgi ng a SET, the Event Transmitter is rel eased from any
obligation to retain the SET (e.g. for a future re-try to
receive).

setErrs

A JSON hj ect that contains one or nore nested JSON attri butes
that correspond to the "jti" of each invalid SET received. The
val ue of each is a JSON object whose contents is an "err"
attribute and "description" attribute whose val ue correspond to
the errors described in Section 2.4.
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2.3.2. Polling HTTP Response Attributes

In response to a poll request, the Event Transmitter checks for
avai |l abl e SET events and responds with a JSON docunent containing the
following JSON attri butes:

sets
A JSON object that contains zero or nore nested JSON attributes.
Each nested attribute corresponds to the "jti" of a SET to be
del i vered and whose value is a JSON String containing the val ue of
the encoded corresponding SET. |If there are no outstandi ng SETs
to be transnitted, the JSON object SHALL be enpty.

nmor eAvai | abl e
A JSON bool ean value that indicates if nore unacknow edged SETs
are avail abl e to be returned.

When maki ng a response, the HTTP header "Content-Type" is set to
"application/json".

2.3.3. Poll Request

The Event Receiver perforns an HTTP POST (see Section 4.3.4
[RFC7231]) to a pre-arranged polling endpoint URI to check for SETs
that are available. Because the Event Receiver has no prior SETs to
acknow edge, the "ack" and "errs" request paraneters are omtted.

If after a period of tine, negotiated between the Event Transnitter
and Receiver, an Event Transnmitter MAY re-issue SETs it has
previously delivered. The Event Receiver SHOULD accept repeat SETs
and acknow edge the SETs regardl ess of whether the Receiver believes
it has already acknow edged the SETs previously. An Event

Transmitter MAY limt the nunber of times it attenpts to deliver a
SET. Upon abandoni ng delivery of a SET, the Event Transmitter SHOULD
have a nethod to notify the Event Receiver of the | oss such as
through a status service (not defined by this specification).

If the Event Receiver has received SETs fromthe Event Transnmitter,
the Event Receiver SHOULD parse and validate received SETs to neet
its own requirenents and SHOULD acknow edge receipt in atinely (e.g.
m nutes) fashion so that the Event Transmitter may mark the SETs as
received. Event Receivers SHOULD acknow edge recei pt before taking
any |l ocal actions based on the SETs to avoid unnecessary delay in
acknow edgenment where possible.

Pol | requests have three variations:

Poll Only
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In which an Event Receiver asks for the next set of Events where
no previous SET deliveries are acknowl edged (such as in the
initial poll request).

Acknowl edge Only
I n which an Event Receiver sets the "maxEvents" attribute to "0"
along with "ack" and "err" attributes indicating the Event
Recei ver is acknow edgi ng previously received SETs and does not
want to receive any new SETs in response to the request.

Conbi ned Acknow edge and Pol
In which an Event Receiver is both acknow edgi ng previously
recei ved SETs using the "ack" and "err" attributes and will wait
for the next group of SETs in the Event Transnitters response.

2.3.3.1. Poll Only Request
In the case where no SETs were received in a previous poll (see
Figure 10), the Event Receiver sinply polls wthout acknow edgenent
paraneters ("sets" and "setErrs").
The following is an exanpl e request nade by an Event Receiver that
has no outstandi ng SETs to acknow edge and is polling for available
SETs.

The following is a non-normative exanple poll request to the
endpoint: "https://nofity.exanpl ei dp. com Events”

POST /Events HITP/ 1.1
Host: notify. exanpl ei dp. com

Aut hori zation: Bearer h480djs93hd8
Accept: application/json

"returnl medi atel y":true

}
Figure 4: Exanple Initial Poll Request

An Event Receiver NMAY poll with no paraneters at all by passing an
enpty JSON obj ect.
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The following is a non-normative exanpl e default poll request to the
endpoint: "https://nofity. exanpl ei dp. comf Event s"

POST /Events HITP/ 1.1

Host: notify. exanpl ei dp. com
Aut hori zation: Bearer h480djs93hd8
Accept: application/json

{}
Figure 5: Exanple Default Poll Request

2.3.3.2. Acknow edge Only Request

In this variation, the Event Receiver acknow edges previously
received SETs and indicates it does not want to receive SETS in
response by setting the "maxEvents" attribute to "0"

This variation is typically used when an Event Receiver needs to
acknow edge recei ved SETs independently (e.g. on separate threads)
fromthe process of receiving SETs.

The following is a non-normative exanple poll wth acknow edgenent of
SETs received (for exanple as shown in Figure 9).

POST /Events HITP/ 1.1

Host: notify. exanpl ei dp. com

Aut hori zation: Bearer h480djs93hd8
Cont ent - Type: application/json

Aut hori zation: Bearer h480djs93hd8

{

"ack": [
"4d3559ec67504aaba65d40b0363f aad8"
"3d0c3cf 797584bd193bd0f b1bd4e7d30"

] L]

"maxEvents": 0

}

Fi gure 6: Exanpl e Acknowl edge Only equest
2.3.3.3. Poll with Acknow edgenent
This variation allows a receiver thread to sinultaneously acknow edge

previously received SETs and wait for the next group of SETs in a
si ngl e request.
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The following is a non-normative exanple poll w th acknow edgenment of
SETs received in Figure 9.

POST /Events HITP/ 1.1

Host: notify. exanpl ei dp. com

Aut hori zation: Bearer h480djs93hd8
Cont ent - Type: application/json

Aut hori zation: Bearer h480djs93hd8

"ack": [
"4d3559ec67504aaba65d40b0363f aad8"
"3d0c3cf 797584bd193bd0f blbd4e7d30"

]

eturnl mredi atel y": fal se

Figure 7: Exanple Poll Wth Acknow edgenment and No Errors
In the above acknow edgenent, the Event Receiver has acknow edged
recei pt of two SETs and has indicated it wants to wait until the next
SET is avail able.
2.3.3.4. Poll with Acknow edgenent and Errors
In the case where errors were detected in previously delivered SETs,

t he Event Receiver MAY use the "setErrs" attribute to indicate errors
in the followi ng poll request.

Hunt, et al. Expi res Septenber 5, 2018 [ Page 13]



Internet-Draft draft-ietf-secevent-delivery March 2018

The following is a non-normati ve exanple of a response acknow edgi ng
1 error and 1 receipt of two SETs received in Figure 9.

POST /Events HITP/ 1.1

Host: notify. exanpl ei dp. com

Aut hori zation: Bearer h480djs93hd8
Cont ent - Type: application/json

Aut hori zation: Bearer h480djs93hd8

{
"ack":["3d0c3cf 797584bd193bd0f b1bd4e7d30"],

"setErrs":{
"4d3559ec67504aaba65d40b0363f aad8": {
"err":"jw Aud",
"description":"The audi ence val ue was incorrect."”

}
}

"returnl medi atel y":true

Fi gure 8: Exanple Poll Acknow edgenent Wth Error

2.3.4. Poll Response

In response to a poll request, the service provider MAY respond
imediately if SETs are available to be delivered. If no SETs are
available at the tine of the request, the Event Transmitter SHALL
del ay responding until a SET is avail able unless the poll request
paraneter "returnlmedi ately" is "true".

As described in Section 2.3.2 a JSON docunent is returned containing
a nunber of attributes including "sets" which SHALL contain zero or

nore SETs.
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The following is a non-normati ve exanpl e response to the request
shown Section 2.3.3. This exanple shows two SETs are returned.

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Location: https://notify.exanpl ei dp/ Events

{
"sets":{
"4d3559ec67504aaba65d40b0363f aad8":
"eyJhbGeci G Jub25l I nO.
eyJqdGki G | 0ZDMLNTI | Yz YBNTAOYWFi YTY1ZDQWYj AzNj NmYWFkOCl sl ml hdCl 6MTQ
10ODCQBEN] QWMNCWi aXNz | j oi aHROCHMBLY9Z Y2l t LniVAYWLwWbGUUY29t | i wi YXVKI j pbl m
hOdHBz O 8vc2NpbS51 eGFt cGxl Lm\vbS9GZWkcy850GQLM @2MAZhNWIi Yzg3OTUSM
21 3NzW0I i wi aHROCHMBLY9ZY21 t LnmivAYWLwbGUUY29t LOZI ZWRz Lz VK Nz YWNDUX N x
ZDAAN QxZDc2NzZI ZTci XSwi ZXZI bnRzl j p71 nVybj ppZXRmOnBhenFt czpzY2l t O
2Z\Ws 00Ny ZWFOZSI 6eyJyZWYi G JodHRweczovL3N aWuzZXhhbXBsZS5j b20vVXN cn
M/NDRm\j EOMYRNOTZi ZDZhYj YxZTc1M FkQSI s| nFOdHIpYnVOZXM A si aWQ LCJuY
WLI 1§ wi dXNI ck5hbWUi LCIWYXNzd29yZCl sl mvt YW scyJdf X19. ",
"3d0c3cf 797584bd193bd0f b1bd4e7d30":
"eyJhbGci G Jub25I I nO.
eyJqdCki O | zzDBj M2NmiNzk3NTgOYmQxOTNi ZDBnY]j Fi ZDRI N2QzMCI sl ml hdCl 6MrQ
10ODQBN AyNSwi aXNzl j oi aHROCHMBLY9zY2l t LnivAYWLwbGUUY29t |1 wi YXVKI j pbl m
h0dHBz O 8vanhlYi 51 eGFt cGxl Lm\vbS9GZW/k cy850GQ1LM @2MAZhNWIi Yzg3OTUSM
21 3Nz W0l i wi aHROcHVBLY9qaHVi LnvAYWLwbGUUY29t LOZI ZWRz Lz VK Nz YWNDUx N x
ZDAAN QxZDc2NzZI ZTci XSwi ¢3Vi | j oi aHROCHMBLY9ZzY2I t Lmiv4AYWLwbGUUY29t L1V
zZXJzLzQ0Zj YXNDIkZj k2YmR YW 2MAU3NTI xZDki LCII dnmVudHM Onsi dXJuOnl | dG
Y6cGFy YWLzOnN aWD6ZXZl bnQBcGzc3dvenRSZXN dCl 6eyJpZCl 61 j Q0Zj YXNDIkZ
j K2YmMR YW 2MAU3NTI xZDki f Swi aHROCcHMBLY 9l eGFt cGx| Lm\vbS9zY2I t L2V2ZWs0
L3Bhc3N3b3JkUnVz ZXRFeHQ Onsi cnvVzZXRBAHR bXBOcyl 6NX19f Q "
}
}

Fi gure 9: Exanple Poll Response
In the above exanple, a two SETs whose "jti" are

"4d3559ec67504aaba65d40b0363f aad8" and
"3d0c3cf 797584bd193bd0f b1bd4e7d30" are deli vered.
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The following is a non-normati ve exanpl e response to the request
shown Section 2.3.3 showi ng no new SETs or unacknow edged SETs are
avai | abl e.

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Location: https://notify.exanpl ei dp/ Events

"sets":{ }

Fi gure 10: Exanple No SETs Poll Response

Upon receiving the JSON docunment (e.g. as shown in Figure 9), the
Event Receiver parses and verifies the received SETs and notifies the
Event Transmitter via the next poll request to the Event Transmitter
as described in Section 2.3.3.3 or Section 2.3.3.4.

2.4. FError Response Handling

If a SET is invalid, the followi ng error codes are defined:

j son Invalid JSON object.

j Wt Par se Invalid or unparsable JW or JSON structure.
j Wt Hdr In invalid JW header was detected.

jw Crypto Unabl e to parse due to unsupported al gorithm
j ws Si gnature was not val i dat ed.

j we Unabl e to decrypt JWE encoded dat a.

j wt Aud I nval i d audi ence val ue.

I I I
I I I
I I I
I I I
I I I
I I I
I I I
| jwiss | Issuer not recognized. [
I I I
I I I
I I I
I I I
I I I
I I I

set Type An unexpected Event type was received.
set Par se Invalid structure was encountered such as an
inability to parse or an inconplete set of Event
cl ai ns.
set Dat a SET event clains inconplete or invalid.
dup A duplicate SET was received and has been ignored
R T +

Table 1: SET Errors

An error response SHALL include a JSON object which provides details
about the error. The JSON object includes the JSON attri butes:

err
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A val ue which is a keyword that describes the error (see Table 1).

description
A human-readabl e text that provides additional diagnostic
i nformation.

When included as part of an HTTP Status 400 response, the above JSON
is the HTTP response body (see Figure 3). \When included as part of a
batch of SETs, the above JSON is included as part of the "setErrs”
attribute as defined in Section 2.3.2 and Section 2.3.3.4

3. Authentication and Authori zation

The SET delivery methods described in this specification are based
upon HTTP and depend on the use of TLS and/or standard HITP

aut hentication and authorization schenes as per [RFC7235]. For
exanpl e, the follow ng nmet hodol ogi es coul d be used anong ot hers:

TLS dient Authentication
Event delivery endpoints MAY request TLS rutual client
aut hentication. See Section 7.3 [ RFC5246].

Bearer Tokens
Bearer tokens [RFC6750] MAY be used when conbined with TLS and a
token framework such as QAuth 2.0 [ RFC6749]. For security
consi derations regarding the use of bearer tokens in SET delivery
see Section 4.4.1.

Basi ¢ Aut henti cation
Usage of basic authentication should be avoided due to its use of
a single factor that is based upon a relatively static, symetric
secret. Inplenenters SHOULD conbi ne the use of basic
aut hentication with other factors. The security considerations of
HTTP BASIC, are well docunented in [RFC7617] and SHOULD be
considered along with using signed SETs (see SET Payl oad
Aut henti cati on bel ow).

SET Payl oad Aut hentication
In scenarios where SETs are signed and the delivery nethod is HITP
PCST (see Section 2.2), Event Receivers MAY elect to use Basic
Aut hentication or not to use HTTP or TLS based authentication at
all. See Section 4.1 for considerations.

As per Section 4.1 of [RFC7235], a SET delivery endpoint SHALL

i ndi cate supported HTTP aut hentication schenmes via the "WW
Aut henti cate" header
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Because SET Delivery describes a sinple function, authorization for
the ability to pick-up or deliver SETs can be derived by considering
the identity of the SET issuer, or via an authentication nmethod
above. This specification considers authentication as a feature to
prevent denial -of-service attacks. Because SETs are not conmands
(see ), Event Receivers are free to ignore SETs that are not of

i nterest.

For illustrative purposes only, SET delivery exanples show an QAut h2
bearer token value [RFC6750] in the authorization header. This is
not intended to inply that bearer tokens are preferred. However, the
use of bearer tokens in the specification does reflect conmon
practice.

3. 1. Use of Tokens as Aut hori zations

When usi ng bearer tokens or proof-of-possession tokens that represent
an aut horization grant such as issued by QAuth (see [RFC6749]),

i mpl ement ers SHOULD consi der the type of authorization granted, any
aut hori zed scopes (see Section 3.3 of [RFC6749]), and the security
subj ect(s) that SHOULD be mapped from the authorizati on when
considering local access control rules. Section 6 of the QAuth
Assertions draft [RFC7521], docunents common scenarios for

aut hori zati on incl udi ng:

o Cdients using an assertion to authenticate and/or act on behal f of
itself;

0o Cdients acting on behalf of a user; and,

o A dient acting on behalf of an anonynous user (e.g., see next
section).

When using QAut h aut horization tokens, inplenenters MJST take into
account the threats and counterneasures docunmented in the security
considerations for the use of client authorizations (see Section 8 of
[ RFC7521]). When using other token formats or franeworks,

i mpl ementers MJST take into account simlar threats and
count er measures, especially those docunented by the rel evant

speci fications.

4. Security Considerations
4.1. Authentication Using Signed SETs
In scenarios where HITP aut horization or TLS nutual authentication

are not used or are considered weak, JWS signed SETs SHOULD be used
(see [ RFC7515] and Security Considerations

Hunt, et al. Expi res Septenber 5, 2018 [ Page 18]



Internet-Draft draft-ietf-secevent-delivery March 2018

[I-D.ietf-secevent-token]). This enables the Event Receiver to
validate that the SET issuer is authorized to deliver SETs.

4.2. HITP Considerations

SET delivery depends on the use of Hypertext Transfer Protocol and
thus subject to the security considerations of HITTP Section 9
[ RFC7230] and its rel ated specifications.

As stated in Section 2.7.1 [RFC7230], an HTTP requestor MJST NOT
generate the "userinfo" (i.e., usernane and password) conponent (and
its "@ delimter) when an "http" URI reference is generated with a
message as they are now disallowed in HTTP.

4.3. TLS Support Consi derations

SETs contain sensitive information that is considered PII (e.qg.
subject clains). Therefore, Event Transmitters and Event Receivers
MUST require the use of a transport-layer security mechanism Event
delivery endpoints MJST support TLS 1.2 [RFC5246] and MAY support
addi tional transport-layer nechanisns neeting its security
requirenents. Wen using TLS, the client MJST performa TLS/ SSL
server certificate check, per [RFC6125]. |Inplenentation security
consi derations for TLS can be found in "Recommendati ons for Secure
Use of TLS and DTLS" [ RFC7525].

4.4. Authorization Token Consi derations

When using authori zation tokens such as those issued by QAuth 2.0
[ RFC6749], inplenmenters MUST take into account threats and
count er measur es docunented in Section 8 of [RFC7521].

4.4. 1. Bearer Token Consi derati ons

Due to the possibility of interception, Bearer tokens MJST be
exchanged using TLS

Bearer tokens MJST have a limted lifetime that can be deterni ned
directly or indirectly (e.g., by checking with a validation service)
by the service provider. By expiring tokens, clients are forced to
obtain a new token (which usually involves re-authentication) for
continued authorized access. For exanple, in QAuth2, a client MAY
use QAuth token refresh to obtain a new bearer token after

aut henticating to an authorization server. See Section 6 of

[ RFC6749] .

| mpl enent ati ons supporting QAuth bearer tokens need to factor in
security considerations of this authorization nethod [ RFC7521].
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6

7

7

Since security is only as good as the weakest |ink, inplenenters also
need to consider authentication choices coupled with QAuth bearer
tokens. The security considerations of the default authentication
met hod for QAuth bearer tokens, HITP BASIC, are well docunented in

[ RFC7617], therefore inplenenters are encouraged to prefer stronger
aut henti cation nmethods. Designating the specific nethods of

aut henti cation and authorization are out-of-scope for the delivery of
SET tokens, however this information is provided as a resource to

i npl ement ers.

Privacy Consi derations

If a SET needs to be retained for audit purposes, JW5 MAY be used to
provide verification of its authenticity.

Event Transmitters SHOULD attenpt to specialize Event Streans so that
the content is targeted to the specific business and protocol needs
of subscri bers.

When sharing personally identifiable information or information that
is otherwi se considered confidential to affected users, Event
Transmitters and Receivers MJST have the appropriate |egal agreenents
and user consent or terns of service in place.

The propagati on of subject identifiers can be perceived as personally
identifiable information. Where possible, Event Transmitters and
Recei vers SHOULD devi se approaches that prevent propagation -- for
exanpl e, the passing of a hash value that requires the subscriber to
al ready know t he subject.

| ANA Consi derations
There are no | ANA consi derations.
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Appendi x A.  Other Stream ng Specifications
[[ EDI TORS NOTE: This section to be renoved prior to publication]]

The follow ng pub/sub, queuing, stream ng systems were revi ewed as
possi bl e solutions or as input to the current draft:

XMPP Events

The WG considered the XMPP events ands its ability to provide a
singl e messagi ng sol ution wi thout the need for both polling and push
nmodes. The feeling was the size and met hodol ogy of XMPP was to far
apart fromthe current capabilities of the SECEVENTs comunity which
focuses in on HITP based service delivery and authorization

Amazon Sinple Notification Service

Simple Notification Service, is a pub/sub nessagi ng product from AWS
SNS supports a variety of subscriber types: HITP/HITPS endpoi nts, AWS
Lanbda functions, enmmil addresses (as JSON or plain text), phone
nunbers (via SMB), and AWS SQS standard queues. It doesn't directly
support pull, but subscribers can get the pull nodel by creating an
SQS queue and subscribing it to the topic. Note that this puts the
cost of pull support back onto the subscriber, just as it is in the
push nodel. It is not clear that one way is strictly better than the
other; larger, sophisticated devel opers may be happy to own nessage
persi stence so they can have their own internal delivery guarantees
The long tail of ODC clients may not care about that, or may fail to

get it right. Regardless, | think we can |learn something fromthe
Delivery Policies supported by SNS, as well as the delivery controls
that SQS offers (e.g. Visibility Tinmeout, Dead-Letter Queues). I|I'm

not suggesting that we need all of these things in the spec, but they
give an idea of what features people have found useful

Hunt, et al. Expi res Septenber 5, 2018 [ Page 23]



Internet-Draft draft-ietf-secevent-delivery March 2018

G her information:

o0 APl Reference
htt p://docs. aws. amazon. com AWSSi npl eQueueServi ce/ | at est/
APl Ref er ence/ Wl cone. ht m

o Visibility Ti meouts:
htt p://docs. aws. amazon. com AWSSi npl eQueueSer vi ce/ | at est/
SQSDevel oper Gui de/ sgs-visibility-timeout. htm

Apache Kaf ka

Apache Kafka is an Apache open source project based upon TCP for
distributed streaning. It prescribes sone interesting genera

pur pose features that seemto extend far beyond the sinpler strean ng
nodel SECEVENTs is after. A comrent from M5 has been that Kafka does
an acknow edge with poll conbination event which seens to be a
performance advantage. See: https://kafka. apache.org/intro

Googl e Pub/ Sub

Googl e Pub Sub system favours a nodel whereby polling and

acknow edgenent of events is done as separate endpoints as separate
functions.

I nformati on:

0 Coud Overview - https://cloud. googl e. coml pubsub/

0 Subscriber Overview - https://cloud. googl e. conl pubsub/ docs/
subscri ber

0 Subscriber Pull(poll) - https://cloud.googl e. com pubsub/docs/ pul
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Appendi x C. Change Log

Draft 00 - PH - Based on draft-hunt-secevent.distribution with the
foll owi ng additions:
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(0]

(0]

Renmoved Control Plane from specification

Added new HTTP Pol ling delivery nethod

Added general HITP security considerations

Added aut hentication and aut horization

Revi sed Verify Event to work with both types of delivery

Draft 01 - PH - Renoved Verification section per feedback from
| ETF99.

Draft 02 - M -

(0]

(0]

0

M nor editorial inprovenents

Renoved ldentity Provider / Relying Party Term nol ogy

Changed boil erpl ate | anguage according to RFC8174

This draft was based on draft-hunt-secevent.distribution revision
hi story:

(0]

Hunt ,

Draft 00 - PH - First Draft based on reduced version of draft-
hunt -i devent -di stri buti on

Draft 01 - PH -

*

Rewor ked term nology to match new WG Transnitter/ Receiver ternmns
Rewor ked sections into Data Plane vs. Control Pl ane

Renoved nethod transmi ssion registry in order to sinplify the
speci fication

Made Create, Update operations optional for Control Plane (Read
is M)

Draft 02 - PH

*

et

Added iss netadata for Event Stream
Changed to using JWKS uri for issuer and receiver.

Control Plane sections noved to draft-hunt-secevent-strean ngnt
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* Added support for delivering nultiple events using HTTP POST
pol I'i ng
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