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Abst ract

Thi s docunment defines extensions to the Service Function Chain (SFC
Qperation, Administration and Mai ntenance (OAM that enable control
of the Echo Reply return path by specifying it as Reverse Service
Function Path. Enforcing the specific return path can be used to
verify bidirectional connectivity of SFC and increase robustness of
SFC OAM

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 30, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

Wil e Service Function Chain (SFC) Echo Request, defined in
[1-D.wang-sfc-multi-layer-oan], always traverses the SFC it directed
to, the corresponding Echo Reply is sent over |P network

[1-D. wang-sfc-multi-layer-oan]. There are scenarios when it is
beneficial to direct the responder to use path other than the IP
networ k. This docunment defines extensions to the Service Function
Chain (SFC) Operation, Adm nistration and M ntenance (OAM t hat
enabl e control of the Echo Reply return path by specifying it as
Reply Service Function Path. This docunent defines a new Type-
Lengt h-Value (TLV), Reply Service Function Path TLV, for Reply via
Speci fied Path node of SFC Echo Reply (Section 4).

The Reply Service Function Path TLV provides efficient nechanismto
test bidirectional and hybrid SFCs, as these were defined in

Section 2.2 [ RFC7665], that allows an operator to test both
directions of the bidirectional or hybrid SFP with a single SFC Echo
Request/ Echo Reply operation.
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2. 1.

2. 2.
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Conventions used in this docunent
Ter m nol ogy

SF - Service Function

SFF - Service Function Forwarder

SFC - Service Function Chain, an ordered set of sone abstract SFs.
SFP - Service Function Path

SPI - Service Path |Index

OAM - (peration, Adm nistration, and M ntenance
Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here

Ext ensi on

Fol l owi ng reply nodes had been defined in
[1-D.wang-sfc-multi-Ilayer-oani:

o Do Not Reply

0 Reply via an | Pv4/1Pv6 UDP Packet

0 Reply via Application Level Control Channe

0 Reply via Specified Path

The Reply via Specified Path node is intended to enforce use of the
particular return path specified in the included TLV. This node may
help to verify bidirectional continuity or increase robustness of the
nmoni toring of the SFC by selecting nore stable path. In case of SFC
the sender of Echo Request instructs the egress SFF to send Echo

Reply message al ong the SFP specified in the SFC Reply Path TLV
Section 4.
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4. SFC Reply Path TLV

The SFC Reply Path TLV carries the information that sufficiently
identifies the return SFP that the SFC Echo Reply nessage is expected
to follow. The fornmat of SFC Reply Path TLV is display in Figure 1.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ SFC Reply Path Type [ Length [
B i i S S i I e i S S R L e e e e
| Reply Service Function Path |
R R e R e s s e o S S e R e o o

Figure 1: SFC Reply TLV For mat
wher e:

0 Reply Path TLV Type: is 2 octets long, indicates the TLV that
contains a information about the SFC Reply path.

0 Length: is 2 octets |Iong, MJST be equal to 4

0 Reply Service Function Path is used to describe the return path
that an SFC Echo Reply is requested to foll ow

The format of the Reply Service Function Path field displayed in
Figure 2

0 1 2 3
01234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| Reply Service Function Path ldentifier | Service Index
B T i S S i S T h T i S S S S e
Figure 2: Reply Service Function Path Field Fornat
wher e:

0 Reply Service Path Identifier: is SFP identifier for the path that
the SFC Echo Reply nessage is requested to be sent over

0 Service Index: used for forwarding in the reply SFP
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Theory of Operation

[ RFC7110] defined mechanismto control return path for MPLS LSP Echo
Reply. 1In case of SFC, the return path is a SFP al ong which SFC Echo
Reply message MJST be transmitted. Hence, the SFC Reply Path TLV
included in the SFC Echo Request nessage MUST sufficiently identify
the SFP that the sender of the Echo Request nessage expects the
receiver to use for the correspondi ng SFC Echo Reply.

When sendi ng an Echo Request the sender MUST set the value of Reply
Mode field to "Reply via Specified Path", defined in
[1-D.wang-sfc-multi-layer-oan], and MJST include SFC Reply Path TLV.
The SFC Reply Path TLV includes identifier of the reverse SFP and an
appropriate Service |ndex.

Echo Reply is expected to be sent by the egress SFF of the SFP being
tested or by the SFF at which SFC TTL expires as defined
[I-D.ietf-sfc-nsh]. Processing described below equally applies in
both cases and referred as respondi ng SFF.

If the Echo Request message with SFC Reply Path TLV, received by the
respondi ng SFF, has Reply Mdde val ue of "Reply via Specified Path"
but no SFC Reply Path TLV is present, then the respondi ng SFF MJST
send Echo Reply with Return Code set to "Reply Path TLV is m ssing"
value (TBA2). |If the responding SFF cannot find requested SFP it
MUST send Echo Reply with Return Code set to "Reply SFP was not
found" and include the SFC Reply Path TLV fromthe Echo Request
nessage.

Case of Bi-directional SFC

Ability to specify the return path to be used for Echo Reply is very
useful in bi-directional SFC. For bi-directional SFC, since the |ast
SFF of the forward SFP nay not co-locate with classifier of the
reverse SFP,it is assuned that |ast SFF doesn’'t know the reply path
of a SFC. So even for bi-directional SFC, a reverse SFP also need to
be indicated in reply path TLV in echo request nessage.

Security Considerations

Security considerations discussed in [I-D.ietf-sfc-nsh] apply to this
docunent . .

In addition, the SFC Return Path extension, defined in this docunent,
may be used for potential "proxying" attacks. For exanple, an echo
request initiator may specify a return path that has a destination
different fromthat of the initiator. But nornally, such attacks
wi Il not happen in an SFC domai n where the initiators and receivers

et al. Expires April 30, 2018 [ Page 5]



Internet-Draft Controll ed Return Path for SFC OAM Cct ober 2017

belong to the same domain, as specified in [RFC7665]. Even if the
attack happens, in order to prevent using the SFC Return Path
extension for proxying any possible attacks, the return path SFP
SHOULD have destination to the sender of the echo request, identified
in SFC Source TLV [I-D.wang-sfc-multi-layer-oan]. The receiver nmay
drop the echo request when it cannot deternine whether the return
path SFP has the destination to the initiator. That means, when
sendi ng echo request, the sender SHOULD choose a proper source
address according the specified return path SFP to hel p the receiver
to make the deci sion.

7. |1 ANA Consi derations
7.1. SFC Return Path Type

I ANA is requested to assign fromits SFC Echo Request/Echo Reply TLV
registry new type as foll ow ng:

oo - - I +
| Value | Description | Reference |
Fom e - e e e e e e e e e e e o +
| TBAL | SFC Reply Path Type | This docunent |
R O . +

Table 1: SFC Return Path Type
7.2. New Return Codes

I ANA is requested to assign new return codes fromthe SFC Echo
Request/ Echo Reply Return Codes registry as follow ng:

o m oo - B B +
| Value | Description | Reference |
E SR e S +
| TBA2 | Reply Path TLV is missing | This docunent |
| TBA3 | Reply SFP was not found | This document |
[ R, o T +

Tabl e 2: SFC Echo Reply Return Codes
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