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Abst ract

This meno defines an allocation for the Context Headers of the
Net wor k Servi ce Header (NSH), which incorporates the packet’s
ti mestanp, a sequence nunber, and a source interface identifier.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 21, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Introduction

The Network Service Header (NSH), defined in [I-D.ietf-sfc-nsh], is
an encapsul ati on header that is used in Service Function Chains
(SFO) .

The NSH specification [I-D.ietf-sfc-nsh] supports two possible

met hods of including metadata in the NSH, MD Type 0x1 and MD Type

0x2. Vhen using MD Type Ox1 the NSH includes 16 octets of Context
Header fields. The current neno proposes an allocation for the MD
Type 0Ox1 Context Headers, which incorporates the timestanmp of the

packet, a sequence nunber, and a source interface identifier

In a nutshell, packets that enter the SFC- Enabl ed Donmain are
ti mestanped. The timestanp is nmeasured by the Cassifier [ RFC7665],
and incorporated in the NSH The timestanp may be used for various
di fferent purposes, including delay nmeasurenent, packet marking for
passi ve performance nonitoring, and tinestanp-based poli cies.
Not abl y, the tinestanp does not increase the packet |length, since it
is incorporated in the MD Type Ox1 Mandatory Context Headers.

The source interface identifier indicates the interface through which
the packet was received at the classifier. This identifer may

specify a physical or a virtual interface. The sequence nunbers can
be used by Service Functions (SFs) to detect out-of-order delivery or
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2.

2.

2.

duplicate transm ssions. The sequence number is maintained on a per-
source-interface basis.

KPI - st anpi ng [ | - D. br owne-sfc-nsh-kpi -stanp] defines an NSH

ti mest anpi ng nechani smthat uses the MD Type 0x2 format. The current
meno defines a conpact MD Type Ox1 Context Header that does not
require the packet to be extended beyond the NSH header.

Furt hernmore, the two tinestanpi ng nechani sns can be used in concert,
as further discussed bel ow

Ter m nol ogy
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
2. Abbreviations

The followi ng abbreviations are used in this docunent:

KPI Key Performance |Indicators
[1-D. browne-sfc-nsh-kpi - st anp]

NSH Net wor k Service Header [I-D.ietf-sfc-nsh]
MD Met adata [I-D.ietf-sfc-nsh]

SF Servi ce Function [ RFC7665]

SFC Service Function Chai ni ng [ RFC7665]

NSH Cont ext Header All ocation Allocation

This meno defines the followi ng Context Header allocation, as
presented in Figure 1.
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Figure 1: NSH Ti nestanp All ocation

The NSH Ti nmestanp All ocation includes the follow ng fields:

(0]

Sequence Nunber - a 32-bit sequence nunber. The sequence nunber
is maintained on a per-source-interface basis. The sequence
nunmbers can be used by SFs to detect out-of-order delivery, or
duplicate transm ssions.

Source Interface - a 32-bit source interface identifier that is
assigned by the Cassifier

Tinmestanp - this field is 8 octets long, and specifies the tine at
whi ch the packet was received by the Cassifier. Two possible
timestanp formats can be used for this field: the two 64-bit
recomended formats specified in
[1-D.mzrahi-intarea-packet-tinmestanps]. One of the formats is
based on the [| EEE1588] tinmestanp format, and the other is based
on the [RFC5905] format. It is assunmed that in a given

admi ni strative domain only one of the formats will be used, and
that the control plane determines which tinestanp format is used

The two tinmestanp formats that can be used in the tinmestanp field
are:

(0]

| EEE 1588 Truncated Tinmestanp Format: the format of this field
uses the 64 | east significant bits of the | EEE 1588-2008 Preci sion
Time Protocol format [IEEE1588]. This truncated format consists
of a 32-bit seconds field followed by a 32-bit nanoseconds field.
As defined in [| EEE1588], the tinestanp specifies the nunber of
seconds el apsed since 1 January 1970 00: 00: 00 according to the
International Atonmic Time (TAl).
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Figure 2: | EEE 1588 Truncated Ti mestanp Format [l EEE1588].

0 NTP 64-bit Tinmestanp Format: this format consists of a 32-bit
seconds field followed by a 32-bit fractional second field. As
defined in [ RFC5905], the tinmestanp specifies the nunmber of
seconds el apsed since 1 January 1900 00: 00: 00 according to the
Coordi nated Universal Tinme (UTC).

0 1 2 3
01234567890123456789012345678901
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B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
[ Fraction |
B E e r e s i s i o T T s S S S S 2

Figure 3: NTP [ RFC5905] 64-bit Ti mestanp For mat

4. Ti

mest anpi ng Use Cases
4.1. Network Analytics

Per - packet tinestanpi ng enabl es coarse-grained nonitoring of the
networ k del ay along the Service Function Chain. Once a potentia
problemor bottleneck is detected, for exanple when the del ay exceeds
a certain policy, a highly-granular hop-by-hop nonitoring nmechani sm
such as [I-D. browne-sfc-nsh-kpi-stanp] or

[1-D. brockners-inband-oam data], can be triggered, allowing to

anal yze and | ocalize the problem

Ti mestanping is also useful for logging and for flow analytics. It
is often useful to nmaintain the tinmestanp of the first and | ast
packet of the flow. Furthermore, traffic mirroring and sanpling
often requires a tinestanp to be attached to anal yzed packets.
Attaching the tinestanp to the NSH Cont ext Header provides an in-band
common tine reference that can be used for various network anal ytics
appl i cations.
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4.

4.

2. Aternate Mrking

A possi bl e approach for passive performance nonitoring is to use an
alternate marking nethod [I-D.ietf-ippmalt-mark]. This nethod
requires data packets to carry a field that marks (colors) the
traffic, and enabl es passive neasurenent of packet |oss, delay, and
delay variation. The value of this marking field is periodically
toggl ed between two val ues.

When the tinestanp is incorporated in the NSH Context Header, it can
natively be used for alternate narking. For exanple, the |east
significant bit of the timestanp Seconds field can be used for this
purpose, since the value of this bit is inherently toggled every
second.

3. Consistent Updates

The tinestanp can be used for taking policy decisions such as
"Performaction Aif tinestanp>=T_0’'. This can be used for enforcing
time-of-day policies or periodic policies in service functions.

Furt hernore, tinmestanp-based policies can be used for enforcing

consi stent network updates, as discussed in [DPT].

Synchroni zati on Consi derati ons

Some of the applications that nake use of the tinestanp require the
Classifer and SFs to be synchronized to a common tine reference, for
exanpl e using the Network Time Protocol [RFC5905], or the Precision
Time Protocol [|EEE1588].

| ANA Consi derati ons
This meno includes no request to | ANA
Security Considerations

The security considerations of NSH in general are discussed in
[I-D.ietf-sfc-nsh]. The security considerations of in-band
timestanping in the context of NSH is discussed in

[1-D. browne-sfc-nsh-kpi-stanp], and the current section is based on
t hat di scussi on.

The use of in-band tinestanping, as defined in this docunent, can be
used as a neans for network reconnai ssance. By passively
eavesdropping to tinestanped traffic, an attacker can gather

i nformati on about network del ays and perfornmance bottl enecks. A man-
in-the-mddle attacker can maliciously nodify tinmestanps in order to
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8.

8.

8.

1.

2.

attack applications that use the tinestanp val ues, such as
performance nonitoring applications.

Since the tinestanping nechanismrelies on an underlying tine
synchroni zati on protocol, by attacking the time protocol an attack
can potentially conpronmise the integrity of the NSH timestamp. A
detail ed discussion about the threats against time protocols and how
to mtigate themis presented in [RFC7384].
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