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Abst ract

SFC is an ordered set of service function, should be scal able to neet
broad range of requirements. The scalability of SFC can be
interpreted as ability of the SFC to acconmodate one or nore SFs
joining the SFC, or leaving the SFC w thout significant inpact to
SFC per f or nance.

Thi s docunent presents four aspects on SFC scalability, and provide
anal ysis of the data plane and the control plane to inplenment the
scal abl e SFC.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. I nt roduction

Service Function Chain (SFC) is the chain with a series of ordered
Service Functions(SF). The SFC nmaybe changed because of |oad bal ance
, failure, or other nmanagenent requirement. W call it SFC
scalability. The SFC being scal able means that the Service Functions
can be added or renoved fromthe path of this SFC w thout inpact on
other SFCs and mnimal inpact in the SFC being nodified. Wth this
capability, SFCis nore flexible and elastic to adapt all kinds of
requirenents.

In this docunment, we will present four use cases on SFC scal e-out and
scal e-in, and analysis sone requirenents to support SFC scalability.

2. Term nol ogy
SFC(Servi ce Function Chain): An ordered set of sone abstract SFs.
SFC Scal e-out: One or nore SFs are added into the path of the SFC for

the sake of |oad bal ance, protection or other new services
requi renent.
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SFC Scal e-in: One or nore SFs are renoved fromthe path of the SFC
for the sake of the SFs are by-passed or the SFs are fail ed.

3. Four Use cases for scal e-out/scale-in

Fol | owi ng describes four use cases to illustrate the scalability of
t he SFC.
3.1. Join

This is SFC horizontal scal e-out use case. One or nore new SFs nust
be added to a certain SFC for the traffic that has been classified to
require application of new SF(s). This case is the reverse scenario
to the by-pass. 1In this case one or nore SFs that were by-passed
need to be re-inserted into the SFC. And the SFC itself can be
characterized as being scal ed out.

There are two sub-cases of an SF joining the SFC. One when both the
SF and corresponding SFF are new to the SFC. The second is when the
SF attaches to an existing SFF. In the first scenario, control plane
needs to notify the upstream SFF to nodify its next hop to point to
the new SFF and configure the new SFF' s forwarding information. In
the second scenario control plane needs to configure the existing
SFF' s forwarding information. 1In this scenario, SFF forwards the
packets not only according to the SFPID but also according to the

nmet adata in the SFC header.

3.2. Redundancy
3.2.1. SF Redundancy

This is an exanple of SFC vertical scal e-out use case. One or nore
SFs are added into the SFC to neet the redundancy or |oad bal ance
requirenents for sone certain SFs. This case is different fromthe
Join case (section 3.1) in which the SFin this case is the same with
one of the SF that is on the path of the SFC. The new SF have the
same function with the existing SF, so that the new SF is added into
the SFC to protect the existing corresponding SF and to | oad bal ance
the existing corresponding SF. Figure 1 is the illustration about SF
redundancy. 1In this figure, SF2' is the redundency of SF2, so that
when SF2 is down, SF2' can keep working.
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Figure 1

In this case, control plane need to notify the upstream SFF that a
new SF joins the SFC as a redundancy SF for protection or |oad

bal ance, and its next hop should be a protection group or ECMP group
For the purpose of | oad bal ance to ensure proper forwarding, the Flow
Id field MUST be presented in the NSH as expression of entropy so
that SFF can select an SF fromthe group according to the Flow Id.

In the above figure, SFF2 knows that it is connecting a group of SFs
and when it foward the packet, it would use Flow id in NSH

3.2.2. SFC Redundancy

This is also an exanple of SFC vertical scal-out use case, nanely
Reduncancy. In this case, SFCis scaled out to two SFP paths. One
SFP i s redundant to another SFP, and the two SFPs are for protection
or load balance. They belongs to a SFC, but have different SFP. The
two SFPs are formng a group. Figure 2 is the illustration about the
SFC redundancy. In this figure, we can see that SF1', SF2', SFC
proxy’ are the backup of the SF1, SF2, SFC Proxy seperately. The two
SFPs are a group for the Cassifier. Al these nodes can be joint at
some nodes and can be disjoint as well. In the figure 2, all the
nodes are disjoint.
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In this case, control plane need to notify the Classifier that the
SFC is a group which contains two SFPs. The group can be used as
protection or |oad balance. For the purpose of |oad bal ance, to
ensure proper forwarding, the Flow Id field MJST be presented in the
NSH as expression of entropy so that the forwarder in the classifier
can select an SFP fromthe group according to the Flow ld. For the
case of joint, the joint node also need to have capability to forward
the traffic accroding to the Flow I D

3.3. By-pass

This is an exanpl e of horizontal scale-in case. |In this scenario
some SFs are not renoved fromthe SFC but just by-passed by the
traffic so that the packets will not be processed by these SFs. Use
cases for this scenario are described in [draft-ietf-sfc-1ong-1ived-
fl ow use-cases] and [draft-ietf-sfc-offloads] . In these two drafts,
the SF is of fl oaded because it is not necessary to steer the traffic
to the SFs to inprove the forwardi ng performance.

The corresponding solution is also provided in the above drafts.

3.4. Failure or Renove
This is a vertical SFC scale-in case. This happens only when the SFC
is being protected or |oad balanced. Wen SF of one SFC has fail ed

or needs to be renoved because it is no | onger needed to do the
pretection, the ability of the SFC to scale-in is excercised.
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In this case, the upstream SFF MUST be notified that its next hop has
been changed to the next SF of the SF.

Fromthe cases described we can conclude that no matter if is SFC
scal e-out case or scale-in cases, there are sone requirenents to SFC
control protocol. And for sone cases, there are requirenents to data
pl ane as wel | .

4. Data Plane Requirements

For the cases of |oad bal ancing or protection sw tchover of SFC
scalability, it is highly beneficial to have an entropy field in the
SFC header NSH. The entropy may be presented in the dedicated field
naned as Flow I D which be part of SFC encapsul ati on.

This nmeans that SFF not only forwards the traffic based on different
SFPI D, but also MAY use Flow ID to select particular SF out of set of
SFs of the same type.

According to the NSH draft in draft--ietf-sfc-nsh-27, we propose to
extend NSH to include the entropy field. Two options can be
considered. One is to use existing field, for exanple, sone reserved
bits. Suggested extended field in NSH Service Path Header is showed

in Figure 3.
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Service Path ldentifier (SPl) | Service | ndex
B T e e i i e e e s . i S SR S S
[ Reserved [ Flow I D [
TN . +

Figure 3

Another is to extend a new netadata to neet the requirenent. Wich
has been described in the section 8 of the draft-quinn-sfc-nsh-tlv-04
5. Control Plane Requirenents
5.1. Centralized CP
SFC Controller is required to:

a) Send a message to SFF that the joined SF connected to set the
correct SFPID and its next hop

b) Send register nessage to upstream SFF or classifier with sone
informati on. The information not only includes next hop |ocator, but
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al so includes an indicator if the next hop is a new joined SF or a
group that a new SF that added into. |If the indicator is a new
joined SF, it nmeans the new SF will join the SFC. If the indicator
is agroup, it neans a new SF or a new SFP will be added into this
group for | oad bal ance or protection

c) Send de-register nmessage to upstream SFF or classifier with some
informati on. The information not only includes next hop |ocator, but
al so includes an indicator that if the next hop is by-passed, or the
next hop is renoved froma group. |If the indicator is the by-passed
SF, it neans the current SF is by-passed or is |leaving fromthe SFC
If the indicator is a group SF, it neans the current SF or SFP will
be renmoved froma protection group that is for |oad bal ance or
protection.

5.2. Distributed CP

Di stributed SFC CP can be used in Plug-and-Play scenario.
Di stributed SFC CP required:

a) The SF that needs to join into the SFC or be by-passed by the SFC
shoul d explicitly notify the SFF it is associated with.

b) Once get the connection notification fromthe SF, the associated
SFF shoul d send a register nmessage to the upstream SFF with sone
information. Such information not only includes next hop | ocator,
but also includes an indicator that if the next hop is a new joined
SF or the next hop is a new SF that added into a group. If the
indicator is a newjoined SF, it neans a new SF will join the SFC
If the indicator is a group, it neans a new SF will be added into a
group for | oad bal ance or protection

c) The SFF send de-regi ster nmessage to upstream SFF with sone
information. Such information not only includes next hop | ocator

but also includes an indicator that if the next hop is the next SF
because the current SF is by-passed, or the next hop is the SF that
is removed froma group. |f the indicator is the by-passed SF, it
means the current SF is by-passed or is leaving fromthe SFC. |f the
indicator is group SF, it nmeans the current SF will be renoved into a
protection group that is for |oad bal ance or protection

6. Security Considerations
For the scalability of the SFC, security is very inportant to be

considered. Before allowthe SFto join to the SFC, it is required
to make sure the SF's security first.
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7. | ANA Consi derati ons
TBD
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