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Abst r act

Thi s docunent describes how push notification mechani sns can be used
to wake up suspended Session Initiation Protocol (SIP) User Agents
(UAs), in order to be able to receive and generate SIP requests. The
docunent defines new SIP URI paraneters, that can be used in a SIP
REQ STER request to provide push notification information fromthe
SIP User Agent (UA) to the SIP entity (realized as a SIP proxy in
this docunent) that will send a push request to the push server in
order to trigger a push notification towards the SIP UA
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This Internet-Draft is submtted in full conformance with the
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1. Introduction

In order to save resources (e.g, battery life) sonme devices and
operating systemnms require suspended Session Initiation Protocol (SIP)
User Agents (UAs) [ RFC3261] to be woken up using a push notification
service. Typically each operating system uses a dedi cated push
notification service. For exanple, Apple i OS devices use the Apple
Push Notification service (APNs).

Due to the restriction above, applications can not be woken up by
non- push notification traffic. This means that a suspended SIP UA
will not be able to receive an incomng SIP request (e.g., a SIP

I NVI TE request), or to send periodic re-registration requests.
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Thi s docunent describes how push notification mechani sms can be used
to wake up suspended SIP UAs, in order to be able to receive and
generate SIP requests. The docunent defines new SIP URl paraneters,
that can be used in a SIP REGQ STER request to provide push
notification information fromthe SIP UAto the SIP entity (realized
as a SIP proxy in this docunent) that will send a push request to the
push server in order to trigger a push notification towards the SIP
UA.

When a SIP UA registers to a push service, it will receive a unique
Push Resource ID (PRID) associated to that registration. The SIP UA
will provide the PRID to the SIP network in a SIP REG STER request.
A SIP proxy (e.g., the SIPregistrar) will store a mappi ng between
the registered contact and the PRI D

When the SIP proxy receives a SIP request for a new session, or a
stand-al one SI P request, addressed towards a SIP UA, or when the SIP
proxy deternmines that the SIP UA needs to performa re-registration,
the SIP proxy will send a push request to the push notification
service used by the SIP UA, using the push resource |ID associ ated
with the registered contact of the SIP UA, in order to trigger a push
notification towards the SIP UA. The SIP proxy will then forward the
SI P request towards the SIP UA using normal SIP routing procedures.
Once the SIP UA receives the push notification, it will be to receive
the SIP request, and to generate a SIP request (e.g., a SIP REG STER)
itself.

Di fferent push notification nechanisns exist today. Sone are based
on there standardi zed nechani sm defined in [ RFC8030], while others
are proprietary (e.g., the Apple Push Notification service).

Figure 1 shows the generic push notification architecture supported
by the nechanismin this docunent.
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Figure 1: SIP Push Notification Architecture

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Push Resource ID (PRI D)

When an entity registers with a Push Notification Server (PNS) is
recei ves a uni que Push Resource ID (PRID), which is a val ue
associated with the registration.

The format of the PRID rmay vary depending on the PNS provider. The
PRID may be part of a URI that can be used to retrieve the address
and port of the PNS when sending push requests to the PNS. The PRI D
may al so be a token value, in which case the address and port of the
PNS needs to be provided using other neans.

The details regardi ng di scovery of the PNS, and the procedures for
the push notification registration and mai nt enance are outside the
scope of this docunment. The information needed to contact the PNS is
typically pre-configured in the operating system (0S) of the device.

4. SIP User Agent (UA) Behavi or

Once the SIP UA has registered with the PNS and received the PRI D
and when the UA wants to receive push notifications triggered by the
SI P proxy, the UA MIUST send a SIP REQ STER using nornal SIP

regi stration procedures. The UA MJUST add a pn-prid URl paraneter and
a pn-type URl paraneter to the SIP Contact header field URl of the
request. The pn-prid URI paraneter contains the PRID value. The pn-
type contains additional, PNS-specific, information

When the SIP UA receives a push notification, it MJST performa SIP
re-registration [ RFC3261] by sending a SI P REGQ STER request. |f
there are Network Address Transl ators (NATs) between the SIP UA and
the SIP proxy, the SIP REG STER request will create NAT bindi ngs

all owing incoming SIP requests to reach the SIP UA. |If the SIP proxy
triggered the push notification because it wants to forward a SIP
request towards the SIP UA, the receival of the SIP REQ STER request
can be used by the SIP proxy as a trigger to forward the SIP request.

As long as the UA wants the SIP proxy to continue sendi ng push
requests, the UA MIUST include the pn-prid and pn-type URl paraneters
in every re-registration SIP REG STER request sent towards the SIP
proxy. Note that, in sone cases, the PNS m ght update the PRID

val ue, in which case the re-registration SIP REA STER request w ||
contain the new val ue

If the SIP UA at some point wants to stop the SIP proxy from sendi ng

push requests, the SIP UA MJST send a SIP REG STER request wi thout
the pn-prid and pn-type URl paraneters.
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5.

5.

5.

If the SIP UA expects to receive payload in the push notification
the SIP UA MAY add a pn-enckey and a pn-encsec Contact header field
URI paraneter, in order to allow encryption of the data using the
mechanismin [I-D.ietf-webpush-encryption]. The pn-enckey UR
paraneter contains the public key, and the pn-encsec URlI paraneter
contains the authentication secret [I-D.ietf-webpush-encryption].

NOTE: End-to-end encryption of the payl oad between the SIP proxy and
the SIP UA cannot be used if the push notification request payl oad
contains information that needs to be accessible by the push
notification server

SI P Proxy Behavi or
1. Push Notification Provider Information

In sone cases the push notification provider can be retrieved from
the pn-prid URI paraneter. |n other cases the pn-type URI paraneter
is used to identity the push notification provider

The protocol and format used for the push request depends on the push
notification provider, and the details for constructing and sendi ng
the nmessages are outside the scope of this specification

2. Trigger Periodic Re-registration

If the SIP UA needs to performperiodic re-registrations, the SIP
proxy needs to have information about when those re-registrations are
to be perforned. The SIP proxy either needs to contain the SIP
registrar functionality, or the SIP proxy needs to retreive the
information fromthe registrar using sone other nechani sm

When the SIP proxy receives an indication that the SIP UA needs to
performa re-registration, the SIP proxy triggers a push request
towards the push notification server associated with the PRID.

5.3. SIP Request

When the SIP proxy receives a SIP request for a new dialog (e.g., a
SIP INVITE request) or a non-dialog SIP request (e.g., a SIP MESSAGE
request) ained for a SIP UA if the Request-URl of the request
contains a pn-prid URl parameter, the SIP proxy triggers a push
request towards the push notification server associated with the
PRID. After that, the SIP proxy forwards the SIP request towards the
SI P UA using normal SIP procedures.
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As the push notification will trigger the SIP UA to performa re-
registration, the SIP proxy can use the receival of the SIP REG STER
request as a trigger to forward SIP request towards the SIP UA

The SIP proxy MJUST NOT transport the SIP request as push request
payl oad, instead of forwarding the request using nornal SIP
procedur es.

If the proxy is not able to contact the push notification provider
or even deterni ne which push notification provider to contact, it
SHOULD reject the SIP request.

If the SIP proxy is able to assune that the SIP UA is awake, and that
the SIP UAis able to receive the SIP request, the SIP proxy MY
choose to not trigger a push notification request before trying to
forward the SIP request towards the SIP UA. The SIP proxy can nake
such assunption e.g., if a TLS connection previously established by
the SIP UA is still open.

6. Network Address Transl ator (NAT) Considerations
Whenever the UA receives a push notification, if the SIP UAis
| ocat ed behind a Network Address Translator (NAT), the UA night need
to take actions in order to establish a binding in the NAT, in order
for an incom ng SIP request to reach the UA. By performng the re-
registration the SIP UA will establish such NAT bindi ng.

7. G ammar

The section defines new SIP URl paranmeters, by extending the gramar
for "uri-paraneter" as defined in [RFC3261]. The ABNF is as follows:
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8.

uri - paraneter =/ pn-prid / pn-type / pn-enccode / pn-enckey
pn-prid "pn-prid" EQUAL pval ue

pn-type = "pn-type" EQUAL pns-provider COLON pns-param
pn-enccode = "pn-enccode" EQUAL pval ue
pn- enckey = "pn-enckey" EQUAL pval ue

pns-provi der
pns- par am

pvalue ; Colon (":") characters MJST be escaped
pvalue ; Colon (":") characters MJST be escaped

; pvalue as defined in RFC 3261
; EQUAL as defined in RFC 3261
; COLON as defined in RFC 3261

The format and semantics of pns-paramis specific to a given
pns- provi der val ue.

PNS Regi stration Requirenents

When a new value is registered to the PNS Sub-registry, a reference
to a specification which describes the push notification service
associated with the value is provided. That specification MJST
contain the foll owi ng infornation:

0 How the values for the pn-prid paraneter is retrieved and set by
the SIP UA

o The format of the pns-param part of the pns-type paraneter, and
how t he val ue of the pns-parampart is retrieved and set by the
SIP UA

0 Whether there are any restrictions regardi ng usage of payl oad
encryption [I-D.ietf-webpush-encryption] with the associated push
notification service.

pn-prid and pn-type URI paraneters for Apple Push Notification
service

When the Apple Push Notification service (APNs) is used, the value of
the pn-type URI paraneter pns-provider paraneter part is "apns". The
pns- param part contains the APNs App I D, which is encoded by two

val ues, separated by a period (.): TeamID and Bundle ID. The Team
IDis provided by Apple and is unique to a devel opnent team The
Bundle IDis unique to a developnent team and is a string that wll
can match a single application or a group of applications.

Exanpl e: pn-type = apns: DEF123CGHI J. com your conpany. your exanpl eapp

When the Apple Push Notification service (APNs) is used, pn-type UR
paraneter pns-prid paraneter part contains the device token, which is
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10.

11.

a unique identifier assigned by Apple to a specific app on a specific
devi ce.

Exanpl e: pn-prid = 00fcl3adff 78512
For nore information on the APNs App I D

htt ps://devel oper. appl e.coni | i brary/cont ent/docunent ati on/ General /
Concept ual / DevPedi a- CocoaCor e/ Appl D. ht m

For nore informati on on the APNs devi ce token

htt ps://devel oper. appl e.coni | i brary/content/document ati on/ Net wor ki ngl
nt er net / Concept ual / Renot eNot i fi cati onsPG APNSOver vi ew. ht ml #/ / appl e_re
f/doc/ ui d/ TP40008194- CH8- SW1.3

pn-prid and pn-type URI paraneters for Google Firebase d oud
Messagi ng (FCM push notification service

When Firebase C oud Messaging (FCM is used, the value of the pn-type
URI paraneter pns-provider paraneter part is "fcnf. The pns-param
part contains the Sender |ID

When Firebase C oud Messaging (FCM is used, pn-type URl paraneter
pns-prid paranmeter part contains the Registration token, which
generated by the FCM SDK for each client app instance

For nore information on the Sender I D and Registration token
https://firebase. googl e. conf docs/ cl oud- messagi ng/ concept - opti ons
Security considerations

In addition to the informati on exchanged between a device and its PNS
in order to establish a push notification subscription, the mechani sm
in this docunent does not require entities to provide any additiona

i nformation to the PNS

Push notification nechanisns provide different nethods to ensure that
mal i ci ous user cannot trigger push notifications to a device. Users
of the mechanismin this document MJUST take neasures to prevent push
notifications frombeing sent to a device froma nalicious user

In case entities do want to include payload in the push
notifications, this docunent defines the neans for using end-to-end
payl oad encryption between the entity sending the push request and
the entity receiving the associated push notification
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12. | ANA consi derations

This specification defines new SIP URI
registry created by [ RFC3969]:

12.1. pn-prid
Par anet er Nane: pn-prid

Predefi ned Val ues: No

Ref erence: RFC XXXX
12.2. pn-type
Par amet er Name: pn-type

Predefi ned Val ues: No

Ref erence: RFC XXXX
12. 3. pn-enckey
Par amet er Name: pn-enckey

Predefi ned Val ues: No

Ref er ence: RFC XXXX

12. 4. pn-enccode

Par armet er Name: pn-enccode
Predefined Values: No

Reference: RFC XXXX
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12.

13.

13.

5.

PNS Sub-regi stry Establishnent

This section creates a new sub-registry, "PNS', under the sip-
paraneters registry: http://ww.iana.org/assignments/sip-paraneters.

The purpose of the sub-registry is to register SIP URI pn-type
val ues.

1.

This sub-registry is defined as a table that contains the follow ng
t hree col ums:

Val ue: The token under registration
Description: The nanme of the push notification service

Docunent : A reference to the docunment defining the registration

This specification registers the follow ng val ues:

Val ue Descri ption Docunent
apns Appl e Push Notification service [ RFC XXXX]
fcm Fi rebase O oud Messagi ng [ RFC XXXX]
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