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Abst r act

Thi s docunment extends PASSpor T, which conveys cryptographically-
signed informati on about the people involved in persona

comruni cations, to include an indication that a call has been
diverted fromits original destination to a new one. This
informati on can greatly inprove the decisions nade by verification
services in call forwardi ng scenari os.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
Copyright Notice
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This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
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1. I nt roducti on

PASSporT [I-D.ietf-stir-passport] is a token fornmat based on JW
[ RFC7519] for conveying cryptographically-signed infornation about

OCONNNNOOOCITOITWWN

t he peopl e involved in personal comrunications; it is used with STIR

[I-D.ietf-stir-rfcd4474bis] to convey a signed assertion of the

identity of the participants in real-tinme conmuni cations established

via a protocol like SIP. This specification extends PASSporT to
include an indication that a call has been diverted fromits
originally destination to a new one.

Al 't hough the STIR problem statenent [RFC7340] is focused on
preventing the inpersonation of the caller’s identity, which is a

common enabl er for threats such as robocalling and voi cemail hacking

on the tel ephone network today, it also provides a signature over the

cal l ed nunber as the authentication service sees it. As
[I-Dietf-stir-rfc4474bis] Section 12.1 describes, this protection
over the contents of the To header field is intended to prevent a

cl ass of cut-and-paste attacks. |If Alice calls Bob, for exanple, Bob

m ght attenpt to cut-and-paste the Identity header field in Alice’s

INVITE into a new INVITE that Bob sends to Carol, and thus be able to

fool Carol into thinking the call cane fromAlice and not Bob. Wth
the signature over the To header field value, the INVITE Carol sees
will clearly have been destined originally for Bob, and thus Carol
can view the I NVITE as suspect.

However, as [I-D.ietf-stir-rfcd4474bis] Section 12.1.1 points out, it

is difficult for Carol to confirmor reject these suspicions based on

the informati on she receives fromthe baseline PASSporT object. The
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common "call forwardi ng" service serves as a good exanple of the fact
that the original called party nunber is not always the nunber to
which a call is delivered. The address in the To header field val ue
of SIP requests is not supposed to change, accordingly to baseline

[ RFC3261], as it is the Request-URI that is supposed to be updated
when a call is retargeted, but practically speaking sone operationa
environments do alter the To header field. There are a nunber of
potential ways for internmediaries to indicate that such a forwarding
operating has taken place. The History-Info header field [ RFC7044]

was created to store the Request-URIs that are discarded by a call in
transit. The SIP Diversion header field [ RFC5806], though historic,
is still used for this purpose by sone operators today. Neither of

these header fields provide any cryptographi c assurance of secure
redirection, and they can both capture mnor syntactical changes in
URIs that do not reflect a change to the actual target of a call

This specification therefore extends PASSporT with an explicit

i ndication that original called nunber in PASSporT no |onger reflects
the destination to which a call is likely to be delivered.
Verification services and the relying parties who nmake authorization
deci si ons about comunications may use this indication to confirm
that a legitimte retargeting of the call has taken place, rather
than a cut-and-paste attack.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in [ RFC2119].

3. PASSporT 'div’ daim

This specification defines a new JSON Wb Token claimfor "div" which
i ndi cates a previous destination for a call during its routing
process. When a retargeting entity receives a call signed with a
PASSpor T, it may act as an authentication service and create a new
PASSpor T containing the "div' claimto attach to the call (wthout
renovi ng the original PASSporT). Note that a new PASSporT is only
necessary when the cannical formof the "dest" identifier (per the
canoni cal i zation procedures in [I-D.ietf-stir-rfc4474bis] Section 8)
changes due to this retargeting. "div" is typically populated with a
destination address found in the "dest" field of PASSporT received by
the retargeting entity. These new PASSporT generated by retargeting
entities MJST include the "div" PASSporT type, and an "x5u" field
pointing to a credential that the retargeting entity controls. The
new PASSporT will | ook as follows:
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{ "typ":"passport",
"ppt":"div",
"al g": " ES256",
"x5u":"https://ww. exanpl e. com cert. pkx" }

A PASSporT cl ai ns object containing "div" is populated with a

nodi fication of the original token before the call was retargeted: at
a high level, the original identifier for the called party in the
"dest" array will becone the "div" claimin the new PASSporT. |If the
"dest" array of the original PASSporT contains nmultiple identifiers,
the retargeting entity MJST select only one themto occupy the "div"
field in the new PASSporT. and in particular, it MJST sel ect an
identifier that is within the scope of the credential that the
retargeting entity will specify in the "x5u" of the PASSporT header
(as described bel ow).

The new target for the call selected by the retargeting entity
beconmes the value of the "dest" array of the new PASSporT. The
"orig" value MJST be copied into the new PASSpor T fromthe origina
PASSpor T received by the retargeting entity. The regargeting entity
SHOULD retain the "iat" value fromthe original PASSporT, though if
in the underlying signaling protocol (e.g. SIP) the retargeting
entity changes the date and tine infornmation in the retargeted
request, the new PASSporT should instead reflect that date and tine.
No ot her extension clainms should be copied fromthe original PASSporT
to the "div" PASSporT.

So, for an original PASSporT of the form

{ "orig":{"tn":"12155551212"},
"dest":{"tn":"12155551213"},
"iat":1443208345 }

If the retargeting entity is changing the target from 12155551213 to
12155551214, the new PASSporT with "div" would | ook as foll ows:

{ "orig":{"tn":"12155551212"},
"dest":{"tn":"12155551214"},
"iat":1443208345,
"div":{"tn":"121555551213"} }

After the PASSporT header and cl ai ns have been constructed, their
signature is generated per the guidance in [I-D.ietf-stir-passport] -
except for the credential required to signit. VWile in the ordinary
construction of a PASSporT, the credential used to sign will have
authority over the identity in the "orig" claim(for exanple, a
certificate with authority over the tel ephone nunber in "orig" per
[I-D.ietf-stir-certificates]), for all PASSporTs using the "div" type
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the signature MJUST be created with a credential with authority over
the identity present in the "div" claim So for the exanpl e above,
where the original "dest"” is "12155551213", the signer of the new
PASSpor T obj ect MUST have authority over that tel ephone nunber, and
need not have any authority over the tel ephone nunber present in the
"orig" claim

4. Using 'div’ in SIP

This section specifies SIP-specific usage for the "div" PASSporT type
and its handling in the SIP Identity header field "ppt" paraneter

val ue. O her using protocols of PASSporT may define behvai or
specific to their use of the "div" claim

4.1. Authentication Service Behavi or

An aut hentication service only adds an lIdentity header field
containing the "div" PASSporT type to an SIP request that already
contains at | east one Identity header field; it MJST NOT add a "div"
request to an INVITE that contains no other ldentity headers fields.
Note that the authentication service doing so does not renove or
replace any existing ldentity header fields, it sinply adds a new
one. Wen adding an ldentity header field with a PASSporT object
containing a "div" claim SIP authentication services MIST al so add a
"ppt" parameter to that lIdentity header with a value of "div". The
resulting conpact formldentity header field to add to the nessage
m ght | ook as foll ows:

Identity: ..svbCToO5KgpSnt Ht 3dcEi O 1CWI'SZt nG3i V+1nnur LXV/ Ht yNS7Lt r g9dl xkWeo
eU7d70v8Hwe TTDobV3i t TngPWCFj aEmWEI 3d7SyN21yNDo2ER/ Ovgt woLu5csl p
pPqOg1luXndzHbG/nR6R 9BnUhHuf VRbp51Mvh3wogf Us=; \

i nfo=<https://biloxi.exanple.org/biloxi.cer>;al g=ES256; ppt ="di v"

A SIP authentication service typically will derive the new val ue of
"dest" froma new Request-URlI that is set for the SIP request before
it is forwarded. dder values of the Request-URI may appear in
header fields like Diversion or History-Info; this docunment specifies
no specific interaction between the "div" mechani smand those SIP
header fields. Note as well that because PASSporT operates on
canoni cal i zed tel ephone nunbers and nornalized URI's, many snall er
changes to the syntax of identifiers that might be captured by other
mechani sms (like Hi story-Info) that record regargeting will likely
not require a "div" PASSporT.
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4.2. Verification Service Behavior

[I-D.ietf-stir-rfc4474bis] Section 6.2 Step 5 requires that
specifications defining "ppt" values describe any additional verifier
behavi or. The behavi or specified for the "div" value of "ppt" is as
fol | ows.

In order to use the "div" extension, a verificiation service needs to
inspect all of the valid Identity header field values associated with
a request, as an ldentity header field value containing "div"
necessary refers to an earlier PASSporT already in the nessage. In
particular, the verification service nust find a PASSporT associ at ed
with the call, one created earlier, that contains a "dest" claimwth
a value equivalent to the "div" claimin the current PASSporT. It is
possible that this earlier PASSporT will also contain a "div", and
that it will in turn chain to a still earlier PASSporT stored in a
different ldentity header field value. Utimtely, by |ooking at
this chain of transformati ons and validating the associated
signatures, the verification service will be able to ascertain that
the appropriate parties were responsible for the retargeting of the
call toits ultimate destination; this can help the verification
service to determine that original PASSporT in the call was not
simply used in a cut-and-paste attack. This will help relying
parties to nmake any associ ated authorization decisions in terns of
how the call will be treated - though, per [I-D.ietf-stir-rfcd4474bis]
Section 6.2.1, that decision is a matter of |ocal policy.

Note that Identity header fields are not ordered in a SIP request,
and in a case where there is a nultiplicity of lIdentity header fields
in a request, sonme sorting may be required to match divert PASSporTs
to their originals.

5. Using 'div’ in STIR out-of-band

When storing a PASSporT with "div" at a Call Placenent Service (CPS)
for STIR out-of-band [I-D.ietf-stir-rfc4474bis] scenarios, clients
shoul d include an "opt" element within "div". "opt" contains the ful
formof the original PASSporT fromwhich the "div" was generated. |If
the diverting entity originally received that PASSporT encrypted, it
MUST decrypt it before storing it in "opt." The entire "div"
PASSpor T woul d than be signed and re-encrypted normally for storage
at an out-of-band Call Placement Service (CPS)

A "div" PASSporT containing the "opt" would | ook as foll ows:
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{ "orig":{"tn":"12155551212"},
"dest":{"tn":"12155551214"},
"iat":1443208345,
"div':{"tn":"121555551213",
"opt":"eyJhbGeci O JFUzI INi | sl nR5¢cCl 61 nBhc3Nwb3J01 i wi eDV1Il \
j 0i aHROCHVBLY9j ZXJOLnmVAYWLWbGUub3JnL3Bhc3NwWb3JOLMNI ci J9. eyJ
kZXNOI j p71 nVyaSl 6WJzaXA6YWkpY2VAZXhhbXBsZS5j b20i XX0s!| m hdC \
| 61 ] EONDMyMDgzNDUI LCIvem nlj p71 nRul j oi MII xNTULNTEyMT1i f X0.r \
g3pj T1lhoRwakEG HCnWswUnshd0- zJ6F1VOgFW5) HBr 8Q pj | k- cpFYpFYs \
0j NCpTz@BQ¥ PA ckGaS6hEck7w'} }

The "opt" extension is not required for any unencrypted in-band
PASSpor T conveyance. For forward conpatibility reasons, its use is
not forbidden in those environnments.

6. Extending 'div’
Past experience has shown that there may be additional infornmation
about the notivation for retargeting that relying parties m ght
consi der when naki ng aut hori zati on deci sions about a call, see for
exanpl e the "reason” associated with the SIP Diversion header field
[ RFC5806]. Future extensions to this specification mght incorporate
reasons into "div".
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8. | ANA Consi derati ons

This specification requests that the | ANA add a new claimto the JSON
Web Token Clains registry as defined in [ RFC7519].

C ai m Nane: "div"
Cl ai m Description: New Target of a Call
Change Controller: |ESG
Speci fication Docunent (s): [RFCThi s]
9. Security Considerations
This specification describes a security feature, and is primarily
concerned with increasing security when calls are forwarded.

I ncluding informati on about how calls were retargeted during the
routing process can allow downstreamentities to infer particulars of
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10.

the policies used to route calls through the network. However,
including this information about forwarding is at the discretion of
the retargeting entity, so if there is a requirenment to keep the
original called nunber confidential, no PASSporT should be created
for that retargeting - the only consequence will be that downstream
entities will be unable to correlate an inconing call with the
original PASSporT wi thout access to sone prior know edge of the
policies that could have caused the retargeting.

I nformati ve References

[I-Dietf-stir-certificates]
Peterson, J. and S. Turner, "Secure Tel ephone ldentity
Credentials: Certificates", draft-ietf-stir-
certificates-14 (work in progress), My 2017.

[I-D.ietf-stir-oob]
Rescorla, E. and J. Peterson, "STIR Qut of Band
Architecture and Use Cases", draft-ietf-stir-oob-00 (work
in progress), July 2017.

[I-D.ietf-stir-passport]
Wendt, C. and J. Peterson, "Personal Assertion Token
(PASSporT)", draft-ietf-stir-passport-11 (work in
progress), February 2017.

[I-D.ietf-stir-rfc4474bi s]
Peterson, J., Jennings, C., Rescorla, E., and C. Wendt,
"Aut henticated ldentity Managenent in the Session
Initiation Protocol (SIP)", draft-ietf-stir-rfc4474bis-16
(work in progress), February 2017.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
Schooler, "SI P: Session Initiation Protocol", RFC 3261,
DO 10.17487/ RFC3261, June 2002,
<https://ww. rfc-editor.org/info/rfc3261>.

[ RFC5806] Levy, S. and M Mhali, Ed., "Diversion Indication in
SI P, RFC 5806, DA 10.17487/ RFC5806, March 2010,
<https://ww.rfc-editor.org/info/rfc5806>.

Pet er son Expires May 3, 2018 [ Page 8]



Internet-Draft

[ RFC7044]

[ RFC7340]

[ RFC7519]

STIR Cal |l er Nane Cct ober 2017

Barnes, M, Audet, F., Schubert, S., van Elburg, J., and
C. Hol nberg, "An Extension to the Session Initiation
Protocol (SIP) for Request History Information", RFC 7044,
DO 10. 17487/ RFC7044, February 2014,

<https://www. rfc-editor.org/info/rfc7044>.

Peterson, J., Schul zrinne, H, and H Tschofenig, "Secure
Tel ephone ldentity Problem Statenent and Requirements”,
RFC 7340, DO 10. 17487/ RFC7340, Septenber 2014,
<https://ww.rfc-editor.org/info/rfc7340>.

Jones, M, Bradley, J., and N Sakimura, "JSON Wb Token
(JWNn", RFC 7519, DO 10.17487/RFC7519, My 2015,
<https://www. rfc-editor.org/info/rfc7519>.

Aut hor’ s Addr ess

Jon Peterson
Neustar, |nc.

1800 Sutter

St Suite 570

Concord, CA 94520

us

Emai |l : jon.

Pet er son

pet er son@eust ar. bi z

Expires May 3, 2018 [ Page 9]



