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Abstr act

Thi s docunent extends the PASSporT object to convey
crypt ographi cal | y-si gned assertions of authorization for

conmuni cations ' Resource-Priority’. It extends PASSporT to all ow
crypt ographi c-signing of the SIP ’'Resource-Priority" header field
which is used for comunications resource prioritization. 1t also

descri bes how the PASSPorT extension is used in SIP signaling to
convey assertions of authorization of the information in the SIP
"Resource-Priority’ header field.
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1. I nt roducti on

PASSporT [I-D.ietf-stir-passport] is a token fornmat based on JW

[ RFC7519] for conveying cryptographically-signed infornation about
the identities involved in personal communications; it is used with
STIR[I-D.ietf-stir-rfc4474bis] to convey a signed assertion of the
identity of the participants in real-tinme conmuni cations established
via a protocol like SIP. This specification extends PASSporT to
al | ow crypt ographic-signing of the SIP 'Resource-Priority’ header
field defined in [ RFC4412].

[ RFC4412] defines the SIP 'Resource-Priority’ header field for

communi cati ons Resource Priority. As specified in [RFC4412], the
"Resource-Priority’ header field may be used by SIP user agents,

i ncluding, Public Switched Tel ephone Network (PSTN) gateways and
termnals, and SIP proxy servers to influence prioritization afforded
to comuni cation sessions,including PSTN calls. However, the SIP
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"Resource-Priority’ header field could be spoofed and abused by
unaut hori zed entities.

The STIR architecture assunes that an authority on the originating
side of a call provides a cryptographic assurance of the validity of
the calling party number in order to prevent inpersonation attacks.
The STIR architecture allows extension that can be utilized by
authorities supporting real-tine conmmuni cation services using the
"Resource-Priority’ header field to cryptographically sign the SIP
"Resource-Priority’ header field and convey assertion of the

aut hori zation for 'Resource-Priority’. For exanple, the authority on
the originating side verifying the authorization of a particular
communi cati on for Resource-Priority can use a PASSPorT claimto
cryptographically-sign the SIP 'Resource-Priority’ header field and
convey an assertion of the authorization for *Resource-Priority’.
This will allow a receiving entity (including entities located in

di fferent network domai ns/boundaries) to verify the validity of
assertions authorizating Resource-Priority. Cryptographically-signed
SIP 'Resource-Priority’ headers will allow a receiving entity to
verify and act on the information with confidence that the

i nformati on have not been spoofed or conprom sed.

This specification docunents an optional extension to PASSporT and
the associated STIR mechanisnms to provide a function to sign the SIP
"Resource-Priority’ header field. This PASSporT object is used to
provide attestation of a calling user authorization for priority
communi cations. This is necessary in addition to the PASSporT obj ect
that is used for calling user tel ephone nunber attestation. How the
optional extension to PASSporT is used for real-tine comunications
supported using SIP 'Resource-Priority’ header field is defined in

ot her documents and is outside the scope of this docunent.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. PASSporT 'rph’ daim

This specification defines a new JSON Wb Token claimfor "rph",
whi ch provides an assertion for information in SIP ' Resource-
Priority’ header.

The creator of a PASSporT object adds a "ppt" value of "rph" to the
header of a PASSporT object, in which case the PASSporT cl ai ne8 MJST
contain a "rph" claim and any entities verifying the PASSporT obj ect
will be required to understand the "ppt" extension in order to
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4.

4.

process the PASSporT in question. A PASSPort header with the "ppt"
included will |ook as follows:

{ "typ": " passport",
" ppt " " r phu ,
"al g": " ES256",
"x5u":"https://ww. exanpl e.org/cert.cer"}

The "rph" claimw |l provide an assertion of authorization,"auth"

for information in the SIP "Resource-Priority" header field (i.e.
Resource-Priority: nanespace "." r-priority) based on [ RFC4412].
Specifically, the "rph" claimincludes assertion of the priority-

| evel of the user to be used for a given comruni cati on session. The
value of the "rph" claimis an array containing one or nore of JSON
objects for the content of the SIP 'Resource-Priority’ header that is
bei ng asserted of which one of the "rph" object, is nmandatory.

The following is an exanple "rph" claimfor a SIP "Resource-Priority"
header field with a "nanespace "." r-priority" value of "ets.O0".

{ "orig":{"tn":"12155551212"}
"dest":{"tn":"12125551213"},
"jat":1443208345,
"rph":{"auth":"ets.0"}}

After the header and cl ai ms PASSporT objects have been constructed,
their signature is generated normally per the guidance in
[I-D.ietf-stir-passport] using the full formof PASSPorT. The
credentials (e.g., authority responsible for authorizating Resource-
Priority) used to create the signature nmust have authority over the
"rph" claimand there is only one authority per claim The authority
MUST use its credentials (i.e., CERT) associated with the specific
service supported by the SIP namespace in the claim

"rph’ in SIP

This section specifies SIP-specific usage for the "rph" claimin
PASSpor T.

1. Authentication Service Behavior

The Aut hentication Service will create the "rph" claimusing the
val ues di scussed in section 3 based on [ RFC4412]. The construction
of "rph" claimfollows the steps described in Section 4 of
[I-D.ietf-stir-rfc4474bis].

The resulting ldentity header for "rph" mght |ook as follows:
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"eyJhbGeci G JFUzI INi | sl nR5cCl 61 kpXVCJ19. eyJpc3M O Jl eUowZVhBaU9pSndZWE56Y0c5eW
RDSXNEW@pYOhCMVEl gb2l j bkJvSW 3TkNpSmhi R2NpT2I KRl V6STFCaUl zRFFvaWEV] FJanBvZE
hSd2N6b3ZMvRQz ZHk 1bGVHRNRj R3hs TGLOdmJ TOApaVWEoWT GLCoGNuMES DZz 091 Hx840CZLuKAmMX
x81 GV5SnZj bWkuSWHwWNOI uUnVJanmdpTVRIeESUVTFOVEVS5TVRIaWZTd2dEUWOp YVAGVE! gb2l NVF
EWTXpJdO9ETTBOUOI z SUEWSOI t Umxj MLFpT25zaWRHNG PaUl 4TWHFMUSUVTFNVE! 4TXI KOURRb2
I j bkIvSWHwWINOI t Rj FkR2dp T2l KbGRI TXVNQO0o5RFFVTKNnMESsgl CAgl i wi bnidm j ox NDk4NDg5MT
US5LCJI eHAI G EOOTgOOTI 3NTks| m hdCl 6 MIQe ODQ4OTELOXO0. oi a2- qJTI DIl CsJ_Af 2A5s] hQ2

i JU- KAHG HRWhRi Uea6acl oDOW2Bc3Ap4i Z6i zx7haRj 55M KKCwY5_bl t A"
info= "https://ww. exanpl e. org/cert.cer"; al g=ES256; ppt ="r ph"

A SIP authentication service typically will derive the value of "rph"
fromthe 'Resource-Priority’ header field based on policy associated
with service specific use of the "namespace "." r-priority" val ues
based on [ RFC4412]. The authentication service derives the value of
the PASSPorT claimby verifying the authorization for Resource-
Priority (i.e., verifying a calling user privilege for Resource-
Priority based on its identity) which might be derived from custoner
profile data or fromaccess to external services

[ RFC4412] allows nultiple "namespace "." r-priority" pairs, either in
a single SIP Resource-Priority header or across nultiple SIP
Resource-Priority headers. However, it is not necessary to sign al
content of a SIP Resource-Priority header or all SIP Resource-
Priority headers in a given SIP nmessage. An authority is only
responsi ble for signing the content of a SIP Resource-Priority header
for which it has authority (e.g., a specific "namespace "."
r-priority").

4.2. Verification Service Behavior

[I-Dietf-stir-rfcd4474bis] Section 6.2 Step 5 requires that
specifications defining "ppt" values describe any additional verifier
behavi or. The behavi or specified for the "ppt" values of "rph" is as
fol | ows:

The verification service MIST extract the value associated with the
"auth" key in a full form PASSPorT with a "ppt" value of "rph". If
the signature validates, then the verification service can use the
value of the "rph" claimas validation that the calling party is

aut hori zed for Resource-Priority, which would in turn be used for
priority treatment in accordance with local policy for the associated
conmuni cati on service

The verification service MIST extract the value associated with the
"auth" key in a full formPASSPorT with a "ppt" value of "rph". If
the signature validates, then the verification service can use the
value of the "rph" claimas validation that the calling party is
aut hori zed for Resource-Priority, which would in turn be used for
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priority treatment in accordance with local policy for the associated
commruni cati on service

In addition, [I-D.ietf-stir-rfc4474bis] Section 6.2 Step 4 requires
"iat" value in "rph" claimto be verified.

The behavior of a SIP UAs upon receiving an I NVITE containing a
PASSpor T object with a "rph" claimw Il largely remain a matter of
i npl ementation policy for the specific conmmunication service. In
nost cases, i npl enentations woul d act based on confidence in the
veracity of this information. The use of the conpact form of
PASSpor T is not specified in this docunent.

Furt her Information Associated with Resource-Priority

There nmay be additional information about the calling party or the
call that could be relevant to authorization for Resource-Priority.
This may include information related to the device subscription of
the caller, or to any institutions that the caller or device is
associated with, or even categories of institutions. Al of these
data el ements woul d benefit fromthe secure attestations provided by
the STIR and PASSporT franmeworks. The specification of the "rph"
claimcould entail the optional presence of one or nore such
additional information fields.

A new | ANA registry has been defined to hold potential values of the
"rph" array; see Section 6.2. The definition of the "rph" claimmy
have one or nore such additional information field(s). Details of
such "rph" claimto enconpass other data elenents are left for future
version of this specification.

| ANA Consi derations

JSON Wb Token O ains Registration

o CaimNane: "rph"

0 CaimDescription: Resource Priority Header

0 Change Controller: |ESG

0 Specification Docunent(s): Section 3 of [RFCThi s]

PASSpor T 'rph’ Types

Thi s docunent requests that the | ANA add a new entry to the PASSporT

Types registry for the type "rph" which is specified in [ RFCThis].
This specification also requests that the | ANA create a new registry
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for PASSporT "rph" types. Registration of new PASSporT "rph" types
shal | be under the specification required policy. This registry is
to be initially populated with a single value for "auth” which is
specified in [ RFCThi s].

7. Security Considerations

The security considerations discussed in [I-D.ietf-stir-rfc4474bi s]
in Section 10 are applicable here.

7.1. Avoidance of replay and cut and past attacks

The PASSporT extension with a "ppt" value of "rph" MJST only be sent
with SIP INVITE when ' Resource-Priority’ header is used to convey the
priority of the communication as defined in [RFC4412]. To avoid the
replay, and cut and paste attacks, the procedures described in
Section 10.1 of [I-D.ietf-stir-rfc4474bis] MJIST be foll owed.

7.2. Solution Considerations

The use of extension to PASSporT tokens with "ppt" value "rph" based
on the validation of the digital signature and the associ ated
certificate requires consideration of the authentication and
authority or reputation of the signer to attest to the identity being
asserted. The follow ng considerations should be recogni zed when
usi ng PASSporT extension with "ppt" value of "rph"

0 An authority (signer) is only allowed to sign the content of a SIP
"Resource-Priority’ header for which it has the right authority.
The authority that signs the token MJUST have a secure nethod for
aut henti cation of the end user or the device.

o The verification of the signature MJST include neans of verifying
that the signer is authoritative for the signed content of the SIP
"Resource-Priority’ header
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