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Abst ract

Thi s docunent extends PASSporT, a token for conveying

crypt ographi cal | y-si gned i nformati on about personal communications,
to include rich data that can be rendered to users, such as a human-
readabl e di spl ay nane conparable to the "Caller ID' function common
on the tel ephone network. The elenent defined for this purpose is
extensible to include related information about calls that hel ps
peopl e deci de whether to pick up the phone.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 4, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

PASSporT [I-D.ietf-stir-passport] is a token fornmat based on JW

[ RFC7519] for conveying cryptographically-signed infornation about

t he peopl e involved in personal comrunications; it is used with STIR
[I-D.ietf-stir-rfcd4474bis] to convey a signed assertion of the
identity of the participants in real-tinme conmuni cations established
via a protocol like SIP. The STIR problem statenent [RFC7340]

decl ared securing the display nane of callers outside of STIR s
initial scope, so baseline STIR provides no features for caller nane.
This specification docunents an optional mechani smfor PASSporT and

t he associ ated STI R mechani sms whi ch extends PASSporT to carry

addi tional elenents conveying richer information: information that is
intended to be rendered to an end user to assist a called party in
determ ning whether to accept or trust incom ng comunications. This
i ncludes the nane of the person on one side of a comunications
session, the traditional "Caller ID' of the tel ephone network, along
with related display information that would be rendered to the called
party during alerting, or potentially used by an automaton to
determ ne whether and how to alert a called party.

In the traditional telephone network, the display nane associ ated
with a call is typically provided in one of three ways: by a third-
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party service queried at the termnating side, by the originator of
the call, or through a | ocal address book maintained by a device on
the termnating side. The STIR architecture lends itself especially
to the first of these approaches, as it assunes that an authority on
the originating side of the call provides a cryptographic assurance
of the validity of the calling party nunber in order to prevent

i npersonation attacks. That sanme authority could sign for a display
nane associated with that nunber, which the term nating side could
render to the user when the call is alerting. Even when the
originating side does not provide a display nane for the caller, the
cryptographic attestation of the validity of the calling nunber
provided by STIR still allows the ternminating side to query a | oca

or renote service for a nane associated with that nunber without fear
that the nunber has been inpersonated by the caller; STIR thus nakes
"Caller ID'" nore secure even when there is no first-party attestation
of a display nanme. For these cases, this specification outlines
various ways that a display name for a calling party could be
deternmined at the termnating side in a secure fashion

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMVENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in RFC 2119 [ RFC2119] and RFC 6919 [ RFC6919].

3. PASSporT 'rcd” daim

This specification defines a new JSON Wb Token claimfor "rcd", Rich
Call Data, the value of which is an array of JSON subel enents. The
initial subel erent defined here is a display name, "nani, associated
with the originator of personal comruni cations, which may for exanple
derive fromthe display-nanme conponent of the From header field val ue
of a SIP request, or a sinilar field in other PASSporT using

pr ot ocol s.

The "rcd" claimmay appear in any PASSporT cl ai ns object as an
optional elenent. The creator of a PASSporT MAY however add a "ppt"
val ue of "rcd" to the header of a PASSporT as well, in which case the
PASSpor T clains MJUST contain a "rcd" claim and any entities
verifying the PASSporT object will be required to understand the
"ppt" extension in order to process the PASSporT in question. A

PASSpor T header wih the "ppt" included will | ook as foll ows:
{ "typ":"passport™",

"ppt":"rcd",

"al g": " ES256",

"x5u":"https://ww. exanpl e. com cert.cer" }
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The PASSporT clains object will then contain the "rcd" key with its
correspondi ng value. The value of "rcd" is an array of JSON objects,
of which one, the "nam object, is mandatory. The key syntax of
"nam' follows the display-name ABNF given in [ RFC3261].

{ "orig":{"tn":"12155551212"},
"dest":{"tn":"12155551213"},
"iat":1443208345,
"iss":"Example, Inc.",
"rcd":{"nant:"Alice Atlanta"} }

After the header and clai s PASSporT objects have been constructed,
their signature is generated normally per the guidance in
[I-D.ietf-stir-passport].

4. Further Information Associated with Callers

Beyond naning information, there may be additional human-readabl e
i nformati on about the calling party that should be rendered to the
end user in order to help the called party decide whether or not to
pi ck up the phone. This is not limted to information about the

caller, but includes information about the call itself, which may
derive fromanal ytics that determ ne based on call patterns or
simlar data if the call is likely to be one the called party wants

to receive. Such data could include
information related to the location of the caller, or

any organi zations or institutions that the caller is associated
with, or even categories of institutions (is this a governnent
agency, or a bank, or what have you), or

hyperlinks to inages, such as |ogos or pictures of faces, or to
simlar external profile information, or

information that will be processed by an application before
rendering it to a user, like social networking data that shows
that an unknown caller is a friend-of-a-friend, or reputation
scores derived from crowdsourcing, or confidence scores based on
broader anal ytics about the caller and call ee.

Al'l of these data elenents would benefit fromthe secure attestations
provided by the STIR and PASSporT frameworks. A new | ANA registry
has been defined to hold potential values of the "rcd" array; see
Section 9.3. Specific extensions to the "rcd" PASSporT claimare
left for future specification
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While in the traditional tel ephone network, the business relationship
between calling customers and their tel ephone service providers is
the ultimate root of information about a calling party’ s name, sone
other forns of data |ike crowdsourced reputation scores m ght derive
fromthird parties. It is nore likely that when those el enents are
present, they will be in a third-party "rcd" PASSporT.

5. Third-Party Uses

Wil e rich data about the call can be provided by an originating

aut hentication service, the termnating side or an internediary in
the call path could also acquire rich call data by querying a third-
party service. |In tel ephone operations today, a third-party

i nformati on service is conmmonly queried with the calling party’s
nunber in order to learn the name of the calling party, and
potentially other hel pful information could al so be passed over that
interface. The value of using a PASSporT to convey this infornation
fromthird parties lies largely in the preservation of the origina
authority’s signature over the data, and the potential for the
PASSpor T to be conveyed frominternedi aries to endpoint devices.

Ef fectively, these use cases form of subcase of out-of-band
[I-D.rescorla-stir-fall back] use cases. The manner in which third-
party services are discovered is outside the scope of this docunent.

An intermediary use case mght look as follows: a SIP INVITE carries
a display nane in its From header field value and an initial PASSporT
object without the "rcd" claim Wen the a termnating verification
service inplenented at a SIP proxy server receives this request, and
deternmines that the signature is valid, it nmight query a third-party
service that maps tel ephone nunbers to calling party nanes. Upon
receiving the PASSport in a response fromthat third-party service
the termnating side could add a new Identity header field to the
request for the "rcd" PASSporT object provided by the third-party
service. It would then forward the INVITE to the term nating user
agent. If the display nane in the "rcd" PASSporT object matches the
di splay nane in the INVITE, then the name would presumably be
rendered to the end user by the terminating user agent.

A very simlar flow could be followed by an internediary closer to
the origination of the call. Presumably such a service could be

i npl emented at an originating network in order to decouple the
systens that sign for calling party nunbers fromthe systens that
provide rich data about calls.

In an alternative use case, the term nating user agent m ght query a
third-party service. 1In this case, no new ldentity header field
woul d be generated, though the term nating user agent might receive a
PASSpor T object in return fromthe third-party service, and use the
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"rcd" field in the object as a calling nane to render to users while
al erting.

5.1. Signing as a Third Party

When a third party issues a PASSporT with an "rcd" claim the
PASSpor T MUST contain the "rcd" "ppt" type in its header object. It
nmor eover MJST include an "iss" claimas defined in [ RFC7519] to

i ndi cate the source of this PASSporT; that field SHOULD be popul at ed
with the subject of the credential used to sign the PASSporT.

A PASSporT with a "ppt" of "rcd" MAY be signed with credentials that
do not have authority over the identity that appears in the "orig"
el ement of the PASSporT clainms. Relying parties in STIR have al ways
been left to make their own authorization decisions about whether or
not the trust the signers of PASSporTs, and in the third-party case,
where an entity has explicitly queried a service to acquire the
PASSpor T object, it may be some external trust or business

rel ati onship that induces the relying party to trust a PASSporT.

6. Level s of Assurance

As "rcd" can be provided by either first or third parties, relying
parties could benefit froman additional claimthat indicates the
rel ati onship of the attesting party to the caller. Even in first
party cases, this admts of some conplexity: the Comunications
Service Provider (CSP) to which a nunber was assigned might in turn
del egate the nunber to a reseller, who would then sell the nunber to
an enterprise, in which case the CSP might have little insight into
the caller’s nane. |In third party cases, a caller’s nane could
derive from any nunber of data sources, on a spectrum between public
data scraped from web searches to a direct business relationship to
the caller. As nultiple PASSporTs can be associated with the same
call, potentially a verification service could receive attestations
of the caller name fromnmultiple sources, which have different |evels
of granularity or accuracy.

Ther ef ore PASSporTs that carry "rcd" data SHOULD al so carry an
i ndi cation of the relationship of the generator of the PASSporT to
the caller. [TBD claim- take from SHAKEN?]

7. Using 'rcd in SIP
This section specifies SIP-specific usage for the "rcd" claimin
PASSpor T, and in the SIP Identity header field value. Oher using

protocol s of PASSporT may define their own usages for the "rcd"
claim
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7.1. Authentication Service Behavi or

An aut hentication service creating a PASSporT containing a "rcd
claimMAY include a "ppt" for "rcd" or not. Third-party

aut hentication services follow ng the behavior in Section 5.1 MJST
include a "ppt" of "rcd". |If "ppt" does contain a "rcd", then any
SI P authentication services MUST add a "ppt" paraneter to the
Identity header containing that PASSporT with a value of "rcd". The

resulting ldentity header m ght | ook as follows:

Identity: "sv5CToO5KqpSmt Ht 3dcEi O 1CWI'SZt nG3i V+1nmnur LXV/ Hnt yNS7Lt r g9dl xkW o
eU7d70v8Hwe TTDobV3i t TngPWCFj aEmWEI 3d7SyN21yNDo2ER/ Ovgt woLu5csl p
pPqQOgluXndzHbG7/nR6RI 9BnUhHUf VRbp51Wn3wogf Us="; \

i nfo=<https://biloxi.exanple.org/biloxi.cer>;al g=ES256; ppt ="r cd"

This specification assunes that by default, a SIP authentication
service will derive the value of "rcd" fromthe display-nane
conponent of the From header field value of the request. It is
however a matter of authentication service policy to decide how it
popul ates the value of "rcd", which MAY al so derive fromother fields
in the request, fromcustomer profile data, or from access to
external services. |If the authentication service generates a
PASSpor T obj ect containing "rcd" with a value that is not equival ent
to the From header field display-nanme value, it MJST use the ful
formof the PASSporT object in SIP

7.2. Verification Service Behavior

[I-D.ietf-stir-rfc4474bis] Section 6.2 Step 5 requires that
specifications defining "ppt" values describe any additional verifier
behavi or. The behavi or specified for the "ppt" values of "rcd" is as
follows. |If the PASSporT is in conpact form then the verification
service SHOULD extract the display-nanme fromthe From header field
value, if any, and use that as the value for the "rcd" key when it
reconput es the header and clains of the PASSporT object. |If the
signature validates over the reconputed object, then the verification
shoul d be consi dered successf ul

However, if the PASSport is in full formwith a "ppt" value of "rcd"
then the verification service MIST extract the value associated with
the "rcd" "nam' key in the object. |If the signature validates, then
the verification service can use the value of the "rcd" "nanm key as
the display name of calling party, which would in turn be rendered to
alerted users or otherw se | everaged in accordance with | ocal policy.
This will allow SIP networks that convey the display nane through a
field other than the From header field to interoperate with this
speci fication.
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9.

9.

The third-party "rcd" PASSporT cases presents sone new chal | enges, as
an attacker could attenpt to cut-and-paste such a third-party
PASSporT into a SIP request in an effort to get the term nating user
agent to render the display nane or confidence values it contains to
a call that should have no such assurance. A third-party "rcd"
PASSpor T provi des no assurance that the calling party nunber has not
been spoofed: if it is carried in a SIP request, for exanple, then
some ot her PASSporT in another ldentity header field val ue woul d have
to carry a PASSporT attesting that. A verification service MIST
determne that the calling party nunber shown in the "orig" of the
"rcd" PASSporT corresponds to the calling party nunber of the call it
has received, and that the "iat" field of the "rcd" PASSporT is
within the date interval that the verification service would
ordinarily accept for a PASSporT.

Verification services may alter their authorization policies for the
credentials accepted to sign PASSporTs when third parties generate
PASSpor T obj ects, per Section 5.1. This may include accepting a
valid signature over a PASSporT even if it is signed with a
credential that does not attest authority over the identity in the
"orig" claimof the PASSporT, provided that the verification service
has sone other reason to trust the signer. No further guidance on
verification service authorization policy is given here.

The behavior of a SIP UAS upon receiving an I NVITE containing a
PASSpor T object with a "rcd" claimwll largely remain a matter of

i npl ementation policy. |In nost cases, inplenentations would render
this calling party nane information to the user while alerting. Any
user interface additions to express confidence in the veracity of
this information are outside the scope of this specification
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I ANA Consi derations
1. JSON Wb Token d ains

This specification requests that the | ANA add a new claimto the JSON
Web Token Clains registry as defined in [ RFC7519].

Cl ai m Nanme: "rcd"
ClaimDescription: Caller Nane Information

Change Controller: |ESG
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Speci fication Docunent (s): [RFCThi s]
9.2. PASSporT Types

This specification requests that the | ANA add a new entry to the
PASSpor T Types registry for the type "rcd" which is specified in
[ RFCThi s].

9.3. PASSporT RCD Types

This docunent requests that the | ANA create a new registry for
PASSpor T RCD types. Registration of new PASSpor T RCD types shall be
under the Specification Required policy.

This registry is to be initially populated with a single value for
"nam' which is specified in [ RFCThis].

10. Security Considerations

Reveal i ng i nformati on such as the nane, |ocation, and affiliation of
a person necessarily entails certain privacy risks. Baseline
PASSpor T has no particular confidentiality requirenent, as the
information it signs over in a using protocol like SIP is al
information that SIP carries in the clear anyway. Transport-I|eve
security can hide those SIP fields from eavesdroppers, and the same
confidentiality mechani snms woul d protect any PASSporT(s) carried in
Sl P.

More TBD.
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