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Abst ract

Vul nerabilities with Internet of Things (10T) devices have raised the
need for a solid and secure firmvare update nechanismthat is al so
sui tabl e for constrained devices. Incorporating such update
mechanismto fix vulnerabilities, to update configuration settings as
wel | as adding new functionality is reconmended by security experts.

This docunment lists requirenents and describes an architecture for a
firmnvare update nechani smsuitable for 10T devices. The architecture
is agnostic to the transport of the firmware i nages and associ at ed
net a- dat a.

This version of the docunent assunmes asynmetric cryptography and a
public key infrastructure. Future versions nay al so describe a
symretric key approach for very constrai ned devices.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 6, 2018.
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1. Introduction

When devel opi ng | oT devices, one of the nost difficult problens to
solve is how to update the firmvare on the device. Once the device
is deployed, firmvare updates play a critical part inits lifetine,
particularly when devices have a long lifetime, are deployed in
renote or inaccessible areas or where manual intervention is cost
prohibitive or otherwise difficult. The need for a firmwvare update
may be to fix bugs in software, to add new functionality, or to re-
configure the device

The firmmvare update process has to ensure that

- The firmvare inage is authenticated and attenpts to flash a
mal i cious firmwvare inage are prevented.

- The firmmvare inage can be confidentiality protected so that
attenpts by an adversary to recover the plaintext binary can be
prevented. Obtaining the plaintext binary is often one of the
first steps for an attack to nount an attack

2. Conventions and Term nol ogy
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

Thi s docunent uses the follow ng terns:
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Mani fest: The mani fest contains neta-data about the firmare
i mage. The manifest is protected agai nst nodification and
provi des information about the author.

Firmvare I mage: The firmware inage is a binary that may contain
the conplete software of a device or a subset of it. The firmware
i mage may consist of multiple inmages, if the device contains nore
than one microcontroller. The inage may consist of a differential
update for performance reasons. Firmnare is the nore universa
term Both terns are used in this docunent and are

i nt erchangeabl e.

The following entities are used:

Aut hor: The author is the entity that creates the firnmnare inmage,
signs and/or encrypts it and attaches a manifest to it. The
author is nost likely a devel oper using a set of tools.

Devi ce: The device is the recipient of the firmvare i mage and the
mani fest. The goal is to update the firmvare of the device.

Untrusted Storage: Firmnare i nages and nmanifests are stored on
untrusted fileservers or cloud storage infrastructure. Sone
depl oynents nmay require storage of the firmwvare i mages/ manifests
to be stored on various entities before they reach the device.

3. Requirenents

The firmnvare update nmechani smdescribed in this specification was
designed with the follow ng requirements in mnd:

Mor an,

Agnostic to how firmnare i mages are distributed
Friendly to broadcast delivery

Uses state-of-the-art security nechanisns
Rol | back attacks must be prevented.

H gh reliability

Operates with a snall boot| oader

Smal | Parsers

M ni mal inpact on existing firmvare formats

Robust perm ssi ons
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3.1. Agnostic to how firmwvare i mages are distributed

Firmnvare i mages can be conveyed to devices in a variety of ways

i ncluding USB, UART, WFi, BLE, |ow power WAN technol ogi es, etc and
use different protocols (e.g., CoAP, HTTP). The specified nechani sm
needs to be agnostic to the distribution of the firnware images and
mani f est s.

3.2. Friendly to broadcast delivery

For an update to be broadcast friendly, it cannot rely on link |ayer
network | ayer, or transport layer security. |In addition, the sanme
message must be deliverable to many devices; both those to which it
applies and those to which it does not w thout a chance that the
wong device will accept the update. Considerations that apply to
net wor k broadcasts apply equally to the use of third-party content
di stribution networks for payl oad distribution

3.3. Uses state-of-the-art security nechanisns

End-to-end security between the author and the device, as shown in
Section 5, is used to ensure that the device can verify firmware
i mages and nani fests produced by authorized authors.

The use of post-quantum secure signature nmechani snms, such as hash-
based signatures, should be explored. A nandatory-to-inplenent set
of algorithms has to be defined offering a key length of 112-bit
symmetric key or security or nore, as outlined in Section 20 of RFC
7925. This corresponds to a 233 bit ECC key or a 2048 bit RSA key.

If the firmvare inmage is to be encrypted, it nust be done in such a
way that every intended recipient can decrypt it. The information
that is encrypted individually for each device nust be an absolute
m ni mum

3.4. Rollback attacks must be prevented
A device presented with an old, but valid nmanifest and firmvare nust
not be tricked into installing such firmvare since a vulnerability in

the old firmvare i mage may all ow an attacker gain control of the
devi ce.

3.5. Highreliability
A power failure at any time nust not cause a failure of the device.
A failure to validate any part of an update nust not cause a failure

of the device. One way to achieve this functionality is to provide a
nm ni mrum of two storage |ocations for firmmvare and one boot abl e
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|l ocation for firmvare. An alternative approach is to use a 2nd stage
boot| oader with build-in full featured firmnvare update functionality
such that it is possible to return to the update process after power
down.

Note: This is an inplenmentation requirenent rather than a requirenent
on the manifest format.

3.6. Operates with a small bootl| oader

The boot| oader nust be mininmal, containing only flash support,
cryptographic primtives and optionally a recovery mechanism The
recovery mechanismis used in case the update process failed and may
i ncl ude support for firmnare updates over serial, USB or even a
limted version of wireless connectivity standard like a limted

Bl uetooth Smart. Such a recovery nechani sm nust provide security at
| east at the sane level as the full featured firmvare update
functionalities.

The boot| oader needs to verify the received manifest and to instal
the bootable firnware i mage. The bootl oader should not require
updating since a failed update poses arisk inreliability. |[If nore
functionality is required in the bootloader, it nust use a two-stage
bootl oader, with the first stage conprising the functionality defined
above.

Al'l information necessary for a device to nake a deci sion about the
installation of a firmvare update nust fit into the avail abl e RAM of
a constrained |oT device. This prevents flash wite exhaustion
Note: This is an inplenmentation requirenent.
3.7. Small Parsers
Si nce parsers are known sources of bugs they nust be mininal.
Additionally, it must be easy to parse only those fields which are
required to validate at |east one signature with niniml exposure.
3.8. Mnimal inpact on existing firmvare formats

The design of the firnmware update nechani sm nust not require changes
to existing firmware fornats.

3.9. Robust perm ssions
A device may have many nodul es that require updating individually.

It may also need to trust several actors in order to authorize an
update. For exanple, a firmware author may not have the authority to
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install firnware on a device in critical infrastructure w thout the

aut hori zation of a device operator. |In this case, the device should
reject firmvare updates unless they are signed both by the firmare

aut hor and by the device operator. To facilitate conpl ex use-cases

such as this, updates require several perm ssions.

4. dainms

When a sinple set of permissions fails to encapsul ate the rules

required for a device make deci sions about firmware, clains can be

used instead. Cains represent a formof policy. Several clains can

be used together, when nultiple actors should have the rights to set

poli ci es.

Sone example clainms are:

- Trust the actor identified by the referenced public key.

- Three actors are trusted identified by their public keys.
Signatures fromat |least two of these actors are required to trust
a mani f est.

- The actor identified by the referenced public key is authorized to
create secondary policies

The baseline clainms for all manifests are described in Appendix A
In summary, they are:

- Do not install firmvare with earlier netadata than the current
net adat a.

- Only install firnmware with a matchi ng vendor, nodel, hardware
revision, software version, etc.

- Only install firmvare that is before its best-before tinestanp.
- Only install firnmvare with netadata signed by a trusted actor

- Only allow an actor to exercise rights on the device via a
mani fest if that actor has signed the manifest.

- Only allow a firmvare installation if all required rights have
been nmet through signatures (one or nore) or mani fest dependencies
(one or nore).

- Use the instructions provided by the manifest to install the
firmare.
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5.

- Any authorized actor may redirect any URl.

- Install any and all firmwvare images that are |inked together with
mani f est dependenci es.

- Choose the nechanismto install the firnmvare, based on the type of
firmware it is.

Architecture

We start the architectural description with the security nodel. It
is based on end-to-end security. Figure 1 illustrates the security
nodel where a firmwvare image and the correspondi ng nanifest are
created by an author and verified by the device. The firmare inage
is integrity protected and may be encrypted. The manifest is
integrity protected and authenticated. When the author is ready to
distribute the firmvare inage it is conveyed using sone conmuni cation
channel to the device, which will typically involve the use of
untrusted storage. Exanples of untrusted storage are FTP servers,
Web servers or USB sticks.

[ S +
e + Firnmware I nage | | Firmvare I mage +-------- +
| + Manifest | Untrusted | + Mani f est |
Device [<----------------- | Storage |<------------------ | Author
I I I I
Fom e e e - - + Fom e e e e - - + Fom e e e - - +
N *
* *

EIE R R R I R R S I R I R R R R S R R R R R I O S R R S R R O S R O S

End-to- End Security
Figure 1: End-to-End Security.

Whet her the firmvare i mage and the manifest is pushed to the device
or fetched by the device is outside the scope of this work and

exi sting device managenent protocols can be used for efficiently
distributing this information

The follow ng assunptions are nade to allow the device to verify the
received firmvare i nage and nani fest before updating software:

- To accept an update, a device needs to deci de whether the author
signing the firmvare inage and the nmanifest is authorized to nake
the updates. W use public key cryptography to acconplish this.
The device verifies the signature covering the manifest using a
digital signature algorithm The device is provisioned with a
trust anchor that is used to validate the digital signature
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produced by the author. This trust anchor is potentially
different fromthe trust anchor used to validate the digita

si gnature produced for other protocols (such as device managenent
protocols). This trust anchor may be provisioned to the device
during manufacturing or during conmi ssioning.

- For confidentiality protection of firnmware inmages the author needs
to be in possession of the certificate/public key or a pre-shared
key of a device.

There are different types of delivery nodes, which are illustrates
based on exanpl es bel ow.

There is an option for enbedding a firmvare inage into a manifest.
This is a useful approach for deploynents where devices are not
connected to the Internet and cannot contact a dedicated server for
downl oad of the firmvare. It is also applicable when the firnmware
updat e happens via a USB stick or via Bluetooth Snart. Figure 2
shows this delivery node graphically.

e \ e \

/ Mani fest with \ / Mani fest with \

| att ached | | att ached |

\firmware inmage/ \firmware inmage/

I R T SR /
[ S, + | | [ S, +
| [ <o | Untrusted |<................
| Device | | Storage [ | Author |
e . e . e .

Figure 2: Manifest with attached firmare.

Figure 3 shows an option for renotely updating a device where the
device fetches the firmvare image fromsone file server. The

mani fest itself is delivery independently and provides information
about the firmwvare i mage(s) to downl oad.
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R \
/ \
| Mani f est |
\ /
S NIy + \emmmm e / S NIy +
| | < >|
| Device | -- | Author |
| | <- S |
Fom e e e - - +  -- - Fom e e e - - +
- - P, + - -
- | -
R \ -- | Untrusted |<- R \
/ \ -- | Storage | / \
[ Fi r mnvar e [ [ [ [ Fi r mvar e [
\ / R + \ /
I / I /

Figure 3: Independent retrieval of the firmare inmage.

This architecture does not nandate a specific delivery node but a
sol ution nust support both types.

6. WManifest

In order for a device to apply an update, it has to nake severa
deci si ons about the update:

- Does it trust the author of the update?

- Has the firnwnare been corrupted?

- Does the firmvare update apply to this device?
- |Is the update ol der than the active firmware?
- \When shoul d the device apply the update?

-  How should the device apply the update?

- What kind of firmmvare binary is it?

- \Where should the update be obtai ned?

- \Were should the firmware be stored?
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The mani fest encodes the information that devices need in order to
make these deci sions. It is a data structure that contains the
followi ng information:

- information about the device(s) the firmvare inmage is intented to
be applied to,

- information about when the firmvare update has to be applied,

- information about when the nmanifest was created,

- dependencies to other nmanifests,

- pointers to the firmvare i mage and informati on about the format,

- information about where to store the firnmnare inmage,

cryptographic information, such as digital signatures.
The mani fest format is described in a conpani on docunent.
7. Exanple Flow
The foll owi ng exanpl e message flow illustrates the interaction for

distributing a firmvare inmage to a device starting with an author
upl oading the new firmvare to untrusted storage and creating a

mani f est .

Fom e e e oo + o e e e e o - + Homm e +
| Aut hor | | Unt rust ed Storage| | Devi ce
F + o e e e e oo - + [ S, +
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I
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|
R >
I I
| | Query Mani f est
| | <o |
I I I
| | Send Mani f est |
| R >
I I I
| | | Validate Manifest
| | R RRRREE
I I I I
| | | <o
I I I
| | Request Firmware |
| | <o |
I I I
| | Send Firnware |
| e >|
I I I
| | | Verify Firmware
| | EEREEEE PR
I I I I
| | ERRREEEREEEEEE
| | |
[ [ | Store Firmware
| | [EERREEETERERTS
I I I I
| | SRREEEEEEEETE
I I I
| | | Reboot
| | |-
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| | | <------
I I I
| | | Bootl oader vali dates
[ [ | Firnmnare
| | R RAREREEEEES
I I I I
| | ESRREEEEEEEETEEERTREEE
I I I
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8.

| Bootl oader transfers
| control to new Firmare

Figure 4: Exanple Flow for a Firmnare Upate.
| ANA Consi derati ons
Thi s docunment does not require any actions by | ANA
Security Considerations

Firmvare updates fix security vulnerabilities and are considered to
be an inportant building block in securing |oT devices. Due to the
i mportance of firmware updates for 10T devices the Internet
Architecture Board (1 AB) organi zed a 'Wrkshop on Internet of Things
(10T) Software Update (10TSU)’, which took place at Trinity College
Dublin, Ireland on the 13th and 14th of June, 2016 to take a | ook at
the big picture. A report about this workshop can be found at

[ RFC8240]. This docunment (and associ ated specifications) offer a
standardi zed firmnvare nanifest format providing end-to-end security
fromthe author to the device.

There are, however, nmany ot her considerations raised during the

wor kshop. Many of them are outside the scope of standardization
organi zations since they fall into the real mof product engineering,
regul atory framewor ks, and busi ness nodels. The follow ng

consi derations are outside the scope of this document, nanely

- installing firmvare updates in a robust fashion so that the update
does not break the device functionality of the environnent this
devi ce operates in.

- installing firmvare updates in a tinely fashion considering the
compl exity of the decision naking process of updating devices,
potential re-certification requirenents, and the need for user’s
consent to install updates.

- the distribution of the actual firmware update, potentially in an
efficient manner to a | arge nunber of devices w thout human
i nvol venent .

- energy efficiency and battery lifetine considerations.
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- key managenent required for verifying the digitial signature
protecting the nanifest.

- incentives for manufacturers to offer a firmvare update nmechani sm
as part of their 10T products.

Mai ling List Information
The discussion list for this docunent is |ocated at the e-nail
address suit@etf.org [1]. Information on the group and information
on how to subscribe to the list is at
https://wwil.ietf.org/mailman/listinfo/suit

Archives of the list can be found at: https://ww.ietf.org/mail -
archi ve/ web/ sui t/current/index. htm
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Appendi x A.  Threat Mdel, User Stories, Security Requirenents, and
Usability Requirenments
A. 1. Threat Mbdel
Thi s appendi x aims to provide information about the threats that were
consi dered, the security requirenents that are derived fromthose
threats and the fields that permt inplenentation of the security
requirenents. This nodel uses the S.T.RI1.D.E. [STRIDE] approach
Each threat is classified according to:
- Spoofing ldentity
- Tanpering with data
- Repudi ation
- Information disclosure
- Denial of service
- FElevation of privilege
This threat nodel only covers elenents related to the transport of
firmvare updates. It explicitly does not cover threats outside of
the transport of firmmnare updates. For exanple, threats to an |oT
devi ce due to physical access are out of scope.
A. 2. Threat Descriptions
A .2.1. Threat MFT1: A d Firmware
Classification: Escalation of Privilege
An attacker sends an old, but valid manifest with an old, but valid
firmvare image to a device. |If there is a known vulnerability in the
provided firmvare inmage, this may allow an attacker to exploit the

vul nerability and gain control of the device

Threat Escalation: If the attacker is able to exploit the known
vul nerability, then this threat can be escalated to ALL TYPES

Mtigated by: MSRL
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A.2.2. Threat MFT2: M smatched Firmnare
Classification: Denial of Service

An attacker sends a valid firnmvare i mage, for the wong type of
device, signed by an actor with firmmvare installation pernission on
both types of device. The firmvare is verified by the device
positively because it is signed by an actor with the appropriate
perm ssion. This could have w de-rangi ng consequences. For devices
that are simlar, it could cause m nor breakage, or expose security
vulnerabilities. For devices that are very different, it is likely
to render devices inoperable.

Mtigated by: MSR2
A . 2.3. Threat MFT3: Ofline device + Od Firmare
Classification: Escalation of Privilege

An attacker targets a device that has been offline for a long time
and runs an old firmvare version. The attacker sends an old, but
valid nmanifest to a device with an old, but valid firmare inmage

The attacker-provided firmvare is newer than the installed one but

ol der than the nost recently available firmvare. |f there is a known
vul nerability in the provided firnware inmage then this may allow an
attacker to gain control of a device. Because the device has been
offline for along tinme, it is unaware of any new updates. As such
it will treat the old manifest as the nost current.

Threat Escalation: If the attacker is able to exploit the known
vul nerability, then this threat can be escalated to ALL TYPES

Mtigated by: MSR3

A . 2.4. Threat MFT4: The target device misinterprets the type of payl oad
Classification: Denial of Service
If a device misinterprets the type of the firmvare inmage, it may
cause a device to install a firmvare inage incorrectly. An
incorrectly installed firmvare image would |ikely cause the device to
stop functi oning.
Threat Escal ation: An attacker that can cause a device to
m sinterpret the received firmvare i nage nay gain escal ation of
privilege and potentially expand this to all types of threat.

Mtigated by: M-SR4
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A.2.5. Threat MFT5: The target device installs the payload to the wong
| ocation
Classification: Denial of Service
If a device installs a firmnvare image to the wong | ocation on the
device, then it is likely to break. For exanple, a firmwvare inmage
installed as an application could cause a device and/or an
application to stop functioning.
Threat Escal ation: An attacker that can cause a device to
m sinterpret the received code may gain escal ation of privilege and
potentially expand this to all types of threat.
Mtigated by: MSR4
A 2.6. Threat MFT6: Redirection
Classification: Denial of Service
If a device does not know where to obtain the payload for an update,
it my be redirected to an attacker’s server. This would allow an
attacker to provide broken payl oads to devices.
Mtigated by: M-SR4
A.2.7. Threat MFT7: Payload Verification on Boot
Classification: Al Types
An attacker replaces a newy downl oaded firmvare after a device
finishes verifying a manifest. This could cause the device to
execute the attacker’s code. This attack likely requires physica
access to the device. However, it is possible that this attack is
carried out in conbination with another threat that allows renote
executi on.
Mtigated by: MSR4
A.2.8. Threat MT8: Unauthenticated Updates
Classification: Al Types
If an attacker can install their firmvare on a device, by
mani pul ati ng either payload or netadata, then they have conplete
control of the device

Mtigated by: M-SR5
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A.2.9. Threat MFT9: Unexpected Precursor images
Cl assification: Denial of Service

An attacker sends a valid, current manifest to a device that has an
unexpected precursor imge. |f a payload format requires a precursor
i mge (for exanple, delta updates) and that precursor image is not
avail able on the target device, it could cause the update to break

Threat Escal ation: An attacker that can cause a device to install a
payl oad agai nst the wong precursor inmage could gain escal ation of
privilege and potentially expand this to all types of threat.

Mtigated by: MSR4
A. 2.10. Threat MFT10: Unqualified Firmare
Classification: Denial of Service, Escalation of Privilege

This threat can appear in several ways, however it is ultimtely
about interoperability of devices with other systems. The owner or
operator of a network needs to approve firmvare for their network in
order to ensure interoperability with other devices on the network,

or the network itself. If the firmvare is not qualified, it nay not
work. Therefore, if a device installs firnmvare w thout the approva
of the network owner or operator, this is a threat to devices and the
net wor k.

Exanpl e 1: We assune that OEMs expect the rights to create firmware
but that Operators expect the rights to qualify firnmvare as fit-for-
pur pose on their networks.

An attacker obtains a manifest for a device on Network A. They send
that manifest to a device on Network B. Because Network A and
Network B are different, and the firmvare has not been qualified for
Network B, the target device is disabled by this unqualified, but
signed firmare.

This is a denial of service because it can render devices inoperable.
This is an escal ation of privilege because it allows the attacker to
make installation decisions that should be nade by the Operator

Exanple 2: Multiple devices that interoperate are used on the sane
networ k. Sone devices are manufactured by OCEM A and ot her devices by
CEM B. These devices comunicate with each other. A new firnware is
rel eased by OEM A that breaks conpatibility with OEM B devices. An
attacker sends the new firmvare to the CEM A devi ces wit hout approva
of the network operator. This breaks the behaviour of the Iarger
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system causi ng deni al of service and possibly other threats. Were
the network is a distributed SCADA system this could cause
m sbehavi our of the process that is under control

Threat Escalation: If the firmvare expects configuration that is

present in Network A devices, but not Network B devices, then the
devi ce may experience degraded security, leading to threats of Al
Types.

Mtigated by: M-SR6

A.2.11. Threat MFT11l: Reverse Engineering O Firmwvare | nage for
Vul nerability Analysis

Classification: Al Types

An attacker wants to nount an attack on an |oT device. To prepare
the attack he or she retrieves the provided firmware i mage and
performs reverse engineering of the firmvare inage to analyze it for
specific vulnerabilities.

Mtigated by: MSR7
A. 3. Security Requirenents

The security requirenments here are a set of policies that nitigate
the threats described in the previous section

A.3.1. Security Requirenent M-SR1: Mbonotoni c Sequence Numbers

Only an actor with firmnare installation authority is permitted to
deci de when device firmvare can be installed. To enforce this rule,
Mani f ests MUST contain nonotonically increasting sequence nunbers.
Mani fests MAY use UTC epoch tinestanps to coordinate nonotonically

i ncreasting sequence nunbers across nany actors in nmany |ocations.
Devi ces MUST reject manifests with sequence nunbers smaller than any
onboard sequence nunber.

N.B. This is not a firmware version. It is a nmanifest sequence
nunber. A firmware version nay be rolled back by creating a new
mani fest for the old firmvare version with a | ater sequence nunber.

Mtigates: Threat MFT1 Inplenented by: Manifest Field: Timestanp
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A.3.2. Security Requirement MFSR2: Vendor, Device-type ldentifiers

Devices MUST only apply firmvare that is intended for them Devices
MUST know with fine granularity that a given update applies to their
vendor, nodel, hardware revision, software revision. Human-readabl e
identifiers are often error-prone in this regard, so uni que

i dentifiers SHOULD be used.

Mtigates: Threat MFT2 Inplenented by: Mnifest Fields: Vendor ID
Condition, Class ID Condition

A.3.3. Security Requirement MFSR3: Best-Before Tinestanps
Firmvare MAY expire after a given tine. Devices MAY provide a secure
clock (local or renote). |If a secure clock is provided and the
Firmvare nmani fest has a best-before tinestanp, the device MIST reject
the manifest if current tine is larger than the best-before tine.

Mtigates: Threat MFT3 I nplenented by: Manifest Field: Best-Before
ti mestanp condition

A . 3.4. Security Requirenent M-SR4: Signed Payl oad Descri ptor

Al'l descriptive information about the payl oad MJST be signed. This
MUST i ncl ude:

The type of payload (which may be independent of format)
- The location to store the payl oad

- The payload digest, in each state of installation (encrypted,
pl aintext, installed, etc.)

- The payl oad size

- The payl oad fornmat

- \Where to obtain the payl oad

- Al instructions or paraneters for applying the payl oad

- Any rules that identify whether or not the payl oad can be used on
thi s device

Mtigates: Threats M-T4, MT5, MT6, M-T7, M-T9 | npl enmented by:
Mani f est Fields: Vendor ID Condition, Class ID Condition, Precursor
I mage Digest Condition, Payload Format, Storage Location, URlSs,

Di gests, Size
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A.3.5. Security Requirenent M-SR5: Cryptographic Authenticity

The authenticity of an update must be denonstrable. Typically, this
means that updates nust be digitally signed. Because the nmanifest
contains informati on about how to install the update, the manifest’'s
authenticity nust also be denonstrable. To reduce the overhead
required for validation, the manifest contains the digest of the
firmvare i mage, rather than a second digitial signature. The
authenticity of the manifest can be verified with a digita
signature, the authenticity of the firmvare image is tied to the
mani fest by the use of a fingerprint of the firmware inage.

Mtigates: Threat MFT8 Inplenented by: Signature
A.3.6. Security Requirenent MFSR6: Rights Require Authenticity

If a device grants different rights to different actors, exercising
those rights MJST be acconpani ed by proof of those rights, in the
formof proof of authenticity. Authenticity nechanisns such as those
required in MFSR5 are acceptable but need to follow the end-to-end
security nodel

For exanple, if a device has a policy that requires that firnmware
have both an Authorship right and a Qualification right and if that
device grants Authorship and Qualification rights to different
parties, such as an CEM and an Operator, respectively, then the
firmvare cannot be installed wi thout proof of rights fromboth the
CEM and the QOperator.

Mtigates: M-T10 |nplenented by: Signature

A.3.7. Security Requirenent MFSR7: Firmware encryption
Firmvar e i mages nust be encrypted to prevent third parties, including
attackers, fromreading the content of the firmvare inage and to

reverse engi neer the code.

Mtigates: MFT11 Inplenmented by: Manifest Field: Content Key
Di stri bution Method

A 4. User Stories

User stories provide expected use cases. These are used to feed into
usability requirenments.
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A 4.1. Use Case MFUCL: Installation Instructions
As an OEM for 10T devices, | want to provide ny devices with
additional installation instructions so that | can keep process
details out of nmy payl oad data.
Some installation instructions m ght be:

- Specify a package handl er

- Use a table of hashes to ensure that each block of the payload is
val i date before witing.

- Run post-processing script after the update is installed
- Do not report progress

- Pre-cache the update, but do not instal

- Install the pre-cached update matching this manifest

- Install this update i mediately, overriding any |ong-running
t asks.

Satisfied by: MFURL

A . 4.2. Use Case MFUC2: Reuse Local Infrastructure
As an Operator of |oT devices, | would like to tell ny devices to
| ook at my own infrastructure for payloads so that | can nmanage the
traffic generated by firnmnare updates on ny network and ny peers
net wor ks.
Satisfied by: MFUR2, MFUR3

A 4.3. Use Case MFUC3: Mdul ar Update
As an OEM of 10T devices, | want to divide my firmvare into
frequently updated and infrequently updated conponents, so that | can
reduce the size of updates and nake different parties responsible for
di fferent conponents.

Satisfied by: MFUR3
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A 4.4, Use Case MFUC4A: Multiple Authorisations

As an Operator, | want to ensure the quality of a firmvare update
before installing it, so that | can ensure a high standard of
reliability on ny network. The CEM nay restrict ny ability to create
firmvare, so | cannot be the only authority on the device.

Satisfied by: MFUR4
A. 4.5, Use Case MFUC5: Miltiple Payl oad Formats

As a OEM or Operator of devices, | want to be able to send multiple
payl oad formats to suit the needs of ny update, so that | can
optinise the bandwi dth used by ny devi ces.

Satisfied by: MFURS

A 4.6. Use Case MFUC6: | P Protection
As an OEM or devel oper for 10T devices, | want to protect the IP
contained in the firmvare i mage, such as the utilized al gorithns.
The need for protecting IP nmay have al so been inposed on ny due to
the use of sone third party code libraries.
Satisfied by: MSR7

A.5. Usability Requirenments

The following usability requirenents satisfy the user stories listed
above.

A.5.1. Usability Requirement MURL

It nust be possible to wite additional installation instructions
into the manifest.

Satisfies: Use-Case MFUCL | npl enented by: Manifest Field: Directives
A.5.2. Usability Requirement MUR2

It nmust be possible to redirect payload fetches. This applies where
two mani fests are used in conjunction. For exanple, an OEM nani f est
specifies a payload and signs it, and provides a URl for that

payl oad. An QOperator creates a second manifest, with a dependency on
the first. They use this second manifest to override the URI's
provided by the CEM directing theminto their own infrastructure

i nst ead.
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Satisfies: Use-Case MFUC2 | nplenmented by: Manifest Field: Aiases
A.5.3. Usability Requirement M-UR3

It MUST be possible to link nultiple nmanifests together so that a
mul ti - conponent update can be described. This allows nultiple
parties with different pernissions to collaborate in creating a
single update for the IoT device, across multiple conmponents.

Satisfies: Use-Case MFUC2, MFUC3 | npl enented by: Manifest Field:
Dependenci es

A.5.4. Usability Requirenent MFUR4
It MJUST be possible to sign a manifest nultiple tinmes so that
signatures fromnmultiple parties with different perni ssions can be
required in order to authorise installation of a nanifest.
Sati sfies: Use-Case MFUCA | nplenented by: COSE Signature (or simlar)
A.5.5. Usability Requirement MrURS
The mani fest format MJUST accommobdate any payl oad format that an

operator or OEM wi shes to use. Sone exanpl es of payload format woul d
be:

Bi nary

- EIf

- Differential

- Conpressed

- Packed configuration

Satisfies: Use-Case MFUC5 | npl enented by: Manifest Field: Payl oad
For mat

A. 6. Manifest Fields
Each manifest field is anchored in a security requirenent or a

usability requirenent. The nanifest fields are described bel ow and
justified by their requirements.
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1. Manifest Field: Tinmestanp

A nonot oni cal |y increasi ng sequence nunber. For conveni ence, a
tinmestanp inplenents the requirenent of a nonotonically increasing
sequence nunber. This allows gl obal synchronisation of sequence
numbers wi t hout any additional nanagenent.

I mpl enents: Security Requirenent M-SRL.
.2. Manifest Field: Vendor |ID Condition

Vendor | Ds MJUST be unique. This is to prevent simlarly, or
identically named entities fromdifferent geographic regions from
colliding in their customer’s infrastructure. Reconmended practice
is touse type 5 UUDs with the vendor’s domain name and the UU D DNS
prefix. Qher options include type 1 and type 4 UUl Ds.

| mpl enents: Security Requirenent MFSR2, M-SR4.

.3. Mnifest Field: Class ID Condition

Class ldentifiers MIUST be unique within a Vendor ID. This is to
prevent sinilarly, or identically naned devices colliding in their
custonmer’s infrastructure. Recomended practice is to use type 5
UUIDs with the nodel, hardware revision, etc. and use the Vendor ID
as the UUID prefix. Oher options include type 1 and type 4 UUl Ds.
A device "C ass" is defined as any device that can run the sane
firmvare wi thout nodification. C asses MAY be inplenented in a nore
granul ar way. Cl asses MJST NOT be inplenented in a | ess granul ar
way. Class |ID can enconpass nodel nane, hardware revision, software
revision. Devices MAY have nultiple O ass |Ds.

I mpl enents: Security Requirenent MFSR2, M-SR4.

.4. Manifest Field: Precursor Inmage Digest Condition

When a precursor image is required by the payload fornmat, a precursor
i mage di gest condition MJST be present in the conditions I|ist.

| npl enents: Security Requirenment MFSR4
.5. Mnifest Field: Best-Before tinmestanp condition

This field tells a device the last application time. This is only
usabl e in conjunction with a secure cl ock.

| npl enents: Security Requirenment MFSR3
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A.6.6. Manifest Field: Payload Format
The format of the payload nust be indicated to devices is in an
unanbi guous way. This field provides a nechanismto describe the
payl oad format, within the signed netadata.
I mpl ements: Security Requirenent MFSR4, Usability Requirement MFURS
A.6.7. Mnifest Field: Storage Location
This field tells the device which conponent is being updated. The
device can use this to establish which perm ssions are necessary and
t he physical |ocation to use.
| mpl enents: Security Requirenment MFSR4
A.6.8. Mnifest Field: UR's

This field is a list of weighted URIs that the device uses to sel ect
where to obtain a payl oad.

| npl enents: Security Requirenment MFSR4
A.6.9. Mnifest Field: Digests
This field is a map of digests, each for a separate stage of
installation. This allows the target device to ensure authenticity
of the payl oad at every step of installation.
| mpl enents: Security Requirenment MFSR4
A.6.10. Manifest Field: Size
The size of the payload in bytes.
| mpl enents: Security Requirenment MFSR4
A.6.11. Manifest Field: Signature
This is not strictly a manifest field. Instead, the nanifest is
wr apped by a standardi sed aut hentication contai ner, such as a COSE or
CMS signature object. The authentication container MJST support

mul ti ple actors and nultiple authentications.

I mpl enents: Security Requirenent MFSR5, MFSR6, MFUR4
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A.6.12. Munifest Field: Drectives

A list of instructions that the device should execute, in order, when
installing the payl oad.

I mpl ements: Usability Requirement MFURL

A.6.13. Manifest Field: Aliases
Alist of URI/Digest pairs. A device should build an alias table
while paring a nmanifest tree and treat any aliases as top-ranked URls
for the correspondi ng di gest.
I mpl enents: Usability Requirement MFUR2

A.6.14. Manifest Field: Dependencies
Alist of URI/Digest pairs that refer to other manifests by digest.
The manifests that are linked in this way nust be acquired and
installed sinultaneously in order to forma conpl ete update.
I npl enents: Usability Requirenment MFUR3

A.6.15. Manifest Field: Content Key Distribution Mthod
Encrypting firmvare i mages requires symetric content encryption
keys. Since there are several nmethods to protect or distribute the
symmetric content encryption keys, the nmanifest contains a field for
the Content Key Distribution Method. One exanples for such a Content
Key Distribution Method is the usage of Key Tables, pointing to
content encryption keys, which thenselves are encrypted using the
public keys of devices.
I mpl enents: Security Requirenent M-SRY.
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