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Abst ract

This specification defines a solution architecture for perforning
secure firmnvare upgrade for Internet of Things (1oT). The ulterior
motive is to have a framework that is sinple, secure, and that uses
nost common formats and standards in the industry and that works over
I nternet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Internet of Things (1OT) represents a plethora of devices that cone
in varying flavors of constrai ned sizes, conputing power, and
operating considerations. These devices usually need niniml or no
managenent for their operation.

Vul nerabilities within | OT devices have rai sed serious concerns.
There needs to be a way to install or update the firmvare on these
devices in an autonmated and secure fashion. A common challenge with
the existing firmvare update nechanismis they do not work in an

aut omat ed manner in many environments where | oT devices are depl oyed.
Hence, there is a need to define a firmvare update solution that is
Iight weight, secure, can operate in variety of depl oynent
environments, and is built on well established standards.

2. Term nol ogy
In this docunent, the key words "MJST", "MJST NOT", "SHOULD', "SHOULD
NOT", "MAY", and "OPTIONAL" are to be interpreted as described in RFC

2119 [RFC2119] and indicate requirenment |levels for conpliant
i mpl enent ati ons.
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3. Device Considerations

This draft targets devices that have a boot |oader that run in |ess
than 100K bytes of flash and | ess than 32K bytes of RAM

There are certain types of devices that delete the firmvare i mage
except for the boot-Ioader, before proceeding with the upgrade.

Al ternatively, many devices have sufficient storage to conpletely
downl oad a new firmnvare i mage before updating. This solution should
be naturally applicable to both.

4. Sol ution Overview

dr aft - nandakumar - sui t - secf u-requi renents captures various
requirenents that drives the solution defined in this specification

Below is a high-level solution flow for a successful firmvare update
on a | oT device
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Successful Firmwvare Update Fl ow

on-ready to update
firnware
I
I

Can access firmnare sever
in the local domain ?

Yes | | No
I
Downl oad si gned Downl oad si gned
mani f est from mani f est from
| ocal server manuf acturer’s
wel | - known URL pre-configured URL

Val i date mani fest via
pre-installed public key

Downl oad the firmvare inage
fromthe | ocation in manifest

verify commit hashes
on the firmware inage

I
complete installation
5. Sol ution Conponents

Fol |l owi ng several sub-sections define various conponents that makes
up the proposed solution architecture

5. 1. Mani f est

A firmvare nanifest serves as information representation for netadata
about the firmvare. A manifest file identifies information about the
actual firmvare inage, its |ocation, applicable device(s), and so on.
It is cryptographically signed by the provider (usually the

manuf acturer) of the firmare.
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M nimal Manifest in JSON for mat

{
"mani f est Version" : "1.0",
"timestanmp": "2017-12-10T15: 12: 157",
"manuf acturer”: "manufacturer.coni,
"nodel ": "c7960",
"firmvareVersion": "10.4.12",
"firmvareLocation": "well-known | ocation",
"firmvareCryptol nfo": {
"commit Hash": [
{
"di gest Al go": "sha256",
"hash": "........ ... . ... .... "
b
{
"di gest Al go": "shab12",
"hash": "........ ... ... ... .. "
}
]
}
}
"key-info": <nmost recent public key info>
}

Above shows exanple of a mininally defined manifest that identifies
the mandatory attributes as expl ai ned bel ow

o manifestVersion: Version of the manifest
o tinmestanmp: Tinme when the manifest was created.

o manufacturer: An identifier of the manufacturer providing the
firmvare i mage, represented as String

o nodel: Device Mdel, a String

o firmmvareVersion: Firmmare Version in the fornmat
"maj or. mnor.revision"

o firmnarelLocation: Location of the firnmware inmages. This can be an
absolute URI or arelative URI that is relative to where the
mani f est was downl oaded from

o firmvareCryptolnfo: Conmit Hash information
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5.2. Mani f est For nat

JSON representation is recommended as the default format for
describing the manifest. Optionally, formats such as CBOR (see
exanpl e section) can be used for the sane. |f nore than one fornat
is used, the |oT device can pick one based on its inplenentation

The firmnvare downl oad protocol identifies the right format supported
by the |oT device

5.3. Manifest Security

The Manifest file MJST be cryptographically signed by the private key
of the manufacturer or the provider of the firnware. This is to
ensure source authenticity and to protect integrity of the manifest
and the firmvare itself.

JWE is the format recommended to store the signed nanifest.
si gned_mani fest : = JW5(manifest.json)

If CBOR is used for describing the manifest, COSE is reconmrended for
si gni ng.

Optionally, the proposed solution al so recommends hash based
signatures (hash-sigs) to sign the nanifest.

si gned_mani fest : = hash-sigs(mani fest.json, private-key)
5.4. Manifest Optional Extensions

There may be scenarios where the mininalistic mani fest defined above
may not capture all the requirenments for a given depl oynment setting
In those circunstances, the manifest can be optionally extended to
meet the requirenents in a extensional specifications.

5.5. Firmware Server Discovery

When it is time for an 10T device to performa firnware upgrade, the
device perfornms couple of steps to decide the location to downl oad
the needed firmvare. A device mght need to downl oad the new
firmvare when it is either booting for the first tine after

depl oynent or there is a need to upgrade to a newer firmare.

The server discovery procedure starts with the boot-|oader attenpting
to access a server that is local to the domain in which the device
operates. The URL to look for a local server is automatically

gener ated usi ng the DHCP donmai n nane.
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For exanple, if the domain name was exanpl e.com and the device was a
Cisco 7960, the HTTP URL m ght be

http:// _firmvare. exanpl e. com . wel | known/firmaare/ ci sco. conl c7960/ nani fest.json

In situations where the |0oT device cannot access the Internet
(factory/enterprise settings, for exanple), the aforenmentioned
approach m ght be the only way for the device to perform any kind of
firmvare or security updates.

However, if the local server cannot be reached or not depl oyed (say
home envi ronnents), the device proceeds to downl oad the manifest and
firmvare fromthe firnmvare server URL pre-configured in the boot-

| oader by the manufacturer of the device. For exanple

http:// _firmware. ci sco. com . wel |l known/firnmnare/cisco.conl c7960/ mani f est.j son

If either of the procedures doesn't work, the |oT device is either
unusabl e or m ght end up running an old version of the firmare.

5.6. Firnmnare Downl oad protoco
One can envision two possibilities while downl oading the firmare:

0 Scenarios where the 10T device downl oads firmvare directly. This
is done in order to mninize nunber of connections. |In this
scenario, the firmmvare i mage nust have a digital signature
i ncluded within the downl oaded firmvare. The exact placenent of
this digital signature (prepended, appended, etc) is up to the
devi ce manufacturer, but it MJST provided source and integrity
guarantees on the entirety of the firmware i mage and nust be
verified by the device prior to upgrade.

0 Scenarios where a manifest is retrieved and foll oned by
downl oadi ng the actual firmware inage.

5.6.1. Validation Procedures
The downl oaded mani fest and firmwvare is validated before being used:
o Mnifest file signature is validated for source and integrity
verification. |f encrypted, the manifest is decrypted before
proceeding with the firnmnare downl oad.
0 On successful validation of the manifest, the device verifies the
commit hashes for conponent(s) of the firmvare downl oaded agai nst

the ones provided in the "firnmnareCryptol nfo" section of the
mani f est .
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5.6.2. Manifest Downl oad

Fi rmvar e downl oad protocol enabl es choosing the approach appropriate
to the 10T device for downl oading the manifest file.

For exanple, on performng the "Firmvare Server Discovery", if a

| ocal server is chosen, the device forms a query URL by constructing
an endpoint at ".well-known/ mani f est/ <manuf act ur er >/ <nodel -

no>/ mani f est . j son”

Then a HTTP GET request is sent to that URL. For exanple
http://_firnware. exanpl e. com . wel | known/ mani f est/ ci sco. comf ¢7960/ mani f est. j son

The response would be a JSON result of the manifest file. Simlarly,
t he end-poi nt supporting CBOR parsing can request for the CBOR
version of the mannifest.

5.6.3. Firmvare Downl oad

Once the manifest is downl oaded and val i dated, the device proceeds to
downl oad the firmvare inmage fromthe location identified in the
firmvare mani fest. There might be situations where a firmwvare i nage
is split into multiple files to inply a functional division of the
components. This type of firmware can be used by devices that are
menory constrai ned and thus | oading the conplete image might not be
possible. The manifest file may contain the information to indicate
t he sane.

Above exanpl e shows use of HITP as the conmunication protocol to talk
to the firmvare server. |If the end-point is capable of doing COAP or
other protocols, a simlar process as above can be applied to
retrieve the manifest and the firnmvare froma well-known place on the
| ocal server.

6. | ANA Consideration
TODO

7. Security Considerations
TODO - Tal k about roam ng | oT Device

8. Acknow edgemnent s
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