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Abst r act

Thi s neno proposes to | everage the Keccak algorithmat a function
"wi dth" of b=400 to provide a set of "small" cryptographic functions
well suited to the 1Ol constrained environnent. As such, only 128
bit security level is provided here. The full set of N ST approved
Keccak derived functions that can work within the b=400 constraint,
plus the 3rd round candidate in the CAESAR conpetition, Ketje, are
def i ned.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
Copyright Notice

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Keccak [Keccak] algorithmat a width of b=1600 was sel ected by

NI ST for SHA-3 as defined in FIPS 202 [NIST. FIPS. 202]. It is further
used to define additional hashing functions in NI ST SP 800-185

[ NI ST. SP. 800_185], all with b=1600. This selection is well suited
for 64 bit processors and | arge nessages. It can take advantage of
mul tiple core CPUs and works well even on 32 bit processors. It is
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not well suited for small nessages and 8 bit processors that are
common in | OT.

A full set of function w dths of 25, 50, 100, 200, 400, and 800 are
al so defined in Keccak. Selection of values of other than 1600 is a
risk/design trade off. A width of 400 is used here as the snall est
that can provide 128 bits security strength.

Keccak provides nore than a secure hash function. FIPS 202 defines
the SHAKE function to provide a hash output of arbitrary |ength,

rat her than current practice of truncating a |onger hash to the
needed | ength. SP 800-185 defines a keyed hash, KMAC, that does not
require the HVAC conpl exity and conmputational cost. This also can
provi de a PRF.

Finally, Keccak al so provides an AEAD ci pher, Ketje, to thus deliver
in a single base function, the full suite of symretric cryptographic
functions.

1.1. Document status
Significant portions of this docunent are stubs. That is not because
the information is not available. Rather the information for those
sections need to be formatted for inclusion in this docunent. All
the algorithms exist for Keccak and need only be adjusted for B=400.
There is considerable performance data and security conparison data
fromthe Keccak team It needs extraction from other publications
and formatted into this docunent.

2. Terns and Definitions

2.1. Requirenents Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Notations
This section will contain notations

2.3. Definitions

TBD
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3.

3.

4.

Keccak Basics

Keccak is a extendabl e-output function (XOF) sponge construction
hash. It breaks fromthe ’'standard’ ARX (addition, rotation and
excl usive-or (XOR)) hash approach. Instead it using only bit-Ieve
transpositions, bit-level additions and multiplications (in G-(2)).
This contributes to its superior performance.

This leads to one inportant nomencl ature difference in Keccak. It
does not have a block size. Rather in Keccak there is bit-rate which
is one of the variable paraneters.

Keccak Paraneters
The Keccak prinmtive is:
Keccak-f[b], where b is 25, 50, 100, 200, 400, 800 or 1600 bits
b=1600 is used in FIPS 202 and SP 800-185. Here, b=400 is used.
I nstances are denoted
Keccak[r, c]
capacity c determines the proven security strength agai nst
generic attacks
for a security level of n bits, the capacity nust be ¢ = 2n
and bitrater = b - ¢
Thus for b=400 and a strength of 128 bits, r=144 and c=256
Keccak|[ 144, 256]
The instance Keccak[ 144, 256] can be used for SHAKE128 [FIPS 202],
CSHAKE128, KMAC128, KMACXOF128, Tupl eHash128, Tupl eHashXOF128,
Paral | el Hash128, Paral | el HashXOF128 [ SP 800-185]. The difference is
a bitrate of 144 rather than 1344.

Sone of the above variants, such as the parallel hashes are not of
value in small devices with small r which is not amendable to tree
hashi ng.

To distinguish the formof the above hashes between the standard
r=1344 and r=144, a designation of i’ is appended to each nanme so
that here SHAKE128i and KMAC128i are used.
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5.

The Ketje authenticated encryption schene

Ketje Sr [Ketje] is already defined to use b=400.

Usi ng SHAKE128i in Ed25519

Ed25519, RFC 8032 [ RFC8032], specifies the paraneter H(x) as SHA-512.
A new form Ed25519i, will use SHAKE128i for H(x). This one change
will bring Ed25519 nore into the "reach’ of the constrained

envi ronnent .

The use of SHAKE128i is the only variant between EJd25519 and
Ed25519i .

| ANA Consi derati ons
TBD. O D assignnents

Security Considerations

.1. Defense against future attacks

The safety margin in Keccak can be increased or de-creased sinply by
changi ng the nunmber of rounds in Keccak-f. This is explained in
"Note on Keccak paraneters and usage" [NotesPandU], Section 6.

2. Security Conparisons

This meno proposes a radical change in the basic cryto-prinmatives
used in protocols. As such, care is called for.

Keccak is not new. It has been well reviewed as explained in "Wy
Keccak is not ARX' [notARX]. Still, it is inportant to conpare each
Keccak function proposed here against the current Best Practice.

.2.1. SHAKE128i to SHA-256

TBD.

.2.2. KMACL28i to HMAC(SHA- 256)

TBD.

.2.3. Ketje Sr to AES-CCM

TBD.
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8.2.4. Ed25519i to Ed25519
TBD.
9. Acknow edgnents
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Appendi x A,  Use Cases
TBD.

A. 1. Pacenaker connected via Body Area Network

I n-body sensors, |ike pacenakers, connected via the Body Area Network
(BAN [ | EEE. 802. 15. 6_2012]) will be very power conscious. Battery
repl acenent can often require surgery. This will lead to |oose
interpretation of the H PAA protection requirenents to the detrinent
of the patient. In-body sensors are an inportant class of devices
that woul d benefit fromthe nost power and code efficient security
conmponents that still neet a strong security claim

A.2. Autonotive CAN FD Sensors

CAN FD (CAN with Flexible Data-Rate) is an extension to the origina
CAN bus protocol specified in | SO 11898-1. Devel oped in 2011 and
released in 2012. |Its larger data payload of 64 bytes can support a
encrypting and aut henticating protocol, but various in-vehicle
constraints can make this challenging. Sensors may be in a very high
tenperature environnent, making even a marginal CPU tenperature

i ncrease due to heavy conputations catastrophic. Cost is always a
aut onoti ve conponent constraint and security tends to cone in last in
the cost conpetition. Thus any way that the cost of security can be
| owered is a mgjor wn.
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A. 3. Building Automation and Control Network Sensors
BACnet (1SO 16484-5) is the standard for wired, in-building contro
systens. Recently |Pv6 support (RFC 8163 [ RFC8163]) was added. Sone
BACnet devices are extrenely constrained; 4-bit processors are stil
common. Though AES on such 4-bit processors is available, it is
extremely slow. A smaller security suite would be a real benefit for
this environment.

Appendi x B. Perfornance Conpari sons
Most new crypto al gorithm changes are to reduce risk. This proposa
is to reduce cost and thus enable security in a |lower class of
devices as currently supported. This will only come about if there
is areal performance inprovenment to justify potential non-
interoperability.

Per f or mance i nprovenments can conme for | ower CPU power denands
smal | er code size, and/or smaller storage/ nenory requiremnents.

B.1. SHAKE128i to SHA-256
TBD. Magnitude faster?
B.2. KMACL28i to HMAC(SHA- 256)
TBD.
B.3. Ketje Sr to AES-CCM
TBD.
B.4. Ed25519i to Ed25519
TBD.
B.5. Keccak Hardware to AES Hardware
TBD.
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