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Abst ract

Thi s docunent outlines Socket Intents, a concept that allows
applications to share their know edge about upcom ng communi cation
and express their performance preferences in a generic, intuitive
and, portable way. Using Socket Intents, an application can express
what it knows, assunes, expects, or wants regarding its network
conmmuni cation. The information provided by Socket Intents can be
used by the network stack to optim ze comunication in a best-effort
way.

Socket Intent can be used to stem agai nst the conplexity of
exploiting transport diversity, e.g., to automate the choi ce anong
mul ti pl e paths, provisioning donains or protocols. By shifting this
complexity fromthe application devel oper to the operating system it
enabl es the use of these transport features to a w der range of
appl i cations.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2018.
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Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 15
1. Conventions and Definitions

The words "MJST", "MJST NOT", "SHALL", "SHALL NOT", "SHOULD', and
"MAY" are used in this docunent. |It’'s not shouting; when these words
are capitalized, they have a special nmeaning as defined in [ RFC2119].

Associ ation Set, Association, Stream or Message are used as defined
in[l-D.tiesel-taps-comunitgrany].

2. Introduction

Despite recent advances in the transport area, the adaption of new
transport protocols and transport protocol features is slow In
practice, this only happens in limted fields as Wb browsers or

wi thin datacenters. The same probl em occurs for taking advantage of
pat hs or provisioning domains (PvDs). 1In both cases, the benefits of
the new transport diversity conme at the cost of an increased
complexity that has to be nmastered by the application programer.

To enabl e transport features |ike TCP fast open [RFC7413] or to
control how MPTCP [ RFC6824] creates subflows requires specialized
APl's. These APIs are not part of the standard socket API, usually
not portable, and not available in nany progranm ng | anguages. Using
them often requires profound knowl edge of the transport protoco

i nternal s.

To use nmultiple paths, applications usually have to use their own
heuristics to select which paths, provisioning donains, or access
network to use. Choosing the right path is difficult as their
characteristics differ, e.g., regarding performance. Obtaining the
necessary information is difficult since it may require specia
privil eges and non-portabl e APIs.

In all cases nentioned above, an application that wants to take
advant age of the available transport diversity is faced with
substantially higher conmplexity regardi ng network APlIs and networ ki ng
code.

3. Probl em St atenent

Application programers opening a comunication channel typically
know how this channel will be used. There is nore informtion
avai l abl e than the protocol and destination address needed to
establish a communi cation channel : An application devel oper has an
intuition about many aspects of an upconi ng comruni cation. These
intuition may include:
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preferences: whether to optinize for bandw dth, |atency, or cost

characteristics: expected packet rates, byte rates or how many bytes
will be sent or received.

expectations: towards path availability or packet |oss

resiliences: whether the application can gracefully handle certain
error cases

These preferences, expectations and other information known about the
upcom ng comuni cation should be expressible in an intuitive, generic
way, that is independent of the network and transport protocol. |Its
representation should be i ndependent of the actual APl used for

net wor k conmuni cati on and shoul d be expressi ble in whatever API
avai l abl e, e.g., as socket options for BSD sockets or as part of the
address resolution configuration for Post Sockets

[I-D. trammel | -t aps- post -sockets].

Socket Intents should enable the OS to adjust the comunication
channel according to the application’s intents in a best-effort

fashi on: They should provide the informati on needed to automatically
enabling transport features the application can benefit fromor help
choosing the nost suitable (conbination) of paths based on the
properties of the access networks or PvD (see [ RFC7556], Section 6.2)
avail able. The actual inplenmentation is not part of the Socket
Intents concept, it is left to an GCS policy that may choose the best
transport protocol, default paraneters and PvDs avail abl e and may
also try to further optim ze wherever possible.

4. Socket Intents Concept

Socket Intents are pieces of information that allow an application to
express what they know about the application’s communication. They

i ndi cate what the application wants to achi eve, knows, or assunes in
general, intuitive terns. An application can use themto annotate
the characteristics, preferences, and intentions it associates with
each communi cation unit. Depending on the APl used, Socket Intents
can be used on a per Association Set, Association, Stream or, Message
| evel

Socket Intents are optional information that can be considered in a
_best-effort_ manner. Socket Intents _do not include requirements._,
such as reliable in-order delivery. Typical exanples include desired
transport characteristics, e.g., |ow delay, high throughput, or

m ni mal cost, as well as expected application behavior, e.g., wll
send 500 bytes. As this infornation captures the intents of an
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applications and passes themalong with the conmunication socket, we
call these pieces of information Socket Intents.

Applications have an incentive to specify their intents as accurately
as possible to take advantage of the nost suitable existing
resources. Applications are expected to selfishly specify their
preferences. It is up to the OS' s policy to prevent comm tnent of
excessi ve resources.

4.1. Interactions between Socket Intents and QS

Socket Intents are not QoS | abels, but have an orthogonal neaning.
Whil e the purpose of Q@S is to specify what an application requires,
Socket Intents are used to specify what an application knows or
prefers. Therefore,

0 Socket Intents SHALL be purely advisory.

0 Socket Intents MJST NOT be used to derive IntServ / RSVP style
guar ant ees.

0 Socket Intents SHOULD be taken into account on a best-effort basis
and MAY be used to derive DiffServ Service C asses as described in
[ RFC4594] .

5. Socket Intent Types
Socket Intents are structured as key-val ue-pairs.

The key, called short nanme, specifies the Socket Intent type. It is
identified by a string of the | ower-case characters [a-z], nunbers
[0-9] and the separator "-"

The nanespace for the short names is partitioned as foll ows:

o Al Socket Intent type not starting with "x-" or "y-" are nanaged
by an I ANA registry. The assignment of new types requires an RFC
or expert review (TO BE DECI DED) .

0 Socket Intent type starting with "x-" are for experinental use.

o Private or vendor specific Socket Intent type MJST start with
"y-[vendor]-".

Val ues can be represented as Enum Int, Float, ASCII-String [ RFC0020]

or a sequence of the aforenentioned data types. |nplenentations
determ ne how these types are represented on the respective platform
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The data type for the individual Socket Intents are determnined by the
docunent defining the Socket Intent and MJUST NOT be changed by an
i npl ementation. For Enum data types, a list of valid values MJST be
provi ded by the docunent specifying that intent as well as a default
val ue that is equivalent to not specifying this intent.

6. Initial Socket Intent Types
The follow ng sections contain a list or Socket Intent types and
their possible values. Recommended default val ues for Enum val ues
are nmarked with an asterisk (*) behind the | evel nane.

6.1. Traffic Category

The Traffic Category describes the domnating traffic pattern of the
respective conmuni cation unit expected by the application

Short nane: category
Applicability: Association Set, Association, Stream

Data type: Enum

TR o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Level | Description [
Fomm e oo - e +
| query | Single request / response style workload, |atency bound

I I I
| control | Long lasting | ow bandwi dth control channel, not |
| | bandw dth bound |
I I I
| stream | Stream of bytes/nmessages with steady data rate |
I I I
| bul k | Bulk transfer of |arge nessages, presunably bandw dth [
| | bound |
I I I
| mixed* | Don’t know or none of the above [
Fomm e oo - e +

Note: Mbst categories suggest the use of other intents to further
describe the traffic pattern anticipated, e.g., the bulk category
suggesting the use of the Size to be Sent intent or the stream
category suggesting the StreamBitrate and Duration intents.
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6.2. Size to be Sent / Received
This Intent is used to comunicate the expected size of a transfer
Short nanme: send_size / recv_size
Applicability: Association Set, Association, Stream Message
Data type: Int (bytes)

6.3. Duration

This Intent is used to communicate the expected lifetime of the
respecti ve conmmuni cation unit.

Short nane: duration
Applicability: Association Set, Association, Stream
Data type: Int (msec)

6.4. StreamBitrate Sent / Received

This Intent is used to communicate the bitrate of the respective
commruni cation unit.

Short name: send _bitrate / recv_bitrate
Applicability: Association Set, Association, Stream
Data type: Int (bits/sec)

6.5. Burstiness

This Intent describes the anticipated burst characteristics of the
traffic for this conmunication unit. It expresses howthe traffic
sent by the application is expected to vary over tine, and,
consequently, how | ong sequences of consecutively sent packets will
be. Note that the actual burst characteristics of the traffic at the
receiver side will depend on the network.

This Intent can provide hints to the application on what the resource
usage pattern for this communication unit will |ook Iike, which can
be useful for balancing the requirenments of different application

Short nane: bursts

Applicability: Association Set, Association, Stream
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no_bursts Application sends traffic at a constant rate

regul ar_bursts Application sends bursts of traffic periodically

bul k

I I I
I I I
| | |
| randombursts | Application sends bursts of traffic irregularly

I I I
| | Application sends a bulk of traffic |
I I I
I I I

Don’'t know or none of the above

6.6. Tineliness
This Intent describes the desired delay characteristics for this
communi cation unit. It provides hints for the OS whether to optim ze
for low delay or for other criteria. There are no hard requirenents
or inplied guarantees on whether these requirenents can actually be
sati sfi ed.
Short name: tineliness
Applicability: Association Set, Association, Stream Message

Data type: Enum

Del ay and packet del ay variation should be kept as
| ow as possible

i nteractive Del ay shoul d be kept as | ow as possible, but sone

variation is tolerable

transfer* Del ay and packet del ay variation should be

reasonabl e, but are not critica

Del ay and packet delay variation is no concern
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6.7. Disruption Resilience
This Intent describes how an application deals with disruption of its
conmmuni cation, e.g. connection loss. It conmmunicates how well the
application can recover from such di sturbance and can have
i mplications on how many resources the OS should allocate to failover
techni ques for this particular comunication unit.
Short nane: resilience
Applicability: Association Set, Association, Stream Message

Data type: Enum

Di sruptions result in application failure,
di srupting user experience

I
I
I
Di sruptions are inconvenient for the application, |
but can be recovered from [
I
I
I

Di sruptions have ninimal inpact for the
application

6.8. Cost Preferences
This describes the Intents of an Application towards costs cased by
the respective conmunication unit. It should guide the OS howto
handl e cost vs. performance and reliability tradeoffs.
Short name: cost

Applicability: Association Set, Association, Stream Message

Data type: Enum
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8.

8.

T oo m e e e e e e e e e e e e e e e e e e e e e eao o +
| Level | Description |
e e e o o mm e e e e e e e e e e e e e e e e e e e e e e e e e me e e +
no_expense Avoi d expensive transports and consider failing
ot herwi se

optinize_cost Prefer inexpensive transports and accept service

degradati on

bal ance_cost* Do not bias bal ancing cost and other criteria

i gnore_cost I gnore cost, choose transport solely based on
other criteria

Note: the "no_expense" level inplicitly asks the OS to fai
communi cation attenpts if no inexpensive transports are avail abl e.

Appl i cation devel opers MJST be aware that this also no hard
requi renent and can be ignored or overridden by the OS policy.

I mpl enent ati on Qui del i nes

I mpl ement ations faced with unknown Socket |ntent types SHOULD ignore
these intents for forward conpatibility. The API MAY include a
paraneter to change this behavior and make specifyi ng unknown Socket
Intent types return an error

Invalid values SHOULD return an error to the application

For debuggi ng purposes, inplenentations SHOULD all ow to enunerate the
Socket Intents that are understood by the inplenmentation. They MAY
expose which of the Socket Intents were considered by the

i mpl enent ati on.

Security Considerations
1. Performance Degradation Attacks

We assune that applications specify their preferences in a selfish
but not malicious way and that it is up to the GSto find a
conprom se between demands

A malicious application could confuse the OSin a way that leads to
scheduling traffic with certain Intents on a nore expensive
interface, penalizing this traffic, or even rejecting it. The attack
vector added by this is negligible: As the malicious application
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could also generate the traffic it clains to intend, it already has a
much nore powerful attack vector.

As a mitigation, the OS could nonitor and conpare the intents
specified with the traffic actually generated and notify the user if
t he usage of Socket Intents is unusual or defective

8.2. Information Leakage

Varying the transport or |IP |layer paranmeters of packets belonging to
different Streans or Messages nultiplexed in the sane encrypted
association night enable an attacker to gain sonme ground truth about
the shares of different kinds of traffic. As this might also be

i mplied by packet timngs, application devel opers m ght wei ght the
smal | additional information disclosure against the possible
performance gains. Using Socket Intents on Association |evel can be
consi dered safe.

9. | ANA Consi derations
The Socket Intents type nanmespace SHOULD be managed by the | ANA
registry. Details conformng to [ RFC5226] are laid out in Section 5,
the initial types for the registry are described in Section 6
10. Publications Hi story
o The original idea of Socket Intents was published in [ CONEXT2013].
o A performance study "Socket Intents: OS Support for Using Miltiple
Access Networks and its Benefits for Wb Browsing" is under
subni ssi on.
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Appendi x A. Usage exanpl es

Al. Exanple 1
Consi der a cel |l phone performng an OS upgrade. This process usually
i mplies downloading a large file. This is a bulk transfer for which

the application may already know the file size. Timng is typically
noncritical and the data can be downl oaded as background traffic with

m ni mal cost and power overhead. It would not hurt if the TCP
connection was closed during the transfer as the downl oad can be
conti nued.

For this case, the application should set the "Traffic Category" to
“"bul k", "Tinmeliness" to "background", and "Application Resilience" to
"resilient". In addition, "Message Size to be Received" can be
provided. Finally, the application nmay set the the "Cost
Preferences" to "no_expense".

The OS can use this information and therefore may schedule this
transfer on a flaky but not traffic-billed WFi |ink and rmay reject
the connection attenpt if no cheap access link is avail able.

A 2. Exanple 2

Consi der a user watching non-1live video content using MPEG DASH
[DASH]. This usually nmeans fetching a stream of video chunks. The
application should know the size of each chunk and may know t he
bitrate and the duration of each chunk and the whol e video.

Di sconnection of the TCP connection should be avoi ded because that
m ght have an effect that is visible to the user
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For this case, the application should set the "Traffic Category" to
"streant’, the "Tineliness" to "streant, and "Application Resilience"
to "sensitive". It may also provide the "StreamBitrate Received"
and "Duration" expected. Finally, the application nay set the the
"Cost Preferences" to "bal ance_cost".

The OS can use this information and, e.g, use MPTCP [ RFC6824] if
avail able to schedule the traffic on the cheaper link (e.g, WFi)
whi | e establishing an additional subflow over an expensive |ink
(e.g., LTE). [If the desired bandw dth cannot be natched by the
cheaper link, the nore expensive link can be added to satisfy the
desi red bandwi dt h.

If the application would set the "Cost Preferences" to
"optimze_cost”, the OS would not schedule traffic on the second
subfl ow and the application would reduce the video quality to adapt
to the avail able data rate.

A. 3. Exanple 3

Consi der a user managing a renmote machine via SSH.  This usually

i nvol ves at | east one long-lived consol e session and possibly file
transfers using SCP or rsync nultiplexed on the sane association
(e.g. TCP connection).

For the packets sent for the consol e session, the application can set
the "Traffic Category” to "control”, the "Burstiness" to "random
bursts", the tineliness to "interactive" and the resilience to
"sensitive". For the packets of the file transfers, SSH may set

both, the "Traffic Category" and "Burstiness" to "bulk". It may al so
know t he size of the transfer and therefore sets "Message Size to be
Sent" or "Message Size to be Received".

Assum ng there are transport opportunities supporting nultiple
streams in a single association (e.g. SCPT [RFC4960]), the OS can
use this information to schedule the streans over different links to
meet their requirenents (latency vs. bandwidth). |In case the CS has
to use TCP, it can still optim ze by disabling TCP Nagle Al gorithm
for consol e session rel ated transm ssions.

Appendi x B. Changes

B.1. Since -00
o Updates on Terninol ogy (Object -> Message, Flow -> Assocication)

0 More detailed Socket Intent Types specification
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0 Added inplenentation guidelines

o Many clairfications
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