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Abst ract

Thi s docunent specifies the Open Trust Protocol (OIrP), a protocol to
install, update, and delete applications in a Trusted Execution
Envi ronment (TEE) and to nmanage their security configuration.

TEEs are used in environnents where security services should be

i solated froma regul ar operating system (often called rich 0S).

This formof conpartmentlization grants a smaller codebase access to
security sensitive services and restricts comunication fromthe rich
OS to those security services via nedi ated access.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 16, 2018.
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Aut hors’ Addresses . . . . |
1. Introduction

The Trusted Execution Environnent (TEE) concept has been designed and
used to increase security by separating a regul ar operating system
al so referred as a Rich Execution Environnment (REE), from security-
sensitive applications. 1In an TEE ecosystem a Trusted Application
Manager (TAM is used to manage keys and the Trusted Applications
(TA) that run in a device. Different device vendors nmay use
different TEE inplenentations. Different application providers may
use different TAM providers. There arises a need of an open

i nteroperabl e protocol that establishes trust between different

devi ces and TAM provi ders, and managenent capability for a
trustworthy TAM to nanage Security Domai ns and applications running
in different TEEs of various devices.

The Qpen Trust Protocol (OIrP) defines a nmutual trust message
protocol between a TAM and a TEE and relies on | ETF-defi ned end-to-
end security mechani snms, nanely JSON Wb Encryption (JVE), JSON Wb
Signature (JW5), and JSON Wb Key (JWK). Oher nessage encodi ng
met hods nmay be support ed.

This specification assumes that an applicable device is equipped with
a TEE and is pre-provisioned with a device-uni que public/private key
pair, which is securely stored. This key pair is referred as the
"root of trust’. An entity that uses such a device to run Trusted
Applications (TAs) is known as a Service Provider (SP)
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3.

3.

A Security Domain is defined as the TEE representati on of a Service
Provider, which is a logical space that contains the SPs TAs. Each
Security Domain requires the managenent operations of TAs in the form
of installation, update and del etion.

The protocol builds on the followi ng properties of the system

1. The SP needs to determine security-relevant information of a
device before provisioning information to a TEE. Exanples
include the verification of the device 'root of trust’, the type
of firmvare installed, and the type of TEE included in a device.

2. A TEE in a device needs to determine whether an SP or a TAMis
trustworthy or authorized to nanage applications in the TEE

3. Secure Boot nust be able to ensure a TEE i s genui ne.
This specification defines nessage payl oads exchanged between devi ces
and a TAM The nmessages are designed in anticipation of the use of
the nmost conmon transport methods such as HTTPS.
A TA binary and personalization data can be fromtwo sources

1. A TAM supplies the signed and encrypted TA binary
2. A dient Application supplies the TA binary
This specification considers the first case where TA binary and
personal i zation data are encrypted by recipient’s public key that TAM
has to be involved. The second case will be addressed separately.
Requi rement s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Ter m nol ogy

1. Definitions

The definitions provided bel ow are defined as used in this docunent.
The same terms may be defined differently in other documents.

Client Application: An application running on a rich GS, such as an
Androi d, Wndows, or iCS application, typically provided by an
SP.
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Devi ce: A physical piece of hardware that hosts a TEE along with a
rich GCS.

OfrP Agent: An application running in the rich OS allow ng
conmuni cation with the TAM and the TEE.

Rich Application: Alternative nane of "Cient Application". In this
document we may use these two terms interchangably.

Ri ch Execution Environnment (REE) An environnent that is provided and
governed by a standard CS, potentially in conjunction with other
supporting operating systens and hypervisors; it is outside of
the TEE. This environment and applications running on it are
consi dered un-trusted.

Secure Boot Module (SBM: A firmwvare in a device that delivers
secure boot functionality. It is generally signed and can be
verified whether it can be trusted. W also call it a Trusted
Firmvare (TFW.

Service Provider (SP): An entity that w shes to supply Trusted
Applications to renote devices. A Service Provider requires the
help of a TAMin order to provision the Trusted Applications to
t he devi ces.

Trust Anchor: A root certificate that can be used to validate its
children certificates. It is usually enbedded in a device or
configured by a TAMfor validating the trust of a renpte entity’'s
certificate.

Trusted Application (TA): An Application that runs in a TEE
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Trusted Execution Environment (TEE): An execution environnent that

runs al ongside of, but is isolated from an REE. A TEE has
security capabilities and neets certain security-rel ated

requirenents. It protects TEE assets from general software
attacks, defines rigid safeguards as to data and functions that a
program can access, and resists a set of defined threats. It

shoul d have at | east the following three properties: (a) A unique
security identity that cannot be cloned; (b) Assuance that only
aut hori zed code can run in the TEE, (c) Menory that cannot be
read by code outside of TEE. There are multiple technol ogies
that can be used to inplenent a TEE, and the | evel of security
achi eved varies accordingly.

3.2. Abbreviations

CA

Certificate Authority

Orr P Open Trust Protocol

REE

SD

SP

SBM

TA

TEE

TFW

TAM

4. QIlr

Ri ch Execution Environnent
Security Domain

Service Provider

Secure Boot Mdul e

Trusted Application

Trusted Execution Environment
Trusted Firmare

Trusted Application Manager

P Entities and Trust Mbodel

4.1. System Conponents

The

TAM

Pei, et

following are the main conmponents in this OTrP system

The TAMis responsible for originating and coordinating
I'ifecycl e managenment activity on a particul ar TEE.

A TAM nanages devi ce trust check on behal f of Service Providers.
A TAM may be used by one SP or many SPs. A TAM al so provi des
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Security Dormai n managenment and TA managenment in a device, in
particularly, over-the-air update to keep TAs up-to-date and
cl ean up when a version should be renpved.

Certificate Authority (CA): Mitual trust between a device and a TAM

TEE:

REE:

as well as an SP is based on certificates. A device enbeds a
list of root certificates, called Trust Anchors, fromtrusted
Certificate Authorities that a TAMwi Il be validated against. A
TAMw || renotely attest a device by checki ng whether a device
cones with a certificate froma trusted CA

The TEE in a device is responsible for protecting applications
fromattack, enabling the application to perform secure
operati ons.

The REE is responsi ble for enabling off device comunications
to be established between the TEE and TAM OTrP does not require
the device OS to be secure.

OfrP Agent: An application in the REE that can rel ay nessages

between a Client Application and TEE. Its inplenmentation can be
TEE specific as to howit can interact with a TEE in a device.

Secure Boot: Secure boot (for the purposes of OIrP) nust enabl e

The

aut henticity checking of TEEs by the TAM

Olr P establishes appropriate trust anchors to enable TEEs and

TAMs to comunicate in a trusted way when perforning lifecycle
managenent transactions.

4.2. Trusted Anchors in TEE

The TEE in each device comes with a trust store that contains a

whi t

elist of the TAMs root CA certificates, which are called Trust

Anchors. A TAMwi |l be trusted to nmanage Security Domains and TAs in
a device only if the TAMs certificate is chained to one of the root
CA certificates in this trust store.

Such a list is typically enbedded in the TEE of a device, and the

list

updat e shoul d be generally enabl ed.

Before a TAM can begin operation in the marketplace to support
devices of a given TEE, it nust obtain a TAMcertificate froma CA

t hat

Pei, et

is registered in the trust store of the TEE
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4.3. Trusted Anchors in TAM

The Trust Anchor set in a TAMconsists of a list of Certificate
Authority certificates that signs various device TEE certificates. A
TAM deci des what TEE and optionally TFWit will trust.

4.4. Keys and Cerificate Types

OfrP |l everages the following list of trust anchors and identities in
generating signed and encrypted comand nessages that are exchanged
between a device’'s TEE and a TAM Wth these security artifacts,
Ofr P Messages are able to deliver end-to-end security wi thout relying
on any transport security.

TSRS Fom e - Fom e e e - - B TSRS +
| Key Entity | Location | Issuer | Trust Inplication | Cardinality |
| Name I I I I I
S [ RS o m e e oo e e e e oo S +
| 1. TFWkey | Device | FWCA | A white list of | 1 per |
| pair and | secure | | FWroot CA | device |
| certificate | storage | | trusted by TAMs | |
I I I I I I
| 2. TEE key | Device | TEE CA| A white list of | 1 per |
| pair and | TEE | under | TEE root CA | device |
| certificate | | a root | trusted by TAMs | |
| | R | |
| 3. TAMkey | TAM | TAMCA | A white list of | 1 or [
| pair and | provider | under | TAMroot CA | multiple |
| certificate | | a root | enbedded in TEE | can be used |
| | S e
| 4. SP key | SP | SP | TAM manages SP. | 1 or |
| pair and [ | signer | TA trust is | multiple [
| certificate | | CA | delegated to TAM | can be used |
| | | | TEE trusts TAMto | by a TAM |
| | | | ensure that a TA | |
| | | | is trustworthy. | |
TSRS Fom e - Fom e e e - - B TSRS +

Table 1: Key and Certificate Types

1. TFWKkey pair and certificate: A key pair and certificate for
evi dence of secure boot and trustworthy firmmvare in a device.

Locati on: Devi ce secure storage

Supported Key Type: RSA and ECC
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Pei ,

| ssuer: CEM CA
Trust Inplication: A white list of FWroot CA trusted by TAMs
Cardinality: One per device

TEE key pair and certificate: It is used for device attestation
to a renote TAM and SP.

This key pair is burned into the device at devi ce nanufacturer.
The key pair and its certificate are valid for the expected
lifetinme of the device.

Locati on: Devi ce TEE

Supported Key Type: RSA and ECC

| ssuer: A CA that chains to a TEE root CA

Trust Inplication: A white list of TEE root CA trusted by TAMs
Cardinality: One per device

TAM key pair and certificate: A TAM provider acquires a
certificate froma CA that a TEE trusts.

Locati on: TAM pr ovi der
Supported Key Type: RSA and ECC.

Supported Key Size: RSA 2048-bit, ECC P-256 and P-384. O her
si zes should be anticipated in future.

| ssuer: TAM CA that chains to a root CA
Trust Inplication: A white list of TAMroot CA enbedded in TEE
Cardinality: One or multiple can be used by a TAM

SP key pair and certificate: an SP uses its own key pair and
certificate to sign a TA

Locati on: SP
Supported Key Type: RSA and ECC

Supported Key Size: RSA 2048-bit, ECC P-256 and P-384. O her
sizes should be anticipated in future.
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| ssuer: an SP signer CA that chains to a root CA
Trust Inplication: TAM manages SP. TA trusts an SP by
validating trust against a TAMthat the SP uses. A TEE trusts
TAMto ensure that a TAfromthe TAMis trustworthy.
Cardinality: One or multiple can be used by an SP
5. Protocol Scope and Entity Rel ations
Thi s docunment specifies nessages and key properties that can
establish nutual trust between a TEE and a TAM The prot ocol
provi des specifications for the following three entities:

1. Key and certificate types required for device firmnare, TEEs,
TAs, SPs, and TAMs

2. Data nessage formats that shoul d be exchanged between a TEE in a
device and a TAM

3. An OIrP Agent application in the REE that can rel ay nessages
between a Client Application and TEE

Figure 1. Protocol Scope and Entity Relationship

PKI CA -- CA CA --
I I I
I I I
R _ |
Device | | --- OIrP Agent / Cient App --- |
Sw I | I I
I (. I I
I (I I I
orrP | -- TEE TAM - -----
I
I
FW

Figure 2: OIrP System Di agram
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| REE | TEE | | TAM | | SP |
| --- | --- I I I | -- I
I I I I I I I
| dient | SD (TAs)| | SD/ TA | | TA |
| Apps | | | Myt | | |
I I I I I I I I
I I I I I I I I
| OrrP | Trusted | | Trusted | | |
| Agent | TAM SP | | FW TEE | | |
| el R |
| | TEE Key/ | | TAM Key/ | | SP Key/ |
| | Cert | | Cert | | Cert |
I | FWKey/ | I I I I
I | Cert I I I I I

| | |

I I I
| TEE CA | | TAM CA | | SP CA |

In the previous diagram different Certificate Authorities can be
used respectively for different types of certificates. OIrP Messages
are always signed, where the signer keys is the nessage creator’s
private key such as a FWs private key, a TEE' s private key, or a
TAM s private key.

The mai n OIrP conponent consists of a set of standard JSON nessages
created by a TAMto deliver device SD and TA managenent comuands to a
device, and device attestation and response nmessages created by a TEE
that responds to a TAM s OTr P nessage.

The conmuni cati on met hod of OIrP Messages between a TAM and TEE in a
device may vary between TAM and TEE providers. A mandatory transport
protocol is specified for a conpliant TAM and a devi ce TEE.

It should be noted that network conmmunication capability is generally
not available in today’s TEE powered devices. The networking
functionality is handled by a rich Client Application with a renote
internet services; the Client Applications uses a |local TEE interface
such as inter-process or a secure shared nmenory approach to interfact
with TA inside a TEE for nessage exchanges. Consequenly, a TAM
generally conmunicates with a Client Application about how it gets
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OIr P Messages that originates from T TEE inside a device. Simlarly, a
TA or TEE generally gets OITP nmessages froma TAM via sone Cient
Application, not direct to the internet.
It is inperative to have an interoperable interface to comunicate
with differnet TEEs in differnent devices that a Cient Application
needs to run and access a TAinside a TEE. This is the role of an
Ofr P Agent, which is a software conponent to bridge conmuni cation
between a TAM and a TEE. The OIrP Agent doesn’t need to know the
actual content of OIrP Messages except for the TEE routing
i nformation.

5.1. A Sanple Device Setup Fl ow
Step 1: Prepare I mages for Devices
1. [TEE vendor] Deliver TEE |Inmage (CODE Binary) to device CEM
2. [CA] Deliver root CA Witelist
3. [Soc] Deliver TFW I mage
Step 2: Inject Key Pairs and | nages to Devices

1. [OEM Cenerate Secure Boot Key Pair (May be shared anong multiple
devi ces)

2. [OEM Flash signed TFWInage and signed TEE | nage onto devices
(signed by Secure Boot Key)

Step 3: Setup attestation key pairs in devices

1. [OEM Flash Secure Boot Public Key and eFuse Key (eFuse key is
uni que per device)

2. [TFWTEE] Cenerate a unique attestation key pair and get a
certificate for the device

Step 4: Setup trust anchors in devices

1. [TFWTEE] Store the key and certificate encrypted with the eFuse
key

2. [TEE vendor or CEM Store trusted CA certificate list into
devi ces
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5.2. Derived Keys in The Protocol

The protocol generates one key pair in run tine to assist nessage
communi cati on and anonynous verification between a TAM and a TEE.

TEE SP Anonynous Key (AIK): one derived key pair per SP in a device

The purpose of the key pair is to sign data by a TEE wi t hout using
its TEE device key for anonynous attestation to a Client Application.
This key pair is generated in the first SD creation for an SP. It is
del eted when all SDs are renpved for a SP in a device. The public
key of the key pair is given to the caller dient Application and TAM
for future TEE returned data validation. The public key of this AIK
is also used by a TAMto encrypt TA binary data and personali zation
data when it sends a TAto a device for installation.

5.3. Security Donmain H erarchy and Oanership

The primary job of a TAMis to help an SP to nanage its trusted
applications. A TAis typically installed in an SD. An SDis
commonly created for an SP.

When an SP del egates its SD and TA nanagenent to a TAM an SD is
created on behalf of a TAMin a TEE and the owner of the SDis
assigned to the TAM An SD may be associated with an SP but the TAM
has full privilege to manage the SD for the SP.

Each SD for an SP is associated with only one TAM \Wen an SP
changes TAM a new SP SD nust be created to associate with the new
TAM The TEE will maintain a registry of TAMID and SP SD | D

mappi ng.

From an SD ownershi p perspective, the SDtree is flat and there is
only one level. An SDis associated with its ower. It is up to TEE
i mpl ementation how it maintains SD binding information for a TAM and
different SPs under the sane TAM

It is an inportant decision in this protocol specification that a TEE
doesn’t need to know whether a TAMis authorized to manage the SD for
an SP. This authorizationis inplicitly triggered by an SP dient
Application, which instructs what TAMit wants to use. An SDis

al ways associated with a TAMin addition to its SP ID. A rogue TAM
isn't able to do anything on an unauthorized SP's SD rmanaged by

anot her TAM

Since a TAM may support nultiple SPs, sharing the sanme SD nane for

different SPs creates a dependency in deleting an SD. An SD can be
deleted only after all TAs associated with this SDis deleted. An SP

Pei, et al. Expi res Septenber 16, 2018 [ Page 15]



Internet-Draft orrP March 2018

cannot delete a Security Domain on its own with a TAMif a TAM
decides to introduce such sharing. There are cases where multiple
virtual SPs belong to the same organization, and a TAM chooses to use
the sane SD nane for those SPs. This is totally up to the TAM

i mpl ementation and out of scope of this specification.

5.4. SD Omer ldentification and TAM Certificate Requirenments

There is a need of cryptographically binding proof about the owner of
an SD in a device. Wen an SDis created on behalf of a TAM a
future request fromthe TAM nust present itself as a way that the TEE
can verify it is the true owner. The certificate itself cannot
reliably used as the owner because TAM may change its certificate.

To this end, each TAMw || be associated with a trusted identifier
defined as an attribute in the TAMcertificate. This field is kept
the sane when the TAMrenew its certificates. A TAMCA is
responsible to vet the requested TAM attri bute val ue.

This identifier value nmust not collide anong different TAM providers,
and one TAM shouldn’t be able to claimthe identifier used by another
TAM pr ovi der.

The certificate extension name to carry the identifier can initially
use Subject Alt Name:regi steredl D. A dedi cated new extensi on nane may
be registered later.

One common choice of the identifier value is the TAMs service URL.
A CA can verify the domain ownership of the URL with the TAMin the
certificate enroll ment process.

A TEE can assign this certificate attribute value as the TAM owner |ID
for the SDs that are created for the TAM

An alternative way to represent an SD ownership by a TAMis to have a
uni que secret key upon SD creation such that only the creator TAMis
abl e to produce a Proof-of - Possession (POP) data with the secret.

5.5. Service Provider Container

A sanple Security Donmin hierarchy for the TEE i s shown bel ow
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Olr P segregates SDs and TAs such that a TAM can only manage or
retrieve data for SDs and TAs that it previously created for the SPs
it represents.

6. OIrP Agent

A TEE and TAs that run inside the TEE don’'t generally have capability
to comunicate to the outside of the hosting device, for exanple, the
TEE specified by @obal Platformgroups [GPTEE]. This calls for a
software module in the REE world to handl e the network communi cati on.
Each Client Application in REE may carry this conmunication
functionality but it nust also interact with the TEE for the nessage
exchange. The TEE interaction will vary according to different TEEs.
In order for a Cient Application to transparently support different
TEES, it is inperative to have a common interface for a Cient
Application to invoke for exchangi ng nessages w th TEEs.

A shared OITP Agent comes to need this need. An OIrP Agent is a Rich
Application or SDK that facilitates communicati on between a TAM and
TEE. 1t also provides interfaces for TAM SDK or Cient Applications
to query and trigger TA installation that the application needs to
use.

This interface for Client Applications my be commonly an Android
service call for an Android powered device. A Cient Application
interacts with a TAM and turns around to pass nessages received from
TAM to OIr P Agent.

In all cases, a Client Application needs to be able to identify an
Ofr P Agent that it can use.
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6.1. Role of OIrP Agent

An OTrP Agent abstracts the nessage exchanges with the TEE in a
device. The input data is originated froma TAMthat a dient
Application connects. A Client Application nmay also directly call
Ofr P Agent for some TA query functions.

OfrP Agent may internally process a request fromTAM At |least, it
needs to know where to route a nessage, e.g. TEE instance. It
doesn’t need to process or verify nessage content.

Ofr P Agent returns TEE / TFW generated response nessages to the
caller. OIrP Agent isn't expected to handle any network connection
with an application or TAM

Ofr P Agent only needs to return an OTrP Agent error nessage if the
TEE i s not reachable for sone reason. Qher errors are represented
as response nessages returned fromthe TEE which will then be passed
to the TAM

6.2. OIrP Agent and G obal Platform TEE dient API

A dient Application my use dobal Platform (GP) TEE APl for TA
communi cation. OTrP nmay use the G°P TEE dient APl but it is internal
to OTrP inplenentation that converts given nessages from TAM Mbre
details can be found at [ GPTEECLAPI].

6.3. OIrP Agent I|nplenentation Consideration

A Provider should consider nethods of distribution, scope and
concurrency on device and runtime options when inplenmenting an OITP
Agent. Several non-exhaustive options are di scussed bel ow
Providers are encouraged to take advantage of the | atest

communi cation and platformcapabilities to offer the best user
experi ence.

6.3.1. OIrP Agent Distribution

OfrP Agent installation is commonly carried out at CEMtinme. A user
can dynam cally downl oad and install an OTrP Agent on-denand.

It is inportant to ensure a legitinate OIrP Agent is installed and

used. |If an OITP Agent is conprom sed it may send rogue nessages to
TAM and TEE and introduce additional risks.
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6.3.2. Nunber of OIrP Agent

We anticipate only one shared OIrP Agent instance in a device. The
device's TEE vendor wi |l nobst probably supply one OTrP Agent.
Potentially we expect some open source.

Wth one shared OTrP Agent, the OITP Agent provider is responsible to
allow nul tiple TAMs and TEE providers to achieve interoperability.
Wth a standard OTrP Agent interface, TAM can inplement its own SDK
for its SP Cient Applications to work with this OIrP Agent.

Mul tipl e i ndependent OTrP Agent providers can be used as |ong as they
have standard interface to a Client Application or TAM SDK. Only one
Ofr P Agent is expected in a device.

TAM provi ders are generally expected to provide SDK for SP
applications to interact with an OIrP Agent for the TAM and TEE
i nteraction.

6.4. OIrP Agent Interfaces for Cient Applications

A dient Application shall be responsible for relaying nessages
bet ween the OTrP agent and the TAM

If a failure is occured during calling OIrP Agent, an error nessage

described in "Comon Errors" section (see Section 7.6) will be

ret ur ned.

6.4.1. ProcessOIr PMessage cal |

Descri ption
A Cient Application will use this nmethod of the OIrP Agent in a
device to pass OITP nessages froma TAM The nethod is
responsible for interacting with the TEE and for forwardi ng the
i nput message to the TEE. It also returns TEE generated response
nmessage back to the Client Application.

| nput s:

TAM nMsg - OIrP nessage generated in a TAMthat is passed to this
met hod froma Cient Application.

Cut put s:
A TEE-generated OTrP response nessage (which nay be a successf ul

response or be a response nmessage containing an error raised
within the TEE) for the client application to forward to the TAM
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In the event of the OIrP agent not being able to comunicate with
the TEE, a OIr PAgent Exception shall be thrown.

6.4.2. GetTAInformation call

Descri ption
A dient Application may quickly query |ocal TEE about a
previously installed TA without requiring TAM each tinme if it has

had the TA's identifier and previously saved TEE SP Al K public key
for TAinformation integrity verification.

I nput s:
"TAQuery": {
"spid': "<SP identifier value of the TA>",
"taid": "<The identifier value of the TA>"
}
}
Qut put s:

The OTrP Agent is expected to return TA signer and TAM si gner
certificate along with other nmetadata infornation about the TA

associated with the given identifier. 1t follows the underlying
TEE trust nodel for authoring the |local TA query froma Cient
Appl i cation.

The output is a JSON nessage that is generated by the TEE. It
contains the follow ng information:

* tamd

* SP ID

* TA signer certificate

* TAMcertificate

The nmessage is signed with TEE SP AIK private key.

The Cient Application is expected to consume the response as
fol | ows.

The Client Application gets signed TA netadata, in particular, the
TA signer certificate. It is able to verify that the result is
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from devi ce by checking signer against TEE SP AIK public key it
gets in some earlier interaction with TAM

If this is a new dient Application in the device that hasn’t had
TEE SP Al K public key for the response verification, the
application can contact the TAMfirst to do GetDeviceState, and
TAMw Il return TEE SP AIK public key to the app for this
operation to proceed.

Qut put Message:
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"TAlI nformati onTBS": ({
"taid": "<TA ldentifier fromthe input>"
"tam d": "<TAM ID for the Security Domain where this TA

resi des>",
"spid": "<The service provider identifier of this TA>"
"signercert": "<The BASE64 encoded certificate data of the
TA binary application’s signer certificate>",
"signercacerts”: [ // the full list of CA certificate chain
/1 including the root CA
1,
"cacert": "<The BASE64 encoded CA certificate data of the TA
bi nary application’s signer certificate>"
1,
"tantert": "<The BASE64 encoded certificate data of the TAM
that manages this TA >",
"tanctacerts": [ // the full list of CA certificate chain

/1 including the root CA

] il
"cacert":"<The BASE64 encoded CA certificate data of the TAM

that manages this TA>"

}
}
"TAI nformation":
"payl oad": "<The BASE64URL encodi ng of the TAInformati onTBS
JSON above>",
"protected": "<BASE64URL encoded signing al gorithne",
"header": {
"signer": {"<JWK definition of the TEE SP AIK public
key>"}
},
"signature": "<signature contents signed by TEE SP Al K
private key BASE64URL encoded>"
}
}

where the definitions of BASE64 and BASE64URL refer to [ RFC4648].

A sanmple JWK public key representation refers to an exanple in
[ RFC7517] .
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6.5.

6. 5.

Pei ,

1.

Sanpl e End-to-End Cient Application Flow

Case 1: A New Cient Application Uses a TA

During the Client Application installation time, the dient
Application calls TAMto initialize the device preparation step.

A. The dient Application knows it wants to use a Trusted
Application TAlL but the application doesn’ tknow whet her TAl
has been installed or not. It can use GP TEE Cdient API
[ GPTEECLAPI] to check the existence of TAL first. If it
detects that TAl doesn’'t exist, it will contact TAMto
initiate the installation of TAL. Note that TAl coul d have
been previously installed by other dient Applications from
the sane service provider in the device.

B. The Client Application sends the TAMthe TA list that it
depends on. The TAMw Il query a device for the Security
Domai ns and TAs that have been installed, and instructs the
device to install any dependent TAs that have not been
i nstal |l ed.

C. In general, the TAM has the latest TAlist and their status
in a device because all operations are instructed by TAM
TAM has such visibility because all Security Domain del etion
and TA del etion are managed by the TAM the TAM coul d have
stored the state when a TAis installed, updated and
del eted. There is also the possibility that an update
command is carried out inside TEE but a response i s never
received in TAM There is also possibility that sone nanual
local reset is done in a device that the TAMisn't aware of
t he changes.

The TAM gener at es nessage: Get Devi ceSt at eRequest

The Cient Application passes the JSON nessage

Get Devi ceSt at eRequest to OTrP Agent call ProcessOlr PMessage.

The conmuni cati on between a Cient Application and an OIr P Agent
is up to the inplementation of the OIrP Agent.

The OIrP Agent routes the nessage to the active TEE. Miltiple
TEE case: it is up to OIrP Agent to figure this out. This
specification limts the support to only one active TEE, which
is the typical case today.

The target active TEE processes the received OIrP nessage, and
returns a JSON nessage Get Devi ceSt at eResponse.

et al. Expi res Septenber 16, 2018 [ Page 23]



Internet-Draft orrP March 2018

6. The OITP Agent passes the GetDeviceStateResponse to the dient
Appl i cati on.

7. The Cient Application sends GetDeviceStateResponse to the TAM
8. The TAM processes the Get Devi ceSt at eResponse.

A. Extract TEEspai k for the SP, signs TEEspai k with TAM si gner
key

B. Examine SD list and TA |i st

9. The TAM continues to carry out other actions based on the need.
The next call could be instructing the device to install a
dependent TA.

A. Assune a dependent TA isn't in the device yet, the TAM nmay
do the following: (1) create an SD in which to install the
TA by sending a Creat eSDRequest nessage. The nessage is
sent back to the Client Application, and then the OIrP Agent
and TEE to process; (2) install a TAwith an
I nst al | TARequest nessage.

B. If a dient Application depends on nultiple TAs, the Cient
Application should expect multiple round trips of the TA
installation nmessage exchanges.

10. At the last TAM and TEE operation, the TAMreturns the signed
TEE SP Al K public key to the application.

11. The Cient Application stores the TEEspai k for future | oaded TA
trust check.

12. If the TAMfinds that this is a fresh device that does not have
any SD for the SP yet, then the TAM may next create an SD for
the SP.

13. During dient Application installation, the application checks
whet her required Trusted Applications are already install ed,
whi ch nmay have been provided by the TEE. |If needed, it wll
contact its TAM service to determ ne whether the device is ready
or install TA list that this application needs.

6.5.2. Case 2: A Previously Installed Client Application Calls a TA
1. The Cient Application checks the device readiness: (a) whether

it has a TEE; (b) whether it has TA that it depends. It may
happen that TAM has renoved the TA this application depends on.
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2. The Cient Application calls the OIrP Agent to query the TA

3. The OIrP Agent queries the TEE to get TA information. If the
given TA doesn’t exist, an error is returned.

4. The Cdient Application parses the TAI nformation nessage.

5. If the TA doesn’t exist, the Client Application calls its TAMto
install the TA. If the TA exists, the Cient Application
proceeds to call the TA

7. OIrP Messages

The main OIrP conponent is the set of standard JSON nessages created
by a TAMto deliver device SD and TA managenent commands to a devi ce,
and device attestation and response nessages created by TEE to
respond to TAM OTIr P Messages.

An OTrP Message is designed to provide end-to-end security. It is
al ways signed by its creator. |In addition, an OIrP Message is
typically encrypted such that only the targeted device TEE or TAMis
able to decrypt and view the actual content.

7.1. Message For nat

Ofr P Messages use the JSON format for JSON s sinple readability and
noderate data size in conparison with alternative TLV and XM
formats. More conpact CBOR format nmay be used as an alternative
choi ce.

JSON Message security has devel oped JSON Wb Si gni ng and JSON Wb
Encryption standard in the | ETF Wrkgroup JOSE, see JW5 [ RFC7515] and
JVE [ RFC7516]. The OIrP Messages in this protocol will |everage the
basic JWs and JVWE to handl e JSON signing and encrypti on.

7.2. Message Naning Convention

For each TAM command "xyz"", OIrP use the foll owi ng nam ng convention
to represent its raw nessage content and conpl ete request and

response nessages:
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e e oo e e +
| Purpose | Message Nane | Exanple |
o e e e e e e e e e e e oo n S e e e e e e e e o +
| Request to be signed | xyzTBSRequest | CreateSDTBSRequest

I I I I
| Request nessage | xyzRequest | Creat eSDRequest |
I I I I
| Response to be signed | xyzTBSResponse | Creat eSDTBSResponse

I I I I
| Response nessage | xyzResponse | Creat eSDResponse [
oo S e +

7.3. Request and Response Message Tenpl ate

An OTr P Request nessage uses the follow ng fornmat:

{

"<nane>TBSRequest": {
<request nessage content>

}
}

A correspondi ng OTr P Response nmessage will be as foll ows.

{

"<nane>TBSResponse": {
<response message content>

}
}

7.4. Signed Request and Response Message Structure
A signed request message will generally include only one signature,
and uses the flattened JW5 JSON Serialization Syntax, see
Section 7.2.2 in [ RFC7515].

A general JW5 object |ooks like the follow ng.

{
"payl oad": "<payl oad contents>"
"protected": "<integrity-protected header contents>",
"header": {
<non-integrity-protected header contents>
} L]
"signature": "<signature contents>"
}
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Orfr P signed nessages only require the signing algorithmas the
mandat e header in the property "protected". The "non-integrity-
prot ected header contents"” is optional

Ofr P signed nessage will be given an explicit Request or Response
property nane. In other words, a signed Request or Response uses the
follow ng tenpl ate.

A general JW5 object |ooks like the follow ng.

{
"<nane>[ Request | Response]": {
<JW5 Message of <nanme>TBS[ Request | Response]
}

}

Wth the standard JW5 nessage fornmat, a signed OTrP Message | ooks
l'ike the follow ng.

"<nanme>[ Request | Response]": {

"payl oad": "<payl oad contents of <nanme>TBS[ Request | Response]>",
"protected": "<integrity-protected header contents>",

"header": <non-integrity-protected header contents>

"signature": "<signature contents>"

}
}

The top el enent <nane>[ Si gned] [ Request | Response]" cannot be fully
trusted to match the content because it doesn’'t participate in the
signature generation. However, a recipient can always match it with
the val ue associated with the property "payload". It purely serves
to provide a quick reference for reading and nethod invocation

Furt hernore, nobst properties in an unsigned OTrP nessages are
encrypted to provide end-to-end confidentiality. The only OIrP
nmessage that isn't encrypted is the initial device query nessage that
asks for the device state information.

Thus a typical OIrP Message consists of an encrypted and then signed
JSON nessage. Sone transaction data such as transaction |ID and TEE
i nformati on may need to be exposed to the OIrP Agent for routing
purpose. Such information is excluded from JSON encryption. The
device’'s signer certificate itself is encrypted. The overall fina
message is a standard signed JSON nmessage

As required by JSWJIWE, those JWE and JW5 related el enents will be
BASE64URL encoded. Oher binary data el enents specific to the OIrP
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speci ficati on are BASE64-encoded. This specification indicates
el enments that should be BASE64 and those el enents that are to be
BASE64URL encoded.

7.4.1. ldentifying Signing and Encryption Keys for JWs/ JWE Messagi ng

JW5 and JWE nessagi ng all ow various options for identifying the
signing and encryption keys, for exanmple, it allows optional elenents
i ncluding "x5c", "x5t" and "kid" in the header to cover various
possibilities.

To protect privacy, it is inportant that the device' s certificate is
rel eased only to a trusted TAM and that it is encrypted. The TAM
will need to know the device certificate, but untrusted parties nust
not be able to get the device certificate. Al OIrP nmessagi ng
conversations between a TAM and device begin with

Get Devi ceSt at eRequest / Get Devi ceSt at eResponse. These nessages have
el ements built into themto exchange signing certificates, described
in the section Section 9. Any subsequent nessages in the
conversation that followon fromthis inplicitly use the sane
certificates for signing/encryption, and as a result the certificates
or references may be ommtted in those subsequent nessages.

In other words, the signing key identifier in the use of JW5 and JVE
here may be absent in the subsequent messages after the initial
Get Devi ceSt ate query.

This has an inplication on the TEE and TAM i npl enent ati on: they have
to cache the signer certificates for the subsequent nessage signature
validation in the session. |t may be easier for a TAM service to
cache transaction session information but not so for a TEE in a
device. A TAMcan get a device's capability by checking the response
message froma TEE to deci de whether it should include its TAM si gner
certificate and OCSP data in each subsequent request nessage. The
device's caching capability is reported in GetDeviceStateResponse
signerreq paraneter.

7.5. JSON Signing and Encryption Al gorithns
The OIrP JSON signing algorithmshall use SHA256 or a stronger hash
met hod with respective key type. JSON Web Al gorithm RS256 or ES256
[ RFC7518] SHALL be used for RSA with SHA256 and ECDSA with SHA256
If RSA with SHA256 is used, the JSON web algorithmrepresentation is
as foll ows.

{"al g":"RS256"}
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The (BASE64URL encoded) "protected" header property in a signed
message | ooks like the foll ow ng:

"protected":"eyJhbGei G JSUzl 1Ni J9"

I f ECSDA with P-256 curve and SHA256 are used for signing, the JSON
signing algorithmrepresentation is as foll ows.

{"al g":"ES256"}
The value for the "protected" field will be the foll ow ng.
eyJhbCGei O JFUzI 1N J9

Thus, a common OIr P signed nessage with ES256 | ooks |ike the

fol | owi ng.
"payl oad": "<payl oad contents>",
"protected": "eyJhbCGeci G JFUzI 1Ni J9",
"signature": "<signature contents>"
}

The OIrP JSON nessage encryption al gorithm SHOULD use one of the
supported algorithnms defined in the later chapter of this docunent.
JSON encryption uses a symetric key as its "Content Encryption Key
(CEK)". This CEK is encrypted or wapped by a recipient’s key. The
OlrP recipient typically has an asymetric key pair. Therefore, the
CEK wi Il be encrypted by the recipient’s public key.

A compliant inplementation shall support the followi ng symetric
encryption algorithmand anticipate future new al gorithns.

{"enc": " A128CBC- HS256" }
This algorithmrepresents encryption with AES 128 in CBC node with
HVAC SHA 256 for integrity. The value of the property "protected" in

a JVWE nessage will be

eyJl bmM G JBMIT 4Q0JDLUNTM W21 nO
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An encrypted JSON nmessage | ooks |ike the follow ng.

{
"protected": "eyJl bnM G JBMII 4QQJDLUNTM W2l nO",
"recipients": [
"header": {
"alg": "<RSAl1 5 etc.>"
}l
"encrypted_key": "<encrypted val ue of CEK>"
| }
" v": "<BASE64URL encoded |V data>",
"ciphertext": "<Encrypted data over the JSON pl ai nt ext
( BASE64URL) >",
"tag": "<JWE authentication tag (BASE64URL) >"
}

Ofr P doesn’t use JWE AAD (Additional Authenticated Data) because each
message i s always signed after the message is encrypted.

7.5.1. Supported JSON Signing Algorithns

The following JSON signature algorithmis nmandatory support in the
TEE and TAM

o RS256
ES256 is optional to support.
7.5.2. Support JSON Encryption Al gorithns

The followi ng JSON aut henti cated encryption algorithmis mandatory
support in TEE and TAM

0o Al128CBC- HS256
A256CBC- HS512 is optional to support.
7.5.3. Supported JSON Key Managenent Al gorithns

The following JSON key nmanagenent algorithmis mandatory support in
TEE and TAM

o RSAL 5

ECDH ES+A128KW and ECDH ES+A256KW are optional to support.
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7.6. Common Errors

An OTr P Response message typically needs to report the operation
status and error causes if an operation fails. The follow ng JSON
message el enents shoul d be used across all OTrP Messages.

"status": "pass | fail"

"reason": {
"error-code": "<error code if there is any>",
"error-nessage": "<error nessage>"

"ver": "<version string>"

7.7. OIrP Message Li st

The following table lists the OIrP conmands and therefore
correspondi ng Request and Response nessages defined in this
specification. Additional nessages may be added in the future when
new task nmessages are needed.

Get Devi ceState -
A TAM queries a device's current state with a message
Get Devi ceSt at eRequest. A device TEE will report its version, its
FWversion, and list of all SDs and TAs in the device that is
managed by the requesting TAM TAM may det erm ne whet her the
device is trustworthy and decide to carry out additional conmands
according to the response fromthis query.

Creat eSD -
A TAMinstructs a device TEE to create an SD for an SP. The

reci pient TEE will check whether the requesting TAMis
trustwort hy.

Updat eSD -
A TAMinstructs a device TEE to update an existing SD. A typical
update need conmes from SP certificate change, TAMcertificate
change and so on. The recipient TEE will verify whether the TAM
is trustworthy and owns the SD.

Del et eSD -
A TAMinstructs a device TEE to delete an existing SD. A TEE
conditionally deletes TAs | oaded in the SD according to a request
paraneter. An SD cannot be deleted until all TAs in this SD are
deleted. |If this is the last SD for an SP, TEE MAY al so del ete
TEE SP Al K key for this SP.

Pei, et al. Expi res Septenber 16, 2018 [ Page 31]



Internet-Draft orrP March 2018

Install TA -
A TAMinstructs a device to install a TAinto an SD for a SP.
The TEE in a device will check whether the TAM and TA are
trustwort hy.

Updat eTA -
A TAMinstructs a device to update a TAinto an SD for an SP.
The change may commonly be bug fix for a previously installed TA

Del et eTA -
A TAMinstructs a device to delete a TA. The TEE in a device
wi Il check whether the TAM and TA are trustworthy.

7.8. OIrP Request Message Routing Rul es

For each command that a TAMwants to send to a device, the TAM
generates a request nessage. This is typically triggered by a dient
Application that uses the TAM The Cient Application initiates
contact with the TAM and recei ves TAM OTr P Request nessages accordi ng
to the TAMs inplenmentation. The dient Application forwards the
Ofr P nmessage to an OTrP Agent in the device, which in turn sends the
message to the active TEE in the device.

The current version of this specification assunes that each device
has only one active TEE, and the OTrP Agent is responsible to connect
to the active TEE. This is the case today with devices in the

mar ket .

When the TEE responds to a request, the OIrP Agent gets the OIrP
response nessages back to the Cient Application that sent the
request. 1In case the target TEE fails to respond to the request, the
OfrP Agent will be responsible to generate an error nmessage to reply
the Cient Application. The Cient Application forwards any data it
received to its TAM

7.8.1. SP Anonynous Attestation Key (SP AlK)
When the first new Security Domain is created in a TEE for an SP, a
new key pair is generated and associated with this SP. This key pair
is used for future device attestation to the service provider instead
of using the device's TEE key pair.

8. Transport Protocol Support
The OIT P nmessage exchange between a TEE device and TAM general ly

takes place between a Client Application in REE and TAM A device
that is capable to run a TEE and PKI based cryptographic attestation
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isn't generally resource constraint to carry out standard HTTPS
connections. A conpliant device and TAM SHOULD support HTTPs

9. Detailed Messages Specification

For each nessage in the following sections all JSON el enents are
mandatory if not explicitly indicated as optional

9.1. GCetDeviceState

This is the first command that a TAMwill send to a device. This
command is triggered when an SP's Cient Application contacts its TAM
to check whether the underlying device is ready for TA operations.

This command queries a device's current TEE state. A device TEE will
report its version, its FWversion, and list of all SDs and TAs in
the device that is nanaged by the requesting TAM TAM nay det ermni ne
whet her the device is trustworthy and decide to carry out additiona
conmands according to the response fromthis query.

The request message of this command is signed by the TAM The
response nessage fromthe TEE is encrypted. A random nessage
encryption key (MK) is generated by TEE, and this encrypted key is
encrypted by the TAM s public key such that only the TAMthat sent
the request is able to decrypt and view the response nessage.

9.1.1. CetDeviceStateRequest nessage

{
" Cet Devi ceSt at eTBSRequest ": {
Ilverll: n 1. OII,
"rid": "<Unique request |D>",
"tid": "<transaction | D>"
"ocspdat": [<a list of OCSP stapling data>"],
"supportedsigal gs": [<array of supported signing algorithns>]
}
}
The request message consists of the follow ng data el ements:
ver - versi on of the nessage fornat
rid - a uni que request 1D generated by the TAM
tid - a unique transaction ID to trace request and response. This

can be froma prior transaction's tid field, and can be used in
subsequent nessage exchanges in this TAM session. The
conbination of rid and tid MJUST be made uni que.
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ocspdat - A list of OCSP stapling data respectively for the TAM

certificate and each of the CA certificates up to the root
certificate. The TAM provi des OCSP data such that a recipient
TEE can validate the TAMcertificate chain revocaton status

wi thout nmaking its own external OCSP service call. A TEE MAY
cache the CA OCSP data such that the array nay contain only the
OCSP stapling data for the TAM certificate in subsequent
exchanges. This is a nmandatory field.

support edsi gal gs - an optional property to list the signing

algorithnms that the TAMis able to support. A recipient TEE MJST
choose an algorithmin this list to sign its response nessage if
this property is present in a request. |If it is absent, the TEE
may use any conpliant signing algorithmthat is listed as

mandat ory support in this specification.

The final request nessage is JSON signed nessage of the above raw
JSON data with TAMs certificate.

}

" Cet Devi ceSt at eRequest " {

"payl oad": "<BASE64URL encodi ng of the GetDevi ceSt at eTBSRequest
JSON above>",
"protected": "<BASE64URL encoded signing al gorithne",
"header": {
"x5c¢c": "<BASE64 encoded TAM certificate chain up to the
root CA certificate>"
},

"signature":"<signature contents signed by TAM private key>"

The signing al gorithm SHOULD use SHA256 with respective key type.
The mandatory al gorithm support is the RSA signing algorithm The
si gner header "x5c" is used to include the TAM signer certificate up
to the root CA certificate.

9. 1.

Request processing requirenents at a TEE

Upon receiving a request nessage CetDevi ceSt at eRequest at a TEE, the
TEE MJST validate a request:

1.

Pei ,

Val i date JSON nessage signing. |If it doesn't pass, an error
message i s returned.

Validate that the request TAMcertificate is chained to a trusted
CA that the TEE enbeds as its trust anchor.
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* Cache the CA OCSP stapling data and certificate revocation
check status for other subsequent requests.

* A TEE can use its own clock tine for the OCSP stapling data
val i dati on.

3. Collect Firmmvare signed data

* This is a capability in ARMarchitecture that allows a TEE to
query Firmmvare to get FWsigned data.

4. Collect SD information for the SD owned by this TAM
9.1.3. Firmvare Signed Data

Firmvare isn't expected to process or produce JSON data. It is
expected to just sign sonme raw bytes of data.

The data to be signed by TFWkey needs be sonme uni que random dat a
each time. The (UTF-8 encoded) "tid" value fromthe

Get Devi ceSt at eTBSRequest shall be signed by the firmwmare. TAMisn't
expected to parse TFWdata except the signature validation and signer
trust path validation.

It is possible that a TEE can get sone valid TFWsigned data from
anot her device. The TEE is responsible to validate TFWintegrity to
ensure that the underlying device firmvare is trustworthy. A TAM
trusts the TEE and the TFWtrust status check carried out by the TEE.

Tfwhat a: {
"tbs": "<TFWto be signed data, BASE64 encoded>",
"cert": "<BASE64 encoded TFWcertificate>",
"sigalg": "Signing nethod",
"sig": "<TFWsigned data, BASE64 encoded>"

It is expected that a FWuses standard signature nmethods for maxi nmal
interoperability with TAM providers. The mandatory support |ist of
signing algorithmis RSA with SHA256.

The JSON obj ect above is constructed by a TEE with data returned from
the FW It isn't a standard JSON signed object. The signer

i nformati on and data to be signed must be specially processed by a
TAM according to the definition given here. The data to be signed is
the raw dat a.
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9.1.3.1. Supported Firmnare Signature Methods
TAM provi ders shall support the follow ng signature nmethods. A
firmvare provider can choose one of the nethods in signature
generati on.
0 RSA with SHA256
0 ECDSA with SHA 256

The value of "sigalg" in the TfwbData JSON nessage SHOULD use one of
the foll ow ng:

o RS256
o ES256
9.1.4. Post Conditions

Upon successful request validation, the TEE information is collected.
There is no change in the TEE in the device.

The response nessage shall be encrypted where the encryption key
shall be a symmetric key that is wapped by TAMs public key. The
JSON Content Encryption Key (CEK) is used for this purpose.

9.1.5. CetDeviceStateResponse Message

The nmessage has the follow ng structure.

" CGet Devi ceTEESt at eTBSResponse": {

"ver": "1.0",

"status": "pass | fail",

"rid": "<the request ID fromthe request nessage>",
"tid": "<the transaction ID fromthe request nessage>",

"signerreq": true | false // about whether TAM needs to send
si gner data again in subsequent nessages,

"edsi": "<Encrypted JSON DSI information>"
}
}
wher e
signerreq - true if the TAM should send its signer certificate and

OCSP data again in the subsequent nessages. The value nay be
"false" if the TEE caches the TAM s signer certificate and OCSP
st at us.
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rid - the request I D fromthe request nessage
tid - the tid fromthe request message
edsi - the main data el ement whose value is JSON encrypted nessage

over the followi ng Device State Information (DSI).

The Device State Information (DSI) message consists of the foll ow ng.
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{
"dsi": {
"tfwdata": {
"ths": "<TFWto be signed data is the tid>"
"cert": "<BASE64 encoded TFWcertificate>",
"sigalg": "Signing nethod",
"sig": "<TFWsigned data, BASE64 encoded>"
}
"tee":
"name": "<TEE nanme>",
"ver": "<TEE version>",
"cert": "<BASE64 encoded TEE cert>",
"cacert": "<JSON array value of CA certificates up to
the root CA>",
"sdlist": {
"cnt": "<Nunber of SD owned by this TAW",
"sd": [
{
"nanme": "<SD nane>",
"spid': "<SP owner ID of this SD>",
"talist": [
{
"taid": "<TA application identifier>",
"taname": "<TA application friendly
nane>" // optional
}
]
}
]
}
"teeai klist": [
{
"spai k": "<SP Al K public key, BASE64 encoded>",
"spai ktype": "<RSA | ECC",
"spid': "<sp id>"
}
]
}
}
}

The encrypted JSON nessage | ooks like the foll ow ng.
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{
"protected": "<BASE64URL encodi ng of encryption al gorithm header
JSON dat a>",
"recipients": |
{
"header":
n al gll: n RSA1_5II
}l
"encrypted_key": "<encrypted val ue of CEK>"
1,
"iv": "<BASE64URL encoded |V data>",
"ci phertext": "<Encrypted data over the JSON object of dsi
( BASE64URL) >",
"tag": "<JWE authentication tag (BASE64URL)>"
}

Assume we encrypt plaintext with AES 128 in CBC node with HVAC SHA
256 for integrity, the encryption algorithm header is:

{"enc": " A128CBC- HS256" }

The val ue of the property "protected" in the above JWE nessage wil |
be

eyJl bmM O JBMI 4Q0JDLURTM U2I nO

In other words, the above nessage | ooks like the foll ow ng:

{
"protected": "eydl bnM G JBMII 4Q0JDLUNTM U2l nO",
"recipients": [

"header": {
"al g": "RSA1l_5"
}1
"encrypted_key": "<encrypted val ue of CEK>"
| }
" v": "<BASE64URL encoded |V data>",
"ci phertext": "<Encrypted data over the JSON object of dsi

( BASE64URL) >",
tag": "<JWE authentication tag (BASE64URL)>"

}

The full response nessage | ooks |ike the follow ng:
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" CGet Devi ceTEESt at eTBSResponse": {

"ver": "1.0",

"status": "pass | fail",

"rid": "<the request ID fromthe request nessage>",
"tid": "<the transaction ID fromthe request nessage>",
"signerreq": "true | false",

"edsi": {

"protected": "<BASE64URL encodi ng of encryption algorithm
header JSON dat a>",
"recipients": [

"header": {
"al g": "RSA1_5"
}l
"encrypted key": "<encrypted val ue of CEK>"
| }
R "<BASE64URL encoded |V data>",
"ci phertext": "<Encrypted data over the JSON object of dsi

( BASE64URL) >",
"tag": "<JWE authentication tag (BASE64URL) >"
}
}

}

The CEK will be encrypted by the TAM public key in the device. The
TEE si gned nessage has the follow ng structure.

" Cet Devi ceTEESt at eResponse”: {
"payl oad": "<BASE64URL encodi ng of the JSON nmessage
Get Devi ceTEESt at eTBSResponse>",
"protected": "<BASE64URL encodi ng of signing algorithns",
"signature": "<BASE64URL encodi ng of the signature val ue>"
}
}

The signing algorithmshall use SHA256 with respective key type, see
Section 7.5. 1.

The final GCetDeviceStateResponse response nessage consists of an
array of TEE responses.
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{
" Cet Devi ceSt at eResponse”: [ // JSON array
{" Get Devi ceTEESt at eResponse™: ...},
{;CtheviceTEEStateResponse": -
]
}

9.1.6. Error Conditions

An error may occur if a request isn't valid or the TEE runs into sone
error. The list of possible error conditions is the follow ng.

ERR REQUEST | NVALI D The TEE neets the followi ng conditions with a
request message: (1) The request froma TAM has an invalid nessage
structure; mandatory infornmation is absent in the nessage; or an
undefi ned nenber or structure is included. (2) TEE fails to verify
the signature of the nessage or fails to decrypt its contents.

ERR_UNSUPPORTED _MSG VERSI ON The TEE receives a version of nessage
that the TEE can’t deal with

ERR_UNSUPPORTED CRYPTO ALG The TEE receives a request nessage
encoded with a cryptographic algorithmthat the TEE doesn’t
support.

ERR TFW NOT_TRUSTED The TEE considers the underlying device firmare
be not trustworthy.

ERR_TAM NOT_TRUSTED The TEE needs to nake sure whether the TAMis
trustworthy by checking the validity of the TAMcertificate and
OCSP stapling data and so on. |If the TEE finds the TAMis not
reliable, it returns this error code.

ERR TEE FAIL |If the TEE fails to process a request because of its
internal error but is able to sign an error response nessage, it
will return this error code.

ERR AGENT _TEE FAIL The TEE failed to respond to a TAMrequest. The
OfrP Agent will construct an error nessage in responding to the
TAM s request. The error nessage will not be signed.

The response nessage will look like the following if the TEE signing
can work to sign the error response message.
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" CGet Devi ceTEESt at eTBSResponse": {

"ver": "1.0",

"status": "fail",

"rid": "<the request ID fromthe request nessage>",

"tid": "<the transaction ID fromthe request nessage>",

"reason": {"error-code":"<error code>"}

"supportedsigal gs": [<an array of signature algorithms that
the TEE support s>]

}
wher e

supportedsigalgs - an optional property to list the JW5 signing
algorithnms that the active TEE supports. Wen a TAM sends a
signed nessage that the TEE isn't able to validate, it can
i nclude signature algorithms that it is able to consume in this
status report. A TAM can generate a new request nmessage to retry
the managenent task with a TEE-supported signing algorithm

If the TEE isn't able to sign an error nessage due to an internal
device error, a general error nessage should be returned by the OTrP
Agent .

9.1.7. TAM Processi ng Requirenents

Upon receiving a GetDeviceSt at eResponse nessage at a TAM the TAM
MUST val i date the foll ow ng.

0 Parse to get list of GetDeviceTEESt at eResponse JSON obj ects

o Parse the JSON "payl oad" property and decrypt the JSON el enent
"edsi". The decrypted nessage contains the TEE signer
certificate.

0 Validate the GetDevi ceTEESt at eResponse JSON signature. The signer
certificate is extracted fromthe decrypted nmessage in the |ast
st ep.

o0 Extract TEE information and check it against its TEE acceptance
policy.

0 Extract the TFWsigned el enment, and check the signer and data
integration against its TFWpolicy.

0 Check the SDlist and TA list and prepare for a subsequent conmand
such as "CreateSD" if it needs to have a new SD for an SP.
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9.2. Security Domai n Managenent
9.2.1. CreateSD

This command is typically preceded with a GetDeviceState command t hat
has acquired the device information of the target device by the TAM
The TAM sends such a command to instruct a TEE to create a new
Security Domain for an SP.

A TAM sends an OIr P Creat eSDRequest Request nessage to a device TEE
to create a Security Dormain for an SP. Such a request is signed by
the TAM where the TAM signer nay or may not be the same as the SP's
TA signer certificate. The resulting SDis associated with two
identifiers for future managemnent:

o0 TAMas the owner. The owner identifier is a registered unique TAM
IDthat is stored in the TAMcertificate.

o SPidentified by its TA signer certificate as the authorization.
A TAM can add nore than one SP certificate to an SD.

A Trusted Application that is signed by a matching SP signer
certificate for an SDis eligible to be installed into that SD. The
TA installation into an SD by a subsequent |nstall TARequest nessage
may be instructed froma TAM

9.2.1.1. CreateSDRequest Message
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The request nmessage for CreateSD has the foll ow ng JSON fornat.

{
" Cr eat eSDTBSRequest": {

"ver": "1.0",

"rid": "<unique request |D>",

"tid": "<transaction ID>", // this may be from prior nessage
"tee": "<TEE routing name fromthe DSI for the SD s target>",
"nextdsi": true | false,

"dsi hash": "<hash of DSI returned in the prior query>",

"content": ENCRYPTED { // this piece of JSON data will be
/'l encrypted
"spid': "<SP ID val ue>",
"sdnanme": "<SD nanme for the domain to be created>",
"spcert": "<BASE64 encoded SP certificate>",
"tam d": "<An identifiable attribute of the TAM
certificate>",
"did": "<SHA256 hash of the TEE cert>"

}
}
}
In the nessage,
rid - A wunique value to identify this request
tid - A unique value to identify this transaction. It can have the

same value for the tid in the precedi ng GetDevi ceSt at eRequest.
tee - TEE ID returned fromthe previous GetDevi ceSt at eResponse.

nextdsi - |ndicates whether the up-to-date Device State Information
(DSl) is expected in the response fromthe TEE to this request.

dsi hash - The BASE64- encoded SHA256 hash value of the DSI data
returned in the prior TAMoperation with this target TEE. This
val ue is always included such that a receiving TEE can check
whet her the device state has changed since its last query. It
hel ps enforce SD update order in the right sequence w thout
accidently overwiting an update that was done sinultaneously.

content - The "content" is a JSON encrypted nessage that includes
actual input for the SD creation. The encryption key is TAMrK that
is encrypted by the target TEE' s public key. The entire nessage is
signed by the TAM private key TAMpriv. A separate TAMrk isn’t used
in the | atest specification because JSON encryption will use a
content encryption key for exactly the sanme purpose.
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spid - A wunique id assigned by the TAMfor its SP. It should be
uni que wi thin a TAM nanmespace

sdnane - a nane unique to the SP. TAM should ensure it is unique
for each SP.
spcert - The SP's TA signer certificate is included in the request.

This certificate will be stored by the device TEE which uses it to
check against TAinstallation. Only if a TAis signed by a

mat chi ng spcert associated with an SDwill the TA be installed into
the SD.

tamid - SD owner claimby TAM - an SD owned by a TAMwill be
associated with a trusted identifier defined as an attribute in the
signer TAMcertificate. TEE will be responsible to assign this ID
to the SD. The TAMcertificate attribute for this attribute tand
MUST be vetted by the TAM signer issuing CAA Wth this trusted
identifier, the SD query at TEE can be fast upon TAM signer
verification.

did - The SHA256 hash of the binary-encoded device TEE certificate.
The encryption key CEK will be encrypted the recipient TEE s public
key. This hash value in the "did" property allows the recipient
TEE to check whether it is the expected target to receive such a
request. If this isn't given, an OIrP nessage for device 2 could
be sent to device 1. It is optional for the TEE to check because
the successful decryption of the request nessage with this device's
TEE private key already proves it is the target. This explicit
hash val ue nakes the protocol not dependent on nessage encryption
nmet hod in future.

A Creat eSDTBSRequest nessage is signed to generate a fina
Cr eat eSDRequest mnessage as fol |l ows.

{
" Creat eSDRequest ": {
"payl oad": "<Creat eSDTBSRequest JSON above>",
"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>"
"signature": "<signature contents signed by TAM private key>"
}
}

The TAM signer certificate is included in the "header" property.
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9.2.1.2. Request Processing Requirenments at a TEE

Upon receiving a Creat eSDRequest request nessage at a TEE, the TEE
MUST do the foll ow ng:

1.

Pei ,

Val i date the JSON request nessage as follows
* Validate JSON nmessage signing.

* Validate that the request TAMcertificate is chained to a
trusted CA that the TEE enbeds as its trust anchor.

* Conpare dsihash with its current state to nake sure nothing
has changed since this request was sent.

* Decrypt to get the plaintext of the content: (a) spid, (b) sd
nane, (c) did.

* Check that an SPID is supplied.

* spcert check: check it is a valid certificate (signature and
format verification only).

* Check "did" is the SHA256 hash of its TEEcert BER raw binary
dat a.

* Check whether the requested SD already exists for the SP.

* Check that the tanmid in the request matches the TAM
certificate’s TAMID attribute.

If the request was valid, create action

* Create an SD for the SP with the given nane.
* Assign the tamid fromthe TAMCert to this SD.
* Assign the SPID and SPCert to this SD.

* Check whether a TEE SP AIK key pair already exists for the
given SP I D

* Create TEE SP AIK key pair if it doesn't exist for the given
SP I D

* CGenerate new DSI data if the request asks for updated DSI.

Construct a CreateSDResponse nessage
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* Create raw content
+ Operation status
+ "did" or full signer certificate information,
+ TEE SP AIK public key if DSI isn't going to be included
+ Updated DSI data if requested

* The response nessage is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver the response nessage. (a) The OTrP Agent returns this to
the Cient Application; (b) The dient App passes this back to
the TAM

5. TAM processing. (a) The TAM processes the response nessage; (b)
the TAM can | ook up signer certificate fromthe device ID "did".

If arequest is illegitimte or signature doesn't pass, a "status"
property in the response will indicate the error code and cause.

9.2.1.3. CreateSDResponse Message
The response nessage for a Creat eSDRequest contains the foll ow ng

content.

" Cr eat eSDTBSResponse™”: {

“ver": "1.0",

"status": "<operation result>",

"rid": "<the request |ID received>",

"tid": "<the transaction ID received>",

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optional
"did": "<the device id received fromthe request>",
"sdnanme": "<SD nane for the donmain created>",
"teespai k": "<TEE SP Al K public key, BASE64 encoded>",
"dsi": "<Updated TEE state, including all SDs owned by

this TAM"
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In the response nessage, the followi ng fields MJST be supplied.

did - The SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM

teespai k - The newly generated SP AIK public key for the given SP
This is an optional value if the device has had another domain for
the SP that has triggered TEE SP AIK key pair for this specific SP

There is a possible extrenme error case where the TEE isn’'t reachabl e

or the TEE final response generation itself fails. |In this case, the
TAM might still receive a response fromthe OIrP Agent if the OIrP
Agent is able to detect such error fromTEE. |In this case, a genera

error response message should be returned by the OIrP Agent, assumi ng
Ofr P Agent even doesn’t know any content and information about the
request nessage.

In other words, the TAM shoul d expect to receive a TEE successfully
si gned JSON nessage, a general "status" nessage, or none when a
client experiences a network error.

" Cr eat eSDResponse": {
"payl oad": "<Creat eSDTBSResponse JSON above>",
"protected": {
" <BASE64URL of signing al gorithm"
}
"signature": "<signature contents signed by the TEE device private
key (BASE64URL)>"

A response nessage type "status" will be returned when the TEE fails
to respond. The OITP Agent is responsible to create this nessage.

{

"status": {

"result": "fail",
“error-code": "ERR _AGENT_TEE FAIL",
"error-nmessage": "TEE fails to respond”
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9.2.1.4. Error Conditions

9.

2

An error mght occur if a request isn't valid or the TEE runs into
some error. The list of possible errors are as follows. Refer to
the Error Code List (Section 15.1) for detail ed causes and acti ons.
ERR_AGENT_TEE_BUSY

ERR_AGENT TEE FAI L

ERR_AGENT_TEE_UNKNOWN

ERR_REQUEST | NVALI D

ERR_UNSUPPORTED_MSG_VERSI ON

ERR_UNSUPPORTED CRYPTO ALG

ERR _DEV_STATE_M SMATCH

ERR_SD ALREADY_ EXI ST

ERR_SD_NOT_FOUND

ERR_SPCERT _| NVALI D

ERR TEE_FAI L

ERR_TAM NOT_AUTHORI ZED

ERR_TAM NOT_TRUSTED

2. Updat eSD

This TAMinitiated command can update an SP's SD that it nanages for
any of the follow ng needs: (a) Update an SP signer certificate; (b)
Add an SP signer certificate when an SP uses nultiple to sign TA
bi naries; (c) Update an SP | D.

The TAM presents the proof of the SD ownership to the TEE, and

includes related information in its signed nessage. The entire
request is also encrypted for end-to-end confidentiality.

9.2.2.1. Updat eSDRequest Message
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The Updat eSD request nessage has the foll owi ng JSON format.

"Updat eSDTBSRequest": {

"ver": "1.0",
"rid": "<unique request |D>",
"tid": "<transaction ID>", // this may be from prior nessage
"tee": "<TEE routing name fromthe DSI for the SD s target>",
"nextdsi": true | false,
"dsi hash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON will be encrypted
"tam d": "<tamid associated with this SD>",
"spid': "<SP | D>",
"sdnanme": "<SD nane for the donmain to be updated>",
"changes": {
"newsdnane": "<Change the SD name to this new nane>",
/1 Optional
"newspi d": "<Change SP ID of the donmain to this new val ue>",
/1 Optional
"spcert": ["<BASE64 encoded new SP signer cert to be added>"],
/1 Optional

"del ol dspcert"”: ["<The SHA256 hex val ue of an old SP cert
assigned into this SD that should be deleted >"],

/1 Optional
"renewt eespai k": true | fal se
}
}
}
}
In the nmessage,
rid - A unique value to identify this request
tid - A unique value to identify this transaction. It can have the

same value as the tid in the precedi ng Get Devi ceSt at eRequest.
tee - TEE ID returned fromthe previous GetDeviceStat eResponse

nextdsi - Indicates whether the up-to-date Device State Infornation
(DSl) is expected to be returned in the response fromthe TEE to
this request.

dsi hash - The BASE64- encoded SHA256 hash val ue of the DSI data
returned in the prior TAMoperation with this target TEE. This
val ue is always included such that a receiving TEE can check
whet her the device state has changed since its last query. It
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hel ps enforce SD update order in the right sequence w thout
accidently overwiting an update that was done simultaneously.

content - The "content” is a JSON encrypted nessage that includes
actual input for the SD update. The standard JSON cont ent
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE s public key.

tamd - SD owner claimby TAM - an SD owned by a TAMw || be
associated with a trusted identifier defined as an attribute in the
signer TAMcertificate

spid - the identifier of the SP whose SD will be updated. This
value is still needed because the SD nanme is considered unique only
within an SP.

sdnane - the nane of the target SD to be updated

changes - its content consists of changes are to be updated in the
gi ven SD.

newsdnane - the new nane of the target SD to be assigned if this

val ue is present.

newspid - the new SP ID of the target SD to be assigned if this
val ue is present.

spcert - a new TA signer certificate of this SP to be added to the
SDif this is present.

del ol dspcert - an SP certificate assigned into the SDis to be
deleted if this is present. The value is the SHA256 fingerprint of
the old SP certificate.

renewt eespai k - the value should be true or false. |If it is present
and the value is true, the TEE MUST regenerate TEE SP AIK for this
SD's owner SP. The newy generated TEE SP AIK for the SP nust be
returned in the response nessage of this request. |If there is nore
than one SD for the SP, a new SPID for one of the domains wll
al ways trigger a new teespai k generation as if a new SP were
i ntroduced to the TEE
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The Updat eSDTBSRequest message is signed to generate the fina
Updat eSDRequest nessage.

"Updat eSDRequest ": {
"payl oad": "<Updat eSDTBSRequest JSON above>",
"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>"
"signature":"<signature contents signed by TAM private key>"

}
}

TAM signer certificate is included in the "header" property.
9.2.2.2. Request Processing Requirements at a TEE

Upon receiving a request nessage Updat eSDRequest at a TEE, the TEE
must val i date a request:

1. Validate the JSON request nessage
* Validate JSON nessage si gning
* Validate that the request TAMcertificate is chained to a
trusted CA that the TEE enbeds as its trust anchor.The TAM
certificate status check is generally not needed anynore in
this request. The prior request should have validated the TAM
certificate' s revocation status

* Conpare dsihash with the TEE cached | ast response DSI data to
this TAM

* Decrypt to get the plaintext of the content.
* Check that the target SD name is supplied.
* Check whether the requested SD exists.

* Check that the TAM owns this TAM by verifying tamid in the SD
mat ches TAM certificate’s TAMID attribute

* Nowthe TEE is ready to carry out update listed in the
"content" nessage.

2. If the request is valid, update action

* |f "newsdnane" is given, replace the SD nane for the SD to the
new val ue
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* |f "newspid" is given, replace the SP ID assigned to this SD
with the given new val ue

* |f "spcert" is given, add this new SP certificate to the SD

* |f "deloldspcert" is present in the content, check previously
assigned SP certificates to this SD, and delete the one that
mat ches the given certificate hash val ue.

* |f "renewteespai k" is given and has a val ue of ’'true’
generate a new TEE SP Al K key pair, and replace the old one
with this.

* Cenerate new DSI data if the request asks for updated DS

* Now the TEE is ready to construct the response nessage

3. Construct Updat eSDResponse nessage

* Create raw content
+ COperation status
+ "did" or full signer certificate information,

+ TEE SP AIK public key if DSI isn't going to be included
+ Updated DSI data if requested

* The response nessage is encrypted with the same JWE CEK of the
request without recreating a new content encryption key.

* The encrypted message is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response nessage. (a) The OIrP Agent returns this to the
app; (b) The app passes this back to the TAM

5. TAM processing. (a) The TAM processes the response nessage; (b)
The TAM can | ook up the signer certificate fromthe device ID

lldi dll.
If arequest is illegitimate or the signature doesn't pass, a
"status" property in the response will indicate the error code and

cause.
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9.2.2.3. Updat eSDResponse Message

The response nessage for a Updat eSDRequest contains the foll ow ng
content.

" Updat eSDTBSResponse": {
"ver": "1.0",
"status": "<operation result>",
"rid": "<the request |ID received>",
"tid": "<the transaction ID received>"
"content": ENCRYPTED {
"reason": "<failure reason detail>", // optiona
"did": "<the device id hash>",
"cert": "<TEE certificate>", // optiona
"teespai k": "<TEE SP Al K public key, BASE64 encoded>",
"teespai ktype": "<TEE SP Al K key type: RSA or ECC",
"dsi": "<Updated TEE state, including all SD owned by
this TAM"
}
}
}

In the response nessage, the followi ng fields MJST be supplied.

did - The request should have known the signer certificate of this
device froma prior request. This hash value of the device TEE
certificate serves as a quick identifier only. A full device
certificate isn't necessary.

teespai k - the newy generated SP AIK public key for the given SP
if the TEE SP AIK for the SP is asked to be renewed in the request.
This is an optional value if "dsi" is included in the response,

which will contain all up-to-date TEE SP Al K key pairs.
Similar to the tenplate for the creation of the encrypted and signed

Creat eSDResponse, the final UpdateSDResponse | ooks |ike the
fol | owi ng.
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" Updat eSDResponse”:
"payl oad": "<Updat eSDTBSResponse JSON above>"
"protected": {
" <BASE64URL of signing al gorithm"
}
"signature": "<signature contents signed by TEE device private
key (BASE64URL)>"

A response nessage type "status" will be returned when the TEE fails
to respond. The OITP Agent is responsible to create this nessage.

{

"status": {
"result": "fail",
"error-code": "ERR _AGENT_TEE FAIL",
"error-nmessage": "<TEE fails to respond nessage>"

}
}

9.2.2.4. FError Conditions
An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 15.1) for detail ed causes and acti ons.
ERR_AGENT_TEE BUSY
ERR_AGENT TEE FAI L
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST | NVALI D
ERR_UNSUPPORTED_MSG_VERSI ON
ERR_UNSUPPCORTED_CRYPTO _ALG
ERR_DEV_STATE_M SMATCH
ERR_SD NOT_FOUND
ERR_SDNAME_ALREADY USED

ERR_SPCERT_| NVALI D
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ERR _TEE FAI L
ERR_TAM NOT_AUTHORI ZED
ERR_TAM NOT_TRUSTED

9.2.3. DeleteSD
A TAM sends a Del et eSDRequest nmessage to a TEE to delete a specified
SD that it owns. An SD can be deleted only if there is no TA
associated with this SDin the device. The request nessage can
contain a flag to instruct the TEE to delete all related TAs in an SD
and then delete the SD.
The target TEE will operate with the follow ng | ogic.
1. Look up the given SD specified in the request nessage

2. Check that the TAM owns the SD

3. Check that the device state hasn’'t changed since the |ast
operation

4. Check whether there are TAs in this SD

5. If TA exists in an SD, check whether the request instructs
whet her the TA should be deleted. I1f the request instructs the
TEE to delete TAs, delete all TAs in this SD. |If the request
doesn’t instruct the TEE to delete TAs, return an error
"ERR_SD NOT_EMPTY".

6. Delete the SD

7. If thisis the last SD of this SP, delete the TEE SP Al K key.

9.2.3.1. Del eteSDRequest Message
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The request nessage for Del eteSD has the foll ow ng JSON format.

"Del et eSDTBSRequest": {

"ver": "1.0",
"rid": "<unique request |D>",
"tid": "<transaction ID>", // this may be from prior nessage
"tee": "<TEE routing name fromthe DSI for the SD s target>",
"nextdsi": true | false,
"dsi hash": "<hash of DSI returned in the prior query>",
"content": ENCRYPTED { // this piece of JSON will be encrypted
"tam d": "<tamid associated with this SD>",
"sdnanme": "<SD nane for the donain to be updated>",
"deleteta": true | false
}
}
}
In the nmessage,
rid - A unique value to identify this request
tid - A wunique value to identify this transaction. It can have the

same value for the tid in the precedi ng GetDevi ceSt at eRequest.

tee - TEE ID returned fromthe previous response
Get Devi ceSt at eResponse

nextdsi - Indicates whether the up-to-date Device State Infornation
(DSI) is to be returned in the response to this request.

dsi hash - The BASE64- encoded SHA256 hash val ue of the DSI data
returned in the prior TAMoperation with this target TEE. This
val ue is always included such that a receiving TEE can check
whet her the device state has changed since its last query. It
hel ps enforce SD update order in the right sequence w thout
accidently overwiting an update that was done simnultaneously.

content - The "content” is a JSON encrypted nessage that includes
actual input for the SD update. The standard JSON cont ent
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE s public key.

tamd - SD owner claimby TAM - an SD owned by a TAMw || be
associated with a trusted identifier defined as an attribute in the
signer TAM certificate.

sdnane - the nanme of the target SD to be updat ed.
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deleteta - the value should be boolean "true’ or 'false’'. [If it is
present and the value is "true’, the TEE should delete all TAs
associated with the SD in the device.

According to the OIrP nessage tenplate, the full request
Del et eSDRequest is a signed nessage over the Del et eSDTBSRequest as
fol | ows.

"Del et eSDRequest": {
"payl oad": "<Del et eSDTBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

}
TAM signer certificate is included in the "header" property.
9.2.3.2. Request Processing Requirements at a TEE

Upon receiving a request nessage Del et eSDRequest at a TEE, the TEE
nmust val i date a request:

1. Validate the JSON request nessage
* Validate JSON message signing
* Validate that the request TAMcertificate is chained to a
trusted CA that the TEE enbeds as its trust anchor. The TAM
certificate status check is generally not needed anynore in
this request. The prior request should have validated the TAM
certificate s revocation status

* Conpare dsihash with the TEE cached | ast response DSI data to
this TAM

* Decrypt to get the plaintext of the content
* Check that the target SD name is supplied
*  Check whether the requested SD exists

* Check that the TAM owns this TAM by verifying that the tam d
in the SD matches the TAM certificate’s TAMID attribute

* Now the TEE is ready to carry out the update listed in the
"content" message
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2. If the request is valid, deletion action
* Check TA existence in this SD
* |f "deleteta” is "true", delete all TAs in this SD. If the
value of "deleteta" is false and sone TA exists, return an
error "ERR_SD NOT_EMPTY"
* Delete the SD

* Delete the TEE SP AIK key pair if this SDis the last one for
the SP

* Now the TEE is ready to construct the response nessage
3. Construct a Del et eSDResponse nessage
* Create response content
+ COperation status
+ "did" or full signer certificate information,
+ Updated DSI data if requested

* The response nessage is encrypted with the same JWE CEK of the
request wthout recreating a new content encryption key.

* The encrypted nmessage is signed with TEEpriv. The signer
information ("did" or TEEcert) is encrypted.

4. Deliver response nessage. (a) The OITP Agent returns this to the
app; (b) The app passes this back to the TAM

5. TAM processing. (a) The TAM processes the response nessage; (b)
The TAM can | ook up signer certificate fromthe device ID "did".

If arequest is illegitimte or the signature doesn't pass, a
"status" property in the response will indicate the error code and
cause.

9.2.3.3. Del eteSDResponse Message

The response nessage for a Del et eSDRequest contains the foll ow ng
content.
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" Del et eSDTBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request |ID received>",

"tid": "<the transaction ID received>"

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optiona
"did": "<the device id hash>"
"dsi": "<Updated TEE state, including all SD owned by

this TAM"
}

}
}

In the response nessage, the followi ng fields MJST be supplied.

did - The request should have known the signer certificate of this
device froma prior request. This hash value of the device TEE
certificate serves as a quick identifier only. A full device
certificate isn't necessary.

The final Del et eSDResponse | ooks |ike the foll ow ng.

"Del et eSDResponse": {

"payl oad": "<Del et eSDTBSResponse JSON above>"

"protected": {

" <BASE64URL of signing al gorithm"

} il

"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"

}
}

A response nessage type "status" will be returned when the TEE fails
to respond. The OITP Agent is responsible to create this nessage.

"status": {
"result": "fail",
"error-code": "ERR AGENT TEE FAIL",
"error-nmessage": "TEE fails to respond”
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9.2.3.4. FError Conditions
An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors is as follows. Refer to the
Error Code List (Section 15.1) for detail ed causes and acti ons.
ERR_AGENT_TEE_BUSY
ERR_AGENT TEE FAI L
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST | NVALI D
ERR_UNSUPPORTED_MSG_VERSI ON
ERR_UNSUPPORTED CRYPTO ALG
ERR _DEV_STATE_M SMATCH
ERR_SD NOT_EMPTY
ERR_SD_NOT_FOUND
ERR_TEE_FAI L
ERR_TAM NOT_AUTHORI ZED
ERR_TAM NOT_TRUSTED
9.3. Trusted Application Managenent

This protocol doesn’t introduce a TA container concept. Al TA
aut hori zati on and nmanagenent will be up to the TEE i npl enentati on.

The followi ng three TA managenent comuands are support ed.
o Install TA - provision a TA by TAM
0 UpdateTA - update a TA by TAM

0 DeleteTA - renove TA registration information with an SD, renove
the TA binary and all TA-related data in a TEE
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9.3.1. Instal | TA

TA binary data and rel ated personalization data if there is any can
be fromtwo sources:

1. A TAM supplies the signed and encrypted TA binary

2. A dient Application supplies the TA binary

This specification primarily considers the first case where a TAM
supplies a TA binary. This is to ensure that a TEE can properly

val i date whether a TAis trustworthy. Further, TA personalization
data will be encrypted by the TEE device's SP public key for end-to-
end protection. A Cient Application bundled TA case will be
addressed separately later.

A TAM sends the following information in a Install TARequest nessage
to a target TEE:

o0 The target SD information: SP ID and SD nane

o0 Encrypted TA binary data. TA data is encrypted with the TEE SP

Al K.

0 TA netadata. It is optional to include the SP signer certificate
for the SDto add if the SP has changed signer since the SD was
created.

The TEE processes the command given by the TAMto install a TAinto
an SP's SD. It does the follow ng:

o Validation
* The TEE validates the TAM nessage authenticity
* Decrypt to get request content
* Look up the SDwith the SD nane
* Checks that the TAM owns the SD

* Checks that the DSI hash matches which shows that the device
state hasn’'t changed

o If the request is valid, continue to do the TA validation

* Decrypt to get the TA binary data and any personalization data
with the "TEE SP AIK private key"
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0

Check that SP IDis the one that is registered with the SP SD

Check that the TA signer is either a newy given SP certificate
or the one that is already trusted by the SD fromthe previous
TA installation. The TA signing nethod is specific to a TEE
This specification doesn’t define how a TA shoul d be signed; a
TAM shoul d support TEE specific TA signing when it supports

t hat TEE.

If a TAsigner is given in the request, add this signer into
t he SD.

the above validation passed, continue to do TA installation

The TEE re-encrypts the TA binary and its personalization data
with its own nethod.

The TEE enrolls and stores the TA in a secure storage.

Construct a response message. This involves signing encrypted
status information for the requesting TAM

9.3.1. 1.

Pei ,

I nst al | TARequest Message
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The request message for Install TA has the foll owi ng JSON format.

"I nstal | TATBSRequest ": {

"ver": "1.0",

"rid": "<unique request |D>",

"tid": "<transaction | D>",

"tee": "<TEE routing name fromthe DSI for the SD s target>",
"nextdsi": true | false

"dsi hash": "<hash of DSI returned in the prior query>"

"content": ENCRYPTED {
"tam d": "<TAM I D previously assigned to the SD>",
"spid': "<SPID val ue>",

"sdnanme": "<SD nane for the domain to install the TA>"
"spcert": "<BASE64 encoded SP certificate >", // optiona
"taid": "<TA identifier>"
} il
"encrypted ta": {
"key": "<JWE envel oped data of a 256-bit synmmetric key by
the recipient’s TEEspai k public key>"
"iv": "<hex of 16 random bytes>"
"al g": "<encryption algoritm AESCBC by default.",
"ci phertadata": "<BASE64 encoded encrypted TA binary data>"
"ci pherpdata": "<BASE64 encoded encrypted TA personalization
dat a>"
}
}
}
In the nessage
rid - A wunique value to identify this request
tid - A unique value to identify this transaction. It can have the

same value for the tid in the precedi ng GetDevi ceSt at eRequest.

tee - TEE ID returned fromthe previ ous CetDevi ceSt at eResponse

nextdsi - Indicates whether the up-to-date Device State Information

(DSlI) is to be returned in the response to this request.

dsi hash - The BASE64- encoded SHA256 hash val ue of the DSI data

Pei ,

returned in the prior TAMoperation with this target TEE. This
val ue is always included such that a receiving TEE can check
whet her the device state has changed since its |last query. It
hel ps enforce SD update order in the right sequence w thout
accidently overwiting an update that was done sinultaneously.
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content - The "content" is a JSON encrypted nessage that includes
actual input for the SD update. The standard JSON cont ent
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE s public key.

tamid - SD owner claimby TAM - An SD owned by a TAMwill be
associated with a trusted identifier defined as an attribute in the
signer TAMcertificate

spid - SPidentifier of the TA owner SP
sdnane - the nanme of the target SD where the TAis to be installed

spcert - an optional field to specify the SP certificate that signed
the TA. This is sent if the SP has a new certificate that hasn’t
been previously registered with the target SD where the TA shoul d
be installed.

taid - the identifier of the TA application to be installed

encrypted_ta - the message portion contains encrypted TA binary data
and personalization data. The TA data encryption key is placed in
"key", which is encrypted by the recipient’s public key, using JWE
envel oped structure. The TA data encryption uses symetric key
based encryption such as AESCBC

According to the OIrP nmessage tenplate, the full request
I nstal | TARequest is a signed nessage over the |nstall TATBSRequest as
fol | ows.

{
"Instal | TARequest": {

"payl oad": "<l nstall TATBSRequest JSON above>"

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

}
9.3.1.2. Install TAResponse Message

The response nessage for a Install TARequest contains the foll ow ng
content.
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"I nstal | TATBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request |ID received>",
"tid": "<the transaction ID received>"

"content": ENCRYPTED {
"reason":"<failure reason detail>", // optiona
"did": "<the device id hash>"
"dsi": "<Updated TEE state, including all SD owned by

this TAW"
}
}
}

In the response nessage, the followi ng fields MJST be supplied.

did - t he SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM

The final nessage |Install TAResponse | ooks |ike the foll ow ng.

{

"I nstal | TAResponse":
"payl oad": "<l nstal | TATBSResponse JSON above>",
"protected": {
" <BASE64URL of signing algorithn”
},

"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"

A response nessage type "status" will be returned when the TEE fails
to respond. The OITP Agent is responsible to create this nessage.

"status": {
"result": "fail",
"error-code": "ERR AGENT_TEE FAIL",
"“error-message": "TEE fails to respond”
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9.3.1. 3. Error Conditions

9. 3.

Pei

An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 15.1) for detail ed causes and acti ons.
ERR_AGENT_TEE_BUSY

ERR_AGENT TEE FAI L

ERR_AGENT_TEE_UNKNOWN

ERR_REQUEST | NVALI D

ERR_UNSUPPORTED_MSG_VERSI ON

ERR_UNSUPPORTED CRYPTO ALG

ERR _DEV_STATE_M SMATCH

ERR_SD _NOT_FOUND

ERR_TA | NVALI D

ERR_TA ALREADY | NSTALLED

ERR TEE_FAI L

ERR_TEE_RESOURCE_FULL

ERR_TAM NOT_AUTHORI ZED

ERR_TAM NOT_TRUSTED

2. Updat eTA

This TAMinitiated command can update a TA and its data in an SP's SD
that it nmanages for the foll ow ng purposes.

1. Update TA binary
2. Update TA' s personalization data
The TAM presents the proof of the SD ownership to a TEE, and i ncl udes

related information in its signed nmessage. The entire request is
al so encrypted for end-to-end confidentiality.
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The TEE processes the command fromthe TAMto update the TA of an SP
It does the follow ng:

SD.

(0]

Val i dati on

*

The TEE validates the TAM nessage authenticity

Decrypt to get request content

Look up the SD with the SD nane

Checks that the TAM owns the SD

Checks DSI hash matches that the device state hasn’t changed
val i dati on

Both TA binary and personalization data are optional, but at
| east one of them shall be present in the nmessage

Decrypt to get the TA binary and any personalization data with
the "TEE SP AIK private key"

Check that SPIDis the one that is registered with the SP SD

Check that the TA signer is either a newy given SP certificate
or the one in SD

If a TAsigner is given in the request, add this signer into
t he SD.

the above validation passes, continue to do TA update

The TEE re-encrypts the TA binary and its personalization data
with its own nethod

The TEE replaces the existing TA binary and its personalization
data with the new binary and dat a.

Construct a response nmessage. This involves signing a encrypted
status information for the requesting TAM

9.3.2. 1.

Pei ,

Updat eTARequest Message
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The request nessage for UpdateTA has the foll ow ng JSON format.

"Updat eTATBSRequest": {

"ver": "1.0",

"rid": "<unique request |D>",

"tid": "<transaction | D>",

"tee": "<TEE routing name fromthe DSI for the SD s target>",
"nextdsi": true | false

"dsi hash": "<hash of DSI returned in the prior query>"

"content": ENCRYPTED {
"tam d": "<TAM I D previously assigned to the SD>",
"spid': "<SPID val ue>",

"sdnane": "<SD nane for the domain to be created>"
"spcert": "<BASE64 encoded SP certificate >", // optiona
"taid": "<TA identifier>"
},
"encrypted ta": {
"key": "<JWE envel oped data of a 256-bit synmmetric key by
the recipient’s TEEspai k public key>"
"iv": "<hex of 16 random bytes>"
"al g": "<encryption algoritm AESCBC by default.",
"ci phernewt adata": "<Change existing TA binary to this new TA
bi nary dat a(BASE64 encoded and encrypted)>",
"ci phernewpdata": "<Change the existing data to this new TA
personal i zati on dat a( BASE64 encoded and encrypted)>"
/1 optional
}
}
}
In the message,
rid - Awunique value to identify this request
tid - A unique value to identify this transaction. It can have the

same value for the tid in the precedi ng GetDevi ceSt at eRequest.

tee - TEE ID returned fromthe previous GetDeviceStat eResponse

nextdsi - Indicates whether the up-to-date Device State Infornation

(DSI) is to be returned in the response to this request.

dsi hash - The BASE64- encoded SHA256 hash val ue of the DSI data

Pei ,

returned in the prior TAMoperation with this target TEE. This
val ue is always included such that a receiving TEE can check
whet her the device state has changed since its last query. It
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hel ps enforce SD update order in the right sequence w thout
accidently overwiting an update that was done simultaneously.

content - The "content” is a JSON encrypted nessage that includes
actual input for the SD update. The standard JSON cont ent
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE s public key.

tamd - SD owner claimby TAM - an SD owned by a TAMw || be
associated with a trusted identifier defined as an attribute in the
signer TAMcertificate

spid - SPidentifier of the TA owner SP

spcert - an optional field to specify the SP certificate that signed
the TA. This is sent if the SP has a new certificate that hasn't
been previously registered with the target SD where the TAis to be
i nstall ed.

sdnane - the nane of the target SD where the TA shoul d be updated

taid - an identifier for the TA application to be updated

encrypted ta - the nmessage portion contains newmy encrypted TA
bi nary data and personalization data.

According to the OIrP nmessage tenplate, the full request
Updat eTARequest is a signed nessage over the Updat eTATBSRequest as
fol | ows.

"Updat eTARequest ": {
"payl oad": "<Updat eTATBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM private key>"

}
9.3.2.2. UpdateTAResponse Message

The response nessage for a Updat eTARequest contains the foll ow ng
content.
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"Updat eTATBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request |ID received>",

"tid": "<the transaction ID received>"

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optiona
"did": "<the device id hash>"
"dsi": "<Updated TEE state, including all SD owned by

this TAM"
}

}
}

In the response nessage, the followi ng fields MJST be supplied.

did - t he SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM

The final nmessage Updat eTAResponse | ooks like the foll ow ng.

{
"Updat eTAResponse"

"payl oad": " <Updat eTATBSResponse JSON above>",
"protected": {

" <BASE64URL of signing algorithn”
} 1

"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"

A response nessage type "status" will be returned when the TEE fails
to respond. The OITP Agent is responsible to create this nessage.

"status": {
"result": "fail",
"error-code": "ERR AGENT_TEE FAIL",
"“error-message": "TEE fails to respond”
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9.3.2.3. FError Conditions
An error may occur if a request isn't valid or the TEE runs into some
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 15.1) for detail ed causes and acti ons.
ERR_AGENT_TEE_BUSY
ERR_AGENT TEE FAI L
ERR_AGENT_TEE_UNKNOWN
ERR_REQUEST | NVALI D
ERR_UNSUPPORTED_MSG_VERSI ON
ERR_UNSUPPORTED CRYPTO ALG
ERR _DEV_STATE_M SMATCH
ERR_SD _NOT_FOUND
ERR_TA | NVALI D
ERR_TA NOT_FOUND
ERR TEE_FAI L
ERR_TAM NOT_AUTHORI ZED
ERR_TAM NOT_TRUSTED

9.3.3. DeleteTA
This operation defines OIrP nessages that allow a TAMto instruct a
TEE to delete a TAfor an SPin a given SD. A TEE will delete a TA
froman SD and also TA data in the TEEE A dient Application cannot
directly access TEE or OITP Agent to delete a TA

9.3.3.1. DeleteTARequest Message
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The request nessage for Del eteTA has the foll ow ng JSON format.

"Del et eTATBSRequest": {

"ver": "1.0",

"rid": "<unique request |D>",

"tid": "<transaction | D>",

"tee": "<TEE routing name fromthe DSI for the SD s target>",
"nextdsi": true | false

"dsi hash": "<hash of DSI returned in the prior query>"

"content": ENCRYPTED {
"tam d": "<TAM I D previously assigned to the SD>",
"sdnane": "<SD nane of the TA>"
"taid": "<the identifier of the TAto be deleted fromthe
speci fied SD>"

}
}
}
In the message,
rid - Awunique value to identify this request
tid - A unique value to identify this transaction. It can have the

same value for the tid in the precedi ng GetDevi ceSt at eRequest.
tee - The TEE ID returned fromthe previous GetDeviceStateResponse

nextdsi - Indicates whether the up-to-date Device State Infornation
(DSI) is to be returned in the response to this request.

dsi hash - The BASE64- encoded SHA256 hash val ue of the DSI data
returned in the prior TAMoperation with this target TEE. This
val ue is always included such that a receiving TEE can check
whet her the device state has changed since its last query. It
hel ps enforce SD update order in the right sequence w thout
accidently overwiting an update that was done simnultaneously.

content - The "content” is a JSON encrypted nessage that includes
actual input for the SD update. The standard JSON cont ent
encryption key (CEK) is used, and the CEK is encrypted by the
target TEE s public key.

tamd - SD owner claimby TAM - an SD owned by a TAMw || be
associated with a trusted identifier defined as an attribute in the
signer TAMcertificate

sdnane - the nanme of the target SD where the TA is installed
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taid - an identifier for the TA application to be del eted

According to the OIrP nmessage tenplate, the full request
Del et eTARequest is a signed nessage over the Del et eTATBSRequest as
fol | ows.

"Del et eTARequest": {
"payl oad": "<Del et eTATBSRequest JSON above>",

"protected": "<integrity-protected header contents>",
"header": "<non-integrity-protected header contents>",
"signature": "<signature contents signed by TAM

private key>"
}
9.3.3.2. Request Processing Requirenments at a TEE

A TEE processes a command froma TAMto delete a TA of an SP SD. It
does the follow ng:

1. Validate the JSON request nessage
* The TEE validates TAM nmessage aut henticity
* Decrypt to get request content
* Look up the SD and the TAwith the given SD nane and TA I D
* Checks that the TAMowns the SD, and TA is installed in the SD

* Checks that the DSI hash matches and the the device state
hasn’t changed

2. Deletion action

* |f all the above validation points pass, the TEE del etes the
TA fromthe SD

* The TEE SHOULD al so delete all personalization data for the TA

3. Construct Del et eTAResponse message.

If arequest is illegitimate or the signature doesn't pass, a
"status" property in the response will indicate the error code and
cause.
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9.3.3.3. Del eteTAResponse Message
The response nessage for a Del et eTARequest contains the foll ow ng

content.

"Del et eTATBSResponse": {

"ver": "1.0",

"status": "<operation result>",

"rid": "<the request |ID received>",

"tid": "<the transaction ID received>"

"content": ENCRYPTED {
"reason": "<failure reason detail>", // optiona
"did": "<the device id hash>",
"dsi": "<Updated TEE state, including all SD owned by

this TAM"
}

}
}

In the response nessage, the followi ng fields MIJST be supplied.

did - t he SHA256 hash of the device TEE certificate. This shows
the device ID explicitly to the receiving TAM

The final nmessage Del et eTAResponse | ooks like the foll ow ng.

{
"Del et eTAResponse": {

"payl oad": "<Del et eTATBSResponse JSON above>",
"protected": {
" <BASE64URL of signing al gorithm"
} L]
"signature": "<signature contents signed by TEE device
private key (BASE64URL)>"

A response nessage type "status" will be returned when the TEE fails
to respond. The OITP Agent is responsible to create this nessage.
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{
"status": {
"result": "fail",
“error-code": "ERR _AGENT_TEE FAIL",
"error-nmessage": "TEE fails to respond”
}
}

9.3.3.4. FError Conditions
An error may occur if a request isn't valid or the TEE runs into sone
error. The list of possible errors are as follows. Refer to the
Error Code List (Section 15.1) for detail ed causes and acti ons.
ERR_AGENT_TEE_BUSY
ERR_AGENT_TEE_FAI L
ERR_AGENT_TEE_UNKNOMN
ERR_REQUEST | NVALI D
ERR_UNSUPPORTED MSG_VERSI ON
ERR_UNSUPPORTED_CRYPTO _ALG
ERR_DEV_STATE_M SMATCH
ERR_SD_NOT_FOUND
ERR_TA NOT_FOUND
ERR TEE_FAI L
ERR_TAM NOT_AUTHORI ZED
ERR_TAM NOT_TRUSTED

10. Response Messages a TAM May Expect
A TAM expects sone feedback froma renote device when a request
nmessage is delivered to a device. The following three types of
responses SHOULD be suppli ed.

Type 1: Expect a valid TEE-generated response nessage

A valid TEE signed response nmay contain errors detected by a TEE,
e.g. a TAMis trusted but some TAMsupplied data is m ssing, for
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11.

exanple, SP ID doesn’t exist. TEE MJST be able to sign and
encrypt.

If a TEEisn't able to sign a response, the TEE returns an error
to the OIrP Agent without giving any other internal information.
The OTrP Agent will be generating the response.

Type 2: The OITP Agent generated error nessage when TEE fails.
OfrP Agent errors will be defined in this docunent.

A Type 2 nessage has the follow ng fornat.

"OTr PAgent Error™: {
“ver": "1.0",
ridto ",
“tidUo M,
"errcode": "ERR AGENT_TEE_UNKNOWN | ERR _AGENT_TEE_BUSY"
}
}

Type 3: OfrP Agent itself isn't reachable or fails. A dient
Application is responsible to handle error and respond the TAMin
its own way. This is out of scope for this specification.

Basi ¢ Protocol Profile

This section describes a baseline for interoperability anong the
protocol entities, nmainly, the TAM and TEE.

A TEE MUST support RSA algorithms. It is optional to support ECC
algorithms. A TAM SHOULD use a RSA certificate for TAM nessage
signing. It may use an ECC certificate if it detects that the TEE
supports ECC according to the field "supportedsigalgs" in a TEE
response.

A TAM MUST support both RSA 2048-bit al gorithm and ECC P-256
algorithms. Wth this, a TEE and TFWcertificate can be either RSA
or ECC type.

JSON signing algorithns

0 RSA PKCS#1 with SHA256 signing : "RS256"

o ECDSA with SHA256 signing : "ES256"

JSON asymmetric encryption algorithns (describes key-exchange or key-
agreement algorithmfor sharing symretric key with TEE):
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12.

12.

12.

0 RSA PKCS#1 : "RSA1_5"

o ECDH using TEE ECC P-256 key and epheneral ECC key generated by
TAM : " ECDH- ES+A128W

JSON symmetric encryption algorithns (describes symretric al gorithm
for encrypting body of data, using symretric key transferred to TEE
usi ng asymetric encryption):

0 Authenticated encryption AES 128 CBC wi th SHA256
{"enc": " A128CBC- HS256" }

Attestation | nplenmentation Consideration

It is inmportant to know that the state of a device is appropriate
before trusting that a device is what it says it is. The attestation
schene for OTrP nust also be able to cope with different TEEs,

i ncluding those that are OIrP conpliant and those that use another
mechanism In the initial version, only one active TEE is assuned.

It is out of scope how the TAM and the device inplenent the trust
hierarchy verification. However, it is helpful to understand what
each system provider should do in order to properly inplenent an OIrP
trust hierarchy.

In this section, we provide sone inplenmentation reference
consi derati on.

1. OIrP Secure Boot Modul e
1.1. Attestation signer

It is proposed that attestation for OIrP is based on the SBM secure
boot layer, and that further attestation is not perforned within the
TEE itself during Security Donain operations. The rationale is that
the device boot process will be defined to start with a secure boot
approach that, using eFuse, only rel eases attestation signing
capabilities into the SBM once a secure boot has been established.
In this way the rel ease of the attestation signer can be considered
the first "platformconfiguration netric", using Trust Conputing

G oup (TCG term nol ogy.

1.2. SBMInitial Requirenments

R1 The SBM nust be possible to | oad securely into the secure boot
flow
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12.

R2 The SBM rmust allow a public / private key pair to be generated
during devi ce manufacture

R3 The public key and certificate nust be possible to store securely
R4 The private key nust be possible to store encrypted at rest

R5 The private key nmust only be visible to the SBMwhen it is
decrypted

R6 The SBM nust be able to read a list of root and internediate
certificates that it can use to check certificate chains wth.
The list must be stored such that it cannot be tanpered with

R7 Need to allow a TEE to access its unique TEE specific private key
2. TEE Loading

During boot, the SBMis required to start all of the root TEEs.

Bef ore | oading them the SBM nust first determ ne whether the code
sign signature of the TEE is valid. |[If TEE integrity is confirned,
the TEE may be started. The SBM nust then be able to receive the
identity certificate fromthe TEE (if that TEE is OIrP conpliant).
The identity certificate and keys will need to be baked into the TEE
i mge, and therefore also covered by the code signer hash during the
manuf acturing process. The private key for the identity certificate
must be securely protected. The private key for a TEE identity nust
never be released no matter how the public key and certificate are
rel eased to the SBM

Once the SBM has successfully booted a TEE and retrieved the identity
certificate, the SBMwill commit this to the platformconfiguration
register (PCR) set, for later use during attestation. At mninm
the follow ng data nust be conmmtted to the PCR for each TEE:

1. Public key and certificate for the TEE

2. TEE identifier that can be used later by a TAMto identify this
TEE

3. Attestation Hierarchy

The attestation hierarchy and seed required for TAM prot ocol
operation must be built into the device at manufacture. Additional
TEEs can be added post-manufacture using the schenme proposed, but it
is outside of the current scope of this docunent to detail that.
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It should be noted that the attestation schene described is based on
signatures. The only encryption that takes place is with eFuse to
rel ease the SBM signing key and |later during the protocol lifecycle
managenent interchange with the TAM

3.1. Attestation Hi erarchy Establishment: Mnufacture
Duri ng manufacture the foll owi ng steps are required:

1. A device-specific TFWkey pair and certificate are burnt into the
device, encrypted by eFuse. This key pair will be used for
signing operations perforned by the SBM

2. TEE imges are | oaded and include a TEE instance-specific key
pair and certificate. The key pair and certificate are included
in the image and covered by the code signing hash

3. The process for TEE inmages is repeated for any subordi nate TEEs,
which are additional TEEs after the root TEE that sone devices
have.

3.2. Attestation Hi erarchy Establishnent: Device Boot
During device boot the followi ng steps are required:

1. Secure boot releases the TFWprivate key by decrypting it with
eFuse

2. The SBMverifies the code-signing signature of the active TEE and
places its TEE public key into a signing buffer, along with its
identifier for later access. For a non-OIrP TEE, the SBM | eaves
the TEE public key field blank.

3. The SBMsigns the signing buffer with the TFWprivate key.

4. Each active TEE perforns the same operation as the SBM buil ding
up their own signed buffer containing subordinate TEE
i nformati on.

3.3. Attestation Hi erarchy Establishnent: TAM

Before a TAM can begin operation in the marketplace to support
devices of a given TEE, it nust obtain a TAMcertificate froma CA
that is registered in the trust store of devices with that TEE. In
this way, the TEE can check the internediate and root CA and verify
that it trusts this TAMto perform operations on the TEE

Pei, et al. Expi res Septenber 16, 2018 [ Page 80]



Internet-Draft orrP March 2018

13.

14.

15.

15.

15.

Acknowl edgenent s

We thank Alin Mutu for his contribution to many di scussion that

hel ped to design the trust flow nmechani snms, and the creation of the
flow diagrans. W also thank the followi ng people (in al phabeti cal
order) for their input and review Sangsu Baek, Marc Canel, Roger
Casal s, Rob Coonbs, Lubna Dajani, Richard Parris, Dave Thaler, and
Pengfei Zhao.

Contributors
Brian Wtten
Symant ec
900 Corporate Pointe

Cul ver Gity, CA 90230
USA

Emai |l : brian_witten@ymant ec. com

Tyler Kim

Sol aci a

5F, Daerung Post Tower 2, 306 Digital-ro

Seoul 152-790

Kor ea

Emai |l : t kki m@&ol a-ci a. com
| ANA Consi derations

The error code listed in the next section will be registered.

1. Error Code List

This section lists error codes that could be reported by a TA or TEE

in a device in responding to a TAMrequest, and a separate |ist that

Ofr P Agent may return when the TEE fails to respond.

1.1. TEE Signed Error Code List

ERR DEV_STATE M SMATCH - A TEE will return this error code if the
DSl hash val ue from TAM doesn’t match the has value of the device's
current DSI.

ERR SD ALREADY EXI STS - This error will occur if an SD to be created
al ready exists in the TEE.

ERR SD NOT_EMPTY - This is reported if a target SDisn't enpty.
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ERR_SDNAME_ALREADY _USED A TEE will return this error code if the new
SD nane already exists in the TEE

ERR REQUEST INVALID - This error will occur if the TEE neets any of
the following conditions with a request nessage: (1) The request
froma TAM has an invalid nessage structure; nandatory information
is absent in the nessage. undefined nenber or structure is
included. (2) TEE fails to verify signature of the message or
fails to decrypt its contents.

ERR SPCERT _INVALID - If a new SP certificate for the SD to be
updated is not valid, then the TEE will return this error code.

ERR TA ALREADY | NSTALLED - While installing a TA, a TEE will return
this error if the TA has already been installed in the SD

ERR TA INVALID - This error will occur when a TEE neets any of
followi ng conditions while checking validity of TA: (1) The TA
binary has a format that the TEE can’t recognize. (2) The TEE fails
to decrypt the encoding of the TA binary and personalization data.
(3) If an SPisn't registered with the SP SD where the TA will be
i nstal | ed.

ERR_TA NOT_FOUND - This error will occur when the target TA doesn’t
exist in the SD

ERR TEE FAIL - If the TEE fails to process a request because of an
internal error, it will return this error code.

ERR_TEE RESOURCE_FULL - This error is reported when a device
resource isn't available anynore such as storage space is full.

ERR TFW NOT_TRUSTED - A TEE is responsible for determ ning that the
underlying device firmvare is trustworthy. |If the TEE determ nes
the TFWis not trustworthy, then this error will occur.

ERR_TAM NOT_TRUSTED - Before processing a request, a TEE needs to
make sure whether the sender TAMis trustworthy by checking the
validity of the TAMcertificate, etc. |If the TEE finds that the
TAMis not trustworthy, then it will return this error code.

ERR_UNSUPPORTED_CRYPTO ALG - This error will occur if a TEE receives

a request nessage encoded with cryptographic algorithns that the
TEE doesn’t support.

ERR _UNSUPPORTED MSG VERSION - This error will occur if a TEE
recei ves a nessage version that the TEE can’t deal with.
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1.2. OIrP Agent Error Code Li st

ERR AGENT _TEE UNKNOMN - This error will occur if the receiver TEE is
not supposed to receive the request. That will be determ ned by
checking the TEE nane or device id in the request nessage.

ERR_AGENT_TEE _BUSY - The device TEE is busy. The request can be
generally sent again to retry.

ERR AGENT TEE FAIL - The TEE fails to respond to a TAM request. The
OfrP Agent will construct an error nessage in responding to the
TAM s request.

Security Consideration
1. Cryptographic Strength

The strength of the cryptographic algorithns, using the neasure of
"bits of security’ defined in NI ST SP800-57 allowed for OIrP is:

o At a mininmum 112 bits of security. The limting factor for this
is the RSA-2048 algorithm which is indicated as providing 112
bits of symetric key strength in SP800-57. It is inportant that
RSA is supported in order to enhance the interoperability of the
pr ot ocol

0 The option exists to choose algorithnms providing 128 bits of
security. This requires using TEE devices that support ECC P256.

The avail abl e al gorithnms and key sizes specified in this docunent are
based on industry standards. Over tinme the recomended or all owed
cryptographic algorithns may change. It is inportant that the OIrP
allows for crypto-agility. 1In this specification, TAM and TEE can
negoti ate an agreed upon al gorithm where both include their supported
algorithmin OIrP nessage

2. Message Security

Ofr P nmessages between the TAM and TEE are protected by nessage
security using JW5 and JWE. The ’'Basic protocol profile’ section of
this docunent describes the algorithns used for this. Al OIrP TEE
devices and OIrP TAMs nust neet the requirenents of the basic
profile. In the future additional 'profiles’ can be added.

PKI is used to ensure that the TEE will only conmunicate with a
trusted TAM and to ensure that the TAMw ||l only communicate with a
trusted TEE
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3. TEE Attestation

It is inmportant that the TAMcan trust that it is talking to a
trusted TEE. This is achieved through attestation. The TEE has a
private key and certificate built into it at manufacture, which is
used to sign data supplied by the TAM This allows the TAMto verify
that the TEE is trusted

It is also inportant that the TFW (trusted firmwvare) can be checked.
The TFWhas a private key and certificate built into it at
manufacture, which allows the TEE to check that that the TFWis
trust ed.

The Get DeviceState nessage therefore allows the TAMto check that it
trusts the TEE, and the TEE at this point will check whether it
trusts the TFW

4. TA Protection

A TAwll be delivered in an encrypted form This encryption is an
additional layer within the message encryption described in the
Section 11 of this docunent. The TA binary is encrypted for each
target device with the device’'s TEE SP AIK public key. A TAM can
either do this encryption itself or provide the TEE SP Al K public key
to an SP such that the SP encrypts the encrypted TA for distribution
to the TEE

The encryption algorithmcan use a random AES 256 key "taek" with a
16 byte random |V, and the "taek" is encrypted by the "TEE SP AIK
public key". The follow ng encrypted TA data structure is expected
by a TEE:

"encrypted_ta_bin": {
"key": "<JWE envel oped data of a 256-bit symmetric key by
the recipient’s TEEspai k public key>"
"iv": <hex of 16 random bytes>",
"al g": "AESCBC',
"ci pherdata": "<BASE64 encoded encrypted TA binary data>"

}

5. TA Personalization Data

An SP or TAM can supply personalization data for a TAto initialize
for a device. Such data is passed through an Install TA command from
a TAM The personalization data itself is (or can be) opaque to the
TAM The data can be fromthe SP without being revealed to the TAM
The data is sent in an encrypted nmanner in a request to a device such
that only the device can decrypt. A device's TEE SP Al K public key
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for an SP is used to encrypt the data. Here JWE enveloping is used
to carry all encryption key paraneters along with encrypted data.

"encrypted ta data": { // "TA personalization data"
"key": "<JWE envel oped data of a 256-bit symmetric key by
the recipient’s TEEspai k public key>",
"iv": "<hex of 16 random bytes>",
"al g": "AESCBC',
"ci pherdata": "<BASE64 encoded encrypted TA personalization
dat a>"

6. TA Trust Check at TEE

A TA binary is signed by a TA signer certificate. This TA signing
certificate/private key belongs to the SP, and nay be sel f-signed
(i.e., it need not participate in a trust hierarchy). It is the
responsibility of the TAMto only allow verified TAs fromtrusted SPs
into the system Delivery of that TAto the TEE is then the
responsibility of the TEE, using the security nechani sns provided by
the OIrP.

We allow a way for an (untrusted) application to check the
trustworthiness of a TA. OIrP Agent has a function to allow an
application to query the information about a TA

An application in the Rich OS may performverification of the TA by
verifying the signature of the TA The Get TAInfornmation function is
available to return the TEE supplied TA signer and TAM si gner
information to the application. An application can do additional
trust checks on the certificate returned for this TA. It night trust
the TAM or require additional SP signer trust chaining.

7. One TA Multiple SP Case

A TA for nultiple SPs nmust have a different identifier per SP. A TA
will be installed in a different SD for each respective SP.

8. OIrP Agent Trust Mbdel

An OTrP Agent could be nalware in the vulnerable Rich GS. A dient
Application will connect its TAM provi der for required TA
installation. It gets command nessages fromthe TAM and passes the
message to the OIr P Agent.

The OIrP is a conduit for enabling the TAMto conmunicate with the
device's TEE to manage SDs and TAs. Al TAM nessages are signed and
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sensitive data is encrypted such that the OIrP Agent cannot nodify or
capture sensitive data.

9. OCSP Stapling Data for TAM Si gned Messages

The Get Devi ceSt at eRequest nessage froma TAMto a TEE shall include
OCSP stapling data for the TAMs signer certificate and for
intermedi ate CA certificates up to the root certificate so that the
TEE can verify the signer certificate' s revocation status.

A certificate revocation status check on a TA signer certificate is

OPTIONAL by a TEE. A TAMis responsible for vetting a TA and the SP
before it distributes themto devices. A TEE will trust a TA signer
certificate's validation status done by a TAM when it trusts the TAM

10. Data Protection at TAM and TEE

The TEE inplenentation provides protection of data on the device. It
is the responsibility of the TAMto protect data on its servers.

11. Privacy Consideration

Devices are issued with a unique TEE certificate to attest the
device's validity. This uniqueness also creates a privacy and
tracking risk that nmust be mitigated.

The TEE will only release the TEE certificate to a trusted TAM (it
must verify the TAMcertificate before proceeding). OIrP is designed
such that only a TAM can obtain the TEE device certificate and
firmvare certificate - the GetDeviceState nessage requires signature
checks to validate the TAMis trusted, and OITP delivers the device's
certificate(s) encrypted such that only that TAM can decrypt the
response. A Client Application will never see the device
certificate.

An SP-specific TEE SP Al K (TEE SP Anonynmous Key) is generated by the
protocol for Cient Applications. This provides a way for the dient
Application to validate sone data that the TEE may send wi t hout
requiring the TEE device certificate to be released to the client
device rich S, and to optionally allow an SP to encrypt a TA for a
target device without the SP needing to be supplied with the TEE
device certificate.

12. Threat Mtigation

A rogue application nmay perform excessive TA |oading. An OIrP Agent
i mpl ementati on shoul d protect against excessive calls.
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Rogue applications m ght request excessive SD creation. The TAMis
responsible to ensure this is properly guarded agai nst.

Rogue OIrP Agent could replay or send TAM nessages out of sequence:
e.g., a TAM sends updatel and update2. The OIrP Agent repl ays

updat e2 and updatel again, creating an unexpected result that a
client wants. "dsihash" is used to nitigate this. The TEE MJST store
DSI state and check that the DSI state matches before it does another
updat e.

Concurrent calls froma TAMto a TEE MJST be handl ed properly by a
TEE. If multiple concurrent TAM operations take place, these could
fail due to the "dsi hash" being nodified by another concurrent
operation. The TEE is responsible for resolve any | ocking such that
one application cannot | ock other applications fromusing the TEE,
except for a short termduration of the TAM operation taking place.
For exanple, an OIrP operation that starts but never conpletes (e.qg.
| oss of connectivity) nmust not prevent subsequent OIrP nmessages from
bei ng execut ed.

13. Conproni sed CA

A root CA for TAMcertificates might get conprom sed. Sone TEE trust
anchor update nechanismis expected fromdevice CEM A conproni sed
internmediate CA is covered by OCSP stapling and OCSP validation check
in the protocol. A TEE should validate certificate revocation about
a TAM certificate chain.

If the root CA of sone TEE device certificates is conpronised, these
devices might be rejected by a TAM which is a decision of the TAM

i mpl erent ati on and policy choice. Any internediate CA for TEE device
certificates SHOULD be validated by TAMwith a Certificate Revocation
List (CRL) or Online Certificate Status Protocol (OCSP) method.

14. Conproni sed TAM

The TEE SHOULD use validation of the supplied TAMcertificates and
OCSP stapled data to validate that the TAMis trustworthy.

Since PKlI is used, the integrity of the clock within the TEE
deternmines the ability of the TEE to reject an expired TAM
certificate, or revoked TAMcertificate. Since OCSP stapling

i ncludes signature generation time, certificate validity dates are
compared to the current tinme.
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15. Certificate Renewal

TFW and TEE device certificates are expected to be Iong lived, |onger
than the lifetine of a device. A TAMcertificate usually has a
noderate lifetine of 2 to 5 years. A TAM should get renewed or
rekeyed certificates. The root CA certificates for a TAM which are
enbedded into the trust anchor store in a device, should have |ong
lifetimes that don't require device trust anchor update. On the
other hand, it is inperative that CEMs or device providers plan for
support of trust anchor update in their shipped devices.
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Appendi x A, Sanpl e Messages

A. 1. Sanple Security Domai n Managenment Messages
A.1.1. Sanple GetDeviceState

A.1.1.1. Sanple CetDeviceStateRequest

The TAM buil ds a " CGet Devi ceSt at eTBSRequest” nessage.

" Cet Devi ceSt at eTBSRequest " {
"ver": "1.0",
"rid": "8C6F9DBB- FC39- 435c- BC89- 4D3614DA2F0B",
"tid": "4F454A7F- 002D 4157- 884E- BODD1AOGASAE",
"ocspdat": "c2FtcGxl | (Rj c3BkYXQgQ YOI G\/uYZQkZV\QgQ\/NOVQ:

"i caocspdat": "cZFt cGxl 1 dj YW9j c3BkYXQQ YOI G\/uY29kZV\QgQ\/NOVQ:
"support edsi gal gs": "RS256"

The TAM si gns " CGet Devi ceSt at eTBSRequest", creating
" Get Devi ceSt at eRequest ™

" Cet Devi ceSt at eRequest " {
"payl oad": "
ewoJl kdl dER dnl j ZVNOYXRI VEJTUnVxdW/zdCl 61 HsKCQKi dmvyl j ogl j EuMCI sCgkJ
I nIpZCl 61 Hs4QzZGOURCQ 1CGQz MbL TQz Nt Qk MAOSO0RDIVR MTREQTJ GVEJ9LA0JCSJO0
aWQ O Ai ez RGNDUOQTAGLTAWVK Qt NDE1Ny 04 ODRFLUI WREQx QTA2QThBRX0i LA0JCSJv
Y3NWZGFO0I j ogl mWRnRj R3hs SUc5amvie Qrt ZWFFnUWHZMVEI HVnVZM | r W dRZ1FWITk 9N
UT091 i wKCQki aWNhb2Nzc GRhdCl 61 CJj MkZ0YOd4bEl HhGpZVzI qYzNCall YUMRal kw
SUdWIVKy O aV1FnUVZOTO01RPTOI LA0JCSIzdXBwb3J0ZWRzaWihbGdzl j ogl | JTM U2
| goJf Qp9",
"protected": "eyJhbGei G JSUzIl INi J9",
"header": {
"x5c¢": ["ZXhhbXBsZSBBUO4x| HNpZ25I ci Bj ZXJ0aWZpY2F0ZQ==",
" ZXhhbXBsZSBBUO4x| ENBI GNI cnRpZm j YXR "]
}

"signature":"c2Ft cGxl | HNpZ25hdHvy ZQ'
}
}
A 1.1.2. Sanple GetDeviceStateResponse

The TAM sends " CGet Devi ceSt at eRequest” to the OIr P Agent
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The OIrP Agent obtains "dsi" fromeach TEE. (In this exanple there
is a single TEE.)
The TEE obtains signed "fwdata"” from firnnare.

The TEE builds "dsi" - summarizing device state of the TEE.
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"dsi"r {
"tfwdata": {
"ths": "ezRGNDUOQTdCGLTAWMK QX NDE1Ny 04 ODRFLU WREQx QTA2QThBRX0=",
"cert": "ZXhhbXBsZSBGVyBj ZXJ0aWZpY2F0ZQ==",
"sigal g": "RS256",
"sig": "c2Ft cG&xl | EZXI HNpZ25hdHVy ZQ=="
}

"tee": {
"name": "Primary TEE",
"ver": "1.0",
"cert": "c2Ft cGxl | FRFRSB] ZXJ0aWZpY2F0ZQ==",
"cacert":
"c2Ft cGxl | ENBI GNI cnRpZm j YXRI | DE=",
"c2Ft cGxl | ENBI GNIl cnRpzZm j YXRI | DI ="
] 1
"sdlist": {
"cnt": "1",
"sd": [

"nanme": "default.acnebank. cont,
"spid': "acnebank.cont,
"talist": [
{
"taid": "acnebank. secure. banki ng",
"taname": "Acme secure banki ng app"

"taid": "acnebank.loyalty.rewards",
"tanane": "Acne loyalty rewards app"

]

,eeai klist": [
{
"spai k": "c2FtcGxl | EFTT) EgZWsj b2R ZCBQSONTMSBwWdW saVWNr ZXk=" ,
"spai ktype": "RSA",
"spid": "acnebank. conf

}

}

]
}
}
}

The TEE encrypts "dsi", and enbeds it into a
" Cet Devi ceTEESt at eTBSResponse" nessage.
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" CGet Devi ceTEESt at eTBSResponse": {

“ver": "1.0",

"status": "pass",

"rid": "{8C6F9DBB- FC39-435c- BC389- 4D3614DA2F0B} ",

"tid": "{4F454A7F- 002D 4157- 884E- BODD1AO6ASAE} ",

"signerreq":"fal se",

"edsi": {
"protected": "eyJl bmM G IJBMIl 4QQJDLUNTM U2l nOK",
"recipients": |

"header": {
"al g": "RSAl_5"

}l
"encrypt ed_key":

QUVTMII 41 ChDRUspl G | eSwgZzWbj cnl wdGVvkl HdpdGggVFNNI FI TQSBwdW saWwWg
a2V5LCB1c2l uzyBSUOEXxXzUgcGFkZzd uzw!

| }

" v": "ySGrf Z69YI cEi | Nr5_SCGhA",

"ci phertext":

Cc2Ft cGxl | GRzaSBk YXRhl GVuY3J5cHRI ZCB3aXRol EFFUz Ey OCBr ZXkgZnJvbSBy ZW

Npcd | bnRzLmVuY3J5cHRI ZF9r ZXk",

"tag": "c2FtcGxl | GF1dGhl bnRpY2F0aWoul HRhZw!

The TEE signs "Get Devi ceTEESt at eTBSResponse” and returns it to the
Ofr P Agent. The OITP Agent encodes " Cet Devi ceTEESt at eResponse" into
an array to form " Get Devi ceSt at eResponse”.
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" CGet Devi ceSt at eResponse”: |

" Get Devi ceTEESt at eResponse": {

"payl oad":

ewogl CIHZXREZXZpY2VURUWTAGFO0ZVRCULJI ¢3BvbnN | j ogewogl CAgl nZl ci | 6
I Cl xLj Ai LAogl CAgl nNOYXR1cyl 61 CIWYXNzI i wKl CAgl ClyaWd G Ai ezhDNKY5
REJCLUZDMz kt NDMLYy 1CQz g5L TREMz Yx NERBMK YWONnOi LAogl CAgl nRpZCl 61 CI7
NEYONTRBNOYt MDAy RCOOMTU3LTg4NEUt  BERDFBMDZBOEFRFf Sl sCgki c2I nbnivy
cnVxl j oi ZnFsc2Ui LAogl CAgl nvkc2ki G B7C Agl CAgl CIwecnmB0ZWNOZWQ O A

ZXl KbGJt TW PaUp CTVRINFEWSKk RMWMWhUTW VK| uMEsi LAogl CAgl CAi cniVj aXBp
ZWs0cyl 61 FsKI CAgl CAgl CB7Ci Agl CAgl CAgl CAi aGvhZGVWyl j ogewogl CAgl CAg
| CAgl nFsZyl 61 CJSUOExXzUi Ci Agl CAgl CAgf SwKI CAgl CAgl CAi ZW6j cnl wdGvk
X2t | eSl 6C Agl CAgl CAgl gogl CAgl CAgl FFVVI RNVEKOSUNoRFJVCc3BJR3Rs ZVN3
Z1pXNWpj bk 3ZEdWAOI | ZHBkR2dnVKkZOTk| GSI RRU0J3ZFdKe2FXTWKI CAgl CAg
| CBhM Y1TENCMAMybHVaeUJ TVTBFeFh6VWj ROZr kdsdVp31 gogl CAgl CAgl HOK
| CAgl CAgXSwKI CAgl CAgl M 21 j ogl nl TR21mWA YSWAKj RW sTnl 1X1NHYKEI LAog
| CAgl CAi Y2I waGVydGv4dCl 6Ci Agl CAgl Cl KI CAgl CAgYzJGdGNHeGxJR1J6YVNC
all YUrhJR1Z1IWINKNWAI UnxaQOl zYVhSbOl FRkZVekV5TONCel pYa2dabkp2Yl NC
eVpXCi Agl CAgl ESwY0dsbG&uUnpMoVZIWINKNWNIE UnkaRj | yW hr 1 i wKl CAgl CAg
I NRhZyl 61 CJj MkZ0Y0d4bEl HRj FkR2hsYnbScFkyRj BhVzl 1SUhSaFp3Il gogl CAg
f Qogl HOKf Q' ,

"protected": "eyJhbGci G JSUzI 1N J9",

"signature": "c2FtcGxl | HNpZ25hdHVYyZQ'

The TEE returns "Get Devi ceSt at eResponse” back to the OIr P Agent,
whi ch returns nessage back to the TAM

A1l 2

Al 2 1

Pei, et

Sanpl e Creat eSD

Sanpl e Cr eat eSDRequest
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{

" Cr eat eSDTBSRequest ": {

‘ver":"1.0",
‘rid":"reqg-01",
‘tid':"tran-01",
‘tee":"Securi TEE",

"nextdsi":"fal se",
"dsi hash": "l u-cO-f G pMzbbti W 1USu7WMIE7I K8wkJpsVuf 2j s",
‘content": {

"spid":"bank. cont,

"sdnanme": "sd. bank. cont',

"spcert":"M | DFj CCAn-

gAW BAgl JAI kOTat Ot quDMAOGCSqGSI b3 DQEBBQUAMABAX Cz AJBgNVBAYTAK TAMAWD
AYDVQQ DAVTZW 1bDESMBAGALUEBWWI R3Vy by 1kb25nMRAWDg YDVQRKDAATh2xhY2|
hMRAWDg YDVQQLDAdTh2xhY2l hMRUWEWYDVQQDDAX Th2XxhLWNp YS5) b20wHhc NMITUMN
z Ay MDgIMTU3VWhecNM AwlNj MvvDg 1MTU3W Bs MQs wCQYDVQQGEW] LUj EOVAWGAL UECAW
FU2W dWw Ej AQBgNVBACMCUd1cnBt Z&uZz EQVALGATUECgWHU29s YWAp YTEQVAMAGA
1UECmvHU29s YWNp YTEVMBMGAL UEAMMMIZ9s YS1j aWEUY29t M GF MAOGCSqGSI b3DQE
BAQUAAAGNADCBI QKBgQDYWLr Ff 20FMECi wSYsyhalY4ksl aWw XAOhCW RaFzt 5mJ)-

| pSJ4j eu92i nBbsXcl 8Pf Rhal t sgW TD1Wj4gQHAMX Yt aBoCepE- -
3JoZZy Py CWE3AaL YW DngFXdbzaOli 8GxB7zz0gWhs5bZ9j yzcl 5gQzWsqMRpx_dca
d2SP2wi DAQAB04G M GBM GGBgNVHSMEf zB90XCkbj Bs MQs wCQYDVQQGEW] LU EOVA
WGAL UECAWFU2 W dWiwx Ej AQBgNVBAC MCUd 1cnBt ZGAuZz EQVAA GALUECgWHU29s YWNp
YTEQVA4 GAL UECwmWHU2 9s YWNp YTEVMBMGAL UEAWWMU29s YS1j aVWEUY29t ggk Ai TRNg3
S2q4MVCQYDVROTBAI wADAOBgNVHQ@B BAF 8 EBAMCBs Awi-g YDVROI AQH BAWWCG Yl KwYB
BQUHAWMADQYJKoZI hvc NAQEFBQADg YEAEFMhRWEQ

LDa907P1NOnt LORpo6f VBQUJf uXbRQRQGoXddXMKazl 4Vj bGaXhey 7Bzvk6TZYDa-
GRi Zby1J47UPaDQR3Ui Dz W XwCOU6 S5y UnNIsW BeMVi Y] 41 ssX28i PpNwLUCVNMLQV
THI LI 6af LCRWKXcl c1L5KGY2900M dQ',

“"tam d":" TAM x. acne. cont',

"di d":"zAHkbO- SGh9U_OT8nR5dB- t ygcqpUJ9_x07pl i wBWOM'

Bel ow i s a sanpl e nessage after the content is encrypted and encoded

" Creat eSDRequest ": {

"payl oad": "

eyJDcmivhdGVTRFRCULJI ¢ XVI ¢3Q Onsi dnvyl j oi MB4wl i wi el Kkl j oi cnivXLTAXI i wi dG
| kI'j oi dHIhbi OWVBI sl nRI ZSI 61 1 NI Y3VWaVRFRSI sl nbl eHRkc2ki G JmYWkzZSI sl nRz

aWhhc2gi O | yMiWnOWNKM2U3YzZhZTkzM Zj Zd 2ZWAOTYy Mz ULMRNE YmIj MGV NDR! Yz

gyYmN| M QYN i MTVi OAZKYTN i wi Y29udGVudCl 6eyJwemB0ZVWNOZWQ G JI LUt BbkdW
dVkt SOFUVHIpZ0p4 Xk LUSTRRVEPETFVOVELqVTI 0bONKkZI Ei LCJyZWNpcd | bnRzl j pbey

JoZWFKZXI i Onsi YWknl j oi U NBMV81I nOs| mivuY3J5cHRI ZF9r ZXki O JTUzE2NTI 4Q2FJ

cldUeU sVTZPLUVsZzU4AUUhv T1pCekx VRGot VA@vanBaWES4TVpBak RMeW aSTAEUzhOVG
FI WHcxczFvZj gydvhsMDd6N VWWWKR0oZDI3R2I 6 Y2VEdG Xc 1RwWZDg4 QvYwaWhEYTNXa3l k
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dEpSVimM POGdk S| Et V2ONSUVIRUXzVQ& hbl ZCh25WkF4ZHEOck VMol 9TZI | i aFg4ZmBub?2
gxUWVUi f VOsI M 21 j oi QxhZOERDAERNR2xz Ykdsam zUnBaUSI sl m\NpcCGhl cnRl eHQ G | 1
bmMvWZXdndnb5UXpr R3hZzeWhsQ Fr ZTIJVN VaOHp4NDdl b3Nz MBFETYOx Y2Ff NEpFY3NLc]j
ZhNj F5QzBUb0doYnJ OQWN XbVRSemMWSXB5bTFOZj dGenp4U hBaTZBYnVSM2gz SUpRS1B;
UUWRU kzZ2t WKONaZTM2eTBk VDBpRFBMeI g0Qz FkbOdmVEdvaWi RC1yVUglVUt EY3BsS TW
9l Tj ZvUnFydOdnNUhXLTIXMBB4AMU zYOh4Skt RZml1dk YxMIrJ4aj BnZFNZXON2WFELNTJr
TVRDUWLZbz RPaGF2R0Zva®@TZVWnaGZSVGLLYW3OThk TzdhREdr UEpRU Bt YVWWHW | EMW
JIXdO1InMXFRV3RPA19EZI | yZDNz Tz VUNOpQVDJIDUFpr VXBi @BdZYVcybWHN1c2Zl c2U3V5
QI pd2pQNMEZSQM zSkt TVTFTd1kx YXZvdW20OWt aDB6by 12 TGZvbHRr WFV2LVAPTXZTYO
JzR25NRz ZYZnMz b XI TWhJ 1WINRROOWVVRz dj FCQOJqSTJIpdj kwb2U2aXFCcVpxQvBxbzd
aj YW JGQz ZPTI NLZExGQTI yU3pgRHo1dnt nTXNEaHkwSzI DeVhYNLZ6MKNLTXIvQ Ni UE
XFZF9abTZuVW KTFEN5¢cVI5¢c XIx TnivnNLl mng3aV93X0dzRWr X1VYZXd6RG neHp6Rj Z]
XzZ6S0s3UFkt VnVmYUo0Z2dHZm p CHEWVITORZ1VEZTB2VmL F\VDc 0¢ 2 VQX2Rxak VpZVWOYm
xBZE9s S2dBW FGJEs4dy 1x VUM Sz VGTj RoU&yeDc2b3l PVUpOQTVFZW2Qy 1j R2t MeTNQ
UGLCGRYyaUt OTElI CTEJzVW 6c 1h3RERvZVASSkt W&t 5ZEQX REN1SHdpcnoOOEdNNWL S
QBW/dgRUt FQk02TO1NNUNmZHZ4 ¢ DNmVGLuUTdf TXcwZ3FZVDRi OUJJSnBf W A3TTct NUpE
eng0czhyU3ds Qz FXU3V2RmhRW JCc XJt X2RaU Rl bOVaZzl dXc1VCSWNWMXNGLzb0JqT]j
NXSzhnRWwZG 5a3Z6 UL YnpJRy 10UUE2R2| 1X3pHaFVf LXFBV1Il LenvKMDZ6dj RI W BO
dHkt QXRy TGFOWGht UTdOQ Vr XOhvbj dOUWkhU1g1ZHVNVINAb Gs 1ZHVr WFZNVDgx a0 9wYV
kzbDl i QVFf YWYhTMDFNaFFTTWsT3dnTDZJaz FPYVpaTGFMLUE3e]j | | Tnl ESnFEWIVhakZK
TWFDV1I f O394Yl NoQUkt NXA2MNuTOxz VOdNWANKTI BGVTZpcW MR190c3Jf Nl NKMURhbD
Vt QYycnBJLU t M huckxZR01ZSONEZ2V2dGFnbi 1DVUVE RURWR3 0z Q2VLcWIQUOVqd3BK
NOMBNXduYTI CSnt TUkpOQdDNI a3hoWEI r cnNEaz RHVVpMSDdQYz FYZHARTXhx dWhz NnxJ SV
Eycj MLNVWEt Vkot WHdPc Fpf Y3RPAVO6LTAAVWHAYBRKTE! | SFFVTAHOR | MRTRt anU0dUx S
bj NSc043W\Z1S3dCVMVEZDI6R3NBY0s5SVI Da3hCabDk3dDl uYWLi MDZqSXVoWKF5QkhWRU
9nTkhi ci 1r MDY1bWOOVK 51 VWUy Mb CdVNKS0Zx Vnl x TOdKNGVE NXk z Yk NWTnx Te EFPV1Bn
RnJzUWOFI c2JJOWmeVJt VTAWenJ YAdGc4OW 5Sj | Cc XN2e XALRE8wWX2Ft S1Jy MXB1MW.JVWF
| FZz B2anpKS1FSdDVZbXRUNFJ zaWhqd GRDWDg 3UUxJaud SYOhDdI Jz Uz ZSdDJESnNYR1ht
UGQy c0ZmUZy NnJ nMk Fz X3BmMUHN3cnF1W AxbVFLc3RPMFVK TXpgMTT y b2N1INHVX VX HUD
| WAUS54¢c HVNW/ANS] RYb1ldRel Jt WGNTUEJ4VEt nenFPS2s 3UnRz WAWIMNXI 4LVMAN] VOcHVz
dTAObXpz YUIRZ210d1ZFVXBRAWAr ¢ GLYWKNLNHI JUXkt aHNFQUI J SmivxdFB3dVAy SXFOX2
| 5dI kObzExeXdzeXhzdnmp2RnNKNOVWZULMaGE2R2dSanBSbnUSRW z Rnl JZOU5MDVVNEEW
TOI UMWV OSGNRYW0eW Oc3dPdkxQoj ZI 221z QU5ESI gwekc 2RI FDMTZRdj BSQ25SVTdf V2
Wbl hSTUzZwUz ZRZ1Ji Sk45R1NMEKNSbkI J SWkUc DBx NHBaS05z MDt q@2t MJzJr b3Bhd2Y0
WFOBUI | niTko3a0s5eWsBROdACckt nUW NRW/x UEFmMVDBKM Yt VXpuULJMZn4ASGs 3Y2J Edk
5RQ hHQMBROVI aGRWUc ORXFwWM Vy Gko3dEt yUUVSR h4RTVs OFNHY2cz QLRnN\2Zoaz dx
VEFBV] VsWEFNOUt OUDF1c1ZRZk1f U Bl e HFNT@WQVVKV2sy k FEWF9uU SEhk VWhaSVBI OG
hLeDct dEFRVOdTWUdOR2FmanZJZz1 2c082Tzl oQAZVd3Bp SVI0 M F6 Sk ZORDUOOTZURHBz
QMInd2dM_U1Uc VhCRUJ2NEhvQ d5SGLDV] VFMUwi LCI0OYWi O JkbXI EeWZJVI NJUi 1Ren
ExCEgybFRI eEMkbl 9HZEt r dnZNVDJUcHdsYzQM n19f Q'

"protected":"e- KANGFsZ- KANTri gJxSUzl 1NuKAnX0", / | RSAwi t hSHA256
"header": {
"kid":"e9bc097a- ce51- 4036- 9562- d2ade882db0d"
"signer":"

M | C3zCCAki gAw BAgl JAJf 2f FKE1BYOMAOGCSGGS! b3DQEBBQUAMFox Cz AJ BgNVBA
YTAl VTINRMAVEQYDVQQ DApDYW pZnBy bl h VRMAMEQYDVQQHDAP DYWK pZrDy b hIVBEw
HWYDVQQKDBhJbnR! cibl dCBXaWRnaXRz| FBOe SBVHGQaHhc NMTUWMNZ Ay MDkWMTE4 W
cNV AwNj MMVDKWMTE4W BaMQs woQYDVQQGEWJ VUz ETVBEGAL UECAWKQR Fs aWzv ¢ mbp
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}
}

A 1.

{

YTETMBEGALUEBWMWKQR FsaWZv cnbpYTEhMB8 GA1UECgWYSW50ZXJuZXQyV2l kZ2I Ocy
BQIHkg THRkM G MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQC8Zt xMLbYi ckpgSVG
meH nl 3f _chl MBdL8I 7daOEzt Ss_a6G.qgnv Su-

AoDpTsf Ed4EazdMBp5f ngLRGICYM:| 6bgp094h5CCnl j 8XxFKPq7qG xdwGUAGb_ZI 3
c4cZ8eu73VMNr rn_z3WrZl Exl pTOXVj -

i vhf J4a6T20Et MVbgw DAQAB04GsM GpMHQGAL U wRt Mauh XgRe MFox Cz AJ BgNVBA
YTA VTVRMAEQYDVQQ DApDYWkpZmBybm h MRMAVEQYDVQRHDAP DYWkpZmBy b hIVBEwW
HWYDVQQKDBhJbnRl cnbl dCBXaWRnaXRz| FBOe SBMIGSCCQCX9nx ZBNQAD] AJBgNVHR
MEA] AAMAAGALUdDWEB wWQEAW GMVDAVIBg NVHSUBAF 8 EDDAKBggr BgEFBQc DAz ANBgkq
hki GOWOBAQUFAACBgQAGkz9@oxghZUWr4i vemicl ckf xzTBBi PHG rrj B2X8Kt n8G
Szimwdyl zv8f wdEnD9O0I vt MHgt zK-

9WO6BAI bj _rVI pxGb7t r PB2uzc2X8WwWYnQouqQyzof QvewZHLYpl vi 95pZ5f Vr JvnYA
UBFyfrdT5G gL1lngH3a_Y3QPscud g"

" si g;wat ure": " nuQUsCTEBLeaRzuwd7qli Pl YEJ2eJf ur O6sT5Y-

NO3zFRcv1j vr gt x_pwOY9YW npoW pf el hwGEko9SgeeBnznnkZbp7kj S6M1iX4CKz
9QApe3- VI 7yL9YpOWNARh3425eYf uapCy 3l cXFI n5JBAUNU_OzUg3RWkcU_ yGnFsw'

2.2. Sampl e CreateSDResponse

" Cr eat eSDTBSResponse": {

"ver":"1.0",

"status":"pass",

"rid":"reqg-01",

"tid":"tran-01",

"content": {
"di d":"zAHkbO- SGhOU OT8nmR5dB-t ygcqpUJ9_x07pl i wBVWOM',
"sdnanme": "sd. bank. cont',
"t eespai k": " AQABj Y9Ki wH3hk MrSAAN6CL Xot 525U85WNI WKAQz5TCdf e CVBh-
X6_EHX1gOXoyRXaBi KMgWh0YZLCABTwLyt dXy2kWa525i mRho8Vgn6HDGs JDZPDr u9
GnZR8pzX5ge_dWKB_ul j MyDt t ¢5i AWVEJ8ZgcpL& BTALZnQoQbj t nll | E",

}

Bel ow i s the response nessage after the content is encrypted and
encoded.

" Cr eat eSDResponse": {

Pei ,

"payl oad": "

eyJDcmvhdGVTRFRCULJI ¢3BvbnN | j p71 nZl ci | 61 ] EUMCI sl nNOYXR1cyl 61 nBhc3M
LClyaWwQ G JyZXEt MDEi LCI0aWQ G JOcnFuLTAX! i wi Y29udGVudCl 6eyJwemB0ZVNO
ZWJ O JI LUt BbkdWiVkt SOFUVHIpZ0p4Qk LTUSTRRVEPETFVoVELqVTI ObONKkZI Ei LCly
ZWNpcd | bnRzl j pbeyJozZWFkZXI i Onsi YWknl j oi Ul NBMV81I nOs| mVuY3J5cHRI ZF9r
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}
}

A 1.

Pei ,

ZXki O JOX0I 4R3pl dU f N2hwdOwwT FpHSTkx VW/Bbnk JRkJf cndmzUly ZERr WiFGak 1s
Whj dl | 0XzhhOGhyeFI 4SXR3aEt FZnVf RWLRDBQ0dq@pCSHex dGLULUN6eWhsbWbv
Sl k3LXI | WhZzRkRpc 2VNTkd0e GEOOGZJ YUs 2VWK5NUZMYXBCZVe 5T11 Sbkt QU9GQVI]
aFVUWN 3b2Q4ZTJFa0VpdOJEZ1EzMKOi f VOsI m 21 j oi QxhZOERDJERhR2xz Ykdsam z
UnmBaUSI sl mNpcGhl cnRI eHQ G Jsal h6Vk5JTnRLW FaMXJHVEI kTj Bi VUp1RDRVV2XT
QVpt LWI6YNJI NFVDYy 1j MEFQenM MMWSFk 4NTRUR3VMYkdy RmiVHc DFgMRFsb1l ac\WZp
ZnE4daEt 3Ty16RFI BN2t MVFhBZHp6cz MienBxeG4zbHoy MPwlRU GUWhr OHBRWITRYTHRW
MBZBQW NYnI r QLQBVS1CWDdWj Bac VNhYWZTQVZA4OFBLQLRI UShHN3hHVK0ONkxxRzJ S
RE54AVWKQUARCLSQ@BI ZUi 1zRTMOMUFKZI dEc2FLaGRRbzJIXcj NVNLhTOWFqaXJt W dqTl J4
cVRodHIBRW | Ylct OEJMIVFHWEZ1YUhLMIZr enJKUGQ 4d0VXbz J4cmvdcmkwe 3ZRe Hpl
Z2MBMEL 2Z01 ONUVaNHZI NXROYI Uya25hN185QUIW mAwL UJaQLBnb280MA Fbl huNVJIn
TXY2c2V2YLIP@XxHVhpWS] FORKVLY] k2akEi LCIOYWi O | zOTZI STk4UK1INQNROeDl o
ZUt sODRCaVZLdOIl JSzI OUEt 2Z1RGYzFr bEJzI n19f Q'
"protected": "e-KAnGFsZ- KAnTri gJxSUzl 1NuKAnX0",
"header": {
"kid":"e9bc097a- ce51- 4036- 9562- d2ade882db0d",
"signer":"
M | C3zCCAki gAW BAgl JAJf 2f FkE1BYOMAOGCS(GS| b3DQEBBQUAMFoX CzAJ
BgNVBAYTAI VTVRMAEQYDVQQ DApDYWkpZnmBybm h MRMAVEQYDVQQRHDAP DYWK p
ZmBy bm hMSEwHWYDVQQRKDBhJbnRI cbl dCBXaWRnaXRz| FBOe SBMIGQamhc N
MTUwNz Ay MDkwMTE4VWAC NV AvwlNj MMVDKwWMTE4 W BaMs wCQYDVQQGEWI VUz ET
MBEGAL UECAWKQR FsaWzv cnbp YTETMVBEGAL UEBWWKQR FsaWZvenbp YTEhVBB G
ALUECGWYSWH0ZXJuZXQV2I kZ2l 0cyBQAHkgTHRKM Gf MAOGCSqGSI b3DQEB
AQUAAAGNADCBI QKBgQC8Zt xMLbYi ckpgSVG
meH nl 3f _chl MBdL8I 7daOEzt Ss_a6G._gnv Su-
AoDpTsf Ed4EazdMBp5f ngLRGICYM:| 6bgp@4h5CCnl j 8xFKPq79G xdwGUA
6b_ZI 3c4cZ8eu73VM\r r n_z3WZl Exl pT9XVj -
i vhf J4a6T20Et MVbgw DAQAB04GsM GpMHQGAL U wRt MauhXgRe MFox Cz AJ
BgNVBAYTAI VTVRMAEQYDVQQ DApDYWkpZnBy b h MRMAMEQYDVQRHDAP DYWK p
Zmoy bm hMSEwHWYDVQQRKDBhJbnRI cibl dCBXaWRnaXRz| FBOe SBMIGSCCQCX
9InxZBNQADj] AJBgNVHRIVEA] AAMA GA1UdDWEB_ WwQEAWM GADAVIBg NVHSUBAS 8E
DDAKBggr BgEFBQc DAz ANBgk ghki GOwWOBAQUFAACBg QAGKZz 9Q@oxghZUWT4i v
emdcl ckf xzTBBi PHQ rrj B2X8Kt n8GSZ1Mly| ZV8f wdEnDOOI vt MHgt zK-
9Wo6AI bj _rVI pxGb7t r PB2uzc2X8WwWYnQouqQyzof QvewZHLYpl vi 95pZ5f V
r JvnYAUBFyf r dT5F qL1ngH3a_Y3QPscu( g"
}
"signature":"jndtaBOvFFw E- gKOR3Pu9pf 2gNol 1s67GgPCTqOU-
gr z97svKpuh32WJCP2MNCoQPEsws EX- nxhl x_si Te4zI| POLnBYn-
R7b25r QaF870BuACONBN5YI 2Jk3l al bs-
hGE32aRzDhr VoyEdSvI Fr TEAQgD20bl AZGgTR- zA- 900"

3. Sanpl e Updat eSD
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A1 3. 1

Sanpl e Updat eSDRequest

"Updat eSDTBSRequest": {
"ver": "1.0",
"rid": "1222DA7D- 8993- 41A4- ACO2- 8A2807B31A3A",
"tid": "4F454A7F- 002D 4157- 884E- BODD1AOGASAE",
"tee": "Primary TEE ABC',
"nextdsi": "fal se",

"dsi

hash":

| sOvwpzDk80OnwAbCr sKTJsONwr bDr cKJYj VTw4v Cu80AWAJ Ewbz Cgs K8w4J Cac Kx WB K
wso7",
"content": { // NEEDS to BE ENCRYPTED

"tam d": "idl. TAMkyz. cont,

"spid': "com acnebank. spi d1",

"sdnanme": "com acnebank. sdnanel",

"changes": {

Pei, et

"newsdnane": "com acnebank. sdnanme2",

"newspi d': "com acquirer.spidl",

"spcert":

"M | DFj CCAn-

gAW BAgl JAI kOTat 0t quDMAOGCSqGSI b3 DQEBBQUAMGBAX Cz AJBgNVBAYTAK TAMXA
WDAYDVQQ DAVTZWS 1b DESMBAGAL UEBwWWI R3Vy by 1kb25n MRAWDg YDVQQKDAd Th2x
hY2l hMRAWDg YDVQQLDAdTb2xhY2l hMRUWVEWYDVQQDDAX Th2XhLWNp YS5) b20wHhc
NMTUwiNz Ay MDg LMTU3WhecNM AwlNj MvvDg 1MTU3W Bs MQs wCQYDVQQGEWI LU EOVAW
GALUECAWFU2 W dWiwx Ej AQBgNVBAcMCUd1cnBt Z&AuZz EQVA4AGALUECgWHU29s YWN
pYTEQVA4GALUECWWHUZ29s YWNp YTEVIVBMGALUEAWWMU29s YS1j aWEUY29t M Gf MAO
GCSqGSI b3DQEBAQUAAAGNADCBI QKBgQDYWLr Ff 20FMECT wSYsyhalLY4ks!l aWe XAO
hCW RaFzt 5mJ-

| pSJ4j eu92i nBbsXcl 8Pf Rhal t sgW TD1Wj4gQHAMX Yt aBoCepE- -
3JoZZy Py CW53AaL YW DngFXdbzaOli 8GxB7zz0gVWs5bZ9j yzcl 5gQzWsqVRpx_d
cad2SP2wl DAQABo4G M GBM GGEBgNVHSMEf zB90XCkbj Bs M WCQYDVQQRGEWJI LUj
EOVAWGAL UECAWFU2 W dWiwx Ej AQBgNVBACMCUd1cnBt Z&BuZz EQVA4 GALUECgwHU2
9s YWNp YTEQVA4 GA1T UECWwwWHUZ2 9s YWNp YTEVIVBMGAL UEAWWMMUIZ9s YS1j aWEUY29t gg
kA TRNg3S2q4MvCQYDVROTBAI wADAOBgNVH@BBAf 8EBAMCBs Awg YDVROI AQH_BA
wwCg Yl KwYBBQUHAWMADQYJ KoZI hv c NAQEFBQADg YEAEFVMhRWEQ

LDa907P1NOnt LORpo6f VBQUJf uXbRQRQGoXddXMKaz| 4Vj bGaXhey 7Bzvk6TZYDa

GRi Zby1J47UPaDQR3UI Dz W XwCOU6S5y UhNIsW BeMVi Yj 41 ssX28i PpNwLUCVITL

QVTHI LI 6af LCRWKXcl c1L5KGY2900uM dQ',
"renew eespai k": "0"

al . Expi res Septenber 16, 2018 [ Page 98]



Internet-Draft orrP Mar ch

A . 1.3.2. Sanple Updat eSDResponse

" Updat eSDTBSResponse": {
"ver": "1.0",
"status": "pass",
"rid": "1222DA7D- 8993- 41A4- ACO2- 8A2807B31A3A",
"tid": "4F454A7F- 002D 4157- 884E- BODD1AOGASAE",

"content":
"did": "MIZENTE5QzcOQzKkONKUXxMz YXNzKON YANTCc3OTYANTI =",
"t eespai k":

" AQAB] YOKi wH3hk MTSAANGCL Xot 525U35VWN WKAQz5TCOdf e_ CMBh-

2018

X6_EHX1gOXoy RXaBi KMjWbOYZLCABTwLyt dXy2kWa525i mRho8Vgn6HDGs J DZPDr u9

GnZR8pZX5ge_dWKB_ul j M/Dt t ¢5i AWEJ8ZgcpL& BTGLZnQoQbj t nll | E*,
"teespai kt ype": "RSA"
}
}
}

A.1.4. Sanple Del eteSD
A 1.4.1. Sanple Del et eSDRequest

The TAM bui |l ds nessage - including data to be encrypted.

{
"Del et eSDTBSRequest": {

"ver": "1.0",
"rid": "{712551F5- DFB3-43f 0- 9A63- 663440B91D49} ",
"tid": "{4F454A7F- 002D 4157- 884E- BODD1AO6ASAE} ",
"tee": "Primary TEE",
"nextdsi": "fal se",
"dsi hash": " AAECAWQFBgc! CQolL DAOODWABAGMEBQYHCAK KOMWNDg8=",
"content": ENCRYPTED {

"tam d": "TAML. coni,

"sdnane": "default.acnebank. coni,

"del eteta": "1"
}

}
}

The TAM encrypts the "content".
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"Del et eSDTBSRequest ": {
“ver": "1.0"
"rid": "{712551F5- DFB3- 43f 0- 9A63- 663440B91D49} ",
"tid": "{4F454A7F- 002D 4157- 884E- BODD1AOGASAE} ",
"tee": "Primary TEE",

"next dsi " "fal se",
"dsi hash": " AAECAWQFBgc! CQoL DAOCDWABAGVEBQYHCAKk KOmMNDg8=",
"content":

"protected": "eyJl bmM G JBMII 4QQJDLUhTM U2l nO",
"recipients": [

"header": {
"al g": "RSAl_5"
} L]

"encrypted key":

QUVTMII 41 ChDRUspl & | eSwgZWbj cnl wdGvk| HdpdGggVFNNI FJ TQSBwdW saWwvha2
V5LCB1c2l uZyBSUOExXzUgc GFkZd uzw'
| }
| v": "rWBDVmQX9ogel MLBI ogl A",
"ci phertext":
c2Ft cGxl | GRzaSBk YXRhl GVuY3J5cHRI ZCB3aXRol EFFUz Ey OCBr ZXkgZnJvbSBy ZWW\p
cQ | bnRzLnVuY3J5¢cHR ZF9r ZXk" ,

"tag": "c2FtcGxl | GF1dChl bnRpY2F0aVWul HRhZw!
}

The TAM signs the "Del et eSDTBSRequest” to form a "Del et eSDRequest”
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"Del et eSDRequest ": {
"payl oad": "
ewoJl kR bGVOZVNEVEJ TUnVxdW/zdCl 61 HsKCQki dnmvyl j ogl j EuMCI sCgkJI ndp
ZCl 61 CJ7TNzEyNTUxRj Ut REZCMyOOMRYWLTI BNj M Nj YZNDQAQ kx RDQT SI sCgkJ
I NnRpZCl 61 CJ7NEYONTRBNOYt MDAy RCOOMIU3LTg4NEUt G BERDFBVDZBCEFFf Sl s
CgkJI nRI ZSI 61 CJQm t YXJI51 FRFRSI sCgkJI bl eHRkc2ki G Ai ZnFsc2Ui LAoJ
CSJkc2l 0YXNol j ogl kFBRUNBd1FGQTdj SUNRbOX EQTBPRHIBQk FnTUVCUVI | QOFr
SON3dO5EZzg9l i wKCQki Y29udGvudCl 61 HSKCQkJI nByb3RI Y3RI ZCl 61 CJI eUps
YmlNaU9p SkJNVEk OUTBKREX VaFRNal Uy SWwl i wKCk JI nJdl Y2I waW/udHM O Bb
ewoJCkJII mhl YWRI ci | 61 HSKCQkJCQki YWknl j ogl | JITQTFf NSI KCQkJ CX0s CgkJ
CXi ZWBj cnl wdGvk X2t | eSl 61 CJRVWZUTVRINElI DaERSVXNWSUdObGVTd2daVzVq
Y25sd2RHVnt JSGRWZEdNnZ1ZGTk5JRkpUUVNCd2RXSnNhVO1nYTIWNUXDQ Fj Mix1
Wil CULUMRXhYel VnYOdGalpHbHVadyl KCQkJf VOsCgkJCSJIpdi | 61 CIyVO81RFZt
Uvg5b2dl bE1IMXI vZOI Bl i wKCQkJI mNpcCGhl cnRl eHQ G Al YZJGIGNHeGxJR1J6
YVNCall YUrhJRLZIWINKNWNI UnkaOl z YVhSbOl FRkZVek V5TONCcl pYa2dabkp2
YI NCeVpXTnBj R2xsYnbSekxt VnVZMD01YOhShFpGOXJaWssi LA0JCQki dGFnl j og
I MW RNR) R3hs SUIGWARHaGxi bl IWMWI'J GMGFXOXVISFJoWhaci CgkJf QoJf Qp9™,
"protected":"eyJhbCeci G JSUzl 1Ni J9",
"header":

"x5c¢": ["ZXhhbXBsZSBBUO4x| HNpZ25I ci Bj ZXJ0aWZpY2F0ZQ==",
" ZXhhbXBsZSBBUO4x| ENBI GNIl cnRpZm j YXR "]

I

"signature":"c2Ft c&xl | HNpZ25hdHVYy ZQ'
}

}

A . 1.4.2. Sanple Del et eSDResponse

The TEE creates a "Del et eSDTBSResponse” to respond to the
"Del et eSDRequest" message fromthe TAM including data to be
encrypt ed.

{
"Del et eSDTBSResponse": {

"ver": "1.0",
"status": "pass",
"rid": "{712551F5- DFB3- 43f 0- 9A63- 663440B91D49} ",
"tid": "{4F454A7F- 002D 4157- 884E- BODD1AO6ASAE} ",
"content": ENCRYPTED {

"did": "MIZENTES5QzcOQzKONKUXMz YXNzKON YANTCc3OTYANTI =",
}

}
}

The TEE encrypts the "content" for the TAM
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" Del et eSDTBSResponse": {

“ver": "1.0",

"status": "pass",

"rid": "{712551F5- DFB3-43f 0- 9A63- 663440B91D49} ",

"tid": "{4F4A54A7F- 002D 4157- 884E- BODD1AO6ASAE} ",
"“content": {
"protected": "eydl bnM G IJBMI1 4QQJDLUNTM U2l nOK",
"recipients": [

"header": {
"al g": "RSAl1 5"

}1
"encrypt ed_key":

QUVTMII 41 ChDRUspl G | eSwgZWbj cnl wdGVvk|l HdpdGggVFNNI FJ TQSBwdW saWWh
a2V5LCB1c2l uzyBSUOEXXzUgcGFkZd uzw'

| }

" v": "ySGrf Z69YI cEi | Nr5_SCGhA",

"ci phertext”:

c2Ft c&xI | GRzaSBk YXRhI GVuY3J5cHRI ZCB3aXRol EFFUz Ey OCBr ZxXkgzZnJvbSBy ZW
Npcd | bnRzLmvuY3J5cHRI ZF9r ZXk" ,

"tag": "c2Ftc&xl | GF1dGhl bnRpY2F0aVQul HRhZw!
}
}

}

The TEE signs "Del et eSDTBSResponse” to form a "Del et eSDResponse”
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{
"Del et eSDResponse": {

"payl oad": "
ewoJ!l kR bGVOZVNEVEJTUmMVzcRuc2Ui O B7CgkJl nzl ci | 61 Cl xLj Ai LAcJCSJz
dG0dXM O Al cGFzceyl sCgkJI nJpZCl 61 CI7NzEyNTUXRj Ut REZCMyOOM2YWLTI B
N M N YZNDQWQ kxRDQBf SI sCgkJl nRpZCl 61 C17NEYONTRBNOYt MDAy ROOOMTU3
LTg4NEUt § BERDFBVDZBOEFFf SI sCgkJI m\vbnR bnQ G B7CgkJ CSJwe mB0ZWNO
ZWQ O Al ZXI KbQJt TW PaUpCTVRINFEWSK RMWWhUTWOVIKIT uMES i LA0J CQKi cmVj
axXBpzZWs0cyl 61 Ft 7CgkJCQki aGvhZGVyl j ogewoJCQkJCSIhbCci O Ai U NBMW81
I goJCKkIf SWKCQKJICSJII briNye XBOZWRf a2V51 j ogl | FVWI RNVEKOSUNoRFJVc3BJ
R3RsZVN3Z1pXNWhj bnmx3ZEdWAOI | ZHBKR2dnVkZOTk| GSI RRU0J3ZFdKc2FXTWih
M Y1TENCMAWY bHVaeUJ TVTBFeFh6VWj ROZr VkdsdVp31 goJCQ 9XSWKCQkJII ml 2
I j ogl nl TR2ZImMA YSWAKj RW sTnl 1XINHYKEI LA0oJCQKi Y2I waGvydGv4dCl 61 CJj
McZ0Y0d4bEl HUnphU0Jr W/hSaEl HVnVZM)0o1YOhSbFpDQ NhWFJvSUVGRI VERXI P
QQJIyW hr Z1puSnzi U0J5W dOcGNHbGxi bl J6 TGLWIVKkz S V) SFIsVKkY5c¢l pYayl s
CgkJCSJOYWi O Al YzZJGIGNHe GxJROYXZEdobGIuUnBZMk YwYVe5dU | Urhadyl K
CQ 9Cgl 9Cn0O",
"protected":"eyJhbCei G JSUzl 1Ni J9",
"signature":"c2Ft c&xl | HNpZ25hdHvYy ZzQ'
}
}

The TEE returns "Del et eSDResponse” back to the OTrP Agent, which
returns the nessage back to the TAM

A. 2. Sanple TA Managenment Messages
A .2.1. Sanple Install TA

A 2.1.1. Sanple Install TARequest
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}
}

A 2.

nst al | TATBSRequest ": {
"ver": "1.0",
"rid": "24BEB059- OAED- 42A6- A381- 817DFB7A1207",
"t id': "4FA54A7F- 002D 4157- 884E- BODD1A06ASAE" ,
"tee": "Pri rrary TEE ABC',
"next d5| © "true”
"dsi hash":
| sOvwpzDk8OnwAbCr sKTJsONwr bDr cKJYj VTwav Cu80AWAJ Ew6z Cgs K8w4 J Cac Kx WBKf
whso7",
"content": {
“tam d": "idl. TAMKyz. coni,
"spid': "com acnebank. spi d1",
"sdname": "com acnebank. sdnanel”,
"taid": "com acnebank. taid. banki ng"
},
"encrypted ta": {
"key":
"mLBj odcE4j 36y64nC/ nEs694P3Xr LAQok]j i sXI & sOH7I CEnT5Ft aNDYEMEg9RNE
ft1 JGHO7NOI gcNcj oXBrmeuY9VI 8xzr sZMBgz HE6VBKt VONSx0aws| AFkNcy PZwDdZ
M.whvr zPJ9Fg+bZt r CoJz18PUz+5aN / dj 8+NMB5LCXXcBI ZF74bt Jer 1Mn6f f zT
/ gr Pi EQTeJ1nEMF3t yRsvcTI nsnPJ3dEXv7sJXM hRKAeZsqKz GX4dei Z3r EY+FQ
6nXULC8cAj 5XTKpQ EkZ/ i &gS0zcXR7KUIv3wFENt Bt PDY +ze08NI LLnxMBol QFj
/1Lq0gG& q8vPC8r 00O nhQ==",
"iv": "4F5472504973426F726E496E32303135",
"al g": "AESCBC',
"ci phertadata":
. Ox/ 5KGCXW g1Vrj mrzPVZqt YZ2EovBow+7Enf QJ1t bk. ... .. =",
"ci pherpdata": "0x/5KGCXW glVrj ni7zPVZqt YZ2EovBow+7Enf OJ 1t bk—"

}

1.2. Sanple Install TAResponse

A sampl e to-be-signed response of Install TA | ooks as foll ows.

"I nstal | TATBSResponse": {

Pei ,

"ver": "1.0",

"status": "pass",

"rid": "24BEB059- OAED- 42A6- A381- 817DFB7A1207",
"tid": "4F454A7F- 002D 4157- 884E- BODD1AOG6ASAE",

"content":
"did": "MIZENTE5QzcOQzkONKkUXxMz YXNzKkONj YANTCc3OTYANTI =",
"dsi": {
"tfwdata": {
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"ths": "ezRGNDUOQTAGLTAWVKQ NDE1Ny04ODRFLUI WREQK QTA2QThBRX0="
"cert": "ZXhhbXBsZSBGVyBj ZXJ0aWZpY2F0ZQ=="

"sigalg": "U MNTY=",

"sig": "Cc2Ft c&xl | EZXI HNpZ25hdHVy ZQ=="

},
"tee": {
"name": "Primary TEE",
"ver": "1.0",
"cert": "c2FtcGxl | FRFRSBj ZXJ0aWZpY2F0ZQ==",
"cacert": |
"c2Ft cGxl | ENBI GNI cnRpzZml j YXRI | DE=",
"c2Ft cGxl | ENBI GNI cnRpZm j YXRI | DI ="
1,
"sdlist": {
"ent": "1",
"sd": [
{
"nanme": "com acnebank. sdnanel",
"spid': "com acnebank. spi d1",
"talist": [
"taid": "com acnebank. taid. banki ng",
"tanane": "Acne secure banki ng app"
H
{
"taid": "acom acnebank.taid.loyalty.rewards",
"tananme": "Acne loyalty rewards app"”
}
]
}
]
}
"teeaiklist": [
{
"spai k":
"c2Ft cGxl | EFTTj EgZWBj b2Rl ZCBQSONTNVSBWIW saWAr ZXk=",
"spai kt ype": "RSA"
"spid': "acnmebank. cont
}
]
}
}
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A . 2.2. Sanple UpdateTA

A 2.2.1. Sanmple Updat eTARequest

{
"Updat eTATBSRequest": {

"ver": "1.0",
"rid': "reg-2",
"tid": "tran-01",
"tee": "Securi TEE",
"nextdsi": " fal se",
"dsi hash": "gw ul _9MZks3pqUSNL1L- eL1aVi WGXNAXKOAI KW 9dn4U',
"“content": {
"tam d": "TAML. acne. cont,
"spid": "bank.cont,
"sdnane": "sd.bank.cont,
"taid": "sd.bank.comta"

}

: ncrypted_ta": {
"key":

XzmAn_RDVK 31 oz MM\Whi B6f nZl | s1YUvMKI QAV_UDoZ1f vGGsRGo9bTOA440aYMyLt
G | KypoJj Cgi j daHganmaJgRSc4Je2ot pnEEagsahvDNoar MCC5nGQdk Rx W Vo2 NKgL
A892HCGeHkJVshYnilcU FQ Bhi JANAykFw qC oc",

"iv": "AxY8DCt Dad shd j b3RoZQ',

"al g": "AESCBC',

"ci pher newt adat a":

"KHgOxGn7i b1F_14PG4_UX9DBj CcVKi AZhVE- U-

67NsKr yHGokeW 2spRW dU2KWaaNncHo YGAMEL bCH7 Xy NbOFh28nzwUnst ep4nHWAI
XZYTNK ENc ABPpuw_G31 3HADo"

"Updat eTARequest ": {
"payl oad"

ey JVc CRhdGVUQVRCULJI cXVI ¢3Q Onsi dmvyl j oi MS4wl i wi cm ki j oi cmivxLTIi LCIO
aWQ O JOcnFuLTAxI i wi dGVI 1] oi U2V) dXIpVEVFI i wi bmiv4AdGRzaSI 61 mzhbHNI | i wi

ZHNpaGFzadCl 61 nd3anVs Xzl NWit zM3Bx VVNOVS1l TDFhVmM 3R1hOQxhr VEFJ S1c30WRu
NFUI LCJj b2502Ws01 j p71 nByb3Rl Y3Rl ZCl 61 niv5Snxi bUlp T2l Kk1USTRRVEPETFVo
VE1gVTJJbj Ai LCIyZWNpcd | bnRzl j pbeyJoZWFkZXI i Onsi YWknl j oi Ul NBMV81I n0Os
I MVuY3J5cHR ZF9r ZXki G JYemlBbl 9SRFZr MDI vek13TI doaUl 2ZmlabEl ziwWI Vdk1L
bFFBdI 9VR&@aMAZ2R0dz Uk dv ON UVEEONDBhWULNTHRHaWk Le XBv SnpDZ21 qZGFl Z2Ft

YUpnU Nj NEpl Mr@0c G5 FRWFnc2Fodk ROb2 Fy TUNDNWS HUWRr UnhXN1ZvMc5LZ0x BODky
SEdI SG KVnNoWADX Y1VsRI Et QrhpSj ROQXI r RndscUNf b2M f VOsI ml 21 j oi QxhZOERD
dERhR2xzYkdsam zUnBaUSI sl n\NpcCGhl cnRl eHQ G JI YTcWWXRZVEt WOt XRFJuM Ow
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}
}

A 2.

Pei ,

SFII dkZt azl 5S& 0VV91bk1OLW 1T3BqLWFINGFUb2| x| MYzVzYTAENNnZZSj F6eW4
QMJICEJI VXFqc2l 520t OcCIHJURIU) FzRXc0a2NhMWQBZENuUORy dHhSUFhESVAr Znt 3
azZl RINQW | sl nRhzyl 61 mMBUNO1UTE41eW BTFBoTDROaUh6T1pPTGVFe U9x ZONVWAEND
MXpkcl dMJOUI f Swi ZWbj cnl wdGVkX3Rh! j p71 nt | eSI 61 | h6bUFUX1IEVImEZ SWD6TXdO
V2hpQ@ ZnmbVps SXMKWV2TUL sUUF2X1VEb1oxZnZHR3NSR285YlI QvQTQOMGFZTWIMIEdp
bEt 5c KakNnaWpk YUhn'YWLh Srrd SU2MD Sy b3Rwb k VFYWd z YWh 2 RESV YXINQOMLbk dR
ZQ& SeFc3VmBy Tkt nTEE4OTJ1 R2VI aOpWe2hZbTFj VWkGUS1Cad KNE5BeW Gd2xx QL9v
Yyl sl m 21 j oi QXhZCERDAERhR2xzYkdsam zUBaUSI sl nFsZyl 61 KFFUONCQy! s| mN\p
cGnl cnbl d3RhZGFOYSI 61 kt | cU94R243aW xRl 8x NFBHNFOVWWDI EQnpPY1dr aUFaaFZF
LVUt N dCcOt yeUnHb2t | V3I yc3BSV2ZkVTILV2FhTnbj SGIZR3dFdGIDSDdYeUsi TOZo
M huendVbXNOZXAObkhXYkFsWFpZVESr RU5j QUIQcHV3X0cz STNI QURvI n19f Q'

"protected": " eyJhbCci O JSUzI 1N J9",

"header": {
"kid":"e9bc097a- ce51- 4036- 9562- d2ade882db0d",
"signer":"

M | C3zCCAki gAW BAgl JAJf 2f FKELBYOMAOGCSgGSI b3DQEBBQUAMFox Cz AJBgNVBA
YTA VTVRMAMEQYDVQQ DApDYWk pZBy b h MRMAMEQYDVQRHDAP DYWk pZnBy b hMSEwW
HWYDVQKDBhJbnRl cnbl dCBXaVWRnaXRz | FBOe SBvH GQaHh ¢ NMTUWNz Ay MDK WMIT E4Wh
cNM ANy MMVDKwWMITE4W Ba M wCQYDVQQGEW] VUz ETMBEGAL UECAWKQR FsaWZv cnbp
YTETMBEGALUEBWWK@ FsaWzZv cmbp YTEhMBB8 GALUECgWYSWh0ZXJuZXQ@V2I kZ2I Ocy
BQJHkg THRkM G MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQC8Zt xMLbYi ckpgSVG
meHl nl 3f _chl MBdL8I 7daCOEzt Ss_a6G.qgnv Su-
AoDpTsf Ed4EazdMBp5f ngLRGICYMe | 6bgpO94h5CCnl j 8xFKPq7qG xdwGUAGb ZI 3
c4cZ8eu73VWNr r n_z3WIZl Exl pTI9XVj -
i vhf J4a6T20Et MVbgwl DAQAB04GsM GoVHQGAL UdI wRt MauhXgRc MFox Cz AJBgNVBA
YTA VTVRMAEQYDVQQ DApDYWkpZmBy b h MRMAVEQYDVQRHDAP DYWkpZmBy b hIVBEw
HWYDVQRKDBhJbnRl cnbl dCBXaWRnaXRz| FBOe SBMIGSCCQCX9nx ZBNQAD) AJBgNVHR
MEA] AAMAAGALUdDWEB WQEAW GMDAVIBg NVHSUBAF 8 EDDAKBggr BgEFBQc DAz ANBgkq
hki GOWOBAQUFAACBgQAGKZz9poxghZUWI4i vemicl ckf xzTBBi PHG rrj B2X8Kt n8G
SziMdyl zv8f wdEmDI0I1 vt MHgt zK-
9WO6AI bj _r VI pxGb7t r PB2uzc2X8WwWYnQbuqQyzof QuewZHLYpl vi 95pZ5f Vr JvnYA
UBFyfrdT5G gL1lngH3a_Y3QPscug g"

}

"signature":"i nBIK6G3EAhF-

Fbl D83Ul 25R5A08M 4qf r br nf OUCGhj MBO7_g3l 6XxN_JkHr GQaZr -

nmy Ok GPVIVBBz b UZWb Gg x NZwFXwiveao C) DKc4Apv4AWZkD1gKIxkglk5j aUCt Jz1Jmw_ Xt X

6MHhr Lh9ov03S9Pt uT1VAQOFVUB3qgFI vj SnNU"

2.2. Sanpl e Updat eTAResponse
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"Updat eTATBSResponse": {

“ver": "1.0",
"status": "pass",

"rid': "reg-2",

"tid": "tran-01",

"“content": {

"did": "zAHkbO- SGh9U_OT8nR5dB-t ygcqpUJ9_x07pl i wBWOM'

}
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{

" Updat eTAResponse": {

Pei ,

"payl oad": "

eyJVcGRhdGYUQVRCULJI ¢3BvbnN | 'j p71 nZl ci | 61 j EuMCI sl nNOYXR1cyl 61 nBhc3M
LQlyaWQ G JyZXEt M | sl nRpZCl 61 nRy YWAt MDEI LCJj b250Z2Ws01 j p71 nByb3R Y3RI
ZCl 61 mV5Snxi bUlpT2l KQk1LUSTRRVEPETFVOVELqVTJJbj Al LCJyZWNpc @G | bnRzl j pb
eyJoZWFkZXI i Onsi YWknl j oi U NBMV81I nOs| mVuY3J5cHRI ZF9r zXki G JFaGUxLUIB
UUdJLTNEMFNHAXFGY01MZDJt dOgx QmiluRnd YQWk 1 MLFx UFVXZ1 RRVb 5 SUowNFc 2Ivh BK
YW/SREFke TUOROFSV] Br VZQORGMMAUUl hgbE1EZ3BYdXdFLW oc1JVVOt NNl dCZ2N3
VXVGQITRUR3gWUOI INTZCdI 92dnBNaFdf MXh2c2FHIFBaQmwx TnZj bXNi bzBhY3FobXI u
bzBDTnF5SVAL X1Ui f VOsI m 21 j oi QXhZOERDAERhR2xz Ykdsam zUnmPaUSI sl mNpc Ghl
cnRl eHQ G Jwec202d& ya& XMl nVEl MeEQGMUSHAFUL c TFneVBI dVOKVK9j bkl ycW w
e TNPOHNGOTI t aWpVR1Zy RMbWH GLs Y1 FYeWFNZTNy X1J GdEkwV3B4UnRody | s| nRhZyl 6
| kOzb2dNNK11MWJIYMUMybEZvaGhr TkNSb25gN d2TDNgd2Rr ZXhFdU paTgi f X19",
"protected":"eyJhbCei G JSUzIl 1N J9",

"header": {
"kid":"e9bc097a- ce51-4036- 9562- d2ade882db0d"
"signer":"

M | C3zCCAki gAw BAgl JAJf 2f FKkE1IBYOVAOGCSqGSI b3DQEBBQUAMFox Cz AJ BgNVBA
YTA VTVRMAEQYDVQQ DApDYWkpZmBy b h MRMAVEQYDVQRHDAP DYWkpZmBy b hIVBEw
HWYDVQQKDBhJbnRl cnbl dCBXaWRnaXRz | FBOe SBMH GQwiHN ¢ NMTUwiNz Ay MDk wiVITE4 Wh
cNM AwNj MMVDKWMTE4W Ba M wCQYDVQRGEW] VUz ETVMBEGAL UECAWKQR FsaWzv e b p
YTETMBEGALUEBWWK@R FsaWzv cmbp YTEhMB8 GALUECgWYSWh0ZXJuZXQ@V2!l kZ2l Ocy
BQIHkg THRkM G MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQC8Zt xMLbYi ckpgSVG
meH nl 3f _chl MBdL8I 7daOEzt Ss_a6G._gnv Su-
AoDpTsf Ed4EazdMBp5f ngLRGICYM: | 6bgp@4h5CCnl j 8xFKPq79G xdwGUAGb_Z1 3
c4cZ8eu73VMNr r n_z3WrZIl Exl pT9XVj -
i vhf J4a6T20Et MVbgw DAQAB04GsM GpMHQGALUdI wRt Mauh XgRe M-ox Cz AJ BgNVBA
YTA VTVRMAMEQYDVQQ DApDYWk pZBy b h MRMAMEQYDVQRHDAP DYWk pZnBy b hMSEwW
HWYDVQKDBhJbnRl cnbl dCBXaWRnaXRz | FBOe SBMHGSCCQCX9nx ZBNQAD] AJBgNVHR
MEA] AAMAMGA1UdDWEB wQEAW GADAVIBg NVHSUBAf 8 EDDAKBggr BgEFBQc DAz ANBgk g
hki GOWOBAQUFAACBgQAGKz9oxghZUWTI4i vemicl ckf xzTBBi PHG rrj B2X8Kt n8G
SZiwdyl zvV8f wdEnD9O0I vt MHgt zK-
9Wo6AI bj _rVI pxGb7t r PB2uzc2X8VwWYnQouqQyzof QvewZHLYpl vi 95pZ5f Vr JvnYA
UBFyfrdT5G gL1lngH3a_Y3QPscu( g"

}

i gnature":
Twaj mt _BBLI McNr Dsj gr 81 | 7071 EQxXZNhl UCt FkOMvf 37wOPKt p_99L0S82CVndpCo
PLaws8zzh- SNI (42-
9GYO8_9BaEGC Cwyl 8YgWPOf VNf Nv2gR2f | 2DK4uknk YulEMBWI YT P81n_pGpb4Gm
nihk1l4gr VZygwAPej 3ZZKk"
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A . 2.3. Sanple DeleteTA

A 2.3.1. Sample Del et eTARequest

{
"Del et eTATBSRequest ": {

"ver": "1.0",
"rid': "reg-2",
"tid": "tran-01",
"tee": "Securi TEE",
"nextdsi": "fal se",
"dsi hash": "gw ul _9MZks3pqUSNL1- eL1aVi WGXNAXKOAI KW 9dn4U',
"“content": {
"tam d": "TAML. acne. cont,
"sdnane": "sd. bank. cont,
"taid": "sd.bank.comta"

}
}
}
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{

"Del et eTARequest ": {

}
}

Pei ,

"payl oad":

ey JEZWkI dGVUQVRCULJI cXVI ¢3Q Onsi dnyl j oi Ms4wl i wi cmd ki j oi cnvxLTIi LCJO
aWQ G JOcnFuLTAxIl i wi dGVI | j oi U2Vj dXIpVEVFI i wi bnmvV4dGRzaSI 61 mzhbHN |i wi

ZHNpaGFzaCl 61 nd3anVs Xzl NWhrt zM3Bx VWNOVE1I TDFhVmM 3R1hOQXhr MEFJ S1c30MRu
NFUi LCJj b250ZWb01 j p71 nByb3R Y3R ZCl 6eyJl bmM O JBMTI 4Q0JDLUhTM W21 nOs
I nJl Y2l vaW/udHM A t 71 mhl YWR ci | 6eyJhbCci O JSUOExXz Ui f Swi ZWbj cnl wdGvk
X2t | eSl 61 nt yaGs0d2dpYORI X3d0OVXQy TWit SUJsdUt vX0JkeXpNY2plcVI BenBPYNRS
TGOMZz QQKFLN2t RWAELYTgOTEVIRGEZaHNt WDI xdl dNZFJLczNAMIJs QUh5VFdf LUNS
Wizt cUx2bEh1LVOMSVdvc1ZyRTZVM JgUnRndl | VOW i UKVLczkz RDRHWX VHFUZ(On
dot XRF9j dGLnWG1sbzZZVXpCWDZhR1dAZMCI9XSwi aXYi O JBeFk4RENORGFHoHNI R2xq
Yj NSb1pRliwi Y2I waGvydGv4dCl 61 khhNzBVdFI US1ZCaldEUmdyLTBI X1BGal9y QnpQ
dGIHdzhSNkt | MXot dkl NeFBSYONxalpuZmwTj Rj UTZPSTZCSHZJUUFoM2Ji c0l OdH R
bXhDTE5NbnBwej Br YmBTdkl yVXI xVExpeGVZI i wi dGFnl j oi dEt UbFRLdI R2LTRt WI G
Y1dYWAZMWI h@nRGNI oxVI NxOTMz Vi 2UEpnty J9f X0",

"protected" : "eyJhbCci O JSUzI 1N J9",

"header": {
"kid":"e9bc097a- ce51- 4036- 9562- d2ade882db0d",
"signer":"

M | C3zCCAki gAW BAgl JAJf 2f FKELBYOMAOGCSgGS| b3DQEBBQUAMFox Cz AJBgNVBA
YTA VTVRMAMEQYDVQQ DApDYWkpZBy b h MRMAMEQYDVQRHDAP DYWk pZnBy b hMSEwW
HWYDVQKDBhJbnRl cnbl dCBXaVWRnaXRz | FBOe SBVH GQaHh ¢ NMTUWNz Ay MDK WMIT E4Wh
cNM AwNj MMVDKWMTE4W BaMs wCQYDVQQGEW] VUz ETVBEGAL UECAWK@R FsaWZv e b p
YTETMBEGALUEBWWK@ FsaWzZv cmbp YTEhMBB8 GALUECgWYSWh0ZXJuZXQ@V2Il kZ2I Ocy
BQIHkg THRkM G MAOGCSqGSI b3 DQEBAQUAAAGNADCBI QKBgQC8Zt xMLbYi ckpgSVG
meH! nl 3f _chl MBdL8I 7daCOEzt Ss_a6G.qgnv Su-
AoDpTsf Ed4EazdMBp5f ngLRGICYMe | 6bgpO94h5CCnl j 8XxFKPq7qG xdwGUAGb ZI 3
c4cZ8eu73VWMNr r n_z3WIZl Exl pT9XVj -
i vhf J4a6T20Et MVbgwl DAQAB04GsM GoVHQGAL UdI wRt MauhXgRc MFox Cz AJBgNVBA
YTA VTVRMAEQYDVQQ DApDYWkpZmBy b h MVRMAVEQYDVQRHDAP DYWkpZmBy b hIVBEw
HWYDVQRKDBhJbnRl cnbl dCBXaWRnaXRz| FBOe SBMIGSCCQCX9nx ZBNQAD) AJBgNVHR
MEA] AAMAAGALUdDWEB WQEAW GMDAVIBg NVHSUBAF 8 EDDAKBggr BgEFBQc DAz ANBgkq
hki GOWOBAQUFAACBgQAGKz9poxghZUWI4i vemidcl ckf xzTBBi PHG rrj B2X8Kt n8G
SziMdyl zv8f wdEnmD90I1 vt MHgt zK-
9Wo6AI bj _r VI pxGb7t r PB2uzc2X8WwWYnQbuqQyzof QuewZHLYpl vi 95pZ5f Vr JvnYA
UBFyfrdT5G gL1lngH3a_Y3QPscug g"

}

"signature"
BZS0_Ab6pgvCNXe5l qT4Sc3j akyWei KOKI VSni mmwhj CCyM yB9bwvI bl LZba3l Ji Fe

_3F9bl QpSyt GSOf 2TQr PTKC7pSj wDw- 3k H7 Hk He PPJ d-
PpMM QVRx7Al VBVBqOOM j | C62i NOV2se5z2v8VFj GSoRGyq225w7 Fvr nVE"
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A.2.3.2. Sanple Del et eTAResponse

"Del et eTATBSResponse": {

"ver": "1.0",
"status": "pass",

"rid": "reg-2",

"tid": "tran-01",

"content":

"did": "zAHkbO- SCh9U OT8nR5dB-t ygcqpUJ9 x07pli w8WoM'

}
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{

"Del et eTAResponse": {

Pei ,

"payl oad": "

eWOKCSJEZWI dGVUQVRCULJI ¢3BvbnN | j ogewOKCKi dmvyl j ogl j EuUMCI sDQoJCSJz
dG0dXM O Al cGFzcyl sDQPJICSIJyaWQd O Al cnivxLTl i LAOKCKi dd ki j ogl nRy YWt

MDEi LAOKCQKi Y29udGVudCl 61 HsNCgkJCSIwecmB0ZWNOZWQ Onsi ZW5j | j oi QTEy CENC
Qyll Uzl 1IN J9LAOKCQKJII nJl Y2I waW/udHM O sNCgkJCQ 7DQoJCQkJCSIJoZWFk ZXI i

Onsi YWknl j oi U NBMV81l n0sDQoJCQkJCSJI by e XBOZWRF a2V51 j oi TXdt U1ZHaWJ2
eHpf QmxTaF|I MMFRKRHhKT3oy NWhv Yy 1HZ2NEM2 o5 ONFy MRE4AX2] YY182ZE44bFRTb1dD
X19wWZEFhaEMyVW5Sakdl ¢ TBCZ2JDYTRKal kOeXRk MVBVWDB6MLpsb Xl 1YnRXM291eEpY
el 9PMzg1WEVAS3hy Sndj bEl yZGx2WUY20vZnme ERLQkVz UHI Cdzl VenVI alVnSU4xW FU
bWZ0QmvaSl Jnl gOKCQkJ CXONCgkJCV0Os DQoJ CQki aXYi O JBeFk4RENORGFHoHNI R2xq
Yj NSb1pRI i wWNCgkJCSJj aXBoZXJ0ZXh0l j oi amhQ@Tl V5ZkFTel 9r W9GhEM2L Ut CMVEO1
WDBHNE5 MoHcOLW ObERyaj ZTW Ut eUp6eUFUbCloYOZBWAMM.XJ WEF4 ¢ F93N1d1WERO
Y3N3SzJSSzRj c Wi LAOKCQkJI nRhZyl 61 | BBeGo5N250T29qVTNI REhx S| | 4MGZMNWht

bOxkTlI JKTHRTAM zUTdr YXci DQoJCXONCgl 9DQp9",

"protected": "eyJhbGei G JSUzIl INi J9",

"header": {
"kid":"e9bc097a-ceb51-4036- 9562- d2ade882db0d"
"signer":"

M | C3zCCAki gAw BAgl JAJf 2f FKELBYOMAOGCSgGSI b3DQEBBQUAMFox Cz AJ
BgNVBAYTAI VTVRMAMEQYDVQQ DApDYWk pZmBy b h MRMAVEQYDVQRHDAP DYWK p
Zmoy bm hMSEwHWYDVQQRKDBhJbnRI cbl dCBXaWRnaXRz| FBOe SBMIGQamhc N
MTUWNz Ay MDkwMTE4Whe NV AwNj MMVDk WwMTE4W BaMQs wCQYDVQQGEWJI VUZ ET
MBEGA1UECAWKQ@ FsaWzZv cnbp YTETMBEGAL UEBMWKQ@ FsaWZvcnbp YTEhMBBG
ALUECgWYSW50ZXJuZXQ@V2I kZ2I 0cy BQdHkgTHRKM GF MAOGCSqGSI b3DQEB
AQUAAAGNADCBI QKBgQC8Zt xMLbYi ckpgSVG
meH! nl 3f _chl MBdL8I 7daCOEzt Ss_a6G.qgnv Su-
AoDpTsf Ed4EazdMBp5f ngLRGICYMe | 6bgpO94h5CCnl j 8XxFKPq79G x dwGUA
6b_Zl 3c4cZ8eu73VMNrr n_z3WIZl Exl pTIXVj -
i vhf J4a6T20Et Mvbgwl DAQAB04GsM Gp VHQGALUdI wRt MauhXgRc MFox Cz AJ
BgNVBAYTAI VTVRMAEQYDVQQ DApDYWkpZmBybm h MRMAVEQYDVQRHDAP DYWK p
ZmBybm hMSEwHWYDVQQRKDBhJbnRI crbl dCBXaWRnaXRz| FBOe SBMIGSCCQCX
9nxZBNQAD] AJBgNVHRVEA] AAVA4AGALUdDWEB_WQEAW GMDAVBg NVHSUBAS 8E
DDAKBggr BgEFBQc DAz ANBgk ghki GOwW0OBAQUFAACBg QAGKZz 9QpoxghZUWT4i v
emicl ckf xzTBBi PHG rrj B2X8Kt n8GSzZ1Mly| ZV8f wdEnDOOI vt MHgt zK-
9Wo6AI bj _rVI pxGb7t r PB2uzc2X8WwWYnQbuqQyzof QvewZHLYpl vi 95pZ5f V
r JvnYAUBFyf r dT5F qL1ngH3a_Y3QPscu(g g"

}

"signature":"

Df 0BCet Nel KsnAe_mdZ9K5Ubi hgWNYZsp5j Vybi | 05sCagbzv6R4do9npaAl AvpNK8HJ]

CxD6D22J8GDUEXI | hSR1aDuDCQT6Qzmj dkFdxAz5TRYl 6z2pPCZqgSToN_gl1TZxgxEveV

b5fi es4g6MHvCH- | | _- KbHg5YpwGxEEFdg”
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A. 3. Exanple OIrP Agent Option

The nmost popul ar TEE devi ces today are Android powered devices. In
an Android device, an OIrP Agent can be a bound service with a
service registration IDthat a Client Application can use. This
option allows a Client Application not to depend on any OIrP Agent
SDK or provider.

An OTrP Agent is responsible to detect and work with nore than one
TEE if a device has nore than one. |In this version, there is only
one active TEE such that an OIrP Agent only needs to handle the
active TEE

Aut hors’ Addresses

M ngl i ang Pei

Symant ec

350 Ellis St

Mountain View, CA 94043
USA

Enmai | : mingliang_pei @ynmant ec. com

Ni ck Cook

ARM Lt d.

110 Ful bourn Rd
Canbridge, CB1 9NJ
Geat Britain

Emai | : nichol as. cook@r m com

M nho Yoo

Sol aci a

5F, Daerung Post Tower 2, 306 Digital-ro
Seoul 152-790

Kor ea

Enmai | : parom x@ol a-ci a. com
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Andr ew Atyeo

| nt er cede

St. Mary’'s Road, Lutterworth
Lei cestershire, LE17 4PS
Geat Britain

Emai | : andrew. at yeo@ nt er cede. com
Hannes Tschof eni g

ARM Lt d.

110 Ful bourn Rd

Canbridge, CBl1 9NJ

Geat Britain

Enmai | : Hannes. t schof eni g@r m com
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