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Abst r act

Thi s docunment describes features of a open trust protocol and rel ated
use cases. Wth the Qpen Trust Protocol, see
https://tools.ietf.org/htm /draft-pei-opentrustprotocol-03, we have
been trying to develop this application |ayer security protocol that
al | ows the managenent of credentials and the update of such
appl i cations.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 4, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Acronyns

CA Certificate Authority

orr P Open Trust Protocol

REE Ri ch Execution Environnment

SD Security Donain

SP Servi ce Provider

SBM Secure Boot Mdul e

TA Trusted Application

TEE Trusted Execution Environnent

TFW Trusted Firmare

TSM Trusted Service Manager
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I nt roducti on

Chi ps used on smart phones, tablets, and many consuner appliances
today have built-in support for a so-called Trusted Execution
Environnment (TEE). The TEE is a security concept that separates
normal operating systens, |ike Linux, fromcode that requires higher
security protection, like security-related code. The underlying idea
of this sandboxi ng approach is to have snmaller code that is better
reviewed and test and to provide it with nore rights. They run on
the so-called Secure Wrld (in conparison to the Linux operating
systemthat would run in the Normal Wrld).

TEEs have been on the market for a while and have been successfully
used for a nunmber of applications, such as paynent. However, the
technol ogy hasn’t reached its full potential since ordinary

devel opers who coul d nake use of such functionality have a hard tine
getting access to it, and to wite applications for it

The i ndustry has been working on an application | ayer security
protocol that allows to configure security credentials and software
runni ng on a Trusted Execution Environnent (TEE) for sometine.
Today, TEEs are, for exanple, found hone routers, set-top boxes,
smart phones, tablets, wearables, etc. Unfortunately, there have
been nostly proprietary protocols used in this environnent.

Thi s docunment describes features of a open trust protocol and rel ated
use cases.

Ter m nol ogy

Client Application: An application running on a rich OGS, such as an
Androi d, Wndows, or iOS application, provided by a SP

Devi ce: A physical piece of hardware that hosts symetric key
crypt ographi ¢ nodul es

OfrP Agent: An application running in the rich OS all ow ng
communi cation with the TSM and the TEE

Rich Application: Alternative nane of "Client Application". 1In this
docunent we nay use these two terns interchangably.
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Ri ch Execution Environment (REE) An environnent that is provided and
governed by a rich OGS, potentially in conjunction with other
supporting operating systens and hypervisors; it is outside of
the TEE. This environnment and applications running on it are
consi dered un-trusted.

Secure Boot Mydule (SBM: A firmwvare in a device that delivers
secure boot functionality. It is also referred as Trusted
Firmvare (TFW in this docunent.

Service Provider (SP): An entity that w shes to supply Trusted
Applications to renpte devices. A Service Provider requires the
help of a TSMin order to provision the Trusted Applications to
t he devices

Trust Anchor: A root certificate that a nodule strusts. It is
usual |y enbedded in one validating nodule, and used to validate
the trust of a renpte entity's certificate.

Trusted Application (TA): Application that runs in TEE

Trusted Execution Environment (TEE): An execution environnent that
runs al ongside but isolated froman REE. A TEE has security
capabilities and neets certain security-related requirenents: It
protects TEE assets from general software attacks, defines rigid
safeguards as to data and functions that a program can access,
and resists a set of defined threats. There are multiple
technol ogi es that can be used to inplement a TEE, and the | eve
of security achi eved varies accordingly.

4. Scenario and usecase of OrP
Ofr P Message is an open interoperable protocol that allows

trustworthy TSMto nanage security domains and contents running in
di fferent Trusted Execution Environnent (TEE) of various devices.
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Figure 1: OIrP System Di agram

---OIrP Message Protocol --
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TEE is usually used to solve the follow ng security issues.ln theory,
in order to solve the above security issues, TEE which can exist in
the corresponding TA to conplete the correspondi ng security
features.In conjunction with the description in Figure 1, the SPis
responsi bl e for devel oping the appropriate security application and
beconi ng the end user of the OIrP protocol

(0]

The use of open environnments: In general, some new kind device

wi Il be equipped with open environnent to provide the operating
system This has the advantage that users can add applications at
any tine, and there is little need to worry about their inpact on
the stability and security of the device. However, the open

envi ronnment nmakes the device face nore and nore foreign attacks.
Devi ce manufacturers want to take advantage of this operating
system but need to effectively control the behavior of the
software running on the device.
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o Verification: The traditional user authentication nethod requires
a usernanme and password. At present, this approach is
i ncreasingly considered safe, after all, consuners will use a less
confidential password or re-use the existing password, and hackers
are increasingly able to invade the consunmer’s account. Because
an application or service provider typically stores persona
verification and sensitive information on its own server, such
hacking is the headline of the news, causing consunmers to fear and
shaken busi ness confidence. Therefore, there is a need for a nore
sophi sticated validation nechanismto ensure that the openers of
the application enjoy the necessary flexibility while protecting
t he consuner.

o Privacy: The device stores nore and nore personal information
(such as contact information, photos, photos and video clips), and
even sensitive data (including credentials, passwords, nedica
data, etc.). In order to prevent this information from being
exposed to loss, theft, malware or other negative events, we need
adequate security to store, process and distribute such persona
dat a.

0 Content protection: Today, nore and nore devices w th high-
definition (HD) video playback and video streaning, nobile TV
pl ayback and host 3D ganes and other functions. They can even
becone content gateway devices, and to replace the traditiona
set-top boxes or gane consoles. 1In this case, the playback
function of the device beconmes |less inportant, and the security
requirenents are nore and nore prom nent. Therefore, not only to
protect the nobile device on the full HD or ultra-high-definition
content, but also to protect the device to send the content to the
TV through the channel

0 Enterprise Data Access: Enterprise IT professionals often exercise
caution when opening access to their internal network, fearing
that the device will carry nmalware, the device will be stolen, or
when used outside the conpany, there will be attacks fromthe
internal network The As a result, |IT departments often establish
green lists and red lists of equi pnment based on the security
performance of the device. They are also concerned about the
characteristics of these devices always open and the
i mpl enment ati on of password protection and device | ockout functions
i n shutdown node

o Financial risk: Financial transactions through networking devices,
especially nobil e devices, are beconi ng increasingly comon.
These transactions include booking, renote paynents, near-field
paynents and financial electronic transactions. Mreover, the use
of nmobile devices in the retail outlets shoppi ng has becone
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i ncreasingly conmon. Moreover, nobil e devices becone a point-of-
sale termnal, especially nobile point of sale, and this use case
i'S now grow ng.

OIrP can be nore efficient than the traditional OTA nodel, which can
al so reduce nmanagenent overhead. The foll owing two scenarios are used
to explain why OIrP is required instead of OTA:

0 Use Case 1 - Security vulnerability fixes:Imagining a fingerprint
application stored in TEE appear an error, OIrP can help to fix
this by several programers in one snmall team but OTA nay need to
update the whol e application by several teans in a conpany.

0 Use Case 2 - Personalization data update: In IoT,there are |ots of
scenes that only need to update the personalized data w thout
having to update the entire application |ike OTA

Based on current research, this docunent provides an exanple of the
application in the paynent and |oT industry.

4.1. Use Case 1 - Paynent

Paynment technol ogy(Especially nobile paynments) is growing rapidly, in
whi ch the paynent system continues to expand their trusted paynent
applications through existing technol ogy and new t echnol ogi es.

The TEE-based identity authentication application has a strong need
for using otrp. The types of TA involved mainly include the
foll owing two ki nds.

o ldentification:Personal identification password and
bi ometri c. Because TEE can provi des | arger amount of nmenory and
data transfer, TEE can store a trusted application that is used to
conpl ete a personal password acqui sition or biologica
identification. For the devel opnent of the relevant TA of SP, the
use of OTrP can easily send the latest trusted application to the
device. At the sane tinme, because TA and REE applications are
i ndependent of each other, REE side of the corresponding
application only need to make little changes because of the OIrP

0 Security interface: Mobile paynent is inseparable fromthe security
i nteracti on between end users and consuner devices. For exanpl e,
the user needs to confirmthe sensitive information displayed on
the screen and enter the sensitive information (such as a
password) through the keyboard. A TA such as keyboard in tee is
needed. When desi gning a keyboard in tee, you should consider how
to nake a tinely update when an application has a vulnerability to
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ensure that user sensitive data is not conprom sed.In this case,
it is necessary to use OIrP

Use Case 2 - |oT

In the field of Internet of Things, the purpose of TAis to use TEE
to performthe functions of storing and nanagi ng sensitive data (eg,
encryption keys) and perform ng sensitive operations (eg,

aut hentication or encryption) in a secure environnment in devices

In the snmart hone industry, a lot of security equiprment are used TEE
programto protect users of sensitive data, such as smart door | ocks.
Some smart door | ocks even use bionetrics, which makes this
application in smart home very sinmilar to the payment industry.
Simlarly, security products also need a secure and trusted renote
update protocol to update the TA programin the device.

In the autonotive (and bi ke) sharing industry, smart door |ocks use
TEE technology to protect users’ identity information. Operators who
share autonotive products need to remptely update trusted
applications in smart | ocks.

Sone hi gh-val ue consuner el ectronics devices al so have the need to
use TEE and conpl ete TA renpte updates. For exanple, UAV devices use
TEE to store sensitive operational instructions to prevent hackers
fromcontrolling the UAV s takeoff or |anding by tampering with GPS

| ocation information. The manufacturer of the UAV needs to consider
the easy managenent of the safety instructions in the UAV. For
exanpl e, when the geographical |ocation information of the prohibited
flight area is changed, the equi pnent manufacturer should be able to
update all the Corresponding information stored in the device

In the autonotive (and bi ke) sharing industry, smart door | ocks use
TEE technology to protect users’ identity information. Operators who
share autonotive products need to renotely update trusted
applications in snmart | ocks.

The functional requirenments generated by the scenari o and usecase

OfrP need to consider the requirenments of CEM SP, CA, TEE
manufacturers, it will be helpfull to analysis the scenario and
usecase to inprove the functions of OITP and sol ve the probl ens
encountered in the depl oynent process.

The following lists the scenarios that OTlrP users have al ready
submitted. This section will continue to update according to the
actual depl oynent of OIrP.

Liu & Fang Expi res January 4, 2018 [ Page 8]



Internet-Draft opent rust pr ot ocol July 2017

5.1. Use Case 1 - Resource-constrained interaction and nulticast

In draft-pei-opentrustprotocol-03,OIrP is defined with a protoco
which relies on | ETF-defined end-to-end security nechani sns, nanely
JSON Wb Encryption (JWE), JSON Web Signature (JWS), and JSON Wb
Key(JWK). Using JSON nekes OTrP easier to accept by the devel oper,
but in the case of limted resources, the use of Json is not a good
choi ce, especially Json need to do sone of the contents of the base64
transcodi ng.

As nentioned earlier, in the shared autonotive industry, snart door

| ocks have the requirement to use OIrP. |In this scenario, the update
of TAin the smart door locks is facing with the probl em of

communi cati on bandwidth limtation and nmulticast demand. software and
firnmvare updates often conmprise quite a | arge amobunt of data.
Therefore, it can overload a LLN that is otherwi se typically used to
deal with only small anobunts of data, on an infrequent base. Rather
than sendi ng software and firnware updates as uni cast nessages to
each individual device, multicasting such updated data to a | arger
group of devices at once displays a nunber of benefits.Binary
solutions will be a better choice in the scenario such as | ow power
and | ossy networks (LLNs), Low Power Personal Area Network(LWPAN)and
Low Power Wde Area Network (LWAN)

As descrypted above, public key infrastructure (PKI) is used to do
identiy authentication and securely exchange data over network. But,
this is not a good choice for resource-constrai ned devices,
especailly for 10T, to manage certificates and process TLS protocol s,
whi ch need nuch nenory and processing tine.

5.2. Use Case 2 - TA and SD managenent owned by OEM and SP
There are three pernission settings to manage TA and SD in TEE

0 The CEMwants to ensure that no service provider can talk to the
TEE wi thout the OCEM s prior approval. Once approved, the Service
Provider is allowed to create security domains and install trusted
apps. The OEM doesn’t require to be involved in that phase.

0 The CEMwants to ensure that no service provider can talk to the
TEE wi thout the CEM s prior approval. Once approved, the Service
Provider is allowed to performlifecycle managenent of trusted
apps within a particular security domain but cannot create any new
security domains without the CEM being involved and agreeing to
it.
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5.

5.

3.

4.

0 The OEM and Service provider both want to be involved in every
transaction with the TEE, and only when they both agree should the
TEE accept the OIrP nessage and performthe action.

The first kind of perm ssion setting can give SP manufacturers
great er managenent authority, which can be very conveni ent nanagenent
of SD and TA, but the security between SDs which set up by different
vendors will not be able to be protected.

The second pernission setting can give SP manufacturers a certain
degree of control, TA can be easily issued to SD by SP. But at the
same time, howto protect the security of TAM platform and TEE
term nal shoul d be consi dered.

The third perm ssion setting can guarantee the managenent right of
the CEMto the terminal, and avoid the term nal security risk caused
by the insecurity of the TA programto a certain extent. However, in
this authority set, the service provider to nmaintain the convenience
of TAwill be significantly reduced.

Use Case 3 - Batch nopde

In draft-pei-opentrustprotocol-03, the followi ng steps have to be
done for deploying TA to device: establish trust between TEE and TSM
create Security Domain, and finally install TA in the device. This
procedure will take at |east three back and forth between TSM server
and the device. Wile there are huge amount of |0T devices, this
mechanismwi || nake the burden of TSM server raise considerably.

In order to reduce the burden of TSM server, this procedure can be
sinplified by batch node: TSM server will sign every conmmand whi ch
runs in the device, pack themtogether in a command package, and send
this package to a batch of devices. This one-tine conmunication can
significantly reduce the burden of TSM server. To nake this happen
the DSI of these devices should be the sane. DSl information can be
organi zed by manufacture or by device nodel.

Use Case 4 - personalization data managenent

In many scenes, TAM only need to manage TA and SD personali zation
data, without having to update the entire TA or SD. Therefore,
personal i zati on data managenent function is required. The detai
functions involved are as foll ows:

0 Service provider key managenent (SD personalization data
managenent). For exanple: In the field of 10T,a hotel (Service
provider)an use this function to update a pair of keys to the |ock
of the door and the |oT device of custoner.
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0 TU managenent (TA personalization data nanagenent).For exanple:ln
the field of financial, a bank can use this function to update the
keyboard(Or other Trusted User Interfaces) of E-banking.

0 Oher business data nmanagenent. For exanple:ln the field of
paynment,a conpany can use this function to update the QR code

stored in TEE which is used for paymnent.
6. | ANA Consi derations
This meno includes no request to | ANA
7. Security Considerations
TBD.
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