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Abst ract

Thi s docunment describes a nunber of changes to (D) TLS | ANA registries
that range from adding notes to the registry all the way to changing
the registration policy. These changes were nostly notivated by WG
review of the (D) TLS-rel ated registries undertaken as part of the
TLS1. 3 devel opnent process.

Thi s docunment updates the followi ng RFCs: 3749, 5077, 4680, 5246,
5705, 5878, 6520, 7301

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Novenber 25, 2018.

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Process Note

As the authors of this draft are also the WG chairs,

Area Director has agreed to judge consensus.

RFC EDI TOR: Pl ease del ete section prior to publication.

2. Introduction

Thi s docunent

| ANA registries.

devel opment of TLS1.3 [I-D.ietf-tls-tls13].
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The changes introduced by this docunment range fromsinple, e.g.,
addi ng notes, to conplex, e.g., changing a registry’'s registration
policy. Instead of listing the changes and their rationale in this,
the introductory section, each section provides rationale for the
proposed change(s).

Thi s docunment proposes no changes to the registration policies for
TLS Alert [I-D.ietf-tls-tlsl13], TLS ContentType [I-D.ietf-tls-tls13],
TLS HandshakeType [I-D.ietf-tls-tl1sl13], and TLS Certificate Status
Types [ RFC6961] registries; the existing policies (Standards Action
for the first three; |IETF Review for the last), are appropriate for

t hese one-byte code points because of their scarcity.

3. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

4, Add "TLS" to Registry Nanes

For consistency anongst TLS registries, | ANA [ SHALL prepend/ has
prepended] "TLS" to the follow ng registries:

o Application-Layer Protocol Negotiation (ALPN) Protocol IDs
[ RFC7301],

0 ExtensionType Val ues,
0 Heartbeat Message Types [ RFC6520], and
0 Heartbeat Mddes [ RFC6520].
I ANA [ SHALL updat e/ has updated] the reference for these four
registries to also refer to this docunent. The renuai nder of this
docunent will use the registry nanes with the "TLS" prefix.

5. Aligning with RFC 8126
Many of the TLS-related I ANA registries were defined prior to
[ RFC8126] where "I ETF Consensus" was used instead of the
RFC8126-defined "I ETF Review'. To align with the new term nol ogy,
| ANA [ SHALL updat e/ has updated] the followi ng registries to use "I ETF
Revi ew' in place of "IETF Consensus":

0 TLS Authorization Data Formats [ RFC4680]
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0 TLS Suppl enrental Data Formats (Suppl enent al Dat aType) [ RFC5878]

This is not a universal change as sone registries originally defined
with "I ETF Consensus" are undergoi ng other changes either as a result
of this docunent or [I-D.ietf-tls-rfcd4492bis].

| ANA [ SHALL updat e/ has updated] the reference for these two
registries to also refer to this docunent.

6. Addi ng Reconmended Col um

The instructions in this docunent add a Recormended columm to many of
the TLS registries to indicate paranmeters that are generally
recomended for inplementations to support. Adding a Recommended
paraneter to a registry or updating a parameter to Recommended st atus
requires standards action. Not all paraneters defined in standards
track docunents need to be marked as Recommended.

If an itemis not nmarked as Recomrended it does not necessarily nean
that it is flawed, rather, it indicates that either the item has not
been t hrough the | ETF consensus process, has limted applicability,
or is intended only for specific use cases.

7. Session Ticket TLS Extension

The nonencl ature for the registry entries in the TLS Extensi onType
Val ues registry correspond to the presentation | anguage field name
except for entry 35. To ensure that the values in the registry are
consistently identified in the registry, |ANA

0 [SHALL renane/ has renaned] entry 35 to "session_ticket (renaned
from"SessionTicket TLS")" [RFC5077].

0 [SHALL add/ has added] a reference to this docunent in the
Ref erence colum for entry 35.

8. TLS ExtensionType Val ues

Experi ence has shown that the | ETF Review registry policy for TLS
Ext ensi ons was too strict. Based on WG consensus, the decision was
taken to change the registration policy to Specification Required

[ RFC8126] while reserving a snmall part of the code space for
experinental and private use. Therefore, | ANA [ SHALL updat e/ has
updat ed] the TLS ExtensionType Val ues registry to:

0 Change the registry policy to:
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Values with the first byte in the range 0-254 (decimal) are
assigned via Specification Required [ RFC8126]. Values with the
first byte 255 (decinmal) are reserved for Private Use [ RFC8126].

0 Update the "Reference" to also refer to this docunent.

See Section 18 for additional information about the designated expert
pool .

Despite wanting to "l oosen" the registration policies for TLS
Extensions, it is still useful to indicate in the | ANA registry which
ext ensi ons the WG recomends be supported. Therefore, | ANA [ SHALL
updat e/ has updat ed] the TLS Extensi onType Val ues registry to:

o Add a "Recommended" columm with the contents as |isted bel ow
This tabl e has been generated by marking Standards Track RFCs as
"Yes" and all others as "No". Future extensions MJST define the
val ue of the Reconmended columm. In order to register an
extension with the value "Yes", a Standards Track documnent
[ RFC8126] is REQUI RED. |ESG Approval is REQU RED for a Yes->No
transition.

o m e e oo R +
| Extension | Recommended |
o m e e e e oo +
| server_name | Yes |
I I I
| max_fragnment _| ength [ Yes |
I I I
| client_certificate_url [ Yes |
I I I
| trusted_ca_keys | Yes |
I I I
| truncated_hnmac [ Yes |
I I I
| status_request | Yes |
I I I
| user_mapping | Yes |
I I I
| client_authz [ No |
I I I
| server_authz | No |
I I I
| cert_type | Yes |
I I I
| supported_groups [ Yes |
I I I
| ec_point formats | Yes |
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| st | o |
I signature_al gorithns I Yes I
I use_srtp I Yes I
I heart beat I Yes I
I application_|ayer protocol negotiation I Yes I
I status_request_v2 I Yes I
I signed_certificate_tinmestanp I No I
I client _certificate type I Yes I
I server_certificate type I Yes I
I paddi ng I Yes I
I encrypt _then_nac I Yes I
I ext ended_nast er _secret I Yes I
I cached_i nfo I Yes I
I session_ticket I Yes I
I renegotiation_i nfo I Yes I
oo m e e e e e e e e e e e e e e e me— oo - o m e +

| ANA [ SHALL updat e/ has added] the follow ng notes:

Note: The role of the designature expert is described in [this-RFC.
The designated expert [RFC8126] ensures that the specification is
publicly available. An Internet Draft that is posted and never
publi shed or a standard in another standards body, industry
consortium wuniversity site, etc. suffices. The expert may
provide nore in depth reviews, but their approval should not be
taken as an endorsenment of the extension.

Note: As specified in [RFC8126], assignments made in the Private Use
space are not generally useful for broad interoperability. It is
the responsibility of those making use of the Private Use range to
ensure that no conflicts occur (within the intended scope of use).
For wi despread experinents, tenporary reservations are avail abl e.
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Note: Extensions narked as "Yes" are those allocated via Standards
Track RFCs. Ext ensi ons marked as "No" are not.

Note: If an itemis not marked as Recommended it does not
necessarily nean that it is flawed; rather, it indicates that
either the itemhas not been through the | ETF consensus process,
has limted applicability, or is intended only for specific use
cases.

NOTE: token_binding is omtted fromthe above table;
[I-D.ietf-tokbind-negotiation] specifies the Reconmended col um
for this extension.

NOTE: The following is from[l-D.ietf-tls-tls13] and is included
here to ensure alignnent between these specifications.

[I-Dietf-tls-tlsl13] al so uses the TLS ExtensionType Registry

originally created in [ RFC4366]. | ANA has updated it to reference
this docunent. The registry and its allocation policy is listed
bel ow.

0 | ANA [SHALL update/ has updated] this registry to include the

"key share", "pre_shared _key", "psk_key exchange nodes",
"early data", "cookie", "supported versions"
"certificate_authorities", "oid_filters", "post_handshake_auth"

and "signature_algorithms_certs", extensions with the val ues
defined in this docunent and the Recommended val ue of "Yes"

0 | ANA [SHALL update/ has updated] this registry to include a "TLS
1.3" colum which lists the nmessages in which the extension may
appear. This columm [SHALL be/has been] initially populated from
the table in Section 4.2 of [I-D.ietf-tls-tlsl13] with any
extension not listed there marked as "-" to indicate that it is
not used by TLS 1. 3.

9. TLS Ci pher Suite Registry

Experi ence has shown that the | ETF Consensus registry policy for TLS
Ci pher Suites was too strict. Based on W5 consensus, the decision
was taken to change the TLS Cipher Suite registry's registration
policy to Specification Required [ RFC8126] while reserving a snall
part of the code space for experinental and private use. Therefore
| ANA [ SHALL updat e/ has updated] the TLS Cipher Suite registry’'s
policy as follows:

Values with the first byte in the range 0-254 (decinmal) are

assigned via Specification Required {{RFC8126}}. Values with the
first byte 255 (decinmal) are reserved for Private Use {{RFC8126}}.
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See Section 18 for additional information about the designated expert
pool .

The cipher suite registry has grown significantly and will continue
to do so. To better guide those not intimately involved in TLS, |ANA
[shal | update/has updated] the TLS Ci pher Suite registry as follows:

0 Add a "Reconmmended"” colum to the TLS Cipher Suite registry. The
ci pher suites that followin the two tables are nmarked as "Yes".
Al'l other cipher suites are nmarked as "No". Future cipher suites
MUST define the value of the Recommended colum. |n order to
register an extension with the value "Yes, a Standards Track
docunent [ RFC8126] is REQUI RED. |ESG Approval is REQU RED for a
Yes->No transition.

The ci pher suites that follow are standards track server-
aut henticated (and optionally client-authenticated) cipher suites
which are currently available in TLS 1.2.

RFC EDI TOR: The previous paragraph is for docunment reviewers and is
not neant for the registry.

Ci pher Suite Nane | Val ue

______________________________________________ e,
TLS DHE RSA W TH _AES 128 GCM SHA256 {0x00, 0x9E}
TLS DHE RSA W TH _AES 256 _GCM SHA384 {0x00, 0x9F}
TLS _ECDHE _ECDSA W TH_AES 128 GCM SHA256 {0xQ0, 0x2B}
TLS_ECDHE_ECDSA W TH_AES 256_GCM SHA384 {0xQ0, 0x2C}
TLS_ECDHE_RSA W TH_AES 128 GCM SHA256 {0xQ0, 0x2F}

I
I
I
|
TLS_ECDHE_RSA W TH_AES_256_GCM SHA384 | {0xC0, 0x30}
I
I
I
I
I

TLS_DHE_RSA W TH_AES_128_CCM { 0xC0, OX9E}
TLS_DHE_RSA W TH_AES_256_CCM { 0xC0, Ox9F}
TLS_ECDHE_RSA W TH_CHACHA20 POLY1305_SHA256 { 0XCC, 0xA8}
TLS_ECDHE_ECDSA W TH_CHACHA20_ POLY1305_SHA256 | {0xCC, OxA9}
TLS_DHE_RSA W TH_CHACHA20 POLY1305_SHA256 { OXCC, OxAA}

The ci pher suites that follow are standards track epheneral pre-
shared key ci pher suites which are available in TLS 1.2. [RFC6655]
is inconsistent with respect to the ordering of conponents within PSK
AES CCM ci pher suite nanes; those nanes are used here w t hout

nodi fi cati on.

RFC EDI TOR The previous paragraph is for docunment reviewers and is
not neant for the registry.
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Ci pher Suite Nane | Val ue

______________________________________________ Fom e e e e o - - -
TLS DHE PSK W TH_AES 128 GCM SHA256 { 0x00, OxAA}
TLS DHE PSK W TH_AES 256_GCM SHA384 { 0x00, OxAB}
TLS DHE PSK W TH_AES 128_CCM { 0xC0, OxA6}
TLS_DHE PSK_W TH_AES 256 _CCM {0xQ0, OxA7}

I
I
I
TLS_ECDHE_PSK_W TH_AES_128_GCM SHA256 | {TBD}
I
I
I
I

TLS_ECDHE_PSK_W TH_AES_256_GCM _SHA384 { TBD}
TLS_ECDHE_PSK_W TH_AES_128_CCM SHA256 { TBD}
TLS_ECDHE_PSK_W TH_CHACHA20 POLY1305_SHA256 { 0XCC, OXAC}
TLS_DHE_PSK_W TH_CHACHA20 POLY1305_SHA256 { 0XCC, OxAD}

Despite the foll ow ng behavi or being nisguided, experience has shown
that some customers use the | ANA registry as checkli st against which
to neasure an inplenentation’ s conpl eteness and sone inplenenters
blindly inplement cipher suites. Therefore, |ANA [SHALL add/ has
added] the following warning to the registry:

WARNI NG Cryptographic algorithms and paranmeters will be broken or
weakened over tine. Blindly inplenenting cipher suites listed
here is not advised. Inplenenters and users need to check that
the cryptographic algorithns |isted continue to provide the
expected | evel of security.

| ANA [ SHALL add/ has added] the followi ng note to ensure that those
that focus on I ANA registries are aware that TLS 1.3
[I-D.ietf-tls-tlsl13] uses the sanme registry but defines ciphers
differently:

Note: Although TLS 1.3 uses the sanme cipher suite space as previous
versions of TLS, TLS 1.3 cipher suites are defined differently,
only specifying the symretric ciphers, and cannot be used for TLS
1.2. Simlarly, TLS 1.2 and | ower cipher suite val ues cannot be
used with TLS 1. 3.

| ANA [ SHALL add/ has added] the followi ng notes to docunent the rules
for popul ating the Recormended col umm:

Note: Cipher suites marked as "Yes" are those allocated via
St andards Track RFCs. Cipher suites nmarked as "No" are not;
ci pher suites marked "No" range from "good" to "bad" froma
crypt ographi ¢ standpoi nt.

Note: CCM 8 cipher suites are not marked as Recommended. These
ci pher suites have a significantly truncated authentication tag
that represents a security trade-off that nay not be appropriate
for general environnents.
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10.

Note: If an itemis not marked as Recommended it does not
necessarily nean that it is flawed; rather, it indicates that
either the item has not been through the | ETF consensus process,
has limted applicability, or is intended only for specific use
cases.

| ANA [ SHALL add/ has added] the followi ng notes for additiona
i nformati on:

Note: The role of the designature expert is described in [this-RFC].
The designated expert [RFC8126] ensures that the specificationis
publicly available. An Internet Draft that is posted and never
publi shed or a standard in another standards body, industry
consortium wuniversity site, etc. suffices. The expert may
provide nmore in depth reviews, but their approval should not be
taken as an endorsenent of the cipher suite.

Note: As specified in [RFC8126], assignments made in the Private Use
space are not generally useful for broad interoperability. It is
the responsibility of those making use of the Private Use range to
ensure that no conflicts occur (within the intended scope of use).
For wi despread experinents, tenporary reservations are avail abl e.

| ANA [ SHALL updat e/ has updated] the reference for this registry to
al so refer to this docunent.

TLS Supported G oups

Simlar to cipher suites, supported groups have proliferated over
time and sone use the registry to neasure inplenentations.

Therefore, | ANA [ SHALL add/ has added] a "Reconmended" colum with a
"Yes" for secp256rl, secp384rl, x25519, and x448 while all others are
"No". These "Yes" groups are taken from Standards Track RFCs;
[I-Dietf-tls-rfc4492bis] el evates secp256rl and secp384rl to
Standards Track. Not all groups from|[I-D.ietf-tls-rfc4492bis],
which is standards track, are marked as "Yes"; these groups apply to
TLS 1.3 [I-D.ietf-tls-tlsl13] and previous versions of TLS. Future
supported groups MJST define the value of this colum. In order to
register an extension with the value "Yes", a Standards Track
docunent [ RFC8126] is REQUI RED. |ESG Approval is REQU RED for a
Yes->No transition.

| ANA [ SHALL add/ has added] the follow ng note:

Note: Supported Groups marked as "Yes" are those allocated via
St andards Track RFCs. Supported G oups nmarked as "No" are not;
supported groups narked "No" range from "good" to "bad" froma
crypt ographi ¢ standpoi nt.
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11.

Note: If an itemis not marked as Recommended it does not
necessarily nean that it is flawed; rather, it indicates that
either the item has not been through the | ETF consensus process,
has limted applicability, or is intended only for specific use
cases.

Note: The role of the designature expert is described in [this-RFC.
The designated expert [RFC8126] ensures that the specification is
publicly available. An Internet Draft that is posted and never
publ i shed or a standard in another standards body, industry
consortium wuniversity site, etc. suffices. The expert may
provide nore in depth reviews, but their approval should not be
taken as an endorsenent of the supported group

Despite the foll ow ng behavi or being m sguided, experience has shown
that sone custoners use the 1 ANA registry as checklist against which
to neasure an inplenentation’s conpl eteness and sone inplenenters
blindly inplement groups supported. Therefore, |ANA [SHALL add/ has
added] the following warning to the registry:

WARNI NG Crypt ographic al gorithns and parameters will be broken or
weakened over tine. Blindly inplenenting cipher suites listed
here is not advised. |Inplenenters and users need to check that
the cryptographic algorithns |isted continue to provide the
expected | evel of security.

| ANA [ SHALL updat e/ has updated] the reference for this registry to
also refer to this docunent.

The value 0 (0x0000) is to be marked as reserved.
TLS CientCertificateType lIdentifiers

Experi ence has shown that the | ETF Consensus registry policy for TLS
ClientCertificateType Identifiers is too strict. Based on W5
consensus, the decision was taken to change registration policy to
Speci fication Required [ RFC8126] while reserving a small part of the
code space for experinmental and private use. Therefore, |ANA [ SHALL
updat e/ has updated] the TLS Ci pher Suite registry’'s policy as
fol |l ows:

Val ues in the range 0-223 are assigned via Specification Required
[ RFC8126]. Val ues 224-255 are reserved for Private Use.

See Section 18 for additional information about the designated expert
pool

| ANA [ SHALL add/ has added] the follow ng notes:
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12.

13.

Note: The role of the designature expert is described in [this-RFC.
The designated expert [RFC8126] ensures that the specification is
publicly available. An Internet Draft that is posted and never
publ i shed or a standard in another standards body, industry
consortium wuniversity site, etc. suffices. The expert may
provide nore in depth reviews, but their approval should not be
taken as an endorsenent of the identifier

Note: As specified in [RFC8126], assignments made in the Private Use
space are not generally useful for broad interoperability. It is
the responsibility of those nmaking use of the Private Use range to
ensure that no conflicts occur (within the intended scope of use).
For wi despread experinents, tenporary reservations are avail abl e.

Note: dientCertificateType Identifiers marked as "Yes" are those
al l ocated via Standards Track RFCs. dientCertificateTypes narked
as "No" are not.

Note: If an itemis not marked as Recommended it does not
necessarily nean that it is flawed; rather, it indicates that
either the item has not been through the | ETF consensus process,
has limted applicability, or is intended only for specific use
cases.

New Session Ticket TLS Handshake Message Type

To align with TLS i nplenentations and to align the nam ng
nonencl ature with other Handshake nmessage types, | ANA

0 [SHALL renane/ has renanmed] entry 4 in the TLS HandshakeType
registry to "new session_ticket (renamed from NewSessionTi cket)"
[ RFC5077] .

0 [SHALL add/ has added] a reference to this docunent in the
Ref erence columm for entry 4 in the TLS HandshakeType regi stry.

TLS Exporter Label Registry

To aid those reviewers who start with the I ANA registry, |ANA [ SHALL
add/ has added]:

0 The following note to the TLS Exporter Label Registry:

Note: [RFC5705] defines keying material exporters for TLS in terns
of the TLS PRF. [I-D.ietf-tls-tl1s13] replaced the PRF with HKDF
thus requiring a new construction. The exporter interface renains
the sane, however the value is conputed differently.
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0 A "Reconmended” columm to the TLS Exporter Label registry. The
table that foll ows has been generated by marking Standards Track
RFCs as "Yes" and all others as "No". Future exporters MJST
define the value of this colum. |In order to register an
extension with the value "Yes", a Standards Track docunent
[ RFC8126] is REQUI RED. |ESG Approval is REQUI RED for a Yes->No
transition.

Exporter Val ue | Recommended
-------------------------------- |-
client finished Yes
server finished Yes
mast er secret Yes
key expansion Yes
client EAP encryption Yes

I I
I I
I I
I I
I I
ttls keying naterial [ Yes
I I
I I
I I
I I

ttls chall enge Yes
EXTRACTOR-dtl s _srtp Yes
EXPORTER_DTLS OVER SCTP Yes
EXPORTER: teap session key seed Yes

To provide additional information for the designated experts, |ANA
[ SHALL add/ has added] the foll owi ng note:

Note: The role of the designature expert is described in [this-RFC.
The designated expert [RFC8126] ensures that the specification is
publicly available. An Internet Draft that is posted and never
publ i shed or a standard in another standards body, industry
consortium wuniversity site, etc. suffices. The expert may
provide nore in depth reviews, but their approval should not be
taken as an endorsenent of the exporter. The expert also verifies
that the label is a string consisting of printable ASClI
characters beginning with "EXPORTER'. | ANA MJST al so verify that
one label is not a prefix of any other label. For exanple, |abels
"key" or "master secretary" are forbidden

Note: Exporters Labels marked as "Yes" are those allocated via
Standards Track RFCs. Exporter Labels marked as "No" are not.

Note: If an itemis not marked as Recommended it does not
necessarily nean that it is flawed; rather, it indicates that
either the itemhas not been through the | ETF consensus process,
has limted applicability, or is intended only for specific use
cases.

| ANA [ SHALL updat e/ has updated] the reference for this registry to
also refer to this document.
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14.

15.

Add Mssing Itemto TLS Alert Registry

| ANA [ SHALL add/ has added] the following entry to the TLS Alert
Regi stry; the entry was omitted fromthe ANA instructions in
[ RFC7301]:

120 no_application_protocol Y [RFC7301][this-RFC]
TLS Certificate Types

Experi ence has shown that the | ETF Consensus registry policy for TLS
Certificate Types is too strict. Based on W5 consensus, the decision
was taken to change registration policy to Specification Required

[ RFC8126] while reserving a small part of the code space for
experinmental and private use. Therefore, |ANA [SHALL change/ has
changed] the TLS Certificate Types regisry to:

0 Change the registry policy to:

Values with the first byte in the range 0-223 (decimal) are
assigned via Specification Required [ RFC8126]. Values with the
first byte 224-255 (decinal) are reserved for Private Use

[ RFC8126] .

0 Add a "Reconmended" columm to the registry. X 509 and Raw Public
Key are "Yes". All others are "No". |In order to register an
extension with the value "Yes", a Standards Track docunent
[ RFC8126] is REQU RED. Future Certificate Types MJST define the
value of this colum. A Standards Track docunent [ RFC8126] is
REQUI RED to register an entry with the value "Yes". |ESG Approva
is REQU RED for a Yes->No transition.

See Section 18 for additional information about the designated expert
pool

| ANA [ SHALL add/ has added] the follow ng note:

Note: The role of the designature expert is described in [this-RF(C.
The designated expert [RFC8126] ensures that the specification is
publicly available. An Internet Draft that is posted and never
publ i shed or a standard in another standards body, industry
consortium wuniversity site, etc. suffices. The expert nmay
provide nore in depth reviews, but their approval should not be
taken as an endorsenent of the certificate type

Note: Certificate Types marked as "Yes" are those allocated via
Standards Track RFCs. Certificate Types marked as "No" are not.
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16.

17.

Note: If an itemis not marked as Recommended it does not
necessarily nean that it is flawed; rather, it indicates that
either the item has not been through the | ETF consensus process,
has limted applicability, or is intended only for specific use
cases.

| ANA [ SHALL updat e/ has updated] the reference for this registry to
al so refer this docunent.

O phaned Extensions

To nake it clear that (D) TLS 1.3 has orphaned certai n extensions
(i.e., sone extensions are only applicable to version of (D)TLS prior
to 1.3), IANA [SHALL add/has added] the following note to the TLS
Ext ensi onType Val ues registry:

Note: The followi ng extensions are only applicable to (D) TLS
protocol versions prior to 1.3: trusted ca_keys, truncated hnac,
user _mappi ng, cert_type, ec_point_formats, srp, status_request_v2,
encrypt _then_mac, extended_nmster_secret, session_ticket, and
renegoti ation_info. These extensions are not applicable to (D) TLS
1.3.

O phaned Registries

To nmake it clear that (D) TLS 1.3 has orphaned certain registries
(i.e., they are only applicable to version of (D) TLS protocol
versions prior to 1.3), |ANA

0 [SHALL add/ has added] the following to the TLS Conpressi on Met hod
Identifiers registry [ RFC3749]:

Note: Value O (NULL) is the only value in this registry applicable
to (D) TLS protocol version 1.3 or later.

0 [SHALL add/ has added] the following to the TLS HashAl gorithm
[ RFC5246] and TLS SignatureAlgorithmregistries [ RFC5246]:

Note: The values in this registry are only applicable to (D) TLS
protocol versions prior to 1.3. (D)TLS 1.3 and |l ater versions’
val ues are registered in the TLS SignatureSchene registry.

0 [SHALL update/has updated] the "Reference" field in the TLS
Conpressi on Method ldentifiers, TLS HashAl gorithm and TLS
SignatureAlgorithmregistries to also refer to this docunent.
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18.

0 [SHALL update/has updated] the TLS HashAl gorithm Registry to |ist
val ues 7 and 9-223 as "Reserved" and the TLS SignatureAl gorithm
registry to list values 4-6 and 9-223 as "Reserved"

Despite the fact that the HashAl gorithm and Si gnatureAl gorithm
registries are orphaned, it is still inmportant to warn inplenenters
of pre-TLS1.3 inplenentati ons about the dangers of blindly

i mpl ementing cryptographic algorithms. Therefore, | ANA [ SHALL add/
has added] the follow ng warning to the HashAl gorithm and

Si gnat ur eAl gori t hm

WARNI NG Cryptographic algorithms and paranmeters will be broken or
weakened over time. Blindly inplenmenting the cryptographic
algorithnms listed here is not advised. |Inplenenters and users
need to check that the cryptographic algorithnms listed continue to
provi de the expected | evel of security.

Desi gnat ed Expert Poo

Speci fication Required [ RFC8126] registry requests are registered
after a three-week review period on the tls-reg-review@etf.org
mailing list, on the advice of one or nore Designated Experts.
However, to allow for the allocation of values prior to publication
the Designated Experts nmmy approve registration once they are
satisfied that such a specification will be published.

Regi stration requests sent to the mailing list for review SHOULD use
an appropriate subject (e.g., "Request to register value in TLS bar
registry").

Wthin the review period, the Designated Experts will either approve
or deny the registration request, communicating this decision to the
review list and 1 ANA. Denials SHOULD i ncl ude an expl anation and, if
appl i cabl e, suggestions as to how to make the request successful

Regi stration requests that are undeternmined for a period | onger than
21 days can be brought to the |ESG s attention (using the
iesg@etf.org mailing list) for resolution

Criteria that SHOULD be applied by the Designated Experts includes
determ ni ng whether the proposed registration duplicates existing
functionality, whether it is likely to be of general applicability or
useful only for a single application, and whether the registration
description is clear.

| ANA MUST only accept registry updates fromthe Designated Experts
and SHOULD direct all requests for registration to the review mailing
list.
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19.

20.

21.

21.

It is suggested that nultiple Designated Experts be appointed who are
able to represent the perspectives of different applications using
this specification, in order to enable broadly informed revi ew of
registration decisions. In cases where a registration decision could
be perceived as creating a conflict of interest for a particular
Expert, that Expert SHOULD defer to the judgnent of the other

Experts.

Security Consi derations

The change to Specification Required from|ETF Review | owers the
anount of review provided by the WG for cipher suites and supported
groups. This change reflects reality in that the W5 essentially
provi ded no cryptographic review of the cipher suites or supported
groups. This was especially true of national cipher suites.

Recommended al gorithnms are regarded as secure for general use at the
time of registration, however, cryptographic algorithns and
paranmeters will be broken or weakened over tine. It is possible that
the Recommended status in the registry |lags behind the nost recent
advances in cryptanalysis. Inplementers and users need to check that
the cryptographic algorithnms |listed continue to provide the expected
| evel of security.

Desi gnat ed experts ensure the specification is publicly avail abl e.
They may provide nmore in depth reviews. Their review should not be
taken as an endorsenent of the cipher suite, extension, supported
group, etc.

| ANA Consi der ati ons

This docunment is entirely about changes to TLS-rel ated | ANA
registries.
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