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Abstract

Thi s docunent specifies the "Connection ID" concept for the Datagram
Transport Layer Security (DTLS) protocol, version 1.2 and version
1.3.

A Connection IDis an identifier carried in the record | ayer header
that gives the recipient additional information for selecting the

appropriate security association. In "classical" DILS, selecting a
security association of an inconing DTLS record is acconplished with
the help of the 5-tuple. |If the source |P address and/or source port

changes during the lifetime of an ongoi ng DILS session then the
receiver will be unable to |locate the correct security context.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 18, 2018.
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1. Introduction

The Dat agram Transport Layer Security (DILS) protocol was designed
for securing connection-less transports, like UDP. DILS, |ike TLS
starts with a handshake, which can be conputationally denandi ng
(particularly when public key cryptography is used). After a
successful handshake, symretric key cryptography is used to apply
data origin authentication, integrity and confidentiality protection
This two-step approach allows to anortize the cost of the initia
handshake to subsequent application data protection. Ideally, the
second phase where application data is protected | asts over a |onger
period of tine since the established keys will only need to be
updat ed once the key lifetinme expires.

In the current version of DILS, the |IP address and port of the peer
is used to identify the DTLS association. Unfortunately, in sone
cases, such as NAT rebinding, these values are insufficient. This is
a particular issue in the Internet of Things when the device needs to
enter extended sleep periods to increase the battery lifetinme and is
therefore subject to rebinding. This |eads to connection failure,
with the resulting cost of a new handshake.

Thi s docunent defines an extension to DILS to add a connection IDto
each DTLS record. The presence of the connection IDis negotiated
via a DTLS extension. It also defines a DTLS 1.3 post-handshake
message to change connection ids.

2. Conventions and Term nol ogy
The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

The reader is assunmed to be famliar with the DTLS specifications
since this docunment defines an extension to DTLS 1.2 and DTLS 1. 3.

3. The "connection_id" Extension

Thi s docunent defines a new extension type (connection_id(TBD)),
which is used in CientHello and ServerHel |l o nessages.

The extension type is specified as foll ows.
enum {

connection_id(TBD), (65535)
} Ext ensionType;
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The extension_data field of this extension, when included in the
ClientHell o, MJST contain the CID structure, which contains the CID
which the client wishes the server to use when sendi ng nessages
towards it. A zero-length value indicates that the client is
prepared to send with a connection |ID but does not wi sh the server to
use one when sending (alternately, this can be interpreted as the
client wishes the server to use a zero-length CID; the result is the
sane) .

struct {
opaque ci d<0..2"8-1>;
} Connecti onl d;

A server which is willing to use CIDs will respond with its own
"connection_id" extension, containing the CID which it w shes the
client to use when sending nessages towards it. A zero-length val ue
i ndicates that the server will send with the client’s C D but does
not wish the client to use a CID (or again, alternately, to use a
zero-length CID).

When a session is resunmed, the "connection_id" extension is
negoti ated afresh, not retained from previous connections in the
sessi on.

This is effectively the sinplest possible design that will work.
Previ ous design ideas for using cryptographically generated session
ids, either using hash chains or public key encryption, were

di smissed due to their inefficient designs. Note that a client

al ways has the chance to fall-back to a full handshake or nore
precisely to a handshake that uses session resunption (DTLS 1.2

| anguage) or to a PSK-based handshake using the ticket-based

appr oach.

Because each party sends in the extension _data the value that it wll
receive as a connection identifier in encrypted records, it is

possi ble for an endpoint to use a globally constant | ength for such
connection identifiers. This can in turn ease parsing and connection
| ookup, for exanple by having the Iength in question be a conpil e-
time constant. Note that such inplenentations nust still be able to
send other length connection identifiers to other parties.

In DTLS 1.2, connection ids are exchanged at the begi nning of the
DTLS session only. There is no dedicated "connection id update”
message that allows new connection ids to be established nid-session
because DTLS 1.2 in general does not allow post-handshake nessages
that do not thensel ves begi n other handshakes. |In DTLS 1.3, which
does al |l ow such nessages, we use post-handshake nessage to update the
connection ID Section 4 and to request new |Ds.
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DTLS 1.2 peers switch to the new record | ayer format when encryption
is enabled. The same is true for DILS 1.3 but since the DILS 1.3
enabl es encryption early in the handshake phase the connection ID
will be enabled earlier. For this reason, the connection ID needs to
go in the DTLS 1.3 ServerHello.

4. Post-Handshake Messages

In DTILS 1.3, if the client and server have negotiated the
"connection_id" extension, either side can send a new connection ID
which it wishes the other side to use in a NewConnectionld nmessage:

enum {
cid_i mediate(0), cid_spare(l), (255)
} Connecti onl dUsage;

struct {
opaque ci d<0..2"8-1>
Connecti onl dUsage usage;
} NewConnecti onl d;
cid Indicates the CID which the sender wi shes the peer to use.

usage Indicates whether the new CID should be used imedi ately or is

a spare. |If usage is set to "cid_inmmediate", then the new CID
MUST be used imediately for all future records. |If it is set to
"cid_spare", then either CI D MAY be used, as described in

Section 7.

If the client and server have negotiated the "connection_id"
extension, either side can request a new Cl D using the
Request Connecti onl d nmessage.

struct {
} Request Connecti onl d;

Endpoi nts SHOULD respond to Request Connectionld by sending a
NewConnectionld with usage "cid_spare" as soon as possible. Note
that an endpoi nt MAY ignore requests which it considers excessive
(though they MJST be ACKed as usual).

5. Record Layer Extensions
This extension is applicable for use with DILS 1.2 and DTLS 1. 3.

This extension can be used with the optimzed DTILS 1.3 record | ayer
f ormat .
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Figure 1 and Figure 2 illustrate the record formats of DTLS 1.2 and
DTLS 1.3, respectively.

struct {
Cont ent Type type;
Pr ot ocol Versi on versi on;
ui nt 16 epoch;
ui nt 48 sequence_nunber;
opaque cid[cid_l ength]; /1l New field
uint16 | ength;
sel ect (G pher Spec. ci pher _type) {
case bl ock: CenericBl ockC pher
case aead: Gener i cAEADCI pher
} fragnent;
} DTLSCi phertext;

Figure 1: DTLS 1.2 Record Format with Connection ID

struct {
opaque content[ DTLSPI ai nt ext. | ength];
Cont ent Type type;
uint8 zeros[length_of padding];

} DTLSI nner Pl ai nt ext;

struct {
Cont ent Type opaque_type = 23; /* application_data */
Prot ocol Version | egacy_record_version = {254,253); // DILSv1. 2

ui nt 16 epoch; /] DTLS-related field
ui nt 48 sequence_nunber; /] DTLS-related field
opaque cid[cid_| ength]; /1l New field

uint16 | ength;
opaque encrypted_record[l ength];
} DTLSCi phertext;
Figure 2: DTLS 1.3 Record Format with Connection ID

Besides the "cid" field, all other fields are defined in the DILS 1.2
and DTLS 1.3 specifications.

Note that for both record formats, it is not possible to parse the
records w thout knowing if the connection IDis in use and how | ong
it is.

6. Exanples

Bel ow i s an exanpl e exchange for DTLS 1.3 using a single connection
idin each direction
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Cient Server
ClientHello
(connecti on_i d=5)
-------- >
<-------- Hel | oRet r yRequest
(cooki e)
dientHello —-eeoo-- >
(connecti on_i d=5)
+cooki e
<-------- ServerHel |l o
(connecti on_i d=100)
Encr ypt edExt ensi ons
(ci d=5)
Certificate
(ci d=5b)
CertificateVerify
(ci d=b)
Fi ni shed
(ci d=5)
Certificate  a------- >
(ci d=100)
CertificateVerify
(ci d=100)
Fi ni shed
(ci d=100)
<m------- Ack
(ci d=5b)
Application Data —=======>
(ci d=100)
<======== Application Data
(cid=5b)

Figure 3: Exanple DTLS 1.3 Exchange with Connection |Ds

Bel ow i s an exanpl e exchange for DTLS 1.2 using a connection id used
uni-directionally fromthe client to the server.
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Cient Server
ClientHello
(connecti on_i d=enpty)
-------- >
<-------- Hel | oVeri f yRequest
(cooki e)
ClientHello  —--eenn- >
(connecti on_i d=enpty)
+cooki e
S ServerHel |l o
(connecti on_i d=100)
Certificate
Ser ver KeyExchange
Certificat eRequest
Server Hel | oDone
Certificate  -------- >
Cl i ent KeyExchange
CertificateVerify
[ ChangeCGi pher Spec]
Fi ni shed
(ci d=100)
<-m-m---- [ ChangeCi pher Spec]
Fi ni shed
Application Data ========>
(ci d=100)
<======== Application Data

Fi gure 4: Exanple DTLS 1.2 Exchange wi th Connection |IDs
7. Security and Privacy Considerations

The connection id replaces the previously used 5-tuple and, as such
i ntroduces an identifier that renmains persistent during the lifetine
of a DTLS connection. Every identifier introduces the risk of
linkability, as explained in [ RFC6973].

In addition, endpoints can use the connection IDto attach arbitrary
nmet adata to each record they receive. This nmay be used as a

mechani smto conmuni cate per-connection to on-path observers. There
is no straightforward way to address this with connection |IDs that
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9.

9.

contain arbitrary val ues; inplenmentations concerned about this SHOULD
refuse to use connection ids.

An on-path adversary, who is able to observe the DILS 1.2 protoco
exchanges between the DTLS client and the DTLS server, is able to
link the observed payl oads to all subsequent payl oads carrying the
same connection id pair (for bi-directional conmunication). In DILS
1.3, it is possible to provide new encrypted connection |IDs, though
of course those IDs are imedi ately used on the wire. Wthout nmulti-
hom ng and nobility the use of the connection id is not different to
the use of the 5-tuple.

Wth nulti-hom ng, an adversary is able to correlate the

communi cation interaction over the two paths, which adds further
privacy concerns. |In order to prevent this, inplenmentations SHOULD
attenpt to use fresh connection | Ds whenever they change | oca
addresses or ports (though this is not always possible to detect).
In DTLS 1.3, The Request Connectionld nessage can be used to ask for
new I Ds in order to ensure that you have a pool of suitable IDs.

Thi s docunment does not change the security properties of DILS 1.2

[ RFC6347] and DTLS 1.3 [I-D.ietf-tls-dtlsl13]. It nerely provides a
nmore robust nechani smfor associating an inconing packet with a
stored security context.

[[ OPEN | SSUE: Sequence nunbers | eak connection IDs. W need to
update the docunent to address this. One possibility would be the
techni que docunented in https://quicwg. github.io/base-drafts/draft-
i etf-quic-transport. htm #packet - nunber -gap.]]

| ANA Consi derati ons

I ANA is requested to allocate an entry to the existing TLS
"Ext ensi onType Val ues" registry, defined in [RFC5246], for
connection_id(TBD) defined in this docunent.

I ANA is requested to allocate two values in the "TLS Handshake Type"
registry, defined in [RFC5246], for request_connection_id (TBD), and
new _connection_id (TBD), as defined in this docunent.
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