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Abstract

Thi s docunent describes an extension for TLS and DTLS to protect the
server from Deni al of Service attacks agai nst the handshake protocol,
carried out by an on-path adversary. The extension includes a nonce
and a Message Authentication Code (MAC) over that nonce, encoded as a
Handshake Token that a Trust Anchor entity computes and provides to
the client. The server registered at the Trust Anchor verifies the
MAC to determ ne whether continuing or aborting the handshake.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

Servers running TLS [ RFC5246][I-D.ietf-tls-tlsl13] and DILS

[ RFC6347][I-D.ietf-tls-dtl1sl13] are vulnerable to Denial of Service
(DoS) attacks during the very first step of the handshake protocol
That is, an adversary can repeatedly send dientHell o nmessages to the
server and induce it to perform conputati ons and execut e handshakes,
bef ore stoppi ng handshake executions and nake the server hold state
open.

DTLS 1.2 as well as both TLS 1.3 and DTLS 1.3 provide the optiona
Cooki e exchange as possible solution to mtigate this DoS attack
This mechanismis specifically oriented towards adversaries that are
not on-path. That is, the Cookie exchange nmakes the attack nore
complicated to mount. However, a well deternined and resourceful on-
pat h adversary, able to spoof valid |IP addresses, can stil
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successfully performthe DoS attack, by intercepting the possible
server response including the Cookie and then echoing it in the
second ClientHello. This is in particular possible if the handshake
does not use Pre-Shared Key exchange nodes.

More specifically, the handshake protocol is exposed to DoS attacks
nmount ed by an on-path adversary, ranging nmininmally froma nan-on-the-
side (i.e. able to read and inject traffic, but not block) to
maximally a full active adversary (i.e. able also to block traffic).

Dependi ng on the specific protocol version and the key establi shnent
node used in the handshake, the attack inpact can range froma single
reply triggered by invalid dientHello nessages, to the server
perform ng advanced handshake steps with consequent setup of invalid
hal f - open sessions. Especially if perforned in a | arge-scale and
distributed manner, this attack can thwart perfornmance and service
availability of (D)TLS servers. Mreover, the attack can be
particularly effective in application scenarios where servers are
resour ce-constrai ned devices runni ng DTLS over |ow power, | ow
bandwi dt h and | ossy networks.

This specification describes a "dos_protection" extension for TLS and
DTLS, included into CientHello nmessages in order to mark them as
valid and neutralize the DoS attacks nentioned above. |n essence,
the "dos_protection" extension includes a Handshake Token encoding a
nonce and a Message Aut hentication Code (MAC) conputed over that
nonce. Upon receiving the CientHello nmessage, the server checks the
MAC conveyed in the Handshake Token, and determ nes whether to either
continue the handshake or to inmediately abort it.

The proposed nethod relies on a Trust Anchor (TA) entity, which is in
a trust relation with the server, and authorizes the client to
establish a secure session with the server. |In particular, the Trust
Anchor conputes the MAC encoded in the Handshake Token, before
providing the latter to the client.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capital s, as shown here

Readers are expected to be famliar with terns and concepts rel ated
to TLS 1.2 [RFC5246] and DTLS 1.2 [RFC6347], as well as to TLS 1.3
[I-Dietf-tls-tlsl13] and DILS 1.3 [I-D.ietf-tls-dtlsl1l3], with
particular reference to their respective handshake protocol
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This docunment refers also to the follow ng term nol ogy.

0 Trust Anchor (TA): a trusted third party with a security
association with the (D) TLS server. Conpared to each single
(D) TLS server it is associated to, the Trust Anchor is usually
equi pped with significant |larger anounts of resources, especially
in terms of conputing power and nmenory availability.

o Master Key (K. M: a long-termsynmmretric key shared between the
Trust Anchor and the server

0 Handshake Token (T): piece of information provided by the Trust
Anchor to a client intending to start a handshake with the server

The Handshake Token is opaque to the client, i.e. the semantics of
t he Handshake Token are intelligible only to the Trust Anchor and
the server.

o0 Nonce (N): an unsigned integer value used by the Trust Anchor to
produce a fresh Handshake Token. The Trust Anchor maintains a
pai rwi se counter separately for each associ ated server, in order
to produce Nonce val ues

2. DoS Protection Extension
2.1. Extension Type
This specification extends the ExtensionType enum as foll ows:
enum {
dos_protection(TBD),
(65535)
} Extensi onType;
2.2. Extension Data

The "extension_data" field of the "dos_protection" extension contains
the follow ng information

struct {
opaque handshake_t oken;
} extension_data content;

The "handshake token" field is intended to include the Handshake
Token generated by the Trust Anchor. The Handshake Token encodes a
nonce and a Message Aut hentication Code (MAC) conputed over the
nonce.
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3. Pr ot ocol overvi ew

Bef ore beconming fully operational, the server S registers at the TA
through a secure conmuni cation channel or other out-of-band neans. A
server is registered at one TA only, while the same TA can be
associated to nultiple servers.

For each registered server S, the TA and S nmaintain a pairw se
counter z_S, associated to that server and encoded as an unsigned
integer. Upon S's registration, S and the TAinitialize z Sto 0 and
establish a long-termsymetric key K M The specific nmeans to
establish K Mare out of the scope of this specification.

The rest of this docunent refers to H as a hash function and to an
HVAC [ RFC2104] relying on H The TA and the server MJST support the
hash function SHA-256.

Figure 1 shows the nmessages exchanged between the client (C), the
Trust Anchor (TA) and the server (S).

C TA S
I I I
| | { Shared key K M} |
I I I
| --- Request handshake with S ---> | |
() | I I
| <------- Handshake Token -------- | |
I I I
s | |
| ClientHello with "dos_protection" extension |
(2) | --mmmmmmmmmm e > |
| I ncl udi ng the Handshake Token |
I I
- I I
| ! |
(3) | [<-------------- Next handshake steps -------------- >] |
I I
I I

Figure 1: Protocol Overview

Step (1) concerns a client Cthat intends to start a (D) TLS session
with the server S. That is, C contacts the TA and specifies its
intention to start a (D) TLS handshake with S. The client C can rely
on services such as [I-D.ietf-core-resource-directory] to know what
is the specific TA associated to S. Al conmuni cations between C and
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the TA nust be secured, ensuring integrity, source authentication
confidentiality and replay protection of exchanged nessages. The
specific neans to secure conmuni cati ons between C and the TA are out
of the scope of this specification

The TA nust verify that Cis authorized to establish a (D) TLS session
with S. To this end, the TA can directly authorize the client, or
expect the client to upload authorization evidence previously
obtained froma trusted entity. Conpared with nodels based on

proxi es, this approach does not require particular adaptations to the
communi cati on between clients and servers. The specific

aut hori zation process of clients is out of the scope of this

speci fication.

In case of successful authorization, the TA provides Cwith a fresh
Handshake Token, whi ch encodes a nonce as well as a Message

Aut henti cati on Code (MAC) conputed over the nonce using the key K M
The Handshake Token is opaque to the client. Besides, the client
nmust consume this Handshake Token right away, and in particul ar

bef ore asking the TA for a new Handshake Token intended for the sane
server S

During Step (2), C prepares the CientHello nessage addressed to S
including the "dos_protection" extension defined in Section 2. In
particul ar, the extension includes the Handshake Token recei ved by
the TA, as content of the field "handshake token". Then, C sends the
ClientHell o nessage to S. The overall content and format of the
ClientHell o nessage depend on the specific version of (D)TLS

Upon receiving the ClientHell o nessage, the server S retrieves the
Handshake Token fromthe "dos_protection" extension. Then, Srelies
on the nonce included in the Handshake Token to check that the
ClientHell o nessage is not a replay. After that, S uses the key K M
to reconpute the MAC, and checks it against the MAC encoded in the
recei ved Handshake Token

In case the CientHello nmessage is fresh and the MACis valid, S

continues to Step (3), i.e., it proceeds with the handshake with C
O herwi se, S discards the CientHell o nessage and aborts the
handshake.

4., dient to Trust Anchor

The client C requests fromthe TA an authorization to open a new
(D) TLS session with the server S. That is, this step does not take
place if Cintends to resune a (D) TLS session previously established
with S. Considerations about session resunption are provided in
Section 8.
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In case of successful authorization, the TA selects the nonce N as
the current value of the pairw se counter z_S associated to S. Then
the TA perforns the follow ng actions.

1. It sets the variable token_nonce to the nonce N
2. It conputes a MAC as the output of HVAC(K M H(token_nonce)).
3. It builds a Handshake Token incl udi ng token_nonce and the MAC.

After that, the TA provides the Handshake Token to C, and increnents
the counter z_S by 1.

The TA handl es a wrap-around of the counter z_S by renew ng the
Master Key K M as described in Section 9.3.

5. dient to Server

This section considers a client Cintending to establish a new (D) TLS
session with S. Considerations about session resunption are provided
in Section 8.

Once it has received the Handshake Token fromthe TA, the client C
must consune it right away, by including it in a ClientHello nessage
addressed to the server S. In particular, the client C nust consune
thi s Handshake Token before asking the TA for a new one intended for
the sane server S. The client C considers the Handshake Token
consunmed, and hence discards it, once received a valid ServerHello
message during the same handshake with the server S

Furthernore, the client discards a Handshake Token al so in case of
handshake abortion due to too many retransm ssions of a same
ClientHell o nessage. In such a case, the client nust ask the TA for
a new, i.e. fresh, Handshake Token and start over a new handshake
with the server S

When preparing the CientHell o nessage, the client C proceeds as

fol |l ows.
1. It builds the "dos _protection" extension defined in Section 2
2. It includes the Handshake Token received fromthe TA in the

"handshake_t oken" field of the "dos_protection" extension
3. It includes the "dos_protection” extension into the CientHello

message, consistently with what is mandated and recommended by
the specific version of (D)TLS
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Once the dientHell o message has been conpletely prepared, C
transmits it to S. Note that Cretransmits exactly the sane
"dos_protection” extension fromthis first dientHello nessage, in
case it sends a second ClientHell o nessage as a reply to a

Hel | oVerifyRequest in DTLS 1.2 or a Hell oRetryRequest in (D) TLS 1. 3.

6. Server Processing

This section considers a server S receiving a CUientHell o nessage
fromC for initiating a new (D) TLS session. Considerations on
session resunption are provided in Section 8.

A server MAY require clients to send a valid "dos_protection”
extension. A server requiring this MJST respond to a ClientHello

| acki ng a "dos_protection” extension by term nating the handshake,
with a "m ssing extension" alert if the client has shown support for
(D TLS 1.3, or a "handshake failure" alert otherw se

Upon receiving the first dientHello nmessage fromC, the server S
retrieves the Handshake Token fromthe "handshake token" field of the
"dos_protection" extension.

Then, the server S MJUST check that the CientHell o nessage is not a
replay. Section 7 of this specification describes a possible nethod
to performthe anti-replay check, based on the nonce encoded in the
Handhshake Token. |If the CientHello message is found to be not
fresh, then S discards it and term nates the handshake with a
"handshake failure" alert.

If the dientHello nmessage is found to be fresh, then S perforns the
foll owi ng actions.

1. It retrieves token_nonce fromthe Handshake Token
2. It conputes a MAC as the output of HVAC(K M H(token_nonce)).
If the conmputed MAC differs fromthe MAC encoded in the Handshake
Token, S discards the ClientHello nessage and termi nates the
handshake with a "handshake failure" alert. Qherw se, S continues
perform ng the handshake with C

7. Replay Protection
This section describes a possible nethod to performanti-replay

checks on received dientHell o nessages, based on the nonce encoded
in the Handshake Token as token_nonce.
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The server S nmaintains a sliding window Wof size A as a pair {w,
w_b}, where wis an A-bit vector and w b indicates the current |eft
bound of W That is, wb indicates the | owest value that S can
accept as the nonce N encoded in the Handshake Token as token_nonce.
Upon startup, S sets wb to 0 and all bits in wto O.

Upon receiving a ClientHell o nmessage for establishing a new (D) TLS
session, the server S considers the nonce N encoded in the Handshake
Token as token_nonce, and perforns the followi ng checks. As an
exanple, the follow ng considers a 32-bit nonce N

o If N<wb, then S discards the CientHello message and terninates
t he handshake.

o If wb <= N<mn(wb + A 2732), then S defines i = (N- w_b),
and checks the i-th bit of vector w If such bit is set to 1,
i.e. the sane nonce N has been already used, then S discards the
ClientHell o nessage and termi nates the handshake. |Instead, if
such bit is set to 0, then S proceeds with processing the
"dos_protection" extension as described in Section 6

o If (wb + A <= N< 27232, then S proceeds with processing the
"dos_protection" extension as described in Section 6

During this handshake execution, S discards any possible first
ClientHell o nessage including the sane nonce N encoded in the
Handshake Token as token_nonce.

Once the handshake has been successfully conpleted, S checks whether
the condition N>= wb is still valid. In such a case, S updates the
wi ndow Was follows.

o If wb<=N<mnmn(wb + A 2732), then S defines i = (N - w.Db) and
sets the i-th bit of vector wto 1, so nmarking N as used.
| nst ead,

o if (wb+ A <= N< 2732, then S defines w = (N- A+ 1) and
updates vector was w=w >> (w - wb), where '>> is the
unsigned right bit shift operator. After that, S updates w_b as
wb =w. Finally, S definesi = (N- wb) and sets the i-th bit
of vector wto 1, so nmarking N as used.

The wi ndow si ze A should be deterni ned based on the expected
frequency of new session establishnments on the server S. Evidently,
the larger the window, the nore accurate is the replay protection
but the greater the nenory overhead on the server side.
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Furthernmore, the wi ndow size A should take into account the tine
required for a client to request and get a Handshake Token fromthe
TA, as well as to to deliver it to the (D) TLS server in the
ClientHell o nessage. This is necessary in order to avoid that the
sl i di ng wi ndow advances too fast, and hence that the (D) TLS server
di scards such dientHell o nessages as stale.

8. Session Resunption

In case a client C sends a ClientHell o nessage asking to resune a
session, the server Srelies on the existing association with C and
hence does not need a further assertion of client’s validity fromthe
TA. In addition, S can rely on the Cient Hello Recording nmechani sm
described in Section 8 of [I-D.ietf-tls-tls13], in order to perform
anti-replay checks on CientHello nmessages asking for session
resunption.

As a consequence, the "dos _protection" extension defined in Section 2
is not strictly necessary in CientHell o nessages sent for session
resunpti on.

However, Section 7.4.1.4 of [RFC5246] states that a client asking for
session resunpti on SHOULD send the sane extensions as it would if it
was not attenpting resunption. At the sane tine, it states that nost
extensions are relevant only when a new session is initiated, and
hence the server would not process themin case of session
resunpti on.

In accordance with such guidelines, a server S can possibly instruct
the TA to also provide requesting clients with a snmall nunber R of
addi ti onal Resunption Tokens.

In order to compute each of the Resunption Tokens for a sanme request
froma given client, the TA MJST use the sane nonce value N used to

conmput e the Handshake Token (see Section 4). |In particular, the TA
computes the i-th Resunption Token, 0 <= i < R as follows.
1. It sets the variable token_nonce to (N + i), where '+ is the

concat enat e oper at or
2. It conputes a MAC as the output of HVAC(K M H(token_nonce)).

3. It builds the i-th Resunption Token including token_nonce and the
MAC.

Finally, the TA provides the requesting client with the Handshake

Token and the additional Resunption Tokens. The client MJST use the
Handshake Token during a handshake with S for session initiation, as
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described in Section 5. The client MJST use the i-th Resunption
Token upon attenpting the i-th resunption of that session. After it
has used all the Resunption Tokens received fromthe TA, the client
must assune that S does not support further resunptions of the sanme
sessi on.

Upon receiving a CientHello message from C asking to resune a
session, the server S verifies the MAC encoded in the Resunption
Token as described in Section 6. However, S does not rely on the
"dos_protection"” extension and the token_nonce in the Resunption
Token to performan anti-replay check.

Further details about session resunption are defined in the (D) TLS
specifications of the different respective versions.

9. Security Considerations

This specification does not change the intended security properties
of TLS and DTLS. Additional security aspects are discussed bel ow

9.1. Security Effectiveness

The MAC encoded in the "dos_protection" extension as part of the
Handshake Token is conputed only over the ’'token_nonce’ part of the
sane Handshake Token. That is, a server S can actually assert the
validity and freshness of the Handshake Token only, rather than of
the whole dientHell o nmessage.

As a consequence, an on-path adversary can intercept ClientHello
messages sent by legitinate clients, retrieve the "dos_protection”
extension, and then use it inside forged CientHell o nessages

i njected and addressed to the server. However, this practically

di spl ays negligi bl e consequences in terns of additional inpact on the
server, as discussed in the foll ow ng.

On one hand, a man-on-the-side adversary, namely able to intercept
and inject traffic but not block, can, with reasonable effort,

exploit the limtation above in order to induce the server to

negoti ate nore expensive cipher suites, which is fair to consider as
a weak attack achievenent. Furthernore, the injection of such forged
ClientHell o nessages including a stolen "dos_protection"” extension is
anyway rate limted by the nunber of legitimate clients and the
frequency of their handshake executi ons.

On the other hand, a full active adversary, nanely able to al so bl ock
traffic, would not even bother to inject forged ClientHell o nessages
including a stolen "dos_protection" extension. |In fact, (s)he can
nmore easily let the server process handshake nessages fromlegitimate
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clients during handhshake early phases, and later on bl ock specific
client messages during handshake advanced phases, so | eaving the
server with several half-open sessions and open states. Again, this
is anyway rate limted by the nunber of legitimate clients and the
frequency of their handshake executi ons.

9.2. Trust Anchor as Target

Conmuni cati ons between clients and the TA may be secured by neans of
(D TLS, with the TA acting as server. 1In such a case, the TA becones
also a target for the DoS attack addressed in this specification

On the other hand, TAs are expected to be equipped with plentiful of
resources, i.e. in significant |arger amounts than each of the
associ ated (D) TLS servers. That is, given a class of adversary
targeting a nunber of (D)TLS servers, the corresponding TA is
practically not a feasible target for that adversary.

Besides, while it is infeasible to expect a considerably high nunber
of (resource-contrained) (D) TLS servers to be robust agai nst DoS by
construction, it is instead feasible to have relatively few depl oyed
TAs which are able to endure this attack when carried out against
them This might in turn encourage an adversary to rather target a
TA, in order to indirectly nmake the (D) TLS servers unavailable to
serve clients. However, as discussed above, a class of adversary
targeting a (D) TLS server is not supposed to have sufficient
resources to effectively conpronise the availability of the
correspondi ng TA

Furthernore, a typical starting point for an adversary consists in
identifying the set of victimservers, as belonging to the sane

appl i cation/adm nistrative domain(s) or network segnent(s). Hence,
the adversary would be notivated in targeting the TA(s) associated to
the (D) TLS servers in those segnents. As an additional deterrent,

(D) TLS servers in a sane segnent or donmain can thus be registered at
different TAs, in order to further reduce the feasibility and spread
the effectiveness of attacks rather addressed agai nst those TAs.

9.3. Renewal of Long-Term Key K M

Wiile it can practically take a | ong anount of tinme, the pairw se
counter z_S nmaintained by the TA and associated to S eventual ly wraps
around. When this happens, the TA MJST revoke the key K M shared
with S, in order to not reuse {K_ M N} pairs when buil di ng Handshake
Tokens for requesting clients.

In particular, when the counter z_S waps-around, the TA MJST perform
the followi ng actions.
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1. It stops accepting requests related to S fromclients.

2. It securely generates a new long-termkey K M and securely
provides it to S

3. It resunes serving requests related to S fromclients, using the
new K Mto conmpute MACs when buil di ng Handshake Tokens.

9. 4. Rate Limt to Nonce Rel ease

It is RECOWENDED that the TA does not rel ease Handshake Tokens to
clients beyond a maximumrate. This prevents a client with
legitimate credentials from quickly consuning the nonce space
associated to S, and thus nmaking the TA unable to serve other
clients.

10. | ANA Consi derati ons

I ANA is requested to allocate an entry to the existing TLS
"Ext ensi onType" registry defined in [RFC5246] and originally created
in [RFC4366], for dos_protection (TBD) defined in this docunent.
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