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Abst r act

Thi s docunment describes nechanisns to allow CT |og submitters to
submit nane redacted certificates. Wile public Certificate
Transparency (CT) logs all ow anyone to observe server certificates
and nmake confident to trust Certificate Authorities (CAs), there are
some problens scaling to nass devices. This docunent presents sone
use cases, and describes a use of name redacted certificates that
retains nost of the security benefits that gained from using
Certificate Transparency.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roduction

***x* Scope/ position of this docunent will be discussed at | ETF 100
Si ngapor e*****

Many devices comunicate with TLS. These devices incl ude

surveill ance canmeras and Network Attached Storage. Such devices use

server certificates to communi cate with ot her devices such as smart

QOO NNOOOODTTOARPRAWWWN

phones. The nunber of these TLS-comuni cating devices is expected to

grow exponentially. In contrast, searchable mass devices may assi st

attackers (typically, to construct a botnet). |In this docunent, |
descri be needs of nane redaction for those devices’ certificates.
Their certificates are typically issued by an internedi ate

certificate authority, which is tied to the device vendor or service

provi der.

On the other hand, there are sonme organi zati ons who issue
certificates only for their own domain space (with global IP
address). For that case, CA/ BForum defines "technical constrained
internmedi ate certificate authority”, and allows organi zations to
noderate portions of the audit process CA/ BForum BR1.5.1
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[EV.Certificate. Guidelines], according to lintation of influence in
case of miss issuance.

However, Certificate Transparency vl [ RFC6962] and current v2 |-
D.ietf-trans-rfc6962-bis26 [I-D.ietf-trans-rfc6962-bis] describe
protocols for publicly logging all TLS server certificates issued by
publicly trusted CAs. CT log server also store certificates with
above uses, and can end up assisting attacker in hijacking nassive
nunbers of devices. |In addition, it would increase burden of CT Iog
server near future, by exponential increase of mass devices.

| -D.draft-strad-trans-redaction-01
[I-D.draft-strad-trans-redacti on-01] focused on end-entity’s privacy
wi th name redaction. This document focuses on other aspects, such as
avoi ding | ack of scalability, or prohibiting use on |large scale
Botnet. | believe this docunent will reinforce discussion of |-
D.draft-strad-trans-redaction-01
[I-D.draft-strad-trans-redacti on-01].

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Ter m nol ogy

This docunent relies on terninology and data structures defined in
[ RFC-6962- Bl S-26], including STH, SCT.

Redact ed CT subni ssi on nechani sm

The technical part of this section refers to I-D.draft-strad-trans-
redaction-01 [I-D.draft-strad-trans-redacti on-01], since its
mechani sns are directly applicable to this docunent.

| describe the device scalability and security for three nane
redaction nmechani sms, in order of increasing inplenmentation
compl exity:

0 Using wildcard certificates (Section 4.1) is the sinplest option
but is not suitable for use with massi ve nunbers of devices.
Devices with a conmon wildcard certificate would need to share a
private key, which would increase risk of key | eakage
dramatical ly.

0 Logging a name-constrained internediate CA certificate in place of
the end-entity certificate (Section 4.2)covers nore, and is
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suitable for mass devices, according to scalability of Log server.
However it requires some non-scal abl e operations for CA (i.e.
i ssuing new internediate certificate.).

Domai n | abel redacti on nechani sm (Section 4.3) reduces the burden
on CA's operation. |In addition, flexible operation of mass
devices wi |l beconme possible for CAs. Furthernore, geonetric or
geographic information is very useful for managi ng nmass devi ce,
and service providers may want or try to use that information with
certificates. Therefore, if it were without a "nane constrained

i ntermedi ate" mechani sm this nechani sm m ght be needed to prevent
| ar ge-scal e physical attacks on devices with geonetric or
geographic information. However, this option increases the

i mpl ement ati on conpl exity consi derably.

***x*the rest of this section is parts of I-D.draft-strad-trans-
redaction-01 [I-D.draft-strad-trans-redacti on-Q1] ****x*

4.1.

Using Wldcard Certificates

A certificate containing a DNS-1D [ RFC6125] of "*.exanple.com could
be used to secure the devices under sonme donain
"t opsecret. exanpl e. cont

4. 2.

Usi ng a Nanme-Constrained Intermnmediate CA

An internediate CA certificate or internediate CA precertificate that
contains the Name Constraints [ RFC5280] extension MAY be | ogged in

pl ace of end-entity certificates issued by that internediate CA, as
long as all of the follow ng conditions are net:

0

there MJUST be a non-critical extension (O D 1.3.101.76, whose

ext nVal ue OCTET STRING contains ASN.1 NULL data (0x05 0x00)).
This extension is an explicit indication that it is acceptable to
not log certificates issued by this internediate CA

there MUST be a Nanme Constraints extension, in which
* pernittedSubtrees MJST specify one or nore dNSNanes.

* excl udedSubt rees MJST specify the entire |Pv4 and | Pv6 address
ranges.

Bel ow i s an exanpl e Name Constraints extension that neets these
condi tions:
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SEQUENCE {
OBJECT IDENTIFIER "2 5 29 30’
BOOLEAN TRUE
OCTET STRI NG encapsul ates {
SEQUENCE {
[0] {
SEQUENCE {
[2] '’ exampl e. con
}

}
(1] {
SEQUENCE {
[7] 00 00 00 00 00 00 00 00

}
SEQUENCE {
[7]
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

4.2.1. Presenting SCTs, Inclusion Proofs and STHs

Each SCT (and optional correspondi ng inclusion proof and STH)
presented by a TLS server, or included by a certification authority
in a Transparency Information X 509v3 extension in the

"si ngl eExt ensi ons" of a "Singl eResponse” in an OCSP response MAY
correspond to an internediate CA certificate or intermedi ate CA
precertificate (to which the server certificate chains) that neets
the requirenents in Section 4.2. This extends section TBD of CT v2
[I-D.ietf-trans-rfc6962-hbis], which specifies that SCT of
intermedi ate Certificate always corresponds to the server
certificates or to a precertificates that corresponds to that
certificate.

4.2.2. Matching an SCT to the Correct Certificate

Bef ore considering any SCT to be invalid, a TLS client MJST attenpt
to validate it against the server certificate and against each of the
zero or nore suitable name-constrained internmediates in the chain.
These certificates may be evaluated in the order they appear in the
chain, or indeed, in any order
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4.3. Redacting Labels in Precertificates

When creating a precertificate, the CA MAY include a
redact edSubj ect Al t Nane (Section 4.3.1) extension that contains, in a
redacted form the sanme entries that will be included in the
certificate's subjectAltNane extension. Wen the
redact edSubj ect Al t Nane extension is present in a precertificate, the
subj ect Al t Nane ext ension MJUST be omitted (even though it MJST be
present in the corresponding certificate).

Wl dcard "*" | abels MJUST NOT be redacted, but one or npbre non-
wi l dcard | abels in each DNS-1D [ RFC6125] can each be replaced with a
redacted | abel as foll ows:

REDACT( | abel )
_l abel _hash

prefix || BASE32(index || _I
LABELHASH( keyi d_l en || keyid

abel _hash)
|| label _Ien || |abel)

"label" is the case-sensitive |abel to be redacted.

"prefix" is the "?" character (ASCI| val ue 63).

"index" is the 1 byte index of a hash function in the CT hash
algorithmregistry (section TBD of [I-D.ietf-trans-rfc6962-bis]).
The val ue 255 is reserved.

"keyid_len" is the 1 byte length of the "keyid".

"keyid" is the keyldentifier fromthe Subject Key ldentifier
extension (section 4.2.1.2 of [RFC5280]), excluding the ASN. 1 OCTET
STRING tag and | ength bytes.

"l abel _len" is the 1 byte length of the "I abel"

"I |* denotes concatenation

"BASE32" is the Base 32 Encoding function (section 6 of [RFC4648]).
Pad characters MJUST NOT be appended to the encoded data.

"LABELHASH' is the hash function identified by "index".

4.3.1. redactedSubjectA tNane Certificate Extension
The redact edSubj ect Al t Name extension is a non-critical extension (OD
1.3.101.77) that is identical in structure to the subjectAltName

ext ensi on, except that DNS-I1Ds MAY contain redacted | abels
(Section 4.3).
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When used, the redactedSubject Al t Nanme extension MJST be present in
both the precertificate and the corresponding certificate.

This extension informs TLS clients of the DNS-1D | abel s that were
redacted and the degree of redaction, while ninimzing the conplexity
of TBSCertificate reconstruction (Section 4.3.3). Hashing the
redacted |l abels allows the legitimte domain owner to identify

whet her or not each redacted | abel correlates to a | abel they know
of .

Only DNS-I1D | abel s can be redacted using this nechanism However,
CAs can use the Section 4.2 nechanismto allow DNS donai n nane | abel s
in other subjectAltName entries to not appear in |ogs.

4.3.2. Verifying the redactedSubject Al t Nane extension

If the redactedSubject Alt Name extension is present, TLS clients MJST
check that the subjectAl tNane extension is present, that the
subj ect Al t Nane ext ension contains the sane nunber of entries as the
redact edSubj ect Al t Nane extensi on, and that each entry in the
subj ect Al t Nane extension has a matching entry at the same position in
t he redact edSubj ect Alt Nane extension. Two entries are matching if

ei ther:

o The two entries are identical; or
0 Both entries are DNS-1Ds, have the same nunber of |abels, and each
| abel in the subjectAltNane entry has a matching | abel at the sane
position in the redactedSubjectAl tNanme entry. Two |abels are
matching if either:
* The two | abels are identical; or,
* Neither label is "*" and the |abel fromthe
redact edSubj ect Alt Nane entry is equal to REDACT(I abel from
subj ect Al t Nane entry) (Section 4.3).

If any of these checks fail, the certificate MJUST NOT be consi dered
compl i ant.

4.3.3. Reconstructing the TBSCertificate
Section TBD of [I-D.ietf-trans-rfc6962-bis] describes how TLS clients
can reconstruct the TBSCertificate conponent of a precertificate from

a certificate, so that associated SCTs nmay be verified

If the redactedSubject Alt Name extension (Section 4.3.1) is present in
the certificate, TLS clients MJST al so
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o Verify the redactedSubject Al't Name extension agai nst the
subj ect Al t Nane extension according to Section 4. 3. 2.

0 Once verified, renove the subject A tNanme extension fromthe
TBSCertificate.

| ANA Consi derations
TBD
Security Considerations

TODO describe how CA can get assurance for domain owner’s control
over underling domain. It should contain some managenent nechani sm
and need further discuss.
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