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Abstr act
Thi s docunment specifies a general group keying protocol. It also

provi des use profiles for the application of this group keying
protocol to nulti-destination TRILL Extended RBri dge Channel nessage
security and TRILL over |P packet security.

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this docunent is unlimted. Comments shoul d be sent
to the authors or the TRILL working group mailing list:
trill @etf.org.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts.htnml. The list of Internet-Draft
Shadow Directories can be accessed at

http://ww. ietf.org/shadow. htm .
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1.

I nt roducti on

Thi s docunment specifies a general group keying protocol in Section 2.
In addition, it provides, in Section 3, the use profile for the
application of this group keying protocol to a case using DILS (TRILL
[ RFC6325] [RFC7780] Extended RBridge Channel nessage security
[RFC7178] [RFC7978]) and | Psec [TRILLoverIP}. It is anticipated that
there will be other uses for this group keying protocol.

1.1 Terninology and Acronyns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.
Thi s docunent uses terninology and acronyns defined in [ RFC6325] and
[ RFC7178]. Sonme of these are repeated bel ow for conveni ence al ong
with additional new terns and acronyns.

AES - Advanced Encryption Standard.

Data Label - VLAN or FGL.

DTLS - Datagram Transport Level Security [RFC6347].

FG - Fine Gained Label [RFC7172].

GKd - A distinguished station in a group that is in charge of
whi ch group keying (Section 2) is in use.

GKs - Stations in a group other than GKd (Section 2).
HKDF - Hash based Key Derivation Function [ RFC5869].
IS 1S - Internediate Systemto Internediate System [ RFC7176].

keying material - The set of a Key ID, a secret key, and a cypher
suite.

PDU - Protocol Data Unit.
QS - Quality of Service.
RBridge - An alternative termfor a TRILL swtch.

SHA - Secure Hash Al gorithm [ RFC6234].
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TRILL - Transparent Interconnection of Lots of Links or Tunnel ed
Routing in the Link Layer.

TRILL switch - A device that inplenents the TRILL protocol
[ RFC6325] [ RFC7780], sonetines referred to as an RBri dge.
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2. Group Keying Protocol

This section defines a general G oup Keying Protocol that provides
shared secret group keys. Any particular use of this protocol will
require profiling giving further details and specifics for that use.
The protocol is not suitable for discovery nessages but is intended
for use between nenbers of a group that have already established
pair-w se security.

2.1 Assunptions

The followi ng are assuned

- Al pairs of stations in the group can engage in pairw se
conmuni cati on wi th uni cast nessages and each can groupcast a
message to the other group nenbers.

- At any particular tine, there is a distinguished station GKd in
the group that is in charge of keying for the groupcast data
messages to be sent to the group. The group w de shared secret
keys established by GKd are referred to herein as "dynamnic"

keys.
- Pai rwi se keyi ng has been negoti ated between GKd and each ot her
station GKsl, GKs2, ... GKsN in the group. These keys are

referred to in this protocol as "pairw se" keys.

- One or nore keys, other than the dynamic or pairw se keys, each
of which is already in place at all group nenmber stations. These
are referred to as "stable" keys.

When keying material is stored by a station, it is acconpanied by a
"use flag" indicating whether or not that keying material is usable
for groupcast transmni ssions.

2.2 G oup Keying Procedure Overview

GKd sends uni cast keying nessages to the other stations in the group
and they respond as specified below and in further detail in the
particul ar use profiles for this Goup Keying Protocol. Al such
keyi ng nessages MJST be encrypted and aut henticated using the

pai rwi se keys as further specified in the use profile.

Typically, GKd sends a keying nessage to each GKs with keying
material. After successful acknow edgenent of receipt fromeach GKs,
GKd sends a keying nessage to each GKs instructing it to use the
dynani ¢ key GKd has set. It would be commopn for GKd to set a new
dynani c key at each GKs while an ol der dynanmic key is in use so that
GKd can nore pronptly roll over to the new key when appropriate.
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To avoid an indefinite build up of keying material at a GKs, keys
have a lifetime specified by &Kd and GKd can send a nessage del eting
a key. (CKd can also send a message indicating that a key is no

| onger to be used but leaving it set.) Should the space avail abl e at
a GKs for keying naterial be exhausted, on receipt of a Set Key
keyi ng nessage for a new key I D GKs discards a dynanmic key it has and
originates a Delete Key nmessage to the source of that dynam c key.

2.3 Transm ssion and Recei pt of Goup Data Messages

If a group has only two nenbers, then pairw se security is used
bet ween t hem

When a group has nore than two nenbers and a station in the group
transmits a data nmessage to the group, if the transmtter has one or
nmore keys set by GKd that it has been instructed to use, it uses one
of those keys and its associ ated cypher suite to groupcast the data
message. If it has no such key, then it uses serial unicast to send
the data nmessage to each other nmenber of the group, negotiating

pai rwi se keys with themif it does not already have such pairw se
keys. Thus it is a responsibility of GKd not to authorize the use of
a groupcast key until it knows that all the GKs have that key.

When a station in the group receives data that has been groupcast to
the group, if the receiver has the key referenced by the data nmessage
the receiver decrypts and verifies it. If verification fails or if
the receiver does not have the required key, the receiver discards
the data nmessage. Thus whet her CKs has been directed to "use" a key
by GKd is relevant only to transm ssion, not reception

2.4 Changes in G oup Menbership or GKd

When a new station joins the group, GKd should send that station the
currently in-use group key and instruct it to use that key and send
it other keys known to the group nenbers and intended for future use.

If CKd detects that one or nore stations that were nenmbers of the
group are no |longer nenbers of the group, it SHOULD generate and
distribute a new group key to the remaining group nenbers, instruct
themto use this new key, and delete fromthem any old keys known to
the departed group nenber station(s) or at least instructing themto
di suse such old keys that are narked for use; however, in the case of
groups with large and/or highly dynani c nenbership, where a station
m ght frequently |leave and then rejoin, it may, as a practica

matter, be necessary to rekey |ess frequently.
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A new group nmenber can beconme GKd due to the previous GKd | eaving the
group or a configuration change or the like. A GKs MJST NOT use
keying material set by a station that it determnes is not GKd. To
avoid a gap in service, a station that is not GKd MAY set keying
material at other stations in the group; however, such a non-CGKd
station cannot set the use flag for any such keying material. It is
RECOVENDED t hat the second highest priority station to be GKd set
such keying material at all other stations in the group. Should a
station run out of roomfor keying material, it SHOULD discard keying
material set by a station with lower priority to be GKd before

di scardi ng keying nmaterial set by a higher priority station and anong
keys set by GKd is SHOULD discard the lest recently used first.

2.5 Group Keying Messages

Keyi ng messages start with a Version nunmber. This document specifies
Version zero

Keyi ng messages are structured as

o a Version nunber,

0 a Response flag,

0 a Key ID Ilength,

o0 the Key ID of a stable key,

0 a group keying use profile identifier,

0 possible padding, and finally

0 an AES key w apped [ RFC5649] [ RFC3394] vector of additiona
fields wapped using the stable key identified and using
AES- 256, as shown in Figure 2.1 bel ow.

Keyi ng messages are al ways sent unicast and encrypted and
authenticated with the appropriate pairw se key, all as further
specified for the particular use profile. It will typically be
possible for GKd to cal cul ate the keyi ng nessage once, including the
AES wrappi ng under a stable key, then send that nmessage to various
GKs using the different pairw se keys for each GKs.
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e S e o
| Ver | R Keyl D1Lng]| 1 byte

R e ol s ok St S

| KeylD1 ... Keyl D1Lngt h bytes
s i o S N

| Use Type | 1 byte

R o e o

| Padl Length | 1 byte

R e ol s ok St S

| Paddi ng Padl Length bytes
e ok ok

| AES Wap Lengt h| 1 byte

e e e E o

I

| AES Wapped Materi al Vari abl e size
L-+-+-+-+-+-+-+-,..

Figure 2.1. Keying Message Structure

The fields in Figure 2.1 are as foll ows:

Ver

R -

- Group Keying protocol version. This docunent specifies
version zero

Response flag. If set to one, indicates a response nessage.
If set to zero, indicated a request or no-op nmessage.

Keyl D1Lngth, Keyl Dl - Keyl Dl identifies the stable AES-256 key

wr appi ng key (al so known as the Key Encrypting Key (KEK))

as further specified in the use profile. KeylDlLngth is a
5-bit field that gives the length of KeylDl in bytes as an
unsi gned i nt eger

Type - Specifies the particular group security use profile
such as RBridge Extension (Section 3) or IP link
[ TRI LLover | P].

Padl Length, Padl - Padding to obscure the non-padded nessage

AES

D. East| ake

size. Padl Length may be fromO to 255 and gives the length
of the padding as an unsigned integer. Each byte of padding
MUST be equal to Padl Length. For exanple, 3 bytes of
padding with I ength is 0x03030303.

Wap Length - An unsigned byte that gives the length of the
AES W apped Material in units of 8 bytes. The length of AES
key wapped material is, as specified in [ RFC5649], always

a multiple of 8 bytes (64 bits) and not |ess than 16 bytes.
Thus an AES Wap Length of 0 or 1 is invalid.
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AES W apped Material - The output of the AES Key Wapping
operation on the nessage vector of fields using the
speci fied stabl e key.

The vector of fields contained within the AES-256 key wapping is
specified for the various keying nessages in subsections below The
contents of this wapped vector are protected by the AES w appi ng as
wel | as being authenticated and super-encrypted by the pairw se keyed
security used for sending the overall keying nessage. The stable key
used for AES w apping MJST be different fromthe outer nessage

pai rwi se key.

Each group keying nessage contains, in the AES w apped vector of
fields, a nmessage type and a nessage | D set by the sender of a
request. These fields are returned in the correspondi ng response to
assist in the matching of response to requests, except that there is
no response to the No-Op nessage.

If no response is received to a request (other than a No-Op nessage)
for an anount of tine configurable in mlliseconds from1l to ( 2**15
- 1), the request is re-transnmitted with the sane nessage ID. These
retries can occur up to a configurable nunber of tines from1l to 8.
Unl ess ot herwi se provided in the particular use profile, the default
response delay threshold is 200 nmilliseconds and the default maxi mum
number of retries is 3.

Keyi ng messages are sent with a priority/ QS configurable on a per
devi ce per use type basis. The default priority/ Q@S is specified in
the use profile.

Since the nminimumlength of the AES Wapped Material is 16 bytes

[ RFC5649], the minimumvalid size of a keying nessage is 20 bytes,
even if KeylDl Length and Padl Length are zero. Al multi-byte fields
are in network order, that is, with the nost significant byte first.

2.6 Set Key Message

The structure of the wapped vector of fields for the Set Key keying
message is as showin Figure 2.2. A recipient automatically
determines the overall length provided for this vector of fields

i nside the AES wrapping as a byproduct of the process of AES

unwr appi ng [ RFC5649] .

D. Eastl ake [ Page 9]



| NTERNET- DRAFT TRILL: G oup Keying
e S e o
| Msg Type =1 | 1 bytes
B i i S S I T i i T S R
| Msg ID 3 bytes
i T T S e h Ch s i S S
| Pad2 Length | 1 bytes
e e E o
| Paddi ng Pad2 Length bytes
B el o e e O
| O her Vari abl e size
R i s ok Sk i N SR R R S
| Lifetine | 2 bytes
e e i ol e R SR
| Keyl D2 Length | 1 byte
B el o e e O
| KeylD2 ... Keyl D2 Length bytes
e e e
| Cypher SuitelLng| 1 byte
R T e
| CypherSuite ... Cypher Sui teLng bytes
L e e o
| Key .. Vari abl e size
B D b
Figure 2.2. Set Key Message Inner Structure
The fields are as foll ows:

Msg Type = 1 for Set Key nessage

Msg ID- A3 byte quantity to be included in the correspondi ng
response nmessage to assist in matching requests and
responses. Msg I D zero has a special meaning in responses
and MUST NOT be used in a Set Key nessage or any ot her
group keyi ng request nessage.

Pad2 Length, Pad2 - Padding to obscure the size of the unapdded
AES wr apped data. Pad2 Length may be fromO to 255 and
gives the length of the padding as an unsigned integer.
Each byte of padding MJUST be equal to Padl Length. For
exanple, 2 bytes of padding with I ength byte is 0x020202.

O her - Additional information if specified in the use profile.
If Oher information in this nessage is not nentioned in
the use profile, there is none and this portion of the
wrapped information is null. If a use profile specifies
O her information it nust be possible to deternmine its
Il ength so that following fields can be properly parsed and
so that the size of the Key field can be deduced; for
exanple, it could begin with a |l ength byte.
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Lifetime - A 2-byte unsigned integer. After that nunber of
seconds plus one second, the key and associated information
bei ng set MJST be di scarded. Unless otherw se specified for
a particular use profile of this group keying protocol, the
default Lifetine is 15,000 seconds or a little over four
hour s.

Keyl D2 Length, Keyl D2 - Keyl D2 identifies the group key and
associ ated informati on being set as further specified in
the use profile. KeylD2 Length is an unsigned byte that
gives the length of KeylD2 in bytes.

Cypher Sui teLng, CypherSuite - CypherSuite identifies the cypher
suite associated with the key being set as further
specified in the use profile. CypherSuite Length is an
unsi gned byte the gives the length of CypherSuite in bytes.

Key - This is the actually group shared secret keying material
being set. Its length is deduced fromthe overall |ength of
the vector of fields (found by the AES unw ap operation)
and the length of the preceding fields.

If GKs already has a dynamic key set under Keyl D2, the key's val ue
and associ ated cypher suite are conpared with those in the Set Key
messages. If they are the sane, the only receiver action is to update
the Lifetime information associated with Keyl D2 and send a Response
message. |If they are different, the lifetime, cypher suite, and key
(and possibly Oher material) are replaced, the use flag is cleared,
and a Response nessage sent.

2.7 Use, Delete, Disuse, or Deleted Key Messages
The structure of the wapped material for the Use Key, Delete Key,

and Di suse Key keyi ng nessages are the sanme as each ot her except for
the message type. This structure is shown in Figure 2.3
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e S e o
| Msg Type =t | 1 byte

B i i S S I T i i T S R

| Msg ID 3 bytes

i T T S e h Ch s i S S

| Pad2 Length | 1 bytes

e e E o

| Paddi ng Pad2 Length bytes
R e ol s ok St S

| O her Vari abl e size
e e E ok T

| KeylD2 Length | 1 byte

R o

| KeylD2 ... Keyl D2 bytes

B el o e e O

Figure 2.3. Use, Delete, Disuse, or Deleted Key Message
The Msg Type field specifies the particular nmessage as foll ows:

Msg Type Message

2 Use Key

3 Del et e Key
4 Di suse Key
5 Del et ed Key

The remaining fields are as specified in Section 2.4. Keyl D2
i ndi cates the key to be used, deleted, for which use should cease, or
whi ch has been del eted, depending on the nessage type.

It is RECOWENDED that these nessages be padded so as to be the same
length as a typical Set Key nessage.

The Delete Key is sent by a station believing itself to be GKd
instructing some GKs to delete a key. Wen a GKs spontaneously

del etes a key, it sends a Del eted Key nessage to the station from
which it received the key. The nmessage types for Delete Key and

Del eted Key are different to minimze confusion in corner cases such
as the GKd changing while nessages are in flight. The Msg ID used in
a Del eted Key nessage is created by the sending GKs from a space of
Msg | Ds associated with that G<s which is independent of the Msg |IDs
used in requests originated by GKd.

2.8 Response Message

The structure of the wapped material for the Response group keying
message is as show below in Figure 2.4. A response nessage is
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indicated by the Rbit in the first byte of the nessage outside the
key wr appi ng.

A response MUST NOT be sent due to the receipt of a response. The R
bit is outside of the key wapping so that this rule can be enforced
even in cases of difficulty in unw apping.

+- - - - - - - -+

| Msg Type = n | 1 byte

B s o T S e e i i et SIE TRIE RIS TR S S

| Msg ID 3 bytes

B e T i T e S S e T e S S e S e i s

| Pad2 Length | 1 bytes

B iy s S S S

| Paddi ng Pad2 Length bytes
B i e S S S

| O her Vari abl e size

+o e e e e e e -+

| Response Code | 1 byte

+- - - - - - - -+

| ReqgPartLength | 1 byte

B Tk i I S

| Request Part ReqPart Lenth bytes
+ +

Figure 2.4. Response Message | nner Structure

Except as specified below, the fields are as specified for the Key
Set nessage.

Msg Type, Msg ID - The content of these field is copied from
the message in reply to which this Response nessage is sent
unl ess there is an error that stops the replying station
fromdetermning them in that case the special value zero
is used for the Msg Type and Msg ID. Errors where the Mg
Type and I D could not be deternined are indicated by a
Response Code with its high order bit set to one, that is,
the Oblxxxxxxx bit set.

Response Code - An unsigned byte giving the response as
enunerated in Table 2.2 in Section 2.8.1. Any Response
Code other than a success indicates that the receiver took
no action on the request other than sending an error
Response nessage

ReqPartLength, Request Part: It is usually usefully to include
sonme or all of the request nessage in error responses.
- |If the Response Code high order two bits are zero, the
request succeeded and ReqgPartLength MJST be set to zero
so Request Part will be null.
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2.8.1 Response
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If the Response Code high order two bits are zero one
(0Ob01xxxxxx), then there was an error in the part of the
request inside the AES key w apping but the unw ap
process was successful. RegPartlLength is the |length of
the request nessage nmaterial included in the Request

Part field. The included request material is fromthe
unwr apped vector of fields started with the Msg Type
byt e.

If the Response Code high order bit is one (the
Ob1lxxxxxxx is set), then there was an error parsing the
mat eri al outside the AES key wap or an error in the AES
unw appi ng process. ReqPartlLength is the length of the
request message part included in the Request Part field.
The included part of the request starts with the first
byte of the nessage (the byte containing the version
response flag, and Keyl D1 Length).

Codes

The high order two bits of the Response Code have neaning as shown in

Tabl e 2. 1.

Top 2 Bits Cat egory

Success
AES wrap contents

0Ob10/ 11 Qutside of AES wrap contents

Response
Deci mal

2-47
48-63

64

65

66

68

69

70

71

72
73-111
112-127

D. East| ake

Response
Hex Meani ng
0x00 Success
0x01 Success and the key at an existing key |ID was
changed
0x02- 0x2F Unassi gned
0x30- 0x3F Reserved for special success codes defined in
use profiles
0x40 Mal formed inner fields (see Note 2 bel ow)
0x41 Unknown or zero Msg Type in a request
0x42 Zero Msg IDin a request
0x43 Invalid I ength Keyl D2
0x44 Unknown Keyl D2
0x45 Invalid I ength CypherSuite
0x46 Unknown CyperSuite
0x47 Bad Key (see Note 3 bel ow)
0x49- 0x6F Unassi gned
0x70- Ox7F Reserved for error codes defined in use
profiles and related to the AES w apped
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contents

128 0x80 Mal f ormed nessage (see Note 1 bel ow)

129 0x81 Invalid | ength Keyl D1

130 0x82 Unknown Keyl D1

131 0x83 Unknown Use Type

131 0x84 AES unwrap fails test 1, see Section 3
[ RFC5649]

132 0x85 AES unwrap fails test 2, see Section 3
[ RFC5649]

133 0x86 AES unwrap fails test 3, see Section 3
[ RFC5649]

134-175 0x86-0x7F Unassi gned

176- 191 0xBO- OxBF Reserved for error codes defined in use
profiles and related to parts of
message outside the AES wap contents

192 0xCo No keys set
193 oxC1 Ref erenced key unknown
194 oxC2 Ref erenced key known but use flag not set

195- 255 O0xC3- OxFF Reserved
Response Code Notes

Note 1 Message is too short or too |long, AES wapped material is too
short, Paddi ng bytes are not the required value, or simlar
fundamental nmessage format probl ens.

Note 2 The AES wrapped inner vector of fields is too short or too
| ong, Paddi ng bytes are not the required value, or simlar
fundanmental vector of fields fornat problens.

Note 3 Key is not a valid length for CypherSuite or other interna
checks on key (for exanple, parity bits in a 64 bit DES key
(not that you should be using DES)) fail.

2.8 No-Op Message

The No-Op nessage is a dummy nessage i ntended for use in disguising
met adat a deducabl e from keyi ng nmessage transnissions. It requires no
response al though a recipient can always decided to send a No-Op
message to a station fromwhich it has received such a nessage. The
vector of fields inside the AES key wap is as foll ows:
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- -+
g Type = 6 | 1 byte
Bl T T T SR S
ad2 Length [ 1 bytes
B i S R S
addi ng Pad2 Length bytes
B i S I SRR

B s S

+— T +— +
+ T+

Figure 2.5. No-Op Message Inner Structure
The Msg Type is set to 6 to indicate a No-Op nessage.

Pad2 Length and Padding are as specified in Section 2.6. It is
RECOMVENDED t hat Pad2 Length in a No-Op nmessage be such as to nake
its length the sane as the length of a typical Set Key message.

2.9 Ceneral Security Considerations

This section gives sone general security considerations of this group
keyi ng protocol as distinguished fromsecurity considerations of a
particul ar use profile.

The met hod by which the stations in the group discover each other is
specified in the group keying use profile. GKd controls group access
and generally | earns whatever it needs to know about GKs during the
pai rwi se authentication and pairw se keyi ng process.

The group keying provided by this protocol is shared secret keying.
This means that data nessages can only be authenticated as coning
from some group nenber but not as coming froma specific group
menber. If this level of authentication is insufficient, GKd can
simply not set keys or not set themas usable. This will force al
stations in the group that are configured to use security for nulti-
destination transmi ssions to the group to serial unicast data to the
ot her group nmenbers using pairw se keying.

The content val ue of padding fields in the G oup Keying protocol is

fixed so that it cannot be used as a covert channel. The |ength of
paddi ng could still be so used.
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3. DILS: Extended RBridge Channel G oup Keyed Security

This section specifies a profile of the group keying protocol defined
in Section 2. This profile provides shared secret keying to secure
mul ti-destination Extended RBridge Channel nessages [RFC7978]. The
keys put in place by the group keying protocol are available for use
as DTLS pre-shared keys with the DTLS and Conposite Security of

mul ti-destination Extended RBridge Channel nessages as specified in
Section 3. 2.

For this group keying use profile, a group is identified by TRILL
Data Label (VLAN or FG [RFC7172]) and consists of the data reachable
[RFC7780] RBridges with interest in that Data Label. GKd is the
RBridge in the group that, of those group nenbers supporting the
G oup Keying Protocol, is the highest priority to be a TRILL
distribution tree root. If not all nenbers of the group support the
Group Keying Protocol, then there are two cases for nulti-destination
Channel Tunnel RBridge Channel nessages:
(1) If the sender and at |east two other group nenbers support the
G oup Keying Protocol, it SHOULD, for efficiency, send a secured
mul ti-destination RBridge Channel nmessage to cover the group and
serially unicast to the group nenbers not supporting the G oup
Keyi ng Protocol
(2) In other cases the sender serially transmts the data to the
group nenbers using pairw se security.

3.1 Transmi ssion of G oup Keyi ng Messages

Keyi ng messages thensel ves are sent as uni cast Extended RBridge
Channel messages carrying a Group Keying protocol (see Section 5.2)
RBri dge Channel nessage. They MJST use DITLS Pairw se or Conposite
(STypes 2 or 3) security.

The Group Keying profile for this G oup Keying Use Type is as
fol | ows:

Priority of Group Keying nmessages for this SHOULD be 6 unl ess the
net wor kK manager chooses to use a |lower priority after
determning that such |ower priority group keyi ng nessages
will yield acceptable performance. Priority 7 SHOULD NOT be
used as it may cause interference with the establishment and
mai nt enance of adj acency.

Use Type =1

Keyl D1 Length = 2, KeylDl is an [ RFC5310] key |D.

Cypher SuiteLng = 2, CypherSuite is the cypher suite used in
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groupcast extended RBridge Channel data nessages for the
correspondi ng Keyl D2. This a DILS [ RFC6347] cypher suite.

Keyl D2 Length = 1, KeylD2 is the index under which a group key is
set. Group keys are, in effect, indexed by this Keyl D2 and
the nicknanme of the GKd as used in the Ingress N cknane
field of the TRILL Header of G oup Keyi ng nessages.

3.2 Transm ssion of Protected Multi-destination Data

Prot ect ed Extended RBri dge Channel [RFC7978] nessages are nulticast
(Mbit set to one in the TRILL Header) and set the SType field to a
new val ue for "Group Secured" (See Section 5.3). The data is
formatted as one byte of Key ID followed by data formatted as TLS 1.2
[ RFC5246] application_data using the cyphersuite and keying nmateri al
stored under the Key ID.
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4. TRILL Over I P G oup Keyed Security

This section specifies a profile of the group keying protocol defined
in Section 2. This profile provides shared secret keying to secure
TRILL over |IP nmessages [TRILLoverlP]. The keys put in place by the
group keying protocol are available for use as | PSEC keys.

For this group keying use profile, a group is identified by an IP
mul ti cast address and consists of the adjacent [RFC7177] RBridges
reachable with that nulticast address. GKd is the RBridge in the
group that, of those group nenbers supporting the G oup Keying
Protocol, has the highest priority to be a TRILL distribution tree
root. If not all menbers of the group support the G oup Keying
Protocol, then there are two cases for nulti-destination TRILL over
| P nessages:

(1) If the sender and at |east two other group nenbers support the
Group Keying Protocol, it SHOULD, for efficiency, send a secured
| PSEC nmessage to cover the group and serially unicast to the
group nenbers not supporting the G oup Keying Protocol.

(2) In other cases the sender serially transnits the data to the
group nenbers using pairw se security.

4.1 Transm ssion of Goup Keying Messages
t bd

Use Type = 2
t bd

4.2 Transmi ssion of Protected Multi-destination Data

t bd

D. Eastl ake [ Page 19]



| NTERNET- DRAFT TRILL: Group Keying

5. 1 ANA Consi der ati ons

This section gives | ANA Considerations.

5.1 Group Keying Protocol
I ANA is requested to performthe follow ng actions:
1. Establish a protocol paraneters web page for "G oup Keying
Protocol Paraneters"” with the initial registries on that page
as specified belowin this section.

2. Establish a "Message Type" registry on the G oup Keying
Prot ocol Paraneters page as foll ows:

Regi stration Procedure: |ETF Review

Ref erence: [this docunent]

Type Description Ref erence
0 Reserved [ Thi s document ]
1 Set Key [ Thi s docunent]
2 Use Key [ Thi s docunent ]
3 Del et e Key [ Thi s docunent ]
4 Di suse Key [ This docunent]
5 Del et ed Key [ This docunent]
6 No- Op [ Thi s docunent]

7-250 Unassi gned
251- 254 Reserved for Private Use [This docunent]
255 Reserved [ Thi s docunent ]

3. Establish a "Group Keying Use Profile" registry on the G oup
Keyi ng Protocol Paraneters page as foll ows:

Regi stration Procedure: |ETF Review

Ref erence: [This docunent]

Profile Descri ption Ref erence
0 Reserved [ Thi s docunent ]
1 Ext ended RBridge Channel [This docunent]
2 TRILL over IP [ This docunent]

3-250 Unassi gned
251- 254 Reserved for Private Use [This docunent]
255 Reserved [ Thi s docunent]
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4. Establish a "Response Code" registry on the G oup Keying
Prot ocol Paraneters page as show bel ow taking entries fromthe
Response Code table in Section 2.8.1 above. 1In the table of

val ues, the Reference colum should be "[This docunent]" except

where the Meaning is "Unassigned" or "Reserved".
Regi stration Procedure: |ETF Review

Ref erence: [This docunent]

Note: The top two bits of the Response Code indicate a category

as specified in Section 2.8.1 of [this document].

Response Response
Deci mal Hex Meani ng Ref er ence
0 0x00 Success [this docunent]
255 OxFF i?ééer ved

5.2 Group Keying RBridge Channel Protocol Nunbers

I ANA is requested to assign TBD1 as the TRILL RBridge Channel
prot ocol nunber, fromthe range assigned by Standards Action, for

when the "G oup Keying" protocol is transmtted over Extended RBridge

Channel nessages.

The added RBri dge Channel protocols registry entry on the TRILL
Paranmeters web page is as foll ows:

Protocol Description Ref er ence

TBD1 Group Keyi ng Section 2 of [this docunent]

5.3 G oup Secured Extended RBridge Channel SType

I ANA is requested to assign TBD2 as the Group Secured SType in the
"Ext ended RBridge Channel Security Types Subregistry" on the TRILL
Par anet ers web page as foll ows:

SType Description Ref er ence

TBD2 Group Secured Section 3.2 of [this docunent]
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6. Security Considerations
TBD
See [ RFC7978] for Extended RBridge Channel security.

See [ RFC7457] in connection with TLS and DTLS security.

D. Eastl ake [ Page 22]



| NTERNET- DRAFT TRILL: Group Keying

Nor mat i ve Ref erences

[ RFC2119] - BBradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, DO 10.17487/ RFC2119,
March 1997, <http://www.rfc-editor.org/info/rfc2119>.

[ RFC3394] - Schaad, J. and R Housl ey, "Advanced Encryption Standard
(AES) Key Wap Algorithni', RFC 3394, DO 10.17487/ RFC3394,
Sept enber 2002, <http://ww.rfc-editor.org/info/rfc3394>.

[ RFC5246] - Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008,
<http://wwv rfc-editor.org/info/rfc5246>.

[ RFC5310] - Bhatia, M, Manral, V., Li, T., Atkinson, R, Wite, R,
and M Fanto, "IS-1S CGeneric Cryptographic Authentication", RFC
5310, DA 10.17487/ RFC5310, February 2009, <http://ww.rfc-
editor.org/infol/rfc5310>.

[ RFC5649] - Housley, R and M Dworkin, "Advanced Encryption Standard
(AES) Key Wap with Padding Al gorithni, RFC 5649, DO
10. 17487/ RFC5649, Septenber 2009, <http://ww.rfc-
editor.org/infolrfc5649>.

[ RFC5869] - Krawczyk, H. and P. Eronen, "HMAC-based Extract-and-
Expand Key Derivation Function (HKDF)", RFC 5869, May 2010,
<http://ww. rfc-editor.org/info/rfc5869>.

[ RFC6325] - Perlnman, R, Eastlake 3rd, D., Dutt, D., Gi, S., and A
Ghanwani, "Routing Bridges (RBridges): Base Protocol
Speci fication", RFC 6325, DO 10.17487/ RFC6325, July 2011,
<http://ww.rfc-editor.org/info/rfc6325>.

[ RFC6347] - Rescorla, E. and N. Mdadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, January 2012, <http://ww.rfc-
editor.org/infolrfc6347>.

[ RFC7172] - Eastlake 3rd, D., Zhang, M, Agarwal, P., Perlman, R,
and D. Dutt, "Transparent |nterconnection of Lots of Links
(TRILL): Fine-Grained Labeling", RFC 7172, DA
10. 17487/ RFC7172, May 2014, <http://wwwrfc-
editor.org/info/rfc7172>.

[ RFC7176] - Eastlake 3rd, D., Senevirathne, T., Ghanwani, A, Dutt,
D., and A Banerjee, "Transparent Interconnection of Lots of
Links (TRILL) Use of IS I1S", RFC 7176, May 2014,
<http://ww.rfc-editor.org/info/rfc7176>.

[ RFC7177] - Eastlake 3rd, D., Perlman, R, Ghanwani, A, Yang, H.,
and V. Manral, "Transparent Interconnection of Lots of Links

D. Eastl ake [ Page 23]



| NTERNET- DRAFT TRILL: Group Keying

(TRILL): Adjacency", RFC 7177, DO 10.17487/RFC7177, May 2014,
<http://ww. rfc-editor.org/info/rfc7177>.

[ RFC7178] - Eastlake 3rd, D., Manral, V., Li, Y., Adrin, S., and D.
Ward, "Transparent |Interconnection of Lots of Links (TRILL):
RBri dge Channel Support”, RFC 7178, DO 10.17487/RFC7178, My
2014, <http://www. rfc-editor.org/info/rfc7178>.

[ RFC7780] - Eastlake 3rd, D., Zhang, M, Perlman, R, Banerjee, A,
Ghanwani, A, and S. Gupta, "Transparent |nterconnection of
Lots of Links (TRILL): darifications, Corrections, and
Updat es", RFC 7780, DO 10.17487/RFC7780, February 2016,
<http://wwv. rfc-editor.org/info/rfc7780>.

[ RFC7978] - Eastlake 3rd, D., Umir, M, and Y. Li, "Transparent
I nterconnection of Lots of Links (TRILL): RBridge Channel
Header Extension", RFC 7978, DO 10.17487/ RFC7978, Septenber
2016, <http://www. rfc-editor.org/info/rfc7978>.

[ RFC8174] - Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/RFC8174, MNay
2017, <http://ww.rfc-editor.org/info/rfc8174>.

[TRI LLoverIP] - M Cullen, D. Eastlake, M Zzhang, D. Zhang,
"Transparent |nterconnection of Lots of Links (TRILL) over IP",
draft-ietf-trill-over-ip, work in progress.

I nformati ve References

[ RFC6234] - Eastlake 3rd, D. and T. Hansen, "US Secure Hash
Al gorithns (SHA and SHA-based HVAC and HKDF)", RFC 6234, DO
10. 17487/ RFC6234, My 2011, <http://ww.rfc-
editor.org/infolrfc6234>.

[ RFC7457] - Sheffer, Y., Holz, R, and P. Saint-Andre, "Sumari zing
Known Attacks on Transport Layer Security (TLS) and Dat agram
TLS (DTLS)", RFC 7457, February 2015, <http://ww.rfc-
editor.org/infolrfc7457>.

D. Eastl ake [ Page 24]



| NTERNET- DRAFT TRILL: Group Keying

Acknowl edgenent s

The contributions of the followi ng are hereby gratefully
acknow edged:

TBD

The docunent was prepared in raw nroff. Al macros used were defined
within the source file.

D. Eastl ake [ Page 25]



| NTERNET- DRAFT TRILL: Group Keying

Aut hors’ Addr esses
Donald E. Eastl ake, 3rd
Huawei Technol ogi es
155 Beaver Street
MIford, MA 01757 USA

Phone: +1-508-333-2270
EMai | : d3e3e3@mail . com

Dacheng Zhang
Huawei Technol ogi es

Emai | : dacheng. zhang@wuawei . com

D. Eastl ake [ Page 26]



| NTERNET- DRAFT TRILL: Group Keying

Copyright, Disclaimer, and Additional |PR Provisions

Copyright (c) 2017 |IETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License. The definitive version of
an | ETF Docunent is that published by, or under the auspices of, the
| ETF. Versions of | ETF Docunents that are published by third parties,
including those that are translated into other |anguages, should not
be considered to be definitive versions of | ETF Docunents. The
definitive version of these Legal Provisions is that published by, or
under the auspices of, the | ETF. Versions of these Legal Provisions
that are published by third parties, including those that are
translated into other |anguages, should not be considered to be
definitive versions of these Legal Provisions. For the avoidance of
doubt, each Contributor to the | ETF Standards Process |icenses each
Contribution that he or she nakes as part of the | ETF Standards
Process to the | ETF Trust pursuant to the provisions of RFC 5378. No
| anguage to the contrary, or terns, conditions or rights that differ
fromor are inconsistent with the rights and |icenses granted under
RFC 5378, shall have any effect and shall be null and void, whether
publ i shed or posted by such Contributor, or included with or in such
Contri buti on.

D. Eastl ake [ Page 27]






