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Alternate Marking - Background
Monitor data traffic from MP 1 to MP 2

* Loss
* Delay

MP 1 MP 2




Alternate Marking (draft-ietf-ippm-alt-mark)

\emmm=s \eommm
MP 1 MP 2

Traffc Flow ([AAAAR [BBERR (AARAR BRRRE|

Marking Bit: '00000 '11111 '00000 '11111!
I I

> lime




Scope of the Current Draft

* New alternate marking methods with low overhead.
— Single bit per packet.
— Zero bits per packet.

 Summary of alternate marking methods.




Existing Alternate Marking Methods
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Double Marking
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New Methods for Single-bit Marking




Method 3: Multiplexed Marking

* Asingle bitisusedforC/T

e Same measurement resolution
as double marking
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Method 4: Pulse Marking

Traffic Flow
Marking Bit




Methods for Zero-bit Marking
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Hash-based Selection

* Hash is computed over packet header.

e |f Hash = SelectedValue
Packet is selected for measurement

* |tis possible to use a mixed approach:
— Color bit
— Hash-based sampling for delay measurement

* Dynamic hash can be used to pace the
number of samples per period
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Summary
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Summary and Tradeoff of Marking Methods

o o —— - o — o —
| Method |# of |# of |LM | DM |[Resilience to|Resilience to|
| |bits|coun|Method|Method|Reordering |packet drops
| | | ters| | -t -t
| | | | | | LM DM | LM DM

Fomm - fomm o fo——— - Fomm - Fomm -
| Double marking| 2 | 2 | Step | Pulse | + + | + -

Fomm - Fomm o fo——— - Fomm - Fomm -
|Single marking| 1 | 2 |Step |[Step | + -— | + --
|- 1st packet | | | | | |

Fomm - fomm o fo——— - Fomm - Fomm -
|Single marking| 1 | 2 |Step [Mean | + + |+ -

| - mean delay | | | | | |
et et fomm - fo——— - fom - fomm -
[Multiplexed | 1 | 2 | Step | Pulse | + + | + -
Imarking | | | | | |
et et fomm - fo——— fom - fomm -
|Pulse marking | 1 | 1 | Pulse |Pulse | -— + | - -
et et fomm - fo——— - fom - fomm -
| Hashed pulse | O | 1 | Hashed | Hashed | -—— + | - -
Imarking | | |pulse |pulse | |
o o= +————— f———— F————
| Hashed double | 0 | 2 | Hashed | Hashed | + + | + -
Imarking | | | step* |pulse | |
o o ——— +————— o o
|IMixed hashed | 1 | 2 | Step | Hashed| + + | + -
Imarking | | | |lpulse | |
o o ——— +————— o o

Accurate measurement.

No measurement in case of
disturbance (detectable).

False measurement in case of
disturbance (not detectable).
Hashed step works only when the
hash is monotonically increasing.
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IETF 99 Bits-n-Bites Alternate Marking Demo

Monitored data flow e———————— |-
Management — c—-

Background traffic — e

* Alternate marking using one bit.

* Multiplexed marking approach,

 TimeFlips* are used
for the color toggling.

Traffic
Generator

Switch 2

Time=1482133808 Color=0 Loss=32 Delay=5.234usec
Time=1482133809 Color=1 Loss=0 Delay=3.089%usec
Time=1482133810 Color=0 Loss=0 Delay=3.152usec

Time=1482133811 Color=1"T0s55=1955 Delay=159.439usec COngeStlon

Time=1482133812 Color=0 Loss=335 Delay=6.29%94usec

Time=1482133813 Color=1 Loss=0 Delay=3.388usec detected!

* T. Mizrahi, O. Rottenstreich, Y. Moses, "TimeFlip: Scheduling Network Updates with Timestamp-based TCAM Ranges", IEEE INFOCOM, 2015. 14
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Draft History and Status

October 2016 — first submission of
draft-mizrahi-ippm-multiplexed-alternate-marking-00.

Discussed at IETF 97, IETF 98.
Draft 02 — major revision.

October 2017 — renamed:
draft-mizrahi-ippm-compact-alternate-marking-00

Next step:

— Ask for working group adoption.




Thanks!




Method 1: Single Marking — 15t Packet
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Method 2: Single Marking — Mean Delay
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Multiplexed Marking using Two Values

Instead of a single marking bit = A marking field with two values: U, W.

E.g., two MPLS labels
[draft-bryant-mpls-rfc6374-sfl]

A

Traffic Flow [ [AAAA R

. ) The value of the field in
field with two values timestamped packets is

" toggled.

N
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Related Work

This presentation summarizes [1].

The alternate marking method was first presented in [2], and later
evolved into [3], [4]. Alternate marking using a conventional
timestamp field is discussed in [5].

The most updated version of the alternate marking working document
is [3].

Security considerations are discussed in [3] and in [1]. Security
considerations of time protocols are discussed in [6].
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