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ROAs issued with Multiple Prefixes

• What are the ROAs issued with Multiple 
Prefixes? 

– is a common case that each ROA contains exactly 
one AS number but may contain multiple IP 
address prefixes in the operational process of ROA address prefixes in the operational process of ROA 
issuance.
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Statistical analysis

• By the July 4, 2017, the total number of ROA objects issued 
around the world is about 7166. the number of ROAs 
containing only one prefix is about 3307 (account for 46.1% of 
all ROA objects), and the number of ROAs containing two or 
more prefixes is about 3859 (account for 53.9% of all ROA more prefixes is about 3859 (account for 53.9% of all ROA 
objects).
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The total number 
of ROAs

The number of 
ROAs with a single 

prefix

The number of ROAs 
with multiple 

prefixes

7166 3307 3859



Statistical analysis
• There are 37367 IP address prefixes in the 

3859 ROA objects. And the average number of 
prefixes in each ROA is 9.68

ROA types Number of 
ROAs

ratio of 
ROAs

Number of 
prefixes

ratio of 
prefixes

ROA with 2-
3263 84.56% 12442 33.30%

ROA with 2-
10 prefixes

3263 84.56% 12442 33.30%

ROA with 11-
50 prefixes

496 12.85% 10365 27.74%

ROA with 51-
100 prefixes

60 1.55% 4125 11.04%

ROA with 
>100 prefixes

40 1.04% 10435 27.92%

Total 3859 100.00% 37367 100.00%
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Experimental analysis
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Experimental analysis



Experimental analysis



Experimental analysis
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A legitimate ROA object was revoked because of ISP‘s 
misconfiguration. Obviously, this misconfiguration
may lead to some serious consequences to RPKI 
(such as legitimate BGP routes are misclassified as 
“not found“ ) 



Problem statement

• The misconfigurations of ROAs containing 
multiple IP address prefixes may lead to much 
more serious consequences than ROAs with 
fewer IP address prefixes. 

• The update of the ROA containing multiple IP 
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• The update of the ROA containing multiple IP 
address prefixes will lead to redundant 
transmission between RP and BGP routers . So 
frequent update of these ROAs will increase the 
convergence time of BGP routers and reduce 
their performance obviously



Suggestions and Considerations

• 1) The issuance of ROAs containing a large 
number of IP prefixes may lead to 
misconfigurations more easily than ROAs with 
fewer IP prefixes.

• it is recommended in the last paragraph of the 
section 4.2.5 of [I-D.ietf-sidr-rpki-validation-
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• it is recommended in the last paragraph of the 
section 4.2.5 of [I-D.ietf-sidr-rpki-validation-
reconsidered] that opterators MAY issue 
separate ROAs for each IP address prefix, so 
that the loss of on IP address prefix from the 
VRS-IP of any certificate along the path to the 
trust anchor would not invalidate 
authorizations for other IP address prefixes.



Suggestions and Considerations

• 2) The number of ROAs containing multiple IP 
prefixes should be limited and the number of 
IP prefixes in each ROA should also be limited.

• 3) A safeguard scheme is essential to protect • 3) A safeguard scheme is essential to protect 
the process of ROA issuance
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Comments?

Thank you 
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