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Infraestructure of RENATA 

 

 

 

 
 

 

• Transmission Network of 

19,000 km of optical fiber 

through the national 

territory.  

 

• Backbone of 22 nodes, 

interconnected by 100 Gbps 

lambdas. 

 

• Alcatel Lucent IP / MPLS 

network based on the high 

technology that supports 100 

Gbps, 200 Gbps, 400 Gbps 

and 1 Tbit / s 



Interconnection points 

 

 

 

 
 

 

Academic network– CLARA 

• A 1 Gb link Panama – Miami. 

• A 10 Gb link Santiago –Miami. 

 

Internet  access 

• A 10 Gb link. 

 

NAP Colombia  

• A 10 Gb link. 
 

 

 

 

 

 



Objectives 

 

 

 

 
 

 

1. To validate the content of advertisements at BGP routes that transit through 

RENATA network. 

 

2. To achieve assurance of critical internet infrastructure and academic networks. 

  

3. To provide new practices to the academic and research community of the country in 

order to get results and value experiences.  

 

4. To provide information which can be verified independently of the BGP packets.  

 

 

 



Technological process 

 

 

 

 
 

 

The system has several parts such as: A  Resource Public Key Infraestructure (RPKI), 

a global synchronization utility (rsync), and protocols for local validation in the network 

routing nodes.  

 

 



Technological process 
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Communication and dissemination of the 
project 1 
 
  Training and resources signature 

 2 

 

Correcting Configurations and Validating 
Invalid Networks 
 

4 

 
 Initial configuration and trials   

 3 

Development 



Communication and Dissemination  

 
Communications were constructed to be directed to the technical coordinators of all 

the institutions connected to RENATA. In those communications the following 

information was provided:  

 

• What RPKI is  

• Why it is important  

• Why RENATA is working on its implementation 

• The advantages of its implementation 

• Steps to follow its implementation 



Training and Resources Signature 
 

How it was made 

 

   

 

1. Theoretical and practical  virtual seminars 

2. Training to different institutions connected to RENATA and to service 

providers that are part of the NAP Colombia 



Training and Resources Signature 

 

Results 

 

 
• 328 professionals trained at virtual seminars  

• 69 professionals trained at seminars 

• Telefónica generated the signature for 1109 resources. ( From Not Found to Valid) 

  



Initial configuration and trials 

  

How it was made 

 

 

 



Topología 

 

 RIR Repository 

Validator 



Initial configuration and trials 
 

Results 

  

28713 prefixes going to Red CLARA were validated. Percentages are as follow: 

 

 

 

Valid Invalid  Not Found 

28,95% 3,55% 67,50% 



Initial configuration and trials 

  

How it was made 

 

 

 



Topología 

 

 



 

Correcting Configurations and 

Validating Invalid Networks 

 

 

How it was made 

The analysed routes are part of the VRFs used in RENATA. Those VRFs contain the 

following amount of prefixes: 

 

 

VRF100000 VRF100002 

Number of prefixes 14922 17912 



Correcting Configurations and Validating Invalid 

Networks 

VRF100000 contains the prefixes directed to NAP Colombia and Internet. Meanwhile, 

VRF100002  contains prefixes for Red CLARA. 

 

 

 

 



Correcting Configurations and 

Validating Invalid Networks 

You Knew what? 

 
Validation activation can not be done with in 
the address family 



 

Configuration 
 
router bgp 27817 

rpki server 10.201.1.2 

transport tcp port 8282 

refresh-time 600 

! 

vrf 100000 

address-family ipv4 unicast 

bgp origin-as validation enable 

bgp bestpath origin-as use validity 

bgp bestpath origin-as allow invalid 

  

VALIDACIÓN 

  

sh bgp vrf 100000 origin-as validity 

Correcting Configurations and 

Validating Invalid Networks 



Correcting Configurations and 

Validating Invalid Networks 



Correcting Configurations and 

Validating Invalid Networks 



Correcting Configurations and 

Validating Invalid Networks  

Results 

 • 1150 signed prefixes since the first training. 

• 328 professionals trained.  

• Increasing of valid routes in prefixes published in Internet and NAP Colombia. 

• The patch was applied only in the two interconnection points since the patch for the 

TiMOS is still under development. 

 



Reporte VRF 100000 

 

 



Reporte VRF 100002 

 

 



Impact and innovation 

 

 

 

 
 

 

• Worldwide this project is the first one in considering the implementation of the origin 

validation in a national network. 

 

• Innovative achivement towards security in critical infrastructure of Internet and 

academic networks. 

 

 


