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Abstract

Thi s docunent describes the nmininmal framework required for a new
device, called "pledge", to securely join a 6Ti SCH (I Pv6 over the
TSCH node of | EEE 802. 15. 4e) network. The framework requires that
the pledge and the JRC (join registrar/coordinator, a centra
entity), share a symetric key. How this key is provisioned is out
of scope of this docunent. Through a single CoAP (Constrained
Application Protocol) request-response exchange secured by OSCORE
(Obj ect Security for Constrained RESTful Environnents), the pledge
requests admi ssion into the network and the JRC configures it with
Iink-1ayer keying material and a short |ink-layer address. This
specification defines the nmessage format, a new Statel ess-Proxy CoAP
option, and configures the rest of the 6Ti SCH comruni cation stack for
this join process to occur in a secure manner. Additional security
mechani snms nay be added on top of this niniml framework

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

Thi s docunment presunes a 6Ti SCH network as descri bed by [ RFC7554] and
[ RFC8180]. By design, nodes in a 6Ti SCH network [ RFC7554] have their
radio turned off nost of the time, to conserve energy. As a
consequence, the link used by a new device for joining the network
has |limted bandwi dth [ RFC8180]. The secure join solution defined in
this docunent therefore keeps the nunber of over-the-air exchanges
for join purposes to a m ni mum

The micro-controllers at the heart of 6Ti SCH nodes have a small
anount of code menory. It is therefore paranount to reuse existing
protocol s available as part of the 6Ti SCH stack. At the application
| ayer, the 6Ti SCH stack already relies on CoAP [ RFC7252] for web
transfer, and on OSCORE [|-D.ietf-core-object-security] for its end-
to-end security. The secure join solution defined in this docunent
therefore reuses those two protocols as its building bl ocks.

Thi s docunent defines a secure join solution for a new device, called
"pl edge", to securely join a 6Ti SCH network. The specification
defines a 6Ti SCH Join Protocol (6JP) used by the pledge to request
adm ssion into a network nmanaged by the JRC, and for the JRC to
configure the pledge with the necessary paraneters, a new CoAP
option, and configures different |ayers of the 6Ti SCH protocol stack
for the join process to occur in a secure nmanner

It assunmes the presence of a JRC (join registrar/coordinator), a
central entity. It further assunes that the pledge and the JRC share
a symmetric key, called PSK (pre-shared key). The PSK is used to
configure OSCORE to provide a secure channel to 6JP. How the PSK is
installed is out of scope of this docunent.

When t he pl edge seeks admi ssion to a 6Ti SCH network, it first
synchronizes to it, by initiating the passive scan defined in

[ EEEBO2. 15. 4-2015]. The pl edge then exchanges nmessages with the
JRC, these nessages can be forwarded by nodes already part of the

6Ti SCH network. The nessages exchanged all ow the JRC and the pledge
to nutually authenticate, based on the PSK. They also allow the JRC
to configure the pledge with link-Ilayer keying material and a short
link-layer address. After this secure join process successfully
compl etes, the joined node can interact with its neighbors to request
addi ti onal bandwi dth using the 6top Protocol
[I-D.ietf-6tisch-6top-protocol] and start sending the application
traffic.
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2. Term nol ogy

The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. These
words nay al so appear in this docunent in | owercase, absent their
normat i ve neani ngs.

The reader is expected to be famliar with the terns and concepts
defined in [I-D.ietf-6tisch-term nol ogy], [RFC7252],
[I-D.ietf-core-object-security], and [ RFC8152].

The specification also includes a set of informative exanples using
the CBOR di agnostic notation [I-D.ietf-cbor-cddl].

The following terns defined in [I-D.ietf-6tisch-term nol ogy] are used
extensi vel y t hroughout this docunent:

o pledge

0 joined node

0 join proxy (JP)

0 join registrar/coordinator (JRC
o enhanced beacon (EB)

0 join protoco

0 join process

In addition, we use the generic terms "network identifier" and
"pl edge identifier". See Section 3.

3. Identifiers

The "network identifier" uniquely identifies the 6Ti SCH network in
t he nanespace managed by a JRC. Typically, this is the 16-bit
Personal Area Network ldentifier (PAN ID) defined in

[ EEEB02. 15. 4-2015]. Conpani on docunents can specify the use of a
different network identifier for join purposes, but this is out of
scope of this specification. Such identifier needs to be carried
wi t hi n Enhanced Beacon (EB) franes.

The "pledge identifier" uniquely identifies the pledge in the

nanespace nanaged by a JRC. The pledge identifier is typically the
gl obal Il y uni que 64-bit Extended Unique ldentifier (EU-64) of the
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| EEE 802.15.4 device. This identifier is used to generate the |IPv6
addresses of the pledge and to identify it during the execution of
the join protocol. For privacy reasons, it is possible to use an
identifier different fromthe EU-64 (e.g. a randomstring). See
Section 12.

4. One-Touch Assunption

Thi s docunment assumes a one-touch scenario. The pledge is
provisioned with certain paraneters before attenpting to join the
network, and the sane paranmeters are provisioned to the JRC

There are many ways by which this provisioning can be done.
Physically, the paranmeters can be witten into the pledge using a
nunber of nmechani sns, such as a JTAGinterface, a serial (craft)
consol e interface, pushing buttons sinultaneously on different
devi ces, over-the-air configuration in a Faraday cage, etc. The
provi sioning can be done by the vendor, the manufacturer, the
integrator, etc.

Details of how this provisioning is done is out of scope of this
docunent. What is assuned is that there can be a secure, private
conversation between the JRC and the pledge, and that the two devices
can exchange the paraneters

Paraneters that are provisioned to the pl edge include:

0 Pre-Shared Key (PSK). The JRC additionally needs to store the
identifier of the pledge bound to the given PSK. The PSK SHOULD
be at least 128 bits in length, generated uniformy at random It
i's RECOWENDED to generate the PSK with a cryptographically secure
pseudor andom nunber generator. Each pledge SHOULD be provi si oned
with a uni que PSK.

0o Optionally, a network identifier. Provisioning the network
identifier to the pledge is RECOWENDED, as it significantly
speeds up the join process. |n case this paraneter is not
provi sioned, the pledge attenpts to join one network at a tine.

0 Optionally, any non-default algorithns. Mandatory to inplenent
and default algorithns are specified in Section 9.6.

5. Join Overview
This section describes the steps taken by a pledge in a 6Ti SCH

networ k. When a pl edge seeks admission to a 6Ti SCH network, the
fol |l owi ng exchange occurs:
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1. The pledge listens for an Enhanced Beacon
[ EEEBO2. 15. 4-2015]. This frame provides
information, and tells the device when it
node sendi ng the beacons, which plays the
for the pledge, and when it can expect to

2. The pledge configures its link-local |Pv6

it to the join proxy (JP)

6Ti SCH March 2018

(EB) frame

net wor k synchroni zati on
can send a frane to the
role of join proxy (JP)
receive a frane.

address and adverti ses

Vuci ni c,

3. The pledge sends a Join Request to the JP in order to securely
identify itself to the network. The Join Request
the JRC, which nmay be co-located on the JP or another device.

4. In case of successful processing of the request, the pl edge
receives a join response fromJRC (via the JP) that sets up one
or nore link-layer keys used to authenticate and encrypt
subsequent transmi ssions to peers, and a short
for the pl edge.

From the pl edge’s perspective, joining is a | ocal phenonmenon - the
pl edge only interacts with the JP, and it needs not know how far it
is fromthe 6LBR, or howto route to the JRC. Only after
establishing one or nore link-layer keys does it need to know about
the particulars of a 6Ti SCH network

The join process is shown as a transaction diagramin Figure 1:

| <---Enhanced Beacon (1)---

I
| <- Nei ghbor Di scovery (2)->
------ Join Request (3a)-->| \

| 6JP
————— Join Response (4a)---| /

Figure 1: Overview of a successful join process.
6Ti SCH Joi n Protocol

6JP stands for

The details of each step are described in the follow ng sections.

et al. Expi res Septenber 6, 2018

is directed to

Iink-1ayer address
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5.1. Step 1 - Enhanced Beacon

The pl edge synchronizes to the network by listening for, and

recei ving, an Enhanced Beacon (EB) sent by a node already in the
network. This process is entirely defined by [|EEE802.15. 4-2015],
and described in [ RFC7554].

Once the pledge hears an EB, it synchronizes to the joining schedule
using the cells contained in the EB. The pledge can hear multiple
EBs; the selection of which EB to use is out of the scope for this
docunent, and is discussed in [ RFC7554]. |Inplenenters should nmake
use of information such as: what network identifier the EB contains,
whet her the source link-layer address of the EB has been tried
before, what signal strength the different EBs were received at, etc.
In addition, the pledge may be pre-configured to search for EBs with
a specific network identifier.

If the pledge is not provisioned with the network identifier, it
attenpts to join one network at a time, as described in Section 9.3.

Once the pledge selects the EB, it synchronizes to it and transitions
into a | owpower node. It deeply duty cycles its radio, swtching
the radi o on when the provided schedul e indicates slots which the

pl edge may use for the join process. During the remainder of the
join process, the node that has sent the EB to the pledge plays the
role of JP.

At this point, the pledge may proceed to step 2, or continue to
listen for additional EBs.

5.2. Step 2 - Neighbor Discovery

The pledge fornms its link-local |Pv6 address based on the interface
identifier, as per [RFC4944]. The pl edge MAY performthe Nei ghbor
Solicitation / Neighbor Advertisenent exchange with the JP, as per
Section 5.5.1 of [RFC6775]. The pledge and the JP use their Iink-

| ocal I Pv6 addresses for all subsequent communication during the join
process.

Not e that Nei ghbor Di scovery exchanges at this point are not
protected with |ink-layer security as the pledge is not in possession
of the keys. How JP accepts these unprotected franmes is discussed in
Section 6.
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5.3. Step 3 - Join Request

The Join Request is a nmessage sent fromthe pledge to the JP, and
which the JP forwards to the JRC. The JP forwards the Join Request
to the JRC on the existing 6Ti SCH network. How exactly this happens
is out of scope of this docunent; sone networks may w sh to dedicate
specific slots for this join traffic.

The Join Request is authenticated/ encrypted end-to-end using an AEAD
(Aut henti cated Encryption with Associated Data) algorithmfrom

[ RFC8152] and a key derived fromthe PSK, the pledge identifier and a
request-specific constant value. Algorithms which MIST be

i npl emented are specified in Section 9.6.

The nonce used when securing the Join Request is derived fromthe
PSK, the pledge identifier and a nonotonically increasing counter
initialized to 0 when first starting.

Joi n Request nessage is specified in Section 9.1, while the details
on security processing can be found in Section 7 of
[I-D.ietf-core-object-security].

5.4. Step 4 - Join Response

The Join Response is sent by the JRC to the pledge, and is forwarded
through the JP as it serves as a stateless relay. The packet

contai ning the Join Response travels fromthe JRC to JP using the
operating routes in the 6Ti SCH network. The JP delivers it to the

pl edge. The JP operates as the application-layer proxy, and does not
keep any state to relay the nessage. It uses information sent in the
clear within the Join Response to decide where to forward to.

The Join Response is authenticated/encrypted end-to-end using an AEAD
algorithm from [ RFC8152]. The key used to protect the response is
different fromthe one used to protect the request (both are derived
fromthe PSK, as explained in Section 8.1). The response is
protected using the same nonce as in the request.

The Joi n Response contains one or nore |ink-layer key(s) that the

pl edge will use for subsequent communi cation. Each key that is
provided by the JRC is associated with an 802.15.4 key identifier

In other link-layer technologies, a different identifier may be
substituted. The Join Response al so contains an | EEE 802. 15. 4 short
address [| EEE802. 15. 4-2015] assigned by the JRC to the pl edge, and
optionally the I Pv6 address of the JRC
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Joi n Response message is specified in Section 9.2, while the details
on security processing can be found in Section 7 of
[I-D.ietf-core-object-security].

6. Link-layer Configuration

In an operational 6Ti SCH network, all frames MJST use |ink-Iayer
frame security [RFC8180]. The | EEE 802.15.4 security attributes MJST
i nclude frame authenticity, and MAY include frame confidentiality
(i.e. encryption).

As specified in [ RFC8180], the network uses a key terned as KL to
authenticate EBs and a key terned as K2 to authenticate and
optionally encrypt DATA and ACKNOALEDGVENT frames. The keys Kl and
K2 MAY be the same key (sane val ue and | EEE 802.15.4 index). How the
JRC conmuni cates these keys to 6LBR is out of scope of this

speci fication.

The pl edge does not initially do any authenticity check of the EB
franes, as it does not know the K1 key. The pledge is still able to
parse the contents of the received EBs and synchronize to the
network, as EBs are not encrypted [ RFC8180].

When sending franes during the join process, the pledge sends
unencrypted and unaut henticated franes. The JP accepts these franes
(using the "exenpt node" in 802.15.4) for the duration of the join
process. How the JP |l earns whether the join process is ongoing is
out of scope of this specification

As the EB itself cannot be authenticated by the pledge, an attacker
may craft a frane that appears to be a valid EB, since the pledge can
neit her know the ASN a priori nor verify the address of the JP. This
opens up a possibility of DoS attack, as discussed in Section 11
Beacon aut hentication keys are discussed in [ RFC8180].

7. Network-Ilayer Configuration

The pl edge and the JP SHOULD keep a separate nei ghbor cache for
untrusted entries and use it to store each other’s information during
the join process. M xing neighbor entries belonging to pledges and
nodes that are part of the network opens up the JP to a DoS attack
How t he pl edge and the JP decide to transition each other from
untrusted to trusted cache, once the join process conpletes, is out
of scope. One inplenentation technique is to use the information
whet her the incom ng franes are secured at the link |ayer

The pl edge does not communicate with the JRC at the network | ayer
This allows the pledge to join w thout knowing the | Pv6 address of
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the JRC. Instead, the pledge conmunicates with the JP at the network
layer, and with the JRC at the application layer, as specified in
Section 8.

The JP communi cates with the JRC over global |Pv6 addresses. The JP
di scovers the network prefix and configures its gl obal |Pv6 address
upon successful conpletion of the join process and the obtention of
Iink-1ayer keys. The pledge |l earns the actual |1Pv6 address of the
JRC fromthe Join Response, as specified in Section 9.2; it uses it
once joined in order to operate as a JP.

The JRC can be co-located on the 6LBR. In this special case, the

| Pv6 address of the JRC can be omitted fromthe Join Response nessage
for space optinization. The 6LBR then MJST set the DODAG D field in
RPL DI Gs [RFC6550] to its I Pv6 address. The pledge | earns the
address of the JRC once joined and upon the reception of a first RPL
Dl O nessage, and uses it to operate as a JP.

Before the 6Ti SCH network is started, the 6LBR MJUST be provisioned
with the I Pv6 address of the JRC

7.1. ldentification of Join Request Traffic

The join request traffic that is proxied by the Join Proxy cones from
unaut henti cat ed nodes, and there nmay be an arbitrary anount of it.

In particular, an attacker may send fraudulent traffic in attenpt to
over whel m t he networ k.

When operating as part of a [RFC8180] 6Ti SCH mi ni nal network using
reasonabl e scheduling algorithnms, the join request traffic present
may cause internediate nodes to request additional bandwi dth. An
attacker could use this property to cause the network to overconmnit
bandwi dth (and energy) to the join process.

The Join Proxy is aware of what traffic is join request traffic, and
so can avoid allocating additional bandwidth itself. The Join Proxy
SHOULD i nmpl enent a bandwi dth cap on outgoing join request traffic.
This cap will not protect internmedi ate nodes as they can not tel

join request traffic fromregular traffic. Despite the bandw dth cap
i mpl ement ed separately on each Join Proxy, the aggregate join request
traffic frommany Join Proxies may cause internedi ate nodes to decide
to allocate additional cells. It is undesirable to to so in response
to the join request traffic. |In order to pernit the internediate
nodes to avoid this, the traffic needs to be tagged in sone way.

[ RFC2597] defines a set of per-hop behaviors that nay be encoded into
the Diffserv Code Points (DSCPs). The Join Proxy SHOULD set the DSCP
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of join request packets that it produces as part of the relay process
to AF43 code point (See Section 6 of [RFC2597]).

A Join Proxy that does not set the DSCP on traffic forwarded should
set it to zero so that it is conpressed out.

A Schedul i ng Function (SF) running on 6Ti SCH nodes SHOULD NOT

all ocate additional cells as a result of traffic with code point
AF43. Conpani on SF docunents SHOULD specify how this reconmended
behavi or i s achieved.

7.2. ldentification of Join Response Traffic

The JRC SHOULD set the DSCP of join response packets addressed to the
Join Proxy to AF42 code point. Join response traffic can not be

i nduced by an attacker as it is generated only in response to
legitinmate pledges (see Section 9.3). AF42 has | ower drop
probability than AF43, giving join response traffic priority in
buffers over join request traffic.

When the JRC is not co-located with the 6LBR, then the code point
provides a clear indication to the 6LBR that this is join response
traffic.

Due to the convergecast nature of the DODAG the 6LBR links are often
the nmost congested, and fromthat point down there is progressively

| ess (or equal) congestion. |If the 6LBR paces itself when sending
join response traffic then it ought to never exceed the bandw dth
allocated to the best effort traffic cells. |If the 6LBR has the
capacity (if it is not constrained) then it should provide sone
buffers in order to satisfy the Assured Forwardi ng behavi or

Conpani on SF docunents SHOULD specify how traffic with code point
AF42 is handled with respect to cell allocation

8. Application-level Configuration

The Joi n Request/Join Response exchange in Figure 1 is carried over
CoAP [ RFC7252] and secured usi ng OSCORE
[I-D.ietf-core-object-security]. The pledge plays the role of a CoAP
client; the JRC plays the role of a CoAP server. The JP inplenents
CoAP forward proxy functionality [RFC7252]. Because the JP can also
be a constrained device, it cannot inplenment a cache. Rather, the JP
processes forwardi ng-rel ated CoAP options and nakes requests on
behal f of the pledge, in a statel ess manner by using the Stateless-
Proxy option defined in this docunent.
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The pl edge designhates a JP as a proxy by including the Proxy-Schene
option in CoAP requests it sends to the JP. The pledge al so includes
in the requests the Uri-Host option with its value set to the well -
knowmn JRC s alias, as specified in Section 9.1

The JP resolves the alias to the I Pv6 address of the JRC that it

| earned when it acted as a pledge, and joined the network. This
allows the JP to reach the JRC at the network layer and forward the
requests on behalf of the pledge.

The JP MJUST add a Statel ess-Proxy option to all the requests that it
forwards on behal f of the pledge as part of the join process.

The value of the Statel ess-Proxy option is set to the internal JP
state, needed to forward the Join Response nessage to the pledge.
The Statel ess-Proxy option handling is defined in Section 10.

The JP al so tags all packets carrying the Join Request nessage at the
network | ayer, as specified in Section 7.1

8.1. OSCORE Security Context
Bef ore the pledge and the JRC nmay start exchangi ng CoAP nessages
protected with OSCORE, they need to derive the OSCORE security
context fromthe paraneters provisioned out-of-band, as discussed in
Section 4.

The OSCORE security context MJST be derived at the pledge and the JRC
as per Section 3 of [I-D.ietf-core-object-security].

0 the Master Secret MJST be the PSK.

o0 the Master Salt MJIST be the pledge identifier

o the Sender ID of the pledge MJST be set to byte string 0x00.

o0 the Recipient ID (ID of the JRC) MIST be set to byte string 0x01.

o the Algorithm MIUST be set to the value from[RFC3152], agreed out-
of -band by the sane nmechani smused to provision the PSK. The

default is AES-CCM 16-64-128.

o0 the Key Derivation Function MJST be agreed out-of-band. Default
i s HKDF SHA- 256 [ RFC5869].

The derivation in [I-D.ietf-core-object-security] results in traffic

keys and a common |V for each side of the conversation. Nonces are
constructed by XOR ing the common |V with the current sequence nunber
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and sender identifier. For details on nonce construction, refer to
[I-D.ietf-core-object-security].

| mpl enent ati ons MUST ensure that nultiple CoAP requests to different
JRCs result in the use of the sane OSCORE context, so that the
sequence nunbers are properly increnented for each request. The

pl edge typically sends requests to different JRCs if it is not
provisioned with the network identifier and attenpts to join one
network at a tine. A sinple inplenmentation technique is to
instantiate the OSCORE security context with a given PSK only once
and use it for all subsequent requests. Failure to comply will break
the confidentiality property of the AEAD al gorithmdue to the nonce
reuse.

8.1.1. Persistency

| npl enent ati ons MUST ensure that nutabl e OSCORE context paraneters
(Sender Sequence Nunber, Replay Wndow) are stored in persistent
menmory. A technique that prevents reuse of sequence nunbers,
detailed in Section 6.5.1 of [I-D.ietf-core-object-security], MJST be
i npl ement ed. Each update of the OSCORE Repl ay W ndow MJUST be written
to persistent nenory.

This is an inportant security requirenent in order to guarantee nonce
uni queness and resistance to replay attacks across reboots and
rejoins. Traffic between the pledge and the JRC is rare, making
security outweigh the cost of witing to persistent menory.

9. 6Ti SCH Join Protoco

6Ti SCH Join Protocol (6JP) is a lightweight protocol over CoAP

[ RFC7252] and a secure channel provided by OSCORE
[I-D.ietf-core-object-security]. 6JP allows the pledge to request
adm ssion into a network nmanaged by the JRC, and for the JRC to
configure the pledge with the paraneters necessary for joining the
network. These paraneters are: |ink-layer keys in use, |EEE 802.15.4
short address assigned to the pledge, and the |IPv6 address of the
JRC

This section specifies the 6JP bindings to CoAP and OSCORE, 6JP
message formats and the semantics of different fields.

6JP relies on the security properties provided by OSCORE. This

i ncludes end-to-end confidentiality, data authenticity, replay
protection, and a secure binding of responses to requests.
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Figure 2: Abstract |ayering of 6JP.
6JP consists of two nessages:

o the Join Request nessage, sent by the pledge to the JRC, proxied
by the JP. The Join Request message and its mapping to CoAP is
specified in Section 9. 1.

o the Join Response nessage, sent by the JRCto the pledge if the
JRC successfully processes the Join Request using OSCORE and it
determines through a mechanismthat is out of scope of this
specification that the pledge is authorized to join the network.
The Join Response nessage is proxied by the JP. The Join Response
message and its nmapping to CoAP is specified in Section 9. 2.

The payl oad of 6JP nessages is encoded with CBOR [ RFC7049], with sone
paraneters being optional. The first byte of the CBOR encoded byte
string contains the CBOR major type and additional information (e.qg.
the nunber of elements in an array). |In case of an array, the CBOR
decoder deci des based on this additional infornmation if a certain
optional paraneter is present or not.

9.1. Specification of the Join Request
The Join Request the pledge sends SHALL be mapped to a CoAP request:
0 The request nmethod is POST
0 The type is Non-confirmable (NON).
o The Proxy-Schene option is set to "coap".

0 The Uri-Host option is set to "6tisch.arpa”
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o0 The Uri-Path option is set to "j

0 The Object-Security option SHALL be set according to
[I-D.ietf-core-object-security]. The OSCORE security context used
is the one derived in Section 8.1. The OSCORE Context Hi nt SHALL
be set to the pledge identifier. The OSCORE Context Hint allows
the JRC to retrieve the security context for a given pledge.

0 The payload is a CBOR array [RFC7049] containing, in order

* Byte string, containing the identifier of the network that the
pledge is attenpting to join. This enables the JRC to nanage
mul tiple 6Ti SCH net wor ks.

request _payl oad = [
network _identifier : bstr,
]

9.2. Specification of the Join Response
The Join Response the JRC sends SHALL be mapped to a CoAP response:
0 The response Code is 2.04 (Changed).
o0 The payload is a CBOR array [RFC7049] containing, in order

* the COSE Key Set, specified in [RFC8152], containing one or
nmore |ink-layer keys. The mapping of individual keys to
802. 15. 4-specific paraneters is described in Section 9.2.1

* the link-1ayer short address to be used by the pledge. The
format of the short address follows Section 9.2.2.

* optionally, the I Pv6 address of the JRC, encoded as a byte
string, with the length of 16 bytes. |If the |IPv6 address of
the JRCis not present in the Join Response, this indicates the
JRC is co-located with the 6LBR and has the sanme |Pv6 address
as the 6LBR  See Section 7

response_payl oad = |
COSE_KeySet,
short _address,
? JRC address : bstr,
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9.2.1. Link-layer Keys Transported in the COSE Key Set

Each key in the COSE Key Set [RFC8152] SHALL be a synmmetric key. The
first key in the COSE Key Set SHALL be used as the K1 key from

[ RFC8180]. The second key in the COSE Key Set SHALL be used as the
K2 key from [RFC8180]. In the case where the network uses the sane
key for KL and K2, the COSE Key Set SHALL carry a single key.

If the COSE Key Set carries nore than 2 keys, the inplenmentation
SHOULD consi der the response as nal f or ned.

If the "kid" paraneter of the COSE Key structure is present, the
correspondi ng key SHALL be used as | EEE 802. 15.4 Keyl dMode 0x01
(index). 1In that case, paraneter "kid" of the COSE Key structure
SHALL be used to carry the | EEE 802. 15. 4 Keyl ndex val ue.

If the length of the "kid" paraneter is nore than 1 byte (length
defined by [|EEE802.15. 4-2015]), the inplenentati on SHOULD consi der
the response as nal f or ned.

If the "kid" paraneter is not present in the transported key, the
i mpl ement ati on SHALL consider the key to be an | EEE 802.15.4
Keyl dvbde 0x00 (inplicit) key.

Thi s docunent does not support | EEE 802. 15.4 Keyl dvbde 0x02 and 0x03
class keys. In the case that the response is considered mnal forned,
the inplementation SHOULD i ndicate to the user through an out- of - band
mechani smthe presence of an error condition

9.2.2. Short Address

The "short_address" structure transported as part of the join
response payl oad represents the | EEE 802. 15.4 short address assi gned
to the pledge. It is encoded as a CBOR array object, containing, in
order:

0 Byte string, containing the 16-bit address.

0 Optionally, the |ease tine paraneter, "lease_asn". The value of
the "l ease_asn" paraneter is the 5-byte Absolute Sl ot Nunber (ASN)
corresponding to its expiration, carried as a byte string in
net wor k byte order

short _address = |

address : bstr,
? |l ease_asn : bstr,
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It is up to the joined node to request a new short address before the
expiry of its previous address. The mechani sm by which the node
requests renewal is the same as during join procedure, as described
in Section 9.4.

9.3. FError Handling and Retransni ssion

Since the Join Request is mapped to a Non-confirnmabl e CoAP nessage
OSCORE processing at the JRCwll silently drop the request in case
of a failure. This may happen for a nunber of reasons, including
failed | ookup of an appropriate security context (e.g. the pledge
attenpting to join a wong network), failed decryption, positive
replay wi ndow | ookup, formatting errors (possibly due to malicious
alterations in transit). Silently dropping the Join Request at the
JRC prevents a DoS attack where an attacker could force the pledge to
attenpt joining one network at a tine, until all networks have been
tried.

Usi ng a Non-confirnmabl e CoAP nessage to transport the Join Request

al so hel ps minimze the required CoAP state at the pledge and the
Join Proxy, keeping it to a mninumtypically needed to perform CoAP
congestion control. It does, however, introduce sone conplexity as
the pl edge needs to inplenent a retransm ssi on nechani sm

The followi ng binary exponential back-off algorithmis inspired by
the one described in [ RFC7252]. For each Join Request the pl edge
sends while waiting for a Join Response, the pledge MIUST keep track
of a tinmeout and a retransm ssion counter. For a new Join Request,
the tineout is set to a random val ue between TI MEQUT BASE and

(TI MEQUT_BASE * Tl MEOQUT_RANDOM FACTOR), and the retransm ssion
counter is set to 0. Wen the tineout is triggered and the

retransm ssion counter is | ess than MAX_ RETRANSM T, the Joi n Request
is retransmtted, the retransm ssion counter is increnmented, and the
tinmeout is doubled. Note that the retransmtted Joi n Request passes
new OSCORE processing, such that the sequence nunber in the OSCORE

context is properly increnmented. |f the retransnission counter
reaches MAX RETRANSM T on a tinmeout, the pledge SHOULD attenpt to
join the next advertised 6Ti SCH network. |f the pledge receives a

Joi n Response that successfully passes OSCORE processing, it cancels
the pending timeout and processes the response. The pledge MJST
silently discard any response not protected with OSCORE, including
error codes. For default values of retransm ssion paraneters, see
Section 9.5.

If all join attenpts to adverti sed networks have failed, the pl edge

SHOULD signal to the user the presence of an error condition, through
sone out - of - band nmechani sm
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9.4. Rekeying and Rej oi ning

This specification handles initial keying of the pledge. For reasons
such as rejoining after a long sleep, expiry of the short address, or
node-initiated rekeying, the joined node MAY send a new Joi n Request
usi ng the already-established OSCORE security context. The JRC then
responds with up-to-date keys and a (possibly new) short address.
How t he joi ned node deci des when to rekey is out of scope of this
docunent. Mechanisns for rekeying the network are defined in
conpani on speci fications.

9. 5. Paraneters

6JP uses the foll ow ng paraneters:

o e e e e e e e e ao oo e e e e +
| Nare | Default Value

o e e e e e aa oo o a oo +
| TI MEQUT_BASE | 10 s [
) B +
| TIMEQUT_RANDOM FACTOR | 1.5 |
o e e e e e e e e ao oo e e e e +
| MAX_RETRANSM T | 4 [
oo e e e e e e e e e e e e e e e e meeeoo oo +

The val ues of TI MEQUT_BASE, TI MEOUT RANDOM FACTOR, MAX RETRANSM T may
be configured to values specific to the deploynent. The default

val ues have been chosen to accommbdate a w de range of depl oynents,
taking into account dense networks.

9.6. Mandatory to Inplenent Algorithns

The mandatory to inplenment AEAD al gorithmfor use with OSCORE is AES-
CCM 16-64-128 from [RFC8152]. This is the algorithmused for
securing 802.15.4 franes, and hardware acceleration for it is present
invirtually all conpliant radio chips. Wth this choice, CoAP
messages are protected with an 8-byte CCM aut hentication tag, and the
al gorithm uses 13-byte | ong nonces.

The mandatory to inplenment hash algorithmis SHA-256 [ RFC4231].

The mandatory to inplenment key derivation function is HKDF [ RFC5869],
instantiated with a SHA-256 hash
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10. Statel ess-Proxy CoAP Option

The CoAP proxy defined in [ RFC7252] keeps per-client state
information in order to forward the response towards the origi nator
of the request. This state information includes at |east the CoAP
token, the | Pv6 address of the host, and the UDP source port numnber.
If the JP used the stateful CoAP proxy defined in [RFC7252], it would
be prone to Denial -of-Service (DoS) attacks, due to its limted
nmenory.

The Statel ess-Proxy CoAP option Figure 3 allows the JP to be entirely
stateless. This option inserts, in the request, the state

i nformati on needed for relaying the response back to the client. The
proxy still keeps sone general state (e.g. for congestion control or
request retransm ssion), but no per-client state.

The Statel ess-Proxy CoAP option is critical, Safe-to-Forward, not
part of the cache key, not repeatable and opaque. When processed by
OSCORE, the Statel ess-Proxy option is neither encrypted nor integrity

pr ot ect ed.
+-- - - - B T L IR, SIS Yy Hom e e oo - Hom e e oo - +
| No. | C| U] N| R ] Nane | Format | Length |
e T LT T Uy S Ty Ty |
| TBD | x | | x| | Statel ess-Proxy | opaque | 1-255
+----- T S o Fomm e - - Fomm e - - +

C=Critical, U=Unsafe, N=NoCacheKey, R=Repeatabl e
Figure 3: Statel ess-Proxy CoAP Option

Upon reception of a Statel ess-Proxy option, the CoAP server MJST echo
it in the response. The value of the Statel ess-Proxy option is
internal proxy state that is opaque to the server. Exanmple state
information includes the | Pv6 address of the client, its UDP source
port, and the CoAP token. For security reasons, the state

i nformati on MUST be authenticated, MJST include a freshness indicator
(e.g. a sequence nunber or timestanp) and MAY be encrypted. The
proxy may use an appropriate COSE structure [ RFC8152] to wrap the
state informati on as the value of the Statel ess-Proxy option. The
key used for encryption/authentication of the state information may
be known only to the proxy.

Once the proxy has received the CoAP response with a Statel ess-Proxy
option present, it decrypts/authenticates it, checks the freshness

i ndi cator and constructs the response for the client, based on the
informati on present in the option val ue.
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11.

Note that a CoAP proxy using the Statel ess-Proxy option is not able
to return a 5.04 Gateway Ti neout Response Code in case the request to
the server tinmes out. Likewise, if the response to the proxy’s
request does not contain the Statel ess-Proxy option, for exanple when
the option is not supported by the server, the proxy is not able to
return the response to the client.

Security Considerations

Thi s docunent recommends that the pledge and JRC are provisioned with
uni que PSKs. The nonce used for the Join Request and the Join
Response is the sanme, but used under a different key. The design
differenti ates between keys derived for requests and keys derived for
responses by different sender identifiers (0x00 for pledge and 0x01
for JRC). Note that the address of the JRC does not take part in
nonce or key construction. Even in the case of a misconfiguration in
whi ch the sane PSK is used for several pledges, the keys used to
protect the requests/responses fronmftowards different pledges are
different, as they are derived using the pledge identifier as Master
Salt. The PSKis still inportant for nutual authentication of the

pl edge and the JRC. Should an attacker come to know the PSK, then a
man-in-the-nmddle attack is possible. The well-known problemw th

Bl uet oot h headsets with a "0000" pin applies here.

Being a stateless relay, the JP blindly forwards the join traffic
into the network. A sinple bandwi dth cap on the JP prevents it from
forwarding nore traffic than the network can handle. This forces
attackers to use nore than one Join Proxy if they wish to overwhel m
the network. Marking the join traffic packets with a non-zero DSCP
all ows the network to carry the traffic if it has capacity, but
encourages the network to drop the extra traffic rather than add
bandwi dth due to that traffic.

The shared nature of the "minimal" cell used for the join traffic
makes the network prone to DoS attacks by congesting the JP with
bogus traffic. Such an attacker is limted by its maxi mumtransmt
power. The redundancy in the nunber of deployed JPs alleviates the
i ssue and al so gives the pledge a possibility to use the best
available link for joining. How a network node decides to becone a
JP is out of scope of this specification.

At the beginning of the join process, the pledge has no neans of
verifying the content in the EB, and has to accept it at "face
value". In case the pledge tries to join an attacker’s network, the
Joi n Response nessage will either fail the security check or tine
out. The pledge nmay inplenent a blacklist in order to filter out
undesired EBs and try to join using the next seemingly valid EB
This blacklist alleviates the issue, but is effectively Iimted by
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the node’s avail abl e nenory. Bogus beacons prolong the join tinme of
the pledge, and so the time spent in "mniml" [RFC3180] duty cycle
node.

12. Privacy Considerations

The join solution specified in this document relies on the uni queness
of the pledge identifier within the nanespace nanaged by the JRC
This identifier is transferred in clear as an OSCORE Context Hint.
The use of the globally unique EU -64 as pledge identifier sinplifies
t he managenment but cones with certain privacy risks. The

i mplications are thoroughly discussed in [ RFC7721] and conpri se
correlation of activities over tinme, location tracking, address
scanni ng and device-specific vulnerability exploitation. Since the
join protocol is executed rarely conpared to the network lifetine,
long-termthreats that arise fromusing EU -64 as the pl edge
identifier are mininmal. |In addition, the Join Response nessage
contains a short address which is assigned by the JRC to the pledge.
The assigned short address SHOULD be uncorrelated with the long-term
pl edge identifier. The short address is encrypted in the response.
Once the join process conpletes, the new node uses the short
addresses for all further layer 2 (and |l ayer-3) operations. This
mtigates the aforenentioned privacy risks as the short |ayer-2
address (visible even when the network is encrypted) is not traceable
bet ween | ocations and does not disclose the manufacturer, as is the
case of EU - 64.

13. | ANA Consi derati ons

Note to RFC Editor: Please replace all occurrences of "[[this
docunent]]" with the RFC nunber of this specification

Thi s docunment allocates a well-known nanme under the .arpa name space
according to the rules given in [RFC3172]. The nane "6tisch.arpa” is
requested. No subdonains are expected. No A, AAAA or PTR record is
request ed.

13.1. CoAP Option Nunbers Registry

The Statel ess-Proxy option is added to the CoAP Opti on Nunbers
registry

oo oo e +
| Nurber | Nane | Reference |
Fom e e e - - e e e e e oo - B +
| TBD | Stateless-Proxy | [[this docunent]] |
oo e oo +
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Appendi x A.  Exanpl e

Figure 4 illustrates a successful join protocol exchange. The pledge
instanti ates the OSCORE context and derives the traffic keys and
nonces fromthe PSK. It uses the instantiated context to protect the

Join Request addressed with a Proxy-Schene option, the well-known
host nane of the JRCin the Ui-Host option, and its EU -64 as pl edge
identifier and OSCORE Context Hint. Triggered by the presence of a
Pr oxy- Schene option, the JP forwards the request to the JRC and adds
the Statel ess-Proxy option with value set to the internally needed
state, authentication tag, and a freshness indicator. The JP has

| earned the | Pv6 address of the JRC when it acted as a pl edge and
joined the network. Once the JRC receives the request, it |ooks up
the correct context based on the Context Hi nt parameter. It
reconstructs OSCORE s external Additional Authenticated Data (AAD)
needed for verification based on

o the Version of the received CoAP header.
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o the Algorithmvalue agreed out-of-band, default being AES-CCM
16-64-128 from [ RFC8152].

o0 the Request ID being set to the value of the "kid" field of the
recei ved COSE obj ect.

o the Join Request sequence nunmber set to the value of "Partial |V
field of the received COSE object.

0 Integrity-protected options received as part of the request.

Repl ay protection is ensured by OSCORE and through persistent
handl i ng of nutable context parameters. Once the JP receives the
Join Response, it authenticates the Statel ess-Proxy option before
deciding where to forward. The JP sets its internal state to that
found in the Statel ess-Proxy option, and forwards the Join Response
to the correct pledge. Note that the JP does not possess the key to
decrypt the COSE object (join_response) present in the payload. The
Joi n Response is matched to the Join Request and verified for replay
protection at the pledge using OSCORE processing rules. 1In this
exanpl e, the Join Response does not contain the | Pv6 address of the
JRC, the pledge hence understands the JRC is co-located with the
6LBR.
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<---E2E OSCORE- - >

dient Proxy Server

Pl edge JP JRC
I I I
O — >| | Code: { 0.02 } (POST)
| GET | | Token: 0x8c
| | | Proxy- Schene: [ coap ]
| | | Uri-Host: [ 6tisch.arpa |
| | | Object-Security: [ kid: 0]
[ [ [ Payl oad: Context-H nt: EU -64
| | | [ Partial 1V: 1,
| | | { Uri-Path:"j",
| | | j oi n_request 1},
I I I <Tag> ]
| R >| Code: { 0.01 } (GET)
| | GET | Token: Ox7b
| | | Uri-Host: [ 6tisch.arpa ]
| | | Object-Security: [ kid: 0]
| | | Statel ess-Proxy: opaque state
| | | Payl oad: Context-H nt: EU -64
[ [ [ [ Partial 1V: 1,
| | | { Ui-Path:"j",
| | | j oi n_request 1},
]
| | <------ + Code: { 2.05 } (Content)
[ | 2.05 | Token: Ox7b
| | | Object-Security: -
| | | Statel ess-Proxy: opaque state
| | | Payl oad: [ { join_response }, <Tag> ]
I I I
| <------ + | Code: { 2.05 } (Content)
| 2.05 | [ Token: 0x8c
| | | Object-Security: -
| | | Payload: [ { join_response }, <Tag> ]
I I I

Figure 4: Exanple of a successful join protocol exchange. { ... }

denotes encryption and aut hentication, | ] denotes

Wher e joi n_request
j 0i n_request:

h’ caf e’

Vucinic, et al.

aut henti cati on.

is:

Expi res Septenber 6, 2018

/ PAN I D of the network pledge is attenpting to join /
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| nt er net -

The j oi n_request encodes to h’'8142cafe’

Dr aft M ni mal Security Framework for 6Ti SCH

And j oi n_response is:

j 0i n_response:

[
[

]

/| COSE Key Set array with a single key /

{
1: 4, | key type symetric /
2: hol, / key id/
-1 : h’e6bf4287c2d7618d6a9687445f f d33e6

h' af 93° / assigned short address /

The j oi n_response encodes to
h’ 8281a301040241012050e6bf 4287c2d7618d6a9687445f f d33e68142af 93’ with
a size of 30 bytes.

Aut hor s’

Addr esses

Mal i sa Vucinic (editor)
Uni versity of Montenegro
Dzordza Vasi ngt ona bb
Podgorica 81000

Mont enegr o

Emmi |l :

mal i sav@c. ne

Jonat han Si non
Anal og Devi ces

32990
Uni on
USA

Emai | :

Vuci ni c,

Al varado-Ni | es Road, Suite 910
City, CA 94587

j onat han. si non@nal og. com

et al. Expi res Septenber 6, 2018

March 2018

with a size of 4 bytes.

/ key val ue /
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Sandel man Sof t war e Wor ks
470 Dawson Avenue
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Canada

Emai |l : nctr+i et f @andel man. ca
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