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Abst ract

This specification defines an optional extension to the Constrained
Join Protocol (CoJP) defined by the Mnimal Security Framework for

6Ti SCH.  The extension ains at providing global time distribution
support so nodes in the 6Ti SCH network can exploit gl obal tine
information instead of relying only in relative network tine based on
the Absol ute Sequence Nunber (ASN). The specification also defines a
mechani sm for resynchroni zation, to handl e | eap seconds or to enable
periodic global time updates relying on a CoAP service.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 21, 2018.
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Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

I ntroduction
A obal Time Source C e e e
G obal Time Extension to the Join Response
Resynchroni zation .
Leap Second handling
Security Considerations
. References e
7.1. Normative References
7.2. Informative References
Aut hors’ Addresses

NoOThWNE

OO NP_WN

1. Introduction

Ti me Synchroni zed Channel Hopping (TSCH) exploits node

synchroni zation to build up deterninistic access networks through
schedul i ng [ RFC7554]. 6Ti SCH defines a control plane architecture to
enabl e | EEE802. 15. 4 TSCH networks to securely bootstrap and in a

di stributed nmanner self-organize in order to neet application traffic
needs [I-D.ietf-6tisch-architecture]. The synchronization accuracy
bet ween the nodes’ clocks in a 6Ti SCH network is dependent on the

net wor k mai ntenance traffic (Keep Alives), application traffic, and
MAC | ayer guard tine duration. It is well-known that, for a given
traffic, the smaller the guard tine, the snmaller the tolerated drift
bet ween two nodes, and hence, the nore precise their synchronization

The concept of network synchronization is achieved through a virtua
counter referred as Absol ute Sequence Nunber (ASN). In a 6Ti SCH
net wor k, each node updates its ASN at every slot, giving the nodes
the sane notion of tine (with tineslot granularity). This tine is
relative to the noment the network started or reset and hence cannot
be used to conpare tagged events fromdifferent networks.
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Thi s docunent defines a data structure to map ASN and absol ute tine.
The docunent then defines the procedure to transport the structure to
the 6Ti SCH nodes:

0 As an optional extension to the Constrained Join Protocol (CoJP)
Joi n Response procedure within the Mninmal Security Franmework for
6Ti SCH [1-D.ietf-6tisch-mnimal-security].

0 As a CoAP Response [RFC7252] to a global time service exposed by
the Join Registrar/Cordi nator (JRC).

2. dobal Tine Source

In order to distribute global tine information in a 6Ti SCH network at
| east one conponent nust be acting as a global tine source and
enabling nodes in the network to obtain the absolute tinme reference
fromit. The way global tine is obtained and nmaintained in this

net wor k conponent is out of scope of this specification. As an
exanpl e, this conponent can account for the global tine in the
network internally, can use an external source to obtain global tine
(e.g. GPS, NIP [RFC5905]) or, can be synchronized through a
precision tine protocol (PTP) such the | EEE-1588 [l EEE1588] to

anot her network.

W use the exanple network in Figure 1 throughout this specification
for illustration. The Join Registrar/Coordinator (JRC) acts as the
global tine information source for a node when it joins. How the JRC
obt ai ns such global tine information is out of scope of this
specification. The JRC can be a conponent outside of the 6Ti SCH
network. However it is required to be synchronize to it through the
ASN. How the JRC obtains such synchronization to the 6Ti SCH network
is out of the scope of this specification. This specification
defines how the JRC formats and distributes the absolute tine
reference to the 6Ti SCH nodes in the network.
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Figure 1: An exanpl e network

A Pl edge node obtains its global time reference during the Secure
Join Process with the JRC[I-D.ietf-6tisch-ninimal-security]. This
specification extends the Join Response nessage with an optional data
structure which includes the global time reference and optionally the
period for absolute tine updates.

The global tine reference is a mappi ng between the ASN of the network
and the global time at the noment of processing the Join Response.
After having obtained the global tinme reference, a 6Ti SCH node

mai ntains internally its timng until it updates it, resets or is

di sconnected fromthe network. Optionally, periodic refresh nessages
can be issued by the 6Ti SCH node to the JRC using the JRC UR
exposing the time service. These optional refresh nessages MAY be
used to cope with the clock drift caused by any possible inprecision
bet ween the configured tineslot length and the actual tinmeslot

length. As an exanple, a tineslot can be configured to be 10ms | ong
but because of the nature of the crystal in the device the tinmeslot
beconmes 10. 1ns.

3. Gobal Time Extension to the Join Response

Thi s docunment extends the Join Response nessage within the
Constrained Join Protocol (CoJP) defined in
[I-D.ietf-6tisch-mninmal-security] with:

0 A byte string containing the ASN at which the CoAP Response (e.qg,
Joi n Response) is processed at the JRC. The 5-byte ASNis carried
in network byte order.

0 An 8-bit unsigned integer containing an era counter. The era
counter is used to account for waps of the seconds counter. It
starts at 0 and increnments approximately every 136 years as per
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definition of era in NTP [RFC5905]. Era O starts at Oh UTC 1st of
January 1900.

0 A 32-bit unsigned integer containing a timestanp in seconds,
captured at the beginning of the tineslot at which the CoAP
Response (e.g. Join Response) is processed. Carried in network
byte order. The seconds and fraction fields are based on the
specification described in the NTP standard [ RFC5905] for the
Timestanp format. The seconds field accounts for seconds el apsed
since the Oh on the 1 January 1900 UTC, as described by the NTP
standard [ RFC5905].

0 A 32-bit unsigned integer containing the nunber of picoseconds
el apsed after the last entire second at the begi nning of the
timesl ot at which the CoAP Response (e.g. Join Response) is
processed. Carried in network byte order. |Its granularity is
described in the NTP standard [ RFC5905].

0o Optionally, a byte string encoding a global time service UR in
core-link format. The default value is 'gt’.

0 Optionally, an unsigned word | ease val ue indicating the nunber of

m nutes of freshness of the assigned global tine information. |If
this value is not provided the lease time is considered to be
infinite. |If this value is 0, a node does not refresh the gl oba

time i nformation.

gl obal time_option = {

0 : bstr, ;. ASN
1 : uints§, . era counter
2 : uint32 ; seconds counter
3 : uint32 ; fraction
? 4 : bstr ; gt_service
? 5 : uintl6 ; gt _|ease
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S [ R, [ R S +
| Nane | Label | CBOR | Reference |
| | | type | |
Fom e e o Fom oo - Fom e o - Fom e e o +
| ASN | O [ byte | [[this [
| | | string | docunent]] |
I I I I I
| era | 1 | unsigned | [[this |
| counter | | integer | docunent]] |
I I | (uint8) | I
I I I I I
| seconds | 2 | unsigned | [[this [
| counter | | integer | docurnent]] |
I I I (ui nt32) I I
| fraction | 3 | unsigned | [[this [
| | | integer | docunent]] |
I I I (ui nt32) I I
| gt_service | 4 | byte | [[this |
| (optional) | | string | docunent]]

I I I I I
I I I I I
| gt _|ease | 5 | unsigned | [[this |
| (optional) | | integer | docunent]] |
I I | (uint16) | I
Fom e e o Fom e - Fom e - Fom e e o +

To take into account possible | eap seconds. An optiona
| eap_second_option is defined by:

0 An 8-bit unsigned integer containing the action to be perforned
when the next |eap second day is reached.

0 A 16-bit unsigned integer containing an offset in days to the
begi nning of the day (0 h UTC) when the next |eap second nust be
applied. Carried in network byte order

| eap_second_option = {

0 : uint8, ; leap_indicator
1 : uintl6, ; leap_of fset
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o e oo [ R, [ R S +
| Nane | Label | CBOR | Reference

| | | type | |
e e e e Fom oo - Fom e o - Fom e e o +
| leap_indicator | O | unsigned | [[this |
| | | integer | docunent]] |
I I | (uint8) | I
| | | | _ |
| leap_offset | 1 | unsigned | [[this |
[ [ | integer | docunent]] |
I I | (uint16) | I
o a oo Fom e e [ RS TS +

The optional |eap_second_option defines a | eap second indicator,
which identifies the type of correction that needs to be applied once
the next | eap second day is reached. The types are described in
Figure 9 of the RFC5905 [ RFC5905].

A | eap_offset contains the offset in days to when the next |eap
second needs to be applied, following the action described in the
| eap second indicator.

The global tine_option and the | eap_second option, if present, SHOULD
be appended followi ng the Join Response Payl oad and MJST be encoded
as a CBOR map objects [ RFC7049].

4. Resynchronization

When a pl edge receives the Join Response containing the

gl obal _time_option, it updates its internal absolute time clock/
counter. |If present, it also stores the gt_service link-format URI
and the | ease tine.

After correcting a | eap second or when the | ease period is reached, a
node MAY want to update the global tinme information values to keep
track of the next |eap second correction event or to renew its gl oba
time synchronization | ease. This resynchronization is conducted
through a CoAP CGET Request to the JRC address and gt_service URI

The request nethod is GET.

The type is Non-confirnable (NON).

The Proxy-Schene option is set to "coap"

The Uri-Host option is defined by the JRC URI.
The Uri-Path option is set to gt_service.

The payl oad is enpty.

OO0OO0OO0OO0OO0

The response is a CoAP Response Message with Response Code 2. 05
(Content) containing the global _tinme_option as payl oad. The response
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MAY contain a | eap_second_option in case a | eap second update is
needed. Both options if present are encoded as CBOR dictionaries.

5. Leap Second handling

When a 6Ti SCH node receives a global tine synchronization nessage and
this response contains a | eap_second_option, the node MJST store the
values until the | eap second offset is reached.

When a | eap second offset is reached, the | eap second is corrected
addi ng or substracting a second to the last mnute of the day as
i ndi cated by the leap_indicator field.

6. Security Considerations

The gl obal tinme synchronization option is transported as part of the
payl oad of the 6P Join Response nessage and secured by OSCORE ((hject
Security for Constrained RESTful Environnents) as per
[I-D.ietf-6tisch-mnimal-security]. Since the JRC acts as the gl oba
time synchronization server, conprinising the JRCwill result in a
comprom se of the transported information

A malicious 6N attacker nmay use a short |ease tine to generate high
volumes of traffic in the network or even to try to denial the
service to the JRC. |Is up to the JRC to inplenent tenporal

bl acklisting policies to avoid any DoS attack.
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