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Abst ract

3GPP CT4 has approved a study itemto study different nmobility
managenent protocols for potential replacement of GIP tunnel s between
UPFs (N9 Interface) in the 3GPP 5G system architecture.

Thi s docunent provides an overview of 5G system architecture in the
context of N9 Interface which is the scope of the 3GPP CT4 study item
[ 23501, 23502, 23503, 23203, 29244, 29281, 38300, 38401]. The
requirenents for the network functions and the relevant interfaces
are provided.

Ref erence scenarios and criteria for evaluation of various |ETF
protocol s are provided.

Several |ETF protocols are considered for conparison: SRv6, LISP, |ILA
and several conbinations of control plane and user plane protocols.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths

and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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docunent authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info)

publication of this docunment. Please review these docunents
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1 Introduction and Probl em St at enent

3GPP CT4 W5 has approved a study item [CT4SID] to study user-pl ane
protocol for N9 in 5GC architecture as specified in TS 23.501 [23501]
and TS 23.502 [23502] for Rel-15. This provides an opportunity to
investigate potential linmts of the existing user plane solution and
potential benefits of alternative user plane solutions.

| ETF has some protocols for potential consideration as candi dates.
These protocols have the potential to sinplify the architecture

t hrough reduction/elimnation of encapsul ati on; use of native routing
mechani sns; support of anchor-less nmobility nmanagenent; reduction of
session state and reduction of signaling associated with mobility
managemnent .

Thi s docunent conprehensively describes the various protocols and how
they can be used in the 3GPP 5G architecture. Specifically Segnent
Routing v6 (SRv6), Locator |dentifier Separation Protocol (LISP) and
Identifier Locator Addressing (ILA) are described in the context of
the 3GPP 5G architecture for several scenarios: as a replacenment of
GIP on N9; as a replacenent of GIP in the whole system integrated
with transport; used in specific network slices, etc.

A conparison of the various protocols is also provided.
2 Conventions used in this docunent

In exanples, "C:" and "S:" indicate |lines sent by the client and
server respectively.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying significance described in RFC 2119.

In this docunent, the characters ">>" preceding an indented |ine(s)
i ndi cates a statenent using the key words |listed above. This
convention aids reviewers in quickly identifying or finding the
portions of this RFC covered by these keywords.

3 Overview of Existing Architecture and Protocol Stack
This section briefly describes the 5G system architecture as

specified in 3GPP TS 23.501. The key relevant features for session
managenent and nobility nmanagenent are:
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- Separate the User Plane (UP) functions fromthe Control Plane
(CP) functions, allow ng independent scalability, evolution and
flexible depl oynents e.g. centralized | ocation or distributed
(renote) |ocation.

- Support concurrent access to local and centralized services. To
support low | atency services and access to | ocal data networks,
UP functions can be depl oyed close to the Access Network.

- Support roanming with both Hone routed traffic as well as Loca
breakout traffic in the visited PLM\
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Figure 1: 5G System Architecture in Reference Point Representation
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Figure 2: 5G Services Based Architecture

The roaning architectures are depicted in the two figures bel ow.
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Figure 4: Roami ng 5G System architecture - honme routed scenario

Fi gure 5 depicts the non-roam ng architecture for UEsS concurrently

accessing two (e.g. local and central) data networks using nultiple
PDU Sessions, using the reference point representation. This figure
shows the architecture for nultiple PDU Sessions where two SMFs are
selected for the two different PDU Sessions. However, each SMF may

al so have the capability to control both a local and a central UPF

within a PDU Sessi on.
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Figure 5: Non-roaning architecture for multiple PDU Sessions
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Servi ce Based Interfaces
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Fi gure 6: Non-roaming 5G System architecture for concurrent access
to two (e.g. local and central) data networks
(single PDU Session option)

Figure 6 depicts the non-roam ng architecture in case concurrent
access to two (e.g. local and central) data networks is provided
within a single PDU Session.

The User plane function (UPF) is the function relevant to this
evaluation and the N9 interface between two UPFs [23501].

The User Plane Function (UPF) handl es the user plane path of PDU
sessions. The UPF transmits the PDUs of the PDU session in a single
tunnel between 5GC and (R)AN. The UPF includes the foll ow ng
functionality. Some or all of the UPF functionalities may be
supported in a single instance of a UPF. Not all of the UPF
functionalities are required to be supported in an instance of user
pl ane function of a Network Slice.

0 Anchor point for Intra-/Inter-RAT mobility (when applicable)

o0 Sending and forwardi ng of one or nore "end marker" to the source
NG RAN node

o External PDU Session point of interconnect to Data Network.

o PDU session type: |Pv4, |Pv6, Ethernet, Unstructured (type of
PDU totally transparent to the 5GS)

o Activation and rel ease of the UP connecti on of an PDU session
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upon UE transition between the CM I DLE and CM CONNECTED st at es
(i.e. activation and release of N3 tunnelling towards the access
net wor k)

o Data forwarding between the SM= and the UE or DN, e.g. IP
address al l ocation or DN authorization during the establishnent
of a PDU session

0 Packet routing & forwarding (e.g. support of Uplink classifier
to route traffic flows to an instance of a data network, support
of Branching point to support IPv6 nulti-honed PDU session)

0 Branching Point to support routing of traffic flows of an | Pv6
mul ti-honmed PDU session to a data network, based on the source
Prefix of the PDU

0 User Plane part of policy rule enforcenent, e.g. Gating,
Redirection, Traffic steering)

o Uplink dassifier enforcenent to support routing traffic flows
to a data network, e.g. based on the destination IP
address/Prefix of the UL PDU

o Lawful intercept (UP collection)

o Traffic usage reporting e.g. allowi ng SMF support for charging,
and/or allowing the SMF to initiate a CNinitiated deactivation
of UP connection of an existing PDU session when the UPF detects
that the PDU Session has no user plane data activity for a
specified Inactivity period provided by the SMF

0 QoS handling for user plane including:

- packet filtering, gating, UL/DL rate enforcenment, UL/DL
Sessi on- AMBR enforcenent (with the Session- AMBR conput ed by
the UPF over the Averagi ng wi ndow provi sioned over N4, see
subcl ause 5.7.3 of 3GPP TS 23.501), UL/DL CGuaranteed Flow Bit
Rate (GFBR) enforcement, UL/DL Maxi mum Fl ow Bit Rate (MBR)
enforcenment, etc

- marking packets with the QS Flow ID (QFl) in an encapsul ati on
header on N3 (the QS flowis the finest granularity of QoS
differentiation in the PDU session)

- enabling/disabling reflective QoS activation via the User
Plane, i.e. marking DL packets with the Reflective QS
Indication (RQ) in the encapsul ation header on N3, for DL
packets matching a QS Rule that contains an indication to

K. Bogi neni Expi res Septenber 6, 2018 [ Page 9]
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activate reflective QS

o Uplink Traffic verification (SDF to QS flow mapping, i.e.
checking that QFls in the UL PDUs are aligned with the QS Rul es
provided to the UE or inplicitly derived by the UE e.g. when
using reflective QS)

o Transport |evel packet marking in the uplink and downlink, e.g.
based on 5Q and ARP of the associated QS fl ow

0 Packet Filter Set is used in the QoS rules or SDF tenplate to
identify a QS flow. The Packet Filter Set may contain packet
filters for the DL direction, the UL direction or packet filters
that are applicable to both directions.

o Downlink packet buffering and downlink data notification
triggering:

This includes the support and handling of the ARP priority of
QS Flows over the N interface, to support priority nechani sm

"For a UE that is not configured for priority treatnent, upon
receiving the "N7 PDU CAN Session Modification" nessage from
the PCF with an ARP priority level that is entitled for
priority use, the SMF sends an "N4 Session Mdification
Request" to update the ARP for the Signalling QS Flows, and
sends an "N11 SM Request with PDU Session Mdification
Conmand" nessage to the AMF, as specified in clause 4.3.3.2 of
TS 23.502.

- "If an I P packet arrives at the UPF for a UE that is CMIDLE
over a QS Flow which has an ARP priority level value that is
entitled for priority use, delivery of priority indication
during the Paging procedure is provided by inclusion of the
ARP in the Nd interface "Downlink Data Notification" nessage
as specified in clause 4.2.3.4 of TS 23.502."

0 ARP proxying as specified in | ETF RFC 1027 [53] and / or |Pv6
Nei ghbour Solicitation Proxying as specified in | ETF RFC 4861
[54] functionality for the Ethernet PDUs. The UPF responds to
the ARP and / or the I Pv6 Neighbour Solicitation Request by
provi ding the MAC address corresponding to the |IP address sent
in the request.

o0 Packet inspection (e.g. Application detection based on service

data flow tenplate and the optional PFDs received fromthe SMF
in addition)

K. Bogi neni Expi res Septenber 6, 2018 [ Page 10]
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o Traffic detection capabilities
For | P PDU session type, the UPF traffic detection
capabilities may detect traffic using traffic pattern based
on at | east any conbination of:
PDU sessi on
QFl
| P Packet Filter Set, conprising:
- Source/destination | P address or |IPv6 network prefix
- Source / destination port nunber
- Protocol ID of the protocol above I P/ Next header type
- Type of Service (TOS) (I1Pv4) |/ Traffic class (IPv6) and
Mask
- Flow Label (IPv6)
Security paraneter index
Appllcatlon Identifier: The Application IDis an index to a
set of application detection rules configured in UPF

In the | P Packet Filter Set:
- a value left unspecified in a filter matches any val ue
of the corresponding information in a packet
- an | P address or Prefix may be conbined with a prefix
mask
- port nunbers may be specified as port ranges
For Ethernet PDU session type, the SMF may control UPF traffic
detection capabilities based on at |east any conbi nation of:
PDU sessi on
QFl
Et hernet Packet Filter Set, conprising:
- Source/ destinati on MAC address
- EtherType as defined in | EEE 802.3
- Custonmer-VLAN tag (G TAG and/or Service-VLAN tag (S-
TAG VID fields as defined in | EEE 802.1Q
- Customer-VLAN tag (G TAG and/or Service-VLAN tag (S-
TAG PCP/DEl fields as defined in | EEE 802. 1Q
- I P Packet Filter Set, in case Ethertype indicates
| Pv4/1 Pv6 payl oad
o Network slicing Requirenents for different MM nechani sns on
different slice.

The sel ecti on mechanismfor SMF to select UPF based on the
sel ected network slice instance, DNN and other infornmation e.g.
UE subscription and | ocal operator policies.

The following information is sent in an encapsul ati on header over the
N3 interface. N9 needs to support that.

QFI (QS Flow Identifier), see subclause 5.7.1 of 3GPP TS 23.501

K. Bogi neni Expi res Septenber 6, 2018 [ Page 11]
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"A QS Flow ID (QFl) is used to identify a QS flowin the 5G
system User Plane traffic with the same QFI within a PDU
session receives the same traffic forwarding treatnent (e.qg.
schedul i ng, adm ssion threshold). The QFI is carried in an
encapsul ati on header on N3 (and N9) i.e. wthout any changes to
the e2e packet header. It can be applied to PDUs with different
types of payload, i.e. |IP packets, non-1P PDUs and Ethernet
franes. The QFI shall be unique within a PDU session." The CFI
is sent for both downlink and uplink user plane traffic.

RQ (Reflective QS Identifier), see subclause 5.7.5.4.2 of 3GPP TS
23.501:

"When the 5GC determines to activate reflective QS via U pl ane,
the SMF shall include a QoS rule including an indication to the
UPF via N4 interface to activate User Plane with user plane
reflective. Wien the UPF receives a DL packet nmatching the QS
rule that contains an indication to activate reflective QS, the
UPF shall include the RQ in the encapsul ati on header on N3
reference point. The UE creates a UE derived QS rule when the UE
receives a DL packet with a RQ."

The RQ is sent for downlink user plane traffic only.

Support of RAN initiated QS Flow nobility, when using Dual
connectivity, also requires the QFI to be sent within End Marker
packets. See subclause 5.11.1 of 3GPP TS 23.501 and subcl ause 4.14.1
of 3GPP TS 23.502 respectively:

" For some other PDU sessions of an UE: Direct the DL User Plane
traffic of some QS flows of the PDU session to the Secondary
(respectively Master) RAN Node while the remaining QS flows of
the PDU session are directed to the Master (respectively
Secondary) RAN Node. In this case there are, irrespective of the
nunber of QS Flows, two N3 tunnel terninations at the RAN for
such PDU session."

" In order to assist the reordering function in the Master RAN
node and/or Secondary RAN node, for the QFls that are sw tched

bet ween Master RAN node and Secondary RAN node, the UPF sends one
or nore "end narker" packets along with QFI on the old tunnel

i mredi ately after switching the tunnel for the QFI. The UPF starts
sendi ng downl i nk packets to the Target RAN."

GIPv1-U as defined in 3GPP TS 29.281 is used over the N3 and N9
interfaces in Release 15. Release 15 is still work-in-progress and
RAN3 wi || specify the contents of the 5GS Container. It is to be

deci ded whet her CT4 needs to specify new GIP-U extension header(s) in
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3GPP TS 29.281 for the 5GS Contai ner.

A GIP-U tunnel is used per PDU session to encapsul ate T-PDUs and GIP-
U signaling nessages (e.g. End Marker, Echo Request, Error
I ndi cation) between GIP-U peers.

A 5GS Container is defined as a new single GIP-U Extensi on Header
over the N3 and N9 interfaces and the elenents are added to this
contai ner as they appear with the forthcom ng features and rel eases.
This approach would allow to design the 5GS infornmation el enents

i ndependently fromthe tunneling protocol used within the 5GS, i.e.
it would achi eve the separation of the Transport Network Layer (TNL)
and Radi o Network Layer (RNL) as required in 3GPP TR 38.801 subcl ause
7.3.2. This would allow to not inpact the RNL if in a future rel ease
a new transport network |layer (TNL) other than GIP-U UDP/IP (e.g.
GRE/ I P) was decided to be supported. The protocol stack for the User
Pl ane transport for a PDU session is depicted belowin Figure 7

sk | | |
| AP - R REEREEEEED [EREEREEEEE |
+----- + | | +------ + |
| PDU +----------omcmmem oo - - [-----mmmm e - |-+ PDU | |
H--mnn + eemmmmeiaiaaaas + Ny + | A------ + |
I || I A | |
I || Relay [/ | I Relay [/ | | | | |
I || / [ - / | | [5G UP | |
| AN | | -- - [ S | | | Enc | |
| Pro| |ANPro | GIP-U +--|--+ GIP-U |5GUP Enc+--|-+ | |
| Lyrs| | Lyrs 4------- S B Hoo-oo--- L B + |
| +- -+ | UDP/IP +--]|--+ UDP/IP | UDP/IP +--]-+UDP/IP| |
| | | [ - + IR IR + | A----- + |
| | | L2 +--|--+ L2 | L2 +-]-+ L2 | |
| | | [ SR + [ SR [ SR + | A------ + |
[ | | L1 +--]--+ L1 [ L1 +---+ L1 | |
H--mnn + 4-e--a-- S RS + S NIy S NIy + | A------ + |
UE AN N3 UPF N9 N6
UPF
(PDU Sessi on Anchor)
Legend:

- PDU | ayer: This layer corresponds to the PDU carried between the
UE and the DN over the PDU session. \Wen the PDU session Type is
I PV6, it corresponds to | Pv6 packets; Wen the PDU session Type
is Ethernet, it corresponds to Ethernet franes; etc.

- GPRS Tunnelling Protocol for the user plane (GIP-U): This

protocol supports nmultiplexing traffic of different PDU sessions
(possi bly corresponding to different PDU session Types) by
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tunnelling user data over N3 (i.e. between the AN node and the
UPF) in the backbone network. GIP shall encapsul ate all end user
PDUs. It provides encapsul ation on a per PDU session level. This
| ayer carries also the narking associated with a QS Fl ow.

- 5G Encapsul ation: This layer supports nultiplexing traffic of
di fferent PDU sessions (possibly corresponding to different PDU
session Types) over N9 (i.e. between different UPF of the 5GC).
It provides encapsul ation on a per PDU session |level. This |ayer
carries also the nmarking associated with a QS Fl ow.

Figure 7: User Plane Protocol Stack
4 Reference Scenario(s) for Evaluation
Different proposals will be described for the follow ng scenari os:

1. Non-Roam ng Scenari 0os
a. UE- Internet Connectivity (nobility cases)
b. UE-UE I P Packet Flow (nobility cases)
c. UE- 2 DNs with nultiple PDU sessions
d. UE - 2 DNs single PDU session

2. Roaming Scenari os
a. Local Break out
b. Home routed

Flows will be provided for nmobility cases (UE nobility, UPF nobility)
and session continuity cases (SSC Mdde 1/2/3).

1. UE nobility SSC Mdde 1
a. Single UPF
b. Miultiple UPF

2. UE Mobility SSC Mde 2
a. Single UPF
b. Multiple UPF

3. UE Mobility SSC Mode 3
a. Single UPF
b. Miultiple UPF

Each proposal wll also describe how network slicing will be
supported for the follow ng configurations:

0 Support for independent slices using GIP and/or other protocol
will be covered. Mobility Managenent will be within each slice.

0 Support for one UE connected to nmultiple slices using different
mobility protocols will be described.
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The criteria for evaluation will be the ability to support the above
scenarios and identifying the inmpacts to N2, N3, N4, gNB, AMF and
SMF.

5 SRv6 Based Sol ution
5.1 Overvi ew

Segment Routing (SR), defined in [I-D.ietf-spring-segnment-routing]
general i ses the source routing paradigmw th an ordered |ist of

gl obal and/or nodal instructions (segnments) prepended in an SR header
in order to either steer traffic flows through the network while
confining flow states to the ingress nodes in the SR domai ns and/ or
to indicate functions that are perforned at specific network

| ocati ons.

The 1 PV6 realisation of SR (SRV6) defines a SR Header (SRH), see [I-
D.ietf-6nman-segnent-routing-header]. SRV6 encodes segnents as | PV6
addresses in the Segnment List (SL) of its header. The packet
destination address in SRV6 specifies the active segment while an
index field in the SRH points to the next active segnent in the list.
The index field in SRH is decrenented as SRV6 progressively forces
packet flows through different segnents over the | PV6 data pl ane.

The versatility and adaptability of SR conbined with | PV6’s anpl e and
flexi bl e address space positions SRV6 as a viable data path
technol ogy for the next generation of mobile user plane, in
particular the 3GPP N9 (UPF to UPF).

This section starts by summari sing the use of SRV6 as a drop-in
alternative for GIP-U over the N9 interface connecting different User
Pl ane Functions (UPF). It then shows how SRV6 as a GIP-U repl acenent
can then provide additional features such as TE, sparing, rate
limting, and service chaining that are not natively avail abl e by
GTP.

The di scussion then focuses on advanced routing with the
I dentifier/Locator paradi gmand shows how SRV6 can be used to realise
this nmodel in the nobile back-haul in either an anchored or
anchor| ess node of operation
SRV6 appears well placed as a nechanismto replace GIP-U with
initially no control plane changes, but to then offer a progressive
pat h towards many innovations in routing.

5.2 SRV6 as Drop-In Alternative for GIP-U

Exi sting nobil e back-haul enploys GIP tunnels to carry user traffic
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flows in the network. These tunnels are unidirectional, are
established via the control plane for a particular QS level, and run
on |links between access and the different anchor nodes all the way to
DN gat eways. 3GPP uses the term UPF to refer to the variety of
functions performng different tasks on user traffic along the data
path in 5G networks and suggests the use of GIP tunnels to carry user
traffic between these UPFs (N9 interface).

The Tunnel Id (TEID) field in the GIP tunnel plays a crucial role in
stitching the data path between the above nentioned network nodes for
a particular user flow In other words, TEIDs are used to coordi nate
traffic hand off between different UPFs.

Inits nmost basic form SRV6 can be used as a sinple drop-in
alternative for GIP tunnels. The control plane in this approach
remains the same, and still attenpts to establish GIP-U tunnels and
communi cate TElI Ds between the tunnel end points. However, at the user
pl ane, SRV6 capabl e nodes use SIDs to direct user traffic between the
UPFs.

The sinplest option is to encapsulate the entire GIP frame as a

payl oad within SRV6. However, this schenme still carries the GIP
header as the payload and as such doesn't offer significant
advant age.

A much nore prom sing option however is to use SIDs to carry tunne
related information. Here, TEIDs and other rel evant data can be
encoded into SRV6 SIDs which can be mapped back to TEID s at the

i ntermedi ate UPFs thus requiring no changes except at the
encapsul ati on and de-encapsul ation points in the UPF chai ns.

[I-D.ietf-dmm srv6-nobil e-upl ane] di scusses the details of |everaging
the existing control plane for distributing GIP tunnel information
bet ween the end nodes and enpl oying SRV6 in data plane for UPF
connectivity. The docunent defines a SID structure for conveying
TEI D, DA, and SA of GIP tunnels, shows how hybrid | PV4/I|PV6 networks
are supported by this nodel and in doing so, it paves a mgration
path toward a full SRV6 data pl ane.

Anot her alternative that can provide for a snmooth mgration toward
SRV6 data plane between UPFs is via the use of "Tag", and optiona
TLV fields in SRH Simlar to the previously described nethod, this
approach takes advantage of the existing control plane to deliver GIP
tunnel information to the UPF endpoints. "Tag" and optional TLV
fields in SRH are then used to encode tunnel information in the SRV6
data plane where the UPFs can determine the TEID etc. by inverting

t he mappi ng.
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In yet another option, GIP tunnel information can be encoded as a
separate SID either within the same SRH after the SID that identifies
the UPF itself (SRH UPF)or inside a separate SRH (SRH-G. In this
option, SID representing the GIP tunnel information acts as both
start and end point of a segnent within the UPF. This option
resenbl es the MPLS | abel stacking mechanismwhich is widely used in
di fferent VPN scenari os.

It nmust be noted that in any of the above nentioned approaches, the
ingress UPF in SRV6 domain can insert a SRH containing the |ist of
SIDs that corresponds to all UPFs along the path. Alternatively, UPFs
can stack a new SRH on top of the one inserted by the previous one as
packets traverse network paths between different pairs of UPFs in the

net wor k.
Fom oo - +

S e + SMF 4------ +

| e + |

N4 N4
[ + +---!|----+ +---!|----+ [ +
| RAN [--N3--| UPF | | UPF [--N6--| DN |
R + e e R +

[ SRV6 N9

[ carries GIP info. |

Fom e e e e e e e e oo +

Figure 8: SRV6 as Drop-In replacenent for GIP-U in 5G
5.3 SRV6 as Drop-In GIP Replacenent with TE

The previous section discussed using SRV6 as a drop-in repl acenent
for GIP tunnels in existing nobile networks. No new capabilities were
introduced by this sinple 1 to 1 replacenent. W now explore
addi ti onal possible features once SRV6 has been introduced.

Traffic engineering is an integral feature of SR The SRV6 variant of
SR of course supports both strict and | oose nodel s of source routing.
Here, the SIDIlist in SRH can represent a |oose or strict path to
UPFs. Therefore, traffic engineering can easily be supported

regardl ess of any of the aforenentioned approaches.

For | oose paths to UPFs, a set of one or nore SIDs in SRHs SID |ist
identifies on or nore, but not all the internediate nodes to a
particul ar UPF. Packets then follow the | GP shortest path through the
network to each specified internediate node till they reach the
target UPF.
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In the case of strict path to UPFs, SRH contains a set of SIDs
representing all the intermedi ate nodes and |inks that the packet
must visit on its route to a particular UPF. The last SID in the set
represents the target UPF itself or the last link to this UPF. Here,
SRV6 packet processing at each node invokes the function(s) that is
associated with SID SL], the packet then receives the required
treatment and gets forwarded over the SRH s specified path toward the
target UPF.

It nust be noted that the SRH could contain nultiple sets of SIDs
each representing a TE path between a pair of UPFs. Alternatively,
the SRH can contain a fully resolved end to end TE path that covers
every internmedi ate node and UPF al ong the data pl ane.

SR consi ders segments to be instructions. Therefore each SID can
represent a function that enforces a specific nodal or global packet
treatnment. Attributes such as jitter and delay requirenent, rate
limting factors, etc. can be easily encoded in to SIDs in order to
apply the desired treatnment as packets traverse the network from UPF
to UPF. [I-D.ietf-dnm srv6-nobil e-uplane] suggests a SI D encodi ng
mechanismfor rate limting purposes.

Pl ease refer to the followings for further details about SR and SRV6
traffic engineering capabilities, network programrng concept, and a
list of some of the main SR functions.
[I-D.ietf-spring-segnent-routing]
[I-D.ietf-6nman-segnent-routing-header]
[I-D.filsfils-spring-srv6-network-progranm ng].
[draft-gundavel | i -dmm nf a- 00. t xt ]

5.4 UPF Chaining with SRV6
Service or function chaining is another intrinsic feature of SR and
its SRV6 derivative. Using this capability, operators can direct user
traffic through a set of UPFs where each UPF perfornms a specific task
or executes certain functions on the traffic.
UPF chaining is achieved through the use of SIDs in SRV6 in the
manner identical to what was described in the previous section
regardi ng SRV6 support for traffic engineering.
General |y speaking, the SRH is populated with a set of SIDs with each

SIDidentifying a specific UPF in the network. Starting fromthe
i ngress SRV6 node, packets are then forwarded through the network in
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either loose or explicit node toward each UPF.

Pl ease refer to [I-D.xucl ad-spring-sr-service-chaining] for further
detail .

5.5 SRV6 and Entropy

Ability to provide a good | evel of entropy is an inportant aspect of
data plane protocols. The TEID field in GIP tunnels if included in
networ k node’s hashing algorithns can result in good | oad bal anci ng.
Theref ore, any new data pl ane proposal should be able to deal with
entropy in an efficient manner.

SRV6 SIDs can easily acconmodate entropy at either hop by hop or

gl obal level via reserving a set of bits in the SID construct itself;
and hence, elimnate the need for a special entropy Segnent IDin
SRH. Here, the hashing algorithmat different nodes distribute
traffic fl ows based on the SID which has been copied to | PV6 DA
field.

Alternatively, entropy related information can be encoded as optiona
TLV field in SRV6’s SRH

5.6 SRV6 and 5G Slicing

Slicing is one of the main features in 5G [3GPP 23501]. Severa

Slices with different requirements can coexi st on top of the comon
network infrastructure. Diverse flows belonging to different 5G
slices can be conpletely disjoint or can share different parts of the
network infrastructure. SRV6’'s native features such as TE, Chai ning,
one-pl us-one protection, etc. either in stand-alone or in conjunction
with other alternatives for nobility support such as | D LOC nodel

I end themsel ves well to 5G slicing paradi gm
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Figure 9: SRV6 TE, Service Chaining, Sparing, and
Protection for 5G Slices

5.7 SRV6 and Lawful Interception in 5G
To be filled.
5.8 SRV6 and Alternative Approaches to Advanced Mbility Support

SRV6 flexibility enables it to support different nethods of providing
mobility in the network. ID-LOC for nobility support is one such
opti on.

5.8.1 SRV6 and Locator/|D Separation Paradigmfor N9 Interface

The previous sections di scussed how SRV6 coul d be enpl oyed as a
replacenent for GIP tunnels while | eaving the existing control plane
intact. This section describes the use of SRV6 as a vehicle to

i npl ement Locator/1D Separation nodel for UPF data pl ane
connectivity.

5.8.2 Brief Overview of Locator-ID Separation

Tradi tional routing architecture uses | P addresses as both device
identity and its location in the network. Locator-1D Separation node
establishes a paradigmin which a device identity and its network

| ocation are split into two separate nanmespaces: End-point
Identifiers (EID), and Route Locators (RLOC) that are correlated via
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a control plane, or a dynami c (centralised or distributed) mapping
system

RLOCs are tied to network topol ogy. They represent network devices
that are reachable via traditional routing. EIDs, on the other hand,
represent nobile or stationary devices, functions, etc. that are
reachabl e via different RLOCs based on the network | ocation where
they get instantiated, activated or noved.

Using this nodel, as long as EID-RLOCC rel ationship remains up to
date, EIDs can easily nove between the RLOCs. That is the EID
nanespace can freely nove w thout any inpact to the routing paths and
connectivity between the Route Locators.

This type of nmulti encapsul ation and routing has been enployed in
fixed networks (I P, VPN, MPLS, etc.). The use of this paradigmin
nmobi | e data pl ane, therefore, offers an approach that takes advantage
of a mature and proven technology to inplenent the N9 interface for
UPF connectivity.

5.8.3 Locator-I1D Separation via SRV6 for UPF connectivity

SRV6 can easily inplenment | D LOC Separation nodel for UPF
connectivity. The SIDs are once again the main vehicle here. In this
nodel, UPFs are considered to be the I Ds while the nodes where the
UPFs attach to take on the role of the Locators. Miltiple UPFs are
allowed to attach to the sane Locator. It is also possible for a UPF
to connect to nultiple Locators. There are several inplenentation
options. The follow ngs highlights a few possibilities.

5.8.3.1 Overlay nodel with SRV6 Locators

In this approach, UPFs connect to SRV6 capabl e Locators. UPFs use

| PV4/ 1 PV6 transport either in conjunction with GIP or without any GIP
tunnel and send the packets to their associated Locator at the near
end (Il ngress SRV6 Locator).

In either case, the ingress SRV6 Locator uses the DA field in
arriving packets to identify the far end Locator (Egress SRV6
Locator) where the target UPF is attached and obtains its associated
SI D.

For GIP encapsul ated traffic from UPFs, the ingress SRV6 Locator nust
al so deliver GIP information to the far end Locator. Pl ease see
section 5.2. for nore information on different methods of conveying
GTP information in SRV6 domains.

The ingress SRV6 Locator then constructs the SRH and sends the
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traffic through the SRV6 network toward the egress SRV6 Locat or
Egress Locator marks the end of the segnent and ships the traffic to
the target UPF.

It must be noted that use of GIP at UPFs allows us to | eave the 3GPP
control plane intact and hence provides a snpboth migration path
toward SRV6 with | D Locator nodel. For inter UPF traffic that doesn't
use GIP, the control plane requires sone nodifications in order to be
abl e to convey endpoint information to interested parties.

B
[ SR N4-------- + SIVF Fom e e e oo N4-------- +
| Fom oo - -+ |
I I
I I
| Fomm - - - -+ |
[ | IDLoc | [
I Ho---- > Mapping [<----+ I
I I Hoomo oot I I
I \Y \Y I
Fom e - -+ o m e - - -+ o m e - - -+ Fom e - -+
--N3-+ UPF-A +----+ RLOC-A +<---SRV6--->+ RLOC-B +---+ UPF-B +- N6- -
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Fi gure 10: Overlay Mddel with SRV6 Locator in 5G
5.8.3.2 SRv6 Capabl e UPFs and RLOCs

In this nodel, the head end UPF (Ingress UPF) is the ingress node and
the entity that constructs the SRH in the SRV6 donmain. Here, both
UPFs (1 Ds) and Locators are represented by SIDs in the SRH. The SID
list establishes either a partial or the full path to a target or a
set of UPFs that traffic is required to traverse.

The 3GPP control plane is responsible for distributing UPF s endpoi nt
information. But it requires sone nodifications to be able to convey
endpoint information to interested parties.

Inits sinplest form the SMF using policy information prepares a set
of one or nore UPFs along the traffic path and distributes this set
inthe forma SIDIist to the ingress UPF. This SIDIist of UPFs is
then gets augnented with a set of SIDs identifying the Locators
representing the current point of attachment for each UPF al ong the
data path.

Alternatively, the SMF can provide a fully resolved SID |ist by

communi cating with a centralised or distributed | D-LOC mappi ng system
containing all the relevant data regardi ng the UPF-Locat or
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rel ati onshi p.

In yet another approach, the SMF can provide a partial SID |ist
representing the segnent between each pair of UPFs to individual UPFs
al ong the path.

Regardl ess of the approach, any changes to UPF s point of attachnent
must be reflected in the mappi ng system and conmmuni cated to the SMF
for distribution to the appropriate set of UPFs. Keeping the nmapping
systemcurrent is essential to proper operation. As long as the
mappi ng dat abase is up-to-date, UPFs can be easily noved in the
networ k. Design of |D Locator mapping systemis beyond the scope of
this docunment. However, experiment with distributed mappi ng systens
of fered by today’ s public clouds has shown very prom sing results
whi ch can be further inproved and tailored to nmobile network
requirenents.

The following figure shows the use of SRV6 UPFs and RLOCs in 5G

e
| 1D Loc |
oo >+ Mapping |
Heeendeont | | |
+ +<- e - - - + S
| SM |
Fomm e - N4-------- + Fomm e e o - N4-------- +
| e e+ |
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Figure 11: SRV6 Capable UPFs and Locators in 5G

5.8.4 Advanced Features in | D Locator Architecture
SRV6’ s native features such as Traffic Engi neering, QS support, UPF
Chai ning, etc. can be easily added to I D Locator support. As it was
noted earlier, these features are not readily avail able by GIP.

5.9 Areas of Concern
Support for IPV6 is a precondition for SRV6. Al though SRV6 can
support hybrid 1 PV4/1PV6 nobile data plane through an interworking
node, support of UPFs with | PV4 address is rather conplex.

Due to | PV6 128-bit address space, |large SRH size can have a negative
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i mpact on MIU. Large SRH size can al so exert undesirabl e header tax
especially in the case of snall payload size. Furthernore, conpound
SI D processing at each node m ght affect line rate.

I D-LCC architecture relies on high performance nappi hg systens.

Di stri buted nmapping systens using sone form Di stributed Hash

Tabl e(DHT) exhibit very pronmising results. But further investigation
is required to ensure nmobility requirenments in nobile data pl ane.

6 LISP based Sol ution
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Figure 12: LISP in the 5G architecture
6.1 Overview

The Locator/ldentifier Separation Protocol (LISP), which provides a
set of functions for routers to exchange information used to nap from
Endpoint ldentifiers (EIDs) that are not globally routable to
routabl e Routing Locators (RLOCs). It also defines a nechanismfor
these LISP routers to encapsul ate | P packets addressed with EIDs for
transm ssion across a network infrastructure that uses RLOCs for
routing and forwardi ng.

An introduction to LISP can be found in [I-D.ietf-lisp-introduction].

A compl ete RFC-set of specifications can be found in [ RFC6830],

[ RFC6831], [ RFC6832], [RFC6833], [RFC6836], [RFC7215], [RFCB8061],

[ RFC. 8111] . They descri be support and nechanisns for all conbinations
of inner and outer |Pv4 and | Pv6 packet headers for unicast and
mul ti cast packet flows that also interwork with non-LISP sites as
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well as two designs to realize a scal abl e nmappi ng system

A standards-track based set of drafts [I-D.ietf-lisp-rfc6830bis] [I-
D.ietf-lisp-rfc6833bis] are products and work in progress of the LISP
Wor ki ng G oup.

6.2 LI SP Dat a- Pl ane

LI SP uses dynam c tunnel encapsul ation as its fundadnental mechani sm
for the data-plane. Fixed headers are used between the outer and
inner | P headers which are 16 bytes in length. Details can be found

i n[ RFC6830] .

6.3 LI SP Control - Pl ane

Many years of research dating back to 2007 have gone into LISP

scal abl e mappi ng systens. They can be found at [LISP-WG and [| RTF-
RRG. The two that show promi se and have depl oynent experience are
LI SP-DDT [ RFC8111] and LI SP-ALT [ RFC6836] .

The control -plane APl which LISP xTRs are the clients of is
docunented in [ RFC6833]. Various mappi ng system and control - pl ane
tools are availabl e [ RFC6835] [ RFC8112] and are in operational use.

6.4 LISP Mbility Features

LI SP supports multi-homed shortest-path session survivable nobility.
An EID can remain fixed for a node that roans while its dynamc

bi ndi ng changes to the RLOCs it uses when it reconnect to the new
network | ocation.

When t he roam ng node supports LISP, its EIDs and RLOCs are local to
the node. This formof nobility is call LISP Mbile-Node. Details can
be found in [I-D.ietf-lisp-m].

When t he roani ng node does not support LISP, but LISP runs in the
network the node roanms to, the EIDs and RLOCs are not co-located in
the sane device. In this case, EIDs are assigned to the roam ng node
and RLOCs are assigned to LISP xTRs. So when the roam ng node
attaches to the network, its EIDs are nmapped to the RLOCs of the LISP
XTRs in the network. This formof nobility is called LISP ElID
Mobility. Details can be found in [I-D.ietf-lisp-eid-mobility].

For a 3GGE° nmobile network, the LISP EID-Mbility formof nmobility is
recomended and is specified in the use-case docunent [I-D.ietf-
farinacci-|isp-nobile-network].
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6.5 ILSR

ILSR is a specific recomendation for using LISP in the 3GPP 5G
nmobi | e network architecture. A detailed whitepaper can be found at
[ILSR-WP]. The recomendation is to use the nmechanisns in [I-D.ietf-
farinacci-Iisp-nobile-network].

6.6 LI SP Control -Plane with | LA Dat a- Pl ane

In the LISP WG re-charter of 2016, consensus was reached to separate
t he dat a-pl ane and control - pl ane aspects of the protocol. The current
LI SP control -plane (LISP-CP) specification [I-D.ietf-1isp-rfc6833bis]
i s data-plane agnostic and can serve as control -plane for different
dat a- pl ane protocols. In this section we describe how LI SP-CP can
serve to enable the operation of an |ILA data-plane. A simlar
approach can be followed to use LISP-CP as control -plane for other
dat a- pl ane protocols (e.g. VXLAN, SRv6, etc).

R e I +
| SMF |
R R R R S +- +
I I Mappi ng System I I
| B e e +- -+ | |
N4 | | N4 N4
| | LISP-CP | | |
I I I I I I
e | | +------ + | | H-- - - -+
| UPF | [ | | UPF  4---mimmaao oo + | UPF |
- N3-H+------ + | | +------ + e +- N6- -
| XTR +--LISP-CP-+ ++ XTR | +--LI SP-CP-+ XTR |
+- - -+ 4+ +- - - -+ +- -+ -+
|| (. ||
| +--------- I LA--------- L R i I LA-------- +
I I
R I e +

Figure 13: LISP-CP + ILA in the 5G architecture

Pl ease refer to Section 8 for description of the ILA data-plane. The
conmpl ete specification of howto use the LISP-CP in conjunction with
an | LA data-plane can be found in [I-D.rodrigueznatal -ila-1lisp].
Bel ow are sumuari zed the major points to take into account when
runni ng LI SP-CP as control -plane for |LA
0 Leveraging on the flexible LISP-CP address encodi ng defined in
[ RFC8060], different |ILA address types are defined in [I-
D.rodrigueznatal -ila-lisp] to carry |ILA netadata over the LI SP-
CP.
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0 XTRs can serve as both ILA-Ns (when their map-cache is
i nconplete) or ILA-Rs (when their map-cache is conplete). XTRs
serving as | LA-Rs subscribe to the Mapping Systemto popul ate
their map-cache with all the mappings in the domain (or its
shard) using [I-D.rodrigueznatal -1isp-pubsub].

0 LISP-CP can run over TCP or UDP. The sane signaling and | ogic
appl i es independently of the transport. Additionally, when
runni ng over TCP, the optim zations specified in [I-D. kouvel as-
|i sp-map-server-reliable-transport] can be appli ed.

o0 The I LA control -pl ane operations "request/response" and "push"
are inplemented via the LISP mechanisns defined in [I-D.ietf-
lisp-rfc6833bis] and [I-D.rodrigueznatal-1isp-pubsub]
respectively. Wien the Mapping Systemis co-located with the
XTRs serving as ILA-Rs, the ILA "redirect" operation is
i mpl emented via the mapping notifications described in [I-

D. rodri gueznat al -1i sp- pubsub].

0 XTRs serving as | LA-Ns can use LISP-CP as described in [I-
Dietf-lisp-rfc6833bis] to register and keep updated in the
Mappi ng Systemthe information regarding their |ocal mappings.

o When using | LA as data-plane, the nobility features and benefits
di scussed in Section 8 and in [I-D.ietf-lisp-eid-nmobility] stil
apply.

0 As discussed in [I-D. rodrigueznatal -ila-lisp], the LISP-CP can
be used not only to resolve I D Loc mappings but also to obtain
the ILA Identifier when it is not possible to locally derivate
it fromthe endpoint address. These two mappi ng operations can
be conbined into one to obtain the ILA Identifier and associ ated
| ocators in a single round of signaling.

7 |1LNP Based Sol ution
<Text to be I|ncluded>.
8 | LA based Sol ution

Identifier-Locator Addressing [ILA] is a protocol to inplenent
transparent network overlays wi thout encapsulation. It addresses the
need for network overlays in virtualization and nobility that are
efficient, lightweight, perfornmant, scal able, secure, provide

seam ess nobility, |everage and encourage use of |Pv6, provide strong
privacy, are interoperable with existing infrastructure, applicable
to a variety of use cases, and have sinplified control and
nmanagenent .
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8.1 Overview of |LA

ILAis a formof identifier/locator split where | Pv6 addresses are
transforned from application-visible, non-topological "identifier"
addresses to topological "locator" addresses. Locator addresses allow
packets to be forwarded to the network | ocation where a |ogical or
mobi | e node currently resides or is attached. Before delivery to the
ultimte destination, |ocator addresses are reverse transformed back
to the original application visible addresses. |LA does address
"transformation" as opposed to "translation" since address

nodi fications are always undone. |ILA is conceptually simlar to |ILNP
and 8+8, however ILA is contained in the network layer. It is not
limted to end node depl oynent, does not require any changes to
transport |ayer protocols, and does not use extension headers.

I LA includes both a data plane and control plane. The data pl ane
defines the address structure and nechani sns for transform ng
application visible identifier addresses to | ocator addresses. The
control plane’s primary focus is a mapping systemthat includes a
dat abase of identifier to |ocator mappings. This mappi ng dat abase
drives I LA transformations. Control plane protocols disseninate
identifier to | ocator mappi ngs anongst | LA nodes.
The use cases of |LA include nobile networks, datacenter
virtualization, and network virtualization. A recent trend in the
industry is to build converged networks containing all three of these
to provide low |l atency and high availability. A single network
overlay solution that works across nultiple use cases is appealing.
Benefits of ILA include:

0 Facilitates node nmobility and virtualization

o Multiple use cases (nobile, datacenter, cloud)

o Super efficient and performant data plane

o0 Allows strong privacy in addressing [ ADDRPRI V]

0 Pronotes anchorless nobility

o No typical tunneling issues (e.g. MIU) or managenent related to
encapsul ati on

o Flexible control plane that splits data & contro

o Modern "SDN' control protocols (e.g. RPC/ TCP)
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o Scal e nunber of nodes to billions for 5G DC virtualization

0 Upstream Li nux kernel data path [ILAKERNEL] and open source ctrl
pl ane [| LACONTROL] .

The | LA data plane protocol is described in [ILA], notivation and
probl ens areas are described in [ILAMOTIVE], ILA in the nobile user-
pl ane is described in detail in [ILAMOBILE].

8.2 ILAin the 5G architecture

ILA is a proposed alternative to GIP-U and encapsul ation. It does not
requi re anchors and sinplifies both the data plane and control plane.
ILA is a general network overlay protocol can be used to neet the
requirenents of use cases in a converged network. User Plane
Functions (UPF) with ILA are |lightweight and stateless such that they
can be brought up quickly as needed.

Figures 13 and 14 depict two architectural options for the use of |ILA
in a 5Garchitecture. ILAis logically a network function and | LA
interfaces to the 5G control plane via service based interfaces. In
this architecture, ILA replaces GIP use over the N9 interface.
Identifier address to | ocator address transformations in the downlink
fromthe data network are done by an ILA-R Transformations for intra
domain traffic can be done by an ILA-N close to the gNB or by an I LA-
Rin the case of a cache miss. Locator address to identifier address
transformati on happen at ILA-Ns. |ILA could be supported on a gNB. In
this case, an ILA-N would be co- resident at a g\NB and I LA is used
over N3 interface in lieu GIP-U. Figures 14 and 15 depict two options
of how I LA can be used in the 5G architecture. The control plane
functions can be inplenmented as standal one network functions or can
be inplemented with other network functions. The control plane
protocol can be inplemented as enhancenent to N4, as APlIs or as

i ndependent protocol. Use of ILA in roamng scenarios is still TBD
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Fi gure 16: Non-roam ng | LA-based architecture for nultiple PDU Sessions

Servi ce Based Interfaces
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Figure 17: Non-roaning 5G | LA-based System architecture for concurrent
access to two (e.g. local and central) data networks
(single PDU Session option)

8.3 Protocol layering
Figure 3 illustrates the protocol |ayers of packets packets sent over
various data plane interfaces in the downlink direction of data

network to a nmobile node. Note that this assumes the topol ogy shown
in Figure 2 where GIP-U is used over N3 and ILA is used on N9.
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Figure 18: ILA and protocol layer in 5G

8.4 Control plane

| LA-M provides the interface between the 5G services architecture and
the common | LA control plane.

8.4.1 | LA-M services interface

The control interface into ILAis via an ILA-Mthat interacts with 5G
networ k services. |LA-Muses RESTful APlIs to nmake requests to network
services. An | LA-Mreceives notifications when devices enter the
network, leave it, or nove within the network. The ILAAMwites the

I LA mappi ng entries accordingly.

I LA is a consuner of several 5G network services. The service
operations of interest to | LA are:
0 Nudm (Unified Data Managenent): Provides subscriber information

o Nsnf (Service Managnent Function): Provides infornation about
PDU sessi ons.

o Nanf (Core Access and Mbility Function): Provides notifications
of mobility events.

8.4.2 I LA control plane

The I LA control plane is conposed of napping protocols that nmanage
and di ssem nate information about the mappi ng dat abase. There are two
| evel s of mapping protocols: one used by ILA routers that require the
full set of |ILA mappings for a donmin, and one used by | LA nodes that
mai ntain a caches of mappi ngs.
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The | LA mapping systemis effectively a key/val ue datastore that naps
identifiers to locators. The protocol for sharing mapping information
anongst | LA routers can thus be inplenented by a distributed database
[ITLAMP]. ILA separates the control plane fromthe data pl ane, so
alternative control plane protocols nmay be used with a common data

pl ane [| LABGP], [ | LALI SP].

The |1 LA Mapping Protocol [ILAMP] is used between |LA forwardi ng nodes
and | LA mapping routers. The purpose of the protocol is to popul ate
and nmaintain the | LA mappi ng cache in forwardi ng nodes. |LAVP defines
redirects, a request/response protocol, and a push nechanismto

popul ate the mapping table. Unlike traditional routing protocols that
run over UDP, this protocol is intended to be run over TCP and may be
RPC oriented. TCP provides reliability, statefulness inplied by

est abl i shed connections, ordering, and security in the formof TLS
Secure redirects are facilitated by the use of TCP. RPC facilities
such REST, Thrift, or GRPC | everage wi dely depl oyed nodels that are
popul ar in SDN

8.5 | P addressing

I LA supports single address assignnents as well as prefix
assignnents. ILA wll also support strong privacy in addressing
[ ADDRPRI V] .

8.5.1 Singleton address assi gnnent

Si ngl eton addresses can use a canonical 64/64 |ocator/identifier
split. Singleton addresses can be assigned by DHCPv6.

8.5.2 Network prefix assi gnnment
Prefi x assignnent can be done via SLAAC or DHCPv6- PD.

To support /64 prefix assignnment with ILA, the ILA identifier can be
encoded in the upper sixty-four bits of an address. A | evel of
indirection is used so that ILA transfornms the upper sixty four bits
to contain both a locator and an index into a | ocator (ILA-N)
specific table. The entry in the table provides the original sixty-
four bit prefix so that locator to identifier address transfornmation
can be done.

As an exanple of this schenme, suppose network has a /24 prefix. The
identifier address format for /64 assignment m ght be:
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The 11D part is arbitrarily assigned by the device, so that is
ignored by ILA Al routing, |ookups, and transformations (excepting
checksum neutral nmapping) are based on the upper sixty-four bits.

For identifier to |ocator address transfornation, a |ookup is done on
the upper sixty-four bits. That returns a value that contains a

| ocator and a locator table index. The resulting packet format nmay be
sonet hing |ike:

| 24 bits | 20 bits | 20 bits | 64 bits |

The packet is forwarded and routed to the I LA-N addressed by | ocator
(/44 route in this case). At the ILA forwarding node, the |ocator
index is used as a key to an I LA-N specific table that returns a 40
bit Identifier. This value is then witten in the packet do ILA to
identifier address transformation thereby restoring the origina
destinati on address.

The | ocator index is not globally unique, it is specific to each |ILA-
N. Wien a node attaches to an ILA-N, an index is chosen so that the
table is populated at the ILA-N and the |ILA mapping includes the

| ocator and index. When a node detaches fromon ILA it’'s entry in
the table is renoved and the index can be reused after a hol d-down
period to allow stale mappings to be purged.

8.5.3 Strong privacy addresses

Note that when a /64 is assigned to UEs, the assigned prefix may
become a persistent identifier for a device. This is a potentia
privacy issue. [ADDPRIV] describes this problem and suggests some
solutions that may be used with I LA

8.6 Traffic engineering

ILAis primarily a mechanismfor nobility and network virtualization
Transport mechani sms for traffic engineering such as MPLS, network
slices, encapsul ation, routing based on flow hash(flow | abel) can be
appl i ed i ndependently of ILA. This separation allows any discussion
related to transport to be left to operator depl oynent.
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8.7 Locator Chaining with ILA

I LA transformati ons can be performed on a hop-by-hop bases. In this
manner a packet can be source routed through a sequence of nodes. At
each hop a determination is nmade as to the next hop the packet shoul d
visit. The locator for the target is then witten into the
destination. Eventually, the packet will be forwarded to an | LA
forwardi ng node that will restore the original address before
delivery to the final destination.

8.8 I LA and network slices

Figure 19 illustrates the use of network slices with | LA
e Fo e e e e e e e e e e e e m ==
I I
e e e ee e oo o e e e e e e e e +
| +------- + Slice #1 | | +----------- + Slice #2 |
| | SMF [----+ GIP| | | ILAM |---+ ILA
| +--+----+ | | | +-------- +- + | |
| N4 | | N4 | | I I I I
| +--+--+ I R S + | R ST | +----+
| | UPF| | UPF | | | | ILAN| | | ILAR]| [---] DN|
| +----- + Hommma- + || +------ + | Hommma- + | L pp——
Fommmmmmemees mmeaaaaa- o SR [------------ +
I I
L e [------------- +
| DN | | [ Slice #3 |
+----+ S R +----+ I LA |
I I I I
| +------- + Ho- e - + +----+
- - - + | | ITLAN| | TLA-R| |---|] DN ||
| MEC |--| +------- + Homm - + +----+
Fommm - e +
Figure 19: ILA and network slices in 5G
In this figure, slice #1 illustrates | egacy use of UPFs w thout |LA

in a slice. ILA can be deployed incrementally or in parts of the
network. As denponstrated, the use of network slices can provide
domain isolation for this.

Slice #2 supports ILA Sonme nunmber of ILA-Ns and | LA-Rs are depl oyed.
I LA transformations are performed over the N9 interface. |ILA-Rs woul d
be deployed at the N6 interface to performtransformati ons on packets
received froma data network. ILA-Ns will be depl oyed deeper in the
network at one side of the N3 interface. |ILA-Ns may be suppl enent ed
by ILA-Rs that are deployed in the network. |LA-M nmanages the |LA

K. Bogi neni Expi res Septenber 6, 2018 [ Page 35]



| NTERNET DRAFTdr af t - bogi neni - dnm opti m zed- nobi | e-user - pl aneMarch 5, 2018

nodes and mappi ng database within the slice.

Slice #3 shows another slice that supports ILA In this scenario, the
slice is for Mbile Edge Conputing. The slice contains |ILA-Rs and
ILA-Ns, and as illustrated, it may also contain ILA Hs that run
directly on edge conputing servers. Note in this exanple, one |LA-M
and hence one | LA domain, is shared between slice #2 and slice #3.
Alternatively, the two slices could each have their own |ILA-M and
define separate |LA domains.

8.9 Security considerations

10

11

K

A nobile public infrastructure has many considerations in security as
well as privacy. Fundanentally, a system nmust protect against

m sdirection for the purposes of hijacking traffic, spoofing,

reveal ing user identities, exposing accurate geo-location, and Deni al
of Service attacks on the infrastructure.

The | LA mappi ng system contains personally identifiable information
(PI'l) including user identities and geo-location. The information
must be safeguarded. An |ILA domain is confined to one adm nistrative
domain, only trusted parties entities in the donain participate in

I LA. There is no concept of a global, public mapping system and UEs
in public networks generally do not participate in |ILA protocols
since they are untrusted. |LA control protocols, include ILA
redirects, use TCP. TLS or other protocols can be applied for strong
security.

Privacy in addressing is a consideration. |ILA endeavors to provide a
mechani sm of address assignment that prevents inference of user
identity or location. This problemis described in [ ADDRPRI V]|

No Protocol Option

In this option, nobility is handled nonaedically by the app

Conpari son of Protocols

This section will conpare the different protocols with reference to
how they will support the requirenents for UPF and N9 interface; how
the various scenarios identified in Sections 3 and 4 will be
supported and inpacts to other interfaces and functions of the
architecture (e.g. N3, N4, SM-, AMF, etc).

Summar y

Thi s docunment summarized the various | ETF protocol options for GIP
repl acenent on N9 interface of 3GPP 5G architecture.
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12 Formal Syntax The followi ng syntax specification uses the augmented
Backus- Naur Form (BNF) as described in RFC 2234 [ RFC2234].

<Define your formal syntax here.>
13 Security Considerations

<Add any security considerations>
14 | ANA Consi derati ons

<Add any | ANA consi derations>
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1. Introduction

The LISP architecture and protocols [RFC6830] introduces two new
nunberi ng spaces, Endpoint ldentifiers (EIDs) and Routing Locators
(RLOCs) which provide an architecture to build overlays on top of the
underlying Internet. Mapping EIDs to RLOC-sets is acconplished with
a Mappi ng Dat abase System By using a level of indirection for
routing and addressing, separating an address identifier fromits

| ocation can allow flexible and scalable nobility. By assigning ElDs
to nobile devices and RLOCs to the network nodes that support such
nmobi | e devices, LISP can provide seam ess nmobility.

For a reading audience unfanmiliar with LISP, a brief tutorial |eve
document is available at [I-D.ietf-lisp-introduction].

This specification will describe how LI SP can be used to provide
| ayer-3 mobility within and across an LTE [LTE401-3GPP] [ LTE402- 3GPP]
and 5G [ ARCH5G 3GPP] [ PROC5G 3GPP] nobi |l e net wor k.

The followi ng are the design requirenents:
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1. Layer-3 address mobility is provided within a nobile network RAN
supported by a pGNregion (intra-pGAN as well as across pGW

regions (inter-pGW.

2. UE nodes can get | ayer-3 address nobility when roam ng off the
nmobi | e network to support Fixed Mbile Convergence [ FM].

3. Transport |ayer session survivability exists while roam ng
within, across, and off of the nobile network.

4. No address nmanagenent is required when UEs roam ElI D addresses
are assigned to UEs at subscription tine. EIDs can be reassigned
when UE ownershi p changes.

5. The design will make efficient use of radio resources thereby not
addi ng extra headers to packets that traverse the RAN

6. The design can support |Pv4 unicast and nulticast packet delivery
and wi |l support |Pv6 unicast and nulticast packet delivery.

7. The design will allow use of both the GIP [ GTPv1- 3GPP]
[ GTPv2-3GPP] and LISP [I-D.ietf-1isp-rfc6830bis] data-planes
whil e using the LISP control-plane and mappi ng system

8. The design can be used for either 4G LTE and 5G nobi |l e networ ks
and may be able to support interworking between the different
mobi | e net wor ks.

9. The LISP architecture provides a level of indirection for routing
and addressing. Froma nobile operator’s perspective, these
mechani sms provi de advantages and efficiencies for the URLLC
FMC, and nmMIC use cases. See Section 2 for definitions and
ref erences of these use cases.

The goal of this specification is take advantage of LISP s non-

di sruptive increnmental deploynent benefits. This can be achi eved by
changi ng the fewest nunber of conponents in the nobile network. The
proposal suggests adding LISP functionality only to eNodeB and pGW
nodes. There are no hardware or software changes to the UE devices
or the RF-based RAN to realize this architecture. The LI SP mapping
dat abase systemis deployed as an addition to the nobile network and
does not require any coordination with existing managenent and
provi si oni ng systens.

Simlar ID Oiented Networking (1 ON) nmechani sns for the 5G

[ ARCH5G 3GPP] [ PROC5G 3GPP] nobile network are al so being considered
in other standards organi zations such as ETSI [ETSI-NGP] and | TU
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[1TU1MI2020]. The NGWN Al liance describes Locator/1D separation an
enabler to neet Key Performance |Indicator Requirements [ NGW].

2. Definition of Terns

XTR Is a LISP node in the network that runs the LISP control-pl ane
and dat a- pl ane protocols according to [I-D.ietf-lisp-rfc6830bis]
and [I-D.ietf-lisp-rfc6833bis]. A formal definition of an xXxTR can
be found in [RFC6830]. 1In this specification, a LISP xTRis a
node that runs the LISP control-plane with the GIP dat a-pl ane.

EID: |Is an Endpoint ldentifier. EIDs are assigned to UEs and ot her
Internet nodes in LISP sites. A formal definition of an EID can
be found in [ RFC6830].

UE EID: A UE can be assigned an |Pv4 and/or an | Pv6 address either
statically, or dynamically as is the procedure in the nobile
network today. These |P addresses are known as LISP EIDs and are
registered to the LI SP napping system These EIDs are used as the
source address in packets that the UE origi nates.

RLOC. |Is an Routing Locator. RLOCs are assigned to eNodeBs and pG/
and other LISP xXTRs in LISP sites. A formal definition of an RLOC
can be found in [ RFC6830].

Mappi ng System |Is the LISP mappi ng dat abase systemthat stores El D
to- RLOC mappi ngs. The mapping systemis centralized for use and
distributed to scale and secure deploynent. LISP Map-Register
nmessages are used to publish mappings and LI SP Map- Request s
messages are used to | ookup nmappings. LISP Map-Reply nessages are
used to return mappings. ElDrecords are used as |ookup keys, and
RLOC-records are returned as a result of the | ookup. Details can
be found in [ RFC6833].

LI SP Control-Plane: 1In this specification, a LISP xTR runs the LISP
control - pl ane which originates, consunes, and processes Mp-
Request, Map-Regi ster, Mp-Reply, and Map-Notify nessages.

RAN: Radi o Access Network where UE nodes connect to eNodeB nodes via
radi os to get access to the Internet.

EPC. Evolved Packet Core [EPS-3GPP] systemis the part of the nobile
network that allows the RAN to connect to a data packet network.
The EPC is a termused for the 4G LTE nobil e net work.

NGC. Next Generation Core [EPS-3GPP] systemis the part of the 5G

nmobi |l e network that allows the RAN to connect to a data packet
net wor k.
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GIP: GIP [GIPv1-3GPP] [GIPv2-3GPP] is the UDP tunneling nechani sm
used in the LTE/ 4G and 5G nobi |l e networKk.

UE: User Equipnent as defined by [ GPRS-3GPP] which is typically a
nmobi | e phone. The UE is connected to the network across the RAN
to eNodeB nodes

eNodeB: |Is the device defined by [ GPRS-3GPP] which borders the RAN
and connects UEs to the EPC in a 4G LTE nobil e network. The
eNodeB nodes are termnation point for a GIP tunnel and are LISP
XTRs. The equivalent termin the 5G nobile network is "(R)AN' and
"5G NR', or sinply "gNB". In this docunent, the two terns are
used i nterchangeably.

pGN |Is the PDN Gateway as defined by [ GPRS-3GPP] connects the EPC
in a 4G LTE nobile network to the Internet. The pGWnodes are
term nation point for a GIP tunnel and is a LISP xTR  The
equi val ent user/data-plane termin the 5G nobile network is the
"UPF", which also has the capability to chain network functions.
In this docurment, the two terns are used interchangeably.

URLLC. Utra-Reliable and Low Latency provided by the 5G nobile
network for the shortest path between UEs [ NGW .

FMC. Fixed Mobile Convergence [FMC] is a termused that allows a UE
device to move to and fromthe nobile network. By assigning a
fixed EID to a UE device, LISP supports transport |ayer continuity
bet ween the nobile network and a fixed infrastructure such as a
W Fi networ k.

mMIC.  Massive Machi ne-Type Services [mMMIC] is a termused to refer

to using the nobile network for |arge-scal e depl oynent of Internet
of Things (10T) applications.
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3.

Desi gn Overvi ew

LISP will provide |ayer-3 address nobility based on the procedures in
[I-D.ietf-lisp-eid-nobility] where the EID and RLOCs are not co-

|l ocated. 1In this design, the EIDis assigned to the UE device and
the RLOC(s) are assigned to eNodeB nodes. So any packets going to a
UE are al ways encapsulated to the eNodeB that associates with the UE
For data flow fromthe UE to any EIDs (or destinations to non-LISP
sites) that are outside of the EPC, use the RLOCs of the pGW nodes so
the pGWcan send packets into the Internet core (unencapsul ated).

The followi ng procedures are used to incorporate LISP in the EPC

0 UEs are assigned EIDs. They usually never change. They identify
the mobil e device and are used for transport connections. |If
privacy for EIDs is desired, refer to details in
[I-D.ietf-1isp-eid-anonynity].

0 eNodeB nodes are LISP xTRs. They have GIP, and optionally LISP
tunnels to the pGN nodes. The eNodeB is the RLOC for all ElDs
assigned to UE devices that are attached to the eNodeB

0 pGWnodes are LISP xTRs. They have GIP, and optionally LISP
tunnels to the eNodeB nodes. The pGWNis the RLOC for all traffic
destined for the Internet.

o The LISP mapping systemruns in the EPC. It maps EIDs to RLOC
sets.

o Traffic froma UEto UE within a pGWNregion can be encapsul ated
from eNodeB to anot her eNodeB or via the pGN acting as an RTR
[ RFC6830], to provide data-plane policy.

o Traffic froma UE to UE across a pGNregion have these options for
data fl ow

1. Encapsulation by a eNodeB in one region to a eNodeB i n anot her
regi on.

2. Encapsulation by a eNodeB in one region to a pGVNin the sane
regi on and then the pGWNreencapsul ates to a eNodeB i n anot her
regi on.

3. Encapsul ation by a eNodeB in one region to a pGNin anot her
region and then the pGWNreencapsul ates to a eNodeB in its same
region
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0 Note when encapsul ati on happens between a eNodeB and a pGN GIP is
used as the data-plane and when encapsul ati on between two eNodeBs
occur, LISP can be used as the data-plane when there is no X2
interface [ X2-3GPP] between t he eNodeB nodes

0 The pGWnodes register their RLOCs for a default EID-prefix to the
LI SP mappi ng system This is done so eNodeB nodes can find pGWV
nodes to encapsul ate to.

0 The eNodeB nodes register EIDs to the mapping systemfor the UE
nodes. The registration occurs when eNodeB nodes di scover the
| ayer-3 addresses of the UEs that connect to them The eNodeB
nodes register nultiple RLOCs associated with the EIDs to get
mul ti-hom ng and path diversity benefits fromthe EPC network.

0 Wien a UE noves off a eNodeB, the eNodeB node deregisters itself
as an RLOC for the EID associated with the UE

0o Optionally, and for further study for future architectures, the
eNodeB or pGWcoul d encapsulate to an xTR that is outside of the
EPC network. They could encapsulate to a LISP CPE router at a
branch office, a LISP top-of-rack router in a data center, a LISP
wi fi access-point, LISP border routers at a hub site, and even a
LI SP router running in a VM or container on a server.
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The following diagramillustrates the LTE nobil e network topol ogy and
structure [LTE401-3GPP] [LTE402-3GPP]:

(mmmmmmm e )
( )
( I nt er net )
( )
(rmmmmmmmm e )

I I

I I
(--------- |--------- ) (--------- |--------- )
( pGW ) ( pGW )
( ) ( )
( EPC ) ( EPC )
( ) ( )
( eNodeB eNodeB ) ( eNodeB eNodeB )
(---/--\-----[--\---) (---/--\-----[--\---)

/ \ / \ / \ / \
/ \ \ / \ / \

/ \ / \
/ RAN \ / RAN \
/ \ / \
( UE UE UE ) ( UE UE UE )

LTE/ 5G Mobil e Network Architecture
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The following diagramillustrates how LI SP is used on the nobile
net wor k:

(1) IPv6 EIDs are assigned to UEs.

(2) RLCCs assigned to eNodeB nodes are [al,a2], [bl,b2], [cl,c2], [dl,d2]
on their uplink interfaces.

(3) RLCCs assigned to pGWNnodes are [pl,p2], [p3,p4].

(4) RLCCs can be IPv4 or |IPv6 addresses or m xed RLOC- sets.

(mmmmmmmmm e )
( )
( I nt er net )
( )
(mmmmmmm e )
| |
I I
(--------- [--------- ) (--------- [--------- )
( Jel) ) ( el )
( pl p2 ) ( p3 p4 )
( ) ( )
( EPC ) ( EPC )
( ) ( )
( a1l a2 bl b2 ) ( cl «c2 dl d2 )
( eNodeB eNodeB ) ( eNodeB eNodeB )
(---/1--\N-----[--\---) (---/1--\N-----[--\---)
/ \ / \ / \ / \
/ \ \ / \ \
/ \ / \

/ RAN \ / RAN \
/ \ / \
( UE UE UE ) ( UE UE UE )

El Ds: a::1 b::1 c::1 x::1 y::1 z::1

Mobil e Network with ElI Y RLOC Assi gnnent
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The following table lists the EID-to-RLOC entries that reside in the LISP
Mappi ng System when the above UEs are are attached to the 4 eNodeBs:

El D- Record RLOC- Record Comment ary Foot not e
0::/0 [ pl, p2, p3 p4] eNodeBs encap to pl-p4 for Internet (1)
destinations which are non-ElDs

a::1/128 [ al, a?] pGN | oad-split traffic to [al,a2] for (2)
UE a::1 and it can nmove to [bl, b2]

b::1/128 [al, a2] eNodeB tracks both UEs a::1 and b::1, (3)
it can do local routing between the UEs

c::1/128 [ b1, b2] UE c::1 can roamto [cl,c2] or [d1l,d2?], (4)
may use pGW[pl, p2] after nove

X::1/128 [cl,c2] UE x::1 can talk directly to UE y::1, (5)
eNodeBs encap to each other

y::1/128 [ d1, d2] UE can talk to Internet when [d1,d2], (6)
encap to pGW[p3, p4] or use backup [pl, p2]

z::1/128 [d1, d2] UE z::1 can talk to a::1 directly (7)
where [dl, d2] encaps to [al, a2]

(1) For packets that flow from UE nodes to destinations that are not
in LISP sites, the eNodeB node use one of the RLOCs pl, p2, p3, or p4
as the destination address in the outer encapsul ated header.
Encapsul at ed packets are then routed by the EPC core to the pGW
nodes. In turn, the pGWN nodes, then route packets into the Internet
core.

(2) Packets that arrive to pGNnodes fromthe Internet destined to UE
nodes are encapsul ated to one of the eNodeB RLOCs al, a2, bl, b2

Wien UE, with EID a::1 is attached to the | eftnost eNodeB, the EID
a::1 is registered to the mapping systemwith RLOCs al and a2. Wen
UE with EIDc::1 is attached to the rightnost eNodeB (in the left
region), the EIDc::1 is registered to the mappi ng systemw th RLOCs
bl and b2.

(3) If UEwith EID a::1 and UE with EID b::1 are attached to the sane
eNodeB node, the eNodeB node tracks what radio interface to use to
route packets fromone UE to the other.

(4) If UEwith EID c::1 roans away from eNodeB with RLOCs bl and b2
to the eNodeB with RLOCs cl1 and c2 (in the rightnost region), packets
destined toward the Internet, can use any pGN Any packets that flow
back fromthe Internet can use any pGN In either case, the pGWis

Farinacci, et al. Expi res March 22, 2018 [ Page 10]



Internet-Draft LI SP for the Mbile Network Sept enber 2017

informed by the mapping systemthat the UE with EID c::1 has new
RLOCs and shoul d now encapsul ate to either RLOC ¢l or c2.

(5) Wen UE with EID x::1 is attached to eNodeB with RLOCs c1 and c2
and UE with EIDy::1 is attached to eNodeB with RLOCs d1 and d2, they
can talk directly, on the shortest path to each eNodeB, when each
encapsul ate packets to each other’s RLOCs.

(6) When packets fromUE with EID y::1 are destined for the Internet,
the eNodeB with RLOCs d1 and d2 that the UE is attached to can use
any exit pGM RLOCs pl, p2, p3, or p4.

(7) UEwith EID z::1 can talk directory to UEwith EID a::1 by each
eNodeB they are attached to encapsul sates to each other’s RLOCs. In
case (5), the two eNodeB's were in the same region. |In this case,
the eNodeBs are in different regions.
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The follow ng abbreviated di agram shows a topology that illustrates
how a UE roans with LI SP across pGWNregions:

(mmmmmmmm e e )
( )
( I nt er net )
( )
(mmmmmmm e e )

I I

I I
(--------- [--------- ) (--------- [--------- )
( el ) ( peW )
( pl p2 ) ( p3 p4 )
( ) ( )
( EPC ) ( EPC )
( ) ( )
( a1l a2 bl b2 ) ( ¢l c2 dl d2 )
( eNodeB eNodeB ) ( eNodeB eNodeB )
(---/--\----- [--\---) (---/--\----- [--\---)

/ \ / \ / \ / \
/ \ / \ / \ / \

/ \ / \
/ RAN \ / RAN \
/ \ / \
( UE - -mmmmmmm e e > UE )

a1 a1

UE EID Mobility

The contents of the LISP mappi ng dat abase before UE noves:

El D- Record RLOC- Record Conment ary

0::/0 [ pl, p2, p3, p4] eNodeB [al, a2] encaps to pl-p4 for Internet
destinations when a::1 on eNodeB [al, a2]

a::1/128 [ al, a?] Bef ore UE noves to other pGWregion

The contents of the LISP nmappi ng dat abase after UE noves:

El D- Record RLOC- Record Conment ary

0::/0 [ pl, p2, p3, p4] eNodeB [d1, d2] encaps to pl-p4 for Internet
destinations when a::1 nmoves to eNodeB [d1l, d2]

a::1/128 [d1, d2] After UE noves to new pGNregion
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4.

Addr essing and Routing

UE based EID addresses will be |IPv6 addresses. It wll be determ ned
at a future tine what length the I1Pv6 prefix will be to cover all UEs
in a nobile network. This coarse IPv6 prefix is called an ElID-prefix
where nore-specific EID-prefixes will be allocated out of it for each
pGW node. Each pGWN node is responsible for advertising the nore-
specific EID-prefix into the Internet routing systemso they can
attract packets from non-El Ds nodes to UE El Ds.

An RLOC address will either be an IPv4 or | Pv6 address dependi ng on
the support for single or dual-stack address-famly in the EPC
network. An RLOC-set in the mapping system can have a mni xed address-
famly locator set. There is no requirenent for the EPC to change to
support one address-family or the other. And there is no requirenent
for the EPC network to support IPv4 nulticast or IPv6 nulticast. The
LI SP overlay will support both.

The only requirenent for RLOC addresses is that they are routable in
the EPC and the Internet core network.

The requirenents of the LISP and GIP data-plane overlay is to support
a layer-3 overlay network only. There is no architectura

requi rement to support layer-2 overlays. However, operators may want
to provide a layer-2 LAN service over their nobile network. Details
about how LI SP supports |ayer-2 overlays can be found in
[I-D.ietf-lisp-eid-nmobility].

eNodeB LI SP Functionality

The eNodeB node runs as a LISP xTR for control -plane functionality
and runs GIP for data-plane functionality. Optionally, the LISP
dat a- pl ane can be used to establish dynam c tunnels from one eNodeB
node to another eNodeB node.

The eNodeB LISP xTR will follow the procedures of
[I-D.ietf-lisp-eid-nobility] to discover UE based ElIDs, track them by
moni toring |iveness, registering themwhen appear, and deregi stering
t hem when they nove away. Since the eNodeB node is an xTR, it is
acting as a layer-3 router and the GIP tunnel fromthe eNodeB node to
the pGWnode is realizing a layer-3 overlay. This will provide
scaling benefits since broadcast and link-1ocal nulticast packets
won't have to travel across the EPC to the pGW node.

A day inthe life of a UE originated packet:

1. The UE node originates an | P packet over the RAN
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2. The eNodeB receives the packet, extracts the source address from
t he packet, learns the UE based EID, stores its RAN | ocation
locally and registers the EID to the mappi ng system

3. The eNodeB extracts the destination address, |ooks up the address
in the mapping system The | ookup returns the RLOC of a pGW node
if the destination is not an EID or an RLOC eNodeB node if the
destination is a UE based ElID.

4. The eNodeB node encapsul ates the packet to the RLOC using GIP or
optionally the LISP data-plane.

It is important to note that in [I-D.ietf-lisp-eid-mobility], EID
di scovery occurs when a LI SP xTR receives an | P or ARP/ ND packet.
However, if there are other nmethods to discover the EID of a device,
like in UE call setup, the learning and registration referenced in
Par agraph 2 can happen before any packet is sent.

6. pGWLISP Functionality

The pGWnode runs as a LISP xTR for control -plane functionality and
runs GIP for data-plane functionality. Optionally, the LISP data-
pl ane can be used to establish dynam ¢ tunnels fromone pGWN node to
anot her pGW or eNodeB node.

The pGW LI SP xTR does not follow the EID nobility procedures of
[I-D.ietf-lisp-eid-nmobility] since it is not responsible for

di scovering UE based EIDs. A pGWLISP xTR sinply follows the
procedures of a PxTR in [RFC6830] and for interworking to non-ElID
sites in [ RFC6832].

A day inthe life of a pGWNreceived packet:

1. The pGWnode receives a | P packet fromthe Internet core.

2. The pGWnode extracts the destination address fromthe packet and
| ooks it up in the LISP mapping system The | ookup returns an
RLOC of a eNodeB node. Optionally, the RLOC coul d be anot her pGW
node.

3. The pGWnode encapsul ates the packet to the RLOC using GIP or
optionally the LISP data-plane.

7. Conpati bl e Dat a- Pl ane using GIP

Since GIP is a UDP based encapsul ating tunnel protocol, it has the
same benefits as LISP encapsulation. At this tine, there appears to
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10.

be no urgent need to not continue to use GIP for tunnels between a
eNodeB nodes and between a eNodeB node and a pGW node.

There are differences between GIP tunneling and LISP tunneling. GIP
tunnels are setup at call initiation tinme. LISP tunnels are
dynani cal | y encapsul ating, used on demand, and don’t need setup or
teardown. The two tunneling nechanisns are a hard state versus soft
state tradeoff.

This specification recormends for early phases of deploynent, to use
GIP as the data-plane so a transition for it to use the LISP control -
pl ane can be achieved nore easily. At |ater phases, the LISP data-

pl ane may be considered so a nore dynam ¢ way of using tunnels can be
achi eved to support URLLC

This specification recormends the use of procedures from
[I-D.ietf-lisp-eid-nmobility] and NOT the use of LI SP-MN
[I-Dietf-lisp-nmm]. Using LISP-M states that a LISP xTR resi de on
the mobile UE. This is to be avoided so extra encapsul ati on header
overhead is NOT sent on the RAN. The LISP data-plane or control -
plane will not run on the UE

Roami ng and Packet Loss

Using LISP for the data-plane has sone advantages in terns of

provi di ng near-zero packet loss. 1In the current nobile network,
packets are queued on the eNodeB node the UE is roaming to or
rerouted on the eNodeB node the UE has left. |In the LISP

architecture, packets can be sent to multiple "roaned-front and
"roaned-to" nodes while the UE is noving or is off the RAN. See
mechanisms in [I-D.ietf-lisp-predictive-rlocs] for details.

Mobi | e Network LI SP Mappi ng System

The LI SP mappi ng system stores and nai ntai ns El D-to- RLOC nmappi ngs.
There are two nmappi ng dat abase transport systens that are avail able
for scale, LISP-ALT [ RFC6836] and LI SP-DDT [RFC8111]. The mapping
systemw || store ElIDs assigned to UE nodes and the associ ated RLOCs
assigned to eNodeB nodes and pGW nodes. The RLOC addresses are

rout abl e addresses by the EPC networKk.

This specification recormends the use of LI SP-DDT
Mul ti cast Consi derations

Since the nobile network runs the LISP control -plane, and the napping
systemis available to support EIDs for unicast packet flow, it can
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11.

al so support multicast packet flow  Support for multicast can be
provi ded by the LI SP/GIP overlay with no changes to the EPC networKk.

Multicast (S-EID, G entries can be stored and maintained in the sane
mappi ng dat abase that is used to store UE based EIDs. Both Internet
connect ed nodes, as well as UE nodes, can source multicast packets.
The protocol procedures from[Il-D.ietf-lisp-signal-free-nmulticast]
are followed to make multicast delivery available. Both nulticast
packet flow and UE nobility can occur at the same tine.

A day inthe life of a 1-to-many nul ticast packet:

1. A UE node joins an (S,G nulticast flow by using | GWv2 or
| GWPv3.

2. The eNodeB node records which UE on the RAN shoul d get packets
sourced by S and destined for group G

3. The eNodeB node registers the (S, G entry to the mappi ng system
with its RLOC according to the receiver site procedures in
[I-D.ietf-lisp-signal-free-nmulticast]. The eNodeB does this to
show interest in joining the multicast flow.

4. When other UE nodes join the sanme (S, G, their associated eNodeB
nodes will follow the procedures in steps 1 through 3.

5. The (S,G entry stored in the mappi ng dat abase has an RLOC set
whi ch contains a replication list of all the eNodeB RLCCs t hat
regi stered.

6. A multicast packet fromsource S to destination group G arrives
at the pGN The pGW node | ooks up (S, G, gets returned the
replication list of all joined eNodeB nodes and replicates the
mul ti cast packet by encapsul ating the packet to each of them

7. Each eNodeB node decapsul ates the packet and delivers the
mul ti cast packet to one or nore | GW-joined UEs on the RAN

Security Considerations

For control -pl ane authentication and authorization procedures, this
specification recormmends the mechanisns in
[I-D.ietf-lisp-rfc6833bis], LISP-SEC [I-D.ietf-lisp-sec] AND LI SP-
ECDSA [I-D. farinacci-Ilisp-ecdsa-auth].

For data-plane privacy procedures, this specification reconmends the
mechani snms in [ RFC8061] Wien the LI SP data-plane is used. otherw se,
t he EPC nmust provi de data-pl ane encryption support.
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12. | ANA Consi derations

There are no specific requests for |ANA

13. SDO Recommendati ons

The aut hors request other Standards Devel opment Organi zations to

LI SP as a technology for device mobility. It is recomended
to start with this specification as a basis for design and devel op
nore depl oynent details in the appropriate Standards Organizati ons.
The authors are willing to facilitate this activity.

consi der
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1.

I nt roducti on

IP nmobility protocols are designed to allow a nobile node to remain
reachabl e while noving around in the network. The currently depl oyed
nmobi | i ty managenent protocols are anchor-based approaches, where a
nobi |l e node’s | P sessions are anchored on a central node. The nobile
node’s IP traffic enters and exits fromthis anchor node and it
remains as the control point for all subscriber services. This
architecture based on fixed IP anchors comes with sonme conplexity and
there is sone interest fromthe nobile operators to elimnate the use
of fixed anchors, and other residual elenents such as the overlay
tunneling that come with it. Sone of the key objectives for this
effort are listed bel ow

0 Access-agnostic, shared user-plane that can be used for nultiple
access technol ogi es

0 Optimzed Routing for the nobile node’s IP flows with topol ogy
awar eness and | everagi ng the transport QS

o Elimnation of overlay tunnels fromthe user-plane network for
avoi di ng packet fragnmentation, and reducing encapsul ation rel ated
packet - si ze over head

o Eimnation of centralized nobility anchors and shift towards a
distributed nobility architecture, |everaging the edge compute at
radi o-access network for offloading sone of the subscriber
nmanagenent services

0 Co-existence with control-plane and user-pl ane separat ed
architecture; a stateless user-plane with no tunnels, and a
control plane with the business/service |logic

0 Support for services including accounting, charging, |awful-
i nterception and ot her user plane services

Currently, there is a study itemin 3GPP to explore options for
simplifying the nobile user-plane. There are few proposals in | ETF,
whi ch are presented as candi date solutions for user-plane
simplification. However, each of these proposals cone with certain
compl exity and do not | everage the 3GPP control plane, or the
programmabil ity aspects of the user-plane. For exanple, |LA defines
a translation scheme without the need for overlay tunnels, but it

al so introduces significant anmount of translation related state in
the user-plane, and additionally introduces a new control -pl ane
protocol for managi ng the mappi ng tables and the cache states.
Therefore, we believe that none of the currently known approaches can
adequately neet the stated goals for user-plane sinplification.
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Thi s docunent describes a new approach for realizing a nobile user-
pl ane that does not require any fixed I P anchors. The first-hop
router on the link where the nobile node is attached remains as the
I P anchor and thereby elimnating the need for IP tunneling to sone
central anchor node. Even when the nobile node noves in the network
and changes its point of attachnment, the |P anchor is always the
first-hop router on that new link. The MFA entities will track the
mobi | e node’ s novenents in the network and will ensure the nobile
node’s I P flows always take the nost optimal routing path. This is
achi eved by MFA entities progranm ng the needed traffic steering
rules for noving nobile node’s | P packets directly between the
correspondent node and the nobil e node’s edge anchor, which can be
relocated to a new edge, e.g. in case of nobility. Furthernore, this
approach does not require a new control -plane protocol, but instead
| everages the SDN interfaces of the user-plane, and the nmobility
events in the control-plane for managing IP nobility. The
architectural basis for this approach is the separation of contro
and user plane, and the use of programmability constructs of the
user-plane for traffic steering. This approach is referred to as,
Mobi lity-aware Floating Anchor (MFA). The rest of the docunent

expl ains the operational details of the MFA approach

2. Conventions and Term nol ogy
2.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

All mobility related terns used in this docunent are to be
interpreted as defined in the |ETF nobility specifications, including
[ RFC5213] and [RFC6275]. Additionally, this document uses the

foll owi ng terns:

MFA Domai n

MFA domain refers to the network where the nobility nanagenment of
a mobil e node is handled by the MFA entities. The M-A donmin

i ncl udes MFA nobil e node anchors, M-A correspondi ng node anchors,
and MFA node controller, between which security associations can
be set up for authorizing the configuration of traffic steering
policies and other nobility nanagenent functions.

M-A Mobi | e Node Anchor ( MFA- MNA)
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Its an MFA function located in the user-plane network very cl ose
to the layer-2 access-point to where the nobile node is attached.
It is typically on the first-hop router for the nmobile node’'s IP
traffic. The node hosting this function is required to support
the standard | Pv6 packet forwarding function, FPC or a simlar
interface for policy configuration, and packet steering functions
such as based on SRv6 or alternative neans that can support per-
flow or per-flow aggregate traffic steering. Typically, the MA-
MNA function will be collocated with the User Plane Function (UPF)
in the 3GPP 5G system architecture.

MFA Correspondi ng Node Anchor ( MFA- CNA)

Its an MFA function located in the user-plane node in the path

bet ween the nobil e node and the correspondent node. |If the
correspondent node is another nobile node in the MFA donmin, then
the MFA-CNA is on the first hop router on the link shared with the
correspondent node. The node hosting this function is required to
support the standard | Pv6 packet forwarding function, FPC or a
simlar interface for policy configuration, and packet steering
functions such as based on SRv6 or alternative nmeans that can
support per-flow or per-flow aggregate traffic steering.

Typically, the MFA-CNA function will be collocated with the IP
forwardi ng nodes on the N6 interface of the 3GPP 5G system
architecture.

MFA Node

A generic termused for referring to MFA-MNA, or the MFA- CNA
MFA Node- Control | er ( MFA- NC)

The is the function that controls the forwarding policies on the
MFA- MNA and MFA-CNA nodes. This entity interfaces with the MFA
node using the FPC interface [I-D.ietf-dmmfpc-cpdp], or a sinmlar
interface that support user-plane policy configuration. This is
typically co-located with the SM-, or the AMF functions in the
3GPP 5G system architecture, and on WLAN controller in the case of
W -Fi access architectures.

Node Locati on Dat abase (NLDB)
A dat abase that contains the location information of every nobile
node that is part of the MFA domain and is currently attached to

t he networKk.

Net wor k Topol ogy Dat abase ( NTDB)
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3.

A dat abase that contains the MFA node information along with the
link state and directly connected nei ghbor information

Hone Network Prefix (HNP)

An | Pv6 prefix assigned to the nobile node. This prefix is hosted
by the MFA-MNA on the access link shared with the nobil e node.

The network will provide mobility support for the HNP prefixes. A
met a-data tag indicating the nobility property

[I-D.ietf-dm ondenmand-nobility] is included in router
advertisenents and in address assignnent related protoco

nmessages.

Local Network Prefix (LNP)

An | Pv6 prefix assigned to the nobile node. This prefix is hosted
by the MFA-MNA on the access link shared with the nobil e node.

The network will not provide nobility support for the LNP
prefixes. A nmeta-data tag indicating that there is no mobility
support [I-D.ietf-dmm ondemand-mobility] is included in router
advertisenents and in address assignnment rel ated protocol

nessages.

Overvi ew

This specification describes the MFA protocol. The MFA protocol is
designed for providing nobility managenent support to a nobile node
wi thout the need for a fixed IP anchor. |In this approach the nobile
node’s | P session is always anchored on the first-hop router sharing
the link with the nobile node. The entities in the MFA domain track
the mobil e node’s nmovenents in the MFA domain and will provision the
forwarding states in the user-plane nodes for optimal routing and for
ensuring the anchor is always the first-hop router. Any tine the
nmobi | e node noves within the MFA domain and resulting in the nobile
node’s I P flows going through the previous anchor, the nmobility
entities detect this event and a corrective action is taken by

provi sioning the forwarding nodes with the path stitching rules. The
result of this approach is an user-plane with no fixed anchors, and
dynanmi cal | y programmed user-plane for nobility and optinal packet
routing.

The following are the key functional entities in the MFA domai n:
o0 MA Node Controller (MA-NC

0 MA Mbile Node Anchor ( MFA- MNA)
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0 MFA Correspondent Node anchor (MA- CNA)

The MFA-NC is typically collocated with the access network specific
control -plane functions. It interfaces with the radi o network/

aut hentication functions for detecting the nobile node’'s novenents in
the MFA domain for managing the forwarding states in the user-plane
entities, MFA-MNA and MFA-CNA. The MFA node controller requires
access to node | ocation database and network topol ogy database.

These are the conceptual entities that can be realized using existing
el ements that are already present in different access architectures.

The MFA-MNA and the MFA-CNA are the functions in the user-plane
network and they are collocated with the elements in the network that
perform | P packet forwarding functions. The MFA-MNA is typically

| ocated on the first-hop router and whereas the MFA-CNA can be
collocated with the access-gateways and transit routers. These
entities interface with the MNA-NC usi ng FPC
([I-D.ietf-dmmfpc-cpdp]), or an alternative interface), for managi ng
the I P forwardi ng policies.
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3.1. The Network Topol ogy Dat abase

The networ k topol ogy database contains the conplete and the current

i nformation about all the MFA nodes in the network. The information
i ncludes the capabilities of each node, supported functions,
supported interfaces with the interface-type, connected nei ghbors,
hosted prefixes on each link, security configuration and ot her

rel ated configuration elenents. The topol ogy database can be used to
determ ne the route between two nodes within the MFA domain, or the
best exit gateway for reaching a correspondent node outside the MFA
domai n.

3.2. The Node Location Dat abase

The node | ocation database consists of location information of each
nmobi |l e node that is currently attached to the MFA domain. It also

i ncludes the type of attachnent, previous anchor, and other

i nformati on el enents, such as the nobile node’'s connection status and
detailed or approximte location (e.g. tracking area) in case of
device dormancy. Typically, the MFA entities obtain this information
fromthe control-plane functions in the access network. For exanple,
a WLAN controller and the authentication functions will be able to
provide this information in | EEE 802.11 based networks. 1In 5G system
architecture this informati on can be obtai ned from AMF SM- functi ons.

Bel ow di agram i s an exanpl e NLDB dat abase.

+ + + + +
| WN | Current | Previous | Handover

| Identifier | Anchor | Anchor | Type |
+ + + +
| Ml@etf.org | AGL | - | NEW ATTACH |
. N N N . +
| MR2@etf.org | AG6 [ AR | HANDOVER |
B B T B T B RS +
| MB@etf.org | - | AA |  UNKNOWN |
S S S S +

Fi gure 2: Exanple NLDB Tabl e
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3.3. Determination of the Correspondent Node Anchor

The anchor for a correspondent node is a MFA node that is closest to
the correspondent node and is in path for all the MNNCN IP traffic
flows. The MFA node controller |everages the topol ogy database for
t he CN-anchor deternination.

If the correspondent node is another nobile node in the MFA domain,
then the CN-Anchor for that correspondent node is the access gateway
to which it is currently attached.

If the correspondent node is outside the MFA donmmin, then the CN\-
anchor is typically the exit gateway, or any MFA node that is always
in path for reaching the CNs network. This is typically the PE
router of the data center that hosts the correspondent node service,
or a programmabl e data plane node inside the data center

The below illustration is an exanple topol ogy of a MFA domain. The
domai n consi sts of MFA nodes, nobile and correspondent nodes. A
query for CN2's anchor should result in finding AG4, as that is the
MFA node in the traffic path and closest to CN2. Simlarly, the
query for CN3's anchor which is outside the MFA domain should result
in finding TR3 as that is the last exit gateway in the M-A dormai n and
closest to the CN3.

AGL AA - - CN\2
I TR2 I
M1- - -AR2----- TR1--|--TR4----AGh
I TR3 I
A3 [ AGS
{internet}
I
CN3

Figure 3: CN Anchor Determnation - Exanple Topol ogy
3.4. Traffic Steering Approaches

The MFA nodes support traffic steering approaches for noving the
nmobil e node’s IP traffic between the MFA nodes over the nost optimal
routing path. Segnment Routing for IPv6 (SRv6) is one approach that
this specification focuses on for steering the traffic between two
points in the network, whereas the MFA-NC can utilize the available
i nformati on from Network Topol ogy- and Node Location Database to
enforce policies in the MFA nodes in support of alternative data
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pl ane protocols to enable traffic steering. Future versions of the
docunent may include information about additional nechanisns.

When using SRv6 for traffic steering, the approaches specified in
[I-D.ietf-dmm srv6-nobil e-upl ane] and
[I-D.filsfils-spring-srv6-network-programing] will be I everaged for
moving the nobile node’s IP traffic between the MFA-MNA and the MFA-
CNA nodes. The SRv6 policy including the SID information and the
associ ated functions are pushed fromthe M-A Node controller to the
MFA nodes. This docunent nostly |everages the functions specified in
those docunents, but nmay require some changes to the SRv6 functions
for reporting the flow nmeta-data of the non-optimal traffic flows to
the MFA node controller. The definitions of those SRv6 functions
will be specified in either in the future revisions of this docunent,
or in other |ETF docunents.

The followi ng table captures the possible SRv6 function activation
when | P traffic steering approach is in use. This is only an

exanpl e.
oo o e e o e e +
FLOW [ M\- Anchor [ CN- Anchor [
| DI RECTI ON | I
B Fo e e e e e e eam o Fo e e e e e e eam o +
| | Variant of T.Insert | Vari ant of End. X |
I I I I
| MNto CN | (Transit with insertion |(O, End.B6, instantiation
| | of SRv6 policy and may | of a binding SID); |
| | require trigger to MFA-NC| O, End. T for internet |
| | such as activation of | traffic |
| | Fl ow. Report) | |
I I I I
oo o e oo o e oo +

Variant of T.Ilnsert

I I I
I I I
| (Layer-3 cross connect | (Transit with insertion
| , End.B6, instantiation| of SRv6 policy and may
CNto MN | of a binding SID | require trigger to MFA-NC
I I I
I I I
I I I

o

such as activation of
FI ow. Report.

Figure 4: Using SRv6 for Traffic Steering - Exanple
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3.5. Mbile Node Attachnment Triggers

The MFA dormain relies on the access network for certain key events
related to the nobile node’s novenents in the network. These events
i ncl ude:

0 INTIAL_ATTACH - Initial Attachnent of the nobile node to the MFA
domai n

0 HANDOVER - Layer-2/Layer-3 Handover of the nobile node within the
MFA Dorrai n

o DETACH - Detachnment of the nobile node fromthe MFA donmain
0 UNKNOWN - State of the npbile node is Unknown; TBD

The MFA node controller interfaces with the radio network and the
aut hentication infrastructure for these events. These events drive
the policy configuration on the MFA nodes.

3.6. Programming the User-pl ane

The MFA-NC | everages suitabl e southbound semantics and operation to
enforce traffic steering rules in the sel ected access gateways (AQ
and/ or transient routers (TR). One suitable data nodel and operation
is being specified in [I-D.ietf-dmmfpc-cpdp] for Forwarding Policy
Configuration (FPC). The nodel and operation applies in between a
FPC dient function and an FPC Agent function

A depl oyrment of FPC with the specification per this document about
MFA, the FPC Client is co-located with the MFA-NC, whereas the FPC
Agent function is co-located with functions that enforce user plane
configuration per the rules received fromthe FPC Client. The FPC
Agent can either reside on an transport network- or SDN controller
and be in charge of the configuration of nmultiple user plane nodes
(MFA- TR, MFA-MA, MFA-CA), or an FPC Agent resides on each MFA node

The following figure schematically draws an exanpl e how FPC can
integrate with the functional MA architecture per this
specification. The exanple assunes that M-A nodes can be
programmatically configured by an SDN Controller. Details about

whet her a single or multiple distributed SDN Controllers are depl oyed
are left out.

The FPC data nodel includes the follow ng conponents:

Gundavel I'i, et al. Expi res August 28, 2018 [ Page 12]



Internet-Draft MFA February 2018

Dat a Pl ane Nodes (DPN) Mbdel:

Representati on of nodes in the data plane which can be sel ected
and enforce rules per the control plane’'s directives. DPNs take a
particular role, which is identified in the nodel. 1In the context
of this docunment, the role of a DPN can be, for example, an anchor
node or a transit router.

Topol ogy Model :

Representation of DPNs in the network and associate in between
DPNs. The FPC dient and Agent use the Topol ogy to sel ect nost
appropriate data plane node resources for a conmunication. |In the
context of this docunment, Topol ogy has can be | everaged to

i npl ement the NTDB for the selection of steering paths and

associ ated DPNs which function as MFA- MNA, MFA-CNA, or MFA-TR

Pol i cy Mbdel :

Defines and identifies rules for enforcenent at DPNs.

Mobi | i ty- Cont ext :

Hol ds i nformati on associated with a nobile node and its nobility
sessions. In the context of this docunent, Mbility-Context can
be enriched with traffic steering related rules.

Moni t or:

Provi des mechanisnms to register nonitors (traffic, events) in the
data plane and define status reporting schedul es, which can be
periodic or event-based. 1In the context of this docunent,
Monitors may be used to detect traffic froma CNto an MN on an
MFA node, which could result in a notification to the MFA-NC for
path optim zation and associated steering of traffic to the MN's
current MFA- MNA.

Pl ease refer to [I-D.ietf-dmmfpc-cpdp] for nodel and operational
details.
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o e e e emeeeeaeaaaaa +
+----+ [ MFA Node +----+
| NLDB+- - - - + Controller +- - - - +NTDB|
+--- -+ +----- + - - - - 4o+ +--- -+

| FPC dient |

Fom e e o +
| FPC Agent |
T T
| SDN Controller |
B +
AN
Fomm e - Fom e o - [ S Fom e o - +
| | oo | |
v v | TR2| v v
oo - +-- -+ +-- -+ +-- -+ +-- -+ ot +
/-] MFA-NW AR - - - - - | TRL] ------------ - - - | TR4| ------ | AGA/ MFA- CAN| -/ /
Fom e - +---+ +---+ +---+ F T +

Fi gure 5: Deploynent of the FPC nodels and operation in between the
MFA- NC and MFA nodes on the user plane

4, Life of a Mbile Node in a MFA Domai n

Ref erence Topol ogy
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oo e e e e +

| MFA Node |

| Controller |

e e e e e eeeo o +
\ +----+ +----+ /
AP -|AGL|----- e | AG- 4| - AP CN1
/ +---- 4+ | MFA Transit Router | +----+ 0\

| N |

| | TR 2] |

| oot |

I I I
\ [ [ : +----+ [ /

MN AP -|AG2|- -|TR-1]- - - - - - - - - |TR-4|- -|AG5|- AP

/ +--- -+ +--- -+ : +--- -+ +--- -+ \

I I I

I H-- oot I

I | TR 3| I

I Ho---t I
\ +--- -+ | | | +--- -+ /
AP -|AG 3|----- I | AG 6] - AP
/ +----+ [ +----+ \
MFA Access- Gat eway I

_( ) _
-( Internet )---- CN\2

Fi gure 6: Reference Topol ogy
4.1. MW's Initial Attachnent to a MFA Donmi n

A nobil e node, MN enters the MFA domain and attaches to the access
poi nt on the gateway AG 2.
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+===+ +- -+ +----+ +----+ +- -+ +===+ +===+

ML APl |AG2]  [AIVF NG |oN ol

+===+ +- -+ +-- - -+ +-- - -+ +- -+ +===+ +===+

I I I I I I I
1 *- ATTACH * [ [ [ [ [
I I I I I I I
2 *<emmmmm *oAUTH - - - - - - - - >* | | |
I I I I I I I
3| | | *- NOTI FY- - >* | |
I I I I * I I
4 | [ *<-PROV--------------- * [ [
I I I I I I I
5 *<--1P_CONFI G - - >* [ [ [ [
I I I I
6 *< -(OPTIM ZED) -X- USER_PLANE_PACKET (HNP Fl ow) - >* |
I I I I I I I

7 *< -(OPTIM ZED) - X- USER_PLANE_PACKET (LNP Flow) - - - - - >*

I I I I I I
Figure 7: Mbile Node's Initial Attachment to a MFA Domain

0 1-ATTACH The nobile node with NAI (MNl@etf.org) perforns a
| ayer-2 attach to the access point. This access point is
connected to the access-gateway, AG 2, over a layer-2 link. The
nmobi | e node anchor function is supported on AG2 and is active.

0 2-AUTH. The nobil e node conpl etes the access authentication access
technol ogy specific access nechanisns. The nobile node’'s identity
is established and is authorized for MFA donmain access. The
Aut henti cation interworking (AUTH I VWK) function records the nobile
node’s identity, type of attach as INI TIAL_ATTACH, and the current
| ocation of the nobile node in the access-network, to the node
| ocati on dat abase.

0 3-NOTIFY: The Auth-1WK function delivers the attach event to the
MFA node controller. The information elenents that are delivered
i nclude the nobile node identifier (M\:-1@etf.org), type of attach
as INITIAL_ATTACH, and the identity of the access gateway, which
is AG 2.

0 4-PROV: The NC provisions AG 2 for hosting the MN' s hone-net work

prefix(es). The assigned prefixes are HNP, Hl::/64 and LNP,
L1::/64. These prefixes are froma | arger aggregate bl ock (Ex:
Hl:://48; L1::/48) which are topologically anchored on AG 2. The
policies for hosting the HNP prefixes on the link are provisioned
using FPC interface. The AG2 will include neta-data in the |Pv6
RA nmessages for indicating the properties of the prefixes; Hl::/64
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as the prefix with nmobility support and L1 as the prefix with no
mobi lity support.

0 5-1P_CONFIG The nobile node generates one ore nore | Pv6 addresses
using the prefixes HL and L1. The generated addresses are tagged
with the property neta-data in the host’s source address policy
table. This allows the applications on the nobile node to pick
the addresses based on the application’s nobility requirenments.

0 6-USER PLANE PACKET: The nobile node establishes IP flow with CNL.
The source address is based on the prefix HL. This |IP address
will have nmobility support. The packets associated with this flow
will take the optim zed routing path. There are no tunnels, or
special traffic steering rules in the network.

0 7-USER PLANE PACKET: The nobile node establishes IP flow with CN2
The source address is based on the prefix L1. This |IP address
will not have mobility support. There are no tunnels, or special
traffic steering rules in the network.

MN's Roanming within the MFA Domai n

The nobil e node roans and changes its point of attachnent. It was
initially attached to the access network on AG 2 and now it attaches
to access network on AG6. At the tine of roaming, the nobile node
had two active |IPv6 prefixes HNP, Hl::/64 and LNP, L1::/64 and there
were two active IP flows, one to CN1 using an | Pv6 address fromthe
prefix HLl::/64 and another flow to CN2 using an | Pv6 address fromthe
prefix L1:://64. The MFA network will ensure the prefix Hl::/64 will
be routable on the new network and the active flowto CNL will
survive, however the prefix L1::/64 will not be routable in the new
access network and therefore the flowto CN2 will not survive.
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===+ e S oo+ T T + ===+
| MNL| |AP| |AG 6| | Al e |AG 2| |ONL-Al | ONL
+===+ N E Y S S oo+ N + ===+
| | | | | | | |
1 *- ATTACH * | | I | | |
| | | | | | | |
D F <o AUTH- <= m o eme e oo > | | | |
3| | | *_NOTI FY- - - >* | | |
4 | | * < PROV- < - m e e * | | |
5 I I | * - PROV- - - >* | I
| | | | | | | |
6 *<- | P- CONFI G - >* | | | | |
| | | | | | | |
7 *<-(NON_OPTIM-X - USER PLANE PACKET - - - - X - - = =X - ->*
| | | | | * | |
8 | | | | * <~ REPORT- * | |
9 | | *<- FLOW STEERI NG - - - * | |
10] | | | *_ FLOW STEERI NG - - >* |
| | | | | | |
11%<- (OPTI M ZED) - X - USER PLANE_PACKET - (HNP Flow) - - -X- - ->*
| | | |

Figure 8: Mbile Node's Roaming within the MFA Domai n

0 1-ATTACH The nobile node with NAI (MNl@etf.org) roans in the
network fromAG 2 to AG 6.

0 2-AUTH. The nobil e node conpl etes the handover to the new access
net wor k usi ng access network specific security mechani snms. The
Aut h- 1 WK function updates the nmobile node’s location in the node-
| ocati on database. The updated entry in the node | ocation
dat abase will include the nobile node’s NAI, attach type as
HANDOVER, and the current access-network |ocation as AG 6.

0 3-NOTIFY: The Auth-I1WK function function delivers the handover
event to the MFA node controller. The information el enents that
are delivered include the nobile node identifier (MM-1@etf.org),
type of attach as HANDOVER, and the identity of the access gateway
as AG 6.

0 4-1P_PROV: The NC provisions AG6 for hosting the MN' s hore-
network prefix and |l ocal network prefix. The home network prefix,
Hil::/64 is fromthe previous anchor, AG2 and is not topologically
anchored on AG 6. However, for supporting nobility the prefix is
hosted on the access link while the nobile node is attached to
that access network and till there are active flows. The NC al so
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provi sions AG 6 for hosting a new | ocal network prefix, L2::/64.
This prefix, L2::/64 is froma |larger aggregate block that is
topol ogi cal |y anchored on AG6. The AG6 will include neta-data
in the IPv6 RA nessages for indicating the properties of the
prefixes; Hl::/64 as the prefix with nobility support and L2::/64
as the prefix with no nobility support. The NC al so provisions a
traffic steering rule to steer all uplink IP traffic with source
address Hl::/64 through the previous anchor AG 2.

0 5-1P_PROV: The NC provisions AG2 to steer all IP traffic to
destination addresses matching the prefix, HL::/64 to AG6, and it
al so provisions a rule to report flow neta-data of those flows
taking the non-optinmal traffic path through AG 2. This
essentially allows the NC to | earn about any nobile node’s IP

flows still going through AG2, so it can stitch the optim zed
path for those flows and renove AG 2 fromthe path for those
flows.

0 6-1P_CONFIG The prefix Hl::/64, obtained at the new | ocati on,
will continue to be avail able on the new access link. The new
| ocal network prefix L2::/64 will also be avail able on the new
access link and will be marked as a prefix with no nobility
property. The nobile node may generate one, or nore | Pv6
addresses using the prefix L2::/64. The prefix L1::/64 is no
| onger hosted on the new link and the nobile node will renove it
frominterface configuration.

0 7-USER PLANE PACKET: Any uplink IPlink fromCNL will conme to
AG 2, as its the topol ogical anchor for that address/prefix and
AG 2 will steer the traffic directly to AG 6. On detecting an IP
flowwith the I P address belonging to prefix HL::/64, AG2 wll
report the CNL1-WN1 flow neta-data to NC

0 8-Report: The NC on receiving this event will | ookup the CN anchor
for the flowin its node |ocation database. |If the CN is another
MN within the MFA domain, its current anchor information is
retrieved fromthe node |ocation database. However, if the CNis
a node outside the MFA domain, the anchor for this node can be any
transit router in the MFA domain which is always in path for that
destination. The CN-anchor determ nation for nodes outside the
MFA domain will be based on the network topol ogy database.

0 9-FLOWSTEERING The NC inserts a I[P traffic steering rule on AG 6
to steer the MN1I-CN1's I P flows using Hl::/64 directly to CNl's
anchor which is CN1-A, and bypassing AG 2.

0 10-FLOWSTEERING The NC inserts a IP traffic steering rule on
CN1-A to steer the MN1I-CNL IP flows using Hl::/64 directly to
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MN1' s current anchor which is AG 6, and bypassi ng AG 2.

0 11-USER PLANE PACKET: The MN1-CNl's IP flows using HL::/64 will be
steered directly fromCNl-Ato AG6; AG2 will not be in the path.

4.3. Traffic Steering State Renoval

The mobile node’s IP flows that were established at the previous

| ocation are no |longer active. The steering state that was

i ntroduced at AG 6 and CN1-A will renoved on detecting the inactive
flows. The network nmay al so optionally choose to withdraw the prefix
Hl::/64 and may assign a new HNP prefix which are topol ogically
anchored in the new | ocati on.

+===+ oot oot 4o -+ +- -+ S T + +===+
| MNL| |AP| | AG- 6] | Al W | NCJ |AG 2| |CNL-Al | CNi|
+===+ B T +- -+ B I e + 4===+
I I I I I I I I
¥<o o - - - - X - USER-PLANE-PACKET - - = - - - = = =X - ->*
I I I I I I I
1]- - - - - - - * - INACTIVE FLONDETECT - - - - - - - * - - |
I I * I I I * I
2 | | *. .. REPORT-------- >*<- - - - REPORT----- - - * |
| | * <- REMOVE_STATE- - - - - * | | |
| | | | * . REMOVE_STATE- - - - - > |
I I I I

Figure 9: State Renoval

0 1-1N_ACTI VE_FLOW DETECT: At sone point the MN1-CNL fl ow using the
prefix HL::/64 is no | onger active.

0 2-REPORT: Both AG 6 and AG2 will detect the inactive flows and
may report this event to the NC. The steering state associ ated
with MN1-CN1 flow using the prefix Hl::/64 may be renoved prior to
reporting to the NC. Optionally, the NC on receiving the
I NACTI VE_FLOW DETECT event may provision AG 6 and CN1-A to renove
the steering state.

0 4- REMOVE_STATE:
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4.4, Nobile Node's new | P fl ows

The mobile node’s IP flows that were established at the previous

| ocation are no |longer active and any created steering state was
renoved. The network may optionally choose to withdraw the prefix
Hl::/64 and may assign a new HNP prefix which is topologically

anchored in the new location. Al new|IP flows will use the new

prefix and the flows will take optimal routing path.

+===+ B S SR S +- -+ +===+

| MNL| | AP| | AG 6] | Al WF| | NC| | CN3|

+===+ oo -4+ H--- -+ +- -+ +===+
| | | | | |

1 *<- - - - - - -X - USER PLANE-PACKET - - - - - - - - - - ->*

Fi gure 10: New Fl ows

0 1-USER PLANE PACKET: The nobile node’'s has established sone IP
flows using the I P address fromthe new HNP and LNP assi gned at
the new | ocation. These IP flows will take optimal routing path
and there is no need for any steering state, or the use of tunnels
in the network for the nobile node’s traffic.

5. MFA in 5G System Architecture

3GPP is specifying the 5G System Architecture, which follows a split
bet ween control - and data plane. Key control plane functions, which
have interfaces to the data plane, are the Access Network and

Mobi lity Managenent Function (AMF), and the Sessi on Managenent
Function (SMF). AMF and SMF cooperate to set up data plane nodes in
the (radio) access network ((R)AN) and the core network, which
conmprises one or nultiple User Plane Functions (UPF). As soon as a
mobi | e node (UE) attaches to the network, as Packet Data Unit (PDU)
Session is established and the SMF in the control plane selects one
UPF as PDU Session Anchor, which serves also as | P address anchor.
The SMF may sel ect one nore UPF on the path in between the PDU
Session Anchor and the (R)AN, which enables routing traffic in
between the UE and a | ocal packet data network (PDN) with a
correspondent node or service without the need to traverse the PDU
Sessi on Anchor.

In the view of MFA, each UPF can represent a |locator for the UE s
downlink traffic on the N9 as well as on the N6 reference point in
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the 5G System Architecture. Since the SMF is in charge of UPF

sel ection and configuration, the MFA-NC can | everage the SMF to
retrieve node location information per this specification’ s procedure
to access the NLDB fromthe MFA-NC. For MFA node sel ection and
traffic steering, the MFA-NC nmay need nore informati on about the data
plane in terns of the transport network nodes and topol ogy. Details
about the NTDB are left out of this version of the docunent, but a
realization may exploit avail abl e Topol ogy i nformation per
[I-D.ietf-dmmfpc-cpdp].

In the figure below, a UEE's UPFs can function as MFA nodes, either as
MFA- MNA or as MFA-CNA in case of nobile to nobile comunicati on.

O her transport network nodes, which may function as MFA-CNA for the
UE' s comuni cation with a (non-nobile) correspondent node or service,
are not explicitly depicted in the below figure. The M-A function
can be tightly coupled with a UFP (co-located) or |oosely coupled
(separated). The MFA-NC utilized the FPC nodel s and operation to
enforce traffic steering policies in the MFA nodes. |n case of |oose
coupling, the SMF utilizes the N4 protocol per the 3GPP standard to
configure the sel ected UPF, whereas the MFA-NC uses FPC to enforce
policies in the associated (|l oosely coupled) MFA node. In case of
tight coupling, the MFA-NC nmay be co-located with the SMF and a
single reference point and associ ated protocol nmay be used in between
t he SMF/ MFA-NC and a UPF/ MFA node.

B T S T e S e e T T T EE— S
| NSSF| | NEF | | NRF | | AUSF| | UDM | | PCF | | AF |
B S e S e e S I i S e o
I I I I I I I
I I I
+--a + +--a + S R +
Femmmm - | AMF | | SMF |----+----| MFA-NC| - -+
| [ + [ + | R e, +
| | N4| NLDB | NTDB
I I I I
[ [ FPC 4---i---mmmmma e - - +
I I | | FPC
| N1 | N2 e I R SR B +
I I I | N4 || I
+----+ +----- + oo - + oo - + |
| UE | | (RAN ----- | UPF | ------ | UPF |----------- ( PDN)
+----+ +--- - - + N3 | + NO | + N6
|  MFA | |  MFA |
R + R +
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6.

9.

9.

9.

Figure 11: New Fl ows

| ANA Consi der ati ons

TBD

Security Considerations

This specification allows a nobility node controller to provision IP
traffic steering policies on the user plane nodes. It essentially

| everages the FPC interface [I-D.ietf-dnmfpc-cpdp] for interfacing
with the user-plane anchor nodes. The security considerations
specified in the FPC specification are sufficient for securing the
messages carried on this interface.

The traffic steering rules that are provisioned on the MFA nodes by
the MFA node controller are the standard policy rules that the FPC
interface defines and does not require any new security

consi derati ons.
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1. Introduction

The Mobile Node Identifier Option for MPv6 [ RFC4283] has proved to
be a popul ar design tool for providing identifiers for nobil e nodes
during authentication procedures with AAA protocols such as Dianeter
[ RFC3588]. To date, only a single type of identifier has been
specified, nanely the MN NAI. Oher types of identifiers are in
comon use, and even referenced in RFC 4283. In this docunent, we
propose addi ng sone basic types that are defined in various

t el econmuni cati ons standards, including types for | NS

[ ThreeGPP-1DS], P-TMSI [ThreeGPP-1DS], |IMEl [ThreeGPP-1DS], and GUTI
[ ThreeGPP-1DS]. In addition, we specify the |IPv6 address itself and
| EEE MAC-| ayer addresses as nobile node identifiers. Defining
identifiers that are tied to the physical elenents of the device
(RFI D, MAC address etc.) help in deploynment of Mobile |IP because in
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many cases such identifiers are the nost natural neans for uniquely
identifying the device, and will avoid additional |ook-up steps that
m ght be needed if other identifiers were used.

2. Term nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

3. New Mobile Node Identifier Types

The following types of identifiers are cormonly used to identify
mobi | e nodes. For each type, references are provided with full
details on the format of the type of identifer.

The Tag Data standard pronoted by El ectronic Product Code(TM
(abbrevi ated EPC) [ EPC-Tag-Data] supports several encodi ng systens or
schenes, which are comonly used in RFID (radio-frequency
identification) applications, including

RFID-A@ D (dobal ldentifier),

RFI D- SGTIN (Serialized dobal Trade |tem Nunber),
RFI D- SSCC ( Serial Shipping Container),

RFI D- SG.N (d obal Location Nunber),

RFI D- GRAI (d obal Returnable Asset ldentifier),
RFI D- DOD (Departnment of Defense I1D), and

RFID-A Al (d obal Individual Asset ldentifier).

OO0OO0OO0OO0OO0OO0

For each RFID schene except A D, there are three representations:

0 a 64-bit binary representation (for exanple, SG.N 64) (except for
G D

0 a 96-bit binary representation (SG.N 96)

0 a representation as a URI

The URI representation for the RFIDis actually a URN. The EPC
docunent has the foll ow ng | anguage:

Al'l categories of URIs are represented as Uni form Reference Nanes
(URNs) as defined by [ RFC2141], where the URN Nanespace is epc.

The following list includes the above RFID types as well as various
ot her common identifiers.

Mobi | e Node |dentifier Description
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T T e T +
| Identifier | Description | Reference |
| Type | | |
e e e e o e e m e e e e e e e e e e — e oo S +
| Pv6 Address [ RFC4291]
| VS I nternational Mobile [ Thr eeGPP- |1 DS]

Subscriber ldentity

RFI D- SGTI N- URI Serialized dobal Trade Item

Nunber represented as URI

[ EPC- Tag- Dat a]

I I I I
| | | |
| P-TwmSI | Packet-Tenporary Mobile | [ThreeGPP-1DS] |
| | Subscriber Identity | |
| &UTI | Gobally Unique Tenporary ID | [ThreeGPP-1DS] |
| EU -48 address | 48-bit Extended Uni que | [ EEE802] |
[ | ldentifier [ [
| EU -64 address | 64-bit Extended Uni que | [ EEE802] |
| | Identifier-64 bit | |
| DU D | DHCPv6 Uni que ldentifier | [ RFC3315] |
| RFID-SGTIN-64 | 64-bit Serialized dobal Trade | [EPC Tag-Data] |
| | I'tem Nunber | |
| RFI D SSCC- 64 | 64-bit Serial Shipping | [EPC- Tag-Data] |
[ | Contai ner [ [
| RFID SG.N- 64 | 64-bit Serialized d obal | [EPC Tag-Data] |
| | Location Nunber | |
| RFI D GRAI-64 | 64-bit dobal Returnable Asset | [EPC Tag-Data] |
| | Identifier | |
| RFI D-DOD- 64 | 64-bit Departnment of Defense | [ RFI D- DoD- spec] |
I | 1D I I
| RFID- A Al-64 | 64-bit G obal Individual Asset | [EPC Tag-Data] |
| | Identifier | |
| RFID-d D 96 | 96-bit dobal Identifier | [EPC- Tag-Data] |
| RFID-SGTIN-96 | 96-bit Serialized dobal Trade | [EPC Tag-Data] |
| | I'tem Nunber | |
| RFI D SSCC- 96 | 96-bit Serial Shipping | [EPC-Tag-Data] |
| | Contai ner | |
| RFI D SG.N- 96 | 96-bit Serialized d obal | [EPC Tag-Data] |
[ | Location Number [ [
| RFI D GRAI-96 | 96-bit G obal Returnable Asset | [EPC Tag-Data] |
[ | ldentifier [ [
| RFI D- DOD- 96 | 96-bit Department of Defense | [ RFI D- DoD-spec] |
I | 1D I I
| RFID G AI-96 | 96-bit G obal Individual Asset | [EPC Tag-Data] |
[ | ldentifier [ [
| RFID QD URI | dobal ldentifier represented | [EPC Tag-Data] |
[ | as UR | |
| | | |
| RFID SSCC-URI | Serial Shipping Container | [EPC Tag-Data] |
[ | represented as UR [ [
| RFID-SGN-URI | dobal Location Number | [EPC- Tag-Data] |
I I I I

represented as UR
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4.

4.

4.

4.

| RFID-GRAI-URI | dobal Returnable Asset | [ EPC- Tag- Dat a]

| | Identifier represented as URl | |
| RFI D- DOD- URI | Departnent of Defense ID | [ RFI D- DoD-spec] |
[ | represented as UR [ [
| RFIDDAAI-UR | dobal Individual Asset | [ EPC- Tag- Dat a]

| | Identifier represented as URl | |
o e oo oo e e e e e e e e e e e e e e oo oo - o e e e e oo - +

Descriptions of MNID types
In this section descriptions for the various MNID types are provided.
1. Description of the | Pv6 address type

The |1 Pv6 address [ RFC4291] is encoded as a 16 octet string containing

a full 1Pv6 address which has been assigned to the nobile node. The
| Pv6 address MUST be a unicast routable | Pv6 address. Milticast
addresses, link-local addresses, and the unspecified | Pv6 address

MUST NOT be used. |Pv6 Unique Local Addresses (ULAs) MAY be used, as
| ong as any security operations nmaking use of the ULA also take into
account the domain in which the ULA is guaranteed to be uni que.

2. Description of the IMSI MNID type

The International Mbile Subscriber Identity (IMSI) [ThreeGPP-1DS] is
at nost 15 decimal digits (i.e., digits fromO through 9). The IM
MUST be encoded as a string of octets in network order (i.e., high-
to-low for all digits), where each digit occupies 4 bits. |If needed
for full octet size, the last digit MJST be padded with Oxf. For
exanpl e an exanple | M5l 123456123456789 woul d be encoded as foll ows:

0x12, 0x34, 0x56, 0x12, 0x34, 0x56, 0x78, Ox9of
3. Description of the EU -48 address type

The | EEE EUI - 48 address [| EEE802-eui 48] is encoded as 6 octets
containing the | EEE EUl - 48 addr ess.

4.4. Description of the EU -64 address type

The | EEE EU - 64 address [| EEE802-eui 64] is encoded as 8 octets
containing the full |EEE EUl -64 address.
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4.5. Description of the DU D type

The DU D is the DHCPv6 Uni que ldentifier (DU D) [RFC3315]. There are
various types of DU D, which are distinguished by an initial two-
octet type field. dients and servers MJST treat DU Ds as opaque

val ues and MJST only conpare DU Ds for equality.

4.6. Description of the RFID types

The General ldentifier (@D) that is used with RFID is conposed of
three fields - the General Manager Nunber, Object O ass and Seria
Nunber. The General Manager Nunber identifies an organizationa
entity that is responsible for maintaining the nunbers in subsequent
fields. G D encodings include a fourth field, the header, to

guar ant ee uni queness in the nanespace defined by EPC

Sone of the RFID types depend on the G obal Trade |Item Nunber (GTIN)
code defined in the General EAN. UCC Specifications [ EANUCCGS]. A
GIINidentifies a particular class of object, such as a particul ar
ki nd of product or SKU

The EPC encodi ng schene for SGTIN permits the direct enbeddi ng of

EAN. UCC System standard GII N and Serial Nunber codes on EPC tags. In
all cases, the check digit is not encoded. Two encodi ng schenes are
specified, SGITIN-64 (64 bits) and SGTIN-96 (96 bits).

The Serial Shipping Container Code (SSCC) is defined by the EAN. UCC
Specifications. Unlike the GIIN, the SSCC is already intended for
assignnent to individual objects and therefore does not require
additional fields to serve as an EPC pure identity. Two encoding
schenes are specified, SSCC-64 (64 bits) and SSCC-96 (96 bits).

The G obal Location Nunmber (GLN) is defined by the EAN. UCC
Specifications. A GLN can represent either a discrete, unique

physi cal |ocation such as a warehouse slot, or an aggregate physica
| ocation such as an entire warehouse. 1In addition, a GLN can
represent a logical entity that performs a business function such as
pl acing an order. The Serialized @ obal Location Nunber (SG.N)

i ncludes the Conpany Prefix, Location Reference, and Serial Nunber.

The d obal Returnable Asset ldentifier (GRAI) is defined by the
General EAN. UCC Specifications. Unlike the GIIN, the GRAl is already
i ntended for assignnent to individual objects and therefore does not
require any additional fields to serve as an EPC pure identity. The
GRAI includes the Conpany Prefix, Asset Type, and Serial Nunber.

The d obal Individual Asset ldentifier (GAl) is defined by the
General EAN. UCC Specifications. Unlike the GIIN, the Al is already
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i ntended for assignnent to individual objects and therefore does not
require any additional fields to serve as an EPC pure identity. The
GRAI includes the Conpany Prefix, and Individual Asset Reference.

The DoD Construct identifier is defined by the United States
Department of Defense (DoD). This tag data construct may be used to
encode tags for shipping goods to the DoD by a supplier who has

al ready been assigned a CAGE (Commerci al and Governnent Entity) code.

4.6.1. Description of the RFID SGTIN-64 type

The RFID-SGTIN-64 is encoded as specified in [EPC-Tag-Data]. The
SGTI N-64 includes five fields: Header, Filter Value (additional data
that is used for fast filtering and pre-sel ection), Conpany Prefix

I ndex, Item Reference, and Serial Nunber. Only a limted nunber of
Conpany Prefixes can be represented in the 64-bit tag.

4.6.2. Description of the RFID SGTIN96 type

The RFID-SGIIN-96 is encoded as specified in [EPC-Tag-Data]. The
SGTI N-96 includes six fields: Header, Filter Value, Partition (an

i ndi cation of where the subsequent Conpany Prefix and Item Reference
nunbers are divided), Conpany Prefix |Index, |Item Reference, and
Serial Number.

4.6.3. Description of the RFI D SSCC-64 type

The RFID-SSCC-64 is encoded as specified in [EPC Tag-Data]. The
SSCC-64 includes four fields: Header, Filter Value, Conpany Prefix
I ndex, and Serial Reference. Only a limted nunber of Conpany
Prefixes can be represented in the 64-bit tag.

4.6.4. Description of the RFI D SSCC-96 type

The RFID-SSCC-96 is encoded as specified in [EPC Tag-Data]. The
SSCC-96 includes six fields: Header, Filter Value, Partition, Company
Prefix, and Serial Reference, as well as 24 bits that remain
Unal | ocat ed and nmust be zero.

4.6.5. Description of the RFID SGLN-64 type
The RFID-SGLN-64 type is encoded as specified in [EPC Tag-Data]. The

SGLN-64 includes five fields: Header, Filter Value, Conpany Prefix
I ndex, Location Reference, and Serial Nunber.
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4.6.6. Description
The RFI D- SGLN-96
SGE.N-96 i ncl udes
Prefi x, Location

4.6.7. Description

The RFI D- GRAI -64
GRAI - 64 i ncl udes

WN Identifier Types for RFC 4283 Novenber 2017

of the RFID SGLN 96 type

type is encoded as specified in [EPC-Tag-Data]. The
six fields: Header, Filter Value, Partition, Conpany
Ref erence, and Serial Nunber.

of the RFID GRAI-64 type

type is encoded as specified in [EPC Tag-Data]. The
five fields: Header, Filter Value, Conpany Prefix

I ndex, Asset Type, and Serial Nunber.

4.6.8. Description

The RFI D- GRAI - 96
GRAI - 96 i ncl udes

of the RFID GRAI-96 type

type is encoded as specified in [EPC-Tag-Data]. The
six fields: Header, Filter Value, Partition, Conpany

Prefix, Asset Type, and Serial Nunber.

4.6.9. Description

The RFID-G Al -64
A Al -64 incl udes

of the RFID-G Al-64 type

type is encoded as specified in [EPC-Tag-Data]. The
four fields: Header, Filter Value, Conpany Prefix

I ndex, and I ndividual Asset Reference.

4.6.10. Description of the RFID-A AlI-96 type

The RFID-d Al -96
G Al -96 incl udes
Conpany Prefi x,

type is encoded as specified in [EPC Tag-Data]. The
five fields: Header, Filter Value, Partition,

and | ndividual Asset Reference.

4.6.11. Description of the RFID DoD 64 type

The RFID-DoD-64 type is encoded as specified in [ RFI D-DoD spec]. The
DoD- 64 type includes four fields: Header, Filter Value, Governnent
Managed ldentifier, and Serial Nunber.

4.6.12. Description of the RFID DoD 96 type

The RFID-DoD-96 type is encoded as specified in [ RFI D-DoD spec]. The
DoD-96 type includes four fields: Header, Filter Value, Governnent
Managed ldentifier, and Serial Nunber.

4.6.13. Description of the RFID URI types

In sone cases, it

is desirable to encode in URI forma specific

encoding of an RFID tag. For exanple, an application may prefer a
URI representation for report preparation. Applications that wish to
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mani pul ate any additional data fields on tags may need sone
representation other than the pure identity forns.

For this purpose, the fields as represented the previous sections are
associated with specified fields in the various URl types. For
instance, the URI may have fields such as ConpanyPrefi x,

I tenRef erence, or Serial Nunber. For details and encodi ng specifics,
consult [EPC- Tag- Dat a] .

5. Security Considerations

Thi s docunent does not introduce any security mechani sns, and does
not have any inpact on existing security nechanisns.

Mobil e Node ldentifiers such as those described in this docunent are
considered to be private information. |If used in the MNID extension
as defined in [ RFC4283], the packet including the MNI D extension MJST
be encrypted so that no personal information or trackable identifiers
is inadvertently disclosed to passive observers. Operators can
potentially apply |IPsec Encapsul ating Security Payl oad (ESP)

[ RFC4303], in transport node, with confidentiality and integrity
protection for protecting the identity and location information in
Mobi l e | Pv6 signaling nessages.

Some MNI Ds contain sensitive identifiers which, as used in protocols
specified by other SDOs, are only used for signaling during initial
network entry. In such protocols, subsequent exchanges then rely on
a tenporary identifier allocated during the initial network entry.
Managi ng the associ ati on between long-lived and tenporary identifiers
is outside the scope of this docunent.

6. | ANA Consi derati ons
The new nobil e node identifier types defined in the docunent shoul d

be assigned val ues fromthe "Mbile Node Identifier Option Subtypes"
registry. The follow ng values shoul d be assi gned.
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New Mobi | e Node Identifier Types

| Pv6 Address

| VBI

P- TVMS

EUl - 48 address
EUl - 64 address
GUTI

DU D- LLT
DUl D- EN
DUl D- LL
DUl D- UUl D

OCoOoO~NOOWN

10

11

12- 15 reserved
16 reserved

I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
| RFID-SGTIN-64 | 17 |
| RFI D SSCC- 64 | 18 [
| RFI D SGLN- 64 | 19 |
| RFI D GRAI - 64 | 20 |
| RFI D- DOD- 64 | 21 |
| RFID-G Al-64 | 22 |
| | 23 reserved |
| RFID-G D 96 | 24 I
| RFID-SGTIN96 | 25 |
| RFI D- SSCC- 96 | 26 |
| RFI D SGLN- 96 | 27 |
| RFI D GRAI - 96 | 28 |
| RFI D-DOD- 96 | 29 |
| RFIDGAl-96 | 30 |
| | 31 reserved |
| RFID-G D URI | 32 |
| RFID-SGTINUR | 33 |
| RFID-SSCC-UR | 34 |
| RFID-SGLN-URI | 35 |
| RFID-GRAI-URI | 36 |
| RFI D- DOD- URI | 37 |
| RFIDGA-UR | 38 |
[ | 39-255 unassi gned [
Fom e e e e e e e meeeaa s T +
Table 2

See Section 4 for additional information about the identifier types.
Future new assignnents are to be made only after Expert Review

[ RFC8126]. The expert nust ascertain that the identifier type allows
uni que identification of the nobile device; since all MNIDs require
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encryption there is no additional privacy exposure attendent to the
use of new types.

7. Acknow edgenents

The aut hors wi sh to acknow edge Haki ma Chaouchi, Tatuya Jinmei, Jouni

Kor honen, Sri Gundavelli, Suresh Krishnan, Dapeng Liu, Dale Wrl ey,
Joseph Sal owey, Linda Dunbar, and Mrja Kuehl ewind for their hel pful
comrent s.

8. References
8.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC3315] Droms, R, Ed., Bound, J., Volz, B., Lenon, T., Perkins,
C., and M Carney, "Dynam c Host Configuration Protocol
for 1 Pv6 (DHCPv6)", RFC 3315, DO 10.17487/RFC3315, July
2003, <https://ww.rfc-editor.org/info/rfc3315>.

[ RFC4122] Leach, P., Mealling, M, and R Salz, "A Universally
Uni que I Dentifier (UU D) URN Nanespace", RFC 4122,
DA 10.17487/ RFC4122, July 2005,
<https://ww.rfc-editor.org/info/rfc4122>.

[ RFC4283] Patel, A, Leung, K, Khalil, M, Akhtar, H, and K
Chowdhury, "Mbile Node ldentifier Option for Mbile | Pv6
(MPv6)", RFC 4283, DO 10.17487/ RFC4283, Novenber 2005,
<https://www. rfc-editor.org/info/rfc4283>.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, DO 10.17487/ RFC4291, February
2006, <https://www rfc-editor.org/info/rfc4291>.

[ RFC4303] Kent, S., "IP Encapsulating Security Payl oad (ESP)",
RFC 4303, DO 10. 17487/ RFC4303, Decenber 2005,
<https://www. rfc-editor.org/info/rfc4303>.

[ RFC6355] Narten, T. and J. Johnson, "Definition of the UU D Based
DHCPv6 Uni que Identifier (DU D-UU D", RFC 6355,
DA 10. 17487/ RFC6355, August 2011,
<https://ww.rfc-editor.org/info/rfc6355>.

Perkins & Devarapal i Expires May 17, 2018 [ Page 11]



Internet-Draft WN Identifier Types for RFC 4283 Novenber 2017

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Cuidelines for
Witing an | ANA Considerations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://ww.rfc-editor.org/info/rfc8126>.

8.2. Informative References

[ EANUCCGS]
EAN I nternati onal and the Uni form Code Council, "GCeneral
EAN. UCC Specifications Version 5.0", Jan 2004.

[ EPC- Tag- Dat a]
EPCgl obal Inc., "EPC(TM Generation 1 Tag Data Standards
Version 1.1 Rev.1.27
http://ww. gsl. org/ gsnp/ kc/ epcgl obal /t ds/
tds_1 1 rev_1 27-standard-20050510. pdf", January 2005.

[ EEE802] | EEE, "IEEE Std 802: |EEE Standards for Local and
Met ropol itan Networks: Overview and Architecture", 2001.

[ 1 EEE802- eui 48]
| EEE, "Quidelines for 48-Bit dobal Identifier (EU -48)
htt ps://standards. i eee. org/ devel op/ regaut h/ t ut/ eui 48. pdf ",
2001.

[ | EEE802- eui 64]
| EEE, "Cuidelines for 64-Bit dobal Identifier (EU -64)
htt ps://standards. i eee. or g/ devel op/ regaut h/ t ut/ eui . pdf 64",
2001.

[ RFC3588] Cal houn, P., Loughney, J., GQuttman, E., Zorn, G, and J.
Arkko, "Di ameter Base Protocol", RFC 3588,
DA 10.17487/ RFC3588, Septenmber 2003,
<https://ww.rfc-editor.org/info/rfc3588>.

[ RFI D- DoD- spec]
Department of Defense, "United States Departnent of
Def ense Suppliers Passive RFID Information Guide (Version
15.0)", January 2010.

[ Thr eeGPP- 1 DS]
3rd Generation Partnership Project, "3GPP Techni cal
Speci fication 23.003 V8.4.0: Technical Specification Goup
Core Network and Term nals; Nunbering, addressing and
identification (Release 8)", March 2009.

Perkins & Devarapal i Expires May 17, 2018 [ Page 12]



Internet-Draft WN Identifier Types for RFC 4283 Novenber 2017

Aut hors’ Addr esses

Charles E. Perkins
Futurewei Inc.

2330 Central Expressway
Santa Clara, CA 95050
USA

Phone: +1-408-330-4586
Emai | : charliep@onputer.org

Vijay Devarapalli

Vasona Net wor ks

2900 Lakeside Drive, Suite 180
Santa Cl ara, CA 95054

USA

Emai | : dvijay@nmail.com

Perkins & Devarapal i Expires May 17, 2018 [ Page 13]



DWM WG S. @Qundavel | i

I nternet-Draft Ci sco
I ntended status: |nformational S. Jeon
Expires: May 16, 2018 Sungkyunkwan Uni versity

Novenmber 12, 2017

DWMM Depl oynent Mbdel s and Architectural Considerations
draft-ietf-dnm depl oynent - nodel s- 03. t xt

Abst ract

This docunent identifies the deploynment nodels for Distributed
Mobi lity Managenent architecture.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 16, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Gundavel i & Jeon Expires May 16, 2018 [ Page 1]



Internet-Draft DWMM Depl oynent Nbdel s Novenber 2017

Tabl e of Contents

1. Overview . 2
2. Conventions and Ternlnology . 3
2.1. Conventions . 3
2.2. Ternminology . . . . . . 3
3. DWW Architectural Overview 4
3.1. DWW Service Primtives 4
3.2. DWW Functions and Interfaces .o 5
3.2.1. Honme Control-Pl ane Anchor (H—CPA) 5
3.2.2. Hone Data-Plane Anchor (HDPA): . . 6
3.2.3. Access Control Plane Node (Access- CPN) 6
3.2.4. Access Data Pl ane Node (Access-DPN) . . . 6
3.2.5. DW Functions Mapping to O her A«Chltectures 6
4. Depl oynent Models . . . G e e 7
4.1. Model-1: Split Hone Anchor Nbde e 7
4.2. Model -2: Separated Control and User Pl ane Mde 8
4.3. Model-3: Centralized Control Plane Mde . . e e 9
4.4. Model -4: Data Plane Abstraction Mode . . . . . . . . . . 10
4.5. On-Demand Control Plane Orchestration Mode . . . . . . . 11
5. T ANA Considerations . . . . . . . . . . . . . . . . . . ... 12
6. Security Considerations . . . . . . . . . . . . . . . . . .. 13
7. Wrk Team. . . e K<
8. Acknomﬁedgenents T A
9. References . . . .
9.1. Normative References I
9.2. Informative References . . . . . . . . . . . . . . . . . 14
Authors’ Addresses . . . . . . . . . . . . . . . . . . . .. .. 15
Overvi ew

One of the key aspects of the Distributed Mbility Managenent (DVM
architecture is the separation of control plane (CP) and data pl ane
(DP) functions of a network elenent. \While data plane el enents
continue to reside on custom zed networking hardware, the contro

pl ane resides as a software elenent in the cloud. This is usually
referred to as CP-DP separation and is the basis for the |ETF s DWW
Architecture. This approach of centralized control plane and

di stributed data plane allows elastic scaling of control plane and
efficient use of commobn data plane that is agnostic to access
architectures.

This docunent identifies the functions in the DM architecture and
the supported depl oynment nodel s.
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2. Conventions and Term nol ogy

2.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

Al the nobility related terns are to interpreted as defined in

[ RFC8275], [ RFC5213], [RFC5844], [RFC7333], [RFC7665], [RFC7429],
[I-Dietf-sfc-nsh] and [I-D.ietf-dmmfpc-cpdp]. Additionally, this
docunent uses the follow ng terns:

Hone Control - Pl ane Anchor (H CPA)

The Hone- CPA function hosts the nobile node (MN)'s nmobility
session. There can be nore than one nobility session for a nobile
node and those sessions may be anchored on the sane or different
Honme- CPA's. The home-CPA will interface with the hone-dpa for
managi ng the forwardi ng state.

Horme Data Pl ane Anchor (Home- DPA)

The Hone-DPA is the topol ogi cal anchor for the nobile node’'s IP
address/ prefix(es). The Hone-DPA is chosen by the Honme-CPA on a
session-basis. The Hone-DPA is in the forwarding path for all the
nobil e node’s IP traffic.

Access Control Plane Node (Access-CPN)
The Access-CPN is responsible for interfacing with the nobile
node’ s Home-CPA and with the Access-DPN. The Access-CPN has a
protocol interface to the Hone- CPA

Access Data Pl ane Node (Access- DPN)
The Access-DPN function is hosted on the first-hop router where
the nmobile node is attached. This function is not hosted on a
| ayer-2 bridging device such as a eNode(B) or Access Point.

Routing Controller (RC

The Routing Controller is a centralized control entity, which is
able to instruct the forwardi ng behavior for nobility nmanagenent
i n Home- DPA and Access- DPN.
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Mobility Controller (M)

The Mobility Controller is a function entity, which is able to
manage the orchestrati on of Hone- CPA and Access-CPN functi ons.

3. DWW Architectural Overview

Foll owi ng are the key goals of the Distributed Mbility Managenent
architecture.

1. Separation of control and data Pl ane

2. Aggregation of control plane for elastic scaling

3. Distribution of the data plane for efficient network usage
4, Elimnation of nobility state fromthe data plane

5. Dynanic selection of control and data pl ane nodes

6. Enabling the nobile node with network properties

7. Relocation of anchor functions for efficient network usage

3.1. DWW Service Primtives

The functions in the DVMM architecture support a set of service
primtives. Each of these service prinmtives identifies a specific
service capability with the exact service definition. The functions
in the DMM architecture are required to support a specific set of
service prinmitives that are mandatory for that service function. Not
all service primtives are applicable to all DW functions. The

bel ow table as shown in Fig. 1 identifies the service prinitives that
each of the DMM function SHOULD support. The marking "X" indicates
the service prinmtive on that row needs to be supported by the

i dentified DWM function on the corresponding colunm; for exanple, the
| P address managenent nust be supported by Home- CPA function. The
NSH C assifier denotes the SFC entity that perforns the
classification of a service flow, defined in [ RFC7665].
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+ + + + + + + +
| Service | HCPA | HDPA| A-CPN | A-DPN | MC | RC |
| Primtive [ [ [ [ [ [ [
+ + + + + + + +
| I'P Managenent | X | | | | X | |
- N N N N N N +
| I'P Anchoring [ [ X [ [ [ [
) Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| MN Det ect I I I X | X I I
S Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - +
| Routing I I X I X I I
- N N N N N N +
| Tunneling [ [ X | X | | |
) Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| QoS Enforcenent | | X | | X | | |
S Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - +
| FPC dient | X | X | X |
- N N N N N N +
| FPC Agent [ [ X | [ X | [ X |
) Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - Fomm oo - +
| NSH C assifier | | X | | X | | |
S Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - Fom oo - +

Figure 1: Mappi ng of DWMM functions
3.2. DWW Functions and Interfaces
3.2.1. Hone Control-Pl ane Anchor (H CPA):

The Hone- CPA function hosts the nobile node’s nobility session.
There can be nore than one nobility session for a nobile node and
those sessions nmay be anchored on the sane or different Hone- CPA's.
The hone-CPA will interface with the home-dpa for nanagi ng the
forwardi ng state.

There can be nore than one Hone- CPA serving the sane nobile node at a
gi ven point of tinme, each hosting a different control plane session.

The Hone-CPA is responsible for life cycle managenent of the session,
interfacing with the policy infrastructure, policy control and
interfacing with the Hone-DPA functions.

The Honme- CPA function typically stays on the sane node. In sone
speci al use-cases (Ex: Geo-Redundancy), the session nmay be m grated
to a different node and with the new node assuning the Honme- CPA rol e
for that session.
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3.2.2. Hone Data-Plane Anchor (H DPA):

The Hone-DPA is the topol ogi cal anchor for the nobile node’'s IP
address/ prefix(es). The Hone-DPA is chosen by the Hone- CPA/ MC on a
session-basis. The Hone-DPA is in the forwarding path for all the
nmobil e node’s IP traffic.

As the nobile node roans in the nobile network, the nobile node’s
access- DPN may change, however, the Hone- DPA does not change, unless
the session is mgrated to a new node.

The Home-DPA interfaces with the Home-CPA/MC for all | P forwarding
and QoS rul es enforcenent.

The Hone- DPA and the Access-DPN functions may be collocated on the
same node.

3.2.3. Access Control Plane Node (Access-CPN)
The Access-CPN is responsible for interfacing with the nobile node’s
Hone- CPA and with the Access-DPN. The Access-CPN has a protocol
interface to the Hone- CPA
The Access-CPN is responsible for the nobil e node’s Hone- CPA
sel ection based on: Mbile Node's Attach Preferences, Access and
Subscription Policy, Topological Proxinity and O her Considerations.
The Access-CPN function is responsible for MN's service
authorization. It will interface with the access network
aut hori zation functions.

3.2.4. Access Data Pl ane Node (Access-DPN)
The Access-DPN function is hosted on the first-hop router where the
nmobi |l e node is attached. This function is not hosted on a |ayer-2
bridgi ng device such as a eNode(B) or Access Point.
The Access-DPA will have a protocol interface to the Access- CPA.

The Access-DPN and t he Hone- DPA functions may be collocated on the
sane node.

3.2.5. DW Functions Mapping to Gher Architectures

Following table identifies the potential mapping of DMMfunctions to
protocol functions in other system architectures.
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+ + + + + + +
| FUNCTION | PM Pv6 | M Pv6 | | Psec | 3GPP | Broadband|
+ + + + + + +
| Honme-CPA | LMA-CPA| HA-CPA | IKE-CPA | PGWCPA/ MVE | BNG CPA |
oo (R (R (R R (R +
| Home-DPA | LMA-DPA| HA-DPA | IKE-DPA | PGW DPA |  BNG DPA |
oo [ [ [ oo [ +
| Access-CPN | MAG CPN | - | - | SGW CPN | RGCPN |
Fom e e e e - - Fom e - Fom e - Fom e - TSRS Fom e - +
| Access-DPN | MAG DPN | - [ - | SGW DPN | RGDPN |
oo (R (R (R R (R +

Fi gure 2: Mapping of DWMM functions
4. Depl oynent Model s
This section identifies the key depl oynent nodels for the DV
architecture.

4.1. Model-1: Split Home Anchor Mbde

In this nodel, the control and the data plane functions of the hone
anchor are separated and depl oyed on different nodes. The control

pl ane function of the Home anchor is handl ed by the Honme- CPA and
where as the data plane function is handled by the Honme-DPA. In this

nodel ,

and user plane functions.

the access node operates in the | egacy node with the
i ntegrated control

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the

contr ol

subscri ber’s forwardi ng state nanagenent.
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[ b e
| Pol i cy |
| Function |
+============+
+:::::;::::::+ {PM PVG/GTP} +:::::;::::::+
| |- = - = - - - - - - - - -] Home-CPA |
I I +=======—=====+
| |
| | FPC
| Access Node
| |
| (CPN + DPN) | .
I I +=======—=====+
[ Legacy . . . . . . . . . . . . .| Home-DPA
+============+ UupP {Tunnel/Route} +============+
PR
| M|
- -+

Figure 3: Split Home Anchor Mdde
4.2. Model -2: Separated Control and User Pl ane Mde

In this nodel, the control and the data plane functions on both the
hone anchor and the access node are seperated and depl oyed on

di fferent nodes. The control plane function of the Home anchor is
handl ed by the Hone- CPA whereas the data plane function is handl ed by
the Hone-DPA. The control plane function of the access node is
handl ed by the Access-CPN and where as the data plane function is
handl ed by the Access- DPN.

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the
control plane functions of the home and access nodes to interact with
the respective data plane functions for the subscriber’s forwarding
state nmanagenent.
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[ b e
| Pol i cy |
| Function |
+=====—=—======+
4============+ {PM Pvﬁ/GWP} 4============+
| Access-CPN |- - - - - - - - - - - - | Home-CPA |
R ettty R ettty
FPC FPC
R ettty R ettty
| Access-DPN |. Ce e | Home-DPA |
4============+ UuP {Tunne|/R0ute} 4============+
oot
| M
+--+

Figure 4: Seperated Control and User Pl ane Mde
4.3. Model-3: Centralized Control Plane Mde

In this nodel, the control-plane functions of the hone and the access
nodes are collapsed. This is a flat architecture with no signaling
protocol between the access node and honme anchors. The interface

bet ween the Home- CPA and the Access-DPN is internal to the system

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the

mobility controller to interact with the respective data pl ane
functions for the subscriber’s forwardi ng state managenent.
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+ + [} gty o}
| Home- CPA + Access- CPN | | Policy |
| |----- | Function |
+ + t============+
FPC . . FPC
R ettty R ettty
| Access-DPN|. . . . . . . . . .| Home-DPA |
t========—====+ P {Tunne| / Rout e} 4============+
ot
| M
+--+

Figure 5: Centralized Control Plane Mde
4.4. MNodel -4: Data Plane Abstracti on Mde

In this nodel, the data plane network is conpletely abstracted from
the control plane. There is a new network el ement, Routing
Control |l er which abstracts the entire data plane network and offers
data plane services to the control plane functions. The control

pl ane functions, Honme-CPA and the Access-CPN interface with the
Routing Controller for the forwarding state nanagenent.

The FPC interface defined in [I-D.ietf-dnmfpc-cpdp] allows the Hone-

CPA and Access-CPN functions to interface with the Routing Controller
for subscriber’s forwarding state nanagenent.
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[ b e
| Pol i cy |
| Function |
B Sttt
+:::::;::::::+ {PM PVG/GTP} +::::::;:::::+
| Access-CPN |- - - - - - - - - - - - | Home-CPA |
B Sttt B Sttt
R ettty
| Routing |
| Controller |
t+=======———==—+
BGP/ Ot hers
[ gty ;::::::::::::+
| Access-DPN|. . . . . . . . . .| Home-DPA |
4============+ UP {TUnnel/ROUte} 4============+
+—L+
| MN|
+- -+

Figure 6: Data Plane Abstraction Mde
4.5. On-Demand Control Plane O chestrati on Mde
In this nodel, there is a new function Mbility Controller which

manages the orchestrati on of Access-CPN and Hone- CPA functions. The
Mobility Controller allocates the Hone- CPA and Access- DPN
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Figure 7: On-Demand CP Orchestration Mde
| ANA Consi derations

Thi s docunment does not require any | ANA acti ons.
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6. Security Considerations
The control -pl ane nmessages exchanged between a Home- CPA and the Hone-
DPA nust be protected using end-to-end security associations with
data-integrity and data-origi nation capabilities.
| Psec ESP in transport node with mandatory integrity protection
shoul d be used for protecting the signaling nessages. |KEv2 should
be used to set up security associations between the Hone- CPA and
Home- DPA.

There are no additional security considerations other than what is
presented in the docunent.
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Abstract

This document describes a way, called Forwarding Policy Configuration
(FPC) to manage the separation of data-plane and control-plane. FPC
defines a flexible mobility management system using FPC agent and FPC
client functions. A FPC agent provides an abstract interface to the
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1. Introduction

This document describes Forwarding Policy Configuration (FPC), a
system for managing the separation of control-plane and data-plane.
FPC enables flexible mobility management using FPC client and FPC
agent functions. A FPC agent exports an abstract interface
representing the data-plane. To configure data-plane nodes and
functions, the FPC client uses the interface to the data-plane
offered by the FPC agent.

Control planes of mobility management systems, or related
applications which require data-plane control, can utilize the FPC
client at various levels of abstraction. FPC operations are capable
of directly configuring a single Data-Plane Node (DPN), as well as
multiple DPNs, as determined by the data-plane models exported by the
FPC agent.

A FPC agent represents the data-plane operation according to several
basic information models. A FPC agent also provides access to
Monitors, which produce reports when triggered by events or FPC
Client requests regarding Mobility Contexts, DPNs or the Agent.

To manage mobility sessions, the FPC client assembles applicable sets
of forwarding policies from the data model, and configures them on
the appropriate FPC Agent. The Agent then renders those policies
into specific configurations for each DPN at which mobile nodes are
attached. The specific protocols and configurations to configure a
DPN from a FPC Agent are outside the scope of this document.

A DPN is a logical entity that performs data-plane operations (packet

movement and management). It may represent a physical DPN unit, a
sub—function of a physical DPN or a collection of physical DPNs
(i.e., a "virtual DPN"). A DPN may be virtual -- it may export the

FPC DPN Agent interface, but be implemented as software that controls
other data-plane hardware or modules that may or may not be FPC-
compliant. In this document, DPNs are specified without regard for
whether the implementation is virtual or physical. DPNs are
connected to provide mobility management systems such as access
networks, anchors and domains. The FPC agent interface enables
establishment of a topology for the forwarding plane.

When a DPN is mapped to physical data-plane equipment, the FPC client
can have complete knowledge of the DPN architecture, and use that
information to perform DPN selection for specific sessions. On the
other hand, when a virtual DPN is mapped to a collection of physical
DPNs, the FPC client cannot select a specific physical DPN because it
is hidden by the abstraction; only the FPC Agent can address the
specific associated physical DPNs. Network architects have the
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flexibility to determine which DPN-selection capabilities are
performed by the FPC Agent (distributed) and which by the FPC client
(centralized). In this way, overlay networks can be configured
without disclosing detailed knowledge of the underlying hardware to
the FPC client and applications.

The abstractions in this document are designed to support many
different mobility management systems and data-plane functions. The
architecture and protocol design of FPC is not tied to specific types
of access technologies and mobility protocols.

2. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

Attribute Expression: The definition of a template Property. This
includes setting the type, current value,
default value and if the attribute is static,
i.e. can no longer be changed.

Domain: One or more DPNs that form a logical
partition of network resources (e.g., a data-
plane network under common network
administration). A FPC client (e.g., a
mobility management system) may utilize a
single or multiple domains.

DPN: A data-plane node (DPN) is capable of
performing data-plane features. For example,
DPNs may be switches or routers, regardless
of whether they are realized as hardware or
purely in software.

FPC Client: A FPC Client is integrated with a mobility
management system or related application,
enabling control over forwarding policy,
mobility sessions and DPNs via a FPC Agent.

Mobility Context: A Mobility Context contains the data-plane
information necessary to efficiently send and
receive traffic from a mobile node. This
includes policies that are created or
modified during the network’s operation - in
most cases, on a per—-flow or per session
basis. A Mobility-Context represents the
mobility sessions (or flows) which are active
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on a mobile node. This includes associated
runtime attributes, such as tunnel endpoints,
tunnel identifiers, delegated prefix(es),
routing information, etc. Mobility-Contexts
are associated to specific DPNs. Some pre-
defined Policies may apply during mobility
signaling requests. The Mobility Context
supplies information about the policy
settings specific to a mobile node and its
flows; this information is often quite
dynamic.

Mobility Session: Traffic to/from a mobile node that is
expected to survive reconnection events.

Monitor: A reporting mechanism for a list of events
that trigger notification messages from a FPC
Agent to a FPC Client.

Policy: A Policy determines the mechanisms for
managing specific traffic flows or packets.
Policies specify QoS, rewriting rules for
packet processing, etc. A Policy consists of
one or more rules. Each rule is composed of
a Descriptor and Actions. The Descriptor in
a rule identifies packets (e.g., traffic
flows), and the Actions apply treatments to
packets that match the Descriptor in the
rule. Policies can apply to Domains, DPNs,
Mobile Nodes, Service-Groups, or particular
Flows on a Mobile Node.

Property: An attribute-value pair for an instance of a
FPC entity.

Service-Group: A set of DPN interfaces that support a
specific data-plane purpose, e.g. inbound/
outbound, roaming, subnetwork with common
specific configuration, etc.

Template: A recipe for instantiating FPC entities.
Template definitions are accessible (by name
or by a key) in an indexed set. A Template
is used to create specific instances (e.g.,
specific policies) by assigning appropriate
values into the Template definition via
Attribute Expression.
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Template Configuration The process by which a Template is referenced
(by name or by key) and Attribute Expressions
are created that change the value, default
value or static nature of the Attribute, if
permitted. If the Template is Extensible,
new attributes MAY be added.

Tenant: An operational entity that manages mobility
management systems or applications which
require data-plane functions. A Tenant
defines a global namespace for all entities
owned by the Tenant enabling its entities to
be used by multiple FPC Clients across
multiple FPC Agents.

Topology: The DPNs and the links between them. For
example, access nodes may be assigned to a
Service-Group which peers to a Service-Group
of anchor nodes.

3. FPC Design Objectives and Deployment

Using FPC, mobility control-planes and applications can configure
DPNs to perform various mobility management roles as described in
[I-D.ietf-dmm-deployment-models]. This fulfills the requirements
described in [RFC7333].

This document defines FPC Agent and FPC Client, as well as the
information models that they use. The attributes defining those
models serve as the protocol elements for the interface between the
FPC Agent and the FPC Client.

Mobility control-plane applications integrate features offered by the
FPC Client. The FPC Client connects to FPC Agent functions. The
Client and the Agent communicate based on information models
described in Section 4. The models allow the control-plane to
configure forwarding policies on the Agent for data-plane
communications with mobile nodes.

Once the Topology of DPN(s) and domains are defined on an Agent for a
data plane, the DPNs in the topology are available for further
configuration. The FPC Agent connects those DPNs to manage their
configurations.

A FPC Agent configures and manages its DPN(s) according to forwarding
policies requested and Attributes provided by the FPC Client.
Configuration commands used by the FPC agent to configure its DPN
node (s) may be specific to the DPN implementation; consequently the
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method by which the FPC Agent carries out the specific configuration
for its DPN(s) is out of scope for this document. Along with the
data models, the FPC Client (on behalf of control-plane and
applications) requests that the Agent configures Policies prior to
the time when the DPNs start forwarding data for their mobility
sessions.

This architecture is illustrated in Figure 1. A FPC Agent may be
implemented in a network controller that handles multiple DPNs, or

(more simply) an FPC Agent may itself be integrated into a DPN.

This document does not specify a protocol for the FPC interface; it
is out of scope.
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Figure 1: Reference Forwarding Policy Configuration (FPC)
Architecture

The FPC architecture supports multi-tenancy; a FPC enabled data-plane
supports tenants of multiple mobile operator networks and/or
applications. It means that the FPC Client of each tenant connects
to the FPC Agent and it MUST partition namespace and data for their
data-planes. DPNs on the data-plane may fulfill multiple data-plane
roles which are defined per session, domain and tenant.

Multi-tenancy permits the paritioning of data-plane entities as well
as a common namespace requirement upon FPC Agents and Clients when
they use the same Tenant for a common data-plane entity.

FPC information models often configuration to fit the specific needs
for DPN management of a mobile node’s traffic. The FPC interfaces in
Figure 1 are the only interfaces required to handle runtime data in a
Mobility Context. The Topology and some Policy FPC models MAY be
pre-configured; in that case real-time protocol exchanges are not
required for them.

The information model provides an extensibility mechanism through
Templates that permits specialization for the needs of a particular
vendor’s equipment or future extension of the model presented in this
specification.

4, FPC Mobility Information Model
The FPC information model includes the following components:
DPN Information Model,
Topology Information Model,
Policy Information Model,

Mobility—-Context, and
Monitor, as illustrated in Figure 2.
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+—[FPC Mobility Information Model]

l—[Topology Information Model]
l—[Policy Information Model]
l—[Mobility—Context]

L

[Monitor]

Figure 2: FPC Information Model structure

4.1. Model Notation and Conventions

The following conventions are used to describe the FPC information
models.

Information model entities (e.g. DPNs, Rules, etc.) are defined in a
hierarchical notation where all entities at the same hierarchical
level are located on the same left-justified vertical position
sequentially. When entities are composed of sub-entities, the sub-
entities appear shifted to the right, as shown in Figure 3.

+-[entity2]

| +-[entity2.1]

| +-[entity2.2]
Figure 3: Model Notation - An Example

Some entities have one or more qualifiers placed on the right hand
side of the element definition in angle-brackets. Common types

include:

List: A collection of entities (some could be duplicated)
Set: A nonempty collection of entities without duplications
Name: A human-readable string

Key: A unique value. We distinguish 3 types of keys:

U-Key: A key unique across all Tenants. U-Key spaces typically
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involve the use of registries or language specific mechanisms
that guarantee universal uniqueness of values.

G-Key: A key unique within a Tenant

L-Key: A key unique within a local namespace. For example, there
may exist interfaces with the same name, e.g. "if0", in two
different DPNs but there can only be one "if0O" within each DPN
(i.e. its local Interface-Key L-Key space).

Each entity or attribute may be optional (0O) or mandatory (M).
Entities that are not marked as optional are mandatory.

The following example shows 3 entities:
—-— Entityl is a globally unique key, and optionally can have
an associated Name
—— Entity2 is a list
—-— Entity3 1is a set and is optional

—-[entityl] <G-Key> (M), <Name> (O)
—[entity2] <List>
—[entity3] <Set> (0)

+—+ + +—+

Figure 4

When expanding entityl into a modeling language such as YANG it would
result in two values: entityl-Key and entityl-Name.

To encourage re-use, FPC defines indexed sets of various entity
Templates. Other model elements that need access to an indexed model
entity contain an attribute which is always denoted as "entity-Key".
When a Key attribute is encountered, the referencing model element
may supply attribute values for use when the referenced entity model
is instantiated. For example: Figure 5 shows 2 entities:

EntityA definition references an entityB model element.

EntityB model elements are indexed by entityB-Key.
Each EntityB model element has an entityB-Key which allows it to be
uniquely identified, and a list of Attributes (or, alternatively, a
Type) which specifies its form. This allows a referencing entity to

create an instance by supplying entityB-Values to be inserted, in a
Settings container.
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+-[entityB-Key]

i
+—[entityA]
|

| +-[entityB-Values]

+-[entityB] <L-Key> (M) <Set>
| +-[entityB-Type]

Figure 5: Indexed sets of entities

Indexed sets are specified for each of the following kinds of
entities:

Domain (See Section 4.9.3)

DPN (See Section 4.9.4)

Policy (See Section 4.9.5)

Rule (See Section 4.9.5)

Descriptor (See Figure 12)

Action (See Figure 12)

Service-Group (See Section 4.9.2, and
Mobility—-Context (See Section 4.9.6)

As an example, for a Domain entity, there is a corresponding
attribute denoted as "Domain-Key" whose value can be used to
determine a reference to the Domain.

4.2. Templates and Attributes

In order to simplify development and maintenance of the needed
policies and other objects used by FPC, the Information Models which
are presented often have attributes that are not initialized with
their final values. When an FPC entity is instantiated according to
a template definition, specific values need to be configured for each
such attribute. For instance, suppose an entity Template has an
Attribute named "IPv4-Address", and also suppose that a FPC Client
instantiates the entity and requests that it be installed on a DPN.
An IPv4 address will be needed for the value of that Attribute before
the entity can be used.
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+—[Template] <U-Key, Name> (M) <Set>
| +-[Attributes] <Set> (M)

| +-[Extensible ~ FALSE]

| +-[Entity-State ~ Initiall

| +—[Version]

Figure 6: Template entities

Attributes: A set of Attribute names MAY be included when defining a
Template for instantiating FPC entities.

Extensible: Determines whether or not entities instantiated from the
Template can be extended with new non-mandatory Attributes not
originally defined for the Template. Default value is FALSE. If
a Template does not explicitly specify this attribute, the default
value is considered to be in effect.

Entity-State: Either Initial, PartiallyConfigured, Configured, or
Active. Default value is Initial. See Section 4.6 for more
information about how the Entity-Status changes during the
configuration steps of the Entity.

Version: Provides a version tag for the Template.

The Attributes in an Entity Template may be either mandatory or non-
mandatory. Attribute values may also be associated with the
attributes in the Entity Template. If supplied, the value may be
either assigned with a default value that can be reconfigured later,
or the value can be assigned with a static value that cannot be
reconfigured later (see Section 4.3).

It is possible for a Template to provide wvalues for all of its
Attributes, so that no additional wvalues are needed before the entity
can made Active. Any instantiation from a Template MUST have at
least one Attribute in order to be a useful entity unless the
Template has none.

4.3. Attribute-Expressions
The syntax of the Attribute definition is formatted to make it clear.
For every Attribute in the Entity Template, six possibilities are

specified as follows:

" [Att-Name: ]’ Mandatory Attribute is defined, but template does not
provide any configured value.

" [Att-Name: Att-Value]’ Mandatory Attribute is defined, and has a
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statically configured value.

" [Att-Name: ~ Att-Value]’ Mandatory Attribute is defined, and has a
default value.

" [Att-Name]’ Non-mandatory Attribute may be included but template
does not provide any configured value.

" [Att-Name = Att-Value]’ Non-mandatory Attribute may be included and
has a statically configured value.

" [Att-Name ~ Att-Value]’ ©Non-mandatory Attribute may be included and
has a default value.

So, for example, a default value for a non-mandatory IPv4-Address
attribute would be denoted by [IPv4-Address ~ 127.0.0.1].

After a FPC Client identifies which additional Attributes have been
configured to be included in an instantiated entity, those configured
Attributes MUST NOT be deleted by the FPC Agent. Similarly, any
statically configured value for an entity Attribute MUST NOT be
changed by the FPC Agent.

Whenever there is danger of confusion, the fully qualified Attribute
name MUST be used when supplying needed Attribute Values for a
structured Attribute.

4.4. Attribute Value Types

For situations in which the type of an attribute value is required,
the following syntax is recommended. To declare than an attribute
has data type "foo", typecast the attribute name by using the
parenthesized data type (foo). So, for instance, [(float) Max-—
Latency—-in-ms:] would indicate that the mandatory Attribute "Max-—
Latency—-in-ms" requires to be configured with a floating point wvalue
before the instantiated entity could be used. Similarly, [ (float)
Max-Latency—-in-ms: 9.5] would statically configure a floating point
value of 9.5 to the mandatory Attribute "Max-Latency-in-ms".

4.5. Namespace and Format

The identifiers and names in FPC models which reside in the same
Tenant must be unique. That uniqueness must be maintained by all
Clients, Agents and DPNs that support the Tenant. The Tenant
namespace uniqueness MUST be applied to all elements of the tenant
model, i.e. Topology, Policy and Mobility models.
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When a Policy needs to be applied to Mobility-Contexts in all Tenants
on an Agent, the Agent SHOULD define that policy to be visible by all
Tenants. In this case, the Agent assigns a unique identifier in the
Agent namespace and copies the values to each Tenant. This
effectively creates a U-Key although only a G-Key is required within
the Tenant.

The notation for identifiers can utilize any format with agreement
between data-plane agent and client operators. The formats include
but are not limited to Globally Unique IDentifiers (GUIDs),
Universally Unique IDentifiers (UUIDs), Fully Qualified Domain Names
(FQDNs), Fully Qualified Path Names (FQPNs) and Uniform Resource
Identifiers (URIs). The FPC model does not limit the format, which
could dictate the choice of FPC protocol. Nevertheless, the
identifiers which are used in a Mobility model should be considered
to efficiently handle runtime parameters.

4.6. Configuring Attribute Values

Attributes of Information Model components such as policy templates
are configured with values as part of FPC configuration operations.
There may be several such configuration operations before the
template instantiation is fully configured.

Entity-Status indicates when an Entity is usable within a DPN. This
permits DPN design tradeoffs amongst local storage (or other
resources), over the wire request size and the speed of request
processing. For example, DPN designers with constrained systems MAY
only house entities whose status is Active which may result in
sending over all policy information with a Mobility-Context request.
Storing information elements with an entity status of
"PartiallyConfigured”" on the DPN requires more resources but can
result in smaller over the wire FPC communication and request
processing efficiency.

When the FPC Client instantiates a Policy from a Template, the
Policy-Status is "Initial". When the FPC Client sends the policy to
a FPC Agent for installation on a DPN, the Client often will
configure appropriate attribute values for the installation, and
accordingly changes the Policy-Status to "PartiallyConfigured" or
"Configured". The FPC Agent will also configure Domain-specific
policies and DPN-specific policies on the DPN. When configured to
provide particular services for mobile nodes, the FPC Agent will
apply whatever service-specific policies are needed on the DPN. When
a mobile node attaches to the network data-plane within the topology
under the jurisdiction of a FPC Agent, the Agent may apply policies
and settings as appropriate for that mobile node. Finally, when the
mobile node launches new flows, or quenches existing flows, the FPC
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Agent, on behalf of the FPC Client, applies or deactivates whatever
policies and attribute values are appropriate for managing the flows
of the mobile node. When a "Configured" policy is de-activated,
Policy-Status is changed to be "Active". When an "Active" policy is
activated, Policy-Status is changed to be "Configured".

Attribute values in DPN resident Policies may be configured by the
FPC Agent as follows:

Domain-Policy-Configuration: Values for Policy attributes that are
required for every DPN in the domain.

DPN-Policy-Configuration: Values for Policy attributes that are
required for every policy configured on this DPN.

Service-Group-Policy-Configuration: Values for Policy attributes
that are required to carry out the intended Service of the Service
Group.

MN-Policy-Configuration: Values for Policy attributes that are
required for all traffic to/from a particular mobile node.

Service-Data-Flow-Policy-Configuration: Values for Policy attributes
that are required for traffic belonging to a particular set of
flows on the mobile node.

Any configuration changes MAY also supply updated values for existing
default attribute values that may have been previously configured on
the DPN resident policy.

Entity blocks describe the format of the policy configurations.

4.7. Entity Configuration Blocks
As described in Section 4.6, a Policy Template may be configured in
several stages by configuring default or missing values for
Attributes that do not already have statically configured values. A
Policy-Configuration is the combination of a Policy-Key (to identify
the Policy Template defining the Attributes) and the currently
configured Attribute Values to be applied to the Policy Template.
Policy-Configurations MAY add attributes to a Template if Extensible
is True. They MAY also refine existing attributes by:

assign new values if the Attribute is not static

make attributes static if they were not

make an attribute mandatory
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A Policy-Configuration MUST NOT define or refine an attribute twice.
More generally, an Entity-Configuration can be defined for any
configurable Indexed Set to be the combination of the Entity-Key
along with a set of Attribute-Expressions that supply configuration
information for the entity’s Attributes. Figure 7 shows a schematic
representation for such Entity Configuration Blocks.
[Entity Configuration Block]
+-[Entity—-Key] (M)
| +—[Attribute-Expression] <Set> (M)
Figure 7: Entity Configuration Block
This document makes use of the following kinds of Entity
Configuration Blocks:
Descriptor-Configuration
Action-Configuration
Rule-Configuration
Interface-Configuration
Service-Group-Configuration
Domain-Policy-Configuration
DPN-Policy-Configuration
Policy-Configuration
MN-Policy-Configuration
Service-Data-Flow-Policy-Configuration
4.8. Information Model Checkpoint
The Information Model Checkpoint permits Clients and Tenants with
common scopes, referred to in this specification as Checkpoint
BaseNames, to track the state of provisioned information on an Agent.
The Agent records the Checkpoint BaseName and Checkpoint value set by
a Client. When a Client attaches to the Agent it can query to

determine the amount of work that must be executed to configure the
Agent to a specific BaseName / checkpoint revision.
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Checkpoints are defined for the following information model
components:

Service—-Group

DPN Information Model

Domain Information Model

Policy Information Model
4.9. Information Model Components
4.9.1. Topology Information Model

The Topology structure specifies DPNs and the communication paths
between them. A network management system can use the Topology to
select the most appropriate DPN resources for handling specific
session flows.

The Topology structure is illustrated in Figure 8 (for definitions
see Section 2):

[Extensible: FALSE]
[Service-Group]

[DPN] <Set>
[

|

+-[Topology Information Model]
| -

| -

| -

| +-[Domain] <Set>

Figure 8: Topology Structure

4.9.2. Service-Group

Service-Group—-Set is collection of DPN interfaces serving some data-—
plane purpose including but not limited to DPN Interface selection to
fulfill a Mobility-Context. Each Group contains a list of DPNs
(referenced by DPN-Key) and selected interfaces (referenced by
Interface-Key). The Interfaces are listed explicitly (rather than
referred implicitly by its specific DPN) so that every Interface of a
DPN is not required to be part of a Group. The information provided
is sufficient to ensure that the Protocol, Settings (stored in the
Service-Group-Configuration) and Features relevant to successful
interface selection is present in the model.
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+—[Service-Group] <G-Key>, <Name> (0O) <Set>
+-[Extensible: FALSE]

+-—[Role] <U-Key>
+—[Protocol] <Set>

+-[Feature] <Set> (0)

+-[Service-Group-Configuration] <Set> (O)

+— [DPN-Key] <Set>

| +—[Referenced-Interface] <Set>

| | +—[Interface—-Key] <L-Key>

| | +—[Peer-Service-Group-Key] <Set> (O)

Figure 9: Service Group

Each Service-Group element contains the following information:
Service-Group—-Key: A unique ID of the Service-Group.
Service-Group—-Name: A human-readable display string.

Role: The role (MAG, LMA, etc.) of the device hosting the interfaces
of the DPN Group.

Protocol-Set: The set of protocols supported by this interface

(e.g., PMIP, S5-GTP, S5-PMIP etc.). The protocol MAY be only its
name, e.g. ’'gtp’, but many protocols implement specific message
sets, e.g. s5-pmip, s8-pmip. When the Service-Group supports

specific protocol message sub-subsets the Protocol value MUST
include this information.

Feature-Set: An optional set of static features which further
determine the suitability of the interface to the desired
operation.

Service-Group-Configuration-Set: An optional set of configurations
that further determine the suitability of an interface for the
specific request. For example: SequenceNumber=0N/OFF.

DPN-Key-Set: A key used to identify the DPN.

Referenced-Interface-Set: The DPN Interfaces and peer Service-Groups
associated with them. Each entry contains

Interface-Key: A key that is used together with the DPN-Key, to

create a key that is refers to a specific DPN interface
definition.
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Peer—-Service-Group-Key: Enables location of the peer Service-
Group for this Interface.

4.9.3. Domain Information Model

A Domain-Set represents a group of heterogeneous Topology resources
typically sharing a common administrative authority. Other models,

outside of the scope of this specification, provide the details for
the Domain.

+—[Domain] <G-Key>, <Name> (0O) <Set>
| +-[Domain-Policy-Configuration] (O) <Set>

Figure 10: Domain Information Model
Each Domain entry contains the following information:
Domain-Key: Identifies and enables reference to the Domain.
Domain-Name: A human-readable display string naming the Domain.

4.9.4. DPN Information Model

A DPN-Set contains some or all of the DPNs in the Tenant’s network.

Some of the DPNs in the Set may be identical in functionality and
only differ by their Key.

|
+—[DPN] <G-Key>, <Name> (0) <Set>
[Extensible: FALSE]
[Interface] <L-Key> <Set>
+-—[Role] <U-Key>
+—[Protocol] <Set>
+-[Interface-Configuration] <Set> (O)
[Domain-Key]
[Service-Group-Key] <Set> (0O)
[DPN-Policy-Configuration] <List> (M)
[

1
+_
+_
|
|
I
+_
+_
+— [DPN-Resource-Mapping—-Reference] (0O)

Figure 11: DPN Information Model

Each DPN entry contains the following information:

DPN-Key: A unique Identifier of the DPN.
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DPN-Name: A human-readable display string.

Domain-Key: A Key providing access to the Domain information about
the Domain in which the DPN resides.

Interface-Set: The Interface-Set references all interfaces (through
which data packets are received and transmitted) available on the
DPN. Each Interface makes use of attribute values that are
specific to that interface, for example, the MTU size. These do
not affect the DPN selection of active or enabled interfaces.
Interfaces contain the following information:

Role: The role (MAG, LMA, PGW, AMF, etc.) of the DPN.

Protocol (Set): The set of protocols supported by this interface
(e.g., PMIP, S5-GTP, S5-PMIP etc.). The protocol MAY implement
specific message sets, e.g. sS-pmip, s8-pmip. When a protocol
implements such message sub-subsets the Protocol value MUST
include this information.

Interface-Configuration-Set: Configurable settings that further
determine the suitability of an interface for the specific
request. For example: SequenceNumber=0N/OFF.

Service-Group-Set: The Service-Group-Set references all of the
Service-Groups which have been configured using Interfaces hosted
on this DPN. The purpose of a Service-Group is not to describe
each interface of each DPN, but rather to indicate interface types
for use during the DPN selection process, when a DPN with specific
interface capabilities is required.

DPN-Policy-Configuration: A list of Policies that have been
configured on this DPN. Some may have values for all attributes,
and some may require further configuration. Each Policy-
Configuration has a key to enable reference to its Policy-
Template. Each Policy-Configuration also has been configured to
supply missing and non-default values to the desired Attributes
defined within the Policy-Template.

DPN-Resource-Mapping-Reference (0): A reference to the underlying
implementation, e.g. physical node, software module, etc. that
supports this DPN. Further specification of this attribute is out
of scope for this document.
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4.9.5. Policy Information Model

The Policy Information Model defines and identifies Rules for
enforcement at DPNs. A Policy is basically a set of Rules that are
to be applied to each incoming or outgoing packet at a DPN interface.
Rules comprise Descriptors and a set of Actions. The Descriptors,
when evaluated, determine whether or not a set of Actions will be
performed on the packet. The Policy structure is independent of a
policy context.

In addition to the Policy structure, the Information Model (per
Section 4.9.6) defines Mobility-Context. Each Mobility-Context may
be configured with appropriate Attribute values, for example
depending on the identity of a mobile node.

Traffic descriptions are defined in Descriptors, and treatments are
defined separately in Actions. A Rule-Set binds Descriptors and
associated Actions by reference, using Descriptor-Key and Action-Key.
A Rule-Set is bound to a policy in the Policy-Set (using Policy-Key),
and the Policy references the Rule definitions (using Rule-Key).

+—[Policy Information Model]
+-[Extensible:]
+-[Policy-Template] <G-Key> (M) <Set>
+-[Policy-Configuration] <Set> (O)
+—[Rule-Template—-Key] <List> (M)
| +—[Precedence] (M)
+-[Rule-Template] <L-Key> (M) <Set>
+—[Descriptor-Match-Type] (M)
+-[Descriptor-Configuration] <Set> (M)
| +-[Direction] (O)
+—[Action-Configuration] <Set> (M)
| +—-[Action—-Order] (M)
+-—[Rule-Configuration] (O)
+-[Descriptor-Template] <L-Key> (M) <Set>
+—[Descriptor-Type] (O)
+-[Attribute-Expression] <Set> (M)
+—[Action-Template] <L-Key> (M) <Set>
+—[Action-Type] (O)
| +-[Attribute-Expression] <Set> (M)

Figure 12: Policy Information Model

The Policy structure defines Policy-Set, Rule-Set, Descriptor-Set,
and Action-Set, as follows:
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Policy-Template: <Set> A set of Policy structures, indexed by
Policy-Key, each of which is determined by a list of Rules
referenced by their Rule-Key. Each Policy structure contains the
following:

Policy-Key: Identifies and enables reference to this Policy
definition.

Rule-Template—-Key: Enables reference to a Rule template
definition.

Rule-Precedence: For each Rule identified by a Rule-Template-Key
in the Policy, specifies the order in which that Rule must be
applied. The lower the numerical value of Precedence, the
higher the rule precedence. Rules with equal precedence MAY be
executed in parallel if supported by the DPN. If this value is
absent, the rules SHOULD be applied in the order in which they
appear in the Policy.

Rule-Template-Set: A set of Rule Template definitions indexed by
Rule-Key. Each Rule is defined by a list of Descriptors (located
by Descriptor-Key) and a list of Actions (located by Action—-Key)
as follows:

Rule-Template-Key: Identifies and enables reference to this Rule
definition.

Descriptor—-Match-Type Indicates whether the evaluation of the
Rule proceeds by using conditional-AND, or conditional-OR, on
the list of Descriptors.

Descriptor-Configuration: References a Descriptor template
definition, along with an expression which names the Attributes
for this instantiation from the Descriptor-Template and also
specifies whether each Attribute of the Descriptor has a
default value or a statically configured value, according to
the syntax specified in Section 4.2.

Direction: Indicates if a rule applies to uplink traffic, to
downlink traffic, or to both uplink and downlink traffic.
Applying a rule to both uplink and downlink traffic, in case of
symmetric rules, eliminates the requirement for a separate
entry for each direction. When not present, the direction is
implied by the Descriptor’s values.

Action-Configuration: References an Action Template definition,
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along with an expression which names the Attributes for this
instantiation from the Action-Template and also specifies
whether each Attribute of the Action has a default value or a
statically configured value, according to the syntax specified
in Section 4.2.

Action-Order: Defines the order in which actions are executed
when the associated traffic descriptor selects the packet.

Descriptor-Template—-Set: A set of traffic Descriptor Templates, each
of which can be evaluated on the incoming or outgoing packet,
returning a TRUE or FALSE value, defined as follows:

Descriptor-Template-Key: Identifies and enables reference to this
descriptor template definition.

Attribute-Expression: An expression which defines an Attribute in
the Descriptor-Template and also specifies whether the Template
also defines a default value or a statically configured value
for the Attribute of the Descriptor has, according to the
syntax specified in Section 4.2.

Descriptor-Type: Identifies the type of descriptor, e.g. an IPv6
traffic selector per [RFC6088].

Action-Template-Set: A set of Action Templates defined as follows:

Action-Template-Key: Identifies and enables reference to this
action template definition.

Attribute-Expression: An expression which defines an Attribute in
the Action-Template and also specifies whether the Template
also defines a default value or a statically configured value
for the Attribute of the Action has, according to the syntax
specified in Section 4.2.

Action-Type: Identifies the type of an action for unambiguous
interpretation of an Action-Value entry.

4.9.6. Mobility-Context Information Model

The Mobility-Context structure holds entries associated with a mobile
node and its mobility sessions (flows). It is created on a DPN
during the mobile node’s registration to manage the mobile node’s
flows. Flow information is added or deleted from the Mobility-
Context as needed to support new flows or to deallocate resources for
flows that are deactivated. Descriptors are used to characterize the
nature and resource requirement for each flow.
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Termination of a Mobility-Context implies termination of all flows
represented in the Mobility-Context, e.g. after deregistration of a
mobile node. If any Child-Contexts are defined, they are also
terminated.

+—[Mobility-Context] <G-Key> <Set>
+-[Extensible:” FALSE]
+-[Delegating-IP-Prefix:] <Set> (O)
+—[Parent-Context] (O)
+-—[Child-Context] <Set> (0O)
+—[Service-Group—-Key] <Set> (O)
+—[Mobile—-Node]

+-—[IP-Address] <Set> (0))

+- [MN-Policy-Configuration] <Set>

+—[Domain-Key]
| +—[Domain-Policy-Configuration] <Set>
+- [DPN-Key] <Set>
[Role]
[DPN-Policy-Configuration] <Set>
[ServiceDataFlow] <L-Key> <Set> (0O)

+—[Service-Group—-Key] (O)
+—[Interface—-Key] <Set>
+—[ServiceDataFlow-Policy—

Configuration] <Set> (O)
| | | +-[Direction]

+_
+_
+_
|
|
|

Figure 13: Mobility-Context Information Model

The Mobility-Context Substructure holds the following entries:
Mobility-Context-Key: Identifies a Mobility-Context

Delegating-IP-Prefix—-Set: Delegated IP Prefixes assigned to the
Mobility—-Context

Parent-Context: If present, a Mobility Context from which the
Attributes and Attribute Values of this Mobility Context are

inherited.

Child-Context—-Set: A set of Mobility Contexts which inherit the
Attributes and Attribute Values of this Mobility Context.

Service-Group-Key: Service-Group(s) used during DPN assignment and
re—assignment.

Mobile-Node: Attributes specific to the Mobile Node. It contains
the following
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IP-Address—-Set IP addresses assigned to the Mobile Node.

MN-Policy-Configuration-Set For each MN-Policy in the set, a key
and relevant information for the Policy Attributes.

Domain-Key: Enables access to a Domain instance.

Domain-Policy-Configuration-Set: For each Domain-Policy in the set,
a key and relevant information for the Policy Attributes.

DPN-Key-Set: Enables access to a DPN instance assigned to a specific
role, i.e. this is a Set that uses DPN-Key and Role as a compound
key to access specific set instances.

Role: Role this DPN fulfills in the Mobility-Context.

DPN-Policy-Configuration-Set: For each DPN-Policy in the set, a key
and relevant information for the Policy Attributes.

ServiceDataFlow—-Key—-Set: Characterizes a traffic flow that has been
configured (and provided resources) on the DPN to support data-
plane traffic to and from the mobile device.

Service-Group-Key: Enables access to a Service-Group instance.
Interface-Key-Set: Assigns the selected interface of the DPN.

ServiceDataFlow-Policy-Configuration-Set: For each Policy in the
set, a key and relevant information for the Policy Attributes.

Direction: 1Indicates if the reference Policy applies to uplink
or downlink traffic, or to both, uplink- and downlink
traffic. Applying a rule to both, uplink- and downlink
traffic, in case of symmetric rules, allows omitting a
separate entry for each direction. When not present the
value is assumed to apply to both directions.

4.9.7. Monitor Information Model

Monitors provide a mechanism to produce reports when events occur. A
Monitor will have a target that specifies what is to be watched.

The attribute/entity to be monitored places certain constraints on
the configuration that can be specified. For example, a Monitor
using a Threshold configuration cannot be applied to a Mobility-

Context, because it does not have a threshold. Such a monitor
configuration could be applied to a numeric threshold property of a
Context.
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<G-Key> <List>
Extensible:]
Target:]
Deferrable]

|
+-[Monitor
|
|
| Configuration]

]

+—
+—
+—
+_

— ——

Figure 14: Monitor Substructure

Monitor-Key: TIdentifies the Monitor.

Target: Description of what is to be monitored. This can be a
Service Data Flow, a Policy installed upon a DPN, values of a
Mobility—-Context, etc. The target name is the absolute
information model path (separated by ’/’) to the attribute /
entity to be monitored.

Deferrable: Indicates that a monitoring report can be delayed up to
a defined maximum delay, set in the Agent, for possible bundling
with other reports.

Configuration: Determined by the Monitor subtype. The monitor
report i1s specified by the Configuration. Four report types are
defined:

* "Periodic" reporting specifies an interval by which a
notification is sent.

"Event-List" reporting specifies a list of event types that, if
they occur and are related to the monitored attribute, will
result in sending a notification.

* "Scheduled" reporting specifies the time (in seconds since Jan
1, 1970) when a notification for the monitor should be sent.
Once this Monitor’s notification is completed the Monitor is
automatically de-registered.

* "Threshold" reporting specifies one or both of a low and high
threshold. When these values are crossed a corresponding
notification is sent.
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5. Security Considerations

Detailed protocol implementations for DMM Forwarding Policy
Configuration must ensure integrity of the information exchanged
between a FPC Client and a FPC Agent. Required Security Associations
may be derived from co-located functions, which utilize the FPC
Client and FPC Agent respectively.

General usage of FPC MUST consider the following:
FPC Naming Section 4.5 permits arbitrary string values but a user
MUST avoid placing sensitive or vulnerable information in those

values.

Policies that are very narrow and permit the identification of
specific traffic, e.g. that of a single user, SHOULD be avoided.

6. IANA Considerations
TBD
7. Work Team Participants
Participants in the FPSM work team discussion include Satoru
Matsushima, Danny Moses, Sri Gundavelli, Marco Liebsch, Pierrick
Seite, Alper Yegin, Carlos Bernardos, Charles Perkins and Fred
Templin.
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Appendix A. Implementation Status

Three FPC Agent implementations have been made to date. The first
was based upon Version 03 of the draft and followed Model 1. The
second follows Version 04 of the document. Both implementations were

OpenDaylight plug-ins developed in Java by Sprint. Version 04 is now
primarily enhanced by GS Labs. Version 03 was known as fpcagent and
version 04’s implementation is simply referred to as 'fpc’. A third
has been developed on an ONOS Controller for use in MCORD projects.

fpcagent’s intent was to provide a proof of concept for FPC Version

03 Model 1 in January 2016 and research various errors, corrections

and optimizations that the Agent could make when supporting multiple
DPNs.

As the code developed to support OpenFlow and a proprietary DPN from
a 3rd party, several of the advantages of a multi-DPN Agent became
obvious including the use of machine learning to reduce the number of
Flows and Policy entities placed on the DPN. This work has driven
new efforts in the DIME WG, namely Diameter Policy Groups
[I-D.bertz-dime-policygroups].
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A throughput performance of tens per second using various NetConf
based solutions in OpenDaylight made fpcagent, based on version 03,
undesirable for call processing. The RPC implementation improved
throughput by an order of magnitude but was not useful based upon
FPC’s Version 03 design using two information models. During this
time the features of version 04 and its converged model became
attractive and the fpcagent project was closed in August 2016.
fpcagent will no longer be developed and will remain a proprietary
implementation.

The learnings of fpcagent has influenced the second project, fpc.

Fpc is also an OpenDaylight project but is an open source release as
the Opendaylight FpcAgent plugin (https://wiki.opendaylight.org/view/
Project_Proposals:FpcAgent). This project is scoped to be a fully
compliant FPC Agent that supports multiple DPNs including those that
communicate via OpenFlow. The following features present in this
draft and others developed by the FPC development team have already
led to an order of magnitude improvement.

Migration of non-realtime provisioning of entities such as
topology and policy allowed the implementation to focus only on
the rpc.

Using only 5 messages and 2 notifications has also reduced
implementation time.

Command Sets, an optional feature in this specification, have
eliminated 80% of the time spent determining what needs to be
done with a Context during a Create or Update operation.

Op Reference is an optional feature modeled after video delivery.
It has reduced unnecessary cache lookups. It also has the
additional benefit of allowing an Agent to become cacheless and
effectively act as a FPC protocol adapter remotely with multi-DPN
support or co-located on the DPN in a single-DPN support model.

Multi-tenant support allows for Cache searches to be partitioned
for clustering and performance improvements. This has not been
capitalized upon by the current implementation but is part of the
development roadmap.

Use of Contexts to pre-provision policy has also eliminated any
processing of Ports for DPNs which permitted the code for
CONFIGURE and CONF_BUNDLE to be implemented as a simple nested
FOR loops (see below).
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Initial v04 performance results without code optimizations or tuning
allow reliable provisioning of 1K FPC Mobility-Contexts processed per
second on a 12 core server. This results in 2x the number of
transactions on the southbound interface to a proprietary DPN API on
the same machine.

fpc currently supports the following:
1 proprietary DPN API
Policy and Topology as defined in this
specification using OpenDaylight North Bound
Interfaces such as NetConf and RestConf

CONFIG and CONF_BUNDLE (all operations)

DPN assignment, Tunnel allocations and IPv4
address assignment by the Agent or Client.

Immediate Response is always an
OK_NOTIFY_FOLLOWS.
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assignment system (receives rpc call):
perform basic operation integrity check
if CONFIG then
goto assignments
if assignments was ok then
send request to activation system
respond back to client with assignment data
else
send back error
end if
else 1f CONF_BUNDLE then
for each operation in bundles
goto assignments
if assignments was ok then
hold onto data
else
return error with the assignments that occurred in
prior operations (best effort)
end if
end for
send bundles to activation systems
end if

assignments:
assign DPN, IPv4 Address and/or tunnel info as required
if an error occurs undo all assignments in this operation
return result

activation system:
build cache according to op-ref and operation type
for each operation
for each Context
for each DPN / direction in Context
perform actions on DPN according to Command Set
end for
end for
end for
commit changes to in memory cache
log transaction for tracking and notification
(CONFIG_RESULT_NOTIFY)

Figure 15: fpc pseudo code

For further information please contact Lyle Bertz who is also a co-
author of this document.
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NOTE: Tenant support requires binding a Client ID to a Tenant ID (it
is a one to many relation) but that is outside of the scope of this
specification. Otherwise, the specification is complete in terms of
providing sufficient information to implement an Agent.
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Abst ract

Thi s docunment di scusses the applicability of SRv6 (Segment Routing
| Pv6) to user-plane of nobile networks. The source routing
capability and the network progranm ng nature of SRv6, acconplish
nmobi | e user-plane functions in a sinple manner. The statel essness
and the ability to control underlying |ayer will be even nore
beneficial to the nobile user-plane, in terns of providing
flexibility and SLA control for various applications. It also
simplifies the network architecture by elimnating the necessity of
tunnel s, such as GIP-U [TS. 29281], PM P [ RFC5213], Mac-in-Mac, MPLS
and so on. In addition, Segnment Routing provides an enhanced net hod
for network slicing, which is briefly introduced by this docunent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 6, 2018.

Mat sushi ma, et al. Expi res Septenber 6, 2018 [ Page 1]



Internet-Draft SRv6- nobi | e- upl ane March 2018

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

I ntroduction . .
Conventions and Ter i noI ogy .
Mot i vation
Ref erence Archi tect ure
User - pl ane behaviors . .
Tradi tional node (formerl y BaS| c rmde)
1. Packet flow - Uplink
2. Packet flow - Downlink
.3. I Pv6 user-traffic . . .
Enhanced Mbde (formerly Aggregate m)de)
2.1. Packet flow - Uplink
2.2. Packet flow - Downlink
2.3. |Pv6 user-traffic . . .
Enhanced node with unchanged gNB GTP behaV| or
3.1. Interworking with | Pv6 GIP .o
3. 2. Interworklng with | Pv4 GIP .
.3.3. Extensions to the interworking mechanl sms .
Rv6 SID Mobility Functions . . .
End. MAP: Endpoi nt function wit h SI D rrapp| ng . .
End. M GIP6. D: Endpoi nt function with decapsul atl on from
| Pv6/ GTP tunnel .
End. M GIP6. E: Endpoi nt funct| on W|th encapsul atl on for
| Pv6/ GTP t unnel .
6.4. End. M GTP4. E: Endpoi nt functl on vvlth encapsul atl on for
| Pv4/ GTP tunnel
6.5. T.MTmap: Transit behaV| or w t hi Pv4/ GTP decapsul atl on
and mapping into an SRv6 Policy . .
6.6. End.Limt: Rate Limting function .
Net work Slicing Considerations
Control Pl ane Considerations
Security Considerations .

A wNE
e e

o
W NPQOOOOWaoToTNolonon e

©oN

OO ~NOOUTDh WW

18

18

19
20

20
21

Mat sushi ma, et al. Expi res Septenber 6, 2018 [ Page 2]



Internet-Draft SRv6- nobi | e- upl ane March 2018
10. | ANA Consi derations . 21
11. Acknow edgenents 21
12. References e 21

12.1. Normative References . 21
12.2. Informmtive References . 22
Aut hors’ Addresses 23

I nt roduction

In nobile networks, nobility nanagenent systens provide connectivity
whi | e nobil e nodes nove around. Wile the control-plane of the
system si gnal s novenents of a nobile node, user-plane establishes
tunnel between the nobile node and anchor node over |P based backhau
and core networks.

Thi s docunent di scusses the applicability of SRv6 (Segnent Routing

| Pv6) to those nobile networks. SRv6 provides source routing to

net wor ks where operators can explicitly indicate a route for the
packets fromand to the nobile node. SRv6 endpoint nodes performthe
rol es of anchor of nobile user-plane.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

SRH i s the abbreviation for the Segnent Routing Header. W assune
that the SRH may be present multiple tines inside each packet.

NH is the abbreviation of the |Pv6 next-header field.
NH=SRH neans that the next-header field is 43 with routing type 4.

When there are multiple SRHs, they nust follow each other: the next-
header field of all SRH, except the |ast one, nust be SRH

The effective next-header (ENH) is the next-header field of the IP
header when no SRH is present, or is the next-header field of the
| ast SRH.

In this version of the docunent, we assune that there is no other
extensi on header than the SRH This will be lifted in future
versions of the docunent.

SID: A Segnent Identifier which represents a specific segnent in
segrment routing domain. The SID type used in this docunent is |Pv6
address (al so referenced as SRv6 Segment or SRv6 SID).
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A SIDIlist is represented as <S1, S2, S3> where Sl is the first SID
to visit, S2 is the second SIDto visit and S3 is the last SIDto
visit along the SR path.

(SA, DA) (S3, S2, S1; SL) represents an | Pv6 packet with:

0 |Pv6 header with source and destination addresses respectively SA
and DA and next-header is SRH

o0 SRHwith SIDIlist <S1, S2, S3> with SegnmentslLeft = SL

0 Note the difference between the <> and () synbols: <Sl1, S2, S3>
represents a SIDlist where S1 is the first SID and S3 is the |ast
SID. (S3, S2, S1; SL) represents the same SID list but encoded in
the SRH fornat where the rightnmost SIDin the SRHis the first SID
and the leftnost SIDin the SRHis the last SID. When referring
to an SR policy in a high-level use-case, it is sinpler to use the
<Sl, S2, S3> notation. Wen referring to an illustration of the
detail ed behavior, the (S3, S2, Sl; SL) notation is nore
conveni ent.

0 The payload of the packet is omitted.

SRH[ SL] represents the SID pointed by the SL field in the first SRH
In our exanple, SRH 2] represents S1, SRH 1] represents S2 and SRH 0]
represents S3.

FIBis the abbreviation for the forwarding table. A FIB lookup is a
| ookup in the forwarding table. Wen a packet is intercepted on a
wire, it is possible that SRH SL] is different fromthe DA

3. Mdtivation

Every day nobility networks are getting nmore challenging to operate:
on one hand, traffic is constantly growing, and | atency requirenments
are nore strict; on the other-hand, there are new use-cases |ike NFV
that are al so chall engi ng network nanagenent.

Probl em comes fromthe fact that the current architecture of nobile
networks is agnostic to the underlying transport. Indeed, it rigidly
fragments the user-plane into radi o access, core and service networks
and connects them by tunneling techni ques through the user-plane

rol es such as access and anchor nodes. Such agnostici sm and
rigidness nake it difficult for the operator to optim ze and operate
t he dat a- pat h.

Wil e the nobile network industry has been trying to solve those
probl ens, applications have shifted to use | Pv6, and network
operators have started adopting IPv6 as their |IP transport as well.
SRv6, the IPv6 instantiation of Segnent Routing
[I-D.ietf-spring-segnent-routing], integrates both the application
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dat a- path and the underlying transport layer into one single
protocol, allow ng operators to optinize the network in a sinplified
manner and renoving state fromthe network.

Further on, SRv6 introduces the notion of network-progranm ng
[I-D.filsfils-spring-srv6-network-programm ng], that applied to
mobility fulfils the user-plane functions of nobility managenent.
SRv6 takes advantage of underlying transport awareness and
flexibility to deploy nmobility user-plane functions in an optim zed
manner. Those are the notivations to adopt SRv6 for nobile user-

pl ane.

Ref erence Architecture

This section describes a reference architecture and possible
depl oynent scenari os.

Figure 1 shows a reference architecture, based on 5G packet core
architecture [TS. 23501].

Pl ease note that all the user-plane described in this docunent does
not depend on any specific architecture. This architecture is just
used as a reference based on the | atest 3GPP standards at the time of
witing this draft. Oher type of architectures can be seen in
[1-D.gundavel li-dmm nfa] and [ VWH TEPAPER- 5G UP] .

H-- - - - +
| AVF |
H--mnn +
/ | [ N11]
[N2] [ 4----- +
Fomm - - - / | SMF |
/ +----- +
/ [\
/ I\ [N4]
/ / -
/ / \ / \
+- -+ +----- + [N3] +------ + [N9] oo - + N6] / \
| UE| ------ | gNB |------ | UPFL |-------- | UPF2 |--------- \ DN /
+- -+ +-- - - - + Homm - - - + Homm - - - + \ /

Figure 1: Reference Architecture
o UE : User Equipnent
o gNB : gNodeB
o UPF : User Plane Function

*  UPF1l: Interfaces N3 and N9
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UPF2: Interfaces N9 and N6
* Note: For sinplicity we don't depict a UPF that is only
connected to N9 interfaces, although the techni ques described
in this document are also valid in such case.
0 SM- : Session Managenent Function
0 AM- . Access and Mobility Managenent Function
o DN : Data Network e.g. operator services, Internet access

A session froman UE gets assigned to an UPF. Sonetines nore than
one UPF may be used for providing a certain kind of richer service
functions. UE gets its IP address fromthe DHCP bl ock of its UPF.
The UPF advertises the | P address block towards the Internet ensuring
that return traffic is routed to the right UPF.

5. User-pl ane behaviors
This section describes the nobile user-plane behaviors using SRv6.

In order to sinplify the SRv6 adoption, we present two different
"nodes"” that vary with respect the SRv6 SID allocation. The first
one is the "Traditional node", which inherits the traditional nobile
user-plane. 1In this node there is no change to nobility networks
architecture, except for the pure replacenent of GIP-U [TS. 29281] for
SRv6.

The second node is the "Enhanced node", which aggregates the nobile
sessions and all ocates SID on a per policy basis. The benefit of the
latter is that the SR policy contains SIDs for Traffic Engi neering
and VNFs. Both of these nbdes assune both the gNB and UPFs are SR-
aware (N3 and N9 interfaces are SRv6).

Additionally, we introduce a new "Enhanced node wi th unchanged gNB
GIP behavior”. This node consists of two mechani snms for interworking
with | egacy access networks -interface N3 unnodified-. One of these
mechani smis designed to interwork with | egacy gNBs using GIP/ | Pv4.
The second nmethod is designed to interwork with | egacy gNBs using
GTP/ | Pv6.

This section makes reference to already existing SRv6 functions
defined in [I-D.filsfils-spring-srv6-network-progranm ng] as well as
new SRv6 functions designed for the nobile userplane. The new SRv6
functions are detailed in the Section 6.

5.1. Traditional node (fornerly Basic node)

In the traditional node, we assune that nobile user-plane functions
are the sanme as existing ones except the use of SRv6 as the data

Mat sushi ma, et al. Expi res Septenber 6, 2018 [ Page 6]



Internet-Draft SRv6- nobi | e- upl ane March 2018

5.

1.

pl ane instead of GIP-U. No inpact to the rest of nobile system
shoul d be expect ed.

In the traditional nobile network, an UE session is napped 1-for-1
with a specific GIP tunnel (TEID). This 1-for-1 mapping is
replicated here to replace the GIP encaps with the SRv6 encaps, while
not changi ng anyt hing el se.

This nmode mininizes the changes required to the entire systemand it
is a good starting point for formng the commobn basis. Note that in
this node the TEID is enbedded in each SID.

Qur reference topology is shown in Figure 2. In this node we assune
that the gNB and the UPFs are SR-aware.

SRv6 SRv6 / \
+- -+ e + [N3] +------ + [ N9] e + [ N6] / \
| UE| ------ | gNB |------ | UPFL |-------- | UPF2 |--------- \ DN /
oo+ FRE + O + O + \_ /

SRv6 node SRv6 node SRv6 node

Figure 2: Traditional node - Reference topol ogy
1. Packet flow - Uplink
The uplink packet flowis the foll ow ng:

UE out : (A 2

gNB out : (gNB, Ul::1) (A 2 -> T. Encaps. Reduced <Ul:: 1>
UPF1_out: (gNB, U2::1) (A 2) -> End. MAP
UPF2_out: (A 2) -> End. DT4 or End. DT6

The UE packet arrives to the gNB. The gNB perforns a

T. Encaps. Reduced operations. Since there is only one SID, there is
no need to push an SRH. gNB only adds an outer |Pv6 header with | Pv6
DA Ul::1. Ul::1 represents an anchoring SID specific for that
session at UPFl. The SID Ul::1 is retrieved through the existing
control plane (N2 interface).

Upon packet arrival on UPFl, the SID Ul::1 is a |local End. MAP
function. This function nmaps the SID with the next anchoring point
and replaces Ul::1 by U2::1, that belongs to the next anchoring
poi nt .

Upon packet arrival on UPF2, the SID U2::1 corresponds to an End. DT
function. UPF2 decapsul ates the packet, perforns a |lookup in a
specific table and forwards the packet towards the data network
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5.1.2. Packet flow - Downli nk
The downl i nk packet flow is the foll ow ng:

UPF2_in : (Z A

UPF2_out: (U2::, Ul::1) (Z, A -> T. Encaps. Reduced <U1:: 1>
UPF1_out: (U2::, gNB::1) (Z A -> End. MAP
gNB out : (Z, A -> End. DX4 or End. DX6

When the packet arrives to the UPF2, the UPF2 will map that
particular flow into a UE session. This UE session is associated
with the policy <Ul::1>  The UPF2 perforns a T.Encaps. Reduced
operation, encapsulating the packet into a new | Pv6 header with no
SRH since there is only one SID.

Upon packet arrival on UPFl, the SID Ul::1 is a |local End. MAP
function. This function maps the SID with the next anchoring point
and replaces Ul::1 by gNB::1, that belongs to the next anchoring
poi nt .

Upon packet arrival on gNB, the SID gNB::1 corresponds to an End. DX4/
End. DX6 function. The gNB will decapsul ates the packet, renoving the
| Pv6 header and all it’s extensions headers and will forward the
traffic towards the UE

5.1.3. | Pv6 user-traffic

For I Pv6 user-traffic it is RECOMVENDED to perform encapsul ati on.
However based on local policy, a service provider MAY choose to do
SRH i nsertion. The main benefit is a |ower overhead. |In such case,
the functions used are T.Insert.Red at gNB, End. MAP at UPFl and End. T
at UPF2 on Uplink, T.lnsert.Red at UPF2, End. MAP at UPF1 and End. X at
gNB on Downl i nk.

5.2. Enhanced Mode (formerly Aggregate node)
This nmode inproves the scalability. In addition, it provides key
i mprovenents in ternms of traffic steering and service chai ning,
thanks to the use of an SR policy of nultiple SIDs, instead of single
one in the Traditional node.
Key points:
0 Several UE share the same SR Policy (and it’s conposing Sl D)

o0 The SR policy MAY include SIDs for traffic engineering and service
chaining on top of the UPF anchor.
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The gNB control -plane (N2 interface) is unchanged, specifically a
single I Pv6 address is given to the gNB

0 The gNB MAY resolve the IP address into a SIDIist through a
mechani sm | i ke PCEP, DNS-|ookup, small augment for LISP control -
pl ane, etc.

Qur reference topology is shown in Figure 3. In this node we assune
that the gNB and the UPF are SR-aware. W al so assune that we have
two services segnents, Sl and Cl. S1 represents a VNF in the
network, and Cl represents a constraint path on a router over which
we are going to perform Traffic Engineering. Note that S1 and Cl
bel ong to the underlay and don’t have an N4 interface. For this
reason we don’t consider them UPFs.

+----+ SRV6

SRv6 --] C1 |--[N3] / \
+- -+ Fomm - - + [ N3] [ T T + [Ne] / \
| UE| ----] gNB |-- SRv6 / SRv6 --] UPF2 |------ \ DN /
R M + 0\ [ N3]/ TE +eom e + - /

SRv6 node \ +----+/ SRv6 node
-] S1 |-
E——
SRv6 node
NFV

Fi gure 3: Enhanced node - Reference topol ogy
5.2.1. Packet flow - Uplink
The uplink packet flowis the foll ow ng:

UE out : (A 2

gNB_out : (gNB, S1)(U2::1, Cl; SL=2)(A Z)-> T.Encaps. Red<S1, C1, U2: : 1>
S1 out : (gNB, Cl)(U2::1, Cl; SL=1 (A 2

Cl_out : (gNB, U2::1)(A 2 -> PSP

UPF2_out: (A 2) -> End. DT4 or End. DT6

UE sends its packet (A, Z) on a specific bearer session to its gNB
gNB's CP associ ates that session fromthe UE(A) with the I Pv6 address
B and GTP TEID T. gNB's CP does a | ookup on B (by reverseDNS, LI SP,
etc.) to find the related SIDIist <S1, Cl1, W2::1>

Once the packet |leaves the gNB, it already contains all the segnments

of the SR policy. This SR policy contains segnents for traffic
engi neering (Cl) and for service chaining (S1).
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The nodes S1 and Cl performtheir related Endpoint functionality and
f or war d.

When the packet arrives to UPF2, the active segnent (U2::1) is an
End. DT4/ 6 which perforns the decapsul ation (renoving the | Pv6 header
with all it’s extension headers) and forward towards the data

net wor k.

Note that in case several APNs are using duplicated | Pv4 private
address spaces, then the aggregated SR policies are uni que per APNs.

5.2. 2. Packet flow - Downl i nk

The downl i nk packet flow is the foll ow ng:

UPF2 in : (Z A -> UPF2 maps the flow w
SIDIlist <Cl,S1, gNB>

UPF2_out: (U2::1, Cl1)(gNB, S1; SL=2)(Z A -> T. Encaps. Red

Cl_out : (U2::1, S1)(gNB, S1; SL=1)(Z A

S1 out : (U2::1, gNB)(Z A -> PSP

gNB out : (Z, A -> End. DX4 or End. DX6

When the packet arrives to the UPF2, the UPF2 will map that
particular flowinto a UE session. This UE session is associated
with the policy <Cl, S1, gNB>. The UPF2 performs a T.Encaps. Reduced
operation, encapsulating the packet into a new | Pv6 header with its
correspondi ng SRH.

The nodes Cl and S1 performtheir related Endpoint processing.

Once the packet arrives to the gNB, the | Pv6 DA corresponds to an
End. DX4 or End. DX6 (depending on the underlying traffic). The gNB
wi || decapsul ate the packet, renoving the | Pv6 header and all it’s
extensions headers and will forward the traffic towards the UE.

5.2.3. |Pv6 user-traffic

For 1 Pv6 user-traffic it is RECOMVENDED to perform encapsul ati on.
However based on |ocal policy, a service provider MAY choose to do
SRH insertion. The main benefit is a | ower overhead. In such case,
the functions used are T.lnsert.Red at gNB and End. T at UPF2 on
Uplink, T.lInsert.Red at UPF2 and End. X at gNB on Downl i nk.

5.3. Enhanced node with unchanged gNB GIP behavi or
In this section we introduce two nmechanisns for interworking with

| egacy gNBs that still use GIP. One of the nechanisns is valid for
| Pv4 while the other for |Pv6.
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In this scenario, it is assunmed that gNB does not support SRv6. It
just supports GIP encapsul ation over I Pv4 or IPv6. Hence in order to
achi eve interworking we are going to add a new SR Gateway (SRGW UPF1)
entity. This SRGWNis going to map the GIP traffic into SRv6. Note
that the SR GWis not an anchor point.

The SRGW maintains very little state on it. For this reason, both of
these nethods (I1Pv4 and |1 Pv6) scale to mllions of UEs.

| P GIP SRv6 / \
+- -+ e + [N3] +------ + [ N9 e + [ N6] / \
| UE| ------ | gNB |------ | UPFL |-------- | UPF2 |--------- \ DN /
o+ R + R + R + \ /
SR Gat eway SRv6 node

Figure 4: Reference topol ogy for interworking
5.3.1. Interworking with | Pv6 GIP

In this interworking node we assune that the gNB is using GIP over
IPv6 in the N3 interface

Key poi nts:

0 gNB is unchanged (control -plane or user-plane) and encaps into GIP
(N3 interface is not nodified).

0 5G Control-Plane (N2 interface) is unnodified: 1 |Pv6 address
(i.e. a BSID at the SRGWN

0 SRGWrenoves GIP, finds SIDIist related to DA, add SRH with the
SID list.

0 There is NO state for the downlink at the SRGW

0 There is sinple state in the uplink at the SRGW (| everagi ng the
enhanced node results in few SR policies on this node. A SR
policy can be shared across UES).

0 As soon as the packet |eaves the gNB (uplink), the traffic is SR
routed. This sinplifies considerably network slicing
[1-D. hegdeppsenak-i sis-sr-flex-al go].

0o In the uplink, we use the IPv6 DA BSID to steer the traffic into
an SR policy when it arrives at the SRGW UPF1-.

Qur reference topology is shown in Figure 5. In this node we assune
that the gNB is an unnodified gNB using | Pv6/GTP. The UPFs are SR-
aware. Al so, as explained before, we introduce a new SRGWentity
that is going to map the 1 Pv6/GIP traffic to SRv6.
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We al so assunme that we have two service segnent, S1 and Cl1. S1
represents a VNF in the network, and Cl represents a router over
whi ch we are going to perform Traffic Engi neeri ng.

E——
| Pv6/ GTP -l S1 |- -
oo+ oo + [ N3] [ +----+\ /
| UE| --] gNB |- SRv6 / SRv6 \ -+ [ + [Ne] /
Foot - - + \ [ No]/ NFV -] CL |---] UPF2 |------ \ DN
GIP \ 4o + / +----+ Homm - - - + \
-| UPF1 |- SRv6 SRv6
Fo-m- - - + TE

SR Gat eway
Fi gure 5: Enhanced node with unchanged gNB | Pv6/ GTP behavi or
5.3.1.1. Packet flow - Uplink
The uplink packet flowis the foll ow ng:

UE out : (A 2

gNB out : (gNB, B)(GIP: TEID T) (A 2) -> Interface N3 unnodified
(1 Pv6/ GTP)

SRGWout: (SRGWN S1)(U2::1, Cl; SL=2)(A,/ Z) -> Bis an End. M GTP6. D
SID at the SRGW

S1 out : (SRGW C1)(W2::1, C1; SL=1)(A 2

Cl_out : (SRGWN U2::1)(A 2) -> PSP

UPF2_out: (A 2) -> End. DT4 or End. DT6

The UE sends a packet destined to Z towards the gNB on a specific
bearer for that session. The gNB, which is unnodified, encapsul ates
the packet into a new I Pv6, UDP and GIP headers. The IPv6 DA B, and
the GIP TEID T are the ones received in the N2 interface.

The 1 Pv6 address that was signalled over the N2 interface for that UE
session, B, is nowthe IPv6 DA. B is an SRv6 Binding SID
instantiated at the SRGN Hence the packet, will be routed up to the
SRGW

When the packet arrives at the SRGW the SRGWNrealises that Bis an
End. M GTP6. D Bi ndingSID. Hence, the SRGWwi ||l renove the | Pv6, UDP
and GTP headers, and will push a new | Pv6 header with its own SRH
containing the SIDs bound to the SR policy associated with this

Bi ndi ngSI D.

The nodes S1 and Cl1 performtheir related Endpoint functionality and
f or war d.
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When the packet arrives to UPF2, the active segment is (U2::1) which
bound to End. DT4/6 which is going to performthe decapsul ati on
(removing the outer I Pv6 header with all it’s extension headers) and
forward towards the data network.

5.3.1.2. Packet flow - Downlink
The downl i nk packet flow is the foll ow ng:

UPF2 in : (Z A -> UPF2 maps the flow with
<Cl, S1, SRGW: TEI D, gNB>

UPF2_out: (U2::1, Cl1)(gNB, SRGW:TEID, S1; SL=3)(Z, A -> T.Encaps. Red

Cl_out : (U2::1, S1)(gNB, S1; SL=2)(Z, A

S1_out : (W2::1, SRGW:TEID)(gNB, SRGW:TEID, Sl1, SL=1)(Z A

SRGW out : (SRGW gNB) (GTP: TEID=T) (Z, A -> SRGWN 96 is End. M GTP6. E

gNB out : (Z, A

When a packet destined to A arrives at the UPF2, the UPF2 perforns a
| ookup in the associated table to A and finds the SID Ilist <Cl1, SI,
SRGW : TEI D, gNB>. The UPF2 perfornms a T.Encaps. Reduced operati on,
encapsul ati ng the packet into a new | Pv6 header with its

correspondi ng SRH.

The nodes Cl1 and S1 performtheir rel ated Endpoint processing.

Once the packet arrives to the SRGWN the SRGWrealizes the active SID
is an End. M GTP6. E function. The SRGWrenoves the | Pv6 header and
all it’'s extensions headers. The SRGW generates an | Pv6, UDP and GIP
headers. The new IPv6 DA is the gNB which is the last SIDin the
received SRH. The TEID in the generated GIP header is the argunents
of the received End. M GTP6. E SID. The SRGW pushes the headers to the
packet and forwards the packet towards the gNB.

Once the packet arrives to the gNB, the packet is a regular |Pv6/GIP
packet. The gNB | ooks for the specific radio bearer for that TEID
and forward it on the bearer. This gNB behavior is not nodified from
current and previous generations.

5.3.1.3. Scalability
For the downlink traffic, the SRGWis stateless. Al the state is in
the SRH i nposed by the UPF2. The UPF2 nust have the UE states as the
sessi on anchor point.
For the uplink traffic, the state at the SRGW does not necessarily

need to be per UE session basis. A state of SR policy of which state
can be shared anong UE's. Hence it is possible to deploy SRGWin
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very scal able way conpared to hold millions of states per UE session
basi s.

5.3.1.4. |1Pv6 user-traffic

For I Pv6 user-traffic it is RECOMWENDED to perform encapsul ati on.
However based on local policy, a service provider MAY choose to do
SRH insertion. The nain benefit is a | ower overhead.

5.3.2. Interworking with | Pv4 GIP

In this interworking node we assune that the gNB is using GIP over
IPv4 in the N3 interface

Key points:

0 ¢gNB is unchanged and encaps into GIP (N3 interface is not
nodi fi ed) .

o In the uplink, traffic is classified at SRGWby UL CL(Uplink
Classifier) and steered into an SR policy. The SRGWis a UPF1
functionality, hence it can coexist with UPF UL CL functionality.

0 SRGWrenoves GIP, finds SIDIist related to DA, add SRH with SID
list.

Qur reference topology is shown in Figure 6. In this node we assune
that the gNB is an unnodified gNB using | Pv4/GIP. The UPFs are SR-
aware. Al so, as explained before, we introduce a new SRGWentity
that is going to map the I Pv4/GIP traffic to SRv6.

We al so assune that we have two service segnent, S1 and Cl. S1
represents a VNF in the network, and Cl represents a router over
whi ch we are going to perform Traffic Engi neeri ng.

+----+
| Pv4/ GTP -] S1 |- .
-+ oo + [ N3] [ +----+\ /
| UE| --] gNB |- SRv6 / SRv6 \ -+ T + [Ne] /
+--+  H----- + \ [ No]/ NFV -] CL |---] UPF2 |------ \ DN
GIP \ 4------ + / +--- -+ - - - - - + \
-| UPF1 |- SRv6 SRv6
+------ + TE

SR Gat eway

Fi gure 6: Enhanced node with unchanged gNB | Pv4/ GTP behavi or
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5.3.2.1. Packet flow - Uplink

The uplink packet flowis the foll ow ng:

gNB out : (gNB, B)(GIP: TEID T) (A 2) -> Interface N3
unchanged | Pv4/ GTP

SRGWout: (SRGW S1)(U2::1, Cl; SL=2)(A 2) -> T.M Trmap function

S1 out : (SRGW C1)(W2::1, C1; SL=1)(A 2

Cl_out : (SRGWN W2::1) (A 2 -> PSP

UPF2_out: (A 2) -> End. DT4 or End. DT6

The UE sends a packet destined to Z towards the gNB on a specific
bearer for that session. The gNB, which is unnodified, encapsul ates
the packet into a new | Pv4, UDP and GIP headers. The |IPv4 DA, B, and
the GIP TEID are the ones received at the N2 interface.

When the packet arrives to the SRGW-UPFl-, the SRGWhas an UL CL
(uplink classifier) rule for incomng traffic fromthe gNB that
steers the traffic into an SR policy by using the function T.M TMap.
The SRGWrenoves the | Pv4, UDP and GIP headers and pushes an | Pv6
header with its own SRH containing the SIDs related to the SR policy
associated with this traffic. The SRGWforwards according to the new
| Pv6 DA.

The nodes S1 and Cl performtheir related Endpoint functionality and
f or war d.

When the packet arrives at UPF2, the active segnent is (U2::1) which
is bound to End. DT4/6 which perforns the decapsul ation (renoving the
outer | Pv6 header with all it’s extension headers) and forwards
towards the data network.

5.3.2.2. Packet flow - Downlink
The downl i nk packet flow is the foll ow ng:

UPF2_in : (Z, A -> UPF2 maps flow with SID
<Cl, S1, SRGW : SA: DA: TElI D>

UPF2_out: (U2::1, Cl)(SRGW:SA: DA:TEID, S1; SL=2)(Z,A) ->T.Encaps. Red

Cl_out : (U2::1, S1)(SRGW:SA DA:TEID, Sl1; SL=1)(Z A

S1 out : (W2::1, SRGW:SA:DA:TEID)(Z A

SRGW out: (SA, DA) (GTP: TEID=T)(Z, A -> End. M GTP4. E

gNB out : (Z, A

When a packet destined to A arrives to the UPF2, the UPF2 perfornms a

| ookup in the associated table to A and finds the SID list <Cl, SI,
SRGW : SA: DA: TEI D>. The UPF2 perfornms a T. Encaps. Reduced operation,
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encapsul ating the packet into a new | Pv6 header with its
correspondi ng SRH.

The nodes Cl and S1 performtheir rel ated Endpoi nt processing.

Once the packet arrives to the SRGN the SRGWrealizes the active SID
is an End. M GTP4. E function. The SRGWNrenoves the | Pv6 header and
all it’s extensions headers. The SRGW generates an | Pv4, UDP and GTP
headers. The IPv4 SA and DA will the ones received as part of the
SID argunents. The TEID in the generated GIP header is also the
argunents of the received End. M GTP4. E SI D The SRGW pushes the
headers to the packet and forwards the packet towards the gNB

Once the packet arrives to the gNB, the packet is a regular |Pv4/GIP
packet. The gNB | ooks for the specific radio bearer for that TEID
and forward it on the bearer. This gNB behavior is not nodified from
current and previ ous generations.

5.3.2.3. Scalability

For the downlink traffic, the SRGWis stateless. Al the state is in
the SRH i nposed by the UPF. The UPF nust have this UE-base state
anyway (it is its anchor point).

For the uplink traffic, the state at the SRGWis dedicated on a per
UE/ session basis. This is an UL CL (uplink classifier). There is
state for steering the different sessions on a SR policies. Notice
however that the SR policies are shared anbng several UE/ sessions.

5.3.2.4. |IPv6 user-traffic
For 1 Pv6 user-traffic it is RECOMVENDED to perform encapsul ation
However based on |ocal policy, a service provider MAY choose to do
SRH i nsertion. The main benefit is a | ower overhead.

5.3.3. Extensions to the interworking nmechani sns
In this section we presented two nmechanisns for interworking with
gNBs that do not support SRv6. These nmechani sm are done to support
GTP over |Pv4 and GIP over | Pv6.
Even though we have presented these nethods as an extension to the
"Enhanced node", it is straightforward in its applicability to the
"Traditional node".

Furt hernore, although these nechani sns are designed for interworking
with legacy RAN at the N3 interface, these nethods could also be
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applied for interworking with a non-SRv6 capable UPF at the N9
interface (e.g. L3-anchor is SRv6 capable but L2-anchor is not).

6. SRv6 SID Mobility Functions
6.1. End. MAP: Endpoint function with SID napping

The "Endpoint function with SI D mappi ng" function (End. MAP for short)
is used in several scenarios. Particularly in mobility, it is used
in the UPFs for the anchor functionality in sone of the use-cases.

When a SR node N receives a packet destined to S and Sis a |ocal
End. MAP SI D, N does:

| ook up the IPv6 DA in the mapping table
update the 1Pv6 DA with the new nmapped SID ;7 Refl
forward according to the new nmapped SID
ELSE
Drop the packet

©CooNE

Ref 1: Note that the SIDin the SRH is NOT nodifi ed.

6.2. End. M GIP6.D: Endpoint function with decapsulation from | Pv6/ GTP
t unnel

The "Endpoint function with | Pv6/ GITP decapsul ation into SR policy”
function (End. M GTP6.D for short) is used in interworking scenario
for the uplink towards fromthe | egacy gNB using |Pv6/GIP. This SID
is associated with an SR policy <S1, S2, S3> and an | Pv6 Source
Address A

When the SR Gateway node N receives a packet destined to Sand Sis a
| ocal End. M GTP6.D SID, N does:

| F NH=UDP & UDP_PORT = GIP THEN

pop the IP, UDP and GTP headers

push a new | Pv6 header with its own SRH <S2, S3>

set the outer IPv6 SAto A

set the outer IPv6 DA to S1

forward according to the first segnent of the SRv6 Policy
ELSE

Drop the packet

ONoorWNE
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6.3. End. M GIP6. E: Endpoint function with encapsulation for |Pv6/ GIP
t unnel

The "Endpoint function with encapsul ation for |Pv6/GIP tunnel"
function (End. M GTP6. E for short) is used in interworking scenario
for the downlink towards the | egacy gNB using | Pv6/ GTP.

The End. M GIP6. E function has a 32-bit argument space. This argunent
corresponds to the GIP TEID.

When the SR Gateway node N receives a packet destined to Sand Sis a
| ocal End. M GTP6. E SI D, N does:

1. IF NH=SRH & SL = 1 THEN 7, Refl
2 decrement SL

3 store SRH[ SL] in variable new DA

4 store TEID in variable new TEID ;; Ref2
5. pop I P header and all it’s extension headers

6. push new | Pv6 header and GIP-U header

7 set | Pv6 DA to new DA

8 set GIP_TEID to new TEID

9 | ookup the new DA and forward the packet accordingly

10. ELSE

11 Drop the packet

Ref 1: An End. M GIP6. E SI D MUST al ways be the penultinmate SID.
Ref2: TEID is extracted fromthe argunent space of the current SID.

6.4. End. M GTP4.E: Endpoint function with encapsulation for |Pv4/GIP
t unnel

The "Endpoint function with encapsul ation for |Pv4/GIP tunnel™
function (End. M GTP4. UP for short) is used in the downlink when doing
interworking with | egacy gNB using | Pv4/ GIP.

When the SR Gateway node N receives a packet destined to Sand Sis a
| ocal End. M GTP4. E SI D, N does:

1. IF NH=SRH & SL > 0 THEN

2 decrenent SL

3. update the I Pv6 DA with SRH[ SL]

4. pop the SRH

4 push header of TUN-PROTO with tunnel ID from S ;; Refl
5 push outer |Pv4 header with SA, DA fromsS

6. ELSE

7 Drop the packet
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Ref 1: TUN PROTO i ndi cates target tunnel type.

Note that S has the follow ng format:

End. M GTP4. E SI D Encodi ng

T.M Tmap: Transit behavior with | Pv4/ GTP decapsul ati on and mappi ng
into an SRv6 Policy

The "Transit with tunnel decapsul ation and map to an SRv6 policy"”
function (T.Tmap for short) is used in the direction fromlegacy
user-plane to SRv6 user-pl ane networKk.

When the SR Gateway node N receives a packet destined to a I'W
| Pv4-Prefix, N does:

| F P. PLOAD == TUN- PROTO THEN i, Refl
pop the outer |Pv4 header and tunnel headers
copy I Pvd DA, SA, TUN-ID to formSID B with SRGWMI Pv6- Prefix
encapsul ate the packet into a new | Pv6 header ;; Ref2, Ref2bis
set the IPv6 DA = B
forward al ong the shortest path to B

ELSE
Drop the packet

ONogrWNE

Ref 1: TUN PROTO i ndi cates target tunnel type.

Note that B has the follow ng format:

End. M GTP4. E SI D Encodi ng
Note that the B SID, is going to be an SRv6 Bi ndingSID instantiated

at the first UPF (anchor point). A static format is |leveraged to
instantiate this Binding SIDs in order to renove state fromthe SRGWN
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6.6. End.Limt: Rate Linmiting function

Mobil e user-plane requires a rate-limt feature. SIDis able to
encode limting rate as an argunent in SID. Miltiple flows of
packets shoul d have sanme group identifier in SID when those flows are
in an same AMBR group. This helps to keep user-pl ane statel ess.

That enabl es SRv6 endpoi nt nodes which are unaware fromthe nobile
control -plane information. Encoding format of rate limt segnent SID
is follow ng:

End.Limt: Rate limting function argunent fornat

In case of j bit length is zero in SID, the node should not do rate
limting unless static configuration or control-plane sets the linit
rate associated to the SID.

7. Network Slicing Considerations

A nobile network may be required to inplenent "network slices", which
| ogically separate network resources. User-plane functions
represented as SRv6 segnents woul d be part of a slice.

A sinple way to represent slice would be to apply L2/L3 VPN descri bed
in [I-Dfilsfils-spring-srv6-network-programrng]. Segnent Routing
with [I-D. hegdeppsenak-isis-sr-flex-al go] provides even nore advanced
separation based on netrics like link-delay. Thus, a service

provi der woul d be able to have network slices per required SLA.

The SRv6 SID and quite a few SR extended capability would be a
powerful tool for providing |ogical separation/integration within a
network. Details are for further study.

8. Control Plane Considerations

This docunents focuses on the datapl ane behavior. The control planes
coul d be based on the existing 3GPP based signalling for Nd interface
[TS.29244], [I-D.ietf-dnmmfpc-cpdp], control-plane protocols
described in [ WH TEPAPER-5G UP], etc. and to be discussed further

Note that the I ANA section of this docunent allocates the SRv6
endpoi nt function types for the new functions defined in this
docunent. Al control-plane protocols are expected to | everage these
function type-codes to signal each function
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It’s notable that SRv6' s network progranm ng nature allows a flexible
and dynami c anchor pl acenent.

9. Security Considerations
TBD

10. | ANA Consi derations
This I-D requests to IANA to allocate, within the "SRv6 Endpoi nt
Types" sub-registry belonging to the top-level "Segnent-routing with
| Pv6 dat apl ane (SRv6) Paraneters" registry

[I-D.filsfils-spring-srv6-network-progranmming], the follow ng
al | ocati ons:

e e e - +-- - - - S [ S +
| Value/ Range | Hex | Endpoint function | Reference |
S +--- - - e e e e oo Fom e e oo - +
| TBA | TBA | End. VAP | [This.ID |
| TBA | TBA | End. MGTP6.D | [This.ID |
| TBA | TBA | End. MGTP6.E | [This.ID |
| TBA | TBA | End. MGTP4.E | [This.ID |
| TBA | TBA | End. Limt | [This.ID |
S +--- - - e e e e oo Fom e e oo - +

Table 1: SRv6 Mobil e User-plane Endpoint Types
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