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Abstract

The Donmai n Nane System (DNS) specifies a query type (QIYPE) "ANY".
The operator of an authoritative DNS server might choose not to
respond to such queries for reasons of local policy, notivated by
security, performance or other reasons.

The DNS specification does not include specific guidance for the
behavi our of DNS servers or clients in this situation. This docunent
ainms to provide such gui dance.
Thi s docunment updates RFC 1034 and RFC 1035.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on February 15, 2019.

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1.

1.

I nt roducti on

The Domai n Nane System (DNS) specifies a query type (QIYPE) "ANY"
The operator of an authoritative DNS server mi ght choose not to
respond to such queries for reasons of local policy, notivated by
security, performance or other reasons.

The DNS specification [ RFC1034] [RFC1035] does not include specific
gui dance for the behaviour of DNS servers or clients in this
situation. This docunent ains to provide such gui dance.

1. Term nol ogy

Thi s docunment uses term nol ogy specific to the Domai n Name System
(DNS), descriptions of which can be found in [RFC7719].

In this docunment, "ANY Query" refers to a DNS neta-query with
QTYPE=ANY. An "ANY Response" is a response to such a query.

In this docunment, "conventional ANY response"” means an ANY response
that is constructed in accordance with the al gorithm docunented in
section 4.3.2 of [RFC1034] and specifically w thout inplenenting any
of the mechani sns described in this docunent.

In an exchange of DNS nessages between two hosts, this docunent
refers to the host sending a DNS request as the initiator, and the
host sending a DNS response as the responder

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Motivations for Use of ANY Queries

ANY queries are legitimately used for debuggi ng and checking the
state of a DNS server for a particul ar nane.

ANY queries are sonetinmes used as a attenpt to reduce the nunber of
queries needed to get information, e.g. to obtain MX, A and AAAA
RRSets for a nail domain in a single query. There is no docunented
gui dance avail able for this use case, however, and sone

i mpl enent ati ons have been observed not to function as perhaps their
devel opers expected. Inplenenters that assume that an ANY query wl|l
ultimately be received by an authoritative server and will fetch al
exi sting RRSets, should include a fallback nechanismto use when that
does not happen.
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ANY queries are frequently used to exploit the anplification
potential of DNS servers/resolvers using spoofed source addresses and
UDP transport (see [RFC5358]). Having the ability to return small
responses to such queries nakes DNS servers |less attractive
anplifiers.

ANY queries are sonmetinmes used to help mine authoritative-only DNS
servers for zone data, since they are expected to return all RRSets
for a particular query name. |If a DNS operator prefers to reduce the
potential for information | eaks, they m ght choose not to send |arge
ANY responses.

Sone authoritative-only DNS server inplenentations require additiona
processing in order to send a conventional ANY response, and avoi di ng
that processi ng expense m ght be desirable.

3. General Approach

Thi s proposal provides a nechanismfor an authority server to signa
that conventional ANY queries are not supported for a particul ar
ONAME, and to do so in such a way that is both conpatible with and
triggers desirabl e behaviour by unnodified clients (e.g. DNS

resol vers).

Alternative proposals for dealing with ANY queries have been

di scussed. One approach proposed using a new RCODE to signal that an
authoritative server did not answer ANY queries in the standard way.
Thi s approach was found to have an undesirable effect on both

resol vers and authoritative-only servers; resolvers receiving an
unknown RCODE woul d re-send the sanme query to all avail able
authoritative servers, rather than suppress future such ANY queries
for the sane QNAME

Thi s proposal avoids that outconme by returning a non-enpty RRSet in
the ANY response, providing resolvers with sonething to cache and
ef fectively suppressing repeat queries to the sane or different
authority servers

4. Behavi our of DNS Responders
Bel ow are the three different nodes of behavi our by DNS responders
when processing queries with QNAMES that exist, QCLASS=IN and
QTYPE=ANY. Operators/Inplenenters are free to choose whi chever
mechani sm best suits their environment.

1. A DNS responder can choose to select one or a |larger subset of
the avail able RRSets at the ONAMVE
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2. A DNS responder can return a synthesised H NFO resource record.
See Section 6 for discussion of the use of H NFO

3. Resolver can try to give out the nost likely records the
requester wants. This is not always possible and the result
m ght well be a |l arge response

Except as described belowin this section, the DNS responder MJST
follow the standard al gorithnms when constructing a response.

4.1. Answer with a Subset of Avail able RRSets

A DNS responder which receives an ANY query MAY decline to provide a
conventional ANY response, or MAY instead send a response with a
single RRSet (or a |arger subset of available RRSets) in the answer
section.

The RRSets returned in the answer section of the response MAY consi st
of a single RRSet owned by the nanme specified in the QNAME. \ere
multiple RRSets exist, the responder SHOULD choose a snall subset of
those avialable to reduce the anplification potential of the
response.

If the zone is signed, appropriate RRSI G records MJST be included in
t he answer.

Note that this nechani sm does not provide any signalling to indicate
to a client that an inconplete subset of the avail able RRSets has
been returned.

4.2. Answer with a Synthesised H NFO RRSet

If there is no CNAME present at the owner nane matching the QNAVE
the resource record returned in the response MAY instead be

synt hesi sed, in which case a single H NFO resource record SHOULD be
returned. The CPU field of the H NFO RDATA SHOULD be set to RFCXXXX
[note to RFC Editor, replace with RFC nunber assigned to this
docunent]. The OS field of the H NFO RDATA SHOULD be set to the nul
string to minimze the size of the response.

The TTL encoded for the synthesised H NFO RR SHOULD be chosen by the
operator of the DNS responder to be | arge enough to suppress frequent
subsequent ANY queries fromthe sanme initiator with the same QNAVE
understanding that a TTL that is too | ong mi ght make policy changes
relating to ANY queries difficult to change in the future. The
specific value used is hence a faniliar bal ance when choosing TTL for
any RR in any zone, and be specified according to |ocal policy.
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If the DNS query includes DO=1 and the OQNAME corresponds to a zone
that is known by the responder to be signed, a valid RRSIG for the
RRSets in the answer (or authority if answer is enpty) section MJST
be returned. In the case of DO=0, the RRSIG SHOULD be onitted.

A systemthat receives an H NFO response SHOULD NOT infer that the
response was generated according to this specification and apply any
speci al processing of the response, since in general it is not
possible to tell with certainty whether the H NFO RRSet received was
synthesised. In particular, systens SHOULD NOT rely upon the H NFO
RDATA described in this seection to distinguish between synthesi sed
and non-synt hesi sed H NFO RRSet s.

4.3. Answer with Best GQuess as to Intention

In sone cases it is possible to guess what the initiator wants in the
answer (but not always). Sone inplenentations have inplenmented the
spirit of this docunent by returning all RRSets of RRType CNAME, MX
A and AAAA that are present at the owner name but suppressing others.
This heuristic seems to work well in practice, satisfying the needs
of some applications whilst suppressing other RRSets such as TXT and
DNSKEY t hat can often contribute to |arge responses. Wil st sone
applications nmay be satisfied by this behaviour, the resulting
responses in the general case are |larger than the approaches
described in Section 4.1 and Section 4. 2.

As before, if the zone is signed and the DO bit is set on the
correspondi ng query, an RRSIG RRSet MJST be included in the response.

4.4. Behaviour with TCP Transport

A DNS responder MAY behave differently when processi ng ANY queries
recei ved over different transport, e.g. by providing a conventiona
ANY response over TCP whilst using one of the other nechanisns
specified in this docunent in the case where a query was received
usi ng UDP

| mpl enenters SHOULD provide configuration options to allow operators
to specify different behaviour over UDP and TCP

5. Behaviour of DNS Initiators

A DNS initiator which sends a query with QIYPE=ANY and receives a
response containing an H NFO resource record or a single RRset, as
described in Section 4, MAY cache the response in the normal way.
Such cached resource records SHOULD be retained in the cache

foll owi ng normal caching senantics, as it would with any other
response received froma DNS responder
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A DNS initiator MAY suppress queries with QIYPESANY in the event that
the | ocal cache contains a matching H NFO resource record with

RDATA. CPU field, as described in Section 4. A DNS initiator MAY

i nstead respond to such queries with the contents of the |ocal cache
in the usual way.

6. HI NFO Consi der ati ons

It is possible that the synthesised H NFO RRSet in an ANY response,
once cached by the initiator, nmight suppress subsequent queries from
the sane initiator with QIYPE=H NFO. Thus the use of HNFO in this
proposal woul d hence have effectively mask the H NFO RRSet present in
the zone.

Aut hority-server operators who serve zones that rely upon
conventional use of the H NFO RRTYPE SHOULD sensi bly choose the
"single RRset" method described in this docunent or sel ect another

t ype.

The HI NFO RRTYPE is believed to be rarely used in the DNS at the tinme
of witing, based on observations made at recursive servers,
authority servers and in passive DNS

7. Updates to RFC 1034 and RFC 1035

Thi s docunent extends the specification for processing ANY queries
described in section 4.3.2 of [RFC1034].

It is inportant to note that returning a subset of avail able RRSets
when processing an ANY query is legitimate and consistent with

[ RFC1035]; it can be argued that ANY does not always nean ALL, as
used in section 3.2.3 of [RFC1035]. The nain difference here is that
the TC bit SHOULD NOT be set on the response indicating that this is
not a conpl ete answer.

Thi s docunent describes optional behaviour for both DNS initiators
and responders, and inplenentation of the guidance provided by this
docunent is OPTI ONAL.

RRSI G queries (i.e. queries with QTYPEERRSI G are simlar to ANY
queries in the sense that they have the potential to generate |arge
responses as well as extra work for the responders that process them
e.g. in the case where signatures are generated on-the-fly. RRSIG
RRSets are not usually obtained using such explicit queries, but are
rather included in the responses for other RRSets that the RRSIGs
cover. This docunent does not specify appropriate behaviour for
RRSI G queries, but note that future such advice nmight well benefit
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10.

11.

from consi stency with and experience of the approaches for ANY
queries described here.

| npl enent ati on Experience

In Cctober 2015 Cdoudflare Authoritative Name server inplementation
i mpl emented the HI NFO response. A few ninor problens were reported
and have since been resol ved.

An inpl enentation of the subset-nbde response to ANY queries was
i mpl emented in NSD 4.1 in 2016

An inmpl enentation of a single RRSet response to an ANY query was nade
for BIND9 by Tony Finch, and that functionality was subsequently mnade
available in production releases starting in BIND 9. 11.

Security Considerations

Queries with QTYPE=ANY are frequently observed as part of reflection
attacks, since a relatively small query can be used to elicit a large
response; this is a desirable characteristic if the goal is to
maxi m ze the anplification potential of a DNS server as part of a
volumetric attack. The ability of a DNS operator to suppress such
responses on a particular server nakes that server a |less usefu
anplifier.

The optional behaviour described in this docunent to reduce the size
of responses to queries with QTYPE=ANY is conpatible with the use of
DNSSEC by both initiator and responder

| ANA Consi derati ons

The 1ANA is requested to update the Resource Record (RR) TYPEs
Registry [1] entry as foll ows:

Fom e e Fom e e oo e e e e e e eeee oo - oo +
| Type | Value | Meaning | Reference |
Fomm - - - Fomm oo - S Fom e e e e e e e e oo +
| * | 255 | A request for sone or all | [ RFC1035] [ RFC6895]

[ [ | records the server has | [This Docunent] [
| | | avail abl e | |
Fom e e Fom e e oo e e e e e e eeee oo - oo +

Acknowl edgenent s

Davi d Lawrence provi ded val uabl e observati ons and concrete
suggestions. Jereny Lai dnman hel ped nake the docunent better. Tony
Finch realized that this docunent was val uable and inplemented it

Abl ey, et al. Expi res February 15, 2019 [ Page 8]



Internet-Draft M ni nal Responses for ANY Queries August 2018

whil e under attack. Richard G bson identified areas where nore
detail and accuracy was useful. A |arge nunber of other people also
provi ded comments and suggestions we thank themall for the feedback.

12. References
12.1. Normmtive References

[ RFC1034] Mockapetris, P., "Domain nanes - concepts and facilities",
STD 13, RFC 1034, DO 10.17487/ RFC1034, Novenber 1987,
<https://www. rfc-editor.org/info/rfcl034>.

[ RFC1035] Mbckapetris, P., "Domain names - inplenmentation and
specification", STD 13, RFC 1035, DO 10.17487/ RFC1035,
Novenber 1987, <https://ww. rfc-editor.org/info/rfcl035>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

12. 2. I nformati ve References

[ RFC5358] Damms, J. and F. Neves, "Preventing Use of Recursive
Nanmeservers in Reflector Attacks", BCP 140, RFC 5358,
DO 10.17487/ RFC5358, Cctober 2008,
<https://ww. rfc-editor.org/info/rfc5358>.

[ RFC6895] Eastlake 3rd, D., "Domain Name System (DNS) | ANA
Consi derations", BCP 42, RFC 6895, DO 10.17487/ RFC6895,
April 2013, <https://www. rfc-editor.org/info/rfc6895>.
[RFC7719] Hoffrman, P., Sullivan, A, and K Fujiwara, "DNS
Term nol ogy", RFC 7719, DO 10.17487/ RFC7719, Decenber
2015, <https://ww.rfc-editor.org/info/rfc7719>.
12.3. URIs

[1] http://ww. iana. org/assi gnment s/ dns-paranet ers/dns-
par anet er s. xht m #dns- par anet er s- 4

Abl ey, et al. Expi res February 15, 2019 [ Page 9]



Internet-Draft M ni nal Responses for ANY Queries August 2018

Appendi x A.  Editorial Notes
This section (and sub-sections) to be renoved prior to publication

A.1. Change History

A 1.1. draft-ietf-dnsop-refuse-any-07
Address AD s concerns: nore colour to describe updates to 1034/1035
in the abstract; don't rely upon H NFO RDATA formatting; |anguage
cl eanup around guess intent. Add Evan as author (originator of the
"choose one record" response idea).

A 1.2. draft-ietf-dnsop-refuse-any-06
Update RFC 1034 as well as RFC 1035; define the term "conventiona
ANY response"; soften and qualify ANY does not nean ALL; note that
t he subset node response | acks signalling.

A.1.3. draft-ietf-dnsop-refuse-any-05

M nor editorial changes. Soften advice on RRSIG queries. Version
bunp.
A 1.4, draft-ietf-dnsop-refuse-any-04
These are the changes requested during WALC. The title has been
updated for readability The behavi or section now contains description
of three different approaches in order of preference. Text added on
behavi or over TCP. The docunent is clear in howit updates from
RFC1035. M nor adjustnents for readability and renove redundancy.
A.1.5. draft-ietf-dnsop-refuse-any-03

Change section nane to "Updates to RFCL034", few ninor gramar
changes suggested by Matthew Pounsett and Tony Finch

Text clarifications, reflecting experience, added inplenentation
experi ence.

A 1.6. draft-ietf-dnsop-refuse-any-02
Added suggestion to call out RRSIGis optional when DO=0.

Nunmber of text suggestions from Jereny Lai dman.
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A 1.7. draft-ietf-dnsop-refuse-any-01
Add | ANA Consi derati ons
A.1.8. draft-ietf-dnsop-refuse-any-00

Re-submitted with a different name follow ng adoption at the dnsop WG
nmeeting convened at | ETF 94.

A.1.9. draft-jabl ey-dnsop-refuse-any-01
Make signing of RRSets in answers from signed zones nandatory.

Docurent the option of returning an existing RRSet in place of a
synt hesi sed one.

A.1.10. draft-jabley-dnsop-refuse-any-00

Initial draft circulated for conment.
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