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Abst ract

Thi s docunent proposes extensions to the DNS protocol to provide an
incremental zone transfer (IXFR) nechani smw th dynam c update
(UPDATE) capabilities, to keep | XFRs that deal w th DNSSEC snal | .

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 29, 2018.
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Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

I ncrenental zone transfer (IXFR, [RFCL995]) was introduced to
efficiently transfer changed portions of a zone. However, when a
zone is signed with DNSSEC [ RFC4033], [RFC4034], [RFC4035], the
transfer can still beconme very large. For example, when many
resource record sets (RRsets) need to be re-signed, or when the NSEC3
[ RFC5155] salt is changed, an | XFR may becone |arger than a full zone
transfer (AXFR, [RFC5936]). This is because the I XFR includes

compl ete copies of both the del eted and repl acenment RRSI G records.

To keep the deltas small in zone transfers, we need to have a richer
change syntax, for exanple like in Dynanic Update (DNS UPDATE,

[ RFC2136]. This docunment introduces a new query type M XFR (m ni nal
incremental zone transfer) that is able to express this richer
syntax. The goal of this proposal is to allow small changes to be
communi cated over UDP, and renmove as nuch redundant information from
the zone transfer as possible.

An earlier proposal to keep the zone transfers small is | XFR-ONLY
[ XFR-ONLY], by giving the client an oppurtunity to signal the server
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that it prefers an error above a fall back to an AXFR in case the
server is not able to send an | XFR  However | XFR-ONLY di d not reduce
the size of an | XFR

2. Definitions

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3.  Syntax

The syntax for MXFR is a superset of | XFR  The richer syntax of
M XFR al lows to add or delete nmultiple records with one resource
record (RR). M XFR is DNSSEC aware thus if there is a change to
RRset it knows to delete the covering RRISEs), this saves the
transm ssion of old RRsigs.

3.1. Inplicit RRSIG del etion

When an RRset is nodified, the MXFR client MJST al so renove all
existing RRSIG records on that RRset. This is valid for all RRtypes
except RRSIG itself.

3.2. Add an RR

This works the same as with I XFR, with inplicit RRSIG delete |ogic
added.

3.3. Delete an RR

This works the same as with I XFR, with inplicit RRSIG delete logic
added.

3.4. Delete an RRset

Similar to DNS UPDATE. To delete an RRset, the M XFR deletion |ist
i ncl udes an RR whose NAME and TYPE are those of the RRset to be

del eted. CLASS nust be specified as ANY. RDLENGTH nust be zero (0)
and RDATA nust therefore be enpty. This also deletes the covering

RRSI Gs.

Note that a record with its CLASS set to ANY does _not_ nean to

del ete (or change) the record in all avail able classes: zone
transfers are encapsulated in SOA records that determ ne the zone
nane and class (see Figure ()[#fig:a-M XFR-response]). Only changes
in the zone matching that nane and class will be nade.
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3.5. Delete All RRsets on a Nane

3.

4.

4.

Simlar to DNS UPDATE. To delete all RRSets at a name, the M XFR
deletion list includes an RR at that NAME, whose TYPE nust be
specified as ANY and CLASS nust be specified as ANY. RDLENGIH nust
be zero (0) and RDATA nust therefore be enpty.

6. Replace an RRset

The M XFR addition list includes an RR whose NAME and TYPE are those
of the RRset to be replaced. CLASS nust be specified as ANY.
RDLENGTH nmust be non-zero and the RDATA is that of the first

repl acenent record.

If an RRset is to be replaced with nmultiple records, the second and
subsequent records MJUST use the syntax for adding an RR

The same syntax is used to delete an RRset and to replace an RRset
with an RR whose RDLENGTH is zero. This is not anbi guous because the
fornmer appears in the deletion list (before the new SOA RR) and the
latter appears in the addition list (after the new SOA RR).

Pr ot ocol Description
1. dient side

The client can send a M XFR request. Just like with I XFR, it places
a SOA RRin the authority section to signal the version of the zone
it holds now If the client does not want the server to fall back to
AXFR, it MAY add another SOA RR in the additional section. This

achi eves M XFR-only behavior, simlar to | XFR-ONLY [| XFR-ONLY]. For
exanpl e:

- >>HEADER<<- opcode: QUERY, rcode: NCOERROR, id: 1337

flags: gr ; QUERY: 1, ANSVWER 0O, AUTHORITY: 1, ADDI TIONAL: 1
QUESTI ON SECTI ON:

exanpl e. I'N M XFR

;; AUTHORI TY SECTI ON:
exanpl e. IN SQA serial =1

;5 ADDI TI ONAL SECTI ON:
exanpl e. I'N SQA serial =1

Figure 1: A M XFR request for the "exanple." zone.

[MM Adding a whole record is quite sone overhead in bits while we
only signal one bit of information: to fall back or not to fall back.
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[OG Can we use a bit from header or OPT record? O can we just use
"Class | 0x8000" to signal that?

4.2. Server side

A server receiving a mninmal increnental zone transfer (M XFR)
request will reply with a MXFR A M XFR | ooks exactly like an | XFR
except there may be zero or nore of the new introduced syntax RRs
that can add or delete nore records. For the zone "exanple.", the
foll owi ng zone transfer can be sent that will replace all signatures
in the zone with new signatures for the names "exanple.",
"a.exanple.", "b.exanple." and "c.exanple.":

;; ->>HEADER<<- opcode: QUERY, rcode: NOERROR, id: 1337
7, flags: gr ; QUERY: 1, ANSVER 9, AUTHORITY: 0, ADDI TI ONAL: O
;. QUESTI ON SECTI ON:

;. exanpl e. I'N M XFR

;5 ANSWER SECTI ON:

exanpl e. I'N SQA serial =3
exanpl e. I'N SQA serial =1
exanpl e. ANY RRSI G

exanpl e. I'N SQA serial =3
exanpl e. I'N RRSI G rdata

a. exanpl e. I'N RRSI G rdata

b. exanpl e. I'N RRSI G rdata

c. exanpl e. I'N RRSI G rdata
exanpl e. IN SQA serial =3

Figure 2: A M XFR response for the "exanple." zone.

The server MAY reply with an | XFR or AXFR instead. |If the server
does not inmplenent MXFR it MJST return a response w th NOTI MPL
rcode. The client MJUST fallback to request | XFR or AXFR

4.3. Future zone transfer inprovenents

In many cases DNS servers have nmany zones in conmon, and there are
many changes in the zones each hour, in this case having a long |lived
TCP connection or an out-of-band protocol where the primary server
can push changes to the secondary.

The size of the zone transfer can be reduced even nore if the syntax
on the wire is changed, i.e. the RRwire format is abandoned. A
different grammar may add operators, renove duplicate RRset owner
nanes, and use standard conpression al gorithns.
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5.

8.

8.

These kind of inprovenents will require nore drastic changes, and may
be covered in a separate, future docunent.

| ANA Consi derations

| ANA is requested to assign the OPCODE val ue [ TBD] (decinmal) for

M XFR, in sub-registry "DNS OpCodes" of registry "Donmain Name System
(DNS) Paraneters".

Security Considerations

Thi s docunent does not introduce additional security considerations.
O does it?

Shoul d we expl ain what the security inplications are, because
descriptions fromold RFC s are not good enough?
Any M XFR transactions shoul d use secure channels such as | PSEC or
SSH tunnel, and use TSI G for authentication.

Acknowl edgenent s
Johan | hren, Tony Finch, Bob Harold.
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Appendi x A.  Changel og
A.1. Version 02

0 Renoved 'Delete All RRsets of a Type' because it had the sane
syntax as 'Delete an RRset’ [d afur].

o Cdarify ANY CLASS [#5, Bob Harold].
o Sleep for 3 years.
0 Renove | XFR Gone Wl d section.
A 2. Version 01
0o Split docunent in trivial and 'nore wild ideas.
A.3. Version 00
o Initial version
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