DNSOP Wor ki ng Group R Bellis

I nternet-Draft | SC
Updat es: RFC 2845, RFC 2931 (if P. van Dijk

approved) (if approved) R Gacogne
I ntended status: Standards Track Power DNS
Expi res: Septenber 6, 2018 March 05, 2018

DNS X- Pr oxi ed- For
draft-bellis-dnsop-xpf-04

Abst ract

It is becom ng nore commonpl ace to install front end proxy devices in
front of DNS servers to provide (for exanple) |oad balancing or to
performtransport |ayer conversions.

This docunent defines a neta resource record that allows a DNS server
to receive informati on about the client’s original transport protoco
paraneters when supplied by trusted proxies.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 6, 2018.

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

It is becom ng nore commonpl ace to install front end proxy devices in
front of DNS servers [RFCL035] to provide |oad balancing or to
performtransport |ayer conversions (e.g. to add DNS over TLS

[ RFC7858] to a DNS server that |acks native support).

This has the unfortunate side effect of hiding the clients’ source IP
addresses fromthe server, nmaking it harder to enploy server-side
technol ogi es that rely on knowi ng those addresses (e.g. ACLs, DNS
Response Rate Liniting, etc).

Thi s docunment defines the XPF meta resource record (RR) that allows a
DNS server to receive information about the client’s origina
transport protocol paraneters when supplied by trusted proxies.

Whil st in sonme circunstances it would be possible to re-use the
Client Subnet EDNS Option [RFC7871] to carry a subset of this
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information, a new RRis defined to allow both this feature and the
Client Subnet Option to co-exist in the same packet.

2. Term nol ogy

The key words "MJST', "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The XPF RR is anal ogous to the HTTP " X- Forwarded- For" header, but in
DNS the term"forwarder"” is usually understood to describe a network
component that sits on the outbound query path of a resolver.

Instead we use the term"proxy", which in this docunment neans a

net wor k conponent that sits on the inbound query path in front of a
recursive or authoritative DNS server, receiving DNS queries from
clients and di spatching themto | ocal servers.

3. Description
The XPF RR contains the entire 6-tuple (IP version, Layer 4 protocol
source address, destination address, source port and destination
port) of the packet received fromthe client by the proxy.

The presence of the source address supports use of ACLs based on the
client’s | P address.

The source port allows for ACLs to support Carrier G ade NAT whereby
di fferent end-users night share a single |IP address.

The destinati on address supports scenari os where the server behavi our
depends upon the packet destination (e.g. BIND view s "natch-
destinations" option)
The protocol and destination port fields allow server behaviour to
vary dependi ng on whether DNS over TLS [RFC7858] or DNS over DTLS
[ RFC8094] are in use.

3.1. dient Handling

Stub resolvers, client-side proxy devices, and recursive resolvers
MUST NOT add the XPF RR to DNS requests.
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3.2. Request Handling

The rules in this section apply to processing of the XPF RR whet her
by a proxy device or a DNS server

If this RRis received froma non-white-listed client the server MJST
return a REFUSED response.

If a server finds this RR anywhere other than in the Additiona
Section of a request it MJST return a REFUSED response.

If the value of the RRs IP version field is not understood by the
server it MJST return a REFUSED response

If the length of the I P addresses contained in the RR are not
consistent with that expected for the given I P version then the
server MJST return a FORVERR response

Servers MJST NOT send this RR in DNS responses.

3.3. Proxy Handling
For each request received, proxies MJST generate an XPF RR contai ni ng
the 6-tuple representing the client’s Layer 3 and Layer 4 headers and
append it to the Additional Section of the request (updating the

ARCOUNT field accordingly) before sending it to the intended DNS
server.

If avalid XPF RRis received froma white-listed client the origina
XPF RR MJST be preserved instead.

3.4. Server Handling
Wien this RRis received froma white-listed client the DNS server
SHOULD use the transport information contained therein in preference
to the packet’s own transport information for any data processing
logic (e.g. ACLs) that would otherw se depend on the latter

3.5. Wre Format
The XPF RRis formatted |ike any standard RR, but none of the fields
except RDLENGTH and RDATA have any meaning in this specification
Al multi-octet fields are transmitted in network order (i.e. big-
endi an) .
The required values of the RR header fields are as follows:

NAME: MUJST contain a single O octet (i.e. the root domain).
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TYPE: MJUST contain TBDl (XPF).

CLASS: MUST contain 1 (IN)

TTL: MJST contain 0 (zero).

RDLENGTH: specifies the length in octets of the RDATA field.

The RDATA of the XPF RRis as foll ows:

+0 (MSB) +1 (LSB)
B S T o T T T
0: | Unused | I P Version | Pr ot ocol |
B R T T T e T T oI S T g
2: | Source Address Cctet O | C. |
B e T e T S T T S SRy SR
| . 1 [

B S T o T T T
| Destination Address Cctet 0 | C. |
B T ST T T o S T T ST S

oL 111
L---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---L
| Sour ce Port |
B S T o T T T
| Destination Port |
B T S T S S T JLJr, S S S

Unused: Currently reserved. These bits MJST be zero unl ess redefined
in a subsequent specification.

I P Version: The I P protocol version nunber used by the client, as
defined in the 1ANA | P Version Nunber Registry [IANA-IP].
| mpl enent ati ons MJST support |1Pv4 (4) and |1 Pv6 (6).

Protocol : The Layer 4 protocol nunmber (e.g. UDP or TCP) as defined
in the | ANA Protocol Nunber Registry [|ANA-PROTQ .

Sour ce Address: The source | P address of the client.

Destination Address: The destination |IP address of the request, i.e.
the I P address of the proxy on which the request was received.

Source Port: The source port used by the client.
Destination Port: The destination port of the request.

The I ength of the Source Address and Destination Address fields wll
be variabl e depending on the I P Version used by the client.
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3.6. Presentation Fornat

XPF is a neta RR that cannot appear in nmaster format zone files, but
a standardi sed presentation format is defined here for use by
debugging utilities that night need to display the contents of an XPF
RR.

The Unused bits and the IP Version field are treated as a single
octet and presented as an unsigned decimal integer with range 0 ..
255.

The Protocol field is presented as an unsigned decinmal integer with
range 0 .. 255.

The Source and Destination Address fields are presented either as
I Pv4 or |1 Pv6 addresses according to the IP Version field. 1In the
case of I Pv6 the recomendati ons from [ RFC5952] SHOULD be fol | owed.

The Source and Destination Port fields are presented as unsigned
decimal integers with range 0 .. 65535.

3.7. Signed DNS Requests

Any XPF RRs found in a packet MJST be ignored for the purposes of
calculating or verifying any signatures used for Secret Key
Transaction Aut hentication for DNS [ RFC2845] or DNS Request and
Transaction Signatures (SI 3 0)) [RFC2931].

Typically it is expected that proxies will append the XPF RRto the
packet after any existing TSIG or SIG0) RRs, and that servers wll
remove the XPF RR fromthe packet prior to verification of the
original signature, with the ARCOUNT field updated as appropriate.

If either TSIG or SIG0) are configured between the proxy and server
then any XPF RRs MJST be ignored when the proxy cal cul ates the packet
si gnature.

4. Security Considerations

If the white-list of trusted proxies is inplemented as a list of IP
addresses, the server adm nistrator MJST have the ability to
selectively disable this feature for any transport where there is a
possibility of the proxy' s source address being spoofed.

This does not nean to inply that use over UDP is inpossible - if for
exanpl e the network architecture keeps all proxy-to-server traffic on
a dedi cated network and clients have no direct access to the servers
then the proxies’ source addresses can be consi dered unspoof abl e.
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5. Inplenentation status

[RFC Editor Note: Please renove this entire section prior to
publication as an RFC. ]

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenented protocols nore nature.

It is up to the individual working groups to use this infornmation as
they see fit".

5.1. dnsdi st

Support for adding an XPF RR to proxied packets is provided in the
git version of dnsdist. The code point is configurable.

5.2. Power DNS Recursor
Support for extracting the XPF RR fromrecei ved packets (when com ng
froma trusted source) is available in the git version of the
Power DNS Recursor. The code point is configurable.

5.3. Wreshark

Support for dissecting XPF RRs is present in Wreshark 2.5.0, using a
tenporary code point of 65422

6. Privacy Considerations
Used incorrectly, this RR could expose internal network information,

however it is not intended for use on proxy / forwarder devices that
sit on the client-side of a DNS request.
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9.

This specification is only intended for use on server-side proxy
devices that are under the same administrative control as the DNS
servers thensel ves. As such there is no change in the scope within
whi ch any private information m ght be shared.

Use ot her than as descri bed above woul d be contrary to the principles
of [RFC6973].

| ANA Consi der ations

<< a copy of the RFC 6895 | ANA RR TYPE application tenplate wll
appear here >>
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