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Abst r act

Edi

The docunment specifies a Distributed Denial-of-Service Open Threat
Signaling (DOTS) data channel used for bul k exchange of data that
cannot easily or appropriately communi cated through the DOTS si gnal
channel under attack conditions.

This is a conpani on docunent to the DOTS signal channel
speci fication.

torial Note (To be renoved by RFC Editor)

Pl ease update these statenents with the RFC nunber to be assigned to
t hi s docunent:

0 "This version of this YANG nodule is part of RFC XXXX;"

0 "RFC XXXX: Distributed Denial -of-Service OQpen Threat Signaling
(DOTS) Data Channel Specification”;

o reference: RFC XXXX

Pl ease update this statement with the RFC nunber to be assigned to
the foll ow ng docunents:

0 "RFC YYYY: Distributed Denial-of-Service Qpen Threat Signaling
(DOTS) Signal Channel Specification";
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0 "RFC 7zz7zZ: Network Access Control List (ACL) YANG Data Mbdel";
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 2, 2018.
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1. Introduction

A distributed denial-of-service (DDoS) attack is an attenpt to nake
machi nes or network resources unavailable to their intended users.
In nmost cases, sufficient scale can be achieved by conpronising
enough end-hosts and using those infected hosts to perpetrate and
anplify the attack. The victimof such attack can be an application
server, a router, a firewall, an entire network, etc.

As discussed in [I-D.ietf-dots-requirenments], the |lack of a common
nmet hod to coordinate a real-time response anong invol ved actors and
networ k domains inhibits the speed and effectiveness of DDoS attack
mtigation. Fromthat standpoint, DDoS Open Threat Signaling (DOTS)
defines an architecture that allows a DOTS client to send requests to
a DOTS server for DDoS attack mitigation
[I-D.ietf-dots-architecture]. The DOTS approach is thus neant to

m nimze the inpact of DDoS attacks, thereby contributing to the
enforcenment of nore efficient defensive if not proactive security
strategies. To that aim DOTS defines two channels: the signal and
the data channels (Figure 1).

SRR Si gnal Channel ------ > |

| | <======= Dat a Channel =—=====> | |

Figure 1: DOTS Channel s

The DOTS signal channel is used to carry information about a device
or a network (or a part thereof) that is under a DDoS attack. Such
information is sent by a DOIS client to an upstream DOTS server so
that appropriate mtigation actions are undertaken on traffic deened
suspi cious. The DOTS signal channel is further elaborated in
[I-D.ietf-dots-signal-channel].
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As for the DOTS data channel, it is used for infrequent bul k data
exchange between DOTS agents to significantly inprove the
coordination of all the parties involved in the response to the
attack. Section 2 of [I-D.ietf-dots-architecture] nentions that the
DOTS data channel is used to performthe follow ng tasks:

(0]

Reddy,

Creating aliases for resources for which mtigation may be
request ed.

A DOTS client may subnmit to its DOTS server a collection of
prefixes which it would like to refer to by an alias when
requesting mitigation. The DOTS server can respond to this
request with either a success or failure response (see Section 2
in[l-Dietf-dots-architecture]).

Refer to Section 7 for nore details.

Filter managenment, which enables a DOTS client to request the
installation or withdrawal of traffic filters, dropping or rate-
limting unwanted traffic, and permtting white-listed traffic. A
DOTS client is entitled to instruct filtering rules only on IP
resources that belong to its donain.

Sanpl e use cases for populating black- or white-list filtering
rules are detailed hereafter

* |f a network resource (DOTS client) detects a potential DDoS
attack froma set of |P addresses, the DOIS client infornms its
servicing DOTS gateway of all suspect |IP addresses that need to
be bl ocked or black-listed for further investigation. The DOTS
client could also specify a list of protocols and port nunbers
in the black-list rule.

The DOTS gateway then propagates the black-l1isted | P addresses
to a DOTS server which will undertake appropriate actions so
that traffic originated by these | P addresses to the target
network (specified by the DOTS client) is blocked.

* A network, that has partner sites fromwhich only legitimte
traffic arrives, may want to ensure that the traffic fromthese
sites is not subjected to DDoS attack nitigation. The DOTS
client uses the DOTS data channel to convey the white-listed IP
prefixes of the partner sites to its DOTS server

The DOTS server uses this information to white-list flows
originated by such IP prefixes and which reach the network.

Refer to Section 8 for nore details.
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2

Not ati onal Conventions and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The reader should be famliar with the terns defined in
[I-D.ietf-dots-requirements].

The termi nology for describing YANG data nodules is defined in
[ RFC7950]. The neaning of the synbols in tree diagrans is defined in
[I-D.ietf-netnod-yang-tree-di agrans].

Thi s docunment generalizes the notion of Access Control List (ACL) so
that it is not device-specific [I-D.ietf-netnod-acl-nodel]. As such
t his docunent defines an ACL as an ordered set of rules that is used
to filter traffic. Each rule is represented by an Access Contro
Entry (ACE). ACLs communi cated via the DOTS data channel are not
bound to a device interface.

For the sake of sinplicity, all of the exanples in this docunent use
"/restconf" as the discovered RESTCONF APl root path. Many protoco
header |ines and nessage-body text within exanples throughout the
docunment are split into nultiple lines for display purposes only.
When a line ends with backslash ('\') as the |l ast character, the line
is wapped for display purposes. It is to be considered to be joined
to the next line by deleting the backslash, the follow ng |line break
and t he | eadi ng whitespace of the next line.

DOTS Data Channel : Design Overview

Unl i ke the DOTS signal channel, which nust remain operational even
when confronted with signal degradation due to packets |oss, the DOTS
data channel is not expected to be fully operational at all tines,
especially when a DDoS attack is underway. The requirenents for a
DOTS data channel protocol are docunented in
[I-D.ietf-dots-requirenments].

This specification does not require an order of DOIS signal and data
channel creations nor nandates a time interval between them These
consi derations are inplenentation- and depl oynment - speci fi c.

As the primary function of the data channel is data exchange, a
reliable transport node is required in order for DOIS agents to
detect data delivery success or failure. This docunent uses RESTCONF
[ RFC8040] over TLS [RFC5246] over TCP as the DOTS data channe
protocol. The abstract |ayering of DOIS data channel is shown in

Fi gure 2.
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Figure 2: Abstract Layering of DOTS Data Channel

The HTTP POST, PUT, PATCH, and DELETE met hods are used to edit data
resources represented by DOIS data channel YANG data nodul es. These
basic edit operations allow the DOTS data channel running
configuration to be altered by a DOTS client.

DOTS data channel configuration information as well as state
information can be retrieved with the GET nethod. An HITP status-
line header field is returned for each request to report success or
failure for RESTCONF operations (Section 5.4 of [RFC8040]). The
"error-tag" provides nore information about encountered errors
(Section 7 of [RFC8040]).

DOTS clients performthe root resource discovery procedure discussed
in Section 3.1 of [RFC8040] to deternine the root of the RESTCONF
APl . After discovering the RESTCONF APl root, a DOTS client uses
this value as the initial part of the path in the request URI, in any
subsequent request to the DOTS server. The DOTS server may support
the retrieval of the YANG nodules it supports (Section 3.7 in

[ RFC8040]). For exanple, a DOTS client may use RESTCONF to retrieve
the vendor-specific YANG nodul es supported by its DOTS server.

JavaScript Object Notation (JSON) [ RFC7159] payload is used to
propagate the DOTS data channel specific payl oad nessages that carry
request paraneters and response information, such as errors. This
specification uses the encoding rules defined in [ RFC7951] for
representing DOTS data channel configuration data using YANG
(Section 5) as JSON text.

A DOTS client registers itself to its DOTS server(s) in order to set
up DOTS data channel -rel ated configuration data and receive state
data (i.e., non-configuration data) fromthe DOIS server(s). Mitual
aut henti cation and coupling of signal and data channels are specified
in[I-D.ietf-dots-signal-channel].
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A single DOTS data channel between DOTS agents can be used to
exchange nultiple requests and multiple responses. To reduce DOTS
client and DOTS server workload, DOTS clients SHOULD re-use the sane
TLS session. Wile the comunication to the DOTS server is

qui escent, the DOTS client MAY probe the server to ensure it has

mai nt ai ned cryptographic state. Such probes can al so keep alive
firewal |l and/or NAT bindings. A TLS heartbeat [RFC6520] verifies
that the DOTS server still has TLS state by returning a TLS nmessage.

I n depl oynents where one or nore translators (e.g., NAT44, NAT64,
NPTv6) are enabl ed between the client’s network and the DOTS server,
DOTS data channel nessages forwarded to a DOTS server nust not
include internal |P addresses/prefixes and/or port nunbers; external
addr esses/ prefi xes and/or port nunbers as assigned by the translator
MUST be used instead. This docunment does not nmake any recommendati on
about possible translator discovery nmechani sns. The follow ng are
some (non-exhaustive) deploynment exanples that nmay be considered:

o Port Control Protocol (PCP) [RFC6887] or Session Traversal
Uilities for NAT (STUN) [RFC5389] may be used to retrieve the
ext ernal addresses/prefixes and/or port numbers. Information
retrieved by nmeans of PCP or STUN will be used to feed the DOTS
data channel nessages that will be sent to a DOTS server.

o0 A DOTS gateway may be co-located with the translator. The DOTS
gateway will need to update the DOTS nessages, based upon the
| ocal translator’s binding table.

When a server-donmain DOTS gateway is involved in DOTS data channel
exchanges, the sane considerations for manipulating the ’cdid

(client domain identifier) paraneter specified in
[I-D.ietf-dots-signal-channel] MJST be foll owed by DOIS agents. As a
rem nder, 'cdid is neant to assist the DOIS server to enforce some
policies (e.g., limt the nunber of filtering rules per DOTS client
or per DOTS client domain).

If a DOTS gateway is involved, the DOTS gateway verifies that the
DOTS client is authorized to undertake a data channel action (e.g.,
instantiate filtering rules). |If the DOIS client is authorized, it
propagates the rules to the upstream DOTS server. Likew se, the DOTS
server verifies that the DOTS gateway is authorized to relay data
channel actions. For exanple, to create or purge filters, a DOIS
client sends its request to its DOIS gateway. The DOTS gat eway
validates the rules in the request and proxies the requests
containing the filtering rules to its DOIS server. Wen the DOIS
gateway receives the associ ated response fromthe DOTS server, it
propagat es the response back to the DOTS client.
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5.

5.

A DOTS server may detect conflicting filtering requests from distinct
DOTS clients which belong to the same domain. For exanple, a DOIS
client could request to blacklist a prefix by specifying the source
prefix, while another DOTS client could request to whitelist that

same source prefix, but both having the same destination prefix. It
is out of scope of this specification to recommend the behavior to
follow for handling conflicting requests (e.g., reject all, reject

the new request, notify an adm nistrator for validation). DOTS
servers SHOULD support a configuration paraneter to indicate the
behavior to follow when a conflict is detected. Section 8.1
speci fies the behavior when no instruction is supplied to a DOTS
server.

How filtering rules instantiated on a DOTS server are translated into
networ k configurations actions is out of scope.

DOTS Server(s) Discovery

Thi s docunment assumes that DOTS clients are provisioned with the
reachability information of their DOTS server(s) using a variety of
means (e.g., local configuration, or dynam c means such as DHCP).
The specification of such neans are out of scope of this docunent.

Li kewi se, it is out of scope of this docunent to specify the behavior
to follow by a DOTS client to place its requests (e.g., contact all
servers, select one server anmong the list) when nultiple DOTS servers
are provisioned.

DOTS Data Channel YANG Mbdul e
1. Tree Structure

The tree structure for the DOTS data channel YANG npdule is as
foll ows:

nodul e: ietf-dots-data-channel

+--rw dot s-data
+--rw dots-client* [cuid]
+--rw cuid string
+--rw cdi d? string
+--rw aliases
| +--rwalias* [nange]

| +--rw name string

| +--rw target-prefix* inet:ip-prefix

| +--rw target-port-range* [l ower-port upper-port]
[ | +--rwlower-port i net: port - nunber

| | +--rw upper-port i net: port-nunber

| +--rw target-protocol * uint8
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i net : domai n- nane

+--rw target-uri?* inet:uri
+-rwlifetine i nt 32
--rw access-lists
+--rw acl * [ nane]
+--rw name string
+--rw type? ietf-acl:acl-type
+-rwlifetine i nt 32
+--rw aces
+--rw ace* [ nane]
+--rw hane string

+--rw mat ches

+-rw (13)?
+--:(ipvd)
+--rwipva

+--rw dscp?

| i net:dscp
+--rw ecn?

[ uint8
+--rw | engt h?

| uint16
+--rwittl?

| uint8
+--rw protocol ?

[ uint8

+--rw source-port-range-or - oper at or
| +--rw (port-range-or-operator)?
[ +--:(range)

| | +--rw | ower-port

| | ] i net: port-nunber
| | +--rw upper-port

| | i net: port - nunber
| +--:(operator)

[ +--rw operator?

| | oper at or

| +--rw port

| i net: port-nunber

+--rw destination-port-range-or-operator
| +--rw (port-range-or-operator)?

[ +--:(range)

| | +--rw | ower-port

| | ] i net: port-nunber

| | +--rw upper-port

| | i net: port - nunber

| +--:(operator)

[ +--rw operator?

| | oper at or

| +--rw port

Expi res August 2, 2018 [ Page 9]
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i net: port-nunber

+--rwihl?

ui nt 8

+-rw flags?

bits

+--rw of fset?

ui nt 16

+--rw identification?

ui nt 16

+--rw destination-i pv4-network?

i net:ipva-prefix

+--rw source-i pv4- net wor k?

i net:ipva-prefix

+--rw v4-fragnments?

i pv6)

enpty

rwipve
+--rw dscp?

i net:dscp

+--rw ecn?

ui nt 8

+--rw | engt h?

ui nt 16

+--rw ttl?

ui nt8

+--rw protocol ?

ui nt 8

+--rw source-port-range-or-operator

+--rw (port-range-or-operator)?

+--:(range)
| +--rwlower-port
| i net: port - nunber
| +--rw upper-port
[ i net: port - nunber
+--: (operator)

+--rw operator?

[ oper at or

+--rw port

i net: port-nunber

--rw destination-port-range-or-operator
+--rw (port-range-or-operator)?

+--:(range)
| +--rwlower-port
| i net: port - nunber
| +--rw upper-port
[ i net: port - nunber
+--: (operator)

+--rw operator?
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| | | oper at or

| | +--rw port

| | i net: port-nunber
[ +--rw destination-ipv6-network?
| | i net:ipv6-prefix

[ +--rw source-i pv6- net wor k?
[ i net:ipv6-prefix

| +--rw fl ow | abel ?

| | inet:ipv6-flowl abe
[ +--rw v6-fragnents?

I

+--rw rest-of - header ? ui nt 32
-rw actions
+--rw forwardi ng i dentityref
+--rwrate-limt? deci mal 64
+--ro statistics
+--ro mat ched- packets? yang: count er 64
+--ro mat ched-octets? yang: count er 64

I

I

I

I

I

I

I

I

I

I

I enpty

| +--rw (14)?

I +--:(tcp)

| | +--rwtcp

| | +--rw sequence- nunber ?
[ [ [ ui nt 32

| | +--rw acknowl edgenent - nunber ?
[ [ [ ui nt 32

| | +--rw dat a- of f set ?

| | | uint8

| | +--rw reserved?

[ [ [ ui nt8

| | +-rw flags?

[ [ [ bits

| | +--rw wi ndow- si ze?

| | | uint16

| | +--rw urgent-pointer?
[ [ [ ui nt 16

| | +--rw options?

[ [ ui nt 32

I +--: (udp)

| |  +--rw udp

| | +--rw | engt h? uint16
I +--:(icnp)

| +-rwicnp

| +--rw type? uint8
| +--rw code? uint8
I

+-

I

I

The DOTS data channel YANG nodul e (ietf-dots-data-channel) allows to
manage aliases for resources for which mtigation nmay be requested.
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Such aliases may be used in subsequent DOTS signal channel exchanges
to refer nore efficiently to the resources under attack

Al so, the nodule allows nanaging filtering rules. Exanples of
filtering managenent in a DOTS context include, but not Iimted to:

o Black-1ist nanagenent, which enables a DOTS client to informa
DOTS server about sources fromwhich traffic should be di scarded.

o0 Wiite-list managenent, which enables a DOTS client to informa
DOTS server about sources fromwhich traffic should al ways be
accept ed.

o Filter managenment, which enables a DOIS client to request the
installation or withdrawal of traffic filters, dropping or rate-
limting unwanted traffic and permtting white-listed traffic.

Early versions of this docunent investigated to what extent
augrmenting 'ietf-access-control-list’ neet DOIS requirenments, but
that desi gn approach was abandoned because it does not support
meeti ng many of DOTS requirenents, e.g.

0 Retrieve a filtering entry (or all entries) created by a DOTS
client.

0 Delete a filtering entry that was instantiated by a DOTS client.

DOTS filtering entries (i.e., Access Control List (ACL)) mimc the
structure specified in [I-D.ietf-netnod-acl-nodel]. Concretely, DOTS
agents are assunmed to nani pul ate an ordered list of ACLs; each ACL
contains a separately ordered list of Access Control Entries (ACEs).
Each ACE has a group of match and a group of action criteria.

The 'ietf-dots-data-channel’ nodul e reuses the packet fields nodule
"ietf-packet-fields” [I-D.ietf-netnod-acl-nodel] which defines

mat ching on fields in the packet including | Pv4, |Pv6, and transport
| ayer fields. DOTS inplenmentations MJUST support the follow ng

mat ching criteria: match based on the | P header (IPv4 and |Pv6),

mat ch based on the transport header (TCP, UDP, and |ICW), and any
conbi nati on thereof.

DOTS forwardi ng actions can be 'accept’ (i.e., accept matching
traffic) or "drop’ (i.e., drop matching traffic w thout sendi ng any

| CMP error message). Accepted traffic can be subject to rate
limting 'rate-limt’. Note that 'reject’ action (i.e., drop

mat ching traffic and send an | CVP error nessage to the source) is not
supported in 'ietf-dots-data-channel’ because it is not appropriate
in the context of DDoS nitigation. Generating |CVP nessages to
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notify drops when mitigating a DDoS attack will exacerbate the DDoS
attack. Furthernore, these I CWMP nessages will be used by an attacker
as an explicit signal that the traffic is being bl ocked.

Filtering rules instructed by a DOTS client assunes a default
direction: the destination is the DOTS client donain.

Thi s docunment supports fragnent filtering which adds an additiona

| ayer of protection against a DoS attack that uses non-initial
fragments only. Wen there is only layer 3 information in the ACL
entry and the fragnents keyword is present, for non-initial fragnents
mat chi ng the ACE entry, the 'deny’ or 'accept’ action associated with
the ACE entry will be enforced. For initial or non-fragment natching
the ACE entry, the next ACE entry will be processed. When there is
both layer 3 and layer 4 information in the ACE entry and the
fragments keyword is present, the ACE action is conservative for both
"accept’ and 'deny’ actions. The actions are conservative to not
accidentally deny a fragnmented portion of a flow because the
fragments do not contain sufficient information to match all of the
filter attributes. |In the 'deny’ action case, instead of denying a
non-initial fragment, the next ACE entry is processed. In the
"accept’ case, it is assuned that the layer 4 information in the non-
initial fragnent, if available, matches the layer 4 information in
the ACE entry.

Once all the ACE entries have been iterated though with no match
then all the following ACL’s ACE entries are iterated through unti
the first match at which point the specified action is applied. |If
there is no match, then there is no action to be taken against the
packet .

In order to avoid stale entries, a lifetinme is associated with alias
and filtering entries. DOIS clients include a suggested lifetine in
the request, but it is up to the DOTS server to decide whether it
honors that hint or it has to proceed as per its |ocal policies.

5.2.  YANG Modul e
<CODE BEG NS> file "ietf-dots-data-channel @018-01-22. yang"
nmodul e i et f-dots-data-channel {
yang-version 1.1;
namespace "urn:ietf:parans: xm : ns:yang:ietf-dots-data-channel”
prefix data-channel
import ietf-access-control-list {
prefix ietf-acl

}
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i mport ietf-packet-fields {
prefix packet-fields;

i mport ietf-dots-signal-channel {
prefix dots-signal
}

organi zati on

"I ETF DDoS Open Threat Signaling (DOTS) Wrking G oup”
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dots/>

WG List: <nmilto:dots@etf.org>

Editor: Konda, Tirumal eswar Reddy
<mai | t o: Ti r umal eswar Reddy_Konda@tAf ee. conp

Editor: Mhanmed Boucadair
<mai | t o: nohanmed. boucadai r @r ange. con®

Aut hor: Kanane N shi zuka
<mui | t o: kaname@t t v6. j p>

Author: Liang Xia
<mai | t o: f rank. xi al i ang@uawei . con>

Aut hor: Prashanth Pati
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description
"This nodul e contai ns YANG definition for configuring
al i ases for resources and filtering rules using DOIS
dat a channel

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
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Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision 2018-01-22 {
description
"Initial revision.";
ref erence
"RFC XXXX: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Data Channel Specification”

}

groupi ng aliases {
description
"Top |l evel container for aliases"
list alias {
key "nane";
description
"List of aliases";
| eaf nane {
type string;
description
"The name of the alias"
}
uses dots-signal:target;
leaf lifetinme {
type int32;
units "mnutes";
mandat ory true
description
"Indicates the lifetime of the alias entry.

Alifetine of negative one (-1) indicates indefinite
lifetime for the alias.";

}
}
}

groupi ng access-lists {
description
"Specifies the ordered set of Access Control Lists.";
list acl {
key "nane";
order ed- by user;
description
"An Access Control List (ACL) is an ordered list of
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Access List Entries (ACE). Each Access Control Entry has a
list of match criteria and a list of actions."”

| eaf nane {
type string {
length "1..64";
}

description
"The name of access-list.";
ref erence
"RFC ZZZZ: Network Access Control List (ACL)
YANG Dat a Model "
}
| eaf type {
type ietf-acl:acl-type
description

"Type of access control list. Indicates the prinmary intended
type of match criteria (e.g., IPv4, IPv6) used in the |ist
i nstance.";
ref erence

"RFC 7z77: Network Access Control List (ACL)
YANG Dat a Model "

leaf lifetinme {
type int32;
units "mnutes";
mandat ory true;
description
"Indicates the lifetinme of the filtering rule

Alifetine of negative one (-1) indicates indefinite
lifetime for the filtering request.";
}
cont ai ner aces {
description
"The access-list-entries container contains
a list of ACEs.";
list ace {
key "nane";
or der ed- by user;
description
"List of access list entries.”;
| eaf nane {

type string {
length "1..64";

}

description
"A unique nane identifying this Access List
Entry (ACE).";
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ref erence
"RFC 7z77: Network Access Control List (ACL)
YANG Dat a Model "
}
cont ai ner mat ches {
description
"The rules in this set determne what fields will be
mat ched upon before any action is taken on them

If no matches are defined in a particul ar container
then any packet will match that container

If no matches are specified at all in an ACE, then any
packet will match the ACE.";
reference

"RFC ZZZZ: Network Access Control List (ACL)
YANG Dat a Model "

choice 13 {
contai ner ipv4d {
when "derived-from(../../../../type," +
""ietf-acl:ipvd-acl-type')";
uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv4-header-fields;
| eaf v4-fragnents {
type enpty;
description
"Handl e | Pv4 fragnents.";
}
description
"Rul e set that matches | Pv4 header.";
}

contai ner ipv6 {
when "derived-from(../../../../type," +
""ietf-acl:ipv6-acl-type')";

uses packet-fields:acl-ip-header-fields;
uses packet-fields:acl-ipv6-header-fields;
| eaf v6-fragnents {

type enpty;

description

"Handl e | Pv6 fragnents.";

}

description
"Rul e set that matches | Pv6 header.";
}

description
"Either I Pv4 or |Pv6."
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choice 14 {
container tcp {
uses packet-fields:acl-tcp-header-fields;
description
"Rul e set that matches TCP header."
}

contai ner udp {
uses packet-fields:acl -udp-header-fields;
description
"Rul e set that matches UDP header."
}

container icnp {
uses packet-fields:acl-icnp-header-fields;
description
"Rul e set that matches | CVWP header."
}

description
"Can be TCP, UDP, or |CW";
}
}

cont ai ner actions {
description
"Definitions of action for this ACE. ";
| eaf forwarding {
type identityref {
base ietf-acl:forwardi ng-action;

mandat ory true
description
"Specifies the forwarding action per ACE. ";
ref erence
"RFC 7z77: Network Access Control List (ACL)
YANG Dat a Model "

}
leaf rate-limt {
when "../forwarding = "ietf-acl:accept’" {
description
"rate-limt valid only when accept action is used"
}

type deci mal 64 {
fraction-digits 2;
}

description
"rate-limt traffic";
}
}

contai ner statistics {
config fal se
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description
"Aggregate statistics.";
uses ietf-acl:acl-counters;

cont ai ner dots-data {
description
"Mai n container for DOTS data channel .";
list dots-client {
key "cuid";
description
"List of DOTS clients.";
| eaf cuid {
type string;
description
"A unique identifier that is randomy generated by
a DOTS client to prevent request collisions.”
ref erence
"RFC YYYY: Distributed Denial -of-Service Open Threat
Si gnaling (DOTS) Signal Channel Specification"

}
| eaf cdid {
type string;
description
"A client donmain identifier conveyed by a
server-donmai n DOTS gateway to a renote DOTS server.";
ref erence
"RFC YYYY: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Signal Channel Specification”;
}
contai ner aliases {
description
"Set of aliases that are bound to a DOTS client."
uses ali ases;
}
contai ner access-lists {
description
"Access |lists that are bound to a DOTS client.";
uses access-lists;

}
}

}
}
<CODE ENDS>
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6. Registering DOIS Cients

In order to create a new DOTS client ('dots-client’) resource on DOTS
servers, DOTS clients MUST send a POST request (shown in Figure 3).

POST /restconf/datal/ietf-dots-data-channel:dots-data HITP/ 1.1
Host: {host}:{port}
Cont ent - Type: appli cati on/yang-data+json

"i etf-dots-data-channel :dots-client": |

"cuid": "string"
}
]
}

Figure 3: POST to Register
The *cuid (client unique identifier) parameter is described bel ow

cuid: A globally unique identifier that is nmeant to prevent
collisions anong DOTS clients. This attribute has the sane
meani ng, syntax, and processing rules as the 'cuid attribute
defined in [I-D.ietf-dots-signal-channel]

DOTS clients MJUST use the sane 'cuid for both signal and data
channel s.
This is a mandatory attri bute.

I n depl oynents where server-domain DOTS gat eways are enabl ed

identity information about the origin source client domain SHOULD be
supplied to the DOTS server. That information is neant to assist the
DOTS server to enforce sonme policies. These policies can be enforced
per-client, per-client domain, or both. Figure 4 shows an exanpl e of
a request relayed by a server-donmai n DOTS gat eway.

Reddy, et al. Expi res August 2, 2018 [ Page 20]



Internet-Draft DOTS Dat a Channel Protocol January 2018

POST /restconf/data/ietf-dots-data-channel:dots-data HITP/ 1.1
Host: {host}:{port}
Cont ent - Type: applicati on/yang-data+json

"i etf-dots-data-channel :dots-client": [

“cuid": "string",
"cdid": "string"
}
]
}

Figure 4: POST to Register (DOTS Gateway)
A server-domai n DOTS gat eway SHOULD add the follow ng attribute:

cdid: This attribute has the sane neani ng, syntax, and processing
rules as the "cdid attribute defined in
[I-D.ietf-dots-signal-channel].

The DOTS gateway that inserted a 'cdid in a request, MJIST strip
the "cdid paraneter in the correspondi ng response hefore
forwardi ng the response to the DOTS client.

This is an optional attribute.

A request exanple to create a 'dots-client’ resource is depicted in
Figure 5. This request is relayed by a server-domain DOTS gateway as
hinted by the presence of the 'cdid attribute.

POST /restconf/data/ietf-dots-data-channel:dots-data HITP/ 1.1
Host: {host}:{port}
Cont ent - Type: applicati on/yang-data+json

"ietf-dots-data-channel :dots-client": [

"cuid": "dzépH aADkaFTbjr 0JGBpw',
"cdid": "7eeaf 349529eb55ed50113"
}
]
}

Figure 5: POST to Register (DOTS gateway)

DOTS servers MUST limt the nunber of "dots-client’ resources to be
created by the sane DOTS client to 1 per request. Requests with
multiple 'dots-client’ resources MJUST be rejected by DOTS servers.
To that aim the DOTS server MJST rely on the sane procedure to
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unamnbi guously identify a DOIS client as discussed in Section 4.4.1 of
[I-D.ietf-dots-signal -channel].

The DOTS server indicates the result of processing the POST request
using status-line codes. Status codes in the range "2xx" codes are
success, "4xx" codes are sone sort of invalid requests and "5xx"
codes are returned if the DOTS server has erred or is incapable of
accepting the creation of the 'dots-client’ resource. |In particular,

0 "201 Created" status-line is returned in the response, if the DOTS
server has accepted the request.

0 "400 Bad Request" status-line is returned by the DOTS server, if
the request does not include a 'cuid paraneter. The error-tag
"mssing-attribute” is used in this case.

0 "409 Conflict" status-line is returned to the requesting DOTS
client, if the data resource already exists. The error-tag
"resource-denied" is used in this case.

Once a DOTS client registers itself to a DOTS server, it can
create/delete/retrieve aliases (Section 7) and filtering rules
(Section 8).

A DOTS client MAY use the PUT request (Section 4.5 in [RFC8040]) to
register a DOTS client within the DOTS server. An exanple is shown
in Figure 6.

PUT /restconf/datal/ietf-dots-data-channel: dots-dat a\
/ dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: {host}:{port}

Cont ent - Type: appli cati on/yang-data+json

"i etf-dots-data-channel :dots-client": |

{
"cuid": "dz6pH aADkaFTbjr 0JGBpw'

}

]
}

Figure 6: PUT to Register

A DOTS client may de-register fromits DOTS server by deleting the
"cuid resource. An exanple is shown in Figure 7
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DELETE /restconf/data/ietf-dots-data-channel : dots-dat a\
/ dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1
Host: {host}:{port}

Figure 7: De-register a DOTS dient
7. Managi ng DOTS Ali ases

The followi ng sub-sections define neans for a DOTS client to create
aliases (Section 7.1), retrieve one or a list of aliases
(Section 7.2), and delete an alias (Section 7.3).

7.1. Create Aliases

A PCST or PUT request is used by a DOTS client to create aliases, for
resources for which a mitigation may be requested. Such aliases may
be used in subsequent DOTS signal channel exchanges to refer nore
efficiently to the resources under attack.

DOTS clients within the sanme domain can create different aliases for
t he sane resource.

The structure of POST requests used to create aliases is shown in
Fi gure 8.
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PCST /restconf/datal/ietf-dots-data-channel : dots-data\

/ dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: {host}:{port}
Cont ent - Type: application/yang-data+json

"ietf-dots-data-channel:aliases": {

"alias": [

{ _
"name": "string"
"target-prefix": [

"string"

]

,arget-port-rang€H [

"l ower-port”: integer,
"upper-port": integer
}
],
"target-protocol": [
i nt eger

]

’arget—fquH [

"string"

]1

"target-uri": [
"string"

]l

"l'ifetime": integer

Figure 8: POST to Create Aliases

The paraneters are descri bed bel ow

nane: Nane of the alias.

This is a mandatory attri bute.

target-prefix: Prefixes are separated by commas. Prefixes are

Reddy,

represented using C assless Inter-donmain Routing (CIDR) notation
[ RFC4632]. As a reminder, the prefix length nust be |l ess than or
equal to 32 (resp. 128) for 1Pv4 (resp. |1Pv6).

The prefix |ist MJUST NOT include broadcast, |oopback, or mnulticast
addresses. These addresses are considered as invalid values. In
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addi tion, the DOTS server MJST validate that these prefixes are
within the scope of the DOTS client’s domain. O her validation
checks may be supported by DOTS servers.

This is an optional attribute.

target-port-range: A range of port nunbers.

The port range is defined by two bounds, a | ower port nunber
(l ower-port) and an upper port nunber (upper-port).

When only ’'lower-port’ is present, it represents a single port
number .

For TCP, UDP, Stream Control Transnission Protocol (SCTP)
[ RFC4960], or Datagram Congestion Control Protocol (DCCP)
[ RFC4340], the range of port nunbers can be, for exanple,
1024- 65535.

This is an optional attribute.

target - protocol : A list of protocols. Values are taken fromthe

| ANA protocol registry [proto_nunbers].

The value "0’ has a special nmeaning for 'all protocols’

This is an optional attribute.

target-fqdn: Alist of Fully Qualified Donmain Names (FQDNs). An

FQDN is the full name of a resource, rather than just its
host nanme. For exanple, "venera" is a hostnane, and
"venera.isi.edu" is an FQDN [ RFC1983].

How a nane is passed to an underlying nanme resolution library is
i mpl ement ati on- and depl oynent -specific. Neverthel ess, once the
nane is resolved into one or multiple |IP addresses, DOTS servers
MUST apply the sane validation checks as those for ’target-
prefix’.

This is an optional attribute.

target-uri: A list of Uniform Resource ldentifiers (URIS)

Reddy,

[ RFC3986] .

The sane validation checks used for 'target-fqdn’ MJST be foll owed
by DOTS servers to validate a target URI

This is an optional attribute.
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lif

I'n
or

etime: Lifetine of the alias, in mnutes. The RECOMVENDED
lifetime of an alias is 10080 mnutes (1 week). DOIS clients MJST
include this paraneter in their alias creation requests. Upon the
expiry of this lifetine, and if the request is not refreshed but
no nmtigation is active, the alias entry is renoved

The request can be refreshed by sending the sanme request again.
Alifetinme of "0’ in a request is an invalid val ue.

Alifetine of negative one (-1) indicates indefinite lifetinme for
the alias. The DOTS server MAY refuse indefinite lifetime, for
policy reasons; the granted lifetinme value is returned in the
response. DOTS clients MIST be prepared to not be granted aliases
with indefinite lifetines

The DOTS server MUST always indicate the actual lifetinme in the
response and the renmaining lifetine in status nessages sent to the
DOTS client.

This is a mandatory attri bute.

PCST requests, at |east one of the '"target-prefix’, 'target-fqdn’
"target-uri’ attributes MJST be present. DOTS agents can safely

i gnore Vendor-Specific paraneters they don’t understand.

Figure 9 shows a POST request to create an alias called "httpsl" for
HTTPS servers with | P addresses 2001: db8: 6401::1 and 2001: db8: 6401:: 2
listening on port nunber 443.

Reddy,
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POST /restconf/datalietf-dots-data-channel : dots-dat a\
/ dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: www. exanpl e. com

Cont ent - Type: application/yang-data+json

"ietf-dots-data-channel:aliases": {

"alias": [
{
"name": "httpsl"”,
"target-protocol": |

]

,arget-prefix":
"2001: db8: 6401:: 1/ 128",
"2001: db8: 6401: : 2/ 128"

]

",arget—port—range": [
"l ower-port": 443
}

I

“lifetime": 10080

Figure 9: Exanple of a POST to Create an Alias

"201 Created" status-line MJST be returned in the response if the
DOTS server has accepted the alias.

"409 Conflict" status-line MIST be returned to the requesting DOTS
client, if the request is conflicting with an existing alias nane.
The error-tag "resource-denied" is used in this case.

If the request is mssing a mandatory attribute or its contains an
invalid or unknown paraneter, "400 Bad Request" status-line MJST be
returned by the DOTS server. The error-tag is set to "m ssing-
attribute", "invalid-value", or "unknown-el enment" as a function of
the encountered error.

A DOTS client MAY use the PUT request to nodify the aliases in the
DOTS server.
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7.2. Retrieve Installed Aliases

GET request is used to retrieve one or all installed aliases by a
DOTS client froma DOTS server (Section 3.3.1 in [RFC8040]). |If no
"nanme’ is included in the request, this is an indication that the
request is about retrieving all aliases instantiated by the DOTS
client.

Figure 10 shows an exanple to retrieve all the aliases that were
instantiated by the requesting DOTS client. The ’'content’ paraneter
and its permtted values are defined in Section 4.8.1 of [RFC8040].

GET /restconf/datalietf-dots-data-channel : dot s- dat a\
[ dot s-client=dz6pH aADkaFTbj r 0JGBpwA
[ aliases?content=config HITP/ 1.1

Host: {host}:{port}

Accept: application/yang-data+json

Figure 10: CET to Retrieve Al Installed Aliases
Figure 11 shows an exanpl e of the response nessage body that includes

all the aliases that are nmaintai ned by the DOIS server for the DOTS
client identified by the 'cuid paraneter.
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{

"ietf-dots-data-channel:aliases": {
"alias": [
{

"name": "Serverl",
“traffic-protocol": [
6
1,
"target-prefix":
"2001: db8: 6401: : 1/ 128",
"2001: db8: 6401: : 2/ 128"

]

"target-port-range": [
"l ower-port": 443
}
1,
"lifetime": 3596
"name": "Server2",
"target-protocol": |
6
],
"target-prefix": [

"2001: db8: 6401: : 10/ 128",
"2001: db8: 6401: : 20/ 128"

]1
"target-port-range": |
"l ower-port": 80
}
I
"lifetime": 9869

Figure 11: An Exanpl e of Response Body

Figure 12 shows an exanple of a GET request to retrieve the alias
"Server2" that was instantiated by the DOTS client.
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7

8.

8.

GET /restconf/datalietf-dots-data-channel : dot s- dat a\
[ dot s-client=dz6pH aADkaFTbj r 0JGBpwA
[aliases/alias=Server2?content=config HITP/ 1.1

Host: {host}:{port}

Accept: application/yang-data+json

Figure 12: CET to Retrieve an Alias
If an alias name ('nane’) is included in the request, but the DOIS
server does not find that alias nane for this DOTS client inits
configuration data, it MJST respond with a "404 Not Found" status-
I'ine.
3. Delete Aliases

DELETE request is used to delete an alias naintai ned by a DOTS
server.

If the DOTS server does not find the alias name, conveyed in the
DELETE request, in its configuration data for this DOTS client, it
MUST respond with a "404 Not Found" status-line.

The DOTS server successfully acknow edges a DOTS client’s request to
remove the alias using "204 No Content" status-line in the response.

Figure 13 shows an exanple of a request to delete an alias.
DELETE /restconf/datal/ietf-dots-data-channel: dots-data\
/ dot s-client=dz6pH aADkaFTbj r 0JGBpwA
/aliases/alias=Serverl HTTP/ 1.1
Host: {host}:{port}
Figure 13: Delete an Alias
Managi ng DOTS Filtering Rul es
The foll owi ng sub-sections define nmeans for a DOIS client to create
filtering rules (Section 8.1), retrieve active filtering rules
(Section 8.2), and delete a filtering rule (Section 8. 3).
1. Install Filtering Rules

A POST or PUT request is used by a DOTS client to comunicate
filtering rules to a DOTS server.

Figure 14 shows a POST request exanple to block traffic from
192.0.2.0/24 and destined to 198.51. 100. 0/ 24.
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POST /restconf/datal/ietf-dots-data-channel : dot s-dat a\
/ dot s-client=dz6pH aADkaFTbj r0JGBpw HTTP/ 1.1

Host: {host}:{port}

Cont ent - Type: application/yang-data+json

"ietf-dots-data-channel :access-lists": {

"acl": [
{
"nanme": "sanple-ipv4-acl”
"type": "ipvé4-acl-type",
"lifetime": 10080,
"aces": {
"ace": [
{
"name": "rul el",
"mat ches": {
13" {

"ipvd" {
"destination-ipv4-network": "198.51.100. 0/ 24"
"source-ipv4-network": "192.0. 2.0/ 24",

}

}

},

"actions": {
"forwarding": "drop"

}

}
]
}
}
]

Figure 14: POST to Install Filtering Rul es
The meani ng of these parameters is as follows:
name: The nanme of the access-list.
This is a mandatory attri bute.

type: Indicates the primary intended type of match criteria (e.g.
IPv4, 1Pv6). It is set to 'ipvd-acl-type’ in this exanple.

This is an optional attribute.
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lifetime: Lifetinme of the ACL, in minutes. |t MJST follow the sane
rules specified in Section 7.1 for alias lifetime, but applied to
an ACL.

This is a mandatory attri bute.

mat ches: Define criteria used to identify a flow on which to apply
the rule. It can be "I 3" (I1Pv4, 1Pv6) or "14" (TCP, UDP, ..).
The detail ed match paraneters are specified in Section 5.

In this exanple, an IPv4 matching criteria is used.
This is an optional attribute.

destination-ipv4-network: The destination |IPv4 prefix. DOIS servers
MUST val idate that these prefixes are within the scope of the DOIS
client’s domain. Oher validation checks may be supported by DOTS
servers. |If this attribute is not provided, the DOTS server
enforces the ACL on any destination |IP address that belong to the
DOTS client’s domain.

This is an optional attribute.
source-i pv4-network: The source | Pv4 prefix.
This is an optional attribute.

actions: Actions in the forwardi ng ACL category can be "drop" or
"accept". The "accept" action is used to white-list traffic. The
"drop" action is used to black-list traffic.

Accepted traffic may be subject to "rate-limt"; the all owed
traffic rate is represented in bytes per second indicated in | EEE
floating point format [|EEE. 754. 1985].

This is a mandatory attri bute.

The DOTS server indicates the result of processing the POST request
using the status-line header. Concretely, "201 Created" status-line
MUST be returned in the response if the DOTS server has accepted the
filtering rules. |If the request is missing a nandatory attribute or
contains an invalid or unknown paraneter, "400 Bad Request" status-
line MIUST be returned by the DOTS server in the response. The error-
tag is set to "mssing-attribute", "invalid-value", or "unknown-

el ement” as a function of the encountered error

If the request is conflicting with an existing filtering installed by
anot her DOTS client of the domain, the DOTS server returns "409
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Conflict" status-line to the requesting DOIS client. The error-tag
"resource-denied" is used in this case.

The "insert" query paraneter (Section 4.8.5 of [RFC8040]) MAY be used
to specify how an access control entry is inserted within an ACL and
how an ACL is inserted within an ACL set.

The DOTS client MAY use the PUT request to nmodify its filtering rules
mai nt ai ned by the DOTS server

8.2. Retrieve Installed Filtering Rul es

The DOTS client periodically queries the DOTS server to check the
counters for installed filtering rules. GET request is used to
retrieve filtering rules froma DOTS server

If the DOTS server does not find the access |ist nanme conveyed in the
GET request in its configuration data for this DOTS client, it
responds with a "404 Not Found" status-Iine.

Figure 15 shows how to retrieve all the filtering rules that were
instantiated by the DOIS client and the nunber of matches for the
installed filtering rules.

GET /restconf/datal/ietf-dots-data-channel : dot s-dat a\
[ dot s-client=dz6pH aADkaFTbj r 0JGBpwA
[access-lists?content=all HTTP/ 1.1

Host: {host}:{port}

Accept: application/yang-data+json

Figure 15: CET to Retrieve the Configuration Data and State Data for
the Filtering Rul es

Figure 16 shows how to retrieve "sanple-ipv6-acl"” filtering rule
instantiated by the DOTS client, having

"cui d=dz6pH aADkaFTbj r0J@Bpw', and the nunmber of matches for the
installed filtering rules.

GET /restconf/datal/ietf-dots-data-channel : dot s-dat a\
/ dot s-client=dz6pH aADkaFTbj r 0JGBpw access-|i st s\
[ acl =sanpl e-i pv6-acl ?content=all HITP/ 1.1

Host: {host}:{port}

Accept: appli cation/yang-dat a+json

Figure 16: GET to Retrieve the Configuration Data and State Data for
a Filtering Rule
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Renove Filtering Rules

DELETE request is used by a DOTS client to delete filtering rules
froma DOTS server.

If the DOTS server does not find the access list nanme carried in the
DELETE request in its configuration data for this DOTS client, it
MUST respond with a "404 Not Found" status-line. The DOTS server
successfully acknow edges a DOTS client’s request to withdraw the
filtering rules using "204 No Content" status-line, and renobves the
filtering rules accordingly.

Figure 17 shows an exanple of a request to renove the | Pv4 ACL naned
"sanpl e-i pv4-acl".

DELETE /restconf/data/ietf-dots-data-channel:dots-datal
/ dot s-client=dz6pH aADkaFTbj r 0JGBpw access-1i st s\
[ acl =sanpl e-i pv4-acl HTTP/ 1.1
Host: {host}:{port}
Figure 17: DELETE to Renove a Filtering Rule
| ANA Consi derations

Thi s docunment requests |ANA to register the following URI in the
"| ETF XML Regi stry" [ RFC3688]:

URI: urn:ietf:parans: xnl:ns:yang:ietf-dots-data-channel
Regi strant Contact: The | ESG
XML: N A, the requested URI is an XM. nanespace.

This docunment requests IANA to register the follow ng YANG nodul e in
the "YANG Mbdul e Nanes" registry [ RFC7950].

name: ietf-dots-data-channel
namespace: urn:ietf:paranms: xnm :ns:yang:ietf-dots-data-channel
prefix: data-channel
ref erence: RFC XXXX
Contributors
The follow ng individuals have contributed to this docunent:

o Dan Wng, Email: dw ng-ietf@uggl es.com

o Jon Shallow, NCC G oup, Emmil: jon.shall ow@ccgroup.trust
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11.

Security Considerations

RESTCONF security considerations are discussed in [RFC8040]. In
particul ar, DOIS agents MJST follow the security recomendati ons in
Sections 2 and 12 of [RFC8040]. Also, DOTS agents MJUST support the
mut ual aut hentication TLS profile discussed in Sections 7.1 and 8 of
[I-D.ietf-dots-signal-channel]. YANG ACL-specific security

consi derations are discussed in [I-D.ietf-netnod-acl-nodel].

Aut henti cated encryption MJST be used for data confidentiality and
message integrity. The interaction between the DOIS agents requires
Transport Layer Security (TLS) with a cipher suite offering
confidentiality protection and the gui dance given in [ RFC7525] MJUST
be followed to avoid attacks on TLS.

An attacker nmay be able to inject RST packets, bogus application
segnents, etc., regardl ess of whether TLS authentication is used.
Because the application data is TLS protected, this will not result
in the application receiving bogus data, but it will constitute a DoS
on the connection. This attack can be countered by using TCP-AO

[ RFC5925]. If TCP-AO is used, then any bogus packets injected by an
attacker will be rejected by the TCP-AO integrity check and therefore
wi Il never reach the TLS | ayer

In order to prevent |eaking internal information outside a client-
domai n, client-side DOTS gateways SHOULD NOT reveal the identity of
internal DOTS clients (e.g., source |IP address, client’s hostnane)
unl ess explicitly configured to do so.

DOTS servers MUST verify that requesting DOTS clients are entitled to
enforce filtering rules on a given IP prefix. That is, only
filtering rules on IP resources that belong to the DOTS client’s
domai n MUST be authorized by a DOTS server

Rate-limting DOTS requests, including those with new 'cuid val ues,
fromthe sane DOTS client defends against DoS attacks that woul d
result in varying the ’cuid to exhaust DOTS server resources. Rate-
limt policies SHOULD be enforced on DOTS gateways (if depl oyed) and
DOTS servers.

Appl yi ng resources quota per DOTS client and/or per DOTS client
domain (e.g., limt the nunber of aliases and filters to be instal
by DOTS clients) prevents DOTS server resources to be aggressively
used by sone DOTS clients and ensures, therefore, DDoS nitigation
usage fairness. Additionally, DOIS servers may linmt the number of
DOTS clients that can be enabl ed per donain.
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Al'l data nodes defined in the YANG nodul e which can be created,

nmodi fied, and deleted (i.e., config true, which is the default) are
considered sensitive. Wite operations applied to these data nodes
wi t hout proper protection can negatively affect network operations.
Appropriate security neasures are reconmmended to prevent illegitinmate
users frominvoki ng DOTS data channel primtives. Nevertheless, an
attacker who can access a DOTIS client is technically capable of

| aunchi ng various attacks, such as:

0 Set an arbitrarily lowrate-limt, which may prevent |egitinmte
traffic frombeing forwarded (rate-linit).

0 Set an arbitrarily high rate-linit, which my lead to the
forwarding of illegitimate DDoS traffic (rate-linmit).

0 Communicate invalid aliases to the server (alias), which wll
cause the failure of associating both data and signal channels.

0 Set invalid ACL entries, which may prevent legitimate traffic from
bei ng forwarded. Likew se, invalid ACL entries may lead to
forward DDoS traffic.
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